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29.2.4 Fast Ethernet Ring ™4

29241 OkAH E 7Y

29242 0|5 =E 74

29243 Y HESRR ZE 74

29244 P HESRA B3 Z2EZ9| HEf =2l

30 &. DHCP Snooping &7
30-1 & DHCP-Snooping &78
30.1.1.1 IGMP-Snooping 24 5}et H|&2A 3}
30.1.1.2 Vlan Ol Al HDCP Snooping &3}
30.1.1.3 Vlan Ol Al DHCP Snooping &3}
30.1.1.4 DHCP-AI2| QIE{IH| O] A0f QIE{IHO]A E7H5HY|
30.1.1.5 HFQIE HIO| 29| W2 YHIO|E 7|5 Ed%tet H2dat
30.1.1.6 Vlan Ol A DAl 2-d3t
30.1.1.7 ARP-Trusting 2/ I{|O| A 0ff CHot QIE{I| O] A H7



30.1.1.8 Vlan Off &A Ip =4 ZLEHZ AHE M
30.1.1.9 Vlan gt 243t (0] 7|52 X|™{Sh= EH7I ER)
30.1.1.10 A 2|5t= ZLHE Ip A& FA 0l
30.1.1.11 Vlan #H2t2 FX[5t= QIEHO|A A7
30.1.1.12 DHCP-Snooping Option82 &7

30.1.1.13 DHCP-Snooping Option82 T Zl M M7
30.1.1.14 HAE HRIEY QIHHO|A TFTP MH T
30.1.1.15 2 A& HiolE QIEmO|A MU0l E HF
30.1.1.16 2 A

30.1.1.17 QHm O]~ BRIE =5 +d
30.1.1.18 L2 22| X|0ff T &St= DHCP {2l
30.1.1.19 DHCP-Snooping 2 L|EH& % |X|zt2|
30.1.1.20 DHCP-Snooping 49| Of| |

ofo
X
)
s
N

m
i
o
| >
nx
oz

S HRolE QIE{TO| A Bholsty| 9t 2t R
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Of ZME ZE s, 47 57| Mo Zast A 8 YHOE Y & AHH 0|2 2THE Zets

E #HS £ <Type> <Slot>/<Port> HAIOZ F|0jQOM CHS Hlm ol § & A

o= "1

OIE{ T 0] A Ef = ZOFEA|

10M Ethernet Ethernet E

100M Ethernet Fast Ethernet F

1000M Ethernet / 1GigaEthernet Giga Ethernet G

10GigaEthernet TGiga Ethernet T
BE 740 oY &% Bz & 0 YU LMK 10l AZSto] JIZ0M QEZCR
A% gL
SUot =Y RO ZE Ho = OrfoM Rz, (Z0M QLEZCRZ 1 8H ARSI H 27t
of~ & LC.
Note

2E0| ZEE OO /2, IFNM RLEF2ZE =MUZ H=Tt X[ FLIL.

T2A1% o g4 A 29X E d = 282 ot Ho| Ch2EHAE

« IPHERAS Z2EF0| M2t 1P 2 A 2lS MEUCth

o o B REOM MBS & UE BE YBS LIS E SSHE YA 2.

Switch> ?
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S Yol =SEEHE0NE 2 o0 A T EXFZ AE ot
o
=

Switch> s?

. OIS YUY B 12

oK
1z
=
Mo
oo
Fl
mjn
o
1y
ot
2
02
o
5=
=
e
4>
o
Ju
mjo
N
R
mo

L ct.

Switch> show ?

Z otetr 7|8 2 O[O0 Lot BHOZF #A| UL fIF otet® 7|8 AL
+EO 4ot O B2 BHOE & = AW, ot R 7|2 =2 odxf B
FOo Ct20 L= BEHOE & = UASLIC
14380 2E
FEO 2t2lof QM O|A0= Tty ZEJF JAELCH CHE HHO BEE ARSI & 2K 9|
ChE 718 848 78 € = UASULCE A8 7ttt 382 oXf A 852 ZE0f mef CHE L ot
=TEME 8H5IH FO{T REMM HE 7tset B8 255 €5 + USUCLL TS BOM=
A AMEE= B8 2E LTt
T 2E " Wy QIE{HO] & H 4] E
aAl BE HAs H = Monitor# Type "quit"
(Moniter Mode) "Ctri+p"E Y™
ALEXF 2E 23¢9l Switch> Type “exit” or "quit”
(User Mode)
X 2E AHEXF REOA “input” =& | Switch# Type “exit" or "quit”
(Admin Mode) “enable” FHOE ¢
TH oE ZHE| Xt 2 EO| A Switch_config# Type “exit” or “quit”
(Global Mode) “config” BEHOE & "Ctrl+z' Q2 22| Xt
REz SorgLct
QI o|A HdE | 74 EEO0|A interface B | Switch_config_g0/1# | Type “"exit” or "quit”
=2E Ol 29 stdAlR. “Ctrl+z' 2 2 2| Xt
HEZ SotgLCt

YYo= 4 Y ZEOM A8 5= AFLICH

40
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YYOIE Y of=d EM7E AL AHHO|A HM S 2Qlstn S Z8H()E YH ot0]

CHS OAIOIM A& ZEZE HYE
Switch> enable
Password: <enter password>
Switch# config
Switch_config# interface g0/1
Switch_config_g0/1# quit
Switch_config# quit

Switch#

Switch# no ip telnet enable

16 8- N

A~ RYAIR Ee FS KT Al gl
S| write YOS AFR3}0] THalm

Switch# write
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2110 el 43

2.1.1.1 Th A| AR 2|

oAl H22|0f MEe= oreel 0|2 20 ArS A o0 mtd 0|52 aE

2.1.1.2 ot AJAR HAHO]

2E YFO = 72 =MA ol 7|Ets Oj7fH=s YLICE Ha
221" 82 ME At YL CF
F3d a9
format oY AABRES =81 5t B E [0|HE AMK|gL|CL.
dir [T} E] ot 3 ClAEZ| O|E2 HA| ELCE 7= Qo] LY O|E2 o2 2XIE A
Aote LY S EAISHE A2 Q0| gLCH o2 CHS Ao =2 BA| LU CH
MOl T mAO|E <upY> ZOo| AFE AZH
delete o} ™ oS APN|SELCt THAO| EXYSHXA| Lo M A|ABIO|AM EHTL|CH
md dir 0| & ClMEg|E DHEL|C}
rd dir 0| & CIHEL|E AKX L CIHER|7F EXSIA| Y™ A|ABO|A EHTHL|CE
more ItYH ool LHES EAITILCE oY &2 ot HO|X|2 EAl & + 2= E2 1o
XHZ EA| ELC}
cd ST o A|ABIC| A2E BHATL|CH
pwd SiX| 425 EAIBL|CH

21.1.3 522 oY A|Z
monitor#boot flash <local_Filename>

7t ZetE & s SUAIOM 220K 2ZE

Local_filename ZoiA H22|0f HEE DY 0|§2 2 AMEXI= LY O|E2 YH|of
gt ct

=

r

274 o
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monitor#boot flash switch.bin
2.1.1.4 2= EQ0f ¥hIo|E

St Of YYOIZ ALBTHO) AKX A ATEQOIE 22 &
22Cot0f B YEI0IE EE SR HO| 7l M (O HOlE
o
AA

2k
3}
I LT 2UE BEOM 2ZEY 0] YE0|E0) SIHK| YHo| st

|0

=

—
==
of =2 of
= )= &

o

[=X-)
o

C

—_

1) TFTP & S¢t YHI0lE
monitor#copy tftp flash [ip_addr]

O FOI= TFTP MBS THUZ AAHO| BHAIZ SAfohs HULICH BYS Yot
S

O 7H 5 4 29

Ip_addr TFTP AH{ 2| ip =4 YLICH

AGE P2t glol SAYEO| e = 1P F2E YHtEE HiM

X7t LtEHEPLICE.

2% ol

CtS OMl= AMEOIA 22 main.bin IO MEO|A 45|02 AX|0| MEE =
oA HL2 switch.bin 22 HZA 510 XHEHsI= AS 20/FL|C}

monitor#copy tftp flash

Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

Please wait ...

HHHHHHHHHH A AR R R BB HHHHHFHHHHHHAA AR H R R RS SRR
TFTP:successfully receive 3377 blocks ,1728902 bytes

) M3 ZE 1

[El

EEZE - zmodem

HOEd T2 WINDOWS 95, NT 4.0 | 3}0|I E{O|"d =2 12 0|7 L} WINDOWS
3XO EHOY oEfo|M —2 3 U 4 ASL|CH
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monitor#download cO switch.bin Prompt:
speed[9600]?7115200

£EE 115200 22 7oA. THA| HZ%H = S0| T E 0] 2 (K 0| 20|22/ 0
Mol HS HwolM I &S dHSHHAIL. ot EW7| ettt o3t
#0| LIEFELICY.

21

Folder: U \Frogram Falex'Accexseries \HyperTurmamal

Filalme @)
Ic mpdir wun b Browan @) I
Protecol (B) =

28 cdem =]

Seed@) | Cleaa®@ | Cunca |

O3 11, oY =Ly 7|

KA HIESHE A9/ 2ZE90f 'mainbin'el MK A2 E THU0|E ¢
z S mEEEE MESHIAIR THAS HUEE 2L
&61B C+3 27} LIEFELICE

E_l
ne
r

ZMODEM: Successfully receive 36 blocks ,18370 bytes

AZEQ0f HHO|EZL 2R E[RACHE AS LtEfLID StO|HEDO|E

(E{0| 20 Eeio|M)e| M&E&E &= 9600 22 XA Z|0fof ghL|Ct.

2.1.15 87 YO0| E(&H|2| Configuration Update)

startup-config &ILICH AZEQIO] ¢

HO|ESt FAlRH @ES AMEot0] 42 YH0IE & =+ ASHCL

1) TFTP & S¢ YHI0IE
monitor # copy tftp flash startup-config
2) AE XLE EM ZZEZE - zmodem

monitor#download cO startup-config

21.1.6 FTP E AI83%10] AZEQ|0f I A AL|0|E
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config #copy ftp flash [ip_addr | option]

FTP & ArE3t0l SAZ= 07 2|0 2ZEQ0 8 23S

‘copy” YOS ArESI0] FTP AHO|A AKX 2 Mt S CH22E 5t A9X|9f ot
ALARIOIM FTP MHZ THUS HZE SHUAR. FHS YHSHE A|LH-OM 2 MY
O|E1t |7 I 0|5 YEstet=s HAIXIE EAl EHCH

copy{ftp:[[[//login-
name:[loginpassword]@]location]/directory]/filename}|flash:filename>}{flash <:filename>|ft
p:[[[//lo gin-name:[login-

password]@]location]/directory]/filename}<blksize> <mode> <type>

O 7H A == 493
login-nam FTP MH{ 2| AFEX} O]
X|EE ALEXt| 0| §0| Qo “Copy” HHS AW ot = AIBX 0|8 &

2HBIEH= HIAIX| 7t LIEFELICE

login-password | FTP AMH{2| H|ZH <=
XEE 2=7t Qo “Copy” HHE & ot = Y5 YHstet= O

M| 7 LEEFEFLICE

nchecksize o 37|= MHOIM =Rl Z[X| Q5 LT

vir MPLS & X| &t EX|of CHel vrf HIRIY 7|52 MSELCH
blksize Hole ®& £82 37| (7124k 512)

ip_addr FTP AE{2| 1P F= 24

XZE IPF27t Qo8 “Copy” BES 2 ot = IPF2E YOI} =

I AIX| 7} LEEFE L CE

active 2d REO|M FTP MH O 1 ASt= A2 2|0|gL|Ct.

passive +& BEE FTP MHO|M A= AE 90| LTt

type HOlE M& 2 E HEBLICh (ascii or binary)

A% oA
L2 O|Ml= "main.bin” Tt0| MHOIM 45|12 AQX[0A switch.bin 22 HEAE ASS
B FLICL

config#copy ftp flash
Prompt: ftp user name[anonymous]? login-nam
Prompt: ftp user password[anonymous]? login-password

Prompt: Source file name[]?main.bin
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Prompt: Remote-server ip address[]?192.168.20.1
Prompt: Destination file name[main.bin]?switch.bin

or

config#copy ftp://login-nam:login-password@192.168.20.1/main.bin flash:switch.bin
B B i i i 3
HHHHHHHHAHHH B R R R R R R HHHHHH A AR R R R R H AR AR R R R R R R

FTP:successfully receive 3377 blocks ,1728902 bytes config#

Note:

ZLICL O] &M= TCP AlZt 3=
|72 =735H7| {0l “ip tep
L

2 4= ASLICE SHX|2H AFESHA|

1) FTP ME{ 7t ZSSHX| 42 [ Cf 7| A|ZHO] Z0f
AZHZI2 755) 22 Qldf| L stH TCp HZA A
synwait-time” 2 E2Y ZEO|AM H g

M= A0 FELIC

ST

x

2) YR HEI S40| TUOIM FTP S AFBSHH HlOIE XE S27} MTjEoz
e 1% 220 27|12 YW £ &

o =

IT =

o7l= 371= 512 0|0 tiR 22| HERINM HuN 2 &S
F

2.1.2 712 A AH

[ ]

rk

2| 238

2121 0/HY 1P Fa 2
monitor#ip address <ip_addr> <net_mask>

ol 3E2 ool Ip FAE FERHCL

o
7|2 FAL192.168.0.1 0|1 <net_mask>+= 24bit I L|LC},

O 7H e = 29

ip_addr ol 4ol Ip =4 YL|Ch.
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net_mask ojullel Meul opAF Lt

273 ol

monitor#ip address 192.168.1.1 255.255.255.0

MY

21.22C|EE 2}RE 4%
monitor#ip route default <ip_addr>

of Bgde2 7|2 d=& T 85t=H MEELILL 7|=

oN

j2E otLbE 1Y B 4 Y

MRS oy

ip_addr HOIEQ0l2] 1P F2 YLICE

2% oA
monitor#ip route default 192.168.1.1

monitor#ip route default 192.168.0.254

2.1.2.3 Ping € 0| 83}0{ L E9T A HEff HAE

monitor#ping <ip_address>

Sx|9 1P F4& QLic
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2% o

monitor#ping 192.168.20.100

PING 192.168.20.100: 56 data bytes

64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms

64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms

64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms 64

bytes from 192.168.20.100: icmp_seq=3. time=0. ms

----192.168.20.100 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss round-trip

(ms) min/avg/max = 0/0/0

2-2%. Hojd 474
221 VTY &H

A2EE “line” BHOIS AFZSI0] IOl D745 24 BCh
=3

[}
Ol FH= Sl HO| 20 2 HO| BEAL= FES
222 M@ UL

Of AI&”O= BE 7tsst 82 4 7HX2] RY0| ASHCL

—

: console(22), aid(X| &), asynchronous(H|-&7|) and virtual terminal(Zt& E{ O] '2)
AlA”lotc o2 Yol 2t210] AELCH HES F40 thsiM= tte 2ZEQI0 X 5t =90
T8 AHUHME BZ SHUA2.
& 7 OIE{IH| O] & 29 Hz
CON(CTY) Console 2EE floh Al==0 219 0
VTY Virtual and asynchronous | 2, X25 PAD, HTTP, &L A[ZBS] ZE | 1..3)
OOl 2 N Ee)E Sof 2191 &
+ gLt

2.2.2.1 Line 1} interface Zt2| 27|
1) 57| AAEHH 0| ALt VTY 2+2I ZHo| 2HA|

7t HOE 2t2 A SO HM A BE7] 2ot S7] AHEO[AE MS gL

ChovTy 24212 Sof A|A"oA HE5IE A= QEI 0|20 7ty ZEO HZ &L L
2 S71 AHE oAM= B2 7te ZET /UE & UASHEL
o S0, ofxf 2Uo| AHHO|A(O|HU E= HE AHHO0|L)0 HES= B 2

vTY 8= I8l g BHAE —’F%‘OHOF L CE
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@ =2ld 8 2EZ 2702 AR,

F1:HOE Oi7fE+5 718 SHAIR.
VTY 40 thsi M= 2.4 & “vTY 74 O'E & X SHUA|2.

223 BHLEH Y {X|EF
Show line & &SI vTY £ 20l SHAA| 2.

224 VTY 4H ol

J=

EDEZ EASH| Q0 E VTY | S T M 4 XSS Faste Y

.

-
mjo
H
2
i)

config#line vty 0 32

config_line#length 0
-3 HESRZR &2 28

231 SNMP MH
2.3.1.1 &4

SNMP A|AEI0|= L2t 2

S
_|'T'_|
m
i
i
i
+

o
i
I~
n!

e SNMP ZZ|E et FH (NMS)

¢ SNMP O|0| ™ E (AGENT)

SNMPE cgoz O HSOM ZESts T2 EE QILICH SNMP 22| =1 o O|ME

n
pd
<
O
B
L)
1A
ro
A%
e

O 2 HEYA 2| AlAH(CiscoWorks 2F 242 NMS)2| ¢
T USLICE OO|ME Bl MIB 2 A|AEIO XNZE E LICE A|AR SNMP &
Ta57| Mol HEKT &2 F1

t O] E Zto| BAE Holsliof gfL|Ct,
SNMP Of|O| M E+= MIB Bi~5 EetShL|Ch,

SNMP 22| 52 O|2{gt Ha0| ZtS = QISHALL 8% = AS L CL

252 OfO|HEONM Ha US 7EMALE B 412 OO|HEN MEEY &

UG LILE O] EE= MIB O|A HIOIHE +=XELICH MIB 2 ZX| Oj7) B2
E%3 FH|o| HIO|H H|O]|A YLICE Eot 0|HEE 2E[Ate] 2E E= o] H

74 20 SEHY = UAELLL SNMP 00| E= 2e| J0f ERZ 2 5

UGLILE Trap 2 HER 32 £ SEE LIEIH = B2 X 4T GEE SNMP =

HEBLCH Trap & SHES ALRAL 215, K AR
Si/H|EHsh, TCP 012 9 B2, OF AlAH 7 Tt ojHE 4+ e JE
L|

T8 O|HEES LtEE & ASL(C,.
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|HIE 7L SHESHH A|A-2 SNMP Zt2|A[AEI0] “inform”S EHLICtH o€ S0, Of
ZX|SHH SNMP HE[AARCE YHE HHLICE SNMP 28 2
[N E Trap 2 A I S ES
AL
T

Ay 4+ YLict B
FAL 8 2 QIELICH Mt Trap & M2[3

ot

H 2t el
Of =4l &Rt
A Z0|M “inform request’s $=2A18t= SNMP
EFEIAIﬁEéEOM SNMP HEO| CHEt SE O 2 PDU E AR EHL|CE B2 A|AEIO| A “inform
request”O| =AIE|X| QO™ O 27 MEEX| YELICH FH M= 8EHS EWHX Z2H “inform

—
request'SCHA| 2 o= ASLICH 08 O L2 22— =g ch

>

HE 2F2 20t M2E0] 7| WE0 A28 8 HERZS H B2 AdE 48 EHH E-F2

& 2 O ©7| gLt ol27F ;A= AL 2 EAIZH0] =3t 2 T77HX] “inform request”S M 22| 0f

X ZoffoF oL Ct St Trap 2 $HHTE MEE| D “inform request’= 012 H TS & 5+ JASLICH
™S “inform request’= HEHT S40| F7171 L[ B2 O B2 F1E 7Y SLLCH ESH ERES
ohHEE

HE &1 “inform request’2 02 ¥ IS 2 = JASLCHL MEtM EFY U L 2F2
A

ord Mt 2| 7to| #¥HES QK| TLICE SNMP &2| A|AHIM ZE EX|E A $=4I80f st=
42 i [qSLICE Y EQFo SMHHES MA| Sl ZE SX|E B3

inform request’& Af%% #
27t YO Trap & AFEE
SFC5200A Series 22X &
M-S gt

[m m
IIE
ﬁ
rﬂe
E
=
5:
=3
o
3
©
o)
C
[©]
“
=2
=
rot
ot
0
mjo

2. SNMP Version
SFC5200A Series 22|X|= Ct& SNMP BT 2 X| ¥ 2 L|Ct:
e SNMPv1 - ZtEHSt HEQT 22| Z2EE
RFC1157 Off ‘Ho|&l QIHY #FE Z2EF YL CL

e SNMPv2C - RFC1901 Off M2|=l SNMPv2 2| & 7|8t | =3¢l 3, QIEul

HAE

|E

EE

M

SFC5200A Series 29| X|= C+& SNMP = X| & ©rL|C},
e SNMPv3 — RFC4310 Off MO &l ZtCHst HEQ(3 &E| ZZEZ Version3.

SNMPv1 & SHLICE IP =& 7|8to] WM A KojmgFE A

AT 01ZSH0l MIB O AHAE & Ut B2IZ 1ES ol ULk

E-IrLI
N
rE
HT
9
ot
>
o
=
oo
o
s

SNMPv3 2 HEQAE &% Tzl 215 A e2ste| =2 &3l EXof tigt £ ¢

—
HMAE M-S SLC.
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SNMPv3 Ol A RS &= 2t 7|52 Chgat Z2&LICh

o OAX] FZ29 - IjZ0| & S| H=EX| BRA=XE =22 L

o

E

o
fot
LOJ
=|-_é
s\
1o
=
ol
o
rfot
ot
fanl
rg
ol>
ro
fanl
Pl
g"-r
rlo
Mt
R
=l
0
ok}
=
k=)
=
é

SNMPyv3 2 Eot R 2ot s & NSLICh 2R E2 AR & AL
A7t gFot= 250 oo 285 = 28 UEHY oF 2

LM 51 85|= B +FL|CH 2oF L& 2ot 2o =gt2
M| & i AFEE= 2o HFHLIES 278 gLt ¢

glE, 2T Blael M7HA 2ot 2

o "J
>
op O
I
>
o
i)
-
il

2|z AHO|MO| X|{t= SNMP OS2 SNMP OO|MEE F-dolioF & LICt
OO[ME= o 22|HQl ZHHOM SME & = UAELICL
MIB X| ¥

A AHIO SNMP & 2& MIBII BI$=(RFC1213 0| M CHE 0| )2t SNMP E &Y
(RFC1215 0| M Ct& O &)= K| @ THL|CE SFC5200A Series 29| X|= 2t A|AHIS| 18
st MIB EH&S K| gL,

=1 O =2

2.3.1.2SNMP AN A

1.

e SNMP E7| 4%

SNMP community O CHSF HM|A MO 2 £ =7

o A|AHE BE[XEO B I A[AH X] 7Y

« SNMP OO|ME ©|o|E mZle| =T ZO| 2| SNMP HEf ZL[EHE
e SNMP trap 873

o SNMP HIQIE AA FA T SNMPY3 15 &Y

e SNMPv3 AtEX MY

e SNMPv3 EnginelD &7

SNMP 27| &7



SNMP E7|

A

= MIB O] CHoF A
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A HBk(incloud / excloud)Z M O{ste A YLt
Lt HEE2 AF8SI0 482 FHSHAIR.
FHO 49
snmp-server view [name oid] H7| 71

[exclude | include]

| 0| &,0ID %|*§ MiB 2| 51
Eg| E& HOIEE F715t2

| O

x| AliRto] A S K| FEHL|Ch

|7H
A

Exclude : A& HE
Include : AN 5 E
SNMP E7] 7|S0|M MM A 2 = A 5t 2 MIN WM E “Exclude” A 2
X835t “Include” ot= LIMX| WM 2 LiglL Tt FEEX| Z2 7HH= M 22 &
—J[\_ HAE Ll EI-
SNMP E7|7|5& 4%t & SNMP HM|A Jtsol OF 0§ X|&det = OF °
MM A g 5= UAs MMl 5 s Mo g = AL
HIA st 23 SNMP community 242 &g =&
SNMP community 2| EALE S ALE5H0] Zte|A|A- D ZHIALO|S| ZAE Fol & &=
UASLICH Community EAIE 2 22|A|AEO] ZH|O| 23021 & = UA St L= et
FAFELICE Community 2 XFE 0t 2H25H0] StLF 0| ool £d 2 X|8Y 5= USFLICH
FHo 49
snmp-server community string [view &2l community @f2 &2l gLCt.
view-name] [ro | rw] [word]
StLt EE= o2 ol A8 2XEE 74 & = USUCE 'no” BHEAE AL83H of
X E Community 2AHEE MAHSHNAIR. Community 2XHE S FLMsHE & B2
"SNMP BE" 225 EXRSHA.
A AE 2E|XEe| AR 2y S A|AE f(X| 2 23
SysContact 2} SysLocation 2 A|AE QAF0|AML| &2| W= MIB 0|0 ZtZto| & H| 9
ID 2tot 2IX|E HO| tLCt O] 2+ Config & SOl AMA & = AL LICH

22 DCoN O BYS

o o=

Atgg

+ g,
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HHO A%

snmp-server contact [text] L Eol 3 2 X0 Ciet 2XEE AEgY
Ct.

snmp-server location [text] T E fIX|o| 2XtEE AFLCL

4. ZHIOIM 2= SNMP HIO|Ef Tzl [T 20| F2o

Ry E= 32 oW HOo|H T2l Aof Zo|E 7d & = UASFULL 22 ¢
DEOM OFg YO E A8 & 5 USLIT

HHO 49

snmp-server packetsize byte-count HolE mjzlof z[Cf ZO|E &¥e Lt

5. SNMP & 2 L|EE

=22Y 20N ChF BN E A8SHY HRE Community AHE &=, o2 = &
H=E HEo SNMP £38/88 SHE ZUHE & = ASLICL

FHO 29

show snmp SNMP 9| AEfE HL|EHE stL|Ct.

6. SNMP trap &7

CtS BHOE AM85H0] SNMP trap 2 EUES A2 48 4+ ASLICH

Yo 29

snmp-server host host Trap HIA|X[ 2] =4IXHE X|F L Ct.

=

communitystring [trap-type]
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snmp-server host host Trap HIA|X[ Q] =AIXE, B, AL X} O F
[traps|informs]{version {v1 | v2c | v3 2 Xgg o

Xt SNMPv3 o] ERO| AR SAET}
E& HAXIE Aot E AR
of =~E0 CHst SNMP AX D E T
g S{of LT

{auth | noauth | priv }
H}communitystring [trap-type]

AAEIO] A|ZHE|H SNMP H-E Ats2 2 4™ ELULCH BE 32| Trap O 2d3%} &L
“snmp-server host * BHOE AtE310] OfH SAET OfH ZFO| Trap 2 A X| X8 £

ol&L|C},

AN H

U5 Trap 2 CHE HHE Soff HMojshoF &uct o€ E0i, AHLO|AS FALL &S I} SNMP
Y3 EHWS BLHT QAIHHO|A HFEEOAM “snmp trap link-status” HHOE M}
of 23 EYME &3t oo Lt

Trap 2 A8 H S AET} “snmp-server host * &2 F-ddfof ghLCt.

MEHQ $2O2 Trap O] AIXHEIE 22 IEH 0|2, HAK| 7O 20| E& 2t SAE0| T M 242
U2 NHE & ASLICE Trap O A8 B BISE $7Ho12Y ZRHREOA C1S

o
M YOS AR & UFLICH

— = T
FHO 29
snmp-server trap-source [interface] Trap O] A|ZHE|= &2 QIHIO[AE X]|
Mot oAIX[Q] AA IpFAE HEE
L|Ct.
snmp-server queue-length [length] Trap O] U= 2 ZAE| O HA|X]|
T2l Z0|E ALt (7124t 1 1
snmp-server trap-timeout [seconds] HES CHZ| 20 Trap € MTS & B
=5 oL (712830 )
7. SNMP HQIE & Fa4 4F
=ZE2Y TN CHS BE O E HHSI0 SNMP HA|X|Q] &4 FAE HFGHY
A2,
FE0 249
snmp source-addr [ip address] SNMP HA|X|Q] AA FAZE AT
C}.

8. SNMPv3 O1E°| dH A& FM3ta{™ Ct

ojo
0g
o
<
M
>
o
Ot

>
>
to



SFC5200A/AT AFE X} 2 H M v1.0.0.0

o

29

snmp-server group [groupname {v1 |
v2c |[v3 [auth | noauth | priv]}][read
readview][write writeview] [notify

notifyview] [access access-list]

SNMPv3 &2 F+dgtL Lt 7|25o =2
U k2| EE|ol B E o

A

T AL

9. SNMPv3 AR X}

LS BEOIE sl 22 AFBXIE FdE = ASLICH ZE[XH7F RO =
0I5t HX|of LHE ALEAL O| B A= E AFEXIO|A Z2{OF gL Tt AFEX} 2
Hot +=F2 AM8AIF &3t g2 BetF LT LT ZOtofF gL Ct O™ X
Eo AMEXE 252 1 g + glsUnt

320} el

snmp-server user username SNMPv3 o] 2Z AtEXE A™TL|CL

groupname {v1 | v2c | v3 [encrypted]

[auth {md5 | sha} auth-password ]}

[access access-list]

ChE BEOE LA |F ABAE 74 & 5 ASLICH EX|7F FFH0f &
HO| 80| ER S ELOf5t= 42, MOof 2H|0| ID 215 S +ASIH ALEXHE 7 JoHof
SLICH AE AR ALEX}L O] E2 2= HO{AH0]E2] ALEAL O
Ot A=t ZOtoF gL|C O™HX| oM Trap & =41 & + Y& LICL

%20 el

snmp-server user username
groupname {v1 | v2c | v3 [encrypted]
[auth {md5 | sha} auth-password ]}

[access access-list]

SNMPv3 o| A ALEXE A7 etL|C}

0 JAMEXE 75| Mo @ 4
SNMP 2EI D E IP TA9| MO{A

B0 of F+d3loF efLCt.

4 &

10. SNMPv3 QIZI D A

SNMP QI ZI D = SNMP QZIS Alds =
3 EHH|= SNMPv3 =& & p

Z 9| SNMP Z2|A| A

Yo

o=

snmp-server enginelD remote
ipaddress [udp-port port-number]

engineid-string

=4 SNMP ATo 278 A YLC
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2313 4738 oA
1. oAl (1)

snmp-server community public RO snmp-server
community private RW

snmp-server host 192.168.10.2 public

. TE MB B0

mjo

>
rir
)

NEEREECE

Ho

(o] o
AN T

1o

o o
e REMIBRHSFE QD £ = Community 2XtE2 7802 AF
St B
Community AtE S Public & AFE3HY A|ABICS| MIB BI4-E5 & =+ USLICH Lot

=]
Community =XtE2 Private ot 2850 MIB HF A0 A[AE-0| 27| Jtsot
MiB B=E 28 & = ASLICH

o] HH2 A|AHIO| Trap 2 ELHOF & I Community 2XFE S Public 3t X| F3}0]
Trap 2 192.168.10.2 22 EL{A EL|CE O S0, ZH|Q| ZETJ} CH24 Ef7t
| ACHH ZHH| O M= 192.168.10.2 2 AL Trap HES EWHL|C}

2. %Al (2)

snmp-server enginelD remote 90.0.0.3 80000523015a000003 snmp-server
group getter v3 auth snmp-server group setter v3 priv write v-write snmp-
server user get-user getter v3 auth sha 12345678 snmp-server user set-user
setter v3 encrypted auth md5 12345678 snmp-server user notifier getter
remote 90.0.0.3 v3 auth md5 abcdefghi snmp-server host 90.0.0.3 informs

version v3 auth notifier snmp-server view v-write internet included

?12| GlAl= SNMPv3 & AtEot0] YHIE 2|ot= EES 20ELCLL OF
Setter = ZXIE 28 + %l% 2HH, JF Getter = SXYEE HOt = = Us

get-user 2| % E‘P_f TE2
YA 2 "sha"E AFESHO 2= 3HE el Ct
Set-user 2| 4% HQt +=F2 25 AU Y=ot A= 12345678 0| L=t HAR

'md5"E AH85t0] f23tE ettt
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E =
—

ZH|0| M Key event 7} 2 SHH username notifiy & AMESHY 22| XFQ| =A
90.0.03 OfA & & HAIXIE 2-LICH

232 RMON &H
2.3.2.1 RMON A& =4

RMON &7 % ¢2 Ch3at 25Ut

o AQIX|Of CHT rMON B E 7|5 AH
o AQX|Of CHSH r(MON O|HIE 7|5 M

«  AQIX|Of CiEt rMON E74| 7|5 M H
e  AQIX|Of TS (MON 7|2 7|5 M X
o 2AQX[O IMON M HA|

AQIX|9] rMON ZE 7|5 &Y

Command line EE= SNMP NMS £ £38j rMON @E 7|%% T4 g = AF L
SNMP NMS & &Edff 1 d3st= 42 A%
& 7|80 4= AR

:'c'>'_
rMON &€& 7|s& 2d0t= d8s E@-E—'—I':h

23 0f el

configuration =228 ZEZ SO CH
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rmon alarm index variable interval RMON €& &=
iy ZE 2o M0
{absolute | delta} rising-threshold
1~65535 IL|Ct.
Variable 2 ZL|H & &|= MIB Q| 2K QULICE Al
value [eventnumber] [owner string] AHIO|A R85 MIB Z{K|0{OF 8O, Integer,

value [eventnumber] falling-threshold

Counter, Gauge =& Time Ticks 38 2| Objects

ok & X| &
Interva 2 ¥
o] &uc},

Absolute = MIB 2K 2 gt2 AE ZLHE St=
Ol At ELICH HERE & MEE ALO|0A MIB

QEMEQS| It HES ZLIH ot=H AHEEL

I

ct.

5
o
[¢]
x
o\l
S
o
-
iy
k=)
rE
|m
- [E
b
rir
> 0
fu}
>
gt
o
r
fin|

exit ZE|Xt REZ F[FZORZL|C}.

write HA™ 2 ML

rMON dE &=0| #d& = IX= XFE 0D #s 7IMFL L =25

w2 alarm S (B0 == HEHO| M2t O 2ot Bl &L T}
2ISE 0] Ol gEC 30 &S UA L= XFE A ¢S Z16t= 82 O
HIE HZ 7} index H= Q! O|HIE (O|HIE HZ 7} 0 O| Lt O|HIE HZ T} index H=
7 2 O|HETL LMSHX| @IZ) H7L X|IJE OID £ €2 5 g12™ o] ™ol ¢
g oot 222 dEELUCHL st Moles AE gd=2 7/d5H7| 8 rmon
alarm 2 0Of2{ ¥ MASIH OpX|L g8 2 P& LI OFF & rmon alarm 2
index = MASIX| QiOF QIEAATL Ut L&t =2 FA & = USLICH
2. A2Q|X|8 rMON O|HIE MY Ct2 HO|= rMON O|HIES F438I= THA 7f LIQtQI& L Tt
FHO 49

configuration 228 ZEZ So{ZLCL
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rmon event index [description string] | RMON O|#IE @55 Z7I5HHAI2. Index =
. ; O[HIE of=of MRAYLICE 7= =
[log] [owner string] [trap community] | | A2-E 7 g
1~65535 Y LICH.

Description 2 O|HIE0| Lzt HEE o|0|gL

ot

Log = O|HIEY} 2l E ol =21 HO|20| H
= o|0| ghict.

Trap & O[HIETL LW E I Trap HIA|X|7F M &

Community £ Community 0| g/ L|Ct,

Owner string 2 20| Cist HEE AT CE

exit HE|Xt REZ T SO0hZL|CH
write H4E2 ML L

rMON O|#HIEZ} 4 & £0|= rMON ZE7H &2dg I rMON O|#HIE 2t5o| =l
eventlLastTimeSent & SysUpTime 22 A& 3|0 2FL|C

Log 40| rMON O[HIEZ MY e|M HA|X|7F 21 HO|&0| 7} E LTt Trap &4 O]
rMON O[HIE2 HYE|H E- HA|X|7} HFLE| O|F22 HEELICE rMON Ol ES
o] H Jdsto] =L

25t index 2 O|HIE =2 1 ddtH Opx|ah fLdot M8 & LT
rMON O|HIE index & M350 index 7} S LSt O|HE =53 FAT = G CL
3. AQK|Ql rIMON E4 AH

rMON &7 1&2 ZXlel Z& ZEO tist 4 SEE ZLUH dt=0 AEELILE rMON

sAE +dst= HA = thadt 2L

FHO 49

configuration 2E2Y 22 SO{ZLCH

interface iftype ifid ZE Qc2 S0z
iftype 2 2& RS 2(0| gLt
Ifid = ZE9| ID & 2o|O|gtL|Ct

rmon collection stat index [owner EEOM 84 7S 83t 2L Cf

string] index = S7|2| MQlZ olOjgtL|ct.
owner string 2 SA/0f| Ot HEE 4
St A YL

exit =E2Y REZ FO0F ZLCH

exit 2|X REE ZOF ZhL| T
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X

write

o] gl

ofg] # 2%

=
=

Agd=s #487| 28 “rmon collection stat *

o

L|Ct. “rmon collection stats index"& A

X g0| &

A0
O -

__I.L

ot
=1

N

f

O

AQX|of it rMON 7|18 A

4.

AZSEE LSt AFEE L EL

Al

=
[—

rMON 3|AE2| AF2 K|S ZEO|A C}

rMON &4 7|52 Ligid 20| g ELCh

w T ow B
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KO

rMON 7|

=
=

rMON 3| AE 2| index
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5. 2%IX[2] rMON 27 HA| show HHOE AT A2X|2

rMON #+d2 E0{&EL|CH

HH O =L
show rmon [alarm] [event] [statistics] | T+ ™MEE HA| ghL|C},
[history] Alarm 2 & 250 19 E EAISH:=

Event = O|HIE & Z 0| FHZ HAISIL
O|HIE Lo ofsl = 2ZH0[=
o] =2 & &= BAISt= AS 20|
ghLct.

Statistics = X7t ZEOM =Tst= &
Agds A SAH 4 +dE8 B
Qg 9|0 gLt

233 PDPAH
233127

PDP = HES®Z EXE FXst=0 EE3| MEE= 2 AF

NMS(Network Management Service)Of| A O[O 2{Zl FX|o| 2= Q1F TXE 4
AMSH= O] ALEE LICE PDP E AMESHH SNMP A 0f F4 8 °._|7é1 Qxl RS Y >
UEL|CL PDP E Sl

=
T
f3il SNMP & ol = X E 27 5 S?A'ﬁ'—l':f.

SFC5200A Series = PDP & Sofl 21 TX[E ©X| & 5= UX|TH SNMP E Soff 2IF
X E 274 == YSLICH M2t 0|2t A X|= HESRT ZA O XSOk gL|Ct.
J™EX| Yo 24H HEQT EEZXE ¥S & SLICH A9X|AC| PDP = O Ul T}

BE SANP OA & = JASLICE
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7 PDP & XISt AQIK|E CHSTF 22 REOR 28 o 4 AsU
2332PDP #E W&
«  2%X|2| 7|= PDP 74
. PDP 23 U HE HEAIZ 4
- PDPO HH &%
. ASQIX|OIA PDP O AFSS 9I3H XS W
. 29K EEO|M PDP | ALES I3 M WY
« PDP EUEZ I 22
£9|X[e] 7|2 PDP T4
’ls 72 23
PDP 7|2 278 SH Disable
PDP LE M7 AEf Disable
PDP clock (HIAIX|E EUY= BlE) 60 seconds
PDP information saving 180 seconds
PDP version 2
POP 23 3 JE MT A2t 273
Z2Y ZoolM 0 BHOIE M0l PDP 7t BAIXIE HUjD PDP HE ME Al 2t2
7 SR,
FEO 29
pdp timer [seconds] PDP 7t AIX|E B "I E HEgL|C}
pdp holdtime [seconds] PDP dE M AlZtZ AEeL Lt
PDP KT &7
=223 REOM ChZ HEOS 2A5I0] PP HT S &7 SHAIR
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HHO a9
pdp version [1 | 2] POP HEZ &7 gLCt
4 |X|0l M PD 571
PDP = 7|& F0IM 2 d%tE[0 UX| AELICH PDP E AFESHHT 2 2Y 74 ZE 0f|A
ChE BEE A AIR
HHO 4%
pdp run 22|X|0| M PDP E M& gHL|Ct.

5 29X ZEO||A PDP HE 27

PDP = 7|2 T30 M= 2-d=t Z|O AKX @& LCH 29{X[0| A PDP 7t 2-d3t &l = QIE{H O
T REOM TS EES 2A5t0] ZEOM pDP E 293t & + UE

Lch

YO 49

pdp enable 29|X[el ZEO|M PDP E HE L L

02-!

6. PDP 2| ELE T 8 2| A2 RE0M CHg BB E &Aoo pOP & 2L EHE L CH

%20 8y

o

show pdp traffic

show pdp neighbor [detail] 2QX|7t IS HXE HAIZLC

2.3.3.3PDP A7 Of| X Of|A| 1:
PDP &35}

config# pdp run config#
int f0/0
config_g0/0#pdp enable

OfX 2: pOP 28 X & MY Al 278

config#pdp timer 30
config#pdp holdtime 90



SFC5200A/AT A A @M _v1.0.0.0

Of Xl 3: PDP HT M
config#pdp version 1
O Xl 4: PDP Y& 2L EE

config#show pdp neighbors

Capability Codes:R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H - Host, | - IGMP, r —
Repeater

Device ID Local IntrfceHoldtmeCapabilityPlatform Port ID joeEth
0 133 4500 Eth 0

samEth 0 152 R AS5200 Eth 0
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2.4.1

2.4.1.1 SSH Server

SSH AMH{E £l SSH 22t0|HEQf

des, 3des ¥ blowfish &

=
—

O UEL|Ct SSH A{H

2.4.1.2 SSH client

T=EE

SSH 22t0|AHE = SSH

ojn

i

AAE[= HX|2HE SSH A H
S tL|C} SSH 22t0|AHE = des, 3des W blowfish &

L Ct.

=
o

2413 7|

LCH S0 2 38 Z2 0T

g g

SSH AMHf 3! SSH 22I0[QE= HF 1.5

g Ck

E

ojn

LICt. SSH MH & 7|2

3

AMEE

=l

SSH At

olo

Lt =223 =0 Ct

3

MEE

g0

s

i}

go

Ip sshd auth_method [STRING]

2422 2 Ho| 22 7

A ™ SSH AMHof CH

HMojs

i =X
=

ot o

X|o| SSH ME{0of CHP

Xt
(=]

LICE =29 ZE0M Ot

St
=1

o

I

at|

o

Ip sshd access-class [STRING]
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242425 THA|= 3l

ro

Mt 2150 Chek A|ZHO| Z|CH A|ZHS Z=FSHH SSH MH= Af HZ0| P EX| e o
215 MAIE StX| t&LC |t A S 7| 2HCR2 3 YLICEL 22Y ZE 0N
Cte BYOIE MG B S CHA| AlEdts Z|f AlZhs H7 SHUAIR.
HAHO 49
Ip sshd auth-retries [0-65535] 215 CHA| A|EStE AlZHE et
2.4.2.5 SSH AMH| AtE
SSH AMH= 7|28o 2 H|ZA43} £|of 9

Ip sshd enable SSH MHE AHE gL T}

Ot = 1024bit 2 MM =lL|Ct,

243  SSH MH A7 0fAl

Ch2 RHOME IPFEATF192.168.20.40 Q1 host BF SSH AHOf| B & 4= Ql&LICH 24

I

AFEXE HIO[EH|O] 2= AFE AL ID & T8 SH= Ol A E LIT
2431 MO =5
ip access-list standard ssh-acl
permit 192.168.20.40

2432228 D MY

aaa authentication login ssh-auth

local ip sshd auth-method ssh-auth ip
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sshd access-class ssh-acl ip sshd

enable
3% elEmola M

3-1 & ATH
O] oMz AK[7F #5H= CHYet /2| QHI|O|AE HR ChASH QAIEHO|A | O
Cigt #+d dEE &XSt= ol ==0| ELUCh o oM AH&E 2= QIHHO[A FHEo| Cfst
XtMs 42 QIHO|A 74 FHZ X SHMAIR. O] FOM LIE CHE EE oY 2
HENMO CHE &2 &X A2 A0l 2& QHL oA R HE & = A= 4
dE7F =23t Lo

CIEfHolA RO CHst

te) at £

Configures Ethernet interface.
Ethernet interface Configures fast Ethernet interface. o|FHul QIHHO|A 4

Configures gigabit Ethernet interface.

=2[H eIHmo|& £

Loopback  QIE{HO[AQt Null QIEHO|AES
Layer3 OfAMEH M FLCE AtEXt=  Layer-
22| X[0f] M VLAN EE= SuperVLAN QIHI0|AE

Loopback interface
Null interface
Logical interface VLAN interface

SuperVlan interface

-
0.
ot

Mt 2 QlaL|Ch

= AUS
Aggregation interface =2|& QIEH o[~

N@Eles & 572 2HIO|A& O QI H O] A =2|H QIE{H O] A7} A& LICE O] Ul

CIHIO|A RHE2 #FE &4 AHH 0| 3 AX[0| X[ & HIO|A FLE Ee= QIHI| 0| A

20 et ChEL L =2 HI 0|~ s diE 2| X7t fle BT o2 ALEXLIL

T2 2 47 gHh

ALK X[ O|F sl QI I 0| A& ChEZat 2L T
e Ethernet interface
*  Fast Ethernet interface
*  Gigabit Ethernet interface

29X|2 X[ ¥ =2|H QAHHOo|As L ZE UL
* loopback interface

 null interface
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* aggregation interface

VLAN interface

42 BE elEmo20 T4 TN A HSYLICL 22Y RO HT0A TS

2
IFLI
02:*
OF

HHOIE to QIE{HO|A 7 HEZ S0{7tM FEE AlE SHdA| L. O|mf
ﬁ-?—l*l DEZEL ’config_’Qf ch= QIHmO|A HWElZ F4 Ut 2 HZo
XS A2 SHUAIQ. Bl = MX|(exworks) = QIE{HO|A FIETL A

P ol X178 ELCE o] AHEO|AE HAISIZ ™ ‘show interface’ HHOE

7
2 SHUAIR. ZX[7F X |fotes 2t QHH|0|AE= BHZa 20| AbH| HEfE M S LT,

o d

Switch#show interface
GigaEthernet1/1 is down, line protocol is down
Hardware is Fast Ethernet, Address is 0009.7¢f7.7dc1 MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set Auto-
duplex, Auto-speed
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 17:52:52, output hang never Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1 packets input, 64 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input input
packets with dribble condition detected
packets output, 64 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output

0 output buffer failures, 0 output buffers swapped out
gigabit Ethernet interface g1/1 2 T+83%t2{H I3 82 YUY SHUAIR.

Interface gigaEthernet0/1
AQIX|0|M EOjFE T2 I E = ‘config_g0/1" YLt

Note :
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OIET Ol & Rt AHHO|A M ALO|0] SHS F7F S BRIt YIELICH 08 =

of, flof MM ‘g1/1" 2= 'g 1/1'0] 25 SL Lt
1. 2HIO|A 9 REOA AHEO[A 18 HHS 714 & =+ UASLICEH et FE2
CIETO|A0M HAE Z2EZ 8l 88 Z2 ™S o gLt o] FE 2 ALEAt7t

OIE{ 0| A 1A BEZ =2 3|7{Lt C}2 OIE{T|0|AZ M3t & )7}
X =X €4k

2. QlHmOo|A~ 40| 2=EH Cf

mjo
bal
|0

go| "elEmo|Ae] 2LEHE 87X oA
'show' HES AFESHO] 2IHH|O|A HEHE HAE SHYAIR.

3-2 % QlEmojA 47

321, QIEHO| 20| BE &4 74
CHe L8 2 25 R0l QIETO|A0A MBS & Ut BYS MFon AEH0|2A0 35 42
T BHLICE THE & UE AET 0|20 BE £40I= RO 4,
Cho=, X S0l ALt

3.2.1.1 Description A8

g 2IH T O] 20 ‘Description® 7t 5t0| QAEHEO[At HAE FHEE 7[ASt= O
=

=
=50| ELUCt 'Description'2 21HH 0| A2 AHES A E3t=H =8 F21 QHT
A

=
A1 gozy AL E D QEHO|A2 J|50ls Y O|X|X YaLiCt

OI [=] LS

% 20f uy

description [string] SO OIEHo|A0 MHE =T}sHL|Ct

g =0, dHmOol~ AT FI7tet 2AE o= g & AHHO|A 2F o'E T=x

SHUAIR.

3.2.1.2 Bandwidth &%

CIHIO|AL CHEZZ 74 SHUAIR

HHO 49

Bandwidth [kilobps] SAM el QIEmo|A0 HFE =7t Ct.
=2 2128 Of7fH, & #o|H HX S2|& QHEOo|AS A H20= g

= O[X[X] @5,

[E=]
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3.2.1.3 Time Delay &%

o
_I_
o
m
B
o

YHO 49
delay [tensofmicroseconds] oM HEE QI 0|20 A2t X[HS AET L
Ct

AlZt X el 82 2% FE oi7f#H-YLC O @3S At8otH I 0|22 &
q She

o
M AR S =7 ot A2 Ot L Ct

o

322 CIE{HO|AQ ELIEHE S 2|

-

Chg &2 QHEO|AE 2LIHY ot 22| & = AS LU CH

OlE{ M| 0| A Q| ALE} =0l

«  OIHHO|A =73t Bl AKX

=~

«  QHmo|AQ EYs}

=

Obt

=

%

3.2.2.1 OIE{T{| 0| A 0| AEH Bl
AKX = AZEQO R SHER O] KT, QIH I O[A HEi S QIEI|O|A FEef 2 HE
ROMX| BEE EOFLCL O B QE

THo| Chot 22 0

—

Ho|A RLIH Y| YRS LHEY LCt Of

E 2
QIHEO[A 79 28'S T SHAIL. FF0oj= LSt 25Ut

cELY!

nx
(ol

show interface [type [slot/port] | QIE{I{|O| A AE{E HAIZL|CE

show running-config SN 27 JEHE HA| LT

no interface [type [slot/port] =2|%
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3223 HHO|A 2yt Sl HiZdst AHMO|AT HEgote|H AEHOo|A0] BE

=

7|50l AHE =7tsotA =M CIETE o|Ao] RLIHY FHOZ =A2AMS Mo A&

HHOof =L
shutdown QlE{m{|o| A0 H|ZHd 3}
no shutdown QlE{m|o| Aol 2=}

'show interface’® @1t 'show running-config’ @2 AHE5t0] QIE{H 0| A7} HZHE 3} &| R
=X 8 E 20l & 5= QUAELICE ‘show interface’ BHOE AFE3IH H|243HEl QIEH O
2= 'administratively down’ 22 &EA| EL|C}

XiMlet LH&2 CtE O A2l 'QIH I O] A H|g-d3t OH|'E &Z SH Al L.

323 =2/ QIHEo|A A7

Ol Bo M= =X AHHO|AE H5t= WYof tis YLt &2 Chalt 25

L Ct.

«  Null 2HHO[A 47

¢ Loopback QIHm|O[A M7

s Aggregation QIE{If0|A M7

*  Vian 2 HE{O|A 2F

3.2.3.1 Null QlE{mojA HH

BH AA"2 SHLES| Null QIEEHO|ARS X|SLCH O 7|52 UEE2 2K H
M HE[= Null §X[2] 7|51t FAF LCEH Null 2IHEH 0| A= e AL == QU X[
SA HEE MESHALL =48] = & LCH AT Oo|A 74 HH o ip
unreachable’2 Null QTE{HO|A0M AFEY = U= F Lo BHYLICH Null 2AE I
OlaE S48 EHEY St M HAEE HISYLLL S 3P7(| 2e UHERI SMS
Null IH{HO|AZ 2t 8 & 5= JAZSL|TE Null °|E1ﬂ1|0| = Hol 282 2 7|s
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g & AgLCch 222 ZEHM g FEOE ZA5H0] Null QHEO|AE XE & &
UELC
g8 29

Interface null 0 Null @ HHO|AE M dgtLCt,

= =
Null I HHO|AE= QIHEHO|A RYES D7 H42 Fots 25 B0 HE &

USLICL CHe At#= 1P 192168200 2t ES ?IoH Null AEHO|AE Fd5t= &
HoFH

o

ip route 192.168.20.0 255.255.255.0 null 0

3.2.3.2 Loopback QIE{I|0|A M7

Loopback °|E1ﬂ1|0|’\t 7bol QIR O| A LT 2[F AHIO|AT SR E 420 =
stak BGP MM E A& S2 UL} Loopback QIE{H|O| A= BGP EHO|E FAZ AL 8 E
UAELC Ef 2R X7} Loopback IE{HO|A0 =E35t2{™ Loopback 21 E{Lf|O]A
A2 B}REIS Broadcast SIEE EX 2IQEl T2 EES LA OF St
L

oopback AEHEO[AZ 2t2E & HAIX|= 2X|2 X 2+ 8 5o 2Z0|A K|

fl

o
A
e
=
T

M
-

T UASLICE Loopback o LIEI|O|AZ 2t & E|X[TF T2 Loopback QIE{H| O|AQ]
FAIb ot AR, siY MAIXl= AMELCH &, Loopback 2E{HO[AE Null

Ho|lAz2 A& gLUCh 229 ZEoM o2 FHS HASHO Loopback ¢l
E{HO|AE X|7gst QIHEHO|A T+ MEE YHGMAIR.

ro
I

cELY! 29

Interface loopback [number] Loopback QIE{HO|AE M etL|Ct,

3.2.3.3 3Aggregation IHI{|0|A A7Y

QHE =2 Q) T OojEull IHIo|ATE BXtE BL Aggregation QIHI
O~ M8 & £ UFUC

Z1 o

E

. SEY FE2 o2 e © 0|F QAHMO|AE FOAM
=

(@]

Y ES TAH SAF A

1T =

Aggregation 2IE{H|O|AE “Fof ot CHZ P S Y StHAIR.

=

g0 29

Interface port-aggregator [number] | AGgregation QIE{H|O|AE 4-gEtL|C},

3.2.34 Vlan QIHHO|A A

VLAN QIHEO|A= ALX|Q| 228 QIHHO|A LICH 22/ ZEO|A VLAN &

L
Cef 270 VLAN O] = IPIiZIE M2[shs YWyE 25K @1 Layer-2 4 2
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o = O
HHOf el
Interface vlan [number] VLAN QIE{ 0| AE M- detL|Ct,

3.2.3.5 Super VLAN QIEH I 0]A H7H

—

Super VLAN 7|&2 CtEut 22 HAHLEE MSSLCh e 22(X[Q] THE VLAN O U=
=] | I

SAEE SYUSHIPv4 MEUIO| et ST 7|2 HO|ERO|E At
2 g 4= USLICE M2t B2 1P A7t ME ELULCH Super VLAN 7|2 VLAN 0|
S 22| QIHLO|AE AMEStI SAET SYUSH IPv4 HEXT MMt AHOIE

20|E AtE3t= OE0 CH2 VLAN 22 HiX| BLICL Super VLAN O £3t= VLAN 2
SubVLAN O|2t1 BtL|Ct SubVLAN 2 IP FAE 74310 22| OIEHO|ASE A8 & £
ASLICH

FHHOf =k

[no] Interface Supervian SuperVLAN QIHI|O|A £ REZ SO{ZL|CL X|H &

lindex] SuperVLAN  QIE{I{O| ATt ZEXSHX|QUSH  A|AHO| A

SuperVLAN QIE{H[O|AE M defL(Ct

index & SuperVLAN QIE{I{|O[ A 0| MOIQL|Ct R 7t
2l 101M 32 Ato| YLct.

no HO|E 0| 83}0] SuperVLAN QIEHO|AE AtK| &

=
UAg Lt
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[no] subvlan [setstr] [add| SuperVLAN O|Al SubVLAN & T SHAA|

addstr] [remove remstr] FI7tE 512 VLAN 2 22| QIE 0| AE &

=

fo

CHE  SuperVLAN Of &g £ gigUch 7|22
SuperVLAN Of| A SubVLAN 0| i ?

Sub BHO= SLITH AL & 5=
'setstr'2 SubVLAN =52 A78dt= AE 2lo| &UCh oS
=0, List 2,4,-6 2 VLAN2,4,5,6 = LIEFRL|CH

‘add'= 2 2H2| SubVLAN £ &0 VLAN 552 F7I¢t= AS

A
o|o] gyt
‘addstr2 9|t #2 "ol EAEES o0 LCh

1 — =
remove’= A2H2| SubVLAN Z2Z20|A VLAN SE2E AHK|
St= AE elojghL k.
remstr'= 9t Z2 YAo| FFEo| EXEYLICL
'no’ HO{= SuperVLAN 0l A SubVLAN 2 AHX|St= A 2
ojnl gLt no'FHOZ Stel FHL A A8 F

HAI:I L‘l EI-

SuperVLAN 2IH 0| AE 4Tt = SuperVLAN QIHE|O|A9] P FAE FEE = U SLCL
SuperVLAN QIE|TO|A = LHE ZEQ 714 & + U= 2R E ZEO|7| &
L Ct.
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3-3%. 2lHmolA 4 oK

331 38

I

g2 elEHolA Fd
33.1.1 2HHO[A 2F oK

Chg CIMO M= QEHE ol A0t #AHE dFE F7tots dHS 20FLICE O 28 2 73

Interface vlan 1

Ip address 192.168.1.12 255.255.255.0

33.1.2 QHHO|A H|Z-g st O K| CHZ O M0l A= O|EH Y QBT O]A 0/1 & HIZES}

Interface GigaEthernet0/1
shutdown

Chg oMM = AEHIO|AE 2d3t 3t WEE 2oE L

Interface GigaEthernet0/1

no shutdown

[m
H
e
rlo
2]
rH
N
|
mjo
é
kel
mot
mn - 4>
0
i}
-
fiml
-
0x
2
il
m
ox
ot OF
40
2
x
H
[m
ujn
nz
2;
g_}
>

o 44 $0 H
(D13

r

HOIZEO 0¥ MAC 20| EX A7 Gl JiH==2| X|H0| QICtH && MAC A8 o5

« 2Ot ZE f[gto] TYSHH elgtE IHZL AA O] oM AfX[el 2ot ZEE
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412 EE HQHEZ MY
© MAC 729t IP F25 Hreld 510 4 SHUAlL.
413 EE HOt MH

4.13.1 MAC AL} IP FA9| Hold A

2QX|9f IP FA2F MAC F&E ZEOf HIQIE 5L & F StLITH RIS & 5 ASLICL

switchport port-security bind {ip AB.C.D || IP F& / MAC FAE EZEOf H QY5
mac H.H.H} AL,

4% ZE MH
HAEO 42 oY QAHHO|AE Y = Y= HAIXIE oY AHHO|AZL L& VLAN Of
BERELINAE SLCH B2 M2t HAIXIE dE & 5= el&LCt
FHO 49
switchport block {unicast|multicast] QIHHO|lA= FLUWAE, HEPHAE, B
broadcast} ELEIIAE HAIX|E MK Q&L
no switchport block {unicast | multicast | QIHIO|A s BE HAIXE HETLIC
broadcast}
4-3% ZE HOot
HHEQ 42 AQX|Q| CHE ZE AO|0f TiZlE AFEA HEY = USLICEL OfH B
R0 CHE ZE AMO|o] IjZlS MEE = Q& LILCt Port isolation 7|2 EZE AtO|2| 1f
SES Nt = USLICE Port isolation O] U= ZE= N2 SAlg = &LICH If
ZI2 Port isolation O] §i= ZE AtO| EE= Port isolation 2t non-Port isolation AO|Of| A 7
gH¥oz MEEH = S L
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FHO 29
switchport protected Port isolation &7
no switchport protected Port isolation A7 i x|

4-4 %, Storm control 7|5 AH™

AQIX REE QUIHAE(Mac T4 24 M), BEPHAE E& BR2EHAE HAXE 26
x @2 4 UBLICE 0] B A9IK B2 HA 29K ZEof
A

=
F2|7F Ut Y-S AHsH] g 2780 X =[0{0F gLt

Yo 29
storm-control  {broadcast | multicast || EEEIHAE | HE[HAE | RLIAXE 2
unicast} threshold count X|&XQl A X|E M| OfgtL|Ch.

no storm-control {broadcast | multicast || storm-control A& slX| TrL|C}

unicast} threshold

T2 Sl 2AR/HFE EefEo S5 MO & = UASLICE 222 BEOM
ChE 332 4dstol ZEO| EafE £ 5 HOf AR
FHO 29
Interface g0/1 IHIO|A Gio/1 22 S ZfLICt.
[no] switchport rate-limit band [ingress | ZEO| Oigt EgfE £k HOE Fd
egress] LICE 'band' = MO{g E2fE £= YL
C}.
‘ingress'= {2+ E2fHE0| ‘egress'=
Li7t= EcfEol @2 01Xt A2
o|of gL L.

4-6 & Port Loop Detection

2%
L]
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HHO 49

[no] keepalive [BA] F= X E HEgtL(Ct,

keepalive period 2o X 7|22 BEELCL Ra¥es
0Ol A 32767 L|Ct

5. =0|XQ ZEQ| B9 4%

BHmolxo £4 23

511 OlF4 QlHmol~ 273

of ZojM= Ol QAEHIO|AE Fddt= Y- CHoll HFLICE SFC5200A Series 2%
0

X|= 10/100/1000Mbps 2| 1% O|EH U QAHEO|AS X[ALICE ArMet 42 Chaa 2
SLCH R THA = 4 AFLO|H CHE A= M5 Arg LTt

0

5111 o[ Ul QIHEO|A 78 228 RE0AM CHg FES 2ot O|HH QHH o~

T8 SHZ SO LI

0

FHO 29
Interface gigaethernet [slot/port] Gigaethernet QIE{HH|O| A0 & oFL|C}
Interface gigaethernet [slot/port] Gigaethernet QIE{HH| O] A0 & oFL|Ct

'show run interface gigaethernet FHO|E O|8&5I0 O|F Yl QIEHO|AL| HEfE =0l
St A| 2. 'show run interface gigaethernet’ HH O & 0| &3t0] 7|7HH|E O|HY QIH

O] Ao HEHE =0l SHYAIR.
5.1.1.2 Rate &7 (Speed)

OIHUl &= ASYY £ AHHO|20M 2 5t0] 713 & + ASH L

=iy =29
speed [10/100/1000/auto] O|E{4l QIE{H O] A0 10M, 100M, 1000M

=2 Auto-negotiation 2| &M & 0|&3} 0

Rate af= A7 ohL|Ct

=
o
-
il
N
M
nx
ox
ro
Q

C

=
Q

no speed Rate M2 4f

Al
negotiation 2 2 =ZO0tZfL|C},

Note:
SFPO| == NHE UELICE o|E =0, GBIC X GE-FX o] == 1000M 0| FE-
FX Q| £ &= 100M YLICE SFP £= FHEH L3O Xts Of7HEH7 Q0@ Xts
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758 MY # USFUCHL OEX YoW Ay & = dFULCL 72 FEUM =
7|7tH|E QIHI| 0|20 XtE oS 2d%t & 4= AUX|TF 100Mbps QI E{IH| 0] A 2
A2 Higgst YLk
51.1.3 Duplex 2E A4
712 YoM O|E Yl QIEHO|A= XI5 YE Sl T 0|F E= Bt 0|52z &
2 UAELICE o] BH2 SFP QIE I 0|22 Duplex ZE+= B4 Auto Y LILCH.
HHO 49
duplex [ full | half | auto ] O|{ 49| Duplex 2EE HHgtL|Ct.

no duplex

7= T8 CHAl AlEF @ LICE Duplex 2

E = Auto-negotiation 2/ L|C}.

5.1.1.4 Flow-Control 8%

QIH I O[AZ} Full-duplex ¥ M, SEX 0= 802.3x 2| 5t PAUSE Z|YS &9
Ao ELCH QB 0| AT} E 0|5 2EQI A2 Flow-control 2 HIHS S3lf &L Ct.
FHO 29
flow-control on | off OIE{H| O] A 9| Flow-control & M¥SIAHLL &
= AELC
no flow-control 712 FE22 SotL . AHLO[A0 =
flow-control O] §i&LIC}.
= o
6 & QUE{Ho]x He 2%
6-1 7% QIEHoO|A He| 47
6.1.1. 2 HHO[A~ #Hel 3
6.1.1.1 QIE{H 0|~ #e|2f Of3f
CIEIO|AE AFEst= HEHUM 22 R ZEO| 3ot £482 273 8o 5t =
427t AEULH &4 ZEONM E=EE= Fd8 mSH7| f/sh IHmolA #He 4
PEE HS gL sYot 28 072 90t fRY L X Bz / ZE E 74
gt = ASLICE O|E A St 20| 220 &4 LT
Note :

MOl el RE2 SO{7IH 2E0 =

= QlHm oA 27 £

[=]
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AO{OF ghLL},

6.1.12 QHEO|A HR REE S0{7}7|

‘interface range’ 2E2 S0{7t7| 2|5 Ctg HHOE & SHUAIL.

HHO 49
Interface range type slot/<port1 - port2 | 2 E{HO|A He| ZEZ A|ZPL|CE Of
| port3>[, <port1 - port2|port3>] Poof =g & 25 ZEE= O U0

6.1.1.3 A% Of |

0 % o|F4l 1,23,6810,11,12 & Z&tstof Ct
Z AR BIAAIL.

dlo

YHOE Sl AHHOA 7 d

Switch_config# interface range 1 -3,6,8, 10 - 12
Switch_config_if_range#

7 & VLAN AH
7-1 & VLAN A
711  VLAN &7§

Virtual LAN(VLAN)2 StLt O] 49| LAN O R =2|Ho2 HERA 3 = X &2 &
S}HH *'Xﬂi 5%!3_ 230 047*EI01 qe ANE 54 & = USLICH AMZE 2 LAN
Z=MEE ®BFE3} 5H7| /8l IEEE 802.1Q

O
o
=28 AdZ oY =& 7|Hez ez

=
[
E
|m
=2
0
>
|I0|-
-
_|T'_
)
O
O
L
=
m
m
rr
<
—
>
Z
—LI

Virtual LAN Of = Ct=1t 22 0| AL

e IE J|HIO| VIAN: 2 E2|H AQA| ZEL HMA 22O Z VAN ¥S X|HSHL L}
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e 8021Q E™EH ZEE= OIELO|AOAM K| ElL|C}

« WM 2E QIHTO|AZF X & ELICH
ZE 7|8 VIAN 2 AR[X|7t X|@3t= VLAN 2| 9| Het 5 otLtel ZEE ¢ o =
ZAYLICE O] VLAN 3+ Tetof 3tLtel VIAN 2F U 0

FIF
N
fo L

s VLAN M8 #Hel= 2HIo|A0AM X & LTt
VLAN & & Of7f = ZETH £3 VLIAN HR|E X 0lsts O AHEELICH VLAN Ef 7t
o= 7= VLAN Ef 27t 9l TH2lS €Y VIANO| EHEE ZEE H7St
=0 AHEE Lo

712 VIAN A3 & £
s VLAN 37}/ &K
« 29X ZE 23
¢ VLAN QIHEO|A M4 / ALK
¢ SuperVLAN QIE{HO|A M7

e VIANS A7 S MEf ZLHE

713 VLAN ¥H =

7.1.3.1 VLAN 37} /7 AHX|

UM o2 VLAN O|2t1 8hE Virtual LAN 2 &K IX|of A2eio] 5L 3|M0

A0 As AMY S LHol 38 aFAMEE 71X Z2AE OF YL

VLAN 2 physical LAN 1 S Lot £ S X2t SLot LAN MOAHEO| /UK §EEt &

BCh AHOIME B A8% & = ASLILCH VIANOl= O 7o ZETJt g =+

Aoy =E %'—I?Hﬁé, HE|FHAE W EREIHAE OA|X|= S LT VLAN Off A

EOjd20t MY & £ ELUCH ZH VIAN 2 =2|8 HEYA YL|C} Ho|E 7t CHE
o A

VLAN O =252 2tRF L£= H2[X2 HEHoF L ths FYE A5
VLAN & 278 st Al2.
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HHO 4%
vlan [vlan-id] VIAN 88 ZEZ SO{ZL|CH(VLAN S 4 )
name [string] VLAN 2| O|§2 &7 &LCt
vlan vlan-range SA[0f of2f 7He| VLAN & M & = USL|CE
no vlan [vlan-id] vlan-range | StLt O] 42| VLAN & AtA| & &= USLICE

A

VLAN 2 VLAN 22| ZZEZ GVRP £ ¢l X522 F7t & AN E & = USLICH

7132 AQK LEO| MM AQX| TEL UMA I EZYH IC Y dotlq HHEREES
x| gLt

o HMA HEE= O] ZEJESILES| VIAN O 2 S50 EfA7F = O|HU e @ 2F

- EYI EE= 0| ZEJHLHE 29X 0 HZE0 QL BV U= Ol = s
o

r=
HI

|X| @2 m2S Ef 27t Qle W22 28 SfLCE A9(X]
pvid & M B2 F7tot22 AQX|7F HESZR o HZE

e dotlg-tunnel EE= ==
| g
CHE VLAN THE[H S FAR &= ASLCHL Od O g A2 St 149| CHE ME

e x50z ZEC

=
HEIO s THE ZEZ #WZ glo] MYYLCH £F ¥ £2 0|33 woo=

M#gC

Zt TEO|= BtLte| 7|2 VLAN % PVID 7} 1o ZEO|A £=AIEl VLAN Ef7} Qs R E
HO|E = VLAN 9| H|O|E mfZlof| £3tL|Ct EEHTA RE= ZEE O3] VLANSE 7tF

Folon MYY 2l ZHF LEO| MLE Tjzlel Ef 4

et

AN
= BV §le VIAN 3= U ZEJF &3 VAN 222 4™ & 4 S LCH S
HHS AHSI0 AKX ZEE HYSIMAIL.

ol

nx

&

switchport pvid [vlan-id] ARQIX|ZEQ pvID & A™THL L

switchport mode access | trunk | dot1g-tunnel | AQ(X[ZE DEE HFTtL|CH

switchport trunk vlan-allowed [vlan-id | all] AQK|IZEQ 8% VLAN 2 X|™HeHL|C}

switchport trunk vlan-untagged [vlan-id] AQX|ZEO| Xttt VLAN 2 ALt
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Note : @& A2[X|7} dot1g-tunnel & X|&st= A2 OtELICt 25 22X[= 0]
7158 WY Moz gda/H|g g%t 5t= 7|5 B AR5t CHE ZE0j| CHak
CHE M2 AT & 5= & LICH dotlg-tunnel 2 MY Mo 2 &3t st B =
CtEdb 25 LTk

HHO 49

Double-tagging 290X Moo=z gdat Lo

7.1.3.3 VLAN QIE{H|O|A MM / At

VLAN 2 EHO|AEs HERA &2 E= Layer—3 AB2l 2t d 7IsS Aoty 9l

= =

g = JSLICH VLAN QIEI0o|A FAeF OtAAE X[t O AHEE =+
USLICH CHE BEOE A0 VLAN °._|E1ﬂ1|0|¢§ HESHMAIR.

FHO 493

[no] interface vlan [vlan-id] VLAN QIE{H|O|AE M4 /A ShL|Ct,

7.1.3.4 SuperVLAN QIE{I{0|A MY

SuperVLAN 7|=2 Ct21F 22 HAHLE 2 MS L S Yot ALK E ddst= CHE
VLAN o| S AEE Fot IPv4 MEUIO| & & = USLICH M2t B2 1P F 27 N
ElIL|C} SuperVLAN 7|&2 MZ CHE VLAN & otLIO| VLIAN 1§22 &
F olELICE O] 1&E2| VLAN 2 & Yot &t2| QIE I 0| A AHE R f E= 593
IPv4 HEQZ MM HOIEQOE ALETHLLCL SuperVLAN O &£dt= VLAN =
SubVLAN O|2t12 BHLICt SubVLAN 2 IP TAE MHsIA 2tE| °_|E-|J.L|O|ﬁ§ RN -1,
o ASLICH B &2 Sl SuperVLAN QI HIO|AE HEE = USLIC
SuperVLAN &73t= EXt= L2t &5 L

FHO 49

[no] interface supervlan [index] QIEHO|A TMHMBEZ A|Z/AMK|[no] &

2
LICH. X|™E SuperVian QIEHO|ATL ¢
O AAHIO|A SuperVian QE{HO|AE
M BHLICE Index £ SuperVian 2| A401¢]
LICE §2 2ol "Hel= 101A 32 Ato] ¢
LIC}.
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[no] subvlan [setstr] [add addstr] [remove SuperVlan O A SubVian 2 T4/AHA([no]
remstr] SHLICE F=7HEl SH9 VLAN 2 22| QIE I
O|AE AR & = QUSLICH Rl SEfo M

SuperVlan Of & SubVlan O] Z&E|X|
SLICH Of StLto| St HE o AL &
= UAELICE ‘setstr2 SubVlan £
AHESt= A2 Q0] gL HE =9,
List 2,4-6 2 VLAN 24,56 & LtEFRiLICE
‘add’'= 22| SubVian 220 M Vian 22
2 F7t St= AE 20| LT} ‘addstr2
et 22 dAlol EAtE S 2|O] gLCt
remove’'= ™22 SubVlan FZO0|A Vian

S22 4% st %g 90| FuC
Fo &
- O

N r

‘remstr'2 ¢/t & A9
L|C}. SuperVian OfAf

=
=59 24 2
= o
— =

SubVlan

A = As -0l USLICE No B3
o= CHE otfl ¥ &H AHEE =+
glaLct

SuperVLAN QIE{T| 0| AZ TLAISH
A& LICH SuperVLAN QIE{H O] A
O|7| &= ghLC}.

S SuperVLAN QIE{IO|AQ| |p TS
£ CHE ZEQFOMIZIXZ 7Y & £ Qle 21F ZE

7135VLAN o 27 Sl ME{ 2L|EE

VLAN 2| 71 & JEfE ZLEE st 2 ZE0M LS YHS HASHUAR.

FHO 29
show vlan [id x | interface inff] VLAN o] &7 71 HEHE B EL|Ct
show interface [vlan | supervlan] x VLAN/SuperVLAN o ZE AEHE EO{FL|Ct

714 HE oK
AEXPCI~PC6 2 ZE 1~6 2 &3 2%X2  HZA  LCL O PCo HERI=
192.168.1.0/24 YL|Ct. PC1~PC3 I E1 PC4~PC6 AE2 MZ CtZ layer-2 EREIJAE
SHQIo XX 2 PC1~PC6 2 MZ Ping & &St IP 192.168.1.100 & Sdll 22X|E
oHe| & 5 ASLICE O|HA 2 ZE 1-3 2 VIANT 22 4-6 2 VLAN2 2 HHolof &
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LIC O3 ChS SubVLAN 22 VIAN1T 1t VLAN2 £ SuperVLAN Of Z=7tsjjof ShL|CH AQ(X]|
oM CtE 282 ssoF LTt (4 AHHO[A2| default VLAN 2 1 22 &[0
L|Ch

30
o>

interface gigaethernet 0/4
switchport pvid 2

!

interface gigaethernet 0/5
switchport pvid 2

!

interface gigaethernet 0/6
switchport pvid 2

!

interface supervian 1 subvlan 1,2 ip

address 192.168.1.100 255.255.255.0

ip proxy-arp subvlan
|

8% STP MH
8-1% STP 7+
8.1.1 STP AW

HZF Spanning-Tree Protocol(STP)2 IEEE802.1D EE 2 7|Hto 2 THL|Ct AQ|X| Stack
o

2 LIHX| HEA0 Cigt T Spanning-Tree Node 2 LIEtLIT 2= Stack Y= 5 Lot
Bridge ID & AFS&LICH 2| AISHA] = of 2QX[2t= 80l SEHAEH A

AQK|QF AR|K| Stack 2 LIEFRLICH STP = Spanning-Tree Algorithm 2 A&+
AZ HEAQ AYXK| StLHE Spanning-Tree Root 2 MEHBL|CE Algorithm 2 &
bel LEO| Agtof mat 2t ZEQ| FYES 2IStY Layer-2 22/X(|2] HEQAE
|&o] HERIR Z2E AdtgtL| o

tot
rlo

bt

STP = HEYZL FXE YX[SIHM RO F5Z MSSt= Layer-2 Link 2| ZEE =
YLICt Layer-2 O|EUYl HEQAZ} MIZ AtE35t2{H F Station AO|Of Lol & %}
42 o -"‘-IHa &= AELICE End-station 7t2| 02| 2 ZE 2 Q| '—1|E Jﬂoﬂ Fo7t
CHIEQIZo| 27t IO M End-Station O 2= HA[X| 7} 5

= O Layer-2 2/E{H O] A0 A End-Station MAC FAE i*%
2 BT HEXIE X LTt Spanning-Tree & Y2 End-Station 0l A

A A
T =
- Ag U

mot mH1
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S22 Y LAN MOHE L= o2 MOHES AQX| LAN Of HZAZN U=X|
RE 4R & 5= glauroh

STP = Spanning-Tree Algorithm & Ar&3t0 5= HZAE HERF S| 22|X| StLIE Spanning-
Tree | Root 2 MEH SHLICE O] Algorithm 2 &4 EZ2X|9| ZE Fstof| [}

2t 2t ZEO| dTS 2Lt Layer-2 HERQAQ| x40 R gl= A2E At &L CL

HE Spanning—Tree(STP)E IEEE802.1D Off H2O|&|0f QUELICE O]= £t Spanning-Tree
=l £ Cheotstol HERIR Rt 2SR @

EE D HEYALQ ’8’%*3' AE S 28 gLt STP ¥ siE Protocol 2| Algorithm 2
S Bridging LAN 2 ZtGHst 2y EEEXE FEYLLCL 88 E
ZEEX|0|M YT Bridging port = Z e ME & 5+ JASLICHL Y2

Efof Qi = ls MEe = laUt €5 ZE= EX HEfof 1 =2 A
plEUCh o HEfo Us ZEE EEZEEXNM F T
HZEXO0|AHLI HERZO| FIe[AL HER M HAHZH &4 ZE ME o

e -
Y
mjo
>
oo
O
rir
ot

— o
Ef2 $Z0| gLt STP EEEX|0|A Bridge & Root 2 & = UASLICL ZE LAN MM
Of M Bridging ZE= W EQIA MH2 HO|HE RFEZ MEYLILL ZEE HERA M2

ANEE ZEZ HA| ZLCL ZETL A= HE[X|= LAN o] X[ZE E2|X|2 3 gL

Root = Root 7} Y ZAsH= R E HEQA MMO| X|HEl Bridge & LICH 2} Bridge 2| ZEO|

Root Off 7+& Z47h2 ZE 7t Bridge Root ZE Y L|C} Root ZE A

XNEE ZEME 7ttt 892 TS S YLCH OHE R ZE= TREX @A T
E

x

Root BE & X|HE mEJ} OfHLIC, P2/t 0|5 ZES [f7] ZE2D REL
Ch CHS i E OPEStE By EB2K|0 2XE AW

(1) 2 B2Ix|e] 4Rt

(2) 2 ZEO| pPath Cost

rOl'
H

(3) E2|X|o] Z4ZE0 Lot ZE AEHX}

Spanning-Tree ZEQ| Priority #{2 HEYI EEZX|Q| ZE QX EgfjHZ SMA| 7|&
XS LIEFHLICE Z[& 9 SA=RA(AEAL £40] 7t 22 Bridge) 7t Root 2 4

B EIL|C} Zf Bridge 2| ZZEO] Root Path Cost O] A& L|CL &, Root Ol A{ Bridge 7tX| 2]

HE ZEO| Z2 HE A T ZAUYUCEL 4 HERYA MOAHES XFE ZE= HEYA
NOIHEO HAAE|M XA Path Cost & A= ZEE LIEFHL|CEH AKX &

ZE7} Loop 9 LEEQl AL Spanning-Tree 2| Port Priority 3 Path Cost 482 O™

ZEO| ST U= SENO| A1 O ZETH XFEF HEHO| J=X|E MO ULt
Spanning-Tree ZE Q| Priority 242 U EXI EE=X|Q| LE X2} EEfT S S1tAl7|

= 91X E HEIRLCE B2 HE 42 ZES| £ & LIEFY LT

SFC5200A Series 22| x|+ Spanning-Tree EZ Q! 802.1D(STP)2t 802.TW(RSTP)2| F7tX|
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REE X[ ghL|Ct ESHVLIAN S MSTP Spanning-Tree Z2EZ0] 2t STP ZEE H7F
|Ch XpMIS &2 2 &9 'sTP 2E S 2E H'E XX AL, O]
oAM= AKX 7L X|/SHE BFE Spanning-Tree Z2EZ T IUHS

JaJels
rir

PN

o]

Rl

[0

o

s

Z
(@]
—+
®
o

0
R
rr
o)
o
o
S
%
_|
:9

2! 802.TW(RSTP)E SSTP X RSTP 2 A ghL|Ct.
2| o|0| gL Ct.

[Va]
[Va]
_|
v
Ir
10
r>
bal
|m

STP R MEt
« STPO| 23t A HiZE3t
o 2%X|Q| Priority 273
e Hello time 27
¢ Max-Age time A7
»  Forward Delay time &7
e Port Priority &7
+ Path Cost ¥7%
+  Auto-Designated port 27
« STP JEji 2L HE
8.13 SSTP &% X
813.1STP 2E H7F

Che YHES MU0 STP RES T4 SHAAIL

FHof 29
spanning-tree mode (sstp | rstp) STPo| 2EE A3 gLt

8.1.3.2STP 9| &d3l B! H|Zgd3}

Spanning-Tree = 7| 2822 AIE5I=& 20| &/ JAELICL HEXHR EE

EX|of 2=t gtk 2HilSHE B0 2F Spanning-Tree £ 'Disable’ St Al 2.

Spanning-Tree & H|&'d%} 5t2{8 CHZ HAE =8 SHUA|L:

%20 EL:

no spanning-tree STP £ H|gda} gLt
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Spanning-Tree & 243}

= 2 S @S ALEoHHAIRL

d30 29

spanning-tree STP E A gLt (7|24k : SSTP)
spanning-tree mode {sstp | rstp}

8133 29X 2MaQ M

AQ|X|9| Priority & TABIT Stack O SR AKX EL

= 29X|7t Root 2%

N2 d8 2 7588 =2 fIX| Priority & 45t 8 Ctg

2 = QgL &
HHZS AL SHAA 2.

LY/

M
=3

[no] spanning-tree sstp priority [value] | 29| X|Q| Priority 2f2 &7 g LICt 'no’
FHOE 7|2 HHeE &[&E
LICt (7122 - 32768)

8.1.3.4 Hello Time 2%

83} Root 29X|7t & STP GIO|H EHel AtO[2

HE A3 SSTP Q| Hello time S &%

M
=3

[no] spanning-tree sstp hello-time

SSTP 2| Hello time & AH gL|LC}.
[value]

no' BEOE 7|2 dFo 2 EE

LICE (7] =2k

8.1.3.5 Max-age time &7

SSTP | Max-age & AFE3H0] K4S Al=38}7| F0fl Spanning-tree M7 T A|
XE 48K @8 ALIX|7F Oi7[5t= AlZhZxE)E 748 Lot

Maximum-aging time 2 2% ot3{™ L& HAE =

A AR
FHO 49
[no] spanning-tree sstp max-age SSTP 2| Max-age & &7 gL|Ct
[value] ‘no’ BHOIZ 7|2 BE2R £EE
LI} (7128 : 20s)
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8.1.3.6 Forward Delay A|Z+ A7

SSTP 2| Forward-delay £ 1’4510 Spanning-Tree 2| Learning S $=AICH7| AHER

g
oM HE JEfz HESH7| Tof| LHMO|ATL T8k AlZhE)E 278 gLl th

=

Ct

ojo

HHS ALE5I0] SSTP 2| Forward delay time & A7 AL,

= 2o

g8 29

[no] spanning-tree sstp forward-time | SSTP 2| Max-age & &7 %fL|C}

= =

[value] no' FHOIE 7|2 YR FEE

LICt (7| 23k : 15s)

— HA

8137 ZE @M= 4H

Loop 7t #HSIE Forwarding EiZ TS QAHHOAE WEE O
SpanningTree 7} Port Priority & AH&3t0]

U7 & 2 AHHO|A H 2

\J _|0
>
Al
d0
1]
>
oo
9'_I-
I~
o
rx

rot

el
Priority aX(&2 2h)2 St OpX| 2o

ME#SH 2 Mael (&2 ih2 €2 &€ = USULCH & QAHIo|AL 24 &2

240] Z 2™ Spanning-Tree & 7H& %2 Priority 22 #1 A= QAHLO|AE

Forwarding &Ej2 D=1 CHE QIHEHO|AE AHEH LT Cfg @S 0|85t

QIE{I| O] A0f Port-Priority 2f2 &7 StMAI2

FHO 49

[no] spanning-tree port-priority [value]| 8lE Port 2| priority 2t AN L

Ok

[no] spanning-tree sstp port-priority IS port O SSTP priority a{2 A%

= =
FLICE 'no’ BFOZ 7|2 2382=
2|

=& LICH (7|24 : 128)

ot

[value]

i}

H1

8.1.3.8 Path Cost ¥ ™

LS F™EO{E O|83510] 2t AE port Off H7d St A|2:
FHO 49
[no] spanning-tree cost [value] S port Of Cost & &7 &L|Ct
‘no’ B2 HEES AH 2LCh
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[no] spanning-tree sstp cost [value] S port 2| SSTP Cost @t

w2 848
LIC} mo'@HOZ 7|2 MF™o=z g

= "Lt

8.1.3.9 Auto-Designated Port &7

s X|FE EE= SFC5200A Series 29|X|] E4= 7|sYLICE O] 7|58
Ar835te{™ 2tQIZFETt BPDU & Auto-Designated Port 2 A}

=0l A Ol
m

E Ma
x =
OI'E == PN=]

& &30l MSuU 9
LICt. Auto-Designated Port 7|&& STP ZEOIM =AY

LCh 22% DCoM e FES A

alis

S5t SFC5200A Series 29|X|2]

i
o o
AutoDesignated Port 2| 7|52 H7d SHUA|IR

0 2

ol

[no] spanning-tree designated-auto Auto-Designated Port 7|52 &d3}

=g
gL LY.

‘no’ FYOIZ 7|55 HIZds &Y
Ct.

8.1.3.10 STP AEf ZL|EE

STP 78 3 HEE ZHET Sta{H 22| RE0AM Chs BEAE ALES

AAl 2.
FEHO 49
show spanning-tree Ar8 52l QI O| A0 CHB{ M STP o HEE
2OoELIC}

show spanning-tree detail QIE{H[O]| & FEO| CHo AtMISh ffs 20

=
=)

I 0| A0 CHt spanning-tree Q& £

show spanning-tree interface | X8 &l Q1
C

8.1.4  VLAN Spanning-Tree 87

8141702
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SSTP ZEO|M A HERI0 = StLte| STP AEZ| T USL|CE STP 2] 29| X|
ZE YJH= Z= VIAN M HEIE ZFE LD HEHIN A2 VIAN O] U=
4% Y STP 2 HERA EEEXE 226tH HERIS €8 ST o7t
gl = ASLICE 29X= EZFH2| VIAN O A SEHQI sSTP E A A5}0
ZEJLCHE VLAN O M CHE MEHE FX|SHD VLAN 740l 2EE 70| |AL==F
SHLICE A9KX|= Z[C 30 7HS| VLAN O S EIAQI STP & A = USLICH
CHE VLAN EZE2X|= STP Of o|sH M O] = X| Q& LT
8.1.4.2 VLAN STP M7 =&
228 REM Chx HHOE ALY VLAN 2| SSTP 2E 2 St A L.
FHO 49
spanning-tree mod pvst Vlan 7|8t9| STP ZEE A[RtRHL|CE,
[no] spanning-tree vlan [vlan-id] | X|&El VLAN O STP & A& LICE
no]PHO 2 S| HES AAgLCt.
[no] spanning-tree vlan [vlan-id]| SiS Vlan 2| STP 2| LM &=2[E A SLICH
priority [value] no]d&Eolz ST BES MAELCH
[no] spanning-tree vlan [vlan-id]| Si% VLAN O Forward-time 2 &°dgL|Ct.
forward-time [value] no]BHOIZ ST E-E AAEL T
[no] spanning-tree vlan [vlan-id]| 3iE VLAN Ol max-age time & &g LICt
max-age [value] no]BHOIZ i E-E AAEL T}
[no] spanning-tree vlan [vlan-id]| 8iE VLAN Of hello-time & &&gL|Ct.
hello-time [value] no]FHOIZ siiT M- 2 AKX L CF
ZE 4 REOM ChE HHOE MBS ZEQ| £4 S FdgL
FHO 49
[no] spanning-tree vlan [vlan-id]| ZEO0f X[ & VLAN 9| cost 22 A&°3gfL|Ct
cost [value : 1-200000000] no]ZEOZ T 282 MM ULt
[no] spanning-tree vlan [vlan-id]| ZEO| X|"d & VLAN 2| Priority & T’dgL|Ct
port-priority [value : 0-240] o] BHOIZ sy E-HE AL T
RUHEE = FHEENM OS2 BHOE &S0l X[ E VLAN | STP & EfE
grolgtL|Ct.
FHOf 49
show spanning-tree vlan [vlan-id] | VLAN O 878 Z[0{Q& STP A E{E ZolghL|Ct.
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81,5 RSTP 873 %Y 2=
o ARIX|Q| RSTP E3t A HIZH 3}
o 2%IX[Q| Priority 278
»  Forward Delay A|Zt &7
s Hello AJZFHEH
* Max-age 879
+  Path Cost 87
e Protocol #Hgt H& =015}7|
81.6  RSTP M7 &

8.1.6.1 AX[el RSTP Zd3t 4l HZEM3 ZZ24Y

SHEoM Chg 48 &0l SHUAIR
YHO 49
[no] spanning-tree mode rstp RSTP & &3t LICt.
no] A0 2 sliE 2FE AMLCt

8.1.62 A9/X|o] @Mz M

22| X[2| Priority 278 29KI2] Root 29X |2 ME E = JYEE FLCH

-1 =
2R0Xe U=RE Y5 2 2Y ZE0|M O YHOE HHSHUAL.

fn
Mz

)l
ot
kl

FHO 49
[no] spanning-tree rstp Priority RSTP 2| M &=2|E ALt
[value] No]FHOI2 off T HH S AMA|ELICE

Note : A HEYIO|A 2E Bridge 2| Priority 7t St 22 AL2StH 7HE
2 MAC FAE 7t AQIX|7t Root Bridge 2 MEHEL|CH RSTP Z2EEO
MEE|= MM HE[X|e] M=2| 2t0] = E[™ Spanning-Tree & CHA| A|

AFSELICE, (Bridge 2| Priority 2| 7|23t 782 32768 YL|Ct)

8.1.6.3 Forward Delay A|7F A7
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239 2= Q8| HERIATIl Spanning-tree TES CHA| A AMSHE AL % A
T8 XX dM HEHIZ dY 2 &= &4 ME MES RootPort 2F
XIEE Port 7t IO HEHZ ZA| AlZ SHH LAHQ HEO| Loop 7t Ll =
UqEL|CE [H2tA Of Protocol 2 YE2| =7t O|F HAHLIZS A =H
SHLICE Root-port 2 &7t port 7t HIO|H ™&E A|&SHY| ™| 4 E{(Forwarddelay
AlZh7b XL} Spanning-tree §EE MESI7| A|ZHEL|CE O]
Forward-delay AlZt2 ME F-dE HA|IX| 7t HH HEQAZE MHE=F gL Ch

o

Bridge 2| Forward-delay S42 A%|X| HERIALl F7|et tAEL|Ch Ak

Moo= U EYI A7|7t E+Z Forward-delay A|Zt2| Zt2 ZH &7 sjjof &
Si=3
FHo 29
[no] spanning-tree rstp | RSTP | forward-delay A|7tS A& gHL|Ct,
forwardtime [value] no]¥HNZE sy B2 AxgrLCt

=
o
Note : Forward-delay A|[ZHS HlLH A2 gloz FH5IH LYA|HQ F27F
ZO{E 5= UL LICE Forward-delay A|ZtS 2 422 7935}
o

— [
AZE MANSHA| RE & USLCHL ALAE 7|2 ats A8dt= A0l &

Ml

SHE “lE22 15 %)

8.1.6.4 Hello A|Zt M H
HAS Hello AlZHS A2 SHH Bridge 7t 22 WEYA 2|AAE XXX @41
L HEQZAO &3 @FE ZX & = YSLLCH S2Y REA CHS HHOE

AHESHY AL

cELY! 29

[no] spanning-tree rstp hello-time | RSTP 2| hello A|7t2 AL Tt
[value] No]FHOI2 ol HH S AMA|ELICE
74
HA

Note : AF&XI= 7|2 42 AHESHE A0l E5LICH (7|2

8.1.6.5 Max-age A&
Max-age & 29IX7F M FEE AlESH| O Spanning-tree 278 AKX E
ASHR] gt CH7|3te AlZhZE) fULCE  2EY ZEOAM 2 339

AHESHY AR

uu 4>

mx
ol

g0
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[no] spanning-tree rstp max-age | RSTP 2| max-age & &8 %L|Ct.
[value] [no]F Oz sy €8S AME LTt
71242 A8t AS HFTLICL

Note : Max-age & &2 /22 743} Spanning-tree A4t0| IS X|0H Spanning-

tree @39| Block #E{E FOHE 7+F & 5= USLICH Max-age E 2
oz THSHH A3 MEfE FESHA =l & = gELCh (7128 20 X)

8.1.6.6 Path Cost M

Spanning-tree 2| Path Cost = 2/E{H[O|A 9| £ = 0f 20l & 4= UEL|CH Loop 7t

LUSHH Forwarding &EHE O QIE{HO|AE MEAS [f Spanning-Tree 7t

Cost & Ar&ELICt. BX MdEist QIE{H O] A0 R2 Cost2ts

W= 2ot opx|a
O= MEASH OIE{H 0| A0 &2 Cost E X8 & == USLICE ZE QIEEHO|A

9| Cost 240] Z 2™ Spanning-Tree = 7t&

0|'

H2 Cost at2 A= QAHMO|AE

HME ME2 =3 ChE QM O[AE AHEF oLt QlEmojs &7
ZEOof|AM QM O|AQ| Cost tS HEE = USLICH

o 29

[no] spanning-tree rstp cost RSTP 2| cost & A&TLICE

[value] no]FHOZ of|lY A™HS AX|eL Tt
Note : O|EYl ZEO| M &=2[E =H3tH Spanning-tree & CtA[ A&t T}
MERHE 7|2ZHS AF3tD RSTP ZZEZ0| HX| O|HUol Z2HIES A
St & g Ag ATYYLICL

EEQ| £X 7} 10Mbps O O U QIE{L|O| A9 Path Cost & 2000000 Y L|Ct ZEEQ]
L7} 100Mbps O|H O] Yl QIE{H| O] A 2| Path Cost & 200000 2 L|CH.

orwarding &Ei 2 2t QIE{H 0| A

M98 ALSBILICL BIX MEIBH OIEH 0| 20| @M&9I7} e 2t
ME

X5t Opx|atof MEdSE QIHH|O| A0 @ME=R7t =2 4E XIE

g JAELCH BE QAHL0|AS M| 2t0] Z2 3 Spanning-Tree = 7t &
=2 QHOOo|A HZMAOE 7t8l QHHO|AE MY HEZ D51 COHE
QI O|AE KTt gL Ch 8T QIE I 0| A H7E EEO|A Port-priority 2f2 278
g = Q&L

o

o

L2
nx
o
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[no] spanning-tree rstp port- RSTP 9| port-priority & & 8% L|Ct.
priority [value] no]FHOIZ ST M- 2 AN gL Ch

Note : O|E4l QIE{H|O|A0| Port-Priority & +83t™ Spanning-Tree & CHA| A
AetLCE (Z]1=22k 1 128)

= STP AT HE5t= AHHO|AZ
STP =2t HEf7L =[H O] QIE I O[T}t I 0|4 802.1D

STP BPDU S F=43HA| BEHEHE QBT 0|27t RSTP &Ef 2 SOF7FA| B

STP RE=Z E|=2[2{®™ 'spanning-Tree rstp migration-

Y R
MESHY LS wdg = ASLICH AHHO| LM Z2EZ HEHA

—

Note: IEEE 802.1D 2004 RSTP £ X| %rf A2|X| 2t ‘migration-check’ BEO{E
X2 gLCch 229 220N CHE BHHE HASI RSTP BHet 24012 THA|E
SHAA 2.
Y 29
spanning-tree rstp ZZEE W M3 2402 2E ZEO|M Y A%}
migrationcheck Lt
ZEFERENM Y ZES| Z2EF Het HALS s & = UASLCL
Y 29
spanning-tree rstp ZZEZ Het M3 20l s ZEO|M R A%
migrationcheck Lo,

8-2 % MSTP &%
821 MSTP7i&a
82.1.1 27

MSTP(Multiple Spanning Tree Protocol)= Bridge LAN Of|A{ ZtTtstn etest EE
EXE UEE O AFEELICE MSTP = STP(Spanning Tree Protocol) % RSTP(Rapid
Spanning Tree Protocol)@t @t & = JAELICH STP 2F RSTP 25
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CtE STP EEEX|E THE &= ASULCHL ZE VIAN HAX = LS STPE &
=, £ 2|A QA E| RSTP & Handshake HAHLIES &
of W20 SHYXQl HEYI EEEXE EF LT MSTP & RSTP 9| HHE
Handshake ML &S ALERLICE. SAI0| MSTP = CFE VLAN 2 CHE STP Ol
Hiz Sto] HIEY 0| o2 EZEZX|E 4 & = USLICEH MSTP Off 28l 4 &
HEXI0|M CHE VLAN o =S CHE 2 E Solf MEE += A2E 2 VIAN
HOlE{o] #HS M & 4 QULL|CE VLAN O] STP & HiESH= M7 LSat e
MSTP = {2 VLAN & 5tLt2| STP EZZX|0 E4FA|AH B2 VLAN = X|&5t=0|

ZQTHSTPE 2o 2 £ £ YASL Lt

8.2.1.2 MSTP Domain

MSTP Ol A VLAN 2t STP Zt2| &A= MSTP T+ HIO|&EE &3 &
A3 HoO|Z, 43 0|8 ¥ H¥HZ = MST |

HEAIOAM SLst MSTP -8 A X7t
MSTP S22 Z3f ELICh St MSTP

o
o 1S ZA /=22 VLAN =2 0| MSTP
8.2.1.3IST, CST, CIST and MSTI

a2 21 2 3 749 MSTP Y1t 802.1D(STP)
HESIE EQFELICE

i
>
o
Ot
rir
[>
40
>t
ujn
i
oot
Ot
rir
<

wn

_|

v

221 MSTP EEZX|

(1) CIST
35 9 WE Spanning-Tree(CIST)E 2E FHY AQX| U A5 AZAE AN
o2 P& Spanning-Tree & 2|0| BLICL 0|28t ALK& CHE MSTP

(o]
[ o
S 4 QUELITH MENl STP £ RSTP S AMsts A9K| Y 4

12
=
I

ot
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Q&L|CEH MSTP GO M STP EE= RSTP £ AdSt= AQX|E Y X0
e Ao =2 7t ELULCH HEYA EEEX|7F P E 20| KA CIST 7t

£l
CIST Root Bridge & A EHGEL|Ct L2 CIST Root Bridge = 2t GO0 A A1EH
A

£, Ol= SHSHOIM CIST Root 77HX| Z[EH = LT

Zt MSTP @98 THY AQIX|2 EE CST(Common Spanning Tree) = ZE

=
"CHAAQIX|"E A= Spanning-Tree YLICE & 210AM & 4 JAK0
2

FH 1,2 H 31 STP 22X = HERJI CSTE FEHLILE
(3) IST
IST(Internal Spanning Tree)= MSTP 0| U= Cost 2 Y, = IST 2 CST

7t CIsT & F+83t= F&2& LEF-LICH
(4) MSTI

MSTP £ &3 A2 CHE VLAN 2 CHE Spanning-tree Of 24HA1Z2 5= AHL
Ch. 22 ™ 03 Spanning-tree QAAEAT} BHEOIEIL|CH YHIEOZ No.0
Spanning-tree Y AHA = FH HEIZ HEE = U= CASTE 2

LICE No.1 OlA A|Z3t= E-E Spanning-tree QIAHAE

S LICE Zt Spanning-tree PIAEAE O 2] VLAN 1 gV 24 & 5= & L
el MEjoME Z2E VLAN Of CIST Of 24E[0f USL|CH MSTP EYQ|
MSTI & SEXYLICE ZtZol AR|X|= X2 Root Bridge E THE =

AL

8214 XZE g

MSTP Ol M ZE = RSTP 2f H|xoh At

mjo

StH Z42to| CHE g s gLtk

(1) Root Port

Root-port = #X| AX|Q} Root-bridge AMO|S] AZZE LIEILHD Root 2| Path
Cost = Z[4& R LICE

Root Bridge

Root Port ;/

1% 2.2 Root port
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(2) Alternate port
Alternate port = S & 22| X2t Root-bridge AtO|o] i A= QIL|C} Root-port 2|
AMZO0| REBIX| %2 Alternate port £ = ST 10| FA|
MZ& Root-port 2 H&t 3 £ Q& L|Ct,

Root Bridge

13 2.3 Alternate port
(3) Designated port

Designated port &= Ct& X|HO| AR[X| L= LAN 2 ¢Z8Y = UL

X LAN 2} Root-Bridge AFO|Q] A2 QL|Ct

&l 2.4 Designated port
(4) Backup port

2709 AKX ZE

7t A HZEAU 2 257t LS VIAN O eiZa [
M7t He ZEL B

ackup port 7} £| 1 CHE ZE = Designated port 7}
LT} Designated port 7t &7t &gt AL Backup port & Designated
port 2 A&t S A% LT

-
o
N
Ul
0o

ackup port

(5) Master port

Master port = MSTP 1t CIST Root-bridge AHO|2] X[EH ZZ LT}
Master port = CIST 0| A| Root-bridge 2| Root-port & L|C}.
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18 2.6 Master port

(6) Boundary port

CISTO| dAH ZEQo| 7|E2 MSTIC| ZAH ZEQ 27t CHEL|CEH MSTI O A
AA ZEQ| dE2 Spanning-tree YAAEATL EEOAN ZHEE|X| ASS

olojgtHct.

(7) Edge port

RSTP EE= MSTP O M Edge-port = HEYI S AE0 AF HAL= ZE
£ 90| LICL O] ZEE= HEQANM RLE FYUSHK| S0 2 2L
2 HEE S01Z = JASLICL

J& 2.7 Edge port

Al HEfOM MSTP 8! RSTP = 2= X EE Edge-port 2 AFE3HXA| o8
EHEYI EEZEXE LESHH CHE = USFLICL O] B LETJHCHE AKX
BPDU & =415 ZEJ} Edge AEHOIA HA MEfZ X7 &

LICt ZE7} 802.1D STP BPDU & F=AI5tH ZE = FH|O| ME X|AH A[ZHS 7|CHE
COhe MY dE2 So{ZL ot

8.2.1.5 MSTP BPDU
STP @F RSTP 2} OHEFIFX| 2 MSTP £
unis 8 M2 EA T = UL
BPDU Ol A FMEtet & ol L|ch
BPDU o] X E Lt¥TtL|LC}.

M3t AQ|X|= BPDU(Bridge protocol data
LICE CIST & MSTIOf Ciet 2& 714 2=
H 22 = MSTPOIA At dt=

il
glo
H
N
K

# 2.1 MSTP BPDU
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Field Name Byte Number
Protocol Identifier 1-2
Protocol Version Identifier 3
BPDU Type 4
CIST Flags 5
CIST Root Identifier 6-13
CIST External Root Path Cost 14 -17
CIST Regional Root Identifier 18-25
CIST Port Identifier 26-27
Message Age 28 -29
Max Age 30-31
Hello Time 32-33
Forward Delay 34-35
Version 1 Length 36
Version 3 Length 37 - 38
Format Selector 39
Configuration Name 40 -71
Revision 72-73
Configuration Digest 74 -89
CIST Internal Root Path Cost 90 -93
CIST Bridge Identifier 94 - 101
CIST Remaining Hops 102
MSTI Configuration Messages 103 ~

H 2.2 MST configuration E&

Field Name Byte Number
MSTI FLAGS 1
MSTI Regional Root Identifier 2-9
MSTI Internal Root Path Cost 10-13
MSTI Bridge Priority 14
MSTI Port Priority 15
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MSTI Remaining Hops 16

8.2.1.6 2 AEH =0l

MSTP A9IX|&= A AS £35t1 +AIE BPDU Of [Mat X@lS b|mstd Opx|g o2
g BRELC

o BIL}Ol AQX|7F MA W EL Q| CIST Root 2 MA ElL|LC}

M 1HE &= CIST Root Off CHEF %|A Path cost A2 E
A

4 N
ZHsto] teist AZ S HAESID Loop & WX 5

o 2 FHE CIST EY Root 2 MBHEIL|CH AQ{X|0fl= CIST Root Of CHSH X

o ZEMSTI= A X|E MSTI EY Root 2 SEHQI MEHS & 4= QI&SL|LCt

=
—
>
Z
>
[
E
m
_°

A2 X|= MSTI Root Of| Ci$H X|A Path cost & 2T

»  CIST 9 Root-port = CIST @< Root 2t CIST Root AtO|2| %4 Path cost &
EE M3 gL

e CIST 2| Designated-port = LAN Of CIST Root 0| CH3t Z|4 Path cost ZEE
M-S gt

e Alternated port 2} Backup port & £2%|X|, ZE &= LAN O] Z55tX| QfA
L HAE I AZS HS LT

¢ MSTI Root-port = MSTI % Root Off CHPH £|A Path cost ZE2E HS &
L Ct.

*  Master port & G2t CIST Root AtO|2| S M-S ELICE O X|FOo|AM CIST Y
Root 2| CIST Root-port = dii& X[F2| 2= MSTI 2| Master port
2 SEeL L

8.2.1.7 Hop A4t

MSTP £ ArE3IE AQX|7t Z2EE Bigt HFHUES Soff 7IE2] STP 29X <
2 AS 2 = UAFLICE 29X o ZETFSTP 7149 HAIX[E 4l5tH ZE=
STP MA|X|2F HEELICH SA0| STP §EE +4lots ZEE 34 £ ER UF
g U

-

|.

Note : ZE7} STP 28t &LE{Of| Qo™ ZET} STP HA|X|E § O] &k =AI5HX]|
UCEIE ZEE= X522 MSTP MENZ2 M| E|X| &&L|Ct O] 2L
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‘spanning-tree mstp migration-check’ 30| E A0 LET} st& o STP O

MAIE X2 ZES MSTP SEIZ Z|ZT = UGLICL RSTP ZE2EZSS %

St AR1Xl= MSTP HIAIXIE Aldsta XNe|g 5= ASFLCH M2t MSTP
3

=
K= RSTP AR K|Qt el/H 2=g U Z2EF HS0| LRSHA| &L Lt

2 &Y
A

mn

8.2.2 MSTP 273 XY =5
« Jl& MSTP 23
o MSTP Q| &d3t & H|Zd3t
« MSTPO YA MY
e U EQ3 Root ™
»  Secondary Root A7
e Bridge priority &78
o STPO| A2t O A
« UHESZ=S AV 278
+  Z|C§ Hop-Count &%
»  Port priority &7

o ILED9| Path cost 8™

AK|7 X| ¥StE MSTP Z2 E 22 IEEE802.1S & 7|#2 2 $hL|Ct CHE MSTP, £9|
|I|7f X|&8H= MSTP Qt 3t £|Z2 MSTP Z2EE2 MST 33 R E0f A

SLICL MSTP 2SR E0|M HASQ A2[X|= CHE MSTP 2 HA[X]|
EE." Z MST O=|Odo| Altnxf% 3} 0|

— = L

-
| >

y >
et
P

St MST 998 MY T

i
>
< g
o
kl II
Hl

(Va]
_|
o
o

OC 9ISTP &R C= MSTP EEE—E— Hat A LES 7|Hte 2
P ZEJ} SSID EO|A BPDU £ $AISIH ZE = xr%e; nCcE
51 BPDUES &t ZEZ HWMHLICH EEMSTREZ I

n
o1
>

|

0
>
1o
rot
H

m & o 30 41 J
mu oY T oy K om

CEA] AlZFSEE{™ ‘spanning-tree mstp migration-check’ 01 & &3S
=228 ZE0M Ctg BHE Y5 MST 2t EE 295} 5t ALt

FL|CY.

ok
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HHO a9
[no] spanning-tree mstp A QX0 CHsH MST 28t EE 2 3tetL|C}
mstcompatible o BHO|Z MST @&t Z H|gMd3tstL|Ct.
Note: SSREQ| =Q7|5 AQX| U J|E} MSTP ABAQX| MSTYHS TtE =
AYLICH X HEAZOM 29X 70| Ent HEHS I Y Qxl 2olst MA|2.
CHE MSTP ZEE2EZS MUsl= AQXE CISTREON A3 AQX|7F HAIX|S
FA510 22D ETL E|E 5 St 40| E5LICH MST 222 E71 29 2150 UX|
RO ™ AQX|7t ™A BPDU =2t L2 &QISHA| ¢ 1 LHES LEHRSTP BUDU 2
7t1M-SL|CL O|HA &M ALQX|7F HZAE MST 33t AQIX|7F 242 FYo| AX2
HiX|g &= IELIC 22REQ ZE= FEY ZE 740 M Z2HR2ET FE E
AR20|E HE MSTBPDU E EUHEE XIS 2 M & %
A& LIC} O] B2 'migration-check’ & St A2,
. Z2EE H3 012 CHA| AR
. MSTP A X| E OISt Al
8.2.3 MSTP &3 =g
823.1 7|2 MSTP A%
£4d 712 A3 (7|24 Setting)

STP mode

SSTP(PVST, RSTP, MSTP ALE X)

Area name

MAC 29| EXt<g

Area edit level

0

MST configuration list

HI|

D E VLAN 2 CIST(MST00)0i|

H o
g LIL.
Spanning-tree priority(CIST & all MSTI) 32768
Spanning-tree port priority(CIST & all MSTI) 128

Path cost of the spanning-tree port

(CIST & all MSTI)

1000Mbps : 20000
100Mbps : 200000
10Mbps : 2000000

Hello Time 2=
Forward Delay 15 &
Maximum-aging Time 20 =
Maximum hop count 20




8.2.3.2 MSTP 9|

g4
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A+StH

otL|Ct Spanning-tree

J

spanning-tree

Spanning-tree & 7|2 REZ 243}

spanning-tree mode mstp

ZEE MSTP 2 MF gLt

no spanning-tree

2 E Spanning-tree 23S H]
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8.2.3.3 MSTP Area &7

ARX[Q] MST Y2 19 O|F, HE H=, VLAN It MSTI Zko| OfE 2tA S M7} X|
22
=

Ldo 2 23 Ut g9 4 S Soff 4 & = ASLICE M 7HX] £ %
SILHE BASHH AQX|7F s FY0| HF gL Ch Az HEfoAM |MST 4 0|&

|X|2] MAC 49| EXtEQLICEH HE M5E 00/ ZE VIAN 2 CIST(MSTOO)Oﬂ
ojgol gLct 2E AKX D1R2 MACFAE 21 o8 2 MSTP & A¥st=
29K = Jelf AEfel CHE Yo A= AYLICE Spanning-

tree mstp instance <instance-id> vlan <vlan-list> £ M&lisl0o] Af MSTI & 2tE2

XEE VIAN & o7]0] ojde & ASLCL MSTI 7F AH =B ol2{gt 2E VIAN O
CIST Ol M CiA| B ELICE Chg S 2ot MST Y FEE 2EoHdAIR.

%20 el

[no] spanning-tree mstp name <string> | MSTP 0|22 &7 tL|Ct
<string>2 EAtZES 2[0] L|Ct Z|CH

32 Ao 2AE MEE =

7|22 MAC T4 L

no BHOE 0|&510 4

UAg Lt

[no] spanning-tree mstp revision <value> | MSTP H= & d7 &tL|Ct,

<value>+£ 0~65535 O|H 7|2 #4t2 0

Lt
no BHOE 0|85l 48 MA & =+
AL Lt
[no]  spanning-tree  mstp instance| VLAN 2 MSTI 0| Oj H&FL|Ct <instance-
<instance-id> vlan <vlan-list> id>= MSITE o|0|5t=

spanning-tree 2| =& X Ql QIAHA H
= YLCh Hel= 1~15 YL
<vlan-list> £ spanning-tree Of O & &&=
VIAN =Eg oojguch ®els
1~409 L|ct “1,2,3", “1-5", 1,2,5-10"1}
#2 Vlan 1§ LEHR LT

no BHOE 0|85l0 48 MA & =+

OIﬁL_l |:|..

A H

ChE P S LA MSTP S92l 22 =I5t AIL.

2
I
<2
nx
o1}

M

show spanning-tree mstp region MSTP 9ol 482 2 FLICL

0
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8.2.34 U E®3 Root &

MSTP O Al Zt spanning-tree instance 0| = M
=l HE|X] ID 7} A& LICE spanning-tree EZ 2 X|
XD & 71 £9X|7t HES A Root 2 1E
AQK|E HEYA Root 29K|2 B3 & = ASLCH

spanning-tree mstp <instance-id> root primary &0 & 0|83%}0 spanning-tree

instance 2| 29X U= ZOA 7HE H2 @2= #7830 A%(X[7} Root 27
X7b B =8 g 5+ ASLCH EHoz o FEHO| 4 &

Z? ZREZZ2 N
&t 24576 2 ©X| AKXt
M 24576 22 M

T

Il

—

Z}o|5|

= - =

HE2A Root EE2|X| ID & A2 2
gt E2|X[ID 2|

Ch=

T =T

A

—

—L

Spanning-tree 2| Root 7} &&=
_?_

g gtk WESRA Root 2

E2|X|9| spanning-tree $8#2|E Root 2| M

LIC}. 4096 O|2Hs £Ate HEYA M
m R o9 o
Lic}. o] 7|9

M
=

4
o

CL A
= =

Z|H MSTP =

M
(=]

= bS]

XXk STP AlZH Dj7H
SEBLICH AlZE Oj7) B0l

AHESHY

0

ro
oz

=2
L|Ct. H
o

|
A

SHE|
==

H A o
24 EHE

ello-time

i

nx
o
ot

b

o>

A
™

=2| 40| 24576 ¢t ELC

A O
T

2 Spanning-tree HEQIF 2| HERR XEL=
g Eg| QAEA D7HO & W RESLCL HERYA X

AE
T =

Ol |
T =2
X

c=
— =
o o
I‘: 7O:‘_l_

MSTP = &1 X|

o A PS

&= Zt

HA

Mu

A
2| 79l 4096 O 2 AtE M

THA ZoJHE

0

o> mot e

ZFO
HA —

nx

N oF o% Ou ¥ o

f. Root &

Al SHSEH

A
=2o=2 T

lo ©

AS22 AMstol HER/S =
Hello AlZt & XA S Zof =

7= 23S A & MZ2 hello Al

p=)

mjo

[no] spanning-tree mstp <instance-id> root
primary <diameter <net-diameter> hello-time

<seconds> >

X &l Spanning-tree instance OfAl A2
X|E Root 2 A7 &L|C}

<instance-id>+ 0~15 H 22| Spanningtree
instance H2 & LtEFHL|CE
<net-diameter>= ME% D701 U
EQI=9| 37|18 LEEFE LI CF.
<instanceid>7t 0 & M =& L|CH
Hel= 2-7 L|Ct.
1~10 Z= ARO|Q| A| ZHEFR|E LIEFEL|CH

o BN E 0|83t @S MAH & =

2 <hello-time>&

<instanceid>]

UELICE
CHS HE 2 A MSTP HIAIX|E 20l I AL,
FHO 29
show spanning-tree mstp [instance MSTP Instance HIA|X| & =@l BfL|CE.
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8.2.3.5 Secondary Root 7 HER|3 Root 7| T+4El 0= spanning-tree mstp instance-
id root secondary & & &5t0{ Lt O] A{X|F Secondary Root fE= Backup

Root 2 A& = Q!

Iy
i

|Ct.

am

d 0|+ 2 Root 7} 2&5tX| =CIH Secondary

Root 7} WIER 32| Root 7t EL|Ct. 7|2 Root 7+t HE| 7|2 Root 78 HEO|

nz

o E 2 MSTP

—

= A2|X|9| spanning-tree Priority £ 28672 2 A7 gtL|C} CHE A X|Q| Priority

7|2 20| 32768 QI BL, X A X|= Secondary Root 7t & £ A& LICH Secondary
RootE 78
O0|E

IF%O |

I EX=HH QI diameter X hello-time 2 AS8}10] STP A|ZH O 7 HSEE

= =T =
F A Ol
e

A& L|C}. Secondary Root 7t Primary Root 7} |0
oM 2= Oj7f 7t 2tS5t7| AlRFeL ot

mOI-

d
_|>I

A RIX|E HER Q| Secondary Root 2 H7Hste{H CHg HHS HASIUAIR.

o = =

YO

mx
i

[no] spanning-tree mstp <instance-id> root | X| &l Spanning-tree instance O|A] A2
secondary  <diameter  <net-diameter> | XI€ secondary Root 2 &°§ gLCt
hellotime <seconds> > <instance-id>& 0~15 2ol
Spanningtree instance = & LtEFRHL|CH
<net-diameter>= MEHE Oj7HEHZ=01 L
E39| A71E LHEFE LI CF
<instanceid>7t 0 & M ZAAL|CH
#Hel= 2-7 & UCh  <hello-time>2
1~10 2= AtO[Q] A| ZHEHS| S LIEHRHLICE

o BHOE 0|8510] HE= HA & =
ALt

St MSTP HIAIX| & 22l St AR,

o
oo
o2
¥
ﬂJIO
o°;+

o 29

show spanning-tree mstp [instance MSTP Instance HIA|X|E 2HQI BfL|LCt

=/ L

<instanceid>]
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8.2.3.6 Bridge Priority 278
da=9lE 185t 29XE HESA Root O XY 4
LICE 5l B8 REE A g 29X E HESHZ RFEE 2838 &= UB
ool 2Lt A KXo M= 242 Z spanning-tree instance Of| Af

.

=
|
o2 RYELICE Mat AKX RME=RE SEECE 4TS 5= JSFLICL
= 2 A0 Spanning-tree 2| Priority & MH SHAAI2.

LY/ 29

2%X[e R4S 28
—

[no] spanning-tree mstp <instance-id> priority

<value> <instance-id>= 0 - 15 Q|9 Al E
g2l QAEAQ HZE  LIEFHL|CEH
<value>= EEZ|X|Q] &M =& LIEtH

LICH Bk & & Stk & = AGLIEL

0, 4096, 8192, 12288, 16384, 20480, 24576,
28672, 32768, 36864, 40960, 45056, 49152,
53248, 57344, 61440

o BN E 0|83t 2= MAH & =

ULt

8.23.7STP AlZH O{7 4 AH

STP of AlZt D7 #H 4= Ch=1F Z&LIC
* Hello Time

AX7t HEX I Root 2 & & Ilf Designated port 2 &7 HAIX|E 2L 7tZ L|Ct
*  Forward Delay

STP mode - Block Ol A{ Learning 2 & Forwarding & EiE HZ & [Iff Port 7t ERE St= AlZt

* Max Age
Spanning-tree Off Ciiet 1 FEO| 2|0} 293t AZHYLILE HERI EEZX|Q B35 £0| 2HH
AlZH Of7H 0] Ch3 CHe 2 BFSOF FLiCh
2 x (fwd_delay-1.0) > Max_age Max_age

> (hello_time +1) x 2

o0R
o
<2
mx
o8
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[no] spanning-tree mstp hello-time seconds Hello time Of7H Bl~E A TtL|CH

ksl
0478 #== &= Hello time EF2I0[0 1 - 10
Z= AO|LCE 7| 2¢t2 2 ZY UL no
YHO|E 0|8%t0] HEE HA & =
UAE LT

[no] spanning-tree mstp forward-time Forward Delay O 7H t”*% gL

seconds Oj7H H=ol Hl= 4 ~ 30 2 L|CE 7

=712 15 zaucr.
o YU 08310 MHES HA &

ULt

1

[no] spanning-tree mstp max-age seconds Max Age Oi7ff H+=5 27850 HeI=6
~ 40 =YUCL 7| 282 2
YHOE 0|80l HES HAH & =

ULt

Root == Network Diameter & A783}0] STP A|Zt D72 £=HSl= AO| &
SLICH M2 - E AlZE Of7) Bl== O™ =Al0] @ FAIY S ESHX| YHEl:

QBULICH THS +3 & 1 Console 2 Y20 FO| SHAAIL.

8.2.3.8 Network Diameter 8

Network Diameter = U E®IA 2 & LEIL= HESILS F SAE ALO|2] Z|CY
A QK| =5 LIEFHLICE Spanning-tree mstp diameter net-diameter 3 &S Ads} 0of
MSTP Network Diameter 2 A8 & &= JU&L|CH

O§7H 4= <net-diameter>= CISTO|2t S&SHL|C} T & 3 72| STP A|Zt O 7Y

M2 XAS2E H WS o9 UE YUHOIE gLt CHS
HHS AHSIO net-diameter S TSI A| 2.
HHO 249
[no] spanning-tree mstp diameter net-diameter & 2SI A|L.
<netdiameter> 07 212 net-diameter 3 ?l= 72440 M
7 ULk no HHEOE 0|83t 23S
HA & =+ AU
O 7H ¥ == net-diameter = 2 X(|2] £ & 2

2 NMEE|X| &E&LICH Network Diameter &
9510l =g Mo A|ZE D7 8 KA = JSL L



8.2.3.9 Maximum Hop Count &%

Z|CH Hop Count & *dot2{E L5 ¥
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Y=o

[no] spanning-tree mstp max-hops <hop-

count>

hop-count 2| ®?l= 1 - 40 €L(CL

712k 20 YLt

— HA '
no B0 S 0|8l B8s MAH & =
ULt

8.2.3.10 Port Priority &7

2K & ZE AMO|0f 27t UASHH ME=2|7F 2 EZET} Forwarding & Ef 7t
|0 W2 ZEE Block &Ef7t ELICH 2E ZEQ| M7t ZoH O & 2 ZE
Ho E 7HE ZEJF X Forwarding E7F ELCH ZE SHZEM Chg BHOE
SO} STP ZEQ| @M=& dF YL
LY 29
[no]  spanning-tree  mstp  <instance-id>| STP Port 2| Priority & HAXgtL|Ct
portpriority <priority> <instance-id>= 0 - 15 H2|9
Spanningtree instance Num & LtEHH L|C}.
<priority>£ ZE M +=2|E LIEtHL]
Ct ChZ 4t & StLE LT
0, 16, 32, 48, 64, 80, 96, 112, 128, 144,
160,
176, 192, 208, 224, 240
no BHOIE 0|83%t0] BH2 MAH & =

U LI,

[no] spanning-tree port-priority <value>

B2 E Spanning-tree 2| instance O|A| ZE
=R E 2EgL o
<value>= ZE AMEQE
Cte 2430 Lt Lo
0, 16, 32, 48, 64, 80, 96, 112, 128, 144,
160,

176, 192, 208, 224, 240

LHEHA LT,
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o BN E 0|83 @Y= MA & =

UgLCt.

Che HES MM MSTP ZEO| CHst HEE SHOISIAA|R.
HHOY 49
show  spanning-tree  mstp  interface | MSTP ZE FHEHE SISt A|L,
<interfaceid > interface-id = ZE 0|52 LtEHHL|C}
(Ol : "FO/1"S! "FastEtnernet0/3").

8.2.3.11 LEQ| Path Cost 8™
MSTP O Al ZE 9| Path Cost 2| 7| 24t2 ¢4 £ E 7|8t 2 TFL|CH F AQ{X| ZHo|
g

SOVt YHStH Path Cost O] 2 EZETJ} Forwarding & E{f 7t € LICt. Path Cost O]
HE24+5 ZEO| HE0| O LCL BE ZEO| 42 H[E0| Z2H [
A2 ZE WS E JHEl ZEJF X Forwarding &Ef7t ELICH ZE H7F
DEOA CHS EHES M0 ZEQ| Path Cost & A ehL|Ch
FHO 49
[no] spanning-tree mstp <instance-id> cost Port 2| path cost af2 A7 TtLCt.
<cost> <instance-id>+= 00X 15 AtOlQ|
Spanning-tree instance = & LIEtHL|C}
<cost>= port 2| Path cost & LtEILHH 1

ol A{ 200000000 ! L|LC}.
o HOE 0|85t dHS MA & =+

ULt

[no] spanning-tree cost <value> B .= Spanning-tree instance OA] EEQ|
Path cost & A gtL|Ct.

w2 ZEQO| Zd= H|&S LIED, Hel =
1 0 A 200000000 2 L|Ct.

o BHOIE 0|85l0] BEHES MA & =

ULt
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8.2.3.12 Port Connection Type &7

MSTP X[ ¥ AQ|X| AtoJof| AZO| 27 AHQ B A2 X|= Handshake AL E
Lot A2 4™ = USLICL Port Connection Type 2 74 & [[H

=
HES 449 Rz 48 siuA R Z2REZ2 gue £90] mat 242 of

O

-1 O e

=

s AMEEX oRE ZTYULE ZEJL © O|F ZEOM EHSSt= &
ZEEI2 Q40| X Z2EES0|2ta 7t gLCh ZET H 0|5 ZEON
SES 12 2 kFSLCH ZET A4St AQK]

7t RSTP Z2EZF = MSTP ZE2EZS A= 4% Port Connection Type &
ZtZt(Point-to-point) 2 A785t0| handshake 7t 2 87 =& & 4+ USLICHL ZE

= 1
HERE0A CHS HHOJE 0| 8310 Port Connection Type 2 A7 SHA|L.

()
ol

o 29

spanning-tree mstp point-to-point force-true | ZE @Z 8AHS K™ b (point-

spanning-tree mstp point-to-point force-false | ZE A2 RS S92 AFTLICt

spanning-tree mstp point-to-point auto AESL2 ZE HE RS &g}
no spanning-tree mstp point-to-point No BEO|Z 7|2 482z SotgLct.

8.2.3.13 MSTP 222 E 2t}

AQ|K|7} K| BH= MSTP Z2EE 2 |EEE802.1s 2 7|t 2 $tL|C} CHE MSTP, E3
Cisco AtOIA X|8H= MSTP 9 Z8lg|Z 2 MSTP Z2ZEZL2 MST 33tnC 01|A1
ZEg = USLICEL MST 22 E oM HAFQl ALK& CHE MSTP 2| O AlX|
= Al

=
=2
= T '
o
k==

ot
T cg

A9|x|o| Bt EY

<
n

ZoE MST X| S AHXLE =I5t 0 MST @92 48 = AS L O
STP 22 Z2EE= MSTP ZEZEZE H

I MST @ 2t2E O A BPDU & $=4I5tH ZE = AHE2Z Mode £
M5t BPDU £ MST 2 &tZ E2 EJL|CH HFE MST

Mode 2 ZEE CtA| A|ZSt2{H spanning-tree mstp migration-check & A SHH
gL =29 REOAM CHZ BHOE 0|83t MST 28t EE 47 &L Lt

3240} gy

[no] spanning-tree mstp mst-compatible | MST @22 EE 23} gtL|Ct,
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= =
AUt X HE/ZHM= ﬁ%’-IXIBI -4, OI%"f HYBSI e X

SIOISIMAIR. CHE MSTP ZE2EE2 HAMst= A X|E CIST Root O #4510 O

7t 28st D|OfAX| Ee ™ ALX[7F HA| BPDU =g EIEZ S{ZASHA| §

Hl a1
ZEIXZ ul RSTP BPDU 2 7} SLICt O &t AQX|7} MZE MST =
SAQX|Q 2 0| AIXE HIXE = YUESLICE MST 2REEQ| XEE= =
ZHEHCOM 2B EI FSE2E 42 BEE MSTBPDU £ WHEWEE XHE22 X
i = l&LIC} O] B2 Migration-Check & A& SHMA|2.

8.2.3.14 Protocol Conversion 29l 3! Restarting

MSTP & AIEStE AQX7F 2 B2 Bt HAHL S S Sl 7[EL| STP 29X 2 e
s g = UFULCE 20XK|Q o ZETJL STP 718 HAXIE F=A5IH ZE =
STP HA|X|2F &S SLICE STP HEHE +=46t= ZE= A ZEZ 7+F ELICE Note

ZEJISTP S8 *EH01| UASH ZETJLSTP HA|X|E GO|e $=AI5HX| QG 2t ZE=
Ats22 MSTP MEfE THIHE|X| RELICE O] B ‘spanning-tree mstp migration-
check' & H&SI0] ZETJ} STP HA|X|E X1 ZE

Z 27 TLCL RSTP Z2EES *EJ&E 22|X|= MSTP HIAIX|IE A5t A 2
SHL|CEH MSTP A X|= RSTP A9 X|

gLt

=22Y ZEO0M CH2 YHS HASI0 AQX|Ql RE ZEOM HX|E= ZE STP
YEE X[FUCH (ZEZ ZXIS STPYEE X2 B ZE AYRCoA & &)

o = O =2 o
HHO 29
spanning-tree mstp migration-check 29X EE ZEOM HX|E= 2= STPHE
HE AH g
(ZETH ZX|3H STP FEE AHK|
8.23.15 MSTP H & =2l
DUHIDN 1Y 38 = ZE FETHM O3 BHES A0 MSTP Off T
ot EE =olgtL ot
FEY 29
show spanning-tree MSTP HEE &olgtL|Ct.
(SSTP, PVST, RSTP & MSTP Of Cist HEE =
olgt £ 912
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show spanning-tree detail

MSTP ZEO| MF AretE =HQlgtL( .

= =
(SSTP, PVST, RSTP % MSTP Of| Ci3t HEE &
ol = AB)
show spanning-tree interface STP QIHmo|& FEE =l
<interfaceid> (SSTP, PVST, RSTP % MSTP Of| T3t HEE &
olg = AS
show spanning-tree mstp 2= MST QIAEHAS HARRIL T
show spanning-tree mstp region MST S 7S =felghLct
show spanning-tree mstp interface MST HA0 Ciot §EE 2HelgL(Th
<interface-id>
show spanning-tree mstp detail MST & E =elgtLCt
9 &. Port Mirroring 2%
9-1 % Port Mirroring &7
9.1.1  Port Mirroring 278 XY 55
e Port Mirroring &%
e Port Mirroring B& HEA|
9.1.2  Port Mirroring &4 %t ¢
9.1.2.1 Port Mirroring &7
HHO 29
[no] mirror session <session_number> | Port Mirroring & A7 &FL|C}.
destination interface <interface-id> | | Session-Number = Port Mirroring 13 I L|C}.
source interface <interface-id [, | - Destination 2 =& interface Port QL|C}.
[both [ | tx] > Source & Mirroring Hi4} Interface Port QI LILCt.
Both | tx | rx 2 Data 2| &5 27 7t&55HH,
tx= 28, x= =8 H0|HE 2|0 gLCt
no HOIZ 43S MM & = ASHLCH
Port Mirroring & T&5tH AQX[Q| of LEE ALESI0 ZE JF°| EefE g =0l & =+

=L

Port Mirroring 2
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9.1.2.2 Port Mirroring S & HA|

Show HHOIE ALE3t0] Port Mirroring 2| 2d 2 E HEA|GLICE

%20f =R

show mirroring [session session_num] | Port mirroring O CH3E 4 MEE HEA|RL|C}

Session_num 2 Mirroring H= 2 L|LC},

10 & MAC F4 H|0o|E g MH
10-1 & Mac address &4 &7
10.1.1 MAC address 273 X =5
e  Static MAC Address &7
*  MAC Address Aging Time &7
* VLAN &5 MAC Address 8473
e MAC Address E0{F7|

¢ Dynamic MAC Address X|<7|

10.1.2 MAC Address & =t

10.1.2.1 Static MAC address &7

Static MAC Address &5 2 AQ(X|7F ZutstX| %10 =522 oF A X = L= MAC Address
St QLICH 2 ZEMHA T AN 27 A0 et Static MAC Address &

o
2h 9 AR 4 UBLICH

Config ZEO|A CtS BHES AHES}I0] Static MAC Address & F7t6t ALK SHUA| 2.

%20 L

[no] mac address-table static <mac-addr>| E& MAC Address & F7t/AHK| 2 LILCt
vlan <vlan-id> interface <interface-id> mac-addr 2 MAC Address & LIEFLHH,
vlan-id = Vlan HZ(1~4094), interface-id
= Interface 2| O|§& 2|0] gL|Ct.

No BB 2 44X & + AL

10.1.2.2 MAC Address Aging Time &7
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XM &l Aging Time &9 X MAC Address 7t AF E|X| 220 AQ{X|&= 0] MAC

Address & MAC Address Table 0| Af AKX & 2 LICH 22/ X| MAC Address 2| Aging Time

2 2o et 18 g 5= JUSLICHZ| =4 300sec). Config ZEO|A CHE HHOE AHESHY
MAC Address 2| Aging Time & &7 St A2,

dEq Mg
[no] mac address-table aging-time [0 | MAC Address 2| Aging Time 2 &7&% L]
10- Ct.
1000000] 02 MACO| Bl&= LIEFELCL 7=t

n:\l

2 XEEQ| 2 10~100000 77HK| QI L|CE.

o BYO= 4K & + JAFLICL

pd

10.1.2.3 VLAN 38 MAC Address 2

Port 7t VLAN &% MAC Address 2 7| Port 0| A &3 MAC Address & 2=
VLAN O 337t €lLICt &, CtZ2 VLAN M= MAC Address & Q1A 2HL|CL VLAN Of Q|
o SFEE MAC Address & 745t2{H Config ZEOA CHS HHAE & S|

Q
FHO 449
interface Gi 0/1 A8 interface € Y™ TrL|CH
switchport shared-learning Port 2| MAC & SRot= 282 gLt
[no] switchport shared-learning No HHO 2 Ax| & = QUELICE

10.1.2.4 MAC Address 20 F7|

28 T2 MAOM ClHE & 22|71 2R5t7| 20 AKX MAC Address Table 2| Lif &0|
ShL|CE AQ|X|2] MAC Address Table 2| L2 EA|3t2{™ Show £ 0|83}

|

1e
2 HEOE A A2
HHO 49
show mac address-table {dynamic| 28 % interface & & T L|C}
[interface <interface-id> | vlan <vlan-id>] | Port 2] MAC € 3Q38t= M™ S ShLCt.
| static} o BHOZ &K & &= UsLICHL

10.1.2.5 Dynamic Mac Address X| 27|

MEE0] A= MAC Address = 40| et AX| 7t 7tssiof g LTt
Ct= ™2 AHESH0] Enable 220X Dynamic MAC Address & AHAl| S A2,

Yo 29
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clear  mac address-table  dynamic| Dynamic MAC Address &5& AHK| gL
[address mac-addr | interface interface-id | Ct.
| vlan vlan-id] Dynamic 2 SO 2 2| 5= MAC
Address £ LtE f"” LIC}. Interface/VLAN Of
2= MAC Address & AHA| BfL|Ct

Interface-id =

interface % @ L|LCt.

Vlan-id =

1~4094 Y L|C}.

11 & Link Aggregating &7
11-1 & Port Aggregation &%

1111708

Trunking O|2t 1= Sh= Link Aggregation 2 O Ul AX|0| M AFEE = U= &M 7|50|

O Layer 2 Bridging 2t &7 A& ELICH Link Aggregation 2 TH Link 0| A| O{2] ZEQ]
=28 getg 8Lt 24 28 39| FM IFS A8Y = UALEE HasgX ¢
Egfy 2tREYC 2 1Y E0| JH|E|X| &L Ant¥oz ®N S2HAHEL 288

OS2 Z&EL|CE Link Aggregation 2 E2fE0| 2 MHO| =2 I=S M35t ¢

ZE =708 Foi7t wdg 42 28 758 WS Ut

A== 75

Static Aggregation Control & X|@gL|Ct,

=2|HZE0 HNZ Y & = A=K O 70 BAHGOl 22| ZEE =2|H ZE
| X

0
225 ZE O 2| ZEO| HHOIT & 4 USLICLCH2 BEL

Lo =2

of| HFQIY BFL|Ct LACP Dynamic Aggregation 2| Aggregation Control
LACP Z2EZ HAS E3j8ts
=2 HZE0| 81E &[X| g&LIC

@ =

o
AS=

=2 ZEV} =2|8 ZEO B HEF FYE[H LACP
=2|H ZEOf HtQlY eLCh CHE ZEE =2| ZE0| Hield 2 5 YlgLCh

_—— =

»  LACP 9| Aggregation Control 2 Dynamic X| g et

e Port Aggregation 2| Traffic

Port Aggregation ®Z Z0f|=
EL=s

S E£9] load balance 7} X| @&l L|C}

Aggregation Port 2| H|0|E| S 50| 22X ZEO

11.1.2 Port Aggregation &7 =
«  Aggregation Off At&&|= =2[ Channel 87

« =2|¥ EEQ| Aggregation
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e Port Aggregation & Load Balance 473

o

«  Port Aggregation 8% = MEf ZL|HY
11.1.3 Port Aggregation &7 4
11.1.3.1 Aggregation 2| =2[& ¢l Channel 27

=2 ZEE HIQIE 17| Ho| =2 ZEE 47 SfoF Ut =28 ZE= O|2{st
=2/ ZEE HIF0| 25 FHE Channel 2 HO{St= O AtE EUCh =2[H¢2

I_

Channel & 78 ot2{H Lt YO E ALESIAUAIL

HHO 49
Interface port-aggreagator <id> =Z|™e e O5S ddgct

11.1.3.2 22[H 2l ZE0| Aggregation 278

02 22|H Port & =2|X X4 2 Aggregation 5t2{ & Static £ LACP Protocol &
AbE8t 4= UELILCE Static Aggregation S AFE L= 2L B2|X ZEQ| 37t SES
SiOF 3t Aggregation Port 2t 22|X Port 2| VLAN H7H0| SsloF stH, x|
Port 7 Aggregation Port 2| Z=Z41t AX|St=X| & X 22|H ZEQt HAAE ZEY}
Aggregation Z=Z1 LX|SH=X| {22t 2tA Q0] ZE= =2|H R E0
Aggregation &|0{OF EHL|C}

Aggregation 7| Ml =7:

R
Im

o] A7} 25 8l0F 5l ZE = Full-Duplex Mode 2 & 40| Z|0{ 1 0{0f

o
-
o

[ ]
ok o
rin
|O|'|].||:|
U
™ 12
X -
(@]
-]
Mo 1o
R
2
H
m >
o Qg
r @
- Q
o =
r s
N ©
° 8
I«
[z
=
W o
- 7q©°
o
K o
D
=
o
I
0x

-4
m ox
i

Hl
LQ

[

LACP IiZl S Ctg REOM AHZE ZEZE met gL

» Active - ZEE Active negotiating status 2 ZHEL|Ct O] HE QM= ZEE LACP
mfZle B ¥4 ZEL} oS AL

rulru

« Passive - ZEE 3T g SHZ XF LLICE O] B 0|A ZETL =413 = LACP
o200 SEOHRIT LACP oS AIASHA EsUCth O RE0AM = EXE OE2

CIETO| A8 HZE SLL.

=
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5 ZEJLIfAIE A S AMESIH Aggregation O] AZE|X| RELICH O]l ¥F
ZET} Aggregation ZE2MAE AESHZ[E 7|CHE AO|7| MZ QLT VLAN

%/d: PVID, Trunk &4, VLAN 5{8H<2| 2 VIAN H| 5 ER% CE FH2

(o]
o
AE3t0] 22|X Port 0| Al Aggregation & A SHMA|L.

FHO 249
Aggregator-Group <ID> mode (lacp / static) | 22|& EEQ| Aggregation 82 FATtL|
Ct.

11.1.3.3 Port Aggregation 2’8 £ Load Balance &7

Load 2| &Hf S MEHSIY & ZEJ RE SE|X ZEE 1EHSH0] || H

2
H=
Efimle 2o & 2 ol- 2 SHL|CL AQX|= %|Cf 6 7}X|2| Load Balance H4l1S x|

I
gLt
e src-mac
Source-MAC F20] 2} Data Traffic 2 37 YLICH F, L3 MACFAE
RAOAE AKX = 228 ZEE 1 LT

* dst-mac
Destination-MAC F4-0f 2} HIO|H EZjEE & St= AYLICL F, Lot MAC

—
T 548 A0%0E HAX = 22/ ZES St gLt

A= A Y MACF=20] Wt GOl EEs S/ LT F, 328t MAC 2
S92 XNYE HAXE 22N EES S LT
* src-ip

Source IP =20 M2t HO|H E2fEHZ 7 UL F st PFAE 41 U=
b

HAIX= 22| ZEE St LT

* des-ip
Destination IP =20 2t G|O|H E2fE S 57 SLICH &, SLsHIPFAE

ANQUE HAK = 22/ ZEE SaLIC

*  both-ip
CH2&+2| Source IP, Destination IP Of [t2} C|O|E EBEHE &8 Sl AL CH F, IP
T EHEE 0= AKX 228 ZEE S 2L L

Load Balance &2 F/45t2{H LS HHEZ AIESIMAL.

Aggregator-Group load-balance Load balance 2| 2412 &7 LT}
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Note :

O &2 Load-Balance YRS X|™SHA| EALL otLtel LT X|&dt= 22X KM=
M8 & BlELICE O] BB S AFEStE 29Kl MHHLZ X[/EE

Load-Balance T+ MEH BFL|CH

11.1.3.4 Port aggregation 2| 2 L|E{&
EXEC ZE0| A Aggregation &EfE ZLIHE 528 Ctg S ALE5HHAIR.

I 29
show aggregator-group Port aggregation & EjE E0{FL|LCt.

12 &. GVRP A H
12-1 2 GVRP A H

12.1.1 24

GVRP(GARP VLAN Registration Protocol GARP VLAN)£ 802.1Q EZ3 ZEEO|A| IEEE
802.1Q 22 VLAN running & dynamic VLAN 442 XN33= GARP(GARP VLAN
Registration Protocol GARP VLAN) S8Z2 1% jL|Ct,

GVRP & AMESHH AX|7h VLAN #+88EE CHE GVRP A9X|e wgtstl =Eas
HECIIAE 9 AAQE QLIFAE E|TS M ASD 802.1Q Trunk port £ E3f
ZE 29X VIAN & SH2 =2 4y 8 #e| & & JASLICh

121288 £

12121 GVRP A ¥ 22

« QIHHO|A0A GVRP &43t / HIEd3t

«  GVRPO ELHY 3 {FX 22|

1213 GVRP AH 22

12.1.3.1 GVRP ® Y =t

0x
ot
~
s
i
0x
ot

Z2E REOM ChE S TEOIUAIR.
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%3

of

[no] gvrp

MO

7|2 ™2 Disable &L|LCt.

12.1.3.2 Q1E{H|O| A 0| A GVRP &

gdst / v dst

CIHIO|A T4 BEO|M ChZ TS &3 SHuA L.
HHO 49
[no] gvrp Interface 2| GVRP & &-d3l/H| &8 3} L
Ct.
mEO| GVRP £ 243} 812{® M@0 GVRP 7 2A3} E0]QU0{0f 8t EEL

802.1Q Trunk port O{OF LI O] ZE= 7|2X o= 23t |0 AS

LI Ct.

=]

XX}l

4
e

12.1.3.3GVRP 2| 2 L|E

Exec 2EO0|A CtS

HYS =9 SHAlR.

iy

M
=3

show gvrp statistics [interface port_list]

GVRP Statistics & EA| gL Ch.

show gvrp status

GVRP TH| SEIYEE HEAIRLCL

[ no ] debug gvrp [ packet | event ]

=13
=

GVRP HIO[FH Tzl Sl O[HE
ga/Hl2-gst gk

Debug €

GVRP EHE HA|:

switch#show gvrp statistics interface Tthernet0/1

GVRP statistics on port Ethernet0/1
GVRP Status: Enabled
GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal
GVRP T HE| ZE EA|

switch#show gvrp statu gvrp

is enabled!



1214 43 oA
Switch A 2F Switch B 2| VLAN 7+ HEE &5 L5HA TH=2{® Switch A 2t Switch B 0| A GVRP &

gdet g = AFLLE HEYR #42 et 25U

6)

7)

=

SWLICH SWLICH
A &)

SFC5200A/AT AFE X} 2 H M v1.0.0.0

Switch A 7} Switch B @t A A5l = interface 8 2 Trunk T+ gtL|C}.

SwitchA_config_g0/8# switch mode trunk

Switch A °| T GVRP & 4%t gtLict.
SwitchA_config# gvrp

Switch A 2| interface 8 Off GVRP & &-d3} gfL|Ct.
Switch_config_g0/8# gvrp

Switch A Ol VLAN 10, 20, 30 2 74 &L|C}

SwitchA_config# vlan 10
SwitchA_config# vlan 20
SwitchA_config# vlan 30

Switch B 7} Switch A @t A= interface 9 2 Trunk 7+ HL|CL,

SwitchB_config_g0/9# switch mode trunk

Switch B 0| <% GVRP & EXM3s} ghict
SwitchB_config# gvrp

Switch B 2 interface 9 0l GVRP & g3} ofL|LCt.
SwitchB_config_g0/9# gvrp

Switch B Ol VLAN 40, 50, 60 2 4 gL|C}.

SwitchB_config# vlan 40
SwitchB_config# vlan 50
SwitchB_config# vlan 60
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40| 2bZ E|H Switch A 2 Switch B 0| VLAN 7+ HE 7} 2
(&, & £%IXI9] VLAN1O0, 20, 30, 40, 50, 60 = =2t & 5= AFLCH

13 & GMRP A H
13-1 & GMRP A X
13.1.1 708

GARP ZE|HAE S5 ZEEF(GMRP)= GARP(Generic Attribute Registration

Protocol)2 7|HtQ 2 $rL|Ct AQ|X|Q] HE|FHAE MAC Table 8 {X| 2| 3=
GARP HIAHLSE XE4SIH HEIFHAE DIA|X|7} EREIHAE E[X| RSEF S} 7|
R0 HESI RS HAYLLICH 2E GMRP X[ @ ARX|& CHE AR(X|2 £H
HE|IFHAE MAC T2 5 FA e Qdon ZE AX| MEHE HEFHAE

=S
MAC T2 SEHYEE Zotsl0] 224 HE| J|AE MAC T2 52 Y EE 5802
2 o
LEH

e GMRP ZL|E{E 5 22|

1312GMRP 4% 22

In

13121 228 48 ZE0|AM GMRP 243} / H|ZH g3t

=z22 238 oM S 282 9 SHdAIR.

[no] gmrp GMRP £ &-'dal/H|2d 3} gL Ct.

13.1.2.2 Port 0| A{ GMRP &-d3} / H| 243}

ZEZERE0AM CHg 282 AL,

0%

ol
L2
nx
o
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[no] gmrp GMRP £ &d3l/H|2 =} gt
No BHO|E 0|85l0] 7|24EIE £[ZE L
C}.

gzt ot7| Mo 22Y 4FYEE0A GMRP & ZE3stMA|R. O™ & oH
SOIX| %&LICE GMRP = Trunk Port O A H7 £|0{OF THL|C},
BEXMoZ AMESIEE AF £ &Lt

port 0l Af GMRP &
L EO| GMRP 7} &
Port 2| GMRP & 7|

13.1.3.3 GMRP ZL|E{Z g 2|

ZHE|ZEOM Cg BHOE AT L.
T 29
show gmrp statistics GMRP &4 E&2E BA| gLICL
linterface port_list]
show gmrp status 229 20N GMRP HEE EA|SL|CH
[no] debug gmrp [packet | event] GMRP IfiZl 8l O]l E 9| Debug 2+l TFL|CH,

« GMRP 87 & HA| L&

switch# show gmrp statistics interface gigaethernet0/6
GMRP statistics on port Gigaethernet0/6

GMRP Status: Enabled

GMRP Frames Received: 54

GMRP Frames Transmitted: 27

GMRP Frames Discarded: 0

GMRP Last Pdu Origin: 1234.5678.9abc

e Z=E2HYH DCOA GMRP BE HEA| L|E

switch# show gmrp status

GMREP is disable
13.1.4 27 of|H|
Chs J82 HEYI dZ2 B0 FL|CL

@ -l()

Switch A Switch B PC
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29K A2l VIAN 1EEEE £A9/X| B 2| VIAN 14 ZEQ SUSHA ST & X[ A
29X B OIM GMRP & ¢zt st A . 42 Ch=ar 25Ut

1) HE PO E 2A5t0] S RERENM 29X A2 GMRP & g3t gfL|Ct
switch_config# gmrp

2) Cte HEOE 2SI 29K A 2 8 # ZEO|A GMRP
switch_config_g0/8# gmrp

i
fo
%

ot
gt

-

n

3) Ch2 BEOE 4AS0 2 2HRE0M £A9/X| B2l GMRP & 9%t LT}
switch_config# gmrp

4) tE BYHOE HYst 29X B2l 9 ZLEO|AM GMRP & &3} gLCt
switch_config_g0/9# gmrp

5 CE BN E HASIH A2(X|B2l 10 ¥ ZEOA GMRP E &/d3%t gLCt.
switch_config_g0/10# gmrp

6) =?Xl B2 HFH AE 10 | A} 22|X| B 2 gmrp join HA|X|E EHL]
Ct AIX| O] §& & ZE| Z|AE MAC 2+ 01.00.00.00.00.99 2 L|LCt.

7) 29X A9 HE| JHAE MAC T4 HO|E2S 2610 MAC T4
01.00.00.00.00.99 Of Chet HBEE HELIC,.

Note:

1) AQX| Al LE 80| £ VLAN It A X| B LE 92| VIAN & 25 SUB} VAN S
=3k oFLICH MZ CH2 VIAN 2 M2 A2 E & 2

>
o
U

4
£Q
o>
I
o

2= EO|MZ BEE7| TO| 221X AO0M C
A 2& 2 5= JAEE garp timer leaveall 2 MY F AKX =& ELO|O A[ZH X1} ZH2 SA[0]

7t AU (7128 10 =)

14 & IGMP-Snooping &
14-1 & IGMP-snooping &7
14.1.1 IGMP-snooping 848 22

IGMP-snooping 2| &F = VLAN It 18 F4 2] A E | XISt Multicast Hd 1t
SAl0| YHO|ESHH multi-Layer &2 EZZX| FZ=0| M2t Layer2 AIX|7t
HOIHE MEE = UA

|

IGMP-snooping 2

* Listening IGMP message
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«  VLAN It OAEF4 7t9] A2 HO|E3 /Al 22| Ut

e Flooding O] 2 d3stX| A= E S AEQ| IGMP entity 2t Router 2| IGMP entity &

St MEH2 || B C

—

Note.
IGMP-snooping 2 query message & 1 IGMP 2| HIA|X|E E11 2|2 7|52 & &
5l7| 20 IGMP-snooping 2 Multicast router 0| A| 2t5 & 12 HCH 2 25

g = ASLLCE F, 29K FI|H2E 2HO|M IGMP query SEE F=Al8}

L . o

OF BfLICt IGMP-snooping 2| router-age timer = IGMP-snooping 2 YZ%t=
Multicast router 2| query AlZFH 2Lt 2 A|Zt 2t =2 A7 E[0{OF BfL|CE “show ip

igmp-snooping”S A&li5l0] ZF VLAN 2| Multicast router Y2 & 201 3t 4= Q& L|C},
*  VLAN 0| IGMP-snooping &7 &d3}/H|gd s}

«  VLAN Of Static Multicast T2 7t / AHK|

« VLAN Q| Mol 2

o SEE & =& 0] Multicast HIAIX|E ZEE St= 7|5 HH

* IGMP-snooping 2| Router-age &%

*  IGMP-snooping 2| SEA[Zt EFOITH T

« IGMP-snooping 2| 2| &g 4

« IGMP-snooping | ZL|HE &l 22|

+  IGMP-snooping &7 Of X
14.1.1.1 VLAN Of IGMP-snooping A &ds}/H|&d s}

222 DM Ohg 2782 2 StdA .
FEY 29
[no] ip igmp-snooping [vlan vlan-id] VLAN 0| igmp-snooping 2 &3} g L|C}.
no 3O ZE 7| 2EE2E gL Ct

VLAN 2 X|7Z5HX]|

oro MMEl VIAN & ZEBHSI0] A|AHIOl BE VAN S
g-d3t 5tAL Hl g3t

K
S0l
P4 st 7|2 280 M ip igmp-
24
[

o =
snooping BHO| #HE AN AN 9| IGMP-snooping 0| &-g3} E L|LCt.

oLt

Note: IGMP-snooping & Z(CH 16 7H2| VLAN Of| A A2l & == ASLICt VLAN3 Of| A

IGMP-snooping 2 &3} st2i™ HX no ip igmp-snooping 2 A& 510 ZE



VLAN o| IGMP-snooping 2 H|Z-d3} ot C

_n_

X E soF gLt

SFC5200A/AT AFE X} 2 H M v1.0.0.0

o
=

ip igmp-snooping vlan3 2= &7

14.1.1.2 VLAN 0O Static Multicast &2 37} / AHA|

IGMP & X|3IX| i SAEE static multicast TAE A0 i

multicast HAIX|E =41 & %= AFLICL

ZE2HREOM O 282 THUAIR.

YE 49

[no] ip igmp-snooping vlan vlan_id| VLAN Of static multicast TAE &3 BL|CH
static A.B.C.D interface intf no YO 2 MY ALK ehL|Ch

14.1.1.3 VLAN 9| H | 87

S22 Hel7t 2% VIAN O] f1gEl BL A%(X|= Hel HAIXE #2 =

Multicast Group 2| ZE S E0M ZEE AH & 5= USLCH Tt 29K =

EtO|{7} CHE ZAE7} Multicast Off X2 =[7|E 7|CHE ER7F gEULCHL 22

ZEO U CHE ZLETHE2

A2
[S)

0 Hol A2 MEXH AES WL

I NI 42 AL 0] AF2XAIC| Multicast E410] Fekg & £ USLICL O] L2 H Q|
HE 7162 A8 & = Q&L
HHO =L
[no] ip igmp-snooping vlan vlan_id VLAN 2| X2l 285 74 &LICL no
immediate-leave HHOZ S AKX &LC
VLAN 2| X2l 882 7|2H 22 H|gdat &0 JA&ELICt
14114 SEE & =4 Q10| Multicast HIAIX|E ZHE ol 7|5 & H
Multicast TIA|X] CHAZ HZ = Gl (DHL H&FA7F igmp-snooping 2 &5
AKX HAO SEEX 2UZ) 7|2 Nl YH2 VIAN o] 2= ZEOAM HAIXE EWHE
ZAYLICH B2 8ol ZE2MA HHES #HY & = JASLCHL SHX| FA7F o
ZEOE SEL|X ¥ 2E Multicast A X &= &K &
L|Ct.
O =L

[no] ip igmp-snooping dIf-frames filter

VLAN 2| M| 282 79 &LIt no

o
YYo=z EHS AA LI

Note:
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1) 2= VLAN Of Cidl £5g0] &Lt

2) O R HAIXIE M2|5t7| fIeh 22X|2| 7|22 Forward &L|Ct.
(O] &9| HA|X|= VLAN LHOIM 22 EIHAEl ElL|C)

14.1.1.5 IGMP-snooping 2| Router-age &7°8

Router-age EfO|{= IGMP query 2| AHE O{E & EL|EHEZ 5t=0 AL ELCL IGMP
HA|X|E E L Multicast address & X & L|C}. IGMP-snooping & IGMP
query 2 ZAE 7to| 4l Sl HsYLLCL 22

REONM Chg 2388 sdsHHAlIL.

%3 of EL:

o

[no] ip igmp-snooping timer routerage | IGMP-snooping 2| Route-Age #{2 74%&HL
timer_value Cl no HEHOZ 7|27tO 2 C}A|

AlRFEHL|C}

Eto| 278 HH2 IGMP 28Xt 28 AlZt 28 S H= SHA 2. EHo|H= 2
712t A 28 = SHCCL BolHE A2l 7|2te HIHH

14.1.1.6 IGMP-snooping 2| Response Time EtO| A7

Response Time EI‘Oll:HE IGMP R@XWI- EI-||A|7(|% Elﬂ —6; §ﬁ§7|' Multicast
B3 St ook A|ZFULCH EFO|HZE K| h = H M HA|X|7b =4 | X] G
O™ ALQIX|= Multicast TAE AMK| gLICH 22E

oco |A‘| [:I.O A-II-IQ -5|.AIA|2

i

HHO 49
[no] ip  igmp-snooping  timer | IGMP-snooping 2| SEfAIZt ZtS HEEHL
responsetime timer_value Ch no BHEOIE 7|22 E CHA|
INES =
Note.
EFO| Zt2 HE &2 ™ Multicast &210] = Q&8 & LIk IGMP-snooping 2
SEHAZ 71242 10 X2 A3 /o /JASLICt

14.1.1.7 IGMP-snooping 2| querier 47

IGMP-snooping O &4z = VIAN o HBHEl JHAE 2tREI QoM
IGMPsnooping 2| querier 7|52 AFESIY ZE| JHAE 2R EHE RSN IGMP



querier HIA|X|E
%, IGMP- snoopmg o MM H&
g S L)

HM7|doz H

et
4>
;9
H1J o\I

H&g = ASLILE (O 7|%%
goz 2

AE 2t2E7F LAN O EXHSIA| b0 o
i IGMP-snooping & &3l 22|X|2| Xt& querier 7|5 &8 3t

IGMP-snooping O| NCHZ Z-EtL|Ct 22Y MY

SFC5200A/AT AFE X} 2 H M v1.0.0.0

O Z =83} =l VLAN O|A &
HE| JH|AE SE0O 2t2Eo| €

BEOM CHE

M
=23

[no] ip igmp-snooping querier

[address [ip_addr]

IGMP-snooping 2| querier & T+A%LICH M
BN Oj7§ B2 address & Z=3| HA[X[S] &
AP FAYLICE no FHOZE 7|23C=

CRAl Al Zpgt L CF

IGMP-snooping 2| querier 7|
Hel HA[X|2] IP F=2-2| Default

s2 7222 HlZdst K[OJUSLICE 7HRt

Zto
HA T

10.0.0.200 YL|Ct.

Note.
querier 7| 50| 243t &M VLAN O HEFHAE 2tRE7F A= 2 i 7|5 O
HIZ-dst ELCH BEPPHAE 2FE7E AlZh Z0tE| B 7|50| Ahs &-d3t
EL
14.1.1.8 IGMP-snooping 2| 2 L|E 2 5 Za|
FE0 29
show ip igmp-snooping igmp-snooping 278 SEE HA|
show ip igmp-snooping timer igmp-snooping 2| AlZH HEE HA|
show ip igmp-snooping groups igmp-snooping 2| HEIFHAE 1F0| CHDH

YHE A

show ip igmp-snooping statistics

igmp-snooping O CHoH &4 HEE HA|

[ no ] debug ip igmp-snooping

[ packet | timer | event | error ]

igmp-snooping 2| TfZl, A|Zt, O[HIE, 0of 2{2

BAIE 2d%t A HZgst gL

=
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15 &, 802.1x &A™
15-1 2 802.1x 8™

15.1.1 802.1x A™ 22

802.1x LE 915 MY

« 8021x CtE ZE 215 AH

e 802.1xID 215 Z|Cf A2t HH
e 802.1x X Q1E MH

e 8021x ME HIE HH

o 802.1x ZEO| CH3H O1F &b MY
e 802.1x ZEO| Ciet 215 G MEH QI A7
e 802 1x AI™Y MAH
e 802.1x Guest VLAN & H
 LCIE HERXI 7IE AHES WX HH
o 7|2 802.1x A U CIA] A|Z}
e 802.1x 21F HE U AEH ZL|HE
15.1.2 802.1x 8™
15.1.2.1 802.1x ZE Q= M X
802.1x = Z X1| 15 50, 2 25 HE, 802.1x 2T AlZ S2| M7ZHX| Mol HHZS
015 &Qloj2t ZEVL 0|0 QIFE SHMS S QOjLICt ZEE [
Ole* ‘&%OI LQSHX| o, B E AtEX= ZEE Sof HIO|H HMA KOE W
T USLICH QI &0 LEO| oo ZAELICH LA 21T AR = ot ZF YO
MEL| 0 ZE 9150| S1tk[X| RS2 o0|BtL|Ct ZEE Sdff O
Ol HMA HOE £=dE = AUSLICE 802.1x 215 A|XfO|2F ZETJ} 802.1x Q15 =2
EZES H¥st= A2 oO|gtL|Ch ZEQ MMA St AFEXIO|A 802.1x 2150 ME
Lot 213 o

£ Sl IOl AN KO E s = Us
S dYs Tgslior gyt

YHS A0 802.1x 7|52 HASUAIR.
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dot1x enable 802.1x & g3t

LS BHOE A5t 802.1x 215 S Al LT

Y=o 29

dot1x port-control auto ZEOAM 802.1x ZTEEEH O LS MH

aaa authentication dot1x {default | list| AAA 2152 802.1q 2 &7
name} method

ZE 2FEE0M B2 BEO & otLhE & A5H0] 802.1x MY S MERL L

1Y 29
dot1x port-control auto 802.1x 2152 WHES A%
dot1x port-control force-authorized aN Z2E 252 ¢

dot1x port-control force-unauthorized | ZX| ZE 2152 djiX|

15.1.2.2 802.1x C}

ol
H
m
ro
ol
i
b
H2 e

=
2
x
>

91-
£Q

I
T
n
el
m
|

mu 4> rr

%a LI Tt iE?f 802.1x ZAE Q1T ;;wa =z | III 04 o =& E ALER

ASYLICE QB0 SR TAETE AKX S ol AMA & 5 UG LIHEAE
MAC F4£ HMOE2Z AEE). OIEXH2RE 802.1x £ ZLE AEA £ & Mot +
S LICH ALEATE ALEALSl MAC FAE &3l ALEAL 2SS Moo M0 SAE

AFEALSl & AfX[Q] MAC 24 H|O[=2| A7(0f 2t MehE LTt I HolA 9
ZEOM ChE BEZ AASI0] 802.1x CHE ZAE Q152 &datet
L Ct.
HHO 29
dot1x multiple-hosts 802.1x 2| Ct5 ZE 2158 M

15.1.2.3 802.1x ID 91F Z|CH AjZt A

802.1x 215 A|Zt EE= 802.1x 2152 CHA| =™ASIH 802.1x 7t HAE ZAEQ ID §1F
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Q¥ MESYLCL HEYT M7t YMsto] 2F HA|IX|7F A AL XAZH 2 T
AP AR ZF CHAl ASELUCH OAXIZL £ AlZHO| ZESHH HAIXE 27| 2/l
802.1x,stop SX| X ID Q150| HIfgtL|Ct CHE HERYKZ =40 W2t D A5 &

Ho| z|0f I+ MATSHA AT M7t 215 MHO| Qs ABEU=X| 2ol
UAELCH QAEHO|A £ FHOM ChS FHS HAsIH ID AT M| A0 AlZtE

.
=RSiel

L|Cf,
0 a9
dot1x max-reg [count] 802.1x ID 215 88 X|CiAIZt B

15.1.24 802.1x M 215 A

R QI50| SQlE|H Z2t0|HES| S EE HHGHT| fIs S20[ET EF Al
Zhotct QIS ELCE o] dR0l= X AT 7|52 & datsof gL CHAl 21T 7|5 2
AHESHE S 70 2 802.1x 7t FI| ML E Q5 QNS 2 A2E0 MEYLICL OS2 BEES
HAstol 1 21F 7|se Y = ALt
HHO A
dot1x re-authentication s 7lse &%t
dot1x timeout re-authperiod time i els 7|zts 2%
dot1x reauth-max time CiA| 2150 g 22 MAE 3= 42 F
15.1.2.5 802.1x TS dlz &3
802.1x 21E& ZZMA0M GO HAEY SAER HMEEHLULC AE JEHO| 3
Moz &=L F 802.1x M& HIEE HO{5t0] HO|H &2 23 5+ ASLCH O
PP S AASIo dS HEE FHLCH
FHO A
dot1x timeout tx-period [time] 802.1x | & HIEE 47

15.1.2.6 802.1x AR X} HiQlE MY

802.1x Q152 &Y M AtEXIE E7 ZEO| HIQIE 610 LE Ai|A Hots HEe
= ASLCH AHEO|A 8 REO|M CFE HEHES A& 802.1x AHE A HIQIE S
A|ZFSHL| T}

=



i
=
<
A
v_
£
B0
gl
3
0{o
3
T
<
S~
<
o
o
(V)
(g}
O
L
wm

70
i

ar

11|

50

dot1x user-permit [xxxyyy]

%0
ol
11

_

70

Klo
ol

—_

jol

15.1.2.7 802.1x ZEOf| CH

Lt 7= 78 oA

A
=
T4 BEON CHS YHE Astol

mjJ

ZEOM MZ Cf

z2 Mz e

o
Lo

802.1x

L|Ct eIE EH o] &

St
=1

HMES ALE

802.1x 15 W2 7+

L ct.

I

.
o
=

H0
o

fas o

11|

50

dot1x authentication method [xxx]

|

15.1.2.8 802.1x =

L|C}t. 802.1x

802.1x

QF Cf 7]

Ul

L]

[y,

MD5 7t X| s}

2IE0| AE
A B Of A

LICt. CHAP

e

EE X
CHAP

o

-

od
150

Klo

Jd

FA

= X7t

Of M= M S

o=
- o

ol

Klo

Joi!
el

r

1]

2 7147t

mtetM Eero] EFE LU

L|Ct. Eaff-tis = MA}

Mol32 #AAE E+gUch

s

AHEE

H

e

(tls)2

F

2EO|M Cf

od

=2

ojn

Klo
ol

My
[a
<
. Ll
u 1
] E._
10l
80 | o go| =
K <
U T w
; )
o X 2
< . S ol
T ul =
| = w
e H =z
Ul | ol
o | E In o
< |® o
T |<u
nu oF
“ o
il
To
ojo
T
<
=)
|
S H| &
0 zo| T
To 7| B0
<]
=)
=3
1)

dot1x authen-type {chap | eap}

dot1x authentication type {chap | eap}

15.1.2.9 802.1x AlAt M

=]
=x

9ol
—

802.1x

ojn

ol %

LICH AAA IH IO A7 S &

E¥<]
[=R=1

Al

R

A< AAA QIE{TH[ O]

2 4= UAGLICH A2 AAA RSO0 7

dee
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27| 25 AAA QIHHO|AS S3l AMHZ ZHO|E HAIX|

AAA TAHO| 2L AAA RE0| AHO|E HAIXIE EHEX| {RE A™EL|CL SA0f
AQIX|7F HIMAIM O Z H|MAMY = AQX|7} MAXOZ

5 g 7§z MaLcL

H&e
2!

I 58 & UA=E 517

flol X1 2E 7[sE AH8otEE 28

23310
SIHHO|A T EEMA CfF S HASY dotix AttS 2dststn A4t L
Tt

mjo

- o

FEO 29
dot1x accounting enable 802.1x Altts EdatetL Ct
dot1x accounting method {method AL S S-S
name}

15.1.2.10 802.1x Guest VLAN & ™

Guest-VLAN 2 Z2I0[HE7t SHOHX| ES [ 220|AE 2T EQ 0] L& H M

HTHO|:220|YUE ~ZEQI0] CI2ZE)S

74 EHOUAS + UFLILE 2 AT
A

2EOM Chg B S

)2 MB3ELICE Guest-VLAN 2 A|A Hiof
MOl o} HAMA HTHO| UAELICEH HS
AMSHSIO] A AE-vlan & AtRSIEE MYt C}

g 29

dot1x guest-vlan

D= ZTEO Guest-VLAN 2 AH

Z} ZEO|M Gust-VLAN ID 2| 2£0| 0 O| ™ Guest-VLAN O] 22 ZEO|AM Ed3}
Z|OfAEEE Guest-VLAN O ZtZ5HA| @f2 4 ASLLE ZE 478 ZEO|A
Guest-VLAN ID 7t ?“SE_I B0 Guest-VLAN O] &% & = UEL|CHL ZE
T8 ZEOAM O B2 HHSH0 Guest-VLAN ID & A EHLICH

od

g 29

dot1x guest-vlan {id(1-4094)}

=|=

EO0| Guest-VLAN & AI3IEZ2 M

oz

15.1.2.11 Ot WESIA 7IE At & X 47

Cte=2| HIEYT OHHE ALESI0] OO|HEE YX[YLULCL ZE 28 ZE0AM L
YOS 2Lt

%20 8y

dot1x forbid multi-network-adapter Cte=0| HEYT HEE AIBSIEE M %
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15.1.2.12 7|2 802.1x &A™ U CHA| A|Z}

HHOf 249
dot1x default D= Z22Y FHZ 7|2 FHo = THAE

15.1.2.13 802.1x 215 A7 U &Ef 2LIEHE

802.1x 2159 7+d U MEfE ZEL|HZ St
% |

o
otei® ZHE|2EO|A B EF

HHO 49
show dot1x {interface ..... } 802.1x 2159 7+ Gl MEHE ZL|EE
15.1.2.14 802.1x &7 Of| |

BDAEAE 29KQ FO/10 ZEO| HA SLICH ZAEB £ F/0/12 ZEO| HZ L|Ch 4
MH ZAEQ| IP FAE 192.168.20.2 Y L|CH Radius A7 Key 242 TST YLICH Port

FO/10 2 &= Radius 915 X AMEXAt HFRIY S A7 S L|C} Port FO/12 £ eap 32

22 QFES H78StA Port FO/12 M HEIFHAEE AFESIEE M7 LTt

Y 1

username switch password 0 TST username TST password O TST aaa authentication
dot1x TST-FO/10 radius aaa authentication dot1x TST-FO/12 local interface VLAN1
ip address 192.168.20.24 255.255.255.0 radius-server host 192.168.20.2 auth-port
1812 acct-port 1813 radius-server key TST

XE Fo/10 2%

interface Gigaethernet0/10 dot1x port-
control auto dot1x authentication
method TST-FO/10 dot1x user-permit
radius-TST

EZE Fo/12 2%
interface Gigaethernet0/12 dot1x

multiple-hosts dot1x port-control auto
dot1x authentication method TST-F0/12

dot1x authentication type eap
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16-1 & Mac address List &A™
16.1.1 MAC List ¥& M
16.1.1.1 MAC List 44

ZEO| MAC List 2 M83t2{™ HX MAC List 2 A As{0F $HL|CF MAC List 7 24
ME|H MAC List 88 ZEOA CH2 MAC Access List 2 M™% 4= Q&L|CH CF
X o

=

A S0 P REOA MAC List & F7tst AFH|SLICH
F 0 49
[no] mac access-list [name] Mac list & F7}StLE APK| e L|Ct

[name]2 Mac List 2| 0| &2 o|O|gtL|Ct,

no YOS 0|85t0] 4K & =+ UL

Ct.

16.1.1.2 Mac List MM

Permit/Deny BHOE AFE5l0] Mac List 2| 5|& =& HE List & 48 & 5= A &L}
Mac List Ol A 012 7H2| Permit/Deny List & &7 & 5= USLICE Mac List

of 28E oz 2= MAC S50 +8&E o3 &¢=2| OtA3 = FYsHof gL Cf.
X o B FH0| HREAS = USLICHEHS oAl Ex). st &5 2

J—o [ M
SUAB MAC FART BY & Y LCE

[no] {deny | permit} {any | host src- | Mac list 2| &=& F7} Atx| &tL|Ct

macaddr} {any | host dst-mac- no HHOE 0|50 AtX| & %= Q&L .t
addr}[ethertype] B E Mac-address & 288t &= AUSZ 9
0j.

Src-mac-addr 2 source Mac FAQL|LCH

Dst-mac-addr 2 destination Mac T2 L
Ct.

Ethertype 2 O|C4l TjZl RS oO|L
Ct.
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Mac list configuration Of|A|
Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit host 2.2.2 any

Qo] MHL source mac address TAS H|Wst= 0|22 OfA3 7 SetLCt,

20| YEH2 2 KLt
Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit any host 1.1.2

Switch-config-macl#2003-11-19 18:54:25 rule conflict, all the rule in the acl should

match!
?lo] ME2 HHW H2 source Mac-address £ H|Wdt= HIH FHRE] H
[

destination Mac-address € H|wsl= A QUL|Ct [EFA Mas

= 280 3882z 5A ¥sUch

F
NT
omn
ne
Of
Ral

iQ

[0}

16.1.1.3 MAC List -83}7|

HEE Maclist = Z& 2|8 ZE0| M8 &= ASLCH st
Mac-list £ StLIC| ZE &= O3 ZEO| H8Y &= YUFL|CH ZE
28 ZEO|M Ctg BHOE ALE3H0] Mac-list & B & LICH
FHO 29
interface g0/1 28 ZENM HWHEE Mac-list & ZEO
[no] mac access-group name HE AL HEBE Mac-listE M & =+
A& L

17 &. Vlan Access List &™

17-1 7 VLAN Access List &7

of 7|52 A&A7t VIAN O|A 22act HAX|E EHE o3l=F =8

UGLILE 912 @82 52 22 HS L Ch

mjo
W
1



Z} 24| VLAN Access List = M2 CHE M =& 7t 2] Access M0 =5 (VLAN

ACLC 2 7 ELICH 2t Access MO =5 #5002 ;w Euck

UK =2 IP Access MO|ZF L& MAC Access A

MEE|0f UX| %2 A2 2E Flow 7t LX| stChe SE0|H K|
7

r|o
o
>
Ot
o
2 H
bal
J

2l
SYLCE EXE=F0|
A2 A2
Ol CHsH Null IP/Mac access control list 7t A7 Z|0{Qe A2 &
ShL|Ct YX|IZ S0 CH$H IP/MAC Access control list 7t A7 0] Z|O{ L2 M VLAN ACL
S50 JYHoZ ZEotX| REL|CH SHLES| IP/MAC Access control list 7t A =l
42 OrX|2o| f&StL. StLES| permit &l &=TF IP/MAC Access Control List Of
UASLICE VLAN ACLO| VLAN 0| 8 & 3% X7t ZdstA| fa LT o2 Bof
VLAN ACL 2 743t0] o2 74| permit &F2 dde = UAS ULt 0] 7|52
Forward &&= Drop 2 & = UELICL O] 7|52 7|2 R
Forward 2 L|C} VLAN ACL 2 IP/MAC Access control list 2t 2X|5tE Flow 2 ZHY
=0 HolE 2gs =3 BLICH VLAN ACL 2 VLAN ACL o 2 & #zof wat 2t
VLAN ALC & A3 VLAN ACL 1t 2X|SHX| = Flow & ¢ =+ USLICH
Olg{gt HAI2 E Access control O] O|F0{ & L|C} K| E Flow £ Deny 6t2{H 2
VLAN ACL 2 H7E5t0. 2| &2 YWAQZ Deny &[A|

.

SLICH CHS E™E Mo VLAN Access Control

b3
0 rir

FHo 293
Vlan access-map name seq VLAN 7|8t Access Control List & 44t

Ct.

St i OlEE 71 R= HE2
S VLAN ACL Off £tLICE Di7H 4= seq
= VLAN ACL O|AM 2Mz=2|E 2|D|gLCt
7|2%2 VLAN ACL+5 9 7HY =2 4=
LIt

match <ip-acl | mac-acl> name | €X|k|= &=0| X|@E VLAN Of CHslf 1P & &

action <drop | forward> VLAN ACL 9| Drop 2 Forward & 28 &
LICt. 7|2 Z+2 Forward & L|C}t.
vlan filter name vlan VLAN 2| O|E0| X|§& VLAN ACL 2 HE

SHL|CH Of 7 4= VLAN € ARP 7} M &=
SFC5200A A|2|= A7 O <

VLAN € 2o|0| ghL|Ct,
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18 &} IP Access List ™

2| & QI TETJ|HEO| P Access List A

18.1.1 IP IA|X] 2EHE

AR ZHYS HEYI0| IjZlo| M3 S Hojste =
2 MBHSFALE AFR A} = BX|E Ef KT & £
o
=

N
L-O =
2 ot5t AL Hlgdatst{ 2t AKX 7t T2

=

LICH Ol MO7|s2 HE/R oM
gL Xz X[ZZE of WZlS
o

LiefLCt.

Access list = CHS1F 20| At 5= JUSLICH

o ZEOAM I TS MO
e hd HOIE 2tele] HZ MO

o 22E AHOIE g M

I ARESHE RO Ciotol Lt

ra
mujn

O] CtAIO| M= IP Access List &

IP Access List = IP T22| 5{& S8l 2X| ZHZ HESIV| Qo pAlAHe=E A=
IP 2 LICtH 2t 8 AQ{X|C] ROS AZEQ|0] (*ROS AZEQI0= 22 S2HXHE 9

O))& Access List 2| =AE SHLIA HIAESHLCEH & B Of XM= 2ZEQ|0{7t
FAE et X HE 22X E ZA-ETLLCH ROS AZEQO= A HE| OjX| O|= &4 7|
A S SX|5H7| 20| ZA0| 25t =XM7L 0 SeL|Ch 0 X & & o] g CFH,
TN AR E L

Access List & AMESH7| MO Ch21F 22 SHAE =l oFgtL|Ct.

(1) Access List O| 51t M2F2E X[FSI0 IP AL~ HEZ THEL|CL

20 IZEO| IP Access List 2 X 2%tL|C},

18.1.2 Access List o] EZ I &3E7 |5

Note
EZ IP Access List 1F ZH&F 7Hs IP Access List 2 Z2 0|28 At £ Qg L|Ct
Global configuration ZEO|A L2 HHES HAHSH0] IP Access List & gL Tt
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HHof MY
IP Access-List E& 0|5 HZF IP access list 2| 0|52 d2|.
deny {source [source-mask] | any} StLEO| & 2| permit/reject K|
or permit {source [source-mask] | T}710] 2OIE|Q=X| O{HE ANB|=
any} BE IP Access-List 714 BEO| X7,
Exit(E =) IP Access-List o] R E 202

Global 7+ ZEO|A Ctg HEHS HASIH 2E 75T IP Access-List & BH= LT

HHof ay

IP access-list 2 &l 0| ip access-list £ O| &2 AE3t0 &%
ts St=& F2

{deny | permit} protocol| 8tLt O] 42| deny or permit ‘82|.

source source-mask S Access-list ZHLS

destination destination-mask|

[precedence precedence] [tos tos] P I{ZI0] E1} OJE2 ANSE 7A

{deny | permit} protocol any any = (—?—ﬁ %= 1P Izl M =

= AUSLHC
XM B LI 22 "Extensible Access List

Example"S &z HFEILICEH

Exit(E &) Access-list O] A{ 21042
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WA 2E20| BHEO{E S0l =7 & HEO| (0|20 &S| 83ICtH) 22 &

=
of E=7tElLiCE &, HY =0 X|™ Access-list & 7| & %= Qi&L|Ch 2Lt

Note:

Access-list & TH= [If Access-list 2| 2 20| 20|X| 2= HELX|E2 EFO| } Ch=
A 7|YStMAIR. OFATTE B3 [P A Access-list Of X|HEX| A2 EL

255.255.255.255 7} OfA 3 2 ZHFEIL|C}

o

Access-list & Gt

=
—_

ot

o= =|d0|Lt ZEO| HE3lof 2L Ct.

18.1.3 "L E0f Access-list H&"

18.1.4

_._

2

—

Access-list & ZHE 20f SlL} O| Ao ZE = 20| M8 T 4 YELICL ZE 7Y
ZCoM Ot BE S AL

HHEO o
ip access-group name Access-list Off ZEE M &,

7= ™M Access-list o] AL M2l Al Access-list Of A THZIQ| & FAT}F =
CIELICE ZEY Access-list 2| B2 2t Y AQ(K|= e FAE SIS LCEH A
M S50 Y F27HEEH AT EL 0= T2 S AS ML ch HM A Z50]
= of
—

fZle AHS D ICMP SAEN EE & £ QiCt=

X Access-list 2| Of| A|

18.1.4.1 EE7|Ht |P Access List 2| TCP/UDP LEOf| 25t X| & ZE 2

Lot 22 0§ & & ASUICL

{deny | permit} {tcp | udp} source source-mask [ { [src_portrange begin-port end-port]
| [ {gt | It } port ]}] destination destination-mask [ { [dst_portrange begin-port end-
port] | [{gt | It} port ] }]

[precedence precedence] [tos tos]

i

O] 42 TCP X UDP 2| L E |4 = Access-list & S8 M0 & 4= QUSLICL ZE H

OBt Access-list 2 T4 & U CHSO| FOISHMA|L.



X838} Source I destination 0| Al Access-list & F+8%t 4%

=
= o
YoM A HF0 B2 source 7t AFEE|7| 20| Y5 M0

H 25t T o ZE He|et OHE ZEO| H

L
El
o

oy =
-
_IT|_
o
Ao
>
i
OF
i
Pal 1l
bl

2 =ZE 8@ EHES A
EH
)

g f
o
¢l EHEO0| CHE S8 Z=2 -0 XUt HF B

>

FE3H7| W= RLIT.

18.142 ZE 7|8t |p AN A HHEZ X|QSH= ZE 7|H |p HNHA S5 TCP/ UDP X[ ZE

ANEHF HHE S0 M2 2= TCP 7 ZAE 130.2.1.2 2| SMTP Of

I
o

ip access-list extended aaa permit tcp any
130.2.1.2 255.255.255.255 eq 25 interface

g0/10 ip access-group aaa
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EQq =2EZE 74

1918 Ip 2 28

19.1.1 1P

19111 IPEIRE Z2E

A7)

1

Internet Protocol (IP)£ HERIA0AN ZAHACE HO|HE netdts Z2EZY
LICE 1P Oll= =& X, 243t A2 K CHEte 22 7|80] A& LCh
H

CH2 |p Z2EZ (IP Protocol Clusten)2 IP & 7|Hto 2 @Ll Ch HERKZ ASO

RESIE TEEZSAM PL A XA M} F|

Q
ox
|-u
ujn
Hl
oo
el}
N
i}
Ho
om
<2 0

A& E LI

Z2#0| =4 & HolH

o Z2EZYLICH ESH TCP & E1|
AAEIC O &

=
—_
2tzto| 88 Z2IMof| ztzt 2 5 QY| [[HT'__OH

=
SAl0| S & = JAA ZHCt

teE Z2ES

fe|o 2t 290K = 4 22 EE0 A0 2 2 o pEtRE S8 &
EEESS XAYULCE 1P 2tREH ZE2EEF2 & JHX| & Interior Gateway Routing
Protocol (IGRP) 3 Exterior Gateway Routing Protocol (EGRP)2 2 T2 & LIt 22[2
2t 8 ALR[X|= RIP, OSPF, BGP X BEIGRP & X|¥stH 27 AME0] 2t RIP, OSPF,
BGP % BEIGRP & ZtZ} 7+ & = USLILH £ f2[e] A9X[= OHF 228
Z2EES SA0| 28ste Z2AM A, OSPF ZENAQ| Yoo & (H 22| E 2Hf &
= £ 4%),BGP ZZM|A, RIP Z2 M| A 5B Q19|90 £=9| BEIGRP ZZ MAE X| AgtL|Ct.
redistribute HZ HASI0] CHE 2R E ZE2EFO| ZE2E X 28 ZZN2Q
ClO|EfH| O] A0 XH-2HHSI L o2 ZEEE T2 MAQ ZE2E AZAY = UASLICL
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P 5% 2t2 b

om
[kl
Hu
H
(T
/o
-4
ox
ot
o
rg
e
Ral
r
rl‘U
[l

ZMAE PGB0k gLL.

rk

ry

YEYD ZES S5 8t9F Za A0 A4S AR DIE O}

ZEOAM AZE 2t Z2MAE X[FEUCL ol 8 4 38 EMe #4d

=
THAE H4 g = ASHCL

e UEQ3AQo pRot Bt

e 0|7t CIYSH HEQIAJ XA = LRI =X o5
o LUEI E2H

o OIN QA

o MZ|Y @FAtY

o sty

O =

o 7|E
9 =0 CHeE XpMSH Lf820] Bo|M AYHSHA| iU Ch etRE Z2EEE5S2
MEiSH I HEQZ @7 AFE0| EFE(0{0f Ot AS L ETL|CE

(4) IGRP

Interior Gateway Routing Protocol (IGRP)&= AtX| A|AHRIQ| HEYZ CHAO| AHEEL| CF
BEIPIGRP = AR E I HER AL HALOOF SFLICL 2t 2R ZEMA= 1 EQAS
CHE 2t 8 ALIX|0|M YUOIOIE HIAIX|E 2L EHESHD ST 2t HA|X|

£ Z2 A7t HE A0 M Broadcast TFL|CH.

2t e 2X|7t X[ {5t= IGRP = L2t Z& LT

® RIP
® OSPF
® BEIGRP

(5) EGRP
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Exterior Gateway Routing Protocol (EGRP) Ef% A Al ZHo| 2t 8 HE

e
2 @sisle o ALRELCL RS REEE 02, T 53t HEYA U XY X

[

AMAE Hoes gy oz Fga|0{of SLICh A9|X|7t X[ /St= EGRP Z2E

IPTdS flot E4H 27 A2 228 29X[Q HER/R ¢
=

AYLICE O] 2202 HERR AHYO|AE B3t &
t.

o 2
0
|0
=
&S]

SAOf 1P HIERR 023 E = QABHOFRtL T 1P
otz

[} AN
Fa X¥s 5t o3 HYS tEofof L C

S 0|2 ARgO|D) CHE Y Mey ARgRLCH HEYION IP FA XY
S OHSEB 1471P T4 KH RS HEGUAIL. (2L 1P

o UHESA AHMO[AAM IP FA 7

o UHESRA AHMHOAMM OIS IP FA T4
o 4 dly

o CIRE mEAMA 1AM

® Broadcast text 22| 74

o P2 ZX 87X

rk

1|

1913 1P T2 M

19.1.3.1 HEQ A QI O|A IP FTA 7

PEAL IP HAKE Y (A4S ZHULICL Y2 PS4 Fak 0o=of o o
SAE P FL EE HEYD FAR ABY 4 UBLITL E 100 1P Fa HY 0
S 1P T4 U AR THSE 1P FAYLC

A 0.0.0.0
XS

1.0.0.0 to 126.0.0.0 X

127.0.0.0
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B 128.0.0.0 to 191.254.0.0
191.255.0.0 72 XE
C 192.0.0.0

A8
192.0.1.0 to 223255254  |ox

INES)
223.255.255.0
D 224.0.0.0 to 239.255.255.255|Multicast T4
E 240.0.0.0 to 255.255.255.254|04|2f =2
255.255.255.255 Broadcast =24
IP 20| Cist AKXl HH2 RFC 1166 “Internet Digit” &Z5IH Internet Service
Provider(ISP)Ofl 22| & %= Q&L|Ct QB I O|AN = 7|2 IP FAZ} StLTE Yo

=
QIEITO| 2~ T4 BEAN CFS YYS Aol HIEA QIET0|A0 7|2 1P F29
HEQIT BASE RABHIALL.

H ol g

ip address ip-address mask QIEmo|A0f Ml 1P FAE 744

OtATE YESQIAE LIEILHD IP FA0| YEQLICE

Note : 22| 22[X|= HERI EA =M0f| L2} 7+ =2 HIO[EOM H&EH

o 2
oz A¥E orA3 T XL,

132 HESQ3 QEMO|A CIE Ip TATRM

2 QHEO|AE 7| IP A 02| 9] IP F&E5 ZOI0 O IP FAE &
7 g = UASLHEL B8 & 7t R0 o9l 1P FAE Fdoof YL

o UESRI MOAHEO IPFL7F SESHA| 2 82

OlS SO S =2 MEUolE 254 7HO| AFE 7H5BH 1P T4 BF AUX|PH B 2
HESSE @SB 300 MO BAEF} BRBLCL 0f ZL AX Ei
MBOIA 3191 P FAE RABH0] & o) =2] AEU0| SUT M NEUS
AgE & U g 4 eiaucr. 2 A HolXIg J|gez se &7| B
ST R e ofpf HEUO R SE|X| YELICL k2 1P FAE 2H2H
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28t0] x7| B EYIEZ oy Z=Z 7|8 MEUSZ Lts 5 &L
THE E& P FTAE ES| HEYT| 2tRE AQXL EUS M X HEYIE

En
o T
AZSHE O3 MEUS 214 3 4 ASLIC

o [}Z {EQI0| ost0] Ea|Moz ga|& stLto| EL A0
2 7he] MEUIo| A B2

—

O| AL YEQIQ TAE Z2 |p TAZ A2 £ QSL|CH M2t E2|HOZ 27|
g =2 HEQIS & MEHL =2|HoZ shH HZAE Lt

Note : HIEYA MIAHEQ| 2tRE AL(X[0f Cist 5t FAE Fdst=s 8% & 2
HE/ZI NOAHES| CHE 2t A X0 CHa O] Y2 s=~soF hL|Ct.

Ho|A 4% REO|M Che BHE H@sto] HIEYI AEHO| 20N o2 P
A

=kl 29

ip address ip-address mask secondary | |I{| E2|3 QIE{HO|A0M CIE P = A2

T L=

B
Note: IP 2}2E Z2EZ0| F=2 YHO|E FEE HES= ol M8E W 5kl IP
H

PEIP R4 BT 22 J|52 THY 4 ABLITH 1SS Fa THS YOI £

0z
a
rir
Hu
my
M
k>

(22 HERA MOHE 2f LAN 22 499 #4 & FX|) o

HEQI FAEKO /XE LiEtE WERT) FIHXE 7HX2 UASLCH 22
FAE B3 AT HAIX] SEo] ZEEo Aen I ABO FHXOA 1 A
8322 24 ATFacs FIAABZL FAYLLH MEIES g4 MAC Fagtn
EEUCL ol= 3 AZ2 MAC St AHE0| FAE Ne[sh= O AHEE7| IEY
L|Ct.

£ S0 AEJ} o|ullo] FX|t SASIEE st2{H &X|2| 48 HHE MAC FA E& 33

9| 2Z FAE YOLOFBtLICE IP FAMM A3 ABO ZHFAE A= YHS

RP (Address Resolution Protocol)2til StLICH A3 HEL| EZFA0AM IP FAE =

HHHS RARP (Reverse Address Resolution)2t® $hL|Ct.



SFC5200A Al2|= MM &Y
4 SHZYS ARP 2 Proxy ARP H-&SHCL ARP 2 Proxy
Z Z|0f UAELICE ARP £ IPFAE O|C|0f DALt

i B | =
}Etﬂ AHESED IPFAE ARP £ SESHE MAC FAE H#EL|CHL MAC

FAE U UOB 1P FAGH MAC T 20| THF BT WHE AMAES SISk ARP 74 AlO]
MFELICEL 228 1P BAIRlS F3ABOl BAX|ol 1713 5of OiX% oz Y
CEERIEN

ARP 2t CIE 2':‘—)'\— g}g Z2EE2 IP F22F MAC T2 ALO|2] Dynamic mapping =
A S0lg X|stE2 FE ARP A B E2
2

T4 2E2 Fo ¥ 4 9 ULk
=]

=

M ok
ot
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fot
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O
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> e
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LI b}
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o
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ARP $28 YTHOZ EX|5HX LORT ARP B S0l &

0x
N
N
mjo
X
2
_Ql-

arp ip-address hardware-address ARP FHA|S] P =AEZ FAXOE
FL

arp ip-address hardware-address alias| 2t & 2| MAC FAE & XIFE IP
o

CIHTO| & FYRENAM YOS HAeL Lt

CEL L
arp timeout seconds ARP i A|Of A ARP FHA| 29| A|ZH

of Z=ut AZhE 25 AlL.

FHO show interface & A|@ 2/HIL{|0[A2] ARPM timeout = LIEFE LT}
HHO| show arp = ARP 7HA|S] Wi &S =gt HEHO
Clear arp = 2= &=2| arp 7§AIE X|ELICH

=

®  Proxy ARP 23}

P

AlZ® proxy ARP (RFC 1027 22 “89)S A8t CHE WEHIAN SHSE=27t gle 22E S
MAC F£2 7HM gL OlE S0f 228 29[X17t ARP 28 S salotid 7|E 22 E
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SAET Y% QIHIO| A0 HAZO UAKX| @0t 2tRE AKXV Y = A0 Y=
BE ZE0 ARP 2HE #4350 QIHEO|AE SuHA| g % 3 A FaE
ZotSte ZEA ARP SHE EHLCEL A OHF 7|& 2AE= OA| X| 2 2t AQX[2 Ej1
22K = e 2AEZ HAXE HESLICL ZEA| ARP = 7|28 22 2dotE Lt

ZEA ARP £ Ed2t6t2{H QIHHO|A T+ ZEOM CHS FHES HASHHAIR
BHO a9
ip proxy-arp Proxy-ARP £ QIE{I| 0| A 0] A ZHd 3}

e XRE2ARP7Is 74

2K = ANHFER HAIXIE BE5H0] CHE X2 1P F271 1P T2k SE0EX| O E € =
AL X722 ARP EHI/\|7(|01| ot Bl &2 P Fa Y IP FAs BF 29X 27
A
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Z=AOlL|CH HA|X|Q] AA MAC ot
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29X 7I2HeR ARZ0| ARP HAIXIE MEZ|gLth. A9X|7F FX|o|M X-F22 ARP O
AR E =I5k HAIXOf 228t & IP 27 XHH| 1P FA2F S5 X0 ARP SE S Bt 2510
IPFELIMZ S &2 LELLL SAN 294K|= IP F27F SSSCHs AS 20 2 AR A
e ELIC.
ARZ2 ARP HAXE Rl 29K|2] 7|52 7|2Hez HEdeto
Ut O BdS 250l AAX|e] ZEOAM AME 7hsth ARP 7|sE
TS AR

HEof g
arp send-gratuitous QIE{H O] A0 Al ARP T A|X] A|Z

arp send-gratuitous interval value |AtS ARP HA[X| 2t S &

7|27k 120 = QL Ct

EZIPFas DAE O[FD €A & 5 ASFLICE A|2E2 telnet E= ping 2 T
[ (e} E

A M8 REOAM CHS BYS HEsto] IAE O|En IP & 7Ho| IjEHE X
AR

iy 43
ip host name address IPF20| 2 AEO|ES nFAIZICE

19134 228 Z2MA 7Y
HEQI 27 Ao met st 0| 4ol 2t Z2E=S 78 & = AF UL 228
ZZEE2 HEHI ESZX|0f tet Y2E MSELCH BGP, RIP &L OSPF
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ot Z2 IpetREY Z2EZE 70 Oig LIE2 Ch3 2ol 27 LT

19.1.3.5 Broadcast HIA|X| Hz2| 7+4

2.

Broadcast HIAIX|Q| CHe FA= HF AN HESRIS RE SAEQYLCH SAE =
SYot FAE SO Broadcast AKX E AlE & 4= QUESL|CH I8 FQ% I Ul
=g 2 Z2EE2 Y5 Broadcast HAIX|E AHETILICL IP U EQIZ
2 Y& F StLt= Broadcast HIAIX|E XM OfSt= A /LICE O] AlAR2 X7
Broadcast, & X|™E UERIQ| Broadcast £ X[FTLICH A|AEO| HERIQ

I E Subnet Broadcast & X|®I5}X| & L|LCt.

=L

o
o
ne

U £7| €A 1P £ S Broadcast £4 BES MABIK| 2t LICH 0f218k 1P of 24
e & Broadcast FAE W3 27X '0'22 BAIDLICL AAHS £ 74X R0l
HAIRIZ SAIO| A4 @atn 0 3 2 Y&LCh

Broadcast O A| E2|& Q| Broadcast £ S| &% Hzt

X8 IP Broadcast HA|X|= 7| 2H 22 AMH|E|Of AQ[X|7F "MH|A HE E" T|A| X|0f
oIgt 342 XpttetL|Ct X’ Broadcast 7F MA HA|X| 2 Bigtz|= QIE{H O] A0A
X IP Broadcast ME 7|2 Ed3t & = USLLCL MF 7[s50] 283t £H
OIEIO|AE AZAStE HEQAS ZE X|™ Broadcast MA|X|7} QIEIO|A =
MEELCt O3 CtE HAIX|Z7 A Broadcast MIAIX|2 M&ELICH Broadcast
HAIX| S| MEES MOt AMA HOZE2 XEY = UASLICEAMA HO|E0]| X
HE|H MM A HO|EUAM S5E5H= IP KA X2 XY Broadcast Ol Al 22|X QI

Broadcast £ Hat & = QUL

QIHMO|A THREO|A X|HEl Broadcast 2] M-S &M3l8tH 2

LY a9
ip directed-broadcast  [access- |Q/E{IH O] 0] Af XE->=2H e
name] list- Broadcast H1&t2 & &¢tL|Ct

UDP Broadcast HA|X| ME

SAEE= Y& UDP Broadcast A|X| & =4, 4 8l 0| & S0 Cist HEE ZES LIt
A EJF Qe HESQZRO uDP HAXIE HEY MBIt Qs 42 ZAE£E UDP

AN
HAIXIE =4 & 5= fELIC
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UDP = Broadcast HIA|X| £ 3| &.
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H2d
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30

ip forward-protocol udp [port]

19.1.3.6 IP FA X|H A

YEYIE BRI

1. 7HAl2t

A

gl

x| B

7|12 2t ol ElHl0] A XS 7|

l—| Ct. °._|E1fl1|0|¢01| CHai o2 7H2l

UG LI A A[A-L

EQ
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clear arp-cache

IP 2t ARP 2| ZHA|E H|H gL CF.
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AMAE2 1P et S BIOIS, 7HAl & HO[E{# 0|20t Z2
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28 Y2 Lt 22 20| LIE Z[OfASLICE M-S HsiM= P 2 BF X '8
i

mjo

T o

HEOo] Md
show arp ARP table | L{-&2 LtEFHLICE
show hosts Hostname - IP Of &2 Of 2ot FHA|H|O| =

show ip interface [type number] | QIE{HO|A AMENS LIEFHLICE

show ip route [protocol] 2t g HO|E2| o HEE LtEF LT
ping {host | address)} HEXZ 20| Z2AEfE LIEFRLICE

19.1.4 IP =23} O K|

L2 € Interface VLAN 11 0f| IP FA7F 8™ &= HRE LIEFHL|CH

interface vlan 11

Ip address 202.96.2.3 255.255.255.0
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DHCP A7

19.2.1 274

19.2.1.1

SH W
DHCP AH{= S20|AE7} S 7|2t 59t ALBSHY| SIf = S2o|AET} AFBS} X
%S WK 1P FAZ BHFLICE

45 HE

DHCP AME{o] #E[Xt= IP FAE £522 X|Fst1 DHCP Z2EES &40 2

2O AEOf E LT
DHCP XM &

DHCP O O3 S&/2 SEZ2IHO| A=H|, Lt 22 82 AH87ts YU Ch

DHCP ZCIO|HEE #8350 IP &, HESRI MIHE & 23 &4 (23 H0|E 20|
)E OIS QE{H O] A0f BiZ & 4= AZLICE DHCP O] A M2 g 5= A= 29X7F o 2

5 <
SAES ABGHH AQIXIE DHCP Z0IS Sof DHCP AB{OIA 1P F22 7ML g
=
T

19.2.1.2 DHCP O| &

oMl 2ZEQof HHEM= oUW AEHO[AS] DHCP Z20[QUE E=
S2t0|AET X| @& L. DHCP 22I0[Y ES X| /5t 7|s0= Chad €2 O

Hol A4

T8 AlZEE

A

7428

oy
k>

DHCP MHE &3l Y& FXIZEQ| IP FA H|Of

19.2.1.3 DHCP 20

DHCP & AMH{e} SEI0|UE 7o 2 St Z4Zt2 Al = 0| EXHLCY.

DHCP-A{ H]
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® DHCP-ZZI0|AE

P2 FELL 22 2 AAHES X0 thet YEE DHCP AH O
H=0, Yol AlZH2 DHCP S5 ZHi2| X0 LIEtLEE= 71 E O[Tt

o T AlZH- EBj 0| P F20| S 7|7
S22 71700 ZLIB P A DHCP AB{0f O3 FMELITE P F2E A

19.2.2 DHCP 22I0|¢E 74

19.2.2.1 DHCP 22}0|YE 74 AF

Y |P =N HHI—l

® DHCP MH2| 4 X
® DHCP Of7{gis 719
® DHCP BL|HZY

1. IP T4 HY

CIE{H|O|A0A Bt HE S 2t 1M 0| A0 LSt DHCP Z2EZS

N
o Ip 28 HgLCh

ip address dhcp DHCP Z2EZ=S X|™sl0] oLl
QIHEO|A0 IP FAE

i

Y5 DHCP MHO| FAE LuQes HR A2(X0|M O|2{eh DHCP MH Q| FAE X|Y5H)
DTR2EZ M2 8 AUHE Y = USLLCHL MY 14 ZE0|M Chg HH S AAL|CL
HHEo a9
ip dhcp-server ip-address DHC MH Q| Ip FAE X|FgLCt

(31]

ol BYOIL P T4 AHS 9ok Mol FHejelL|ct,

3. DHCP Of7f#H=s 4
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27 M0 e DHCP Z2EE0| ¢ &2 Oj7f H4+E =FE + UASLILL HY
T8 ZEOM O FY S FAY UL

g 493
ip dhcp client minlease seconds =4 Hoi AlZE AE LT
ip dhcp client retransmit count ZZ2EZHAIXS] HESAIZH 27
ip dhcp client select seconds HAS HESH X|F5HM K.

o Y2 I FAE 27| AB ZHE

4. DHCP 2L|E 2l

AQ|X|0 M X2 DHCP AHOf et §=E =oiste{M 2] ZEOM CE FES

o

H2of vy
show dhcp server Bt El AQ|X|7} Of= DHCP AH

FES BEAILIC

ZHE|ZEO|M HHOE HASH0] 2t Y AX|0f ALRS 2 IP FAE =Rl .
HEo 493
show dhcp lease 28 ARX[OM o AL IPF
4 Blac U HEES HA|

19.2.2.2 DHCP S2}0|HE T4 0fA|

=13

74
=

o
oT

mju
rir

The following example shows Ethernet1/1 obtains an IP address through DHCP.

interface vlan 11 ip

address dhcp

DHCP MH A7
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19.2.3.1 DHCP MH 74 &g

DHCP AMH| AHE

DHCP M| H|Z s}

ICMP ZX| D7 Ha g

HIO|EH|O| A& K& S Dj7f B4 79 DHCP
Mol =4 & 74

DHCP Mo =4 ZF0f et Of7 Blg 9
DHCP AH ZLIHY

DHCP AMH| HE X[ 27|
19.2.3.2 DHCP MH 34

1. DHCP MH At

DHCP MHE 2-d3lsta |p =40 22 Of7f #HE5 Bij225t2{® DHCP 22t0|2 ETt
Y 9 ZEOM Ef% = HESL|CH (DHCP M & AE5E Q1 2 X| A3t}
L DHCP A{H{ 7} HY 29| ZL0|= ip helperaddress 7t T8 El ZEE=
DHCP 28 & st A YL|Th.

J

H
mOI-
4> 055

H ol gy

ip dhcpd enable DHCP MH AtE
2. DHCP MH{ H|gdat

Ct22 DHCP MHE A8 7tsStE S 6t DHCP 22t0[HE0]| CHSH IP 4 O§ 7Y
ot 22 HaE SX|SHHE Ch2at 22 YOS LEHIMUAIR

e a9
no ip dhcpd enable DHCP AMH| H|g-d3t

3. ICMP & X| Of7f B 4

NBIZH S 2 O 84 CMP BAIXIO) D7) 48 XX 4 AgLT 54
HMS SHSLICL MY T4 BENN THZ YHS AHSHAIR. BY ICMP
BAIR] 48 AR C}SS SHOHAIL,
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ip dhcpd ping packets pkgs

ICMP TAIX[S] 2 F& ZHMO|

Azt X|8otH Al

HASLO] ICMP A X| SEAIZE Z0HA[ZES S FLICY.

29

ip dhcpd ping timeout timeout

ICMP HAIX| SES| AlZE =3 Al
S A ESHAI=2.

Ol 0| A KT O o7} 4 P

T 2 YEIL OoHE

T4 2E0IN CFS FHE

olE MOl A0l MY & 2HHS TS HY
MOl 2.

:E

ip dhcpd write-time time

Fa 2E ZYEIL OO|HE D of A
N

gl A4S XEohdAl L.

5. DHCP MH 2| =& & 4

ip dhcpd pool name

6. DHCP AH{Q| =4 Z0f CHSt Of7H

4 B FHDEOIM BHOR T4 Bo

H Yol

network ip-addr netsubnet

>
O
Hr

FOl ArEls 2 HRIE 71485

Hof

range low-addr high-addr

s =IO ALEEl= FAYRAE

T AR

Ct

dlo
o]2]
o
<
rr

SCIO0[UE HiZE = 7|28 28 FdLIC

FYof

29

default-router ip-addr ...

712 328 BAHAIL.
S210| QU0 HEFLICE
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LS SZ0f= Set0|AE0 BiZE[= DNS A FA5 -
HHof ay
dns-server ip-addr ... DNS M FAE FEgL
Cte BE0= 220[UE0 HiEE = =0 ols F8eL Tt
cE Hy
domain-name name Client O] S HiE|s =0|0lS TA S
LT},
Ctg BE0= 220[UE0 HiEE= 2 WA S FI-LIL
F ol dy
lease {days [hours][minutes] | infinite }| client Off BHISH= =4 QALY A|ZH S
TG,
Ctg FB0= 220U E A HIZE|= Netbios MHFAE gL T
HHof Ay
netbios-name-server ip-addr... Client O] 225l Netbios A|HZ2 +#
serct
CHE B0 = MAC 271 SEQIOQl S AE0 1P =8 BIESHY| {3 AHFot24 T Chg B2
AL
H ol Hy

hw-access deny hardware-address

7. DHCP AMH| ZL|EE

AR T
el ZEoM O BES g
show ip dhcpd binding AR & 22X BEA|SHLCH

el 2E0M Chg BES

=13

= QIS Al 2.

HASI) DHCP AMH{Ol| CHoH

Xl AKX SH BEE

Hof

nx

o

show ip dhcpd statistic

Ct

DHCP MH 0|

SAEEE MY

=

8. DHCP AMH| HE X[27]
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clear ip dhcpd binding {ip-addr|*}

clear ip dhcpd statistic

X DHCP MH HAIX| SAZES
APH| LT

19.2.3.3 DHCP MH T 0 A|

CHS CIAIZ0l ICMP B X| THZICS| A|ZHOY| z=3t AJZh2 200ms 2 2 ELICH F2

10| 4% DHCP M7} AFEIL|LCT,

ip dhcpd ping timeout 2 ip dhcpd
pool 1 network 192.168.20.0
255.255.255.0 range 192.168.20.211
192.168.20.215 domain-name my31
default-router 192.168.20.1 dns-
server 192.168.1.3 61.2.2.10
netbios-name-server 192.168.20.1

lease 1 12 0 ip dhcpd enable

5

IT

=

19-3 & IP A{H[A T
P MHIAE MEiX o=z 5t WS dYYLICH 200 O XtMSH LIS “IP
MH|A BHEO" HE HXRSHUAIR
19.3.1 IP MH|A 57|

P MHIAE MEiX oz 5t Y2 O3 25U T

o |p AAZBY|

e O’ H==0f Cizt 7|5 #3517

o U2 AO|EY Ol 7MY

e P EX|SI |X|5t7|
o] 0| = OfLIX|EH @4 AtEHo)| et Y2 = & = ASL|Ch
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u

19.3.1.1 1P 92 22|5}7|

MHE|A9| i FE22 ICMP Of 23 MSELICH 2t 8 29X =
IP HAIX SEHOM 2FE ZAXISHEH ICMP HA[X|7} S AE &
22X =2 ™S ELLL ICMP = RFC 792 Of| Al Zo|EL|Ct CHE 1P HZ =0

f
el oSt 22 HEsS sdsAlR.

IPEZR2EZ2 IP HZS NOfotn HE|ots O] MHIAE MSELCL O] 2%
C L

nr e @
e
3
N

1. ICMP HZ SliA| HA|X] EL{Z|

0] 7| 50| HiZ-gatEl 8 AHHO|A 71 REO|M CHg FES A5 3T

52 N8RS MY

HHof uy
ip unreachables ICMP G1Z SR HA|X|2 Mastaio

0| 7Is& Ar8ot=5 28L

2. ICMP ZE =7 HA|X| EL47|
718 ZTAET Ol et B2E METLICH 228 AKX BRI TAEN M
HAIXIS 2to™ ZI2E | ot O MAIXIE =AIHAIX]-QIE

0
HO|AE Sl CHE 2t E &9

SAEQ T2 EYI MIMEY FP YLITt O]

o
1o
o]
Ho
om
[>
40
>t

Ir
o
0z
=
oot
=

2 =
HAIKIS B CHE 212 Y AQIX0] HUjE WS 2A SAS Y24FD 2|CYN
HAIRIOS 24 SAET} ) Z2E ARSHD AR BAIE BOF Hest 328
AFBOIOF BLICE ThEo] SAE 29 MHE 249Y HOZH = AE F2S
F7RCL DA 208 ARXE 39S 22T B9 U2 W 82 O Ady
4+ ABLICE WatN 249 A9IX|o| HE0| W2t SAE F2E FIISHK| YLtk

o 7|s2 7282z AMES=E HPE0 UAELICE HSRP(Hot Standby Routing

Protocol) =&fA| Ci7| 2tREH Z2EZF0| QIHI|O|A0N FHE FL X522 H[Z

HSHELICE X2 0|72 XS 2 HAL K| ol Z2EZ0| Fo & FR 0

S22 gdSte|X| 5L 0] 752 A8t QIEMOo|A 7 BEO|M O3
A

Fof a
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ip redirects ICMP et =78 HIA[X| T& HE

ICMP mask S & HA|IX] M&

718 ZAEE HEQ3 OIAIE 2OtofgtL|Ct HEE 7| fIs TAE= ICMP
OA3 28 HAIXIE 29 = JASLICH 2t AKX S AEQ OIATE ol &
= Qo @ |ICMP OrA3 SE HAIX[Z2 SEELICL 7|[2Me 2 2t E AKX & ICMP

OrA3 SH HAIXIE 22 = ASLICH

ICMP mask 28 HAIX|E 2Ui2{H QAEHO|A 74 REOAM LS BB S &Y
AR,

BYol Ay

ip mask-reply ICMP mask S HHA|IX|E 2 & L|Ct

X442 MTU EX|

xr%gi & =

AR HE I o] A0 HEE MTU ECt 2 B2 E ZX|LCh IP ARz 2%t
Z|O{OF SHX|TH [P A|XK[2] "M22t E[X| R2"HE= a7 ELICE Wt HAX|=
22 g = giEUh HAIXIE AFHsHOF E.“—IEF | 4% 28 AOIKI— ICM
HAIXIE & = 2 e

B2 AZ0| BAX|H HA|X|= CHE MEiSt= AYLICE MTU 2402 22 3

ECHE &= YSLLCE O3 OS2 228 AKX = 22 SAEQ M 429 MTU E
ELICE 1P HAIX| = 7tse o B2 22 MTU 2 T§7|d &[0{0f SfLILf. O] 2t
YHo 2 FEO| LA EOf M2 HAIX| 7} EUA =[0f S4 80| & &E LT

Al
|$°H0F°“—|Ef a3 O3 2t 2 X0 2l

-

.I

S|
AE'— P 7:!; MTU 7I-x|% 2|
TU 24Ol et 1P A|X|Q] ZO0|E =50 ME uEoM 222 WAl &

o
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SE
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EE= IP B2 MTU HXIE X[Js{oretLict. O3 OfZ 2t 29X0f 23
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5. MTUIPEH

6.

7.

Maximum Transmission Unit (MTU)£ IP HIA|X|2 M &0| 7tsot X|Cf Z0|E ZELICt P
HAIX] Z0[7F MTU & XI5t 42+ et AX|0AM 2etL|Ch QIE L olA9|

of

o

MTU Z+2 #HESHH P MTU 20 g&2 FLICL IP MTU 7t MTU 2t 228 IP MTU = Xt

OSZ MTU 7t Y & [[H MEZEZ MTU 2t SLstA =™ ELICHL gLt P MTU S| BHE 2
MTU Off &S O|X|X| LELICE IP MTU = X QEIO|AN M= MTU ECH 2 %
elsLCt s2s 22|A OCIoE ¢Zstes ZE X7 58t MTU ZE2EZE 7IH

Ofsts ZL0B HAT el S

AN MY B 4 AL

58 AHEO[A0M IP MTU & 278%te{H QHIO|A 74 ZREONM G 82 29

Fof e

ip mtu bytes QIE{H|O|A Q| IP MTU & MHBIMAIL.

Pt gz 2T

2t 2X= 2E HAIX|] 1P §|EHE &lgtLCE RFC 791 01| g2l &l IP Header & M
X 2|

ICMP Odé =7h(AA %iEOiI *'HH% C&leﬁrf 2)2
oist P HIEYQ A H42E

AN
P MM 24 Z2E MESI0] X8 - UAFLILE 21

P OIAIRIS HESE7{LE Kot Q7 A0l Wt HIAIXIS A%l sHOF BLICE 12 T} 2t F
AQXE ICMP ZE 4 gl BAXIE AA SAEER HYLCL 2RY AXE
J|EHos A4 F2E X AL

o 2 Mo
ip source-route P AN dE Aot 20

P o E nyd HE

P WS W2 FHAIE ALESIO] 1P HAIX|E HERLICH 29(X7F £ 22 HA| X &
HESH7| Hojl A[~E2 228 HOIES =let thg Z20 Wl HAXE & U
HES B2= A28 2ZELOQ 2t iAo MZELILE =Xt HAIX|IZt 52t
SAER BUX|E 29X = 2t JHAI0 MEE B20 el At HAIX|S L,
DIAIX|7F FE 2 Wotet siE 32 g5 HE 2 4401 14 St

Ch 3 A7t 28 Ua 228 2ZEQo 2428 JHAZF StE/ 2t FHAIOf
MYELUCH sget S AE0 it Chg HAIX= StEYofof ofsf 2 MHEELCL & 3§
AZE S FHAIE ALESHR] B2 A7 MAELICH 2ZEL0 / StE/O FHA| S=0]
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oo @0 =ESHE A e =AEE O Oy HAI0 MELX HELCh #E nygs
S EotALE g X512 E QAHIO|A 9 ZEOA O FE S AASUAIR:

BHo k)
ip route-cache & WS Lt
no ip route-cache S WS S 8SHX| &L Ch

SZEQ0f FHAl SF0| StELO FHAIM M E i 22 HE s+E +d5t 4P
Y 80 Bt BE S 2doHHAIR.

HHO 49
ip route-cache hit-{ 2ZEQI0 FHA|0M 2t E dF2ol BT =
numbers hitnumber 7} hitnumber 2| 240 =EH5IH AZTEQO]
FiAll 2t E S=0| SHELOf FHAIO] 2t E

QOI-

b2 o2 XAEL|CH

8. £2 CIE{H|O| A0 A bt

rn
'U
[x
Pl
i

sS4l QHHO|ALt SUSH S22M HWHE IP u4d
b e ez 2teEe MEd 7lsit =017 M=o 0] 7|s

rIJIO ﬂJIO

St AEIO| A0 1P 2t2E FHAIS o185t QHHO|A 74 ZEOM Bt S
H
o

ol
ol
<2
nx
(ol

ip route-cache same-interface | &

S 2Al/ME QIETO|AZ JHEl 1P DAl
£ 2t 8 Ao ME=LICH

>

193.1.2 O7f B+ A M &

1. TCP HZ 7| Al &2

2t g 29AK|= TCP HZS = & [ Tf7| AlZh S TCP HZO0| TS O{X|X| o™
TCP HZ0| ot Aoz ZtFetL|ct O3 L3 2t*E £A9X|= Hojjeh TCP ¥ Z 2
ool HE Z=OFof LELICE TCP HZ U7 AMlZtE 28 = AS LICE A[2EQ
7|22 75 =YLICE O 82 A9X|7F MEts TCP HZY SES DX
HELICH 29K REMOM A & TCP HZ0 T kS SULL 222 79 ZE0N
ChE B S A4St TCP A 7| A|ZhE HESHUAIR.

Yo 49

ip tcp synwait-time seconds TCP A& CH7| A|ZtE2 S AIR.




2. TCP windows 2| 37| d&s}7|

1. 7HAl2t CIOJE /0| A =

SFC5200A Al2|=

—
A'Ixc-; |]H_n_0-l

7|2 A7|= 2000 HO|EQJL|CE MY 7 ZEOM CHS HH S A0l 7|2 TCP
windows 37|& HESMA|L.

HHOf 49
ip tcp window-size bytes TCP &2l A7|E st AIR.

19.3.1.3 IP HERZ FX| X EX|

HAl, 58 E£= HO|EH|0]£2

HO[EHO[Ao] X E HOIHE X2

=2 A

2E UHES g =+

UL A, 55

Zat gLt

HZRE HOHE X|22{H CH2 BHS JHSIHAIL.
HHOf HY
clear tcp statistics TCP &4 HIOIHE X[ZL|Ct.
2. TCP ¢ siH|
TCP IZE Bop{H 13 YHS HASIUAIR
A0 49

3.

clear tcp {local host-name port

X8 TCP HZAE XUt
remote host-name port | tcb
TCB = TCP MO 255 LtEfHLIC.
address}
A2 SUHIEQRO tHet S HIO[E HA

M2 AL 55 A HO|EH|O|20 LIES BAl & & JASLICE o2t SA
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o o — [ I
B Z5HX| O Al 2. Split-Horizon O] T{Z] netdS AZASH= X E ZEO| A

2 JAE= 42 Split-Horizon & =X| 8{0F &L

HATEO ZO TRIAY0| HEIS B0 SICHE SHAI0| Bl F2 7|2 1Y
X i
O

Isl
P

HEYIo| A CtE Z2 2% T F0| AK[0fA.

20.1.3.11 Rip 2 8X|24 U BL|E 2}

DLEY % /X T2l RIP S RIP 07 B4 T4, MAIZHHEYD E24 222
HESS S HEE EASOF BLIC 0] YEE HEYI ALSS Bt

o
2X L HEYD =EO EY HIIS sjZSks B £20| BLICL BE 242 S
YEE BASIR 22DCO N CISFYS HUSHIAIL:

CEL 4y

show ip rip RIP ZZ2EZO| X JEIE EAIRLICE

show ip rip database DERIP BEE FA|TLC

show ip rip protocol DERIP 23 HEE FA|SHL|C}

2t S ZR2EZ YEE FHOIHE A2 ZEO M g B S 2HOIUAR.:
Ly 29

debug ip rip database 2t2 e HO|S0| RIP Z2 =7t HAH & &

Z HEo et YEE FHYLICH
debug ip rip protocol RIP HA|X| 2 Z=X3S}L|C},

20.1.4 RIP 74 Of| K|

A%t B ol 2d2 Ctai Z5LCh

A A

interface vlan 11 ip address
192.168.20.81 255.255.255.0
linterface loopback 0

ip address 10.1.1.1 255.0.0.0!
router rip network
192.168.20.0 network

10.0.0.0
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Al B
interface vian 11
Ip address 192.168.20.82 255.255.255.0
interface loopback O Ip address 20.1.1.1
255.0.0.0
!
router rip network
192.168.20.0

network 20.0.0.0

20-2 & BEIGRP A& 3}7|

20.2.1 708
BEIGRP O A A2 E| & 7|22 He| HE Z2 EZ 0 AL C

® CZIRHEZRHI NS O SR Mt 2t s 2FL
® 22HE AF HZASH= Neighbor oA 2t HEE HISELICHL

® ZIRH:= AHE HZSH= Neighbor oA 228 YEE ML
BEIGRP = 72| #HiH Z2E= ELt O 2 ™S 7t UAsH L

{ BEIGRP

—
=
pN| S A
Aol &

S

e Z2 Y 2o "olgtLct. matM
BEIGRP 2| =% £ 7} tihZ L C.

BEIGRP £ EIGRP 8T A& 2 7[8tC 2 dA|E 4 ME T2 EZ YLt
BEIGRP = IP ZE2EZ0|A MM
DHZA[Z{OF 2Lt

IIE
T~
o
o
m
()
P}
T
rir
o
ojo
fo
-4
>
oot
mn
mjo

HO|E 21 2|F (DUAL)2 BEIGRP 7} Ct2 MEX QI AHZ|
Ol O| R LICt S&k 2 HEfO|0f =X X|Of 4 M2

SHXO E2 &+ 0 uN Jhset 27t §E W Neighbor =
(o]
AA

Ch. [t2tAM BEIGRP 2| =8 £ & X¢of P3 ¢Ef Z2E ZO0[C,

®  Neighbor 52| M22 2L 22zl Z252| AI2tE2 Hello HAIXIE S3l

Sxyo= Zx Lt

® 2=CO|H ™E0] YA YLCH



20.2.2 BEIGRP 74 22 2

SFC5200A Al2|= 47 O 7 <

¢ HNSIEEISOYDRIELOF ZRIYU WSS ST
® HsZ2EIe Y=Y M U Neighbor SEO| Hsto] 3% 4 AU Uct

®  BEIGRP = 87 At e} CHEE M RS2 Mo & = JAS L

L

rir
Bkl
K%
ro

BEIGRP 7+ d0|= CtE1t &2 X Q0| ZgE L|CH BEIGRP & Z45t5t
N A

(=3 = =
LQLICh WO 0f2t 2 Y2 MHYOR 23 & 4 EL

C

—_

BEIGRP Z43}

® BEIGRP 5% #2(0f tigt 8 A=

® Offset2 88 58 A2l &
® X3 dE Q9 H|Edst

® Z= Q% ALK FO

e MY Z=F4d

® [IEBEIGRP O Oj7fH= 1M

®  BEIGRP 2| & ZEL|H Y1 FX| 22

20.2.3 BEIGRP £ =t

20.2.3.1

BEIGRP &/43}3}7|

BEIGRP T2 A8 XH45t2{H 1SS SHSHIAIR.

HYof a

router beigrp as-number

network network-number network-mask
42 ZE0|M Y 2H{E BEIGRP

T2 M0 =7kl

2o 7440| 2t | BEIGRP & HESI NIHECS| 2 & QIE{HO|A0A M
T 7| A|&EL|CH BEIGRP £ hello HA|X| & &3l {22 Neighbor 2 &1 G 0|

x|
EZEE ¢l e B2t o= AELICE
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9= B /e 7951

7|2 AEf0A BEIGRP = CH
A

B 50
REOM CS BB S HAt0 ARS 578%‘ =+ ‘RAELIEr

g9 29

ip beigrp bandwidth-percent percent BEIGRP Q| %|Cff C{Y= e S 1Ms}L|C}

20.2.3.3 BEIGRP ¢ 2|0 Lot '8 A==

OfH Z20|& BEIGRP 23 72| A47t 25N = 2128 Mol Yg2 0| &
L7} 9T BEIGRP 7 ALSBHE 7|2 A4 TRl HEST 20| X3 ox| ot
2 S43k Z 20| AHSH0} BLICH FHZ QAsh HH HEYIAI I A W 2 %
UBLICH O] FHE 43 T O FolStiAlS. B2 RHBEN CHEBES
A

AU AR

CEL CL:

metric weights k1 k2 k3 k4 k5 BEIGRP £3t7{2|o| AH2& =AstL|C},

20.2.3.4 Offset 2 St 28 72| =Hs}7|

Offset 0|28 AM8310] @7 Agtof 2t B E $41 9l g4l H2E ozxo=
FILSHALE o 2] 7kX| Mgfot 2ol Fe AHelE F7h e = UASHLL -2

tREel 2t 8 Zatof S OlX|= AYLILE 719 Z=2 M 20 M Offset-List Of
WA B2 w8 T2 QIEH0|AS MEHH o2 X| 20 Offset Of 27}
HERE FtR FOIE £ ABLCH

yof €3

offset{type number | *} {in | out}|offset HO|2S HLSHL|C],
access-list-name offset

20.2.3.5 Atz Q% 7|5 H&E2H3t

o
BEIGRP 2| At& =& 2 CIE X 2tfY Z2EZN OHELCH CHS

T3 =g U

®  BEIGRP ZZMAC| 03] HEXI7I ZO|Z|H HESRIAQ| &Lt 0|49
MEUIO| BEIGRP EEZX| HO|E0| JOH HEXIQ Q2% HZTt
Mg ELICt,

|2 HE|E #= Nullo QHEHO|AE
E|
O

HOIS0 = F=IHELICH 20 A2l =
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® HO|E YEILCHE F IP HEL Q| Neighbor 22 MEEH E 11t &

20 Q9% Bl9E MEY0| H2ELICH Q0 AR MSELICH @ BEIGRP

XM ol = Ao £kX| gte MEUS =T E|X| &Lt
LE HEYT F0M= 2 ME HAEE Neighbor O Al 22 £ JAEL|CE 0| F 2
CtS Y-S AsloF gL o,
Haof oYy
no auto-summary s 2% HA2E MWSIX| Y&LICt
20.2.3.6 2t E 29 AL X} F Q|
F2 Q%0 ST AMEE TF Y =+ Sle 22 BEIGRP 7t A &= QIO A0
MetRE %S 185t 2t QS A S Uy HE/I NOAHEE X8 £+
UASLICH 2t 90| A& QIHEO|AE 2t E 29 & F20f £5t= &AM
2t & QYOIO|E HEE ELHX| YELICH CHE QI 0| A= FE
= X #EUCh 2tRY 29 A2 O3

?¢ 29 FZO| AHIO|A0 FEE 2, HEHI HOlz 5Lt
=40 | BEIGRP EEZX| HO|20| Ao Ho| & HEQ IS Q9 =

® dY EH 2% Z2s BE MEU X S 4= Nullo AHHOIAE
gt 29 & 2= 7|2 1P 2t2E HIO|S0| = F7HE L|C 2a

AL

e

o 2t YHOIE YT 2T Q90| Hg& AHH0[A0M ST 2
Y oA HE/AI MAHME £t M&E F27F FagLCH CHE 28
YOO E YE= GSS A aUtt

CEL 4y
ip beigrp summary-address ip address OIE{m|0| A0 ZE Q%S FASHL|CL,

address mask

20237 M& ZE 74517

o 6._47(H BRI YA Es AW AZL N UE B2, B default-metric 2 78 &

S (S, XY, MElY, guRs Y
o

<
_‘
c
iy
rot
=
H

n
E
>
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AE7} CH2 BEIGRP ZEMAQ| AE 0 Z2 default-metric BHES 7 A
% LQJl 9 OM BEIGRP Z2MAOAM 23 Oj7) B2 Oj7) HaZ2 XA
A& LI

®  default-metric @H2 rip X ospf &t &2 CHE Z2EZO| 2fREJ TS & Of
TEZ[ofofgtLICt A2 MEO| AT Hel= T aroll 2o A-EL

Ch. 0| &0 UK W B= MEHO| HSHA| E&LICH

BEIGRP 2 RIP 7} SA|0] Ml E|= A2 X[0| A BEIGRP Neighbor 2tEHIt2ZH
ARX|ORIP ZZEZ0 CHsl ot5 ot A2 E 2E|e{H O THS HEStL|Ct

=

CEL CL:

default-metric bandwidth delay reliability 22 Mo 7|2 e AHa|2 2MSHL T
loading mtu

redistribute protocol [route-map name] ZZ2E BEIGRP Z2EZ 2 MtstL|C},

20.2.3.8 C}2 BEIGRP O{7f B JAE}17|

CHE HEXA =70 BEIGRP & 28X 2 US2{H L3S 8o oFgtLIC}.

®  BEIGRP 7 hello HIA|X|2 Neighbor A|ZH Z1HE HH ZtAS =FOHHA2,

o

®  Split-Horizon H| & 3}

0. BEIGRP 7} Hello HIA|X| 2} Q1T 1tO| Timeout € AL EL|7| st 2tAS MM
gt k.

2H}E BEIGRP Y2 £=33}7| 28i BEIGRP hello ZEEZ0| ZQst Ct2at 2
HMEJF L E LI

o MER HZ 7Is% Neighbor 2 A g 5= 2M Neighbor ZE2 +8Y &

s ZEMAYUCL

® Neighbor 782 2Bt 22 BEZ FHE Neighbor 7F2| 4T 5&
gL
®  Neighbor 2] R8dE XEH2Z 2L E S Neighbor & H5S HRIL
Ct.
2t E = BEIGRP 7 A Z|= QIE I O] A0 A hello BE|ZZ 1% Broadcast IH 2l &
2 HL|CH 2 BEIGRP X| ¥ 2t E & O|2{o HE|[ZZ 13 Broadcast {22 =418 L|Ct.

[EtAM 2 Neighbor 2 &2 5 JAELICL.
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Hello ZEEE2 & 7H2| EfO|HHE AF&SH0] Neighbor 2| 2B -2 ZHX[ELICE hello
7t 2 2t E{ 9] QIE 10| A0 A BEIGRP hello HA|X[o] M& BIEE

hold timer = 2} E{7} X| Y &l Neighbor S22 E HO|HE 4 & 4 ¢l S [
Neighbor O] = Q{CH 1 M & A|ZHS X LTt Neighbor 2t H 25 Ef 0fH

S RO BEIGRP I{ 0| =41 & 20fl= EE EtO[H2| gtS 2[4 d§Of &L Cf.

o

CIE HEQ A SY 1 LY Z L2 hello Timer 2| CHE 7|22+ X{EHSHL|C},

Interface Type AFER Hello Timer (X) Hold Timer (X)
Packaging
LAN 2IE{H 0]~ Any 5 15

Hello ZEEZ0|AM EtO|HO| CtE 7|22 E SYUSH IP MEUE AZASE

BEIGRP Neighbor 2t E{7t CtZ hello EtO|H 2f Hold EfO|HE AtE &

ol 2|7t LS| (== St 2f 22 E Q| hello T{ZI0i| hold EtO|HE X

of{oF 2FL|Ct Zt BEIGRP 2H2E+£ Neighbor 22 E{ 2| hello THZI 0| X|H &l hold

EtO|E AHE3L0] Neighbor 2+ E{7F AlZF 2t =X| O£ & FHEHEHLICE O] Bt
HAO R StLEO| WAN EEZX|0|M ME CHE Neighbor 2| Z0{ ZHX| EtO| 7t

g+ US Lo

o
LIEHEfLICE S8t 22 EO|Ho| 7| =42 &M 27 NS SFAZE = ¢
LICE.  hello HAXIE EY ZHHS +FoiB Cg FE=S

Neighbor o A|ZF =1t EfO|HE 8ot H O B S 2ASHUAIR.

HYof el

ip beigrp hold-time seconds Neighbor Q| A|Zt0l| Z1FA|ZHE HEHL|Ct

0. Split-Horizon H| 243}

I B} O E{TH| 0| A0 A

Split-Horizon 7| 50| Yet¥ oz Mg& L|Ct,
2 A

El M
= o O

Broadcast T|X| %A 20| BtE5 &2 XL Ct o Z 0= Split-Horizon &7t £X|
A H H| =M 3}

o —
%S B2 O3 S U0 Split-Horizon 5 H| & g3t & 4= A& L|CHL
o] ek
no ip beigrp split-horizon Split-Horizon 7|5 & H|2tAi%} gL|Ch,

20.2.3.9 BEIGRP 2 L|E 21t SX|E248}7|

LS O E AL neighbor 2 2HAE FE| & 5= ASFLICL

clear ip beigrp neighbors [ interface ] Neighbor 2| ZHA| & & a|$tL|C},
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2= BEIGRP 84 EEE BAISIH T CH3 S AASIYA 2:

ol ¥y
show ip beigrp interfaces [interface]| ol E{m|0| A 0| CHSH M EZ FA|SHL|C},
[as-number]
show ip beigrp neighbors [as-number | Ol 20 st MEZ TEA|SHL|CL.
interface]

show ip beigrp topology [as-number | all-link | £ Z = x| g|o|20] Cist MEE FA|SHL|C}
| summary | active]

20.2.4 BEIGRP 78 0| K|
CH2ol o= VLANIL A HEQA MOHE 10.00.08 S EHE 2 FZE T HELICEL HEYA
NOHES ZE MEY H2E neighbor 2 & BX| 2ELICtH SA|0f, BEIGRP
Z2 M2 XS 90| HZ-dtE LTt
interface vlan 11 ip beigrp summary-address 1

10.0.0.0 255.0.0.0'!

router beigrp 1 network
172.16.0.0 255.255.0.0 no

auto-summary
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20.3.1

SFC5200A Al2|= A o<

OSPF T+d3}7|

N e

O] ZoM= OsPF & 7dot= YRO| CHoll LT OSPF B0 CHeh XtM| o
LiE2 OSPF BE0f| et 4T M-S HZoHUAIR.

OSPF = IETF 2| OSPF B0 M 7St IGP 2t E Z2EEZYLICL IP HEYA
822 EAE OSPF = IP AMEU A o[ F 2t FE MEX, HAX| 2T 8 1P ZE|
HAEE XAt

22| A2|X[2] OSPF 7| 52 OSPF V2 (RFC2328 & X)0| 2 F Atgt S =4LCt O
#O|= X2 F82 7|50| Lot ASLICH

52 5% ek
Stub domain

Rout forwarding _ N _
DEZIRE ZEEE0 QB a5 B dE=LHE ERE ZEES
coelez ME & = AFLCLL &, OSPF = Ats =W Q0| M RIP 7t

Si& o Y2 U2 B 4 USLICL 1 Y2 E3 OSPF =

Authentication S09I0] QI AQ/K| 5 HAE U MDs 50| XIUELICH

Routing interface| 14 7158t OIE W 0| A Of7f #4-0l= 2 1|, XS 242, 9

parameters EHIO|A =3 X| ¥, AQK|C @M 42|, AQX|Q] EEE THCtst=
24, hello T{ 2] 2| 7+7 & 21F PIN O] ZE&HE L|CL.

Virtual link JHAbo| 213 2 x| st}

NSSA area RFC 1587 & X Sl A|2

OSPF in the| RFC 1793 & Z 34 AI 2.

on-demand circuit

20.3.2 OSPF & 5 & 1/ 45}7|

OSPF = TH| =0 210f| A
ZagtLich #EE Eheatstr| ol
UELICH Q2L &8 Oj7f BiE =83 32 8 & i) H7t 22
29| K0 M S LsHOF BL|CH OSPF & Td5t2 ™ Ch&
OSPF £ gdaidt= A2 *‘é‘#olﬂi CHE 7 =
®  OSPF 2| Oi7# = QIE{H 0| A Fg5}7|

A2/, ABR X ASBR 7H0]| 2t & O|O|E 1 %H0|
Q50| 7|2 HHo 2 Ml & &

L- O HA

ICt. ©

MO M
Ol_ —

® MECLE Z2[H YEKXIAWAM OSPF +4
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® OSPF Area Dj7fii= 14
® OSPF 2| NSSA =0Q 1+

® OSPFAreaOA ZZ Q9 74

o THIEHH=E 9% 7Y
o == yy

®  oopback QIE{H|O|20|A ZZE ID MEY
® OsPFo &2| ¥el #4
® J=E AMS fITHEOIH 4F @ OSPF ZL|EE U S| g

ZE2 740 32 PatRY TRES M0 [f3 BE LYFS HTSHA| 2,

20.3.3 OSPF 2t 1/435}7]

20.3.3.1  OSPF A|Z8}7]

CHE 2t2E Z2EZ OHEIEX|2 OosPF & &4d2tst7| ol osPF 228
Z2MNAE TS00F HLICE 2t Z2HAE 48 o [ M2[ef 2HE

Mo R BCON CHS BYS M#sto] OSPF B AlEHELICE,

CEL 4

ol

router ospf process-id OSPF B}2E| T2 EZS &M3}I9}

290K 78 REE AIFEL L

network address mask area area-id
OSPF & 23 QIE{IHO]A =02l D 2

HAES 2 AHHO|AE YL L

20.3.3.2  OSPF QIE{I 0|2 Of7i H 4= S 35t7|

AHN Q7 Ao et Qe 0| A OSPF ON7] B T 4= USL]
ChOf7f B E 8T [ 45 AAE HEQIS 2 E AQX[OA D

QIEHOIA TN BCOlM CHS FHS Aol QUHTOL o7 HAS T
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L

nx
of

ip ospf cost cost

OSPF QIE{TO| A0 A H% 20| 242
Tt

ip ospf retransmit-interval seconds

omn

st OSPF QIE{ | O] A 0| M neighbor AHO| 2|
x

=
SAMHE AlZh (X)E T U

—

ip ospf transmit-delay seconds

OSPF QIE{I{|O| A0 M LSA E EHH A|ZtE F
MELTH (E91: %),

ip ospf priority number

2t E AQ|X|7} OSPF O DRO| | EE
CEE M =9 HEE T

ip ospf hello-interval seconds

OSPF QIE{T0|20) Af hello T S HLH= 2t
#g Ty

ip ospf dead-interval seconds

Dead-interval & TATLICH 279 ZHAO|A,
neighbor 27 H hello Z0| =4I|X| R0 H,

2™ AKX shutdown &fEfE ZHFEHLICEH

ip ospf authentication-key key

SEENREE R SR
%B S LIEHYLITE

EI =

OSPF 21 &= 7t A& E L|Cf.

key

ip ospf message-digest-key keyid md5

MD5 2152 AtE3l2{H OSPF 7t 2 tL|Ct

ip ospf passive

ZEO|M hello HIAIX[S] HERE F-detL Tt

20333 MNZ CIE 22|8 HEQI0|A OSPF 4

OSPF = HE/AS| 22|H O|C|0 & 31t €2 A2 LhgLCf

® Broadcast HE

£|3 (Ethernet, Token Ring, FDDI)

®  Non-broadcast 2t CtE &% H|E /3 (SMDS, Frame Relay, X.25)

®  Point-to-point | E®/ 3 (HDLC, PPP)

X.25 XU Frame-relay 4| E %

broadcast 4| E
KEAISH LK

INM M E|=E OSPF

A+ MEH proadcast 7| s= MSELICH map BHS Sl
£ 7+ LCH map A0 CHst
X

2 WAN BZ0f ZZxQH0f| map EO| tet 23S FZSIHAIL
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20.3.3.4 OSPFHE%A /Y 74 HEHAZI &ot 22| 0|00 0 &2tai0|
H E Q3 E Broadcast Y EQ3 = non-Broadcast X CHE A
g 5= UASLCH O] 7|52 ARSI HERAE |FAUSH 74 & = ASLICL
Broadcast U[E 3 E nonBroadcast X HE| AMA HEYIAZE 7+ & = JASLIC
Broadcast HIE A0 x.25, =i E2f0] X SMDS 2 Z-2 non-Broadcast
HEYIE 7+d & == A SLICL 0] 7| 5& neighbor 2| 7142 &0|5tA gLt

XpMIgt L& 2 nonBroadcast HIER/ 32| OSPF #-d0] TSt LIES & XS AL,

Broadcast | E®3 &£+ non-Broadcast U E 30| non-Broadcast X ZHE| A A
2 HERAE ¥t A2 F 7Hel E AX| 2o Zhe @37 EXsicin
HESIALL HER/A7E 229 HER A2t 7Pdste AR LICE O] 42
H|-80| {F %ol E7| IfZ 0| HHHH YL|CE F& Broadcast X Ot AMA | EQIE
EEMo2 129 HHEYIARE 4 & = JUSLICL HES S|
213l non-Broadcast X HE| WMA HEYIE X|F 7t HERIARE 7+ & 5= AUSLICL
=2 B 22X = 71 238 Sl 2t Y SEE ME ust g = QU

=Lt

OSPF A|E S CtE X| O H&dt= A O0|A= X|F 7t (point-to-multipoint) |
E3 QHLO|AR HO|ELICE OA2 U2 ZAE Z2E THEL|CH H| 1 Non-
broadcast 3! HE| BN A HEYF E&= X[H 7t HEY AL B2 OSPF point-to-

multipoint W E{|30ll&= CtS 1t 22 00| LS L|Ct.
° point-to-multipoint network = &4 74 & 5= JASL|C}

° Point-to multipoint network = FX| HA| HEXAL| EZE=X[7t HQSHXA| §f
ooz H[&O0| Mt

® O uHNF & AUk by P AdsdnE 9de A% 4% &
=

CIEmo|~ 2 REOM - S 2ASI0 OSPF LIERAS] RS 25

2

FYof EL

ip ospf network {broadcast | non-broadcast | | ogpF o] HEjjo| EQAZ FAISHT}
{point-to-multipoint [non-broadcast] }}

Broadcast network & StLt2| A2[X|2| U EIO|C},

20.3.3.5 Of7H == X[ -5}
T8 7ts¢et Area 07| H0f= QS, 28 Area & 7| = 2t 8 29 40| =gt
gL 282 %= HS B 7|Ho 2 BILICh A Area 2 R B2t HEER| =
Area YLICt ABR 2 7| 282 HdeLICt
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2EE Area Off S0{717] ot QI f 2. XIS Area 2|72 22 HEI0| 2 Area 2
Zg 5 ASLICH OSPF 28 O0| X[ Jdt= 7|s= AH8ota{H A | Area 0| A 7| =
B2 E AEBioretLITt. 28 Area O S0{7t7| 913l LSAE F7t2 E0| 24H

FYof e

of

area area-id authentication simple OSPF Area 2| 9l

oSS gyttt

area area-id authentication message-digest | \ps 0I=2 oI= QSpF 2 X|&THL|C},

area area-id stub [no-summary] Stub Area & Ho|SHL|C}

area area-id default-cost cost AE Area 0| 7|E AE ZrS MESHL|C}

L

20.3.3.6 OSPF Area O Mo| 2R El Q9 1M

0| 7|58 A83IH ABR 2 CIE2 X|9oz Q9% AZE Broadcast & = UFLICH
OSPF A ABR2 &2 E CH2 Area S Z Broadcast & L|CH Y5 g 0f

ozt HEHI Hz 7 S
£ Area 0| broadcasting 2 242

= O
SHE 29K 78 ZEOM Bt BE S *e'%*ﬁm —’F—i HelE 2oL

H> rin
>t
bl
|0
Hu
rnr Ar o
=
m
rir
ox
Ho
>
o
Py}
njo
1
0x
ely
2
fo
19
ox
HU
mn o
A

HYof el

area area-id range address mask Q09F Area O] =

B>
0E
o
i
nx
ox
o
-
_IT|_

20337 HE & 228 29 74

ZE27l CtE Area O|A OSPF Area 2= ZHi & If, 2 ZE= 2|7 LSA HHEHo=E
DRt Broadcast ELICH ALt £ T4 Area 2 22 & = A= EEE
Broadcast St= & A2|X|E 74 & &= USLICE O] W2 OSPF A& Ef T O]
Efffjo|2o| 27|& ZYLICH 29X 718 ZEOAM Ctg BHEES 45 29f
B2 F5HAIR.
Haof ek

summary-address prefix mask [not AV ARSI mAQl DlASE M3t
advertise] N

L|C}. 8tLER9F 2} E = broadcast & LI Ct.

20338 7242 ¥4Y
ASBR 0| A{= OSPF Z & Area 0| £0{7t7| ?lll 7|2 G2 E 4 dd}joF L.
OSPF Area 0| Z2 S H|Z3IE 2 AQX|E LASH HA2JI AHS O 2 ASBRO| &
LICt Od2{Lt 7|2 ASBR 2 7|2 ZZE MMSIX| 20t OSPF 2t2E Area O &
O Z L] Cf,



SFC5200A Al2|= A o<

ASBRO| 7|2 Z2E Y5t T L9X| 9 REOM 2 Y S 2L CL

o = o

FYof el

default-information originate [always]
SHASBR 7|2 Z2E YH5I= & gLt

[route-map map-name]

20.3.3.9 Loopback QIE{H|O|AE 3t ZZ2 ID ME

ot 8 sl

= QEIO| A0 S & ZCHe| kS 1P FAE A9X| ID 2 AFEELLH IP
25 HZots IHHO[ATL O HEfZ HBE| AL IP A7) F & &l 49 OSPF

Z2MA= M 29X 1D & BHA| Alttot 2 QIHEHO|A0AM 228 F 25 Al

LT

QIETO|A7FIP FAR LM A9K| = 1P F2E ID 2 AHE LI Loopback

I MOl A= H 2 L2 SEN7t & X &L CH et 2t 8 H0| &2 28X

YLICH 29X = SUH 22 Loopback 2E{HO|AE AKX ID 2 ALEELICH &£ o

22|X 1D 2 £t 1P FAE MEISL|C} Loopback QIHEH|O|A 7} GO ™ AQX| of 2
el Iip Fa7t 22X 1D 2 ZhFE L. S A HE0[AF AFESHE{ 1 OSPF &

Xgsts ¢ 27tsE L.

ZEYH FZ DM CHS FE 2 2&5H0] IP Loopback QIE{ IO A S A4Sk
NN

CEL CL:

interface loopback 0 Loopback QIEHLO|AE MEst

SIE O] A 4 ZEE A|ZfetL Ct

ip address ip-address mask

OIEmOo| A0 1P F2E ZHi L T

20.3.3.10 OSPF &g| 37t 4

e
n
[~
rlo
r
e
|>

SIX| i AQIK| AT 22 2R Y AANEO| Mg

olH}
- B

_B'.
|0
HU
i
i)
O
N
rlo

0 Ol A 255 AtO|2] == L| L},

2 Ay
N oy
I
m
1£
-
Il

S
=
Of

E=7h SOtE L Ch 2hep 22 S710] 255 Ol B2 2 E a2
| =|X| BALE =] 0fOF SfL|C.

G A
>

N
>
Hu

OSPF &= M 7tX| SFS| MZ2 CHE 22| St (Area 2 &L LJ-2/F)E ALE

SHL|Ct 3t X| 90| A2 E intra-area ARZID EEL|CL CHE X|922 7t =
HZZ inter-area A2} BEL|CH [}2 2}RE T2 E S Area O Al 24 &
AZE external-area ZE2I10 SHLICH 2 ZE20| ©d 7|27+2 110 9 L|C}.

29K 8 ZEOM CH2 B3-S 250 OSPF 2| H2| ghs 7dotiAl 2.

HA =

CEL EL
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distance ospf [intra-area distl] [inter-area 9
dist2] [external dist3] Area Wl B2, Area 2t B2 R 2|7

Bzo| #e| A ¢ts YL

20.3.3.11 B2 A2 ot Efo|H4d

OSPF 7t EZ2X| B1Z FEE 450 A 0| AZE WM7tX| XA A2 & UFLICH
7

ULHOZ SPF B ZAISte 2AZ Y B +& UBLCH AUX T BEO|A TS
Y2 MYSHIAL

timers delay delaytime

timers hold holdtime

20.3.3.12 OSPFRZLHZ U QX287
HERA SAEEM= 1P 2t E HO|E, 7HA| & H|O[E{H|0] 22| L§E

EE%'—IEP B2EEEE MIE%EL 2lAA AL S EEStD HERQS 2 M E sHASHH
Eo

A

El
St B2 E =0 =kEL L

HECRE S BEE BASIHT Ltg ES HASUA L.
CEL My
Show ip ospf [process-id]

OSPF TZ M AO| §EE HA|BHL|CH
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Show ip ospf [process-id] databa ie OSPF H|O|E{H|0| A0 CisH AC|AE ME2
show ip ospf [process-id] database | g A|stL|C},

[router] [link-state-id]

show ip ospf [process-id] database

[router] [self-originate]

show ip ospf [process-id] database

[router] [adv-router [ip-address]]
show ip ospf [process-id]d""t""b"’lse

[network] [link-state-id]
show ip ospf [process-id]d‘r’uabalse

[summary] [link-state-id]
show ip ospf [process-id]databé1se

[asbr-summary] [link-state-id]

) . _database

show ip ospf [process-id]

[external] [link-state-id]
show ip ospf [process-id] database

show ip ospf border-routers ABR I} ASBR Zt2| 2+ El H|0|20]| LjE

S22 EAFLCH
show ip ospf interface OSPF QIE{H0|A MEE FA|SHL|C},
show ip ospf neighbor QIE{H| 0| A0f 2t OSPF 2| neighbor Off TH
ot §EE HAIZLCH
debug ip ospf adj OSPF 21 75 HXE 2L HIELICL
debug ip ospf events OSPF QIE/H0|A~ X Q1% OHES
S EgL T

debug ip ospf flood OSPF G| O|E{H| 0| A 2| Z=IHE & L|E{gtL|C.
debug ip ospf Isa-generation OSPF 9| LSA MM S o L|E &St}
debug ip ospf packet OSPF HAIX| & =L|E{FLCt

debug ip ospf retransmission OSPF o] HA|X| I &S DL ESHL|C}.
debug ip ospf spf debug OSPF ©| SPF 7|4t A2E mL|E{RgLiCt,
ip ospf spf intra debug ip

ospf spf inter debug ip

ospf spf external
debug ip ospf tree OSPF °| SPF EZ| M™E D L|E &S|},

20.3.4 OSPF 7+ oA

20.3.41  VLSM T4 O H|
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OSPF X 117 Z2£ VLSM & K| LTt VLSM & &3l M Z CHE QIH I

O[A9| CHE OtAT0AM STt HE/AT H=

s 53
2 ALY 4 USLICH utat A 1P
FA7H HEE D Fa 700 2E o2 HRELCH THS oo A< 30 Xta]
MEY OpATIL AR ELICH 2 K2 4 B7HE AY BEQ B4 E Fa

22 0% JUFLILE F I 2AE FA2 SEEHCL

interface vlan 10 ip address 131.107.1.1
255.255.255.0

1 8 bits of host address space reserved for

ethernets interface vlan 11 ip address

131.107.254.1 255.255.255.252

1 2 bits of address space reserved for serial lines !

Router is configured for OSPF and assigned AS 107

router ospf 107

! Specifies network directly connected to the router

network 131.107.0.0 0.0.255.255 area 0.0.0.0

20.3.4.2 OSPF 22t 42 ZH{jo| 7+d o

OSPF £ W& A2|X|, ABR(Area Bounder Router) X ASBR(Autonomous
System Border Router) 0] E &2 E W ets{of gFL|Ct XA 0| A OSPF

78t AQIKIE 7|2 7 B MHO R BS B 4 s 058 27

SHA| g LCh S22 M 7HR] 8 o IL(Ch & 3R o= 7

i
12
ro
O
%
T
T

S 2olgLL.

5 HW o= Ats 2R E AKX, ABR X ASBR 2 At A|2HI0| 285t BIES
2o EL|Ct

M A o= 25 372 OSPF =& A8St= WS HO|E L

0. 7|2 OsSPF +4 qf

CHS OO A& ZHEHSH OSPF & FHdste W2 B0 EL|CL 2R E T2 M A 2y 3t
H 90 1F Ol QIE{IH|O|A 0 2 Area 0.0.0.0 0| ¥ ZASHAMA|2. HH RIP £ OSPF 2
HL{AHLt OSPFERIP 2 EHL|CH

interface vlan 10 ip address
130.130.1.1 255.255.255.0 ip ospf

cost 1 interface vlan 10 ip address



SFC5200A Al2|= A o<

130.130.1.1 255.255.255.0 router
ospf 90

network 130.130.0 .0 255.255.0.0 area
0 redistribute rip router rip network

130.130.0.0 redistribute ospf 90
0. LH2 2t & A2|X[, ABR X! ASBR 2| 7|2 +-d OfA|

CH2 oMo M= Ul 7Hel 1P =4 |0l Ul 7H2| Area ID 7+ HYZ & L|C}. 2}
SE T2 N A (109)7F 2/d2HEICE 1| 7H2| area = areal0.9.50.0, area 0, area 2
%X area 3 YLICH Area 10.9.50.0,2 X 39| OfAT & FA HEE X|
HE Lt

Area 00|l = 2 £ HEXI7 =& L|CH

router ospf 109 network 131.108.20.0 255.255.255.0
area 10.9.50.0 network 131.108.0.0 255.255.0.0 area
2 network 131.109.10.0 255.255.255.0 area 3
network 0.0.0.0 0.0.0.0 area 0! Interface vlan10 is in
area 10.9.50.0: interface vlan 10 ip address
131.108.20.5 255.255.255.0
! Interface vlanll is in area 2:
interface vlan 11 ip address

131.108.1.5 255.255.255.0
! Interface vlan12 is in area 2:
interface vlan 12 ip address

131.108.2.5 255.255.255.0
! Interface vlan13 is in area 3:
interface vlan 13 ip address

131.109.10.5 255.255.255.0
! Interface vlan14 is in area 0:
interface vlan 14 ip address

131.109.1.1 255.255.255.0
! Interface vlan 100 is in area O:
interface vlan 100 ip address

10.1.0.1 255.255.0.0
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HERY{A Area T8 BHO| 7|52 M7t A2 HH =Mt 528
Ch AKE= =A0f et 1P =&/ 0pAF ol B

= LXA[ZLICH XtAM[TH LHE2
OSPF ¥ MA2.

24 MM
|

3 Mus =9t

N EHT HERT Area 2 SIS A| 2. Area ID 10.9.50.0 Of] CHs A=l 0l
E{I{| O] A Subnet 131.108.20.0 £ 131.108.20.0 Y L|Ct. O|Hull QIHHO|A =

ooz MFELLCE et QHEHO|A= 10.9.50.0 Area Off & L|LCF.
5 HR Area 0| M= CHE QIHEO|AE EM5H7| ol 0| 2 M| AT} &Y

SHE|H QI HO[ATVF1 2 XL Ch 2t QHHO[A 12 Area2 & &
2Lt

CHE WIS/ Area 2 7% YXIAIZLICE OFXIZ HIE2IT Area FHE Of
90|0, 0] LIBK| B QIE{H 0| A7} HIET Area 00 AZEICH: %S

o|OfgfL L.

0. LHEAL|X|0 A2 ABR I} ASBR 2| EZt5t 1M

CHZ O = THY OSPF Ats AIAEIO| o2 AR(X[E F+d0t=
g2 g oo tiet HE/AI EZ2XE 20 FLICL

Y= 2O FLICL O &

AREA O AREA 2
=2 e - — R
= FTE

,.77__; ] M ——,,
192, 160. 10.81 [D: 202. 96. 20§. 81
. - . I e | S
192 168, 10. 81
Virwual=link
192.168. 10.82 o) 16s 20, 83
!, = G f: —t | ] —
192, 168, 20. 82 192. 163, 20. 83
[D: 202,96, 209, 82 ID; 184, 96, 208, 83
AREA 1 AREA O

flel 2o mat 29X E AL,

RTA :
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interface loopback 0 ip address
202.96.207.81 255.255.255.0

!

interface vlan 10 ip address 192.168.10.81

255.255.255.0

|

interface vlan 10 ip address 192.160.10.81
255.255.255.0

!

router ospf 192 network 192.168.10.0
255.255.255.0 area 1 network
192.160.10.0 255.255.255.0 area 0

RTB :

interface loopback O ip address
202.96.209.82 255.255.255.252

!

interface vlian 10 ip address 192.168.10.82
255.255.255.0

!

interface vlan 11 ip address 192.160.20.82
255.255.255.0

!

router ospf 192 network 192.168.20.0
255.255.255.0 area 1 network
192.168.10.0 255.255.255.0 area 1

I

RTC :

interface loopback O ip address

202.96.208.83 255.255.255.252

!

interface vlan 10 ip address

192.163.20.83 255.255.255.0

!

interface vlan 11 ip address

192.160.20.83 255.255.255.0
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router ospf 192 network 192.168.20.0
255.255.255.0 area 1 network

192.163.20.0 255.255.255.0 area 0

2035 ST OSPF E ABR A X|0|AM FHE}H7|

-

CHS2 ABR 74 2 i0fl CHet A LTt
® 7|2 OSPF A3}

® Z= ZHi5H

Ohe2 71 8 2L ct
(1) ol o~30f Chet F=A Hel £
(2) 2= 2HHO0|A0M OSPF &3t
(3) Z Area X HERQAS QS HEHD M7 (4) Y3 HEf 2t R TIE

QIE O] Of 7} 4 A

= O

8510f AT Oi7f B2t Sstub F S 2FSHM R St
S

® IGRP ZEZ2RIP BZ2E BiZSI OSPF D7} H4 27 (HES, HEE /Y,
Bl S MBS Zehs ettt

® |GRP HZ2 OSPF ZZE RIP O] HIZSIMA|L. .

CE2 OSPF 2 &2782| Of Al &LIL.

interface vlan 10 ip address 192.168.20.81
255.255.255.0 ip ospf password
GHGHGHG

ip ospf cost 10
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|
interface vlan 11 ip address 192.168.30.81

255.255.255.0

ip ospf password ijkimnop ip
ospf cost 20 ip ospf
retransmit-interval 10 ip

ospf transmit-delay 2
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ip ospf priority 4

!

interface vlan 12 ip address 192.168.40.81
255.255.255.0 ip ospf password
abcdefgh ip ospf cost 10

!

interface vlan 13 ip address 192.168.0.81
255.255.255.0 ip ospf password
ijklmnop ip ospf cost 20 ip ospf dead-
interval 80

!

router ospf 192 network 192.168.0.0 255.255.255.0 area
0 network 192.168.20.0 255.255.255.0 area
192.168.20.0 network 192.168.30.0 255.255.255.0 area
192.168.30.0 network 192.168.40.0 255.255.255.0 area
192.168.40.0 area 0 authentication simple area
192.168.20.0 stub area 192.168.20.0 authentication
simple area 192.168.20.0 default-cost 20 area
192.168.20.0 authentication simple area 192.168.20.0
range 36.0.0.0 255.0.0.0 area 192.168.30.0 range
192.42.110.0 255.255.255.0 area 0 range 130.0.0.0
255.0.0.0 area O range 141.0.0.0 255.0.0.0 redistribute
rip

RIP 2 HE®/3 192.168.30.0. T

router rip network
192.168.30.0

redistribute ospf 192

20-4 %  BGP 7+4%}7]

O oMz ZA HOIESO] Z2EEE (BGP)2 TdYHO CHslf dFSLICE BGP
FHO| CHot XpM| S L2 "BGP HE" M2 FXRSIMUAIL. BGP =
RFC1163, 1267 %! 1771 0| 2| =l Exterior Gateway Protocol (EGP) Y L|Ct. BGP &

AHESHE AHX| A|AB(AS) ZHof| 2t ME RS s o+ ASLICH 228 i

EH
(L

HHS ALESHH TR0 AtE 22| A|A"” 7H0f| 2t 8 ME HEE
AHEso 2 uehgt = QELCh
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204.1 e

20.4.1.1 BGP & 7|

HES3 HZ H27} S1t6t= XI5 &2 A|AE S5 (aspath)
= 22|90 AQX| AZEQ|0j= BGP 4 H{T
K| &gtL|CL BGP & RFC1771 0f ‘H2|k[0f }SLICH BGP 2| 7|2 7|s2 YERKIE

X|2L|Ct. CIDR2 2% HZZE U= Ef g EIOIZOI 37I% Z LT}, kA
I HEKXI7I MY ELIC CIDR 2 BGP LWERA 2229 7HE S FAsta P
D

14-Broadcast & X|2/gL|Ct. CIDR 2 OSPF, IGRP % RIP2 £ S8} M&EL L.

EGP = &d & MO 7| 522 IGP 2t CHELILE BGP & 42 & MO{s5h7[2eh o2 7+
.|

Y= NSYLICE

® ospf U ript Z2 A IGRP 2 &% 2E5t2{H distribute HEZ AHE5H0]
ZEE 2oLt M2t BGP 2t HEZL X
522 HEYI X LS 7450 dd & == US|

AN
BGP AZ7t %™ route-map = AHE3I0] H=29| £48 HFTtLCt.

ts MMELICH BGP E2 &

® A[2HEOMBGP d22 M =& =83t BGP =2 2| #?|E distance
YEOE A8ol0] 28sHHAlL.

o
20.4.1.2 BGP B2 MH

BGP 2| 7% HAHS F2 44 | RO| 7| ¥BLICH S U HEYA0| £t Y
27ol2 79l 39 BGP & A|No| RS MU LT 2K F2E Meots BaP
MAHe ChR I ZBLICH

® L[5 50 =2+ 8le 3% 2H 271 125t gL Ch

® ZEI YR Z=o|1 57|37t €3t & AL, =7t IGP o 1S W XX 9
F2E 13X @&
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g LICE.

o

E

xd

A

=3

ol
pd

oF

A

Z|o FAHC B2t

L ct.

I
il
<

H

B2t

=

[

i
o

QuE9lZ KT 2O ©

27

F

Qls
=2

LHo

ok
O

AS BEE 7t 2R ETF HA MEE L}

olJ

E~WSI
= o

Origin

HEH

10
oll

LHo

B2}
<INCOMPLETE)7} HX MEH=IL|C},

AS

MED 20| 7hg %2 Z=27F HX MEE L bgp

™

Origin

always-compare-med 7}

2ILILY.

A

AS | =0 Chet

DE ZZ9| MED #{0| Z2™ EBGP 7| HX MEHEL|CH Xt& A|AES 2 =

=2

IBGP 2 A& L|CH

1
—

router-id & 7%l 427 HY M

JJ
~K

ojru

4r

HE LICE.

0

ol

-l

Kl

BGP

20.4.2

20.4.2.1 BGP 7|2 E

=
w
Xl

.A
o/

100

At L ct.

L|C}.

b

o
o
=

P

M
(e}

=]

228 79 2E0|M Chg B3-S 250 BGP

it
o

A

2H2H AN 2E0 N BGP 2R E ZZ2A|

o

g0

router bgp autonomous-system
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network network-number/masklen [route-map

route-map-name]

HEQIE 24 XX A|AHIOCR EA|SID
BGP H|O| 20| =7 LT,

LT E:

EGP o] Z% 2t*H %
OffH HERI7 2
SO LICE OIE S

AKE 28

1) Of ALESHY IPHE/AE 7 & |

& 4= Q& L|CH OHE IGP 9
H2 S ARSI G O|E T}

k=3
o=

H&EEl=

2)

FI

0. BGP Neighbor &%

=

QEQl BIREl MEE n3lsta M BGP 0| = A X 3s{of St|C}.

BGP £ IBGP 2t EBGP 2| & neighbor 2 X| & L|Ct. Li 2 Neighbor 2 Z
A& L|CE 2|2 Neighbor 2 CHE AS 7t
U'E'c')'|-7'|| o|_|7H -'-H OIO|:|;| A—||:|

of Lt ASHLE 2H2H F

Z2 AS 0
AELICtH LM o 2 Q|8 Neighbor 2
[ELCE L& Neighbor £ Z2 AS 2| 0=
5l0] BGP neighbors & T+ 8tL|C}.

Ea
=

o o
A= O

=
a1
N

g AE

Bof £

neighbor {ip-address } remote-as number BGP neighbor £ A 7| tL|C},

(=1
<]

XtMISH Ab2 “BGP Neighbor 278 O X" & Z&SHA| 7| HEZfL|C},

0. BGP Soft | 7+8 &A%

rn

k!

Ir > 40 4
mo yo 2 >
> >

OH

neighbor of 9| H

. o*HIOI 0oLl M2 &

—

I

0z o

nx oot
ro

oz
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BGP M2 2|M StX| 1 E &l YHO|EE HH5H7| /I 2Z BGP M2 2R H«=
o0l =4 & S0{2= YOHOIEE SAGHOF gL Ct = & YHO|EZ X S0{:=
Aol oS == AL ARE =X 6] F& 12 L0 OtELCH O] Z2 M22|7F RO
ALEE LT EA P E0l= 7t H2e| H&0| gleBz dtd R LICE BGP 2| THE
ZO|M Li7te 2ZE XFYS EB[A & = UGS UL
MEE AESHH M 22 S0{Q= JHMo Rads AL S0s 2ZE YFES
5188120 41 £l BE 212E YH0|ES SIS BGP S A OF HL|H L AZE
MTdoll= AtE 40| EQoHA| 5Lt

BGP SOFT X748 T4512{ ¥ CFS Y2 AusiAlL.

CEL 4y
Neighbor { ip-address } soft-reconfiguration BGP soft £ XM FAdst0f A& S|},
[inbound]
0.BGP 914

T 742l 2t E 7t BGP Neighbor 2 E2|X|H BGP HZ S U511 42 MH ZH £
wetetL|Ct BGP 2t & HMO| LIF0of| =&AL CHE 4780| !
Magstol HPE o RRdS dAHoF gLct Chg B3 J 5L E

2510 BGP HZ S MEFoHH AL

of

ol £l

clear ip bgp * Resets & BGP S1ZA2 MYt C}

clear ip bgp address X BGP 9ZAS MAMASHL| T,

am
o

0. BGP 2} IGPs 7t9| 7|3} 7+

AS 7} Xilol AS & S3lf Ml H1M AS O HEE EWll= 8%, AS2 W7 2t 8
AEfl= AS 7t CH2 AS 0] boradcasting ot= 2t 2 HE ot UX| sfjofetL|Ct 0 & &
ASo| B E 2tRHILIGP & S A2 E &&5t7| 0| AS = BGP O|M L2 2t 7t
ot E 2+ Qe 2tRY BEE 4 & 5= USLICH BGP 2 IGP AHO] o] &7|3H=
AS LHo| B E IGP 2R E 7t 2R FEE Yot 7K BGP 7t 2t RE FHEE
Broadcast ¢t 2tCt= A YLICH 7|8t 7|2 M2 2 gdatE LT o ZR0=
BGP 2t IGP 2t2| S7|25 +d &
S & S| AL AS 2
FAagL o 3727 F & &

_C'>_
wa| AL 718E FHas)

HT

oy
r
o
_ITl_
lf
>
(¢)]
N
>
()]
ujn
40 ofm
el
L
o
m
ujn

H 2 Mo
oS o o

no synchronization BGP 2} IGP. AFO|0]| 7|32 %|ASH

Ct.
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S7|3E FA 2 W BGP MMES X|22{H “clearip bgp” E &S A US| OF T L|CE KpAM|SH

L{- &2 " Neighbor 7|2F BGP 22 EHE X" 44 S HESHA|

fo

UHIM O 2 ¢t L= F 7o A= THIGP 2 ML IGRP 9| 2|8 AZ7t &ALt
BGP M8 AZEMIL 7|2 AS HE2E MHSLICH BGP O A IGP 2 27} HEE[H
EBGPE S0l 22 4=

OF MEY = JUSLICHL IHE22] B2 IGP = BGP Of &
3= 2tH Fd HEYI HHO E HAsIY
Lt g LC}, et W ER 37} Broadeast EILICH O] o2 LIE = HEQIE
EZ Y EYI2t BL|CH BGP £ IGP 2 origin £°d2 ZtELCH 2Y A= 4=,
1Y BE E=IGPOIM &5 ot AR 22 0|23t B2 F 1P 2t E HO|Z0
A0{0F FEELICL BGP 2t 8 WMHOM F 1P 228 H 0|22 F7|Ho =2 A7
g0l 22 HELI7I EXSHeX £ E EX|StD 0|F of BGP 2t HI0|E0|
YO O|EELICL BGP 7t BEREE ZE & I FOISIMAIL. IGP 2| ZEEBGP &
ol CHE 2t Ho| Mg & = ASLICHL
LY

BGP £ M2 YEE IGP 2 ELH1 IGP £ HE S CHA| BGP 2 E WLt

_I

0.BGP 42 37|

BGP Z2 A7|= 42 M Z2MAE HO{5t7| 2I3 BGP BE20| RHE|=
Ho YLICH FAH = 2t E o) Chsf 2EZ YLICH 7k X #Hel= 00l A 65535 & LILCt.
EZ BGP d=22| 7|& A7|= 32768 YLICI. Neighbor 0| M @2 B&E A7|+=
0 YL|C &E2|Xt= 42 F7|E 8510 2t EME sd & = AL =2

532 TR OFS BHS MAsHAlL.

CEL CL:

neighbor {ip-address } weight weight DE 3IQE{o| 37| Z+S K| SIL|C}.

2o E WS 53 P20l 2718 BYIs LILL

0. Neighbor 7|2t9| BGP 2t & ZEHE 74

2t?H 2ZEQO= CHE 2

EEEREIE,

rlo

BHHO 2 X|™E Neighbor 2| BGP ZIREE

(1) ip as path-list 2t neighbor filter-list 2t 874 aspath 55 ZEHE AFgL|CH

CE EL

ip aspath-list aspaths-list-name {permit | BGP & Access-table & o|StL|C},
deny} as-regular-expression

router bgp autonomous-system 22 E 1AM B EE A|FHSHL T}
neighbor {ip-address } filter-list BGP ZEHE MH™TL|C},

aspath-list-name {in | out }
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(5) ip access-list & neighbor distribute-list S AF2510] AA A S22 AFETHLICL,

BYof ek
ip access-list standard access-list-name Defines an access list.
router bgp autonomous-system Enters the router configuration mode.
neighbor {ip-address } distribute-list Establishes a BGP filter.

access-list-name {in | out }

6) TFAZZ2 ip prefix-list U neighbor prefix-list 2 E7H AFESHUA|2.
Gy 49

ip prefix-list prefixs-list-name |sequence prefix list £ & | gHL|C}.,
number {permit |[deny} A.B.C.D/ngexley

router bgp autonomous-system 2t E BGP A™BEZ S0{ZL|CH
neighbor {ip-address } prefix-list BGP filter & 2+ L|C}
prefix-list-name {in | out} IME|AE 0|29 Q=8 MNSIL|LC}

(7) route-map 5! neighbor route-map & &

rIJIO
>

oo
Of
2
o
c
—+
D
3
QO
©
=1
LQ
1o
>
oo
o
I
=]

PHeE W2 22T $42 WEYSLD BT & ASLICL XM 82

0. ZE7|HI BGP 2t E ZHE F#+45}17|

Access-list O|Lt prefix-list & AFE5I0 LE 7|8t BGP 2tRE HHIS 74 &
= &Lt Z2o HERQ HZ £ HO|EQ0| FTAE ZHI S = UAS
Access-list & AM SIS Access-list M2 K| ™HSHHL prefix-list 2 AHESH0] Z 29
HEYI HS S TE S H prefix-list S X Y& = Y&LICE &

=M E X|H510] Access-list E AMHESI0] L2
access-list M1t prefix-list M2 A At =
ZEO|Z4=E Y & £+ ASYLCL O2 BHS

LEYS LAl

CEL 4y
filter interface {in | out} (access- ZE 7|8 BGP 2R E TEHAS FASH|CH
list access-list-name ) ( prefix-list

prefix-list-name) (gateway

access-list-name)

Mgt &2 "2 E 7| BGP 2R E EHY O X" Mu S HZSHYA L.

0. BGP-Updated Next Hop T && F A 5}7|

Neighbor 2t E{2| BGP Y HO|E0| CHSH CHS E XM2|E F A & 5+ JASLICH 782
= 20| EE= X.25 2F Z2 non-broadcast HEQ AN SSL|CH =g
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E — = [
ChRE O Y ML S 4 SSUCHLCHE Y2 U2 & M2l E 7o g+ AL

® BGPUZS AIE= ZZIPFAs ZHEROLS EF2E
Atgghu

® PE YIS MBS L7tE R EE S0RE BR UF EF2E
SHUAIR. CHE & M2|E F 20t Lhg FE S 2dstdAe

neighbor {ip-address } next-hop-self ] o =
BGP neighbor 7} RILIO|E 2 M Ct2 &

=
P EEEES =3

O|T HHO| ALEE|H 2iX 2tREH= 2R EL| Ctg S22 QASE R A4 R
YEILICH matM CHE BGP 0|2 22 He Ii2lS WX 2tEHE B L(CH Sxy
Broadcast 2+ E{ 0| A X|JEl 0|2 2t EH 22| ZZ0[7| IfZ 0| non-broadcast |
EQANM FELLICE 22 S Z % 22| & (hop)0| L-d3t7| W0
broadcast U EQ| 20| M= A BI= 7t &L T

20.4.22 M2 BGP EH AH

B2 Y2 4 0|R0M B2 YHOIEE THISHL 07 M40 £8& +780= O A8 =
ASLICH B2 Y2 0= YH|O|ELf LiVH= YHOIEY 25 H& & & AGLILL B2
YHOIEE EUALL ES I 32 YS St et B2 U NI LT SRE Y2 =0 2=
YOO|ESt LI7t= YHOIEZLAS B2, A RLIE| L HESRI B2 E 7|HaZ SIChe AS
K| A etLICt. aspath-list 3 &2 AS LX|0f AL E|0{0F &L Lt 77 L E| %!XIOHE AwL El =55
Yo7t HagL o HEYT &8 RF7| IS M= ip access-list FB0| ERPLICE

neighbor {ip-address } route-map QL A2 L} L7t 20| HE me
route-map-name {in | out}

BGP 22 H ™ o 2
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O.aggregate T &4

HESZ)E 2dz = AL A Z2E BGP Ol MIZH{SHAL O3 20| 23
= A £85 A0 718 2 = ASLICL BGP H|O| 20| MOl & 3Lt 0] &2
AtMlgt S| ZETH QLo H BGP HIO| 20| TA FAE FIBIUAL. LIS B S5
Olef= AHESHO] 22 & HIO|20| TA =45 SEL|C
B30 49
aggregate network/len 2t2 8 B0l 20| HA F4E5 QLT
aggregate network/len summary-only Q9FZ= A 0} Broadcast tL|C}.

aggregate network/len route-map map-name 2OE S Ea X|HE NA TAZ A

'BGP Z2 H o' 44 S BRI,

0.BG P HFLIE| @85}

BGP 7t X| Jot= 2teE EHM2 BGP 2t 8 HEO| Lol Ch= M 7K &f & of LI&

ez ofLch @ F= T

fot

® AS_PATH 89| 3t

®  Value of the COMMUNITY £/d9| 2t

1.2t E= COMMUNITY £d&2 S8l ARUEIRZ 27 & &= Aol HRLIEl 7|8t 2t Y

Hu2 ateE0| MY 4 AL LITh maty

Aot £42 2= 2tRE IEQLUCH 24 2= o HRUEY £ =+
[AELICH AS HE|Xt= 27t &3 HRLEIE 28 = JASLICH
4. COMMUNITY 2 MEi™o|n ME 7tsstH MY Mol Hel= ChSat &L o
5.0 ~ 4,294,967,200 21 E{ SO M 0|2 Ho| &l FHSH HFLIE|lE= Cha 20| LIEE|0 ! SLICtH
HHO =L
no-export

A2 A|AE Q| EBGP LI|0] & X350 EBGP
| O 0| CH$t 4 2 E Broadcast SHA| & L|Ct.

no-advertise B E peer 0| /| Z2E Broadcast

SHA| & Ut

local-as XHK|A|AEl Q2 22 Broadcast SHX|

et
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BGP MM AZ AL 2IRES M4, £0 E= NS 0 212 E HBLE| £42 M, 7}
Le a8 5 ASUCL 2AREZHEA & =, @A 0= 2= 22 22 E2] COMMUNITY
40| =g Lt
COMMUNITY £d2 7|28z 21 &=0| M&EX| RSLIC UES HdASHUAIR.
HHES ALESH COMMUNITY &8-S X[ E &l neighbor 2= 2 LICH
o] ek
neighbor {ip-address } send-community Xl Neighbor 0l COMMUNITY E42
ELC
HRLUEl £d2 285128 s =252 sASA L.
Hof ek
route-map map-name  sequence-number | Az ohe LMSHL|C}
{deny | permit}
set community community-value ME FAS ML C}
router bgp autonomous-system BIRE M @2 A|RSHL|C}
neighbor {ip-address } route-map ZEZ Me M5t}
access-list-name {in | out }
LS 2 S 85ty HRLIE £ 7|8 2t & BHE S I LI
eyl 4%
ip community-list standard | expended FHEL|E| 222 H™o|stL|C}
community-list-name {permit | deny}
communtiy-expression
route-map map-name sequence-number | Hz WHe LMBHL|C}H
{deny | permit}
match community-list-name Qx|st=s FES RS
router bgp autonomous-system B2 EH FMHTCE A|AFSHLCE
neighbor {ip-address } route-map AE WS XMash|C}
route-map-name {in | out }
"BGP HRLIE| £42 53t 212 E W ofH" MM AR AI2
0. A'S A ( Autonomous System Alliance) Xt X| Ggh A|A & 14517
IBGP A2 =0|= LY 2 5tLte| AS E 02| 72| 519 AS 2 Lt+11 0| & XX
AN 2”2 ZROt= AYLLE 20 2efM=, SBW2 ASHE 22Tt Y {20
M=, 2422 5t AS = 27 HEE0 o S AEtA o /A
= CHE 519l AS & HZRLICH EBGP M0| CHE 39| AS 2| Peer Off EX{5IEE =
IBGP peer 2f OHE7HX |2 ZE2 ME HEHE WotetLCh 5 Chs &, MED X 2Z M
=¢ YEE MY UL
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BGP XHX| gt A|ARIS A5 H SW A HXIE X|Hs{OF gL Ct ASAHEX} =
AS HS QIL|CH QL0 2=, ASE U AMHEXE AS HS 2 FSt= Y

AS MY HYYL|CL L5 BES A AHX| A A|2"e AEXE F PR L

CEL CL:

bgp confederationO identifier autonomous- RHK| 48 A|AH o] AlHXIE LA SHL| L}
system

bgp confederation peers REX| oISt A|AE Of 23 AS 2 K| -S|}

autonomous-system [autonomous-system ...]

‘BGP & AHX| AIAH O K" 44 S HESHIAIL.

0. Route Reflector T+435}7|

IE CH2 22 reflector £ A8 A YL|CT

rir

IBGP 942 E0|

Route reflector 2| I|0{= S 20| A E peer 2t AS 2| CtE 2t H (H|-22}0|HE 1
ohel & AES 2 LIELICt Route reflector = & 15 ALO|2| 2 & wtHStL|C,
Route reflector 2! 22}0|Q1E H|0j= 2 AEHZ FAMEL|IC}H H|-2210|AHE m|0f

= 25| HAE|O{Of L|Ct S20[E moj& 2AXS| ¢dE T+ gl&L

Z2{2HO| ZE0[UEE CHE 2 AH2 IBGP MM 2E M2t S4ISHA| @& .
Route reflector 7} 2t & YEE +4I5IH Ct5 XS s L CL

® R BGPAHA 2EA HRE BE FTlo|AdES H|-FEo|dE o2
Broadcast &4 t}.

® H Z22}0|9E HR20|AM ZE Z2}0|AER ZZE Broadcast 3L L}

® S20[QENM B S2H0[QE mo X S20|YUE peer 2 BEE broadcast

= == — HAHK

SLICE S20/9IE Tojs Y AW Tat gL

e 38 S 25 22 22 H & Reflector 2 2745t 0| % 2t EHE S2t0| 2E

2

CEL CL:

neighbor ip-address route-reflector-client N
J P 2Z ZI2HE route-reflector 2 MAEsIA

neighbor 22t0|HEZ K| gtL|Ct

BtLEO| AS 0= CtE A =2 reflector 7F YSLICH A2 reflector = IBGP MM AZE A
K| & M CHE route-reflector S M2|2HLICtH YHIX O Z ST S HAH9|
2 2t0|HE N = SHLEO| route-reflector T Q& L|CH S 2 AE £ route-reflector 2| 2f

H ID 2 MEELIT 0|F2E F7t5td T = Eo| YOI E mstadH stLte 2
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2 AEHO| 2] 74 2| route-reflector 7t

o
=
reflector & 4 H E S2{AH ID £ dHE5l0F Z

@]
oS

o
o
up
_"E

>
I
jie]
n

Il

B £ reflector 2| YH|O|E BEE 4|

I-JmEo

route-reflector = 25| AZE|0 QU

H
peer & 7}X[1L RUO{OFSIL|CL, route-reflector 7} 22 AEO| Y2 H Cf
A0 ID E FHSHYAIR.

Ho| EL:

bgp cluster-id cluster-id

cluster ID & T+ dtL|C}..

“BGP Route Reflector 74 O X|"A &S EZSHHA| 2.
0. peers SE5}7|

BGP neighbors 0f shutdown @& 0{ & MsistL|Ct,

CEL £

neighbor {ip-address } shutdown BGP neighbor 0f| shutdown & A34$tL|Ct.,

Run the following command to activate the neighbor:

CEL A

ol

no neighbor {ip-address } shutdown BGP neighbor. 23t L T}

0. HE|-5 2/F2| m[of 783}

QF moje 7l2Hqez HY AZE Lo A0orL Lt S
Y= ddoof HE| 5 2/F Lo E Fgegutt

neighbor {ip-address } ebgp-multihop ttl BGP 2| neighbor & HE| & 2|5 peer 2 4

gL o

0. BGP 2| 2= AH57|

| A= 2t E ZREEQ M =78 F80t= HRIYLIL. BGP = 2|7 A 2,

L5 A2l 8 22 HE| § 3 7HK]| TF2| 2

HE|E MHEELICL 2/ F BGP M h&
gHE2E 2F AHElE B FE UL

LH& BGP UM &5 ot 2= U8R AHElE E0ELLL 22 Z20= 22 AHE| 7t
HAIE UL BGP 2 | AH2|E 27852 hz B2 dHsiAIR

CEL vy
distance bgp external-distance

BGP route 22| HE|E MA™SHL|C}.
internal-distance local-distance

BGP Z20 2| 22 +Wsts A2 AYBUCL 9% 72t BE SHARY
Z2ES0| 72|HCt HOLoF HUIC £ M2l BE $X 219Y ZRE S|



7{e[=Ct ZO{OF L L}

0. BGP timer =3} 7|

BGP keepalive % hold-time timer &

SFC5200A Al2|= A o<

ot Chs 3

CEL

neighbor [ip-address | peer group-name]
timers keepalive holdtime

MA E o] EE= I|0| &2 keepalive X

holdtime EtO|H{ & A dgtL|Ct (EHY] @ X).
no neighbor timer 2 &S A$83}0f BGP neighbor fE= TI|0] 1. 20| EFO|HE 7| &30 2
CHAl Al ZFREL| T
0. L2 AS o] 2 MED H|W
MED & O{2f 22 SO0|AM £ X A= E MEMSiOp & I N a{k[= 0471 HE=L
Ch H 2™ 22 MED af2 7% E27F HA n{ELCt
71280 XMool A2V MEH E I MED Hlul& SYTHAS O] = SO0jAf Tt
THELCH 4= MEH0| 230l MED E HliE &= JAEE 78 & = ASL|CH CHE
ASo| 4= 7t MED H|W E &5l2{ T CtZ YHS HASIMA| 2.
FHo] cks
bgp always-compare-med AS ©| Z2 7F MED H|m 2 283t |}

20.4.3 BGP EL|E{2l 1t

| A= BGP 9| 2t2E H|O|SO0|Lt THE H|O|EH# 0|20 &=

UAgHCh M5 SA =22 &

0. BGP 2t & HIO|= % H|O|EH| O] A X| 2

=PI

oH7|

ot

= BAl &+ JAS LI

HEO|M O BE S HASH0] & AL, B0 5 == BGP H|O|HH|O| £ X| 27|
B XY +HBLICH
Hof Y
clear ip bgp * REBGP ¥HS MuHFLL
clear ip bgp as-number X ™El Xt A|AHO| BGP HZAS MAXSH

L|C.

clear ip bgp address

XEE 0|22 BGP FAS MEFL LT
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clear ip bgp address soft {injout} X ME 0|S0| S0{QL L L7k Blo|H

H| 0|~ & X|FLIC}.

clear ip bgp aggregates 32 W7 B0 4Y © F2E XSUt

clear ip bgp networks HESZ Mo o3 MM =l HEE
NE=E

clear ip bgp redistribute DZMNA MYS MM = AEE X LT}

0. 2t HOl2 X AL SH SE #A|

BGP 2t H|0|= Sl H|O|E 1| o] Aot Z
o[2{gt A4 2= UWERA 2|28 2

=F0] gLt

AN

2 AtMet A Y2 E LIEHE = ASLICH
Mo] Argst HERIR 2XE sl Zst= O
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CEL el
show ip bgp A|AEIO| BGP route table € £.0{&L|LC}.
show ip bgp prefix HeH" AX|ss 220}

show ip bgp community
ARUE S0 Tiet A4 QEE BAIZUCHL

show ip bgp regexp regular-expression M BESAD UK HEE EA|SHLC}
show ip bgp network RIYE BGP Z2E BAIFLIC

show ip bgp neighbors address

show ip bgp neighbors [address]

E 43t BGP neighbor ZE2H Hi2 Z2E
[received-routes | routes | advertised-routes] o
HEA[ZLCH
show ip bgp paths DE BGP ZE YHE Hl0|EH 0] A0
HEASL|C}

show ip bgp summary

0. BGP MHE =H3}7|

RFE oM ZHE 2ot H BGP HZ =X, BGP SR E FHIO =2
A Hog BHOF YUITH 018 HYS FULUAIL.
Command My
debug ip bgp * A0l BGP HEES FHBLICH
debug ip bgp all DE BGP MEE =M3TtL|C}
debug ip bgp fsm BGP 7|/ MEfES =Xt}
debug ip bgp keepalive BGP Keepalive Ol A|X| & F& &L Ct
debug ip bgp open BGP open B AIXI S FXHL|C}
debug ip bgp update BGP YOOI E HIAIX| & FHELICY.

20.4.4 BGP #+d 0| A

0. BGP route-map 0| X|

CHE OOl M= route-map 2 AFE3IY §012= Z22| £4& 0|2

tHS 20 ELICH QI 2R Ef 140.222.1.1 0| =41 3+ B H=2 9| 7t
ot ASPATH YN A S5 aaa £ 200 22 LA|A|ZLICH
50 22 2Lt 27t HREHCOHE d27F AR E L

H> o o
> o
nx of

40

N

mu me e
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router bgp 100

!

neighbor 140.222.1.1 route-map fix-weight in neighbor
140.222.1.1 remote-as 1

!

route-map fix-weight permit 10
match as-path aaa set local-
preference 250 set weight

200

!

ip aspath-list aaa permit *690$ ip

aspath-list aaa permit #1800

KEX[ Al 2B 690 0| A A|Z5H= 2=

o
ST $S2 OH UG BHESHK

Ct2 Olof| M A2 M freddy 2| A B &=
ZE2O| MED £ 8 127 2 MFeLCE F
H42E QH 2t2EH 1.1.1.1 2 &L

router bgp 100 neighbor 1.1.1.1 route-

Q

map freddy out

!

ip aspath-list abc permit #690_ ip
aspath-list xyz permit .*

!

route-map freddy permit 10

match as-path abc set

metric 127

!

route-map freddy permit 20 match

as-path xyz

CHE2 route-map & S8l BEHAM &9 & B2E +T5t= Y= 2B L CL
router bgp 100 redistribute rip

route-map rip2bgp

!

route-map rip2bgp match

ip address rip set local-

preference 25 set metric

127 set weight 30000 set
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next-hop 192.92.68.24 set
origin igp

!

ip access-list standard rip permit
131.108.0.0 255.255.0.0 permit
160.89.0.0 255.255.0.0 permit

198.112.0.0 255.255.128.0

0. BGP neighbor A7 0f|

CHS o0 M BGP 22 H = AS109 Off £&fL|Ct AS109 = F 7H2| HEXAE =L L.
2RHO = F O|% (L2 AS O U3), UF O|R (5Tt AS Ho =) 8l 2 F 0|2 5 3 742
0| % 0| A& LIt

router bgp 109 network 131.108.0.0

network 192.31.7.0 neighbor

131.108.200.1 remote-as 167 neighbor

131.108.234.2 remote-as 109 neighbor

150.136.64.19 remote-as 99

0. neighbor-7|gt BGP ZZZE 9| 0f

Ct22 neighbor 7|8t BGP = EHEZ 2| O 2 L|C}. as-path 2| WM A F5F test1 =
ot 2R EE 7H5X 100 2 PELICE as-path 2] BN A FE test2 E & ol

2t EDH 0|2 19311210 22 M& & £ &L CH

ot
r|r r|r

H1 ofm

|'|]l'|
(o)

P

Hot
OREE7HR| 2 BN A 25 test3 S SAoHE 2= 0|R 2H9E 193.1.12.10 0| &1 &
o 4 AL

router bgp 200 neighbor 193.1.12.10 remote-as

100 neighbor 193.1.12.10 filter-list test1 weight

100 neighbor 193.1.12.10 filter-list test2 out

neighbor 193.1.12.10 filter-list test3 in ip

aspath-list testl permit _109_ ip aspath-list

test2 permit _200$ ip aspath-list test2 permit

A100$ ip aspath-list test3 deny _690$ ip

aspath-list test3 permit .*

0. ZE -pased BGP 2| route 2H 0 Ct2 OO M= ZE e1 /02| 27t BNAS S|

1]

HE g 20gLIC
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router bgp 122 filter vlan10 in

access-list acl

CHS OO M= HMA ZE filter-network 3 AAM A FE filter-gateway S AHE3H0] ZE HZ el /
00|M B2 E SAI0| EHESI0 HESRZ He et AO|ERIO] =28 44 ZHESHE & §
2oL

router bgp 100 filter vlan100 in access-list filter-network

gateway filter-gateway

= Ol = prefix list filter-prefix 2t prefix list filter-gateway £ At HEX 3T H= 2 A O|EL O]
25 212 HH A0 ZEOM SA|0| 22 EHESHE YEE 20 ELCH
router bgp 100 filter * in prefix-list filter-prefix

gateway filter-gateway
0. prefix-list 7|t F2 ZE 74 0

CtS 0l 7|2 B2 0.0.0.0/0 7t HEE|AS S 20 FL|CI.

ip prefix-list abc deny 0.0.0.0/0

rir
ox
HU
N
Of
o
ol
mjo
HL
2
ich!
-
inl

CtZ 0= prefix- 35.0.0.0/8 1t YL X|3}
ip prefix-list abc permit 35.0.0.0/8

Ch2 GIMOI M= /8 Ol M 7 24 AtO|2] ZOIE 7T prefix 2t BGP Z2M20(M 51&
& Lt

router bgp network

101.20.20.0 filter * in

prefix max24

|

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

ChE OloM 2tRE= 2 Z2E EEZ5ID prefix 207} 8~ 24 At0] QI Z= Tt
S ggLct

router bgp 12 filter * in

prefix-list max24

!

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24



SFC5200A Al2|= 47 O 7 <

CHE Ol = prefix Z0|7F 24 0|52 H=Z7 Y 192/8 0| M S & &S 2 FLICt.
ip prefix-list abc permit 192.0.0.0/8 le 24

LS Ol = prefix 20|17} 25 & Z=0t5H= Z 271 A 192/8 0| M S| & &2 EEL|CL
ip prefix-list abc deny 192.0.0.0/8 ge 25

CHS Ol = prefix Z0|7} 8 £CF 31 24 HCH A2 AZ7L 5|2 E S 20 &FL|CH

ip prefix-list abc permit 0.0.0.0/0 ge 8 le 24

ChE Ol = ©FAF 20|71 25 & Z=1tol= 27 ARE{SS 20 E L

0.

ip prefix-list abc deny 0.0.0.0/0 ge 25



XISk
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ChE Ol= HEHT 1082 2= BR7t AREUSS EWEHLL A
222 HES310.0.0.0/8 2 OFAT7} 32 H{EELH X ALt ZHoM I E
F=7t AR

ip prefix-list abc deny 10.0.0.0/8 le 32

CHS OlolM = UIERIA 204.70.1 /24 2| OtA3 ZO|7t 25 & X1SIER B E & 7t
HREEASE EOFLICL
ip prefix-list abc deny 204.70.1.0/24 ge 25

g Ol= 2 E27 o 8Es E0E L.

ip prefix-list abc permit any

o

=]

=

rir

ke 0ls 82 2 E= =7 82 A 7|52 Sl BGP UM A B=E 485t

YEHS 2oELC

ial
v

o

_'_

CHS o= F &0 redistribute static = S®¥ZE 193. *.* . * 22 MESH=0| At
& HCt.

ip route 193.0.0.0 255.0.0.0 null O

!

router bgp 100 redistribute

static

2t OIS 2| otLt ool Z=7F A & ¥l £5+H ChE 30 K2t BGP

2t HIOISO TA E=27t SO HLICL TA d2= Ar8REAS 2 A2 2
UFEH BAl §E20M &4 2 5 U= atomic S 7L L

router bgp 100 aggregate

193.0.0.0/8

CHS Ol = A 2 193. %, * *& BtE = 8T} Broadcast 0| A & Neighbor 2+ E0f
Lot XEMISH B2 E Hotst

rir
0
IS
mjo
HL
2
my O
I~
_lTl_

router bgp 100 aggregate

193.0.0.0/8 summary-only
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0. BGP &£ reflector 7+ 0

22 AZ reflector 42| O 2 L|CE. RTA, RTB, RTC X RTE & S Y%t AHX| A|AH AS

=

o £ L|CE RTA £ 42 reflector 92 SHX|Et RTB % RTC = 4 E reflector 7|52

SotL|Ct RTE & YLEHH Q1 IBGP O| R & L|Ct. RTD & AS100 Of £3lH RTA 22| EBGP ¢

[
25 8Lty #82 o3 gLt
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RTA 74
interface vlian110 ip
address 2.0.0.1 255.0.0.0
!
interface vlian111 ip
address 3.0.0.1 255.0.0.0
!
interface vlian112 ip
address 4.0.0.1 255.0.0.0
!
interface vian113 ip
address 5.0.0.1 255.0.0.0
!
router bgp 200 neighbor 2.0.0.1 remote-as 200
/*RTC IBGP*/ neighbor 2.0.0.1 route-reflector-
client neighbor 3.0.0.1 remote-as 200 /*RTB
IBGP*/ neighbor 3.0.0.1 route-reflector-client
neighbor 5.0.0.1 remote-as 200 /*RTE IBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
network 11.0.0.0/8
|

ip route 11.0.0.0 255.0.0.0 2.0.0.12

RTB 74 :

interface vian110 ip

address 3.0.0.2 255.0.0.0

!

router bgp 200 neighbor 3.0.0.1 remote-as 200

*RTA IBGP*/ network 13.0.0.0/8

!
ip route 13.0.0.0 255.0.0.0 3.0.0.12

RTC 74 :
interface vlan110 ip address
2.0.0.2 255.0.0.0
|
router bgp 200 neighbor 2.0.0.1 remote-as 200

/*RTA IBGP*/ network 12.0.0.0/8
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ip route 12.0.0.0 255.0.0.0 2.0.0.12

RTD #4:
interface vlan110 ip
address 4.0.0.2 255.0.0.0
!
router bgp 100 neighbor 4.0.0.1 remote-as 200
/*RTA EBGP*/ network 14.0.0.0/8
|

ip route 14.0.0.0 255.0.0.0 4.0.0.12

RTE T+4:
interface vian110 ip
address 5.0.0.2 255.0.0.0
!
router bgp 200 neighbor 5.0.0.1 remote-as 200
/*RTA IBGP*/ network 15.0.0.0/8
|

ip route 15.0.0.0 255.0.0.0 5.0.0.12

0.BGP A& 4

ru\l
I
=
>
o=
10
=

m
L

22 XK A A A" E S E0ELICEH RTA, RTB X RTC = IBGP ¢
=LIC RTA, RTB ¥ RTC = AR XHX| A| A& 65010 O] &2HLICH RTE &
FX] A|AE 65020 O] &8 L|Ct RTE S RTA = AFHX| Z3 A|AHl 0| A EBGP

23t

2
m oy

Y mx mjo oo

mo >

e

AS65010 3! AS65020 2 AtX| At A|ARIS gL CH XHX| A A|AH 9
HS = AS 200 & L|Ct. RTD = AS100 O &8L|Ct RTA £ S5}l RTD 2F AS200
7ol EBGP 40| MY & L|C},

RTA T+4:
interface vian110 ip

address 1.0.0.1 255.0.0.0!

interface vlian111 ip
address 2.0.0.1 255.0.0.0
!

interface vlan112 ip

address 4.0.0.1 255.0.0.0
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!

interface vlian113 ip

address 5.0.0.1 255.0.0.0

!

router bgp 65010 bgp confederation identifier 200
bgp confederation peers 65020 neighbor 1.0.0.2
remote-as 65010 /*RTB IBGP*/ neighbor 2.0.0.2
remote-as 65010 /*RTC IBGP*/ neighbor 5.0.0.2
remote-as 65020 /*RTE EBGP*/ neighbor 4.0.0.2

remote-as 100 /*RTD EBGP*/

RTB 74

interface vian110 ip

address 1.0.0.2 255.0.0.0

!

interface vian111 ip address 3.0.0.1 255.0.0.0
router bgp 65010 bgp confederation identifier
200 bgp confederation peers 65020 neighbor
1.0.0.1 remote-as 65010 /*RTA IBGP*/ neighbor

3.0.0.2 remote-as 65010 /*RTC IBGP*/

RTC T8:
interface vian110 ip
address 2.0.0.2 255.0.0.0
!
interface vlian111 ip
address 3.0.0.2 255.0.0.0
|
router bgp 65010 bgp
confederation identifier 200 bgp
confederation peers 65020
neighbor 2.0.0.1 remote-as
65010 /*RTA IBGP*/ neighbor
3.0.0.1 remote-as 65010 /*RTB

IBGP*/

RTD 7+d:
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interface vlan110 ip

address 4.0.0.2 255.0.0.0

!

router bgp 100 neighbor 4.0.0.1 remote-as 200
*RTA EBGP*/

RTE #+4:
interface vlan110 ip
address 5.0.0.2 255.0.0.0
!
router bgp 65020 bgp confederation identifier 200

bgp confederation peers 65010 neighbor 5.0.0.1
remote-as 65010 /*RTA EBGP*/

0. route-map BGP community £42]| 0

CH2 ol ol = W3O route map set-community S neighbor 2| Lt7t= A2 171.69.232.50 &
A2t EY HBLIEl 4 2t no-export UM A 22 qaa 2| ZR2ZE S| A &
UAEHCH LHE 2= ZYH 2 Broadcast £ &L L £ &4 442 AS200 2| BGP 7t
AHZ=o 2 X8 A|AH Q82 ZZE Broadcasting t= 242 ¥ X|gL|Ct.

router bgp 100 neighbor 171.69.232.50 remote-as 200
neighbor 171.69.232.50 send-community neighbor
171.69.232.50 route-map set-community out

!

route-map set-community 10 permit

match ip address aaa set

community no-export

route-map set-community 20 permit

Lt o0l A route map set-community ¥ 2 0{= neighbor 171.69.232.90 2| &

B2 E YHO|ESt= O AFEELICE S X g42 HRUEl £d 2200 22 27854 A2. CHE

= =]

A2 = Y4 Broadcasting & 28t LICt
route-map bgp 200 neighbor 171.69.232.90 remote-as
100 neighbor 171.69.232.90 send-community

neighbor 171.69.232.90 route-map set-community out



route-map set-community 10 permit
match as-path testl set
community-additive 200 200

!

route-map set-community 20 permit match
as-path test2

|

ip aspath-list testl permit 70$ ip

aspath-list test2 permit .*

Che Ol= 222/ MED & 22 24 =92 2F 2RHOAM

SFC5200A Al2|= M Oj 7

ML

ARLIE] &4 240l 2} 171.69.232.55. H R LU E| 55 coml 1t €X|t= 25 22| MED &

8000 S 2 M™etL|Ct 0] ZE0= HFLE| 2£0] "100 200 300" "900 901"Q!

BRIt ZE = ASLIC ol2(et B20&= OHE &8 4o

g 4+ UL AR LUE 82

com2 & ELf= 29 2Z4 M =2[E 500 22 HFL|C},

router bgp 200 neighbor 171.69.232.55 remote-as 100
neighbor 171.69.232.55 route-map filter-on-community
in

!

route-map filter-on-community 10 permit

match community com1 set metric 8000

!

route-map filter-on-community 20 permit

match community com2 set local-

preference 500

!

route-map filter-on-community 30 permit set

local-preference 50

!

ip community-list com1 permit 100 200
300 ip community-list com1 permit 900
901 ip community-list com2 permit 88 ip

community-list com2 permit 90

=22 5002 MMSIMA|L. MEtA 0|2 171.69.232.55 2| LIHX| ZE 4 29|
o L
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21 & VRRP 1+
21-1 & VRRP 74

2111708

VRRP (Virtual Router Redundancy Protocol)£ 7|2 F& 228 ZHAM 4380l T L E AMH|

=

O

UELEL VRRP = 22X AF0 M StLEC| 29X OtAH AKX 2 MBI T2l TE =

n

i o

=
Al OpAE AQX[Q] HYS QAL CE HH oA Z2MAEs HOE A|LEo £EEL

ChOI HAUS2 EXM7t LEUS M w2 2uH ol 2 S XS & 4+ ASLIL

SN = = T M=
21.1.2 VRRP ¢ 714

e IEEOA VRRP 243/ HEd3t

® VRRPQIZZE 1Y

® VRRP M =2 4™ 74

® VRRP2M =% &4

® VRRP 2 7t 74

e VRRP ZL|HEZ I {X| 2E|
21.1.3 VRRP ¢ 714

21.1.3.1 ZEO A VRRP 9| &

LT
T4 BEOIN TS YYS AL,

CEL

mx
ol

vrrp vrid associate virtual-address

ZEO VRRP & & EHLCt.
no vrrp vrid VRRP £ 7|2 &Ef2 CtA| A|ZH
VRRP 2| 7t} FATE FEE 20| 7hed AX|TH st E LT ZEQ| Tty FALt 7|2 IP F

S HERI MOAHE AojoptLCh AKX F2B Tk 29K 7h nit SEHZ FXIE L

L=

Ch 7t 29X ZEQ| 7|& OpASE OpAI R AMESH| 20 7hed =20 Oigt OA3 S

=

Le7t iELICH ZEQ| JH4 FTAQL 7|2 IP FTATL ZOH A|ARE THA AQX|O 2 M =2 E
AHso &2 255 2 ™| O}

VRRP 7|52 7|28 o 2 H|&/d3t|0f A& LCH
21.1.32VRRP QIZ 2 E 1o

EE P4 DC0|N CHS BYS MASHALR.
Hof Ay

vrrp vrid authentication

VRRP 0|15 BEE JMBIAAIQ.

{no-authen|simple-text string}

=
FEFSILICE OLAE A9IXI0) F7H EASHR 7] A9IK| 7|2 HO|E9I0| FAE B

i
rir

mn -4

25 EZHCL VRRP = X2 2 X[ FE AO|EQ0l2 Z&E SRIFLICE 29X 2F2 VRRP
S 7t 29K 2 A 2SS 2 = AFUCE 7HY 29 K[0= 27 1P F4& & 7Hd MAC F27t

0x
met
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no vrrp vrid authentication VRRP /= DCE 7|2 ME|Z C}

Al AIZFRfLCE,

the "HAE QT REOME 21T 2XHE0| HIAIX|Of F=tet AE2 Zot[of MEELILH fMA =
2 Ch. QIS EXtE2

=
o

HAIX|Q] 21F ZAIE S 2olst 222 F9E AT EAEa LASH=X| Zelgty
Ct.

Z|CH 8 XFQIL|
7|2 &EHO A VRRP 29| 215 2 E & no-authen & L|C}.
21.1.3.3VRRP 24 =2 MH 4

ZE 74 REOM LIS S dAHAIR.

CEL EL:

vrrp vrid preempt {on | off | oAl Aol TS L Ad Al
VRRP 24 &% 482 745t

delay}
no vrrp vrid preempt 7|2 VRRP ©M 29| oM pC=
CEAl A RS Al 2.

S & UE2 WY AAX| 02 RO Y 2K ORAE A X0 M LE HAIXE ZoH
OAE ARXe] @M &2 AAFRLICH OFAH AKX 24 =9 +F0| 2ZH=Z 74 & 24 =9
TEHCE D MY AQX7 M dF WMoz FEE E2 WY 29K = WY LEHOAM OFAE
MEjE Mol L2 BAIRIS QIR E LI DX OB WY AKX\t Hel MEjZ RAIELICH
712 RE= 24 &9 ™YL

21.1.3.4 VRRP M4+ 71 d5}7|

ZE Y BEO|M CHS BHS AUHAIL,
Haof Ek:
vrrp vrid priority value (1~254) VRRP 9| @Mz=9|2 1ML}

no vrid priority
7|20 2 CHA| A|EHS

= HA

=
>
to

It T ZETFZOHVRRP £ A2 2 M= 44S 255 2 S7HAIZLICE 7t
M =2 &40l A5 2 Fef gre = M E L

21.1.3.5VRRP 23 Zt 4

EE Y DEON 1S YHS HBOHIAIR

Hof 4y
vrrp vrid timer advertisement value VRRP 28 7S IMHAIA| Q.
no vrrp vrid timer advertisement
P VRRP 28 /2 7|2 U2 E CtA|
INESZ PSIN[=}
28 a2 7ty 290K7F 2N 2R E YESHE O 2Rt AT A2t 2Fe L L OFAEH 29K
7b 0% LHH R AQIX| = 3 * advertisement + skew_time 7tZ 20| OfAE AKX 2 ZSEL
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21.1.3.6 VRRP 2 9Xot1 BLIE{Ys17| ZE 74
DoojM e HEg

Hof uy
show vrrp vrid [ interface vlan_intf ] VRRP M Z HmA|SH|C}
[no]vrrp { packet | event } VRRP 17l 2 o[BI Eof Chst C|H

B771107|& &8st £ HE

gLt

CtS1t 22 VRRP HEE LtEFHCE

switch#show vrrp 1

VLANL1 (192.168.20.118, 255.255.255.0
00e0.0f42.0000) group id: 1 state: Master virtual mac
address: 0000.5e00.0101 priority: 100 preempt: on
authentication: no-authen advertisement interval: 1
associate |P address: 192.168.20.110 advertisement

timer expiry: 1
21.1.3.7 VRRP 7t 9| o

HESAE EZ2X|= 38 1-10f Liet AELIC

ML L.

JE 11 HE3 EEEX
1. 29K A FE5H7| AME W EQI3 Q| QIE IOl A0 Lot =AE

TIotHAlL.

Switch_config_v1# ip address 192.168.20.18 255.255.255.0



SFC5200A Al2|= 47 O &<

& HEXAS| AHH 0|20 Lot FAE FE5UAIR.

—

Switch_config_v2#ip address 211.162.1.120 255.255.255.0

ol WIEA 0| QIEITIO|A01A 7 291X 18 18 PABILIC
7t FAE192.168.20.1 YL CEH R4 =2 2h2 120 LT
Switch_config_v1#vrrp 1 associate 192.168.20.1 Switch_config_v1#vrrp 1 priority 120
7t 291K|of Chgt EE ®AIRL O
Switch_config# show vrrp
VLANL1 (192.168.20.18,255.255.255.0 00e0.0f42.0000)
group id: 1 state: Master virtual
mac address: 0000.5e00.0101
priority: 120 preempt: on
authentication: no-authen
advertisement interval: 1 associate
IP address: 192.168.20.1

advertisement timer expiry: 1

2. 22X B #8357
@ Abe HERZ S| QIE T 0] 20f Lot F2F T EoHHAL.
Switch_config_v1# ip address 192.168.20.16 255.255.255.0

@) &8 HEAAS| AHHO| A0 Lot FAE FESHUAIR.

Switch_config_v2#ip address 211.162.1.125 255.255.255.0

el HEH 2| QIE{H|O|AOA 744 AKX OF 1 S FELICH 7H FAE 192.168.20.1 YL
Ct @M =9/ 2to| 7|23t LCt.

- HA H

1

Switch_config_v1#vrrp 1 associate 192.168.20.1 Display information about the virtual switch:
Switch_config#show vrrp

VLAN1 (192.168.20.16,255.255.255.0 00e0.0f42.0000)

groupid: 1

state: Backup virtual mac address:
0000.5e00.0101 priority: 100
preempt: on authentication: no-

authen advertisement interval: 1
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associate |IP address: 192.168.20.1

advertisement timer expiry: 1
A HEZS PC X MH T+ AME HESRIZ 2| ZF pC X ME{Of LTt 7|2 AO|ESIOIE

192.168.20.1 2 7LMSIMA| L.
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22 & Multicast 7 &

22-1 % Multicast 7H 2 0| ZollM = Multicast 2R E T2 EZS FASH= 0] CYs)
AYTLICE Multicast 2% & HHO| L2 " Multicast 2t & HH" 223 BXSHUAIL
MEXHQl P MEE St TAE BF THY S AE QL FMSEALE (unicast 841) ZE ZAE

to
Ofm
>
ot
N
z0
o>
-
I}
5T
(@]
Q
o
O
Q
(/J

a140). Multicast 7| =S AtE5tH St S AETV YR oA

EOo HAIXIE B2 5= JAFLICEL Ol 22E= OF 9 # 0|2t ghLCf,

&5 FEAA HE = AKX Q| A =+ D 22 A T4 (224.0.0.0 ~ 239.255.255.255) 2 L] Cf,
Multicast I A|X|= UDP 2t Z0| M&ELICEL TCP M E MRS = U= TS L 2F N E M 3SHX]
UL L|CH LAXIQF £=AKH= Multicast 28 T2 122 AMSHL|CH W Al2te D20 7+QS}HX|
10 Multicast HIAIX|E B2 = JASLCE 2Lt 4K+ AE2 HAIXE &7] Ho| 2F0
Zhdsior gLch O 7R 7He| #Ale sHYLLCH 2AEE NEX AF0 7HASHALE
SO0IM EEl & = JUESLICE OF 2/l /X2 H= 0= & 3to] gi&
o2y A& +EJ0| & £ JA&LCH mEtq IF2 et A5 A == AlZHof| mat
CHE LT}

=2

LICt 2ot E3f 2AEE

IP Multicast 7|&2 & CH Cf E[O|T|0] 3& Z2 0| Mg o,

22.1.1 Multicast 2t & Q14|

<2 2t2He| 2t H £ Z EQ|0{0f A Multicast 2t & 0fl CHS AFtO] =ohE LT,

® IGMP £ LAN 0N ZtREQ} SAE Zho| M¥En I8 748 2AE FHsle O
AtEE Lt

® OLNK & ZtEtet EZEZX|0M AR E= EH Multicast 7|& & LICH Multicast ZHY 2
M¥stn CPU St U ES SO MOt

® PIM-DM, PIM-SM % DVMRP = =& Multicast 2t$ EESYLICE 2t2H 7Hof

AHE[H Multicast 228 HIO0| &2 RS0 Multicast M &2 AL T},

om
[El

22.1.2 Multicast 7+ g =&

22.1.2.1 7|2 Multicast 4 & S5

® Multicast 228 A& (E)

o TTL UM 2T (ME A
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1% multicast T E A (MEH AR
A multicast 22 74 (M & Atg)
Multicast ZA 7+ (MEH A2 @ Multicast =& T4 (M & At
Stub Multicast A2 714 (MEH AtEh

Multicast 4 2 2L H 21t FX| 22| (L& Ar)

0

22122 IGMP 78 XY &

SiX) HE Q| IGMP =

IGMP 2| t4 4

IGMP Querier 7t4 7+

IGMP 2| [T S& A|ZH 1A

OX|2 icMP & T4 @0 Hal 7t4 74

A IGMP T

IGMP ZA| A =58 +4

22.1.23  PIM-DM T4 %3l 22
EtO| z=H35}7|
PIM-DM H{ & X| &

AR Ctot 2A3517| @ Ot 55 714

ME (S, G) At

22124  PIM-SM T8 &Y 55
¥ RP 74

CH7| BSR T+
CH7| RP T+
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PIM-SM Multicast 2t &l FEA|

PIM-SM Of| A| &t&53H Multicast B2 X| 27|

22.1.25 DVMRP 74 ¢l 22

DVMRP Unicast A2 HA|
DVMRP multicast B2 HA|
DVMRP Of| A &t& 3t multicast B2 X[ 27|



222 % 7| £ Multicast 2} & 7+
22.2.1 Multicast 2} & A|Zt8}7|
2t E 2T EQ|0{ 7} Multicast A X| & HEE = A Ste{H Multicast 2t & 2 Al ZHsl{of ot
MY A 2EOA CH2S AMSHA Multicast HIA|X| MEHS A|EFSHL|CY
HEo] A
ip multicast-routing IP 2} &l Multicast A| 27|
22.2.2 ZLEO|A Multicast 7|5 HHE}7|
Multicast 28 TZEZO0| ZEO|A AMZH IGMP 7t siE ZEOAM ZdSHE L LT
Multicast 2R & T2 EZ0|= OLNK, PIM-DM, PIM-SM & DVMRP 7} Z&tE L|C} 3}LLQ|
Multicast 2t & Z2EZ 0 2ot ZENM AL =F S| E L|CH 2F2E7F oY
Multicast =0 Q12 HASIH CHE ZENAM CHE Multicast TEEE S A HELIC}H 2+ H
AT EQ0{7} Multicast ZA 2t2H (MBR)Z &3 & == UX|2H 7tSSICHH o
Multicast 2t & Z2EZZ SLs 22 HOM SA|0 AHSHX| OpMA| L.
U2 Multicast 2t 8 ZZ2EFO| 42 AMst g2 &2 = JASLLCH oS
=0, PIM-DM 1} BIDIR PIM-SM O] SA|0f &M = 50| L iatL|Ct,
22221  OLNK A|Z8}7]
EE M DCOAM OIS HHE ABHSI0 Multicast 2HR ElS A|&HSHL|C}
B of 4g
ip olnk Multicast 2} 2 &S A|&fStL|CY,
22222  PIM-DM A|Zt8}7|
CHe M3t LEO|AM PIM-DM 2 2 multicast dense 7| S8 & 5tetL|C},
B of 4g
ip pim-dm PIM-DM O| M3 ZOI T EE Q& I L} X E
M ZEOA PIM-DM Multicast ZHE
ZZMAE &gttt
22.2.2.3  PIM-SM A|&H817|
ZEO| PIM-DM 2 A3t PIM-DM Multicast & 2Hd3}ts2{H CHE A2 4
MA|R.
CEL ek
ip pim-sm PIM-SM 2 M¥s}jof 3t= LEZ E0{7}1
ZE P ZEO|A PIM-SM Multicast 2+ &
ZZMAE gdztetL| .

SFC5200A Al2|=

—
A'IIC-; |]H_n_O-I

02
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Of| A
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22.2.3 TTL YA 2t 4 ip multicast ttl-threshold HHES Mt ZEE S0t g = U=
Multicast HA|X| 2] TTL YA 2t2 FaSLICE 7[2 A 2f 1 2 AFE5HE{ T no ip multicast
ttl-threshold & @2 HASHHAIL.

F&o] ck
ip multicast ttl-threshold ttl-value TEO TTL YA 2t AMSHLC

CHS oo M= Z2|AH7F ZEOIM TTL YA 22 T-%t= YH S 2oL ot

interface ethernet 1/0 ip
multicast ttl-threshold 200
22.2.4 WE Multicast 27|52 FA5}7
ip multicast mroute-cache &2 AAH5t0] LEO|| A HHE Multicast B H 7|52 T8
L|Ct, B2 Multicast M 7|52 F A 8t2{H no ip multicast mroute-cache HH S A
SHAA| 2.

F@Eo a4
ip multicast mroute-cache T EO| HE Multicast FEHS AlSHSHL| T},
Ct= o= 22| X7t ZEO| M 0% Multicast S 7| &S FAsh= LS 20 FLICH
interface ethernet 1/0 no
ip mroute-cache
22.2.5 =& Multicast 42 74
A Multicast BE+& Multicast M2 BE7} Unicast ZE22F CHE A S S{ELLICH RPF
AAtE Multicast HA|X|7F T 2 0 =HELCH HAXE &= 2H ZE= oA
FAEls ZEQL|CH ZEE= B AIZOIA E=EFSHE Unicast BE2| Next-hop
ZEQLIC} Unicast EEZX|7} Multicast EZZ X| 2t SUSIH RPF ZAHZF 2| ™ QL C},
Z20| 2} Unicast 2= Multicast ZZ22F H2tof gLCH HY 7|l € 2 =9
HASLCH AZ22| 2t 7} Multicast T2EE S 2 X| S| %S AL A LH2 T 79

—
A'IIC-; |]H_n_0-l

A2 MO|0| GRE B 22 A8}
Unicast HIA|X| @k X| &IBtLICt 2 Multicast 2t EH+&

Unicast 2t E =

== o
=AY

LICt T2 0l 2

Multicast Ol A| X|2F

XI%JE.FLIEL AA BAEE MR1L Y MR2 2

oH_||:|- MR2 :: E.I -|O E"H

SAE7} Unicast A X| &

B2 HAIX]
TdE =0

A A
L-_OoO

2R ElE

ESON|

I_

ol

| S —

E'— IIX-I []-”Alxl

g A

—

N
- O

T8 Lo Wt R

o
e

SAEZ HLIfH

e
=

A
O

S5l A SAEO Multicast HIA|X]|

Ol 2F Multicast IA|X|E ™ E LTt I:H

EE2E AMREILCH HY 7|2 S K=
EECh =2LCH HA Multicast 2H

=2 ASH SF A ol
AI'E =3 Cél'TN!H

E

At
(=]

EH 5}

glO|
L|C}. RPF A= §
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A'IIC-; |]H_n_0-l

0|2 Unicast 22 & HIO|EE 7|8te =2 K| Qi LTt et M Multicast HAIX|= HES
SUSHA| 2 Unicast HAIX|= HES SI6HA| $sU 8 Multicast 2= 22
AR AL X AL HEX] FSUHO 9 74 ZE0M oF BES
AM3lsto] A Multicast 425 48t Ct

CEL Ck:
ip mroute  source-address mask M multicast A2 AL T},
rpf-address type number[ distance]
22.2.6 B IP Multicast T+ 5}7|
ip multicast boundary 3 &2 H& 50| LEO| AA Multicast & T+ dLCH 4= &
A& #2524 ™ no ip multicast boundary BE S HUSHUA|R. F HK MM ALE =
FE2 X B L0 AL E S CHMR LI

HHof 4y
ip multicast boundary access-list ZEN ZA multicast = FABHL|C}.
CHE Ol= ZEQ| 2| dA S 785t LS 20 B LT

interface ethernet 0/0 ip multicast
boundary acl ip access-list standard
acl permit 192.168.20.97

255.255.255.0

2227 IP Multicast &&= K| 0 7+4

o

ip multicast rate-limit &2
HE S5 Moot Al

£& HoHE F A58 ™ no ip multicas

J

Al

SRR

olgd &

OE

{2
o=

S0 Multicast S E 2|

I:I_l_l

AEELO] AA 7 D2 B 0| A Multicast HIA|X|

t rate-limit ¥

£ nkbps

[m]
=4 8

MBI, T2

Z Mot Al 2.

oz

Hof

ip multicast rate-limit in  group-list

access-listl source-list access-list2 nkbps

20| oiet

A
248 & =

o =
CEL vy
ip multicast rate-limit out group-list o .
' . : EX H29| Multicast SE0] Lzt A[C} 3 &=
access-listl source-list access-list2 kbps Hshe ABHLICH




Ofl A
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22.2.8 IP Multicast =& Td5}7|
ip multicast helper-map @ &2 A&t Multicast Z2E AFE310] Multicast HIEY3
OlM & 7H2| Broadcast HERAE HZAGLICH HHZ FA8H2{H no ip multicast helper-

map 3B S 2ASHHAL.

CEL 4

oz

interface type number OIE{M|0|A 7A BEE A|AtStL|C}

ip multicast  helper-map  broadcast ip multicast helper H&& LA15}0] Broadcast

group-address access-list HA|X| 2 Multicast HA|X| 2

kgLt

ip directed-broadcast X| & Broadcast & 8| 8%} L|C}.

o

ip forward-protocol [port] HAIXE HESIEE HS S LMBHLICT

Broadcast {E9/3.0| SHX|2 17t OHX|a)-Z L2 E 0] TS 2 $HEHUAIL.

H2of uy
interface type number OIE{ I O|A A B EE A|RFSHL| L}
ip directed-broadcast X|eFM broadcast £ 5| 2%HL|C}.

ip multicast helper-map  group-address ip multicast helper &2 A5 multicast

oco=2
broadcast-address access-list B A|X|2 Broadcast HA|X|2 HH&F5HL|C}
ip forward-protocol [port] HAIXS MESIEE TEHSE LASH|
Ct

CHZ Ofl-= ip multicast helper 3d 2 T 8st= WS 20 FLICH

2Rl TE2 Chaat 25U o Xed HAIXIE H2lohr| /s X B g 2R E2| e0
HE E0j ip directed-broadcast &2 T8 LICt. ip multicast helper-map Broadcast
230.0.0.1 78

testacll 2 AF23I0 AA FA 192.168.20.97/24 O A CHA A 230.0.0.1 2| Multicast
HAIX|2 M& 2| LE #HS 4000 2| UDP Broadcast | A|X| & 8t & 4 A& LICH

ek AKX E M2|st7| @8 OHX| 2 = 2t E 2| el ZZEO] ip directed-broadcast & &
2 T8 LICE ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2 & #8510 ZE
HS 7} 4000 O] AA ATt 192.168.20.97/24 Q1 CHA =& 230.0.0.1 2 CHAO| A&

Broadcast HA|X| 2 Hz2t & 4= Q& L|Ct address 172.10.255.255.
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AA Broadcast HEQIE AZSHE A HM & 2t2HOA CHS &Y
(ZF2E{ 7} VLAN ZE0| 4 &[0 /US)

interface ethernet 0 ip directed-broadcast ip

mjo

TASHHUA2.

multicast helper-map broadcast 230.0.0.1 testacl
ip pim-dm

ip access-list extended testacl permit udp 192.168.20.97 255.255.255.0 any ip forward-protocol udp
4000

Broadcast H E®A2| FHX|E HASI= OHX|UY-F 2R E0| Ct2S AL L.
interface ethernet 1 ip directed-broadcast ip multicast
helper-map 230.0.0.1 172.10.255.255 testacl2 ip pim-dm

ip access-list extended testacl2 permit udp 192.168.20.97 255.255.255.0 any ip forward-protocol
udp 4000

Stub Multicast 22 F435}7|

ip igmp helper-address % ip pim-dm neighbor-filter & &S & O stub multicast 42 &
X

32 2ot
TILICE stub 2R EQ SAETH AZAE ZEOM CHE XS +HSHY AL,

CEL ek
interface type number OIE{I|0| A 2R 2 A|XFSHL|C},
I . helper-address [Configures the command ip igmp
ip igmp
_— helper-address  to forward the multicast
destination-address

message to the central router.

TY 2tREHLt stub 2FRE 7L HEE ZEOAM L3 HES AL O

CEL yy
interface type number OIE{H|O|A A REEZ Q&S| Tt
ip pim neighbor-filter access-list Stub 2F2E{0|A 2 E piM HA|X| 2 ZE St C}

Ofl M CHE3b 20| 2t2H A2tB E TERLIC

Stub 2t E A 74

ip multicast-routing ip pim-dm ip
igmp helper-address 10.0.0.2
4 212 B 7Y

ip multicast-routing ip pim-dm ip

pim-dm neighbor-filter stubfilter ip



access-list  stubfilter  deny

10.0.0.1

=
o

22.2.9 Multicast 42 2 L|H

1. Multicast 7HA| 2t 2t & H|O|E X[ 7|

SFC5200A Al2|=

A RA L5

EZ A E= 22 HIO|S0| 725X §2 B2 S LES XI/of gL Ct.
2| ZEOM CHES dASHH AL,
CEL ek
clear ip igmp group [type number]| gmp FHA|Q| EHES K| SLIC}.
[groupaddress | <cr>]
clear ip mroute [* | group-address | Multicast 2t2 € B0 22| 252 X| gLict.
sourceaddress]
2. Multicast 2+ 8 HIO|S S A[2H S EE &AL

IP Multi
dEs THotl HEHI =X
multicast 2+ 0l thet SA 2 S

2t 8 HO|S, 7HAl E£= CIOIEH| 0|20 gt XtMSt 2= 2lan

CEL

show ip igmp groups [type number |

group-address] [detail]

Displays the information about the multicast

group in the IGMP cache.

show ip igmp interface [type number]

Displays the IGMP configuration information on

the interface.

show ip mroute mfc

Displays the multicast forwarding cache.

show ip rpf [ucast | mstatic | pim-dm |
pim-sm | dvmrp] source-address

Displays the RPF information.

22-3 & IGMP /4517

A

2231 270

1. IGMP

IGMP (Internet Group Management Protocol)= Multicast group T

MEEE ZZEZQYLICE IGMP

Z2EEQULICH SAE Z0A IGMP TEEZ2
Multicast 1&& EHI1

xtAlO] &

23}
I_
SEolE S EYLILL 22X &

—

dHS 2o
SAE Fi AKX FE ZERDS

She WDt SAETL A

—
A'IIC-; |]H_n_0-l

t=
t= HICHES
SAE Multicast & FH20|
IXI2] FHE| HAIX|Of
HO|M IGMP Z2EE2 IGMP X[ & AQ|X|7t



2. OLNK

SFC5200A Al2|= 47 O &<

2Z 4 EQA0 e SAEQ| Multicast 1E 712 ID £ st56t= W SAEQ|

=
230 HAIXOf et MEE Multicast 1& 38 JEE #8ots YHsS 8Lt

2%/X7HIGMP 2t H T2 EZS X[ ASH| Uf20] multicast 2t E T2 EZ0f AXY
HE A 2| multicast 1& T+H &0 tigt E7I & & = U220 AL[X[= Multicast
HAIXIE TELX| O FE BELLICL F, 221X 7FIP HA|X| 2]

Multicast T2 M AE X[ JE 5= AUA 5t2 ™ Multicast 2t 8 T2 EZ 0t

IGMP 2tRE Z2EZZ K|St E A2|X|E T80 SLITH dX AAA 291X =
EAHAE QN IGMP 2t H Z2EZ 1 HH 3 IGMP & X| A g LT}

IGMP Of EHQ EEX o AR HHO| UELICE IGMP-Router Z2EEO| 7|52

Oi
ot

Jm
als
r%
oy 1A
X Ho o

Heks| st IGMP o] R Yet Y3 Z2EE (OLNK)2 CH2 Z2EEXY
7} 87| W 20f Multicast 212 & T2 EZ0| OpglL|Ct d2fLt Y&
A

OLNK & Ef& EEZRX|0M 2As5tH F2 208 = 5+ AU ¢

- S c = A H

El
fu
x
>

P I
2o i

tu
=
|>

9= PIM-DM Z2EZ1} OHXH7IX| 2 OLNK = IGMP 18 42 o HZA S N8t
EZ2X HAO M2l RPF QAELO|AE A Z-E =
& L|C} 0]2{3t HHAl© 2 OLNK = Multicast M &S 2 ZSI1 Multicast 2t E
Z2EZO| Nof HA|IX|7 CHY =S KX Sh= AS L XL CH
—t
22.3.2 IGMP F+43}7|
IGMP 2t EH2| £dS 785t BE2 T2 IGMP Oj7ff H==E ZF5I= FHY LT}
Cte2 ol2f{st HES AFSLICLH XiMBH LY IGMP HED} #HE 4F 2ME

HESHA2.

22321 ®Xf IcMP HE A

XA IGMP Z2EZ0= M 7tX] H4] T 0| JA&ELICH siE RFC =

RFC1112, RFC2236 % RFC3376 Y LICE IGMP V1 2 Multicast 1& TS
7|&85t= 7|88t X AL CEH IGMP V2 = X|E &l Multicast & 782 FHelsta,
IGMP A E 7} Multicast 122 [{HY [ 93 MA|X|Z2 MAMST 12 20| HA
X AS thx g = ASLCHIGMP V3 0l & &4 SAE FA0 8|25t Multicast
JF 8% 1D E YHO|ESHY /K| 22[5t= 7t 7| 50| ASLICH IGMP V3 2
IGMP 2t2E ZZEE2 IGMP V1 % IGMP V2 2| SAE = 1} teis| A SBHE L|CE
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AAA Ol ARIX| AZEQO{= 3709 IGMP HE 2| IGMP EI2H E2EES
X|@lgtL|ct,

MZ CtE2 QIEI|0|A0A IGMP-Router 7|s2 T8 & = JUSFULCH (M2 COE
OIEMO|A0 FAHEl Multicast 228 ZZEZO0| IGMP 2t2H 7|8 Al&gh.
J2|1 CHE MO IGMP £ CHE QI O] AN A HaliE 4= &S L|CE

Multicast 22|X|= St HEYIE HZdt= ZE T StLIOIM T IGMP 2+9 H
A
=

ip igmp version version_number

22322 IGMP #Hz2| 7ty 7

SN IGMP 2tRH Z2EZ 9| T B 7t R0l & ﬂMISiOl Multicast 22| X| = IGMP

2t E 7|50| AlZtEl ZEO|M £ AlZHOICHIGMP YEH 2| HIA|X|E

B = JASLLCH ME FAE224.0.0.1 YLICH Multicast 22| X[ 2| =& 2 IGMP

SAENM B0 HAIXIE 7t b HEYZ 2| 2t IGMP 2 AE T £5t

Multicast 1 &2 TASt= AYL|Ct Lt 2| HAIXE El= 2HH 2 IGMP H

2| ZtZ{o|2ta THL|Ct IGMP Query Interval (IGMP #2| ZtZ) Of7) B2t 2 e 2
A

HYE H2 AKX = S IGMP S AE 7L {3 Multicast A& 0] CHet HEE FA| 5
gt o= Q& LICH IGMP Query Interval (IGMP #H2| ZH2) Oj7 =7t &2 gfo =z d™El
o
°

o
8

A HEZOAM IGMP AR 2] 50| Sttt

in}
gjo
(o]2]
o

HASIH ZEOM IGMP H2| ZHH S = F L Lt

o

Ly 2%

ip igmp query-interval time

\1
njo

+

Six) QIE| T 0] 20| A IGMP 2| 7+

SRILICH (B ).

i)

22323 I1GMP H2[0| 7+2 1A}

IGMP 2B Z2EZO| {7 2 8l BT 30f CHoll IGMP 2R EH Z2EES & o=
CHE 291X17t S 2ot HEERR AL H2| =2 WS dERSHOFRtL|Cf,

Querier = H2| HAIXIS 22 & e 29XS SOIZLLH (AHE IGMP-Router
T2 EF0| 2dat &l AKX ZE YLD}, EE2 StLto| U E R A 0= 5tLtel 2l 7t
ALLICEH =, stLtol AQX|TH IGMP FH2| HAIXIE EYHLICH Multicast 2HRE
Z=EZ2 IGMP-Router V1 0| A IGMP # 2| HA[X|E £ 2K & 27 57| W0
IGMP-Router V1 Of it 2| 24Xt HEHO| Q&L Tt
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IGMP-Router V2 % IGMP-Router V3 ol & & 23t querier M & &20| JIEL|CH F,
E AP FAE ZHE ALK 7 HER AL querier & LICH querier 7F OfH AR X| =
querier 2| EME 7| E35t7| 2l A|AE MESHOF LT S5 AZHO] Z=3te|H O
A2 1P FAE ALX|O|M IGMP 2| HAIX|E =41 & 7K H] F2| 22{X|7t
querier 2 HBHL| T},

IGMP-Router V2 &2 L& ALESI0 CHE 2| 2t4 2 714 & + AsH T

CEL CL:

ip igmp querier-timeout time CH2 queriers O] ZHZS LA EHL|CH (THS: ).

IGMP-Router V1 2| Z CtE2 FZ|o tA2 &2 & L|Ct. IGMP-Router V3 2| 42,
ZZEE NAO o) Z2HE7] 20 242 7+ & &+ &L

2233 X|C} IGMP & A|ZH A

IGMP-Router V2 % IGMP-Router V3 2| 42 ®& =l IcMp Lt FH2| HA|IX|o &
+HOle 2EE=IGMP S AEQ| X0 SE A|7H2 ZHETHL|CH %, IGMP S AE = 34X
=l X|Cf SE AIZHO| Rt E| 7| Mo & HAIXIE ELY

FAME|AUSS LIEFHLICEH XOf & AlZto] & gfez2 M= 73% Multicast 12
TR HAO| X|AELICH X[ SE A &2 o2 H-SIH SX| HER A
IGMP | A|X| 2] S E0| Z7tetL|LCt.

Note:

Z|t IGMP S AlZt2 IGMP # 2| 7t 2T} BoroF g LICH X|Ci S & AlZt 40|
| ZHAECH 3H AA”EE2 query-interval-1 O CHeH X[CH SE A|ZHS XAHEL =2

JetL|Ct. IGMP-Router V2 % IGMP-Router V3 2| A2 QIE{I|0|A 14 R EOf|A

Cts BB AL CH A IGMP SE AlZtE 2

—

oA
o]

=

=

LS sdstA 2.

oF

o
2
nx
o

ip igmp query-max-response-time time AT} IGMP S & A ZH(EH9]:X)S RAIBHL

ct.

IGMP-Router V1 2| 42, Z|T IGMP S& A|7t2 T2 EF XtN|0f 2fs 2™ E L
Ct. oh2tA O] HEH 2 IGMP-Router V1 | A= £ 27} Ql&LICH

2234 0tX|8 O 4|0 tigh iIcmP # 2| 7+E 1°d35}H7|

IGMP-Router V2 % IGMP-Router V3 2| 42 £EH Multicast 1E0] Cist 12 & 32|
HA[X|7 ASEH OXY OF TR F2| ¢HH0] = AEQ| %[0 H AlZte=z
A&ELICHL &, IGMP 22E= 1§ &3 #He| HA|X| 7t =4 ASS LHEHLY = OFX| 9}
8 7+dalel [t S5 Alto] BtEE|7| Mo 8 HA|X|E ELHOFLICt IGMP



SFC5200A Al2|= 47 O &<

o

SAEJL F2| WAXOl SE % LRI QIChs HS UG B JIE 212 0|3

O AIR| O SEFSHR| 2LITE Of B9 Nl mulicast 18 242

YEE YEOISBLICL DK% 18 T4 Hel 2ol 2 Y= UHE I

Multicast 18 T4@lo] #Zo| X ALt OFX|%t 18 Tl Hal 2ol X
SE

o2 A8 2 oM HEAZN M IGMP T AlX[2]

Multicast 29 X|=
7 5
—_

o 4o

O S7tgfLCt.

IGMP-Router V2 X IGMP-Router V32| 2% QIHHO|A 714 REO|A CtaS A W5t
OpX|gt 22 Qo] IGMP # 2| ZtH S R e},

L 23

ip igmp last-member-query-interval time OpX|3t 12 2A2I0| IGMP 2| ZHA (T 9

el X)S FgFHC

2235 HHA

Qfo| HHL |GMP-Router V1 A= S&SHX| LS L|CE
IGMP 74
IGMP-Router Z2EZ0| 2|8l A== 7| 20| = BODCOM 2| ALQ(X|&= EZEA 9

A Multicast & 782 X EtLICH IGMP ZAE Q| A2 Multicast & T+ 8 ¥
AL CHE = JAESLICH IGMP A E 7+ Multicast & groupl Of 2F 2382, Multicast
HA|X|E =41 Al Multicast & groupl Off Multicast HA|X| & - LICH LA A|ZH0]
XILtH Multicast 15 Q! & 20 & &= U2 Multicast 1& 2 0| Multicast
HA|X| S H58H0 Multicast 18 2 Off 2 L|Ct CHE A|ZHO| X|LIH IGMP SAE =
Multicast 10| &3t &S = UASLICH MEtA, Multicast 1& 2 &&=
CHYSECY.

29| "S& Multicast 12"} &2| ZEZ} HE Multicast 120 £ E LM E
A2 Multicast 2t E Z2EZ2 ZEE Multicast 1E2| Multicast HAIX|S & 4
A5t HIje ZER AF2SHLICH IGMP-Router V3 9 Of & Z3igz2 XA

0l

S
Multicast &2 X|™E oA FA | M Multicast HAX|E 4SS 7+ &
AUSLICE F, Multicast HIA|X| 7} =41 & I AA HE 7| 50] F=IHE L|CE

CIEH ol 719 REO|A CHg HE S 2do0 ZE0 Ot I Multicast 15 S

aaciEE e

CEL ek
ip igmp static-group { * | group-address} T EO| MA Multicast 12 &MS
{include source-address | <cr>} 5

AL,

2236 IGMP EA|-EE =28 74
AQAK|Ol ZEOWAM IGMP V2 7 A|ZE|D ZEJL HZAE HEQIO IGMP SAE 7}
Sttt A= B2 IGMP FAl-EZE S5S 7850 IGMP S AEQ| A4 E 7|58
Toig = ASLCH IGMP V2 o #E0| 2 S AE 7 E7Y Multicast 1§ ' I
SAEE OE Multicast 22/ X0 Leave HIA|X|E 2 HL|C}. Leave
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=4 3 T Multicast 291 Xl= & g HAX|E B 2AE0|AM Multicast
DHh= Multicast HIA|X| 7L ZEOf QEX| R E 2QITHLICH FA| BE 7|50|
YO ™ IGMP 2 AEQ} Multicast 29X ZH0| TIA|X| & &= 8T ER7}

o1

2282 Multicast A& T+ ID Q| HZAts ThL|C.

Note:

FHO= MY 74 ZEQ QIHHO[A 74 REOAM 25 74 & = /ASLICH ©H
THEEOM A HE FHO M =¢l= QHO|A Fd REOAM L= HFH M
=?ECt =& UL MY 1 BEEOM B2 Na 7+485HH QIHIO|A T4 B EO|AM
TAE Yol MFEL|Ch YHO| UEHO|A Y B oM K TAEH Y 1y
RE0|M PYE HYL QEHO A 1Y BEof PHE YA AXFL

IGMP-Router V2 2| 4% QIE{H|0|A 714 REO|M CHg FBES HASHA IGMP FA-
YE 5SS FISLLCL

CEL CL:

ip igmp immediate-leave  group-list | -\ 1o & A £ 0 CyBt Multicast 120N =
list-name Al L7t 7152 Pslste dyA 222

TEELIEL

ip access-list standard list-name list-name O|2H= HEZ |P Access-list £

2HELICH

permit source-address Access-list :r“é' [=R=e DY
E

tE| 7| 5l IGMP BAEQ

=
NS
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0| H&H 2 IGMP-Router V1 % IGMP-Router V3 0| = § & 8}X| &L Ct.
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22.3.7IGMP EH 74 0

&9 HE IGMP-2tRE ZZEZE2 519 HT2| IGMP @ AEQF 2 2HE(X|EH O

HZO| IGMP-2tRH Z2EZ1} S 2tE|X| §=Ct. MEtM dAxf HEZ0 U= o™
Z2E M 2X(7 Qe d2 24 H ol IGMP-

ar%a ZZ2EES X7| HFO | Z2 IGMP-2tREH Z2EZE BHAd

OF g LILCt.

2| Xt7F IGMP-2H2H V1 U IGMP-2HRE v2 & Hd

AZE HEYIAO| ACts AS L0 ACHD 7HESHH, 2| Xt IGMP-2HRE =

ZEZ HTEO V2T S IGMP-22H 2 0| A H S OF LT,

ot= 29AX|7F 22 AX|7t

interface ethernet 1/0 ip

igmp version 1

2. 2= 1GMP H2| 7t 24 ¢

rir
0x
I
mjo

CtS Ol QIE{L|O|A ethernet 1/0 A IGMP #H2| ZtA 2 50 =2 =5}

Ho{FLCt
interface ethernet 1/0 ip

igmp query-interval 50

3. IGMP Querier 7t2 714 of

rir
oF
IE
mjo

CH2 Ol & QI E{If| O] A ethernet 1/0 Ol A IGMP Querier 742 100 £ 2 =45}
2olg Lt
interface ethernet 1/0 ip

igmp querier-timeout 10

4. IGMP X[C SEF A|Zt O K|

CHS O = QI E{TH O A ethernet 1/0 Ol A Z|CH IGMP 8 & AlZHS 15 X2 = 5t= YRS
B FLIC
interface ethernet 1/0 ip igmp query-

max-response-time 15
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5. OFX[2 O& |0 Chet IGMP el 743 74 29f of

Lt 0o M= AE I O]~ ethernet 1/0 A ORX| 2 A& @2l IGMP 2| 7t =
2000ms 2 +=5t= LS EoF LT}
interface ethernet 1/0 ip igmp last-

member-query-interval 2000

6. & IGMP 7 O K|

o
2245 Mol & £ USLICL O+ OIAE CHE B oj7f H+E MY o Zat B
2oL
interface ethernet 1/0 ip

igmp static-group *

O|F 7+'d HH 2 QIE{I| O| A ethernet 1/0 0| M & & Multicast &2 T-d& LC}
Multicast 2} 8 T2 EZ2 B E |P multicast HA|X|E QIEHH|O|A ethernet

1/0 22 [Eot= AYLCt.

interface ethernet 1/0 ip igmp

static-group 224.1.1.7

Ol 4 HH2 QIEH O|A ethernet 1/0 Off A multicast 1& 224.1.1.7 2 T8 LICL &,
QIE{ | 0| A = multicast 1& 224.1.1.7 0| £&tL|C} Multicast 2t 8 T2 EZ2 OFE LY Multicast
A8 224.1.1.7 2 & =l 2= |P Multicast HA|X| £ QI E{T|0| A ethernet 1/0 2 2

C

interface ethernet 1/0 ip igmp static-group 224.1.1.7

include 192.168.20.168

71 Hd #+42 QB I 0| A ethernet 0/0 Off & Multicast & 224.1.1.7 2 7+ ot
Multicast 1-&9| source-filter & 192.168.20.168 2 Ho|TtL|Ct. &, QAEHHO|A
Multicast 1§ 224.1.1.7 O &3}X|2t 192.168.20.168 2| IP Multicast HIA|X]|
SAMBHLICE Multicast 2H2E ZRZEZEL2 192.168.20.168 O Al F=AlZ|1 ORAILY
Multicast 1& 224.1.1.7 2 M& &l IP Multicast HA|X| S QE{H 0|2 O] 0/02 2
MYSt= A YL o,

orr K

—

IEIHO|A £ ZEO|AM Ot HH S HAWSH0] 192.168.20.169 Of| A OFX[Z 2 2
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Multicast 1& 224.1.1.7 £ & & IP Multicast HA|X| & =418k LI CL.
ip igmp static-group 224.1.1.7 include 192.168.20.169

J|EHEH2 O AN FAE OS] 2ol o2 H AME = USLCH
Note:

Multicast 1 E0A Multicast 18 HE= S8 &2 FA} HE &2 FA0 O
SA0 74 & 5= YELCH 0|2 oM A= B2 MEFELICL O E

igmp static-group 224.1.1.7 BEZ A ot = ip igmp static-group 224.1.1.7 include
192.168.20.168 HH S MBI H ip igmp HHO| MM E/L|Ct HH 1 & 224.1.1.7 =8

o=
192.168.20.168 2 M 2f & L|C},

7. IGMP SA|-HE 55 714 oA] CH2 oo M= immediate-leave 7|52 AH3}0] ethernet

1/0 QEHO| AN YAl SXE=F Access-listE& 25t IGMP 2AEQ| |P FA
192.168.20.168 & Access-list Off F7I5t= S EOFLICE O +5= ALSHH IP
ZA71192.168.20.168 QI IGMP S AE A SA EtE| 7|52 AFRE 4= Q& LCL.
interface ethernet 1/0 ip igmp

immediate-leave imme-leave

exit ip access-list standard imme-

leave permit 192.168.20.168
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22-4 % PIM-DM 74

22.4.1 PIM-DM 27§

Protocol Independent Multicast Dense Mode (PIM-DM)+& Z % 2 E 9| Multicast
28 ZZESYLICE 7|2H2Z Multicast 2274 Multicast HIO|HE ELH7|
AZSHH 0o 2E HERIR =E7F HO|HE ALt W2t PIM-DM 2
Multicast I 2! 2 Broadcast & ZEZ M L|CH Multicast 227t HIO[HE
EU7| AZSHH A2|X|= RPF QHI|O|AE M| Qo 2= PiM -3t QIO

A2 Multicast {22 MELICH O|2{ot A2 piM-DM Q19| 2 E HE €3
L E & 0]2{3 Multicast If 22 =41 UAELICH Multicast Z| &2 2t235}7| i

AKlE 08 G2 A4 SO 8 E St Multicast 2H2 8 &=

rir mot
als

(S, G)= M goliof BL|Ct 2t 8 &= (S, G)Ml= Multicast 22 4 Multicast

AE F2, 24 AHE0[A F 5, EfO|H & 2105 ZoretL|Cf.

Y

O] g2 ™ PIM-DM 2 pruning 8

EX HEA MOAHEY Multicast 1& 7+
E YT HEQI NIHEE HZs= AE QEIO|AE M2l 3 CHS

=
pruning & E{E AEELIC} pruning & Ef= XS+ AlZH EFO[THOf| S LICH EFO] T{7t
AlZE 2= k[ pruning & ER7F CHA] = & ERZF 2| Multicast BIO|E{ = O 27| & 2t
HME 2 &= UASLICH ES pruning & E0= Multicast 22 3 Multicast &0 TS
HEI7L E0 RAELCE pruning 20| Multicast 1& 74 0| LIEILIH PIM-DM 2
¢ BEQ| pruning SEFZF AlZH Z1HE[O] pruning

SEfZF TEO| 2 W7EA] Z7|CH2|X| B0 0] HAIX| S &9 2E2 et Tt

A2ASIHONS| AE GO HEE EHe o A HWY-T K= 228 &5 (S, G)2
M2 0% HEZE FI7|XMo2 28| Broadcast EE|2 ELHAM MZ 1AE OtE L L
PIM-DM | &Efj \j2 D& HH2 CHR AER MEE ME 1 & 0] Broadcast E 2|2

pruning O| A[ZH ENtE|X| Q=& o LTt

CHS AM A HIERIAOM DR B0 = PIM-DM 2 CHE3H 22 EE = LT
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o M = H{EQAL 2= AQ K|

® Multi-access HHE IO A X|FHEl 2+2E((DR)E MEASHL|CL.

o
<

IGMP v1 1t S 3t =& PIM-

2 98 X st 24
RIE} 0] 2 1p 3t0] Z/cf o

—
A XIOf EA|IZX] GE2 B QI

2 DR MEiZ gL} QIEEOo|A0 2= piM 21 22 EH 7 DR
7t =2 QI 2tRE7t DROZ MEHEILICE @M =27t ZoH
2tRE7t DR2ZE MEHEL|CH 24 =27t 4 2t R E 2| Hello
{HO|A7F 71 2 1P 2t2 71X 2t HIt DR 22 MEHE LT}

M

My
40

ro
rx

m

DBCOM A 2| X| 2| PIM-DM v2 = CIDR, VLSM % IGMP v1-v3 & X| /8L L},

22.4.2 PIM-DM A3} 7|

22.4.2.1 EfO|H{ =M 5}7|

228 T2 EZ2 Hello M A|X|2t State-Refresh X0 HA|X|Q] M& Bl=& EEE 517

s of2f 7He| EIO|HE AHSSTICE Hello MAIX|E M&dte 7442 AF & ATt

SHEA 44 2 = A=Kl o 70| S¢S 0[E L 290K 9 ZE0|M L5 BEE

Hesiof BHO|HE ZHEAAIR

BHO 1

ip pim-dm hello-interval OIE{T| 0| A U neighbor © 2L H Hello
HMXIE S48 244 (X the)2 48
Lt

ip pim-dm state-refresh | A A2 RE AZASI= K HW-Z AL K9

origination-interval AR A2 3E HAIXE BULE 2tHLS
QrEZ mEO THOIB FEFLCE S
29(X9| B2 A2 B M= 0 F HAl XI5
FAlstn XMalshs 7| kgLt

22422 SEf Mz 0H 4

PIM-DM 2| &Ef Mz 18 Mo E=7|28oz e| REOAM HEE L 2

HOo|& 4 REO| 7+ BH2 425 2 dAst= A Bl 5 29IX|7t F

7Mooz HEf M2 D HAIXE 2L I FAEF ZEO A0 HEE LT

Che 291K[el 22 42 E M2 2H HA[XIE M| 7|2t Ct.

CEL ek

no ip pim-dm state-refresh disable TEOIA AE M2 DN OAXES HuyD

EI
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ip pim-dm state-refresh ZTEOAM AE|l ME X OHAXE 2UD
origination-interval

22423 2H 14 EE

PIM-DM 2 72502 HEY S22 QWX YUt 4% B UHY 222 oF
LEY 22 L Multicast 27| EIZ S2S EHBLICL 01 22 9IF TojA 2

ZEO|A FgBlof gLCt.

HEQA MIAHEQ| AQX| EE= ALQX|7} PIM-DM HE A0 &7tst= HS FX|6F 2{H
7

oY EHE =52 F5lof LILh €& AF0| 22 FHS Stot=

o
= S XISt 518352 ™ Multicast 2AH BEE |52 F+48H0F LI

CEN ek
ip pim-dm neighor-filter OIF THZ 228 AMSHL|C}
ip multicast boundary Multicast Z A0 A ZE{ Y 22 g L|ch.

22.42.4DR M &= dH5H7|

_._

IGMP v1 I S$H40j= DR ME{O| WRBILIC} 7|2X o2 DRO| Q4 2912
MHE LT AEH0| A0 2E PIM % 2HPE7} DR 4 £9|2 x|t 2

28 2912 77l

ek o
P 2401 210 9 917 212 E7} DR 22 HEELIL 24 &
L AIX|Of EA|EIX] QOB QIE{T0| A7} 74y 2 1P 32 71T 2t E 7t DRO2
MEELICE QIEHO|A T BEOM CHS YHS LWL,

Hyol £l

ip pim-dm dr-priority

AgE ZEOM 2Z DR Of tiet 244 = RIE
T

22.4.25 = (S,G) X[ 27|
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clear ip mroute pim-dm {* | group [source]} | 2# yRT O|AM =2 (S, G)S X|gLct.
e 2eg Holzol #2 AN UY
LCh E¥e YAEE EEOAM PIM-DM
Multicast 2t 8 T2ES0| ofs) 44 & (s,
G) &= Bt ArH|5t= o AHEE L L

clear ip pim-dm interface PIM-DM ZEO|A (S, G)2 MY & Multicast
HAIXIS] SA 2+2 A FeLTh
o FH2 ¢Y2ERY HEONM PIM-DM
Multicast 2t &8 ZZEZ0| o5 MM =l (s,
G) &= T XY HYs= O AHZELICH

22.4.3 PIM-DM &Ei M=z 23 74 0
422 "AEf MZE D& FTMHCHRAS HXSHAMA|L.
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22-5 % PIM-SM 435} 7|

22.5.1 PIM-SM 27}

Protocol Independent Multicast Spare Mode (PIM-SM)= AIF A B E 9| Multicast
2t Z2EZYLLCL PIM-SM =0 Q0N PIM-SM & 2&dt= 29K F7|H

O 2 Hello 325 &0 L3t 22 582 2L

o OQIT3l PIM-SM AQX|E LABIAAL.,

v

Sap—
Sender 4}&

(+, G) Join >
(S, G)Registration Unicast
(S, G} Join v

Shared Tree

Source Tree wei
(S, G}Registra:dicn'b Unicast

P
Data stream ==

Receiver

12l 5-1 PIM-SM 9| £H0] e

PIM-SM € Multicast HfZ E 2|2 OHS 0] Multicast I 212 H & &L C} Multicast &
ZEDESH ECIXHZER ERQ F AECE 25 & 5 USLICH

Shared Tree = 1& G 2| RP € R E 2 AI3%}1 Shortest Path Tree = Multicast 22 &

[ 4 —=
FEZ AETLCL PIM-SM 2 EA|E join / prune 2E& S5l Multicast

HHZE E2|E PHED FX| 2t2[gL|Ch O3 5-1 0F 20| DR O] =41 Z0{| A Join O A|X|E

+A5tH DR 2 & B 2| RP Of TS ZF ZOAM (*, G) - 7IY DIAIX| S/ E2|0f
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YA GLCH AA DA E Multicast HAX[E AE0| HESHH A4 SAEQ| IfZI2
S 2 mA|X|of T§7| X3} =] DR O 2|3§ RP Of Unicast ELICH 121 CtS RP & 24
SAEO Y7 |X| K| 42 HAS 3] EBIE Wet 1E FHYUNA 2YLCLRP &
AA0| AEt A2 Ealof ZoBL7| QBh (S, G) - O HAIX|E AA BEOR2 K B
AQIX|2 HHL|CH o] wHoz AAo| TYZ

rlo Ifot

mf7|d EX g2 2t d= EZ|E Wat RP 2 MSELCEL R’ BA Multicast

2 E

HO|E|7} X8I0 Rp = S 2 Z=X| HA|X|2 AA0 DRO| EL{T DRE S2 1jf 7|X|
ZZMAE FRIELICE 0|7 AA9| Multicast HIO|H & O 0|4 Tf{7|A ZX| LX|T
A0 KTt Z2 M HE W2t RPE MS B S RPII SR ERE M 2t 4 OF
HH O A MSZLICE Multicast HIO|E 7t EREHX| %2 Z2 DR Prune HAIX|E
J& G 9 RP & &l Multicast 0] 37 E2|& MAHZLICE,

PIM-SM 2 RP M & &b & QIX|SHL|C} StLt O & 2| 2 & BSR Of PIM-SM =0 @1 Of| A
THEUCH & 430 2l 2 BSR 50| A BSR % MEist = QASLICL ZTERP &
PIM-SM ED1IO_I01IA1 IMEILICE 0|23t 2 RP &= RP 2 A2} Multicast 1E&

Z3tst= 1§ 212 BSR 0l Uni-casting gL C}. BSR% Udo 2
RP S i &¢t= & O{EYAE Zostes FEAEY HAIXE A MO 2 MY it

= T — o
SEAEY HARIE HH ZHINAN B EHIZ HEELICHL AXE RE AEY

Aot MYELICH DRO| HE HEE S AEQ OF 7o 27 of tiet

S DRO| 2E9 2t E &50| g™ DR 2 Al &
2|52 8 2§ FAE 22 RP Of OjELICH O CHE DR 2 Join / prune

HAIX|E RP ZO2 STHZ Multicast SHLICH OFX|2O2 DR 2 SE OA|X|0f
Multicast G|O|E{ £ T§7| A} 0| Z RP Of| Uni-casting S| C}.

22.5.2 PIM-SM Tt} 7|

22.5.2.1 PIM-SM A|&t8}7|

Chs PHS dysto] IETIO|20A PIM-SM & WSO sparse ZEOIA HE|
HAE 7|52 Bystetct

el 243
ip pim-sm PIM-SM & &35t QIEm0|A o ZEO

M PIM-SM ”E*EI IHAE BtRE mEAHAE

22.5.2.2 85 RP +M5}7|
HERKI #2271 &2 Z2 PIM-SM 2 ALESIEE X RP E 7+ & &+ UE LILCL
PIM-SM =0 Q10 e 2 E 2t EC| RP 42 S Yolof 2Lt

PIM-SM Multicast A 27} H&tetL|Ct PIM-SM =0 Q10| 2 X B2 K7 BSR &
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AlSHSIH RP 7t =M E MEC 2 A7 RAME HE Rp 7 QMM O 2 AFRE! L|C}

RP £ BSR Of| o|3lf HiZ&|= RP O E SE°| RP 7t M= & L|Ct.
MY 4 BEO|M CHS Y2 ML
CEL ek
ip pim-sm rp-address rp-add 22 AQX|0f O3t MA Rp 2 FAISHL|CL
[override|acl-name] no ip pim-
sm rp-address rp-add
22.5.2.3 Of|H| BSR Td5}7]
ZERPO 2 PIM-SM EOQI0|M 17 BSR 2EES ¥ & + JASLCHL HY
BSR 2 = QO|M RP & =& 2t BYZSH0] RP OfZ 0| D7okX| ZoletL|ct MY 1Y
DO ChE BEE AL
CEL ek
ip pim-sm bsr-candidate type number ofH| BSR @ 2Z A9k 22|12 MY BSR
[hash-mask-length] [priority] no ip pim- BSM H|A|X| £ &&3t 1 MY BSR O|Ct,

sm bsr-candidate type number

22.5.2.4 O|H| RP T+ 435}7|

TERPE F/IHOZBSRE MY o CH2 =M Q9] 2 & pIM-SM 2t E 2
=4l 0f RP Oy 0| D RoHX| =olgtL|Ct MY 74 ZEO|M CHZ BES
dg o
BHO 2%
2ZH AKE £ RP 2 FHTLICL RP £
ip pim-sm rp-candidate [type number] IAMSt S =J| Mo 2 BSR 2 2 L|C},
[interval|group-list acl-name] no ip pim- ° = °
sm rp-candidate [type number] BSR £ 2= PIM-SM 2t2ES PIM-SM &
0 Q12 2 broadcast & L|Ct.

22.5.2.5 PIM-SM Multicast 22 Z L}EFH L|C}.

gdo 2%
show ip mroute pim-sm [group-address] OIS S M5O PIM-SM 0| A H &t
[source-address] [type number] [summary]
[count] [active kbps]
multicast 42 HEE ZQlIgtL|Ct.
22.5.2.6 Multicast 2% E &5 by PIM-SM X| 27|
Cte B3-S J¥5t0] PIM-SM O M ot of BE| FH|AE B2 E X| SLICH
Hof ek
clear ip mroute pim-sm [ * | | pjN-SM CHSH R EOf| CHS XFM|SH & &
group-address ] [source-address]
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22.5.3 T4 O x|

22.5.3.1 PIM-SM 7§ O|H CtE2 F A2[X|7t PIM-SM Multicast Z2 £ Hf R MEst= L™ S
2oL X A
ip multicast-routing interface LoopbackO ip

address 192.166.100.142 255.255.255.0 ip
pim-sm interface Ethernetl/1 ip address
192.166.1.142 255.255.255.0 ip pim-sm ip
pim-sm dr-priority 100 interface Serial2/0 ip
address 192.168.21.142 255.255.255.0
physical-layer speed 128000 ip pim-sm
router rip network 192.168.21.0 network
192.166.1.0 network 192.166.100.0
version2 ip pim-sm bsr-candidate
Loopback0 30 201 ip pim-sm rp-candidate
Loopback0

K| B:

ip multicast-routing interface Ethernet0/1 ip
address 192.168.200.144 255.255.255.0 ip
pim-sm ip pim-sm dr-priority 200

interface Serial0/0
ip address 192.168.21.144 255.255.255.0 ip

pim-sm

22.5.3.2BSR A% Of|(Vlan ZEO| AQ|X| 40| £|0{QLCt.

CHE o= & 291X2] BSR 7+d& B FL Lt

A A

ip multicast-routing interface LoopbackO ip
address 192.166.100.142 255.255.255.0 ip
pim-sm interface Ethernetl/1 ip address
192.166.1.142 255.255.255.0 ip pim-sm
interface Serial2/0 ip address
192.168.21.142 255.255.255.0 physical-
layer speed 128000 ip pim-sm router rip

network 192.168.21.0 network
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192.166.100.0 ip pim-sm bsr-candidate

Loopback0 30 201

A B:

ip multicast-routing interface LoopbackO ip
address 192.168.100.144 255.255.255.0 ip
pim-sm interface Ethernet0/1 ip address
192.168.200.144 255.255.255.0 ip pim-sm
interface Serial0/0 ip address
192.168.21.144 255.255.255.0 ip pim-sm

ip pim-sm bsr-candidate LoopbackO 30

23 %. QoS 4

23-1 & QoS ++4d
test 2t019| Y =S AIEstD FIHOZE HEQA 2[AAE AET]

Lot AFeHCHE, M2 S20] tistol #4495 sioF 2Lt

rir
0%
s
2

2311702

23.1.1.1 QoS 74

29K o 2 HMO| ¥ 3 Lot MY ZEOf /USLICE oI 2EOM £22K|=
RE ERPE SSOM MElotl RE E2RE HESES 2 S LU o] B2,
RE E2Rc M7 2YstE St 7127t AR E L Iﬂ HEI =AM
CHE S 82 LHE 38388 4SU L £291X2 Qos 7|52 =82 3240 et tHE
SEO| tHE MEIAE HSSHH B SRtt =58 &2 O S| HSSLIC
M HERIE =52 T89S FE}= 77X SES MU
e 802.1Q Z Yl EiAE 7|EL2 TRdS FEY L EBiO0= 2 HIO|EZF ASL
Ch 7}8 =2 HIO|ES| M HIE= 24 =9 &S LIEtHLICH 8 712l 24 =2 2 o t
70| A7 g H2 M =02t 7t =2 4 =7l Y& S LEFY LT

® |IP HA|X|Q IP &|HO|A DSCP
852l ToS = QI0A 6 HIEE

HSHL|ICH DSCP ZEL= |P

o ml:I
ﬂJIﬂJ
N
rt
o)
tu
o
0
0x
o
ol

2H HESZ ofE2AHO|HM Zil £22(X[= S2E0 [t EfE fd =98 HE
EZR0| ZHIRLC CHE 29Kl =

o
9]
S0 =gt & M =2 20 et
=

CE MH|AE KNS EHLICE peer-to-peer (P2P) QoS AH|AZ} A ELILCE,

—
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ES HEYAES TASt0] EF HAIXZE Mot o 4 JAELCH S Lo B o2
2ol 5oz $3MELCH AQX|9 QoS 7|52 HEYD Y=g Zupxoz
OHS 0] A58 SHAA|Z LT,

23.1.1.2 P2P QoS & &

P2P QoS AMH|A RE2 CtE peerto Peer HIA|X|E MEE = ASLICEH QoS &

= E 9|0 = Best-effort served service 2} differentiated service 2| & 7tX| S 9| A{H|
A QEZ X| AL Ct
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A

1. Best-effort A{H|

ol
0

-

ol

2720| Y EQIQ| &7} £ Of

A

Rk

N

2 o+ ASLL

=1
=

20| f o]

=
—

E MH[A 2E0M £22/X|2[ Qos 7|5 2

=1
=

27HA| B o] H

8l

PSEN

ME|£9| B2, HER A= HZ|

e

nA

Er

LICt H A E0

Ea
=

A

2. Differentiated A{H|

st 2 MH|A9] 42 AMH[ATE S0t 42 4 Wzl siE Qos E0l=S

=S

LICE.IP Z{ZLQ] IP

O A

E| A
= T MHE

P

2

£ ZEZ FA
o4 MB|AS

LCh X8 L

x| Zefof
£9/%]

o

10

0o

= A

Krr

QoS Tt

=
[

(FCFS)E &3l &t

=
=

ankl

(]
=

QoS 72| Qos #

23.1.1.3

QoS 72| Qos #

M =2, WRR (Weighted Round Robin) 5! FCFS (First come, first served)9||

Jo!

CH7| @ €252 MELICh

-
ot

c

o
<k
xd
o

—_

jod

aoi

ok
<

= AfH|

of Lt

Round Robin 7}&X|

<

ol
H
a[l

of-
<H

[0 2t MS & L e M =27t =2 7| €0] 0|0

A O
= T

A

ol

o
e

AE
—=

I7b %2 7|22 Bt #2 AMH|

HMSe Ut

M2 2 A0| HHM 2 M| BH=L)

ol

<
xr
Xl

X

PAl 220 BjAX[off AE|2 7¢

M S ELCt.
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22.1.2QoS HH UF FE

getdoz AQXle ZE HAIXIE TESHZ| flof ZdS CrtLlth FH7t
HASHH 2= HAIX|ZF A A 2 =+ ASLICH X2, CHE HAIX= CHE & /42
ol A s

ZEX| 2 ASLICH SR8 HAIX= § Lh2 ME|A2t 24 HS =[0{OF 2 LICE Qos
2 MZCHE MB|AE HSoH7| flof MR CHE M =21 E
MELICE Metd HESRR 350 ddE0 ez AMEYLICL OfH

o O
YoM E £91%|2] 7|55 95t YRS 28U

MY Cos L4 29 Th7|Y 7Y

o Cos M &9 th7|Bel U= 7y

® (oS ?4 =2 CH7[Eof et &

ra
i
-4
0x

® (oS 2 =% CH7[E0f TS &8

fl
M
4
0x

@ IEDQ| J|E CoS % M

® IZEO|CoS M =¢ tf7|¢€ #+d

® QoS HEOY &3

o QoS O MY 7Y

oH
ne

® Qos TE mjEe| AX| & HO|H =& 74

® QoS M™Eef OjE9

ne
Ras

= HIoIH S&of gt &g 74

—

-4

® IZEO Qos HE HE

® QoS TE OfE HO|= EA|

N
N
=
w
Q
(@)

)
1
e
-
0x
Ot
N

QoS M «=2| AE 74st= A2 IEEE802.1p Of H2| &l 8 7H9| CoS S
X|of=87Hel 4 =% 7| HO| U SLC,

|
K= CHE CH7| 20 et sl S H =S MBS Qos AHIAE & AL

—

> 4o
rx
M
10
U
=2
=2
ofl
o
rir
N
o
-
o
[>
u Ho



MY TN 2EO|M Cos P
g2 waLCH 24 29
Lich 22X ¢oB MY
% cos M £ 7|

SFC5200A Al2|=

—
A'IIC-; |]H_n_O-I

configure

[no] cos map quid cosl..cosn (1~8)

quid = COS ®M=2/9l ID YLt
cosl..cosn = IEEE802.1p Of 2|

cos af YL Lt

Exit el 2EZ sorzkLct,
Write IAS XMAESHL|CL,
22.1.3.2 CoS M =% 7| S| LY = +d

S Ct A2 27 R MT F=etLCt ol BP2 2ES
Atgg I 2 =2 7|82 tHY = 28I g XS A5 CoS
SM 9 07| Zo| =S THBLICE

FYof £
configure MY 74 BES AIFFLIC

[no] scheduler wrr
weightl...weightn (1~8)

bandwidth

Weight(1~n)0ll A 8 7§ 2| CoS @M &=2| &2
LIEH LT

exit e 2 rE=2 EofztL
write TMEE AL CH
22.1.3.3 CoS 24 =% CH7| 2of CHot L7d A=l Mef 74

22K 2

Zt
2|
thz1 ol A

1 CH71 20| AZLILE O &

AKX =
= U7IES o oo s &Lt

8 71ol 2

M
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® SP (Sheer Priority): 282t @4 &2 YH. M =27t &
Ue 2208 MEEHLCH M &2

=17t =2 7| 20] 5o
o Zl0] QU2 of mjzio] HXE

® WRR (Weighted Round Robin): 2f 70| 7ts%t o B 0| &&= A Y LILCt.

|7F &2 7|89l mizl2 *4

17b =2 of 7[ o

Aot ZEO|M ChZ 2 Y-S A5 Cos @M =9 7|82 €8E LI

o 29

o

configure O LM ODEZ A|RBSIAA Q.

[no] scheduler policy { sp | wrr }
Qos &4 &=¢| CH7|Hof Cie &Y HEHS

sp £ sp 2= =823 LIEFRLICE wrr
A
T

=
2 wrr 2HE =82 LIEF-LICE

exit 2| REZ SofZtL Lt
write 84S MEe
22.1.3.4 QoS M =% t7|gof Lt AHE BE 74
COS M =% 7= WRR YL|Ct AAHE0= F 7HX| f&0| ASLICt

°
i’
N
>
N
-1
>
n
>
[
=2
=
I
rg
[m
i
>
oo
Ot
el
oA
=)
i
19

22.1.35 ZEQ| 7|2 CoSs 7 M

ZEJH 0|20 Ble Z S 45 22K
F7toke gL 7| = CoS ¢ 72 2l0120] Bl= = gel 7=

L|C},

EY EEOM B ZEQ| 7|2 CoS &l ZX S TABIUAIR.

=S LIEF-LCE

[RSLICE T2l == 7|2 27 E BEYUCH M2t B

20| =0f

3240} oy

o

configure FMol 1A DEE A|ESIAAI

interface g0/1
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[no] cos default cos (0~7) . N
20|20 gl= =2 Y2l Cos 2 FHL

CoS = cos #4S LtEfHHL|CH

7|2 ZtO 2 cos (0~7) ¥™O| 78 L C}.

exit MY 1Y BEE SOtZL Tt

exit e RE2 SopzkLCt

write THE MYELC
22.1.3.6 EZEQ| Cos &M =% H7|¢¥ +4

ZEO 28HE ZE= FEE 4 =% H7IES A
ol t.

7|2 CoS w2

configure o LM M D EZ A|AFSH|C}

interface g0/1 IM & gEO 20ISHL|C}.

[no] cos map quid cosl..cosn (1~8) CoS @AM E F= MAETHL|C}.

Cos(1~n)2 IEEE802.1p Ofl 2| &l cos &Y

exit MY M mE2 sofzfLct
exit Ztg| B EZ SotZiLCt.

22.1.3.7  Qos OfE ™=2f HHS|7|

Qos O H=2 sl M X8 2 US FE3HV(0 58 7S MESt= AYLIC

SHLEO| THA! B AFR3SL0] H|O| B YA AQ| P UM A 22 Z! MAC Access-list 2 L X|A|Z
AELICEH DX @Fo ™ g0 dofgL|ct 20| 57t 2 2 A2 L XS

COolH 5§ T2 UEL ZX7 AR EE 4
= Gl

MEEIX] S U IP HM A S5 ZE

=
configure Mol 1AM pE
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[no]policy-map name
QoS TEf HIO|Z ¢ REE AL

name 2 HEfH|0|S2| O|§& LtEFHL|CE.

description description-text QoS o FEHS Mue RABHLCE.

description-text = &2 HdHsI=

Text 2 L|Ct

[no]classify {ip access - oup

access-list-name | cp dscp-valut | mac QoS M2F O| YX|El HjO|E BES

.cess-name |
access-group mac- 'lan vian-

) MBI
id | cos cos | any } TEgLH L
access-list-name = Y X|5H= IP Access list 2|
O| & LIC} dscp-value O| 2t 1P A|X|Of Ct2

ME[A & o0[>fLIC},

mac-list-name Mac £4& 2|AEQ| LX[3}t =
Zz4 22 0|20|C},
vlan-id vlan 1} 2 X|3}= ID O|Ct

cos £ X[SH= MH| A S5 4hS LHEHE
LIC}. any O D 211} 2X| &S

HEHct

action{bandwidth max-band | COS| QIX|3}= O|O|E| &2 M2 A SL|C},

=

cos-value | dscp dscp-value | redirect QoS Mzt H|o| £,
interface-id | drop | monitor }

max-band H|O|E{Z 20| 9|8} x|CH CHHZ O]

ML Tt cos-value €X|E MH|A S28

cos-value

dscp-value

rir
o
oju
1o
=l
M4
o
w
O
©
uE!
In
o
w
O
2

value. 2t2 &AL CE,

interface-id X| &80 *x= SE9| BE2E

LtEHRHLICH

Drop E& HAIX|E &FH

StL|Ct.. Stat
SAH QL2 E LIEFHLICH monitor

fzlg 0 2EE2 HE

mjo

ojnjghuct

exit

HY FYEER SOHLLICt
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exit

22.1.3.8 QoS M™Ef Oojd +

configure

[no]policy-map name

description description-text

description-text = &2 4E5l= HAE

YLt

exit

Z2YH 31N OS2 oz ot

exit

2| REZ SOt

22.1.3.9 QoS D& HMefo| UX|5}
=5 A2 e Ateto wat 7
M2 HO|H 2 &8 7dstdA2.

= HIOIH S8 +837| Qos H|O|E S &2
got 2HY A YL L ohE 2 Y E LRIskE

g0

configure

[no]policy-map name

QoS M2 5E0| #4232 LTt name

o
i
m
s
I
o

[no]classify {ip access-group

access-list-name | dscp dscp-value | mac

access-group mac-access-name | vlan vlan-id

| cos cos | any }

access-list-name 2 X[3}= IP ac-list 0| S L
C}.

dscp-value stands for the diffserv field in the IP
message. mac-list-name £ 2X|sh= MAC ac-
list Ol ¢L|ct. vlan-id Vian OfO|C|E
LIEH LT

exit cos YX[St= MH|A S5 FHALICH
MY 7 ZEZ SOt
exit

za| mER SopyLct
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22.1.3.10 QoS D& H2fo| YX|st= HO|H S ES LXISH= #4517

Oole S &2 285 dolottte A= Y = Ao HA|IX] 44X, =0l HOHolE &
Z2HE A2 Holy S80 met &S At AS QoL Che XS
TS X[SH= OO S &0 Lo 2 S FHotMAIL
HHO 49
configure MY 7 ZEE A8
[no]policy-map name
Qos M2 +d REE H@TLICL name
M2-Wo| 0|52 LiEr L
action {bandwidth max-band | cos QoS M2k B0 YX|st= CjO|E &2 M2k 2
cos-value | dscp dscp-value | vlanID
vlanidvalue | redirect interface-id | drop | stat | TS LICE. max-band: Z|CHgtS LIEF LICY,
| monitor }
cos-value 3ZE9| AMHA g ITEEF
cosvalue £ H7gst= A2 oOlgtL|Ct.
dscp-value ¥X|5t= 5 E2| dscp EEE VSE-
wez 485 Ay YL
vlanid-value ¥X|E S29| VLANID ZEE]
vianid-value 2 HAd&3t= ZAS 2lO|gL|LCt,
interface-id 2akd LK &= S 59|
SEE LIEFHL O
drop E& E HA|X[E LIEFRLICE
Stat 22|X|0f Qs +=TE A HEE L
EFRLICE. monitor I{ZIE O ZEQ
MEoHe 2 2 QojFLiTt
exit Mol T4 2EZ SorgLct
exit e|mE2 FopZfL

N
Of
=
>
fo
r
q
o
H
|m
=2
ikl
ol
n
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YLCH ZES RE THEO| MM AKX ZEMM 7|24 o 7|2 HES
o

B 2of MY
configure HO P BES AEBLCH
interface g0/1 M & mEO 205}

[no] qos policy name { ingress|egress}
ZEO0| Qos M&= HELILL name

g ofolghuct.

exit MY M mE 2 SofzfLct
exit 2| ZEZ EOopZfL Lt

22.1.3.12 QoS OHE MEF H|0]| 2 HA|

show QoS strategy {1 & HIO| 52 d™dT &= ASLICL

QoS T O H|O| =5 EAloI2H AT REOM CHE XY S +d0IUA L.

Yol =L

show policy-map [policy-map-name] DE £ X|HE Qos M OHE Ho|E2S

policy-map-name 0§ & E|0| 22| 0|2
LtEFR LT,

221313 ZE &5 S2 XS L1437

configure MY 1M mE=Z oLt

interface g0/1 ZTE H DEZ E0{ZLCh
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[no] switchportrate-limit  band (1~1000)

{ingress|egress}

Ingress 2 H|t0| &0l B2 7| ELIC} egress

SE Heto| 20 S 7HU L

exit
Hol 2y mE= sofuc
exit el ZEZ FotgfLct,

22.1.4 QoS T4 O X|

22.141

EZEO| QoS ™2f O K| &E3}7|

ZEO|M HAIX|2l cos @S 2 2 HEst= TEfS It A8X (o LHE
VS

12k2 M 3|0} S|t B E [ 0| H

ip access-list extended ipacl

permit ip  192.168.20.2

255.255.255.255

=
glaLch

|ot
ojru
mlo
ofm
1]
o
4 o

192.168.20.210

255.255.255.255 policy-map any classify any policy-map pmap classify ip

access-group ipacl action cos 2 interface GigaEthernet0/2 qos policy pmap

ingress qos policy any ingress (pay attention to the order of two strategies

applied)
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= 1T = L= =
20 2 AZ Z2ZEZ HE A4}
1.1 274
2 A5 Z2REZE BHE2 29X SH ALO[O] AFEAIZE A9X|Q] 2HEH 2 AT 2ZES of
DE0| Qs FS LR A0 XA HEJIN XZE 2 AE Z2EE2 TS ¢
4 UABLCH A9KE ABKE 93 Feks
o C|of L ct.
E 2 Y A= o)
122 A5 Z2EF HE AS #+d5H7|
2R[K| QIHHO[AMM HHOE MBSO AT 2 ZREES| HE 7|58 T
oA, 4 BHAl= ttat 5L T
Gy a9
configure Ho 14 meg AR
interface <intf_name> AQ|K|o| OIE{HO|A FAHREE A|ZHSHL|C}
[no] I2protocol-tunnel [stp] Xl stp TREZO| B Y752 ALK 7t
K| A5t 2 A 52 AH&eLICt.

[CTRL] +Z EXEC REZ LZiL|Ct
write THE MEELCH
*= 1I =
132 A5 Z2EE HE 74 oK
HitE i e maeeee» {1 A e TR
([ e 1 i B
AlL/A2 /£ 20 HEQAY £, c1/C2 = F ZOAM 24 2 AKX QL CH 022 Xt
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Aol HERIR & &+ 7HKIE otLtz 2ot} gLt F, HEYI:= 1S 2o 34 o
HE MEYUCH AAEAZE sSTP o 4ol TES AUt E 2 29X O 74 =

—
& opetL|Ct

1 2 Q| X| A1 2| fo/2, fo/1 1t fo/2 O] RO| 1, A Q| X| A2 fo/1 QFfo/2 7t ERA B
EZ FYEUCLL

2 STP ZZEZEO HYE7|s1t A2 2| f0/2 2 A1 2| 0/1 O] HIZst==E FMHE[O
UELILCE

=
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25 &, SIEQY O IP Subnet 2t & 774

25.1.1 SIEQ| 0] IP Subnet 82 7+ 2t

25.1.1.1 74
SHERO] IP Subnet d2+& IP O| W2 Wzt FAFSHL|CH SHEQIO] IP Subnet
A2 S X 22 AL 1P FATF e 2l ME HA|X] of] EA|E L
Ct g50| AS™ HA|X| 7t SIEQ/AHE Soff ML ELICH s 250 gloH

HAIX| 7 CPU 2 T4 Bl CH2 AT EQ|OjE S X2|ELCt.
3E9|0] IP Subnet Z2 20| CHA Subnet, OFAZ, CHE Zo| |p =

[= N =

SIE{H|0| & SO| = ELICE SL=Y0f IP Subnet Z27F 23t 1P 7HA| 7f
2O £ A2 SIE/O IP Subnet B2 g5 QAL X & F0|
LALH HAX= CHE & 1P F2ao X S50 X FE AHIOo|AE Sl HE
HEE L SE=Y O 1P Subnet 32 &=0| §l2® M2|S /s HAIXIZ7tCPU 2
HESELIL

SESIOl IP Subnet 20= A& X &2 F JHX| ZEJ AL =&
ZEME SIEYO IP Subnet Z2E 522 19 fioF LT SHX| A

BUlolf ZI0tAA7 Ue 2t E F2 HA LY 0{0F HLILH XS 2 0l A
|2H2 22T B2 E SLEQ0] Subnet ZR0| XS 22 F 7L

Ch. 8tEQ0f Subnet ZE27} AR LM D E MXIJF RSO 2 S E LT}

-

251.1.2 SIEY O IP Subnet A2 743517 SIEY O IP Subnet B2
T2 CHS T E S,

THA g39 29

1 [no] ip exf {default | destination mask} {cpu| s =9|0| Subnet ZZO0| CHAF HEL Ao}
| nexthop vlan vlanid} N N N
OFASE RIHSHO| ZEIFSI7{LE ALKt Of

o Y2 25 T4

2 nol ip exf g
[nolip Subnet 2t E1S BN} E

P
Hig-g et L.

25.1.1.3 SIERI0] IP Subnet ZZ /42| AEf 2HI5}7|

L 29
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show ip exf

oM B2 TYYHE 2o ELL




25.1.2 74

2o

ME

©

ox!
tu

o
ro

W]
=]

SFC5200A Al2|= A o<

Ofl A

= #2274 T 0 THe L8O FASHIAIL,

Y o4 = 2t g 25l OhE 82 cPU YLICH CHS E0| 1P 4 7+ O
2t E QIHIO|A o AL 2F AHZA 2t Y YLICE SEY O] IP Subnet 2=
SIEQO] IP Subnet Z22| &= QlL|Ct

ME prefix 21 & 7§ 0|2 =& SHERO IP Subnet ZE27t XHEH Z ] A
A E|OfOF BtL|C} CHE B 52| AL 5H=90f Subnet 22 & H|O|E of E2fZ 0|
e =S Tt Aol EELICH

CHS S IP 29 ARP 7t QIO A|AHI2 ARP 28 S ELD LAHOZ O+
S 28 e=E2 CcPU Z X|HEL|CH A|AHIO] ARP SES $AISHH A|AEH2
S S2 AEXF X8 FAE YO O|ERLICEH VLAN QIHI|0|AT} CHS SO
e RO|H AR CtE ZO0| cPUu 2 X|HELICH AMXE T4 2
=7sfjorgtLct.

Next-hop QIE{IO|A HEE QIHIOA ZR2EZO0| QoW FF0| stE O
S 2t E HIOIZ0| F7tElX| &Lt 29X0f Chg e=0| ULt 7L,

192.168.0.0/16 next hop 192.168.26.3/vlanl

192.168.20.0/24 next hop 192.168.26.1/vlan1

192.168.1.0/24 direct-connecting routing

192.168.26.0/24 direct-connecting routing

10.0.0.0/8 next hop 192.168.1.4/vlan2

0.0.0.0/0 next hop 192.168.1.6/vlan2
at= 1 9] Che Subnet = Subnet 2, 3 & 4 O prefix 2/ L|C}. [2kA O] 2%t &

=
FEQI0] Subnet 22 E B0l 0] B 7t EojorgtLict B3
4£ Ny A7 29 go|n ohg B CPU YL

O =3 —

Of

chee MTiE el Rt

o
ip exf 192.168.20.0 255.255.255.0 nexthop 192.168.26.1 vlan 1

ip exf 192.168.1.0 255.255.255.0 cpu ip exf 192.168.26.0

255.255.255.0 cpu ip exf 192.168.0.0 255.255.0.0 nexthop

192.168.26.3 vlan 1 ip exf 10.0.0.0 255.0.0.0 nexthop

192.168.1.4 vlan 2

ip exf 0.0.0.0 0.0.0.0 nexthop 192.168.1.6 vlan 2

26 ¥. 34 0¥
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26.1.1 &

0o

ol Ab

o
L

HESIT B0l K842 BEL| s =2

=
—

~9/%]

2 meof b
Bro| HLj T 0|23t
| BAIX|7t e EA (fAES KX}

el &

L|Ct.

of ME|AE ME3F A &L Lt Of

TAE

=
=

IGMP EE= |P O A| K]

X~ O
= =

7|52 ool

et WEAIZE EA & = Sla Lt

2 SAENM EH IGMP, ARP = IP H|A| K] 2

(ARP, IGMP

>
S

OF

0

_|_|
20 <F
- 3
B =
oF &
K K
70 WO
TroORr
Ho Mo
o ©o

B2 X B T

26.1.3.1

= O .
= [}
D. i 0
= m <k Bl o .
o I _ %0 ool
= ol K T = =T
fol 0 =< jol e
KO m T w_.a < w
n _ ~ ~o
W5 = Ul
L} v x N W s
el 2= L TR 2]
| > Klo T | Ho K W
x_+ on < L L R
ol N T I Kilol | = | =
I | =5 | EE| |m|&|2 Tk
LN a0 51 51 MWl |~ | 2|
_ N T or e r | o
K K < T <]« N | = | =
L._u L._u N A._ 10 =~ N
w w | 1 g A4 F | f
RT RC< 3 | ROk gk T | o
Ho Ho B ur Ho tn o | & ol I
70
g e In
© = 0 2
=) 1) > o =) o
m | £ o IS O_H o o >
g | = =] = — | go =] X
3 |z Z R - |2 | >
5 2 8 a0 E |2 |8 |2
o = re) Tr 2 . o] ©
— — = — [} h ul
o o Qe Ho 2 | ® 2 |2
AN
™
©
(q\]
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ARP SHZ2 SAEQ MAC T4t AL XES 54 AAR AREEL L IGMP 541
IPEAHES SAE||p T4 AL HES SA £AAE AEYLCHIGMP &2 EX|2t P 54

ARB7| B2 08 g 93t RE O 4T BLIE B2 WX 7152

o % -1 O
AEFE 4= U LICH 37 WX 7|50] ARt L Ct
ke 29
filter enable A HX| 7|52 A|EFSL|C}

S8 WXL A ZEH CHS BE S AA5I0 34 UX| 4EfE =elg = ASLT
o] o
show filter 7 of gt AR M A,

26.1.4 >4 28X 4 o

ZE 12014 IGMP 37 %X % ARP 37 WX|S A8312{H 32 222 15 % Lof
1200 7H

Ol &2 HIAIX|E B2 &4 220 et HIEQR ME[AS A EHSHE S AES DESHYAL.
filter period 15 filter
threshold 1200 filter
block-time 600
interface g1/2 filter
arp

exit

27 . EOt 1 ( AAA 7))

27.1.1 AAA R

HMA MO = HER I MH| A0 HMASH= S JL|ICEH 215 (Authentication),
ot £ 0] (authorization) X #|d (accounting) (AAA) H E <
2FRE F AMA MH O CHot BN A HOE -G Z2f| Y |2 E St
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s

AAA Ot AJH|

27.1.1.1
Ml ZHX|

—
—

AAA

e |_h_l=_l_ﬂ - N ==
T Wr T I R s
i I~ oK ofu g g oMU U <+ R |
OH_Eﬂ 1 — D S M
I — | 3l < 31 LEADHMOH_EL. s kT3 v, &
Il o H Ko & 10 ol & ar @B £l K < 0
H s < o ) Eweln_ur_Om__M = o >
o W= X a ® RS RS g 2 2 M
H Tl < ol = g m.._hM__E_.Ia_lr 0 ° p
10! = N U o= = < o3 = ooy ™K M J B
kS I - - = o1 R~ o KO = ™ wl
© o orl ar o < KO o — —
7 m . g B e iy Gy ForE Ly A . S T o
< w0 2 < M — K RC oy o W go of ol o o ooy o
oX Ko = S 5= np o o o PRZ T R o mme =&
= Ko %1 THr 5 K A 0 H <oy S w3 0 = imem =
ol o 2 oY 2] T T Wb B oF T g M
3T K T 4 W o < 10 |L|H+o._A&o_._| = = u = =
: o = m u = o Z oo MK of of ° W < R mE T 2O
o G R 4 ®E £ WU h B o 2 ~H
3T Wu_u K Ko = W K2 o Sl R0 Ol = FI < i3 A FD e S
o ol - or © il — R’ iy 2 s 21
Uy =R Fodg Wy W W pwRE T 5w g® @z 0
H ul — LMH7_A ~FT 1+ +oa_”_o_.|rx_o_..u_|go = Mlm =
1 o_oﬁ_vﬂ__ ol I gm MO S 30 Hl =l g0 A Wo__mo ol m T — = :_tuAl EW
44 _ Al = b TR = = K
0 % op 3 8 R o 2 Ko X & MW T ew g MW AT T
: B Tgwz @ L0 ur W T o wmzET wr WX T
< o il ol alo Hr Bl alo olJ ull or m__L ol o M W_.m - 80 ® oK ol { aor oju )
un W R oy oo KD z - mow®UT oy KRT o T
g =Wy 30 O Al sY T S L R <
3 D A 5 Rt pT B gws < XU
o . K WA_%L_._LO_ %&. Mo R - =) =r ___EI_ K-
< oo <l o @ oo W ol =~ o ¢ T o S B w H 5% T oo o
ol =< R 1 K Ul o O a1 ! m_wo._wr_ 30 A RO o < -
E) o X ooz o = X mElHIwy = BU z &
1 ol 1K m o g 2 < B . ol N=FoT s s g < d W W
< ok o oF © <k 2 of | ot WM&%%E@ ® 5 X o~
< ol W El_mme____%m_'1WE2. z o DO s T < 3 ol .2
o A w_ur_A_mﬂml_.AI_o_EWI_M =] mmkoa.o_E%o_E Moo L_MWMMM
5 wol s oo ® = ° ©L Ko f- 2 NE g T e oo H i < R X B2 X
51 0 om T X g WA ol n 5@y <ogpUOmmE XKWL o =™ & 5 O
m - Eoﬂ W__l.._ln.vulgo:m_u._ mH ._IO_HW_A._ m_r_l_.A %l A Kk .__.__._.I %0 B B |._AI|._AI < M H MH_n_..AI
L) ol o R T I B X Ho B ooy + U BB NF g < o+ (4
J = %0 o T B = W o7 Moo I o 2 0 — T S0 &=
50 Bl o 3 7 ooy oon wl R Fzoz QMo X - <k o o X
ﬂ_.w_vo ® o4 o u ol m0 Pl K < %0 ._Io_.._ A._ﬂﬂ < 0| muu_Al ._|_..|_._.__ mmw I o o
H & Ko mr < & T I ) o o om f %0 1o R = .AM__HM&._.&.
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Bl
70

LICt 2| A

L

o
o
=]

B2 AAA Of 2f5f 2| | 0fof

AHE 35101

=

=

Zt2|. AAA

~
(]

B o]0 H83tK AAA A

= O|F
M-S gL ct.

ArBHE

=

=

AAA
® RADIUS, TACACS + 2} Kerberos 2}

27.1.1.2

o0

<l

ol

E=
I

Ko

2|

=

o

AAA

27.1.1.3

(Ol : IP, IPX BE= VPDN) EHQ| 2

| (AFEAL &) EEE AMHI~

CIO
| cte

(o]
i}

A+t

2

T UA=F A = ASLICE

ol
20

ol
T
Ho
ojn

130
oF

—_

jol
A
oK
Klo
od

—_

jod

EL

i

ISt AL,

o
S =

k=3
=

E X7 HMEZLA
Q& L|LCt. Cisco 10S 2ZE Q|0

Z=3L|LCE. Cisco 10S 2ZEQ| 0

O

27.1.1.4

4

O] AO|Z 2lO]2] Of= X|FO M =

=

| O E{ H| Of
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=]

Klo
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AAA HEQI3 4: R1 1}
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R1 RADIUS
sSerwar
d Rz RADIUS
H senvar
b7 : ; Tt TACACS+
a servar
NAS
He'r;o'.e T2 ' TACACS.
C S
seover

Workstation ]

745

a8 1-1 MEHQ aan HESRA 74

A28 22[XH7FR1 0| BA Q1T FEO Lol A& Fotd R2, T1, T2 & OFX| &Y

S =2 MH HZ XAl 22 ALEXL 0| F HIO|HH[O| A0 HZDSI= Y#-S Fo| ULt

A

=
gLt @4 AFRXWF HEXAIO Hat H&5S A=5H HEJT A M2 MH =
P R10| AT HEE F2LICE R1O0| AEXE 2F5HEH HEYNA MY HZ0

PASS SHE EUn AP%ME HERZO 82 & = A&ELLCH R1L O]l FAL 8H2
HtotstH ALEXFO| 20| AR LD MMo| Z=2EL

Ch R10| SESHX| o™ HEYA MH H22 0| ERROR £ X 2[5t R2 0] 215
HEE Felguct o] HHE AL ASEALY AREAHLL MO 2 & 71X
ALZEUCH HEXZ MY 20| MES 2FE Me|ote{l & U} MH0| S= & LT
FAIL SE2 ERROR 2 &3F3| CrELCE FAIL 2 AFEXHZE 215 6+XI o USS

LS

o|ojgtL|Ct QF2 FAIL SEH2E EHLICE ERROR O|A Ot MH{ZL 215 2|0
SEHOHA| AJXSLICE O] ME0| 2FO0| A|=E|X| AUELICE ERROR 7t B X| &
A0t AAA = 21E Y S =0 Yol Bl CHZ QIF YRS MeigtL|C}.

27.1.2 AAA T+ T2 M A

N

OX OfF FRO HO RHES 7
R[S C,

mot

x| ZEoforgct fE Y o

OH

A
s

mjo

27.1.21 AAAFE EZZNA Q7R

=PSINE=}

M

e HLO HOI MHE AtE%l2{H EQot TZEZ Oj7f HeE 74
RADIUS,
TACACS + £ Kerberos 2 ZAMSIAMA| 2.
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gt 4% £ AHLO
[s)

=
CEPY

GERG

57y

| PPP QI

10

oo

i

Af

20
o
1o

1of
ol
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KR
e
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jol
m

M
(e}

AR B
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o
o

o
o
AL O

=

=)

= O

AAA P15 2
O
—

AAA

w|
H|

H|
1o

od
Ko

ol

0o

of
g
afl

27.1.4 AAA

A2,

HAE Syt

A

olo

oju

Oj7f M2 FA8l10 RADIUS, TACACS+

HSIAM A @,

Z4A
(= R

£ = Kerberos £

gL,

olo
xr

of %

e
10

= 53 AHYO[ALL

L|C}. aaa

I

=

o
o

OfSHA

AAA E Ot MH|A = CHY

27.1.4.1 AAA E AIE3I0 21

oju

authentication login &S At

M A=

s

=

.
o

otol =a¢l

=Xy
o

L|C}. aaa authentication login Z &S Al

I

=

o

o
AMESHY HEELICEH AAA

gzt
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CEL CL:

aaa authentication login {default |

list-name}methodl [method?2...]

line [ console | vty ] line-number| 215 228 X8 &t $|M0f Cist 5| M
[ending-line-number] D EE A|EghL|C},

login authentication {default | list-name} olZ 222 3t = o|At0| M L3stL|Ct

list-name 2 23S 2 5F2| 0|F& XI’ot= H AEEl= EAS YLICE HaE Q=
215 €12|F0| A =5t A M HAES LIEPLCH F7HH A= QIE2 0| B AE7t
ML P Zo0jE @RS gEldls ZRojT ABEUL BE 2 EJF 9RE
gtetstE2te Q15 0| §Sot=5 X0t T HE Aol A OpX| S o

2ER none & AF3HMAIR. O E =01 (O] OGIIX0A) TACACS + AMH7I 2R E
drekel et Q50| MBS S XSt B Che BHe YA,

aaa authentication login default group radius

none 9|$ EE= AR 48K 22 25|

o 11—

THof uy

enable QB0 ALE B o2 ArBELICH

group name eI 2 PIsh XIH © Me 15 ALBE LT
group radius 0l52 9l 2E RADIUS ME S22 ALgetL|CH
line elEof 8l et ALgELIC
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local QIZ 0| 22 A RIO|S 2| HO|E{H 0| AS AL ELICE
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local-case

i/ ~2XAE T2t 22 ALEXH 0| F 2SS AHE-LICH

none

215 S AFESHA| Bh& L.

(2 EEY=E

1) A8 =& A8si0f 210 21

enable method 7| =2t 7| aaa authentication login & 22 AM235H0] ALE

ts =g 2302 2F

X o|g|X|
e 4

o

124%

=3
= -H 7

—_

MA2,

aaa authentication login default enable

(2 =dy=sE Mtz 2T

aaa authentication login E &2 line method 7| =2 &/ AHESH0] 2| &

aaa authentication login

ERTIEETEEERE-T WYY
S 270 I ALBK A5 WHOR 2ol

g SO LEH2E S

S local method 7| E2F 81| AF2SI0] A|AR

WHO 2 XYL, 0|8 50| Cf2 4= 2 Zo|

B2 B8R 2O A ALEA QS YH-2E A8 7ts =& XI5t H
o

=0l 3
Y= & X[ Yot B s Y S

2P EH = AMA AHIE S0 2Z ALEXL 0[F2| HIO|HHO|AE AHE
FYUCL O E S0 CHE HAE S50| ZoEX| @2 3= =212

StE 2 x|

Al AFE R} 9l

=B

njo

oI LHE22 2Z MER

YHHA 2,

aaa authentication login default local

2ZZAME
"AER} O

A} O| & G| O E{ | O] 2 0f| AHE K}

[

O|F HIOIHHIO|A~E X' Eote{® Cig

|2 015 AH"HS &XAAL.

(3) 1= RADIUS E AFE3t 21921 215

27.1.4.2 Hst E

aaa authentication login @ &2 group radius |2 E2F 74| AFHESH0| RADIUS &
.|

2791915 WHO B XHIAIL.
Y2 FP 270 Al ABR 913
YHS YOI

o E SO LHE Mk 550] F2| &K
WY Z RADIUS & A|Fot3E o &
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aaa authentication enable default &2 AFE310] AL XII7F AT L= EXEC HE
0| AMA S = UK EE ZHSH= O AR E[= YHo 015 YRS PtsL O
ZICH Al ZLX| 215 HEE X8 = JASLCHL =7 HAE Q52 Of M HAE7h Auf
o 4200t QT E Htetsl= Z 0|0 AL ELICH EE HAE 7t R E BIEISIHE
P150| dSoteE X|[°d5te{ ™ HEH Ao A OpX| T of 2
EZ none 2 AJSIHAIR. MY 748 ZEON
CtE BEE AFESHUAI2.

HHof A

aaa authentication enable default EXN CHHZ2 Q= AFRXIO| st AR X}
method1 [method2...] ID 2 5 =holS AT CH

method Q&= Q15 Y1N2[F0| AEdts HAES HA =52 28 = =M0 =
[SE < u

ChE Ee X Ee AFE 7ts 215 Y2 LrggL ot

cHof =L
enable Q5e 42 AHEY 2T L2 E AL
group group-name | 42 group server radius = aaa group server tacacs + F 0| Mo & QI
22 25l RADIUS = TACACS + A 2| 12| &etE AFEBHL CE,

group radius 252 ?lsil 2= RADIUS SEE AEgLC

line 50| 2| A= E AHETLICE

none 5SS AHESHA| &L Tt

27.1.4.3 AAA 215 B TA|X| T

AAA = T8 7kt Qe S Aot 201 HiH 9| ALES XA LICH AFEA7L AAA B
AHESHY Q1B EE A|AH 200 & I O O|FE = S0

Ao g W HA| 2 HA[X| HIHE 718 & 5= AL T

239l i #4517
AHBXZF 20 & 42 HAl 2 H{HE 852 (222 & 7|2 O AIX] 1A])
Y Fd BEOM ChE FE S AFESHH AR,
FHo] Yy
aaa authentication banner delimiter
JHeId el 201 HjH & BHE LIt
text-string delimiter

291 8] T4 AT

AMERZE 2000 Ao 2 IO B AL = HAIX|E

Tote B (219 Ao
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CHBE 7|2 HA|X| CHA|) M A BEO|M CHS S AFRSHAAIQ.

Ho|

aaa authentication fail-message delimiter| = 9| AT O A|X| 2 L}ERALICH
text-string delimiter

nx

g

nx
o

RO HHE USHE F2 EAE 7 doioF Z L Of ZAt= ChHg HAE 22Xt
HiH2 HEAZ|D BAE ZXE XM BEAZ =S AL LELIL 18 A=
HAE EXEO oM BH=E[Of HiHSl 5 LEFHLICE 22| ZAt

ne
o

23 ASCII

A MES| B EA & = UAXT AT Z2] X2 FolE[H W EAE HIHE

27.1.4.4 AAA 2 AL X} 0|2 0I5

AEXIOA ALEX OlES YISt HIAIXIZE #A| E O HEAEl= HAEE HPGsHEH
o 7
M ZEO|A aaa authentication username-prompt HEH2 ALESIAUA|R. 7|2 ALEXt 0|&

ET E Hl
= =

a—

I=

Ot

AER SOL7HEB 0 HHO| no HAZ A

o

<

ol AlL.

aaa authentication username-prompt B 22 2 TACACS + A|H{ 7} X Sdt=
E

Ciot SAHE HESHA| gLt Y 74 ZEOM g5t E o2 B S
AFESIA A 2.

Bof EL:
aaa authentication username-prompt| A} x| 0|22 QA2 MA|X| 7} EA| E
text-string o A 2XE YL CH

27.1.4.5 AAA H 2 H| 2 HS O

ol

AR A d=E 2= HAIXZL HA| € If EAIRl= HAEE HASIHEH =22
H 1M ZE0|M aaa authentication password-prompt BZH S AFE35IMA|IR. 7|2
o

2oE HAER SO7H2B O BBO no HAZ ALBSHIAIR.

o 1=

-

J=

gl

aaa authentication password-prompt &2 &2 TACACS + AMH 7t XS st= izt
HAE HASHK| RSLICHL TS T LSS AFESHMAIR.

CEL CL:




aaa authentication password-prompt | A2 X} ¢S o] ZAFYS Q24| T},
text-string
27.1.4.6 ALEX} Q1T TS 7|

Ch=ah &

rlo
oY

POl RET ALEXL O 7| 21T Al2”S 8" & ASLICH

o SO FPR RIS MBS /IS 0E 20 HML S5 HF, W29 45 23¢9
Al Xt 38 29, "EE 27 dE

O] B2 no YAIS AFESIO] ALEXL O| B2 A MBI AR,

username name {nopassword | password password | password encryption-type
encrypted-password}

username name [autocommand command] username name [callback-
dialstring telephone-number] username name [callback-rotary rotary-
group-number] username name [callback-line [tty | aux] line-number

[ending-line-number]] username name [noescape] [nohangup]

username name [privilege level] username
name [user-maxlinks number] no

username name

27.1.47 H|2HS E7|

27.1.5

of2f [t 2 Wl Ch HMAS TOjSH7| o) 22 YBE MHSA, WY T4
D0 enable password HHE ABSHIAIR. 4T 7 ARS XA 5212 o]

H2O| no YAIS ALZBHUAIL.
enable password { [encryption-type] encrypted-password} [level level] no

enable password [level level]

AAA 915 1 Of K|
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® RADIUS 9= o A|

O] 20| M= RADIUS E At&¢t otLte| 7149 O & NS & LI,

CH22 RADIUS € 21535t HotE 20i5t= $H 2 205 L(Ct
aaa authentication login radius-login group radius local
aaa authorization network radius-network radius line

vty login authentication radius-login
O] ¥Z RADIUS 215 & #ot 20 7o &2 Chzat 20| ol Lt

aaa authentication login radius-login radius local 322 210 TETEQM ASS
Q|5 RADIUS & AH83tE & Bt EHE T LICH RADIUS 7t R R E HHetSHH A 8= 22
HIO|E{HO|AE AHESH QIS E LICE.
aaa authentication ppp radius-ppp radius & &= At X}7} Ot 2l 2 QI5HK| 42 4
2 CHAP = PAP £ AL2310] PPP 2132 AF8SIEE AT EQINE FETLICH
EXEC 7| 50| AL&ALE Q15 ot B2 PPP Q50| =¥ | X| Q& LICH
aaa authorization network radius-network radius ¥ H &2 RADIUS O] HEX3

OF, Fa BT U J|EH YA S22 H|TUC

LS, T L DES

ot

login authentication radius-login @ &2 3 &0 radius-login HAE SE2 AtE

7tSSHA gLt

2716  AAA R TN I 2=

AAA £ AFE35I0] EXEC 7|52 o] 7F8tL|Ct

27.1.7 AAA 2R 1 S 7t

AAA Q15 S THOLE B CH T TENAS 2HOHAIL.

3 HE Ol HOF MHE A23I2{H RADIUS, TACACS + EE= Kerberos 2F Z42 HOF
ZZEZ 07 H4E FESHUAIR

4 AAA OIS HAHZS ALESH0] 2B 2 ot ] 552 Fo|ghL|Ct

5 Lost 4R MME E52 §78 QIHL|O|A &= &0 M8%hL|Ct

27.1.7.1 AAA £ AFE2310 EXEC H3t 74 aaa authorization HHS

AFE35H0] AT £O1E 2SS AlIR.
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HO|E M#BL0] ALXI7F EXEC

A ofE HEMAR. 0] 7|52 At BE =t

F

.
o
[

ol -
AN =

A
e

y2t

aaa authorization exec
S

Al
=

U N R T @A om olo

< < % @ U . = " o T

DI' FOA._LIO_ c K

R 1y

T L_._Ll_n___M.%L.U_Hulp_l._o_._._._ 0l

DU - T |w Qo B e Tom o 1o

= Hg_ ol mmﬂm_u ot ® M_ = oo 4 =

8|5 |# ZTeogBo,gens =

. RO o _ T o P 0 R U <]

o xu 2 = Koo T o3 oul 5 4 Klo =)

< ol s | e % < = od =

| i 10l = ._L0|_|__MW_._.@||mm.r E]

o) o | oy | B D =l T =1 e

0fo i o T i K = &w 2 ou op wo H K ©

< R ey e BT W ujJ

o R | wS | P mafoPgrrX i

B X iy e o T = _ S

0 ow | ow | YIS oo Eoa g s o

#0 =+ ™ Ko K2 <1 o X0 o r

Tod I U <| _ |AWI_A .

o 7 2 o ﬂMo ol A__Ao»u_kl o|_D|ao or

o | & M = WG g T OB uf

ojo 8 Ko zo | % < m 0o & gy - e

T o L O R Y IR T I L N

- 5 ul H 0w & 4 & Bl

- =) 3 i KO 1 = = | il

g B g A em oEys" o i

- = - — =l K K

W B 3 3 £ ¥ L B A T

= 3 g £ S 8 o < F8 N }

o ojn = z I 8 — <7 I 5 X 0l

i ® m o] X _

< 2 2 =T ol T g MHr

Jod - . j— 10l <0 < < =1 O wl S or
wo g o s miilc@2miywmlw

5l 5 8| = 3 U oor B il

W0 >l & |3 T = R e S ~
o 2 = = 10 O o b

MH .m.m.|.m.n o = ﬁowmgm__.___u._ e (=)

[T S |z - 8 ]s £ ) & 2 o & - 2

H oW WK g o E |8 s @ W g 97 RN &3 %o

w0 B0 B |5 £ o 2|8 2 % ogomour oy, u @w X

Y £ E| 5 ¢ |2 2N T AW g ggdss °

o T 2 3 = |5 o |L||_M|wm0 M

= r+ am = o |® u o ol o o B T o T <k

W ol s £ o B | oF T mr ED oo Al m ul <] RO
AT T8 £58|8 W ol O 30 X o H M X K

of AN 27} 7Hs et CF

[

=)

u[=3
5l 7|

3

=

<]

NES\P-E!

9

RETLLIEE S ASHCL

=

=

= EXEC @I
ZZ HO|E{H|0|A AFRS &7}
NE=INP

—

=

ol 5|

3| X| 2

—

—

off

aaa authorization exec default group radius

group WORD
group radius
local
if-authenticated

=
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none Ak 2ojs +ugx| Y&

27.1.8 AAA 518 O K|

1 EXEC 2Z &{7} o X|

aaa authentication login default local aaa

authorization exec default local

|

username execl password 0 abc privilege 15 username exec2
password 0 abc privilege 10 username exec3 nopassword
username exec4 password 0 abc user-maxlinks 10 username

exec5 password 0 abc autocommand telnet 172.16.20.1

!
Of ¥Z RADIUS 21& T+ 82| &2 Ct31t 20| Zo|FL(Ct

aaa authentication login default local 332 210 2159| 7|2 HAE FES H
o

olgiLICt. Ol ¥ FE2 2= 210 217 MH| X5

aaa authorization exec default local B EE exec Mo F0{2| 7|2 HAE SEZ
oe
—_

oL T HAE S22 exec EE YO} St= ZE ALEXIOA Ats22 & &
AHE X} 0|22 exec? 0|1 29! @S = abe QILICH EXEC HEH 52 15 (1A &=
+F)YLCH F, #st =F0] 15 2l exec AFEXI7} exec 0| 2QIsIH 2= HH
st =l o = JASL T

AL X} O| &2 exec4, 22 2= abe, AFEALS| Z[Tf 23 == 10 YL|C

AHE Xt O] &2 exec5 0|1 2921 4T = abc O] AFEXHE exec O 2191

g A telnet 172.16.20.1 S =¥ $tL|Ct.

27.1.9 AAA T+ A8 5= A LS

AAA & AHESHO] B A" 78
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AAA E A2 HEYT AN 74

27.1.9 AAA 7+ Zr Y AH LS|

MAAARE TS bds 74 ZEALE FHHAL

O| HOot M E AF23}2{™H RADIUS, TACACS + FE= Kerberos 2 Z2 Eot =2 EZ 07

27.1.10.1 AAA E ARSI AE A4 +d

aaa accounting BH 2 AFE310] AAA AE 2 23St A2,

HEST M MHOM SHEOT 22 OF2 HH2E AZA0| TS AE YEE MSst= S
228 9H=2{™ aaa accounting connection HH S AFE3IMA| L.
22of g2

aaa accounting connection {default |

listname} {start-stop | stop-only | none}
group groupname =

list-name 7| ¥ E= 4™ FF9| X

ne
mjo
0g
o2
I’|['
_¢

oo

Iin
I
Ial

i S — o

HE oM XAE = HE AE Yy S

Etof Aoy
group WORD T AMHO| AZel 0|F& TSH Tt
group radius Radius A0l &L CH
none ANEE & = QIO A0 CHEt AE ME[AE Hl2HdetetL T,
stop-only QET AR Z2M AV EE I "SRV 5 X E E-LICH
start-stop

RADIUS & TACACS +& 893 & Z2 M AT AIRHE I "A|ZPAY & &
HUD Z2MATEE I SRAE LES YL

=2 o=

=1
=

27.1.10.2 AAA E AH8%tE HEYA AEel +4d
aaa accounting B d 2 ALE5H0 AAA AHE 2 EHTISIMAIL.
SLIP, PPP, NCP & ARAP M M0f TSt 77 SEE MSdotes WY =52 U= B HY

E
g ZE0| M aaa accounting network B S AFESHAA| L.



27.1.10.3
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FHO a4
aaa accounting network {default |
list-name} {start-stop | stop-only | none} HAREOM A™E S0 LT
group groupname
list-name 7|} E= 2E SE2| 2AES FS= O AEELCH 7|/E 7|/E =
A =M S0 xHEY B HA LS XEYHCE O B2e 9 X Exl= HERR
A LS LgL o)
£Ho] a4
group WORD Aol chsl HE & MH D& A8 713kl ©LICH
group radius radius A"Z0| S ZLICE
none X788 & E= QIEm o] 20| Chet A MH|AE HigdatetL
stop-only QHETHALEA ZEZNAVLEE I "SX"7|F 2H X 2L
start-sto
P RADIUS & TACACS +5 28 E T2 AT} AISHE 0 "AZ2Y & g
BUn Z2hA7LEE I "SAAE LEs 2L CH

AAA A’ YHIOIE
G718 2 A AZ BHZESE AE MHZ 22 =+ A St EH Y79 20
M aaa accounting update FE 2 AFESHUA|R. YAl AE YHO|EE AL SHX|
Qo2 ® 0] YOl no YAIS AL BHIAIL.
CEL ek
aaa accounting update [newinfo]
AAA A8 S YHI0|E LTt
[periodic number]
newinfo 7| E7F ALSE|H 20 o M AE YE7F AUS WOtLE AE 2 E7HA

g MHZ EYLUCHL oS

B 22 T HYLICH
eI,

periodic 7| ¥ E2} A
FIH2 ©MEEL O

|

=

YA

o

—

IPCP (IP Control Protocol) 7} & Z peer 2t2] IP F

A YIZE = &4 peer | M ALESH= S &l IPFATL

AHESHE YA
AL AE H2EN =

AY BEETH 2l Bz Fo| & Oz

AZ REZ WS E WK i

AFEXLOf Tl 7| = & 2E A" 27 S0 ASLCH

newinfo X periodic 7| %

OtCH Al AE 22

E7h A8 Mz 2L ¢

2 BE AHgOHE 495

g2

S N METF QS )
o gof & thz AE 2l

AN F7|HeE A8 MHE ELf FHLICH O£ 0], aaa accounting update newinfo

HZ{i=2

oco=

periodic number

2ASE ) 210l 3

2E AEAZE F21HY YAl AE
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=
ddsta M AFEX= newinfo YAE|IEE 7|Eez  AE HIEE

HEEES
dgeLo.
27.1.10.4 AAA AHESHA| BE= A8 YA

AAA A|ABIO0| A X} O] 2XFE 0| NULL O AFEXH0)| CHSH AY | ZES HLY
X A stz™ 2 2Y 74 2 E0|A aaa accounting suppress null-username
HE AESHUAIR. ALEXL O] S0| NULL QI AFEXO|A 2ZEE ELf2{T O]

HO no YAl ALESHHAIR.

0 OoF

aaa accounting suppress null-username



SFC5200A Al2|= M O 7 <

27-2 & RADIUS 443} 7|

of goM= &4 2IF Ctole o AHEXH MH|A (RADIUS) 20 A|AE0]| TS

HHSID ST AU S FOSH0 RADIUS 7|&E AFESH|0| M ESH D Al

o S =
HE®R 24 A HetLCL "RADIUS 78 2 SE"H0M=

3

AAA (authentication, authorization, and accounting) @& 2S£ RADIUS &

Tdot= Y=o thsh 2Lt

=0od

27.2.1 27

27.2.1.1 RADIUS ©QtLY

Ol HoM= 224 215 Lol Q1 AL X} AMH|A (RADIUS) 22F Al A EOf CH 5K

AlHSHL|CH "RADIUS 74 XY SEE

X O|5lH RADIUS 7|28 AMR3I7|0f At B X

MO A= AAA

(=]
(authentication, authorization, and accounting) @& &2 2 RADIUS & ++4

St= ROl Chol 2 FLICh

- od =2od

RADIUS £ X[ J5t= 02 S5 A M7t A= WE/AI S =0 o
So M2l HM A M= tHY RADIUS AMH| 7[8F 2ot H|O|Ef H|0|AE
ALt o2 S5 Yl ML MEZE s 1P 7|8 HIEZ0A

r

AHE X X| M &l RADIUS AHHE E8f| Q15 EL|C}.

AHEAEZE EHY M H[ A0 0 25t
o oY SAE "uin 22ty
Protocol)Qf 22 CHY ZEEZ0f Ciet Shat=
Ol E S0 AFEX7F 2 0QI5HH R
ALESHY pPp E Y = e dHots &

Al ZFRL L.

Mot & 239 ALEXb= Kerberos 2O A|AHIDE oF 7H &SR

HEQIZULICL. RADIUS E AME S}
FEE|E| == PPP (Point-to-Point
CHSh AR RH H2S HOf & 4 9 SLICh

= T M

ADIUS =0 AFEXIZHIP F £ 10234 5
Qlstn Ho| &l MMA BES

2laAn AME SA7F 223 HESA. RADIUS Q1E0|Lt HoH H0iet
A2el0l RADIUS AHEZ AMtEY == USLICE RADIUS AE 7|2

Ao MH| A AZ B B2 & Z2 HOIHE H&Y + A2H A A

I8 &=l 2|AA (AlZH THZl, HIO|E 5)9| &2

LIEFE LT QIR U

A
A 3G (ISP)= Z2[/0] 7|8 { M O] RADIUS HA|A K| 0f S 3| A|

AZEQOIS AFSl0] SHH B U HT Q7 AY 2 FFAY 4
.|

UELICH CHS WEQIT 2o 4F0j|A & RADIUS 7t
ZE| ZREZ AML 280 B2
RADIUS £ L& ZREZS X[H5H| EEL

® AppleTalk Remote Access (ARA)

® NetBIOS Frame Control Protocol (NBFCP)

e

=
Mot ¢

FELIC.

LS
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® NetWare Asynchronous Services Interface (NASI)

® X.25PAD %=

o APX-AR(X| 2 2. RADIUS = FHero| 215 S MSSHA| RS LT

o LUEIol CIYTH AH|A. RADIUS = LEIHOZ SILIO| AH|AZTH ALEXL 2F
HEQIE Bt L C}

27.2.1.2 RADIUS %5

AFEXL7F RADIUS & AHESH0] HAA MEO| 20l5t0 21F 5k ot o
THAI7F Lo,

dlo

T ALERO|A ArEXE OBt 25 YHStEt= HIAIX| 7L A& LICE

N
>
o
pal
10
o2
fot
ot
rn
o
ne
rE
fot
rir
s
|m
<o
|l
ijn
ofm
el
Py
>
9
C
wn
x
T
Hu
r
of>
n
I~
n

3 AMEX}7L RADIUS AMH O M Cf2 8E & StLHE 2H& LTt

a. ACCEPT— A}

ol
>
N
ro
ol
il
20
Ify
-
o

b. REJECT—AEAZ} QIS E[X] ERU2T AL} O| St =S CHA| (&St}
HIAIRIZ7F EA 2| AL 20| AR ELCH

rir

c. CHALLENGE—RADIUS AMHO|A 2ls5t= AIEXIZREH F7t HO|HE

3L

d. CHANGE PASSWORD—AEAL7L M| 2 E MEHSIEE Q HSt= RADIUS A
HO| 2 3L C}.

ACCEPT = REJECT SE2 EXEC £ HER3 250 A &&= F=7¢
HO|E{Qt &M MIELICH RADIUS 915 ArE3z{H HX RADIUS
QI5E2 2t=ES|0F BL|Ct. ACCEPT L& REJECT HfZlof =3 =l =7}
HIO|H & Ctaa 20| g ELCh,

- SAE EE SP0[AE P Fa, HHA S2 9 ABR AT EDHE mE
GZ Of7f H=
=
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aaa authentication login auth-weba radius aaa

accounting network acct-weba start-stop radius

!

radius-server host 192.168.20.2 auth-port 1812 acct-port 1813 radius-server

key 405.10

!

ip dhcpd enable ip

http server

!

vlan 1-4

!

web-auth portal-server 192.168.20.41

web-auth holdtime 3600 web-auth

authtime 600 web-auth keep-alive
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interface Gigaethernet0/1
switchport pvid 1 interface
Gigaethernet0/2 switchport
pvid 2 interface
Gigaethernet0/3 switchport
pvid 3 interface
Gigaethernet0/4 switchport

pvid 4

et QIE{Ho| A0 B

interface VLANL1 no ip directed-
broadcast ip helper-address
192.168.20.1 web-auth accounting
acct-weba web-auth authentication
auth-weba web-auth mode vlan-id
web-auth enable

!

interface VLANZ ip address
192.168.20.41 255.255.255.0 no ip

directed-broadcast
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!

interface VLAN3 no ip directed-
broadcast ip helper-address
192.168.20.1 web-auth accounting
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web-auth enable
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interface VLAN4 no ip
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SAHE So 29X E HeloteH S 2L 38 A9K|, 8 LK H =R
29| X[0f 7| = VLAN Of RLO{OFgtL|Ct, O]2{gh A2 X|2] 7|= VLAN QIE{ T 0]A = 0]O]
Exe

TY A9X[= BDP Z2EES AESIY Fd@ 290K, 22 29X A Y|E 2
HAEHE HEUCHL Eot BH AQX[= BDP ZEEEZZ AMESI0 HEYI EE
EXE HEUCh meEtN 3 29X, 22 AKX A 7|EF S AEOXM BDP
Z2EZS HAUSIY &4z AZAE QIHI 0|20 BDP & &8 3t diof L Ct

3IPF2
22| 2H|0[40] telnet, http X snmp &t 22 TCP /IP &E2| ZEE &3 S22 H
Ol §25t= % 22| 2HO|HM B2 & == U= B 220K[Q 1P FLE 7 g5H{oF LTt
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(1) 29X YOl VAT A9IXS B A9/ 2 HHt B TS BYS

(2) th7| 291K 2t A9X8 B A9X2 st oS YEs

CEL uy
cluster mode commander member ST AQX|E 7| AQ K| MASHL|CH
(3) 29X BH =7t Chs FYe A0l MAC F2IH Us
7| 29X E S22 F7hgL Ch
gdo 4%
cluster member [id member-id] mac-address H.H.H AQ|X| I E =7}t C}
[password enable-password]
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28133 28AH dH

1 IP pool A%
2 B S 50 SHAH 2HE|E Q8 1P Fa 22 FEHAIR
BEo gy

cluster address-pool A.B.C.D A.B.C.D Configures the IP address pool.

2 Hellotime 2

Hellotime (BH¥l @ )& Fd510 FH AKXt L AKX 7H| HE MO[3 O AIX[E
HUEE 22 28 5 s
=24 74 BE0M OS2 FHEZ W50 2 2{AE Hellotime & T+/d gL T
CEL ek
cluster hellotime <1-300> B125 A9 x|of A2l 22X AFO[Of hello
HAIXI S 2UjE 222 e
3 Holdtime 7+
b AKXt HEH AQK[7F LT ZHHHACE peer O|AM HME H O[3 HAIXIE & X|
Z5tH peer 7t CH2 o E{O| ATt MZbetL|ch #4 & 5= A& L L

CEL CL:

cluster holdtime <1-300>
HEH AKX Lot AKX 7o

[HE MOIZ HAIXIE EW= 244 S Y

ZH2AHE § H2E A8 S HAHO Aes 29X|2 2|5 HEELICL
T 29X 0| e AM ZREZO F = 2HAH ZAJA IHE 72 22
2AQX| AO|2] AHE2|ot Z&L|CH CHE BE S HEsto] S AEO| TS 24
ZZEZEO g HS E gLt
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cluster discovery hop-count EIX| T2 EZ0|ppp & HSE JASHL|C}

28134 017 252 & 2LIEE
ZAHO 78 U HEHE ZHEZ 5T O TES 2T AIL.

HYof EL

show cluster CH7| 220 MBS LI 2B Ct
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show cluster member S AH HHE =QISHL|C}
show cluster candidate O] 23{AEZE =olstL|Ct
show cluster topo SAEH TN E SOt C}
show address-pool SHAH FTA ES QIS L},
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SeAEM MY E F BY A
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YA AQK|O Pt

http://192.168.20.1/es6/ ] L| C}.

192.168.20.1 0|21 7H°gstH,
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URL 2
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HEY3 EFX| HA|X|S & WL|Ct,

Hx HZE : Oi2H =E0AME &L OiAH 22 F - 8 X HAIXIS
ot g EERX|VL AREJEXE HESLE B EZZX|VF 2ZE[EH OFAH
EEE Ex ZEOA HO|H HAXE AHEHLLCH & EEZX|0fA
:

{1 &37F B2 %

AR OIAH L E& EX TEE AFE310 OO|H HA|XE MY & &= ASLCL

A ZE . A L EO|MC FHELICH SH LEO| F ZE= S ZEE A 8
_ASLICt

g HEQ3Q Zt ZEE= SILIC| ZE IR0 4 & £+ JASL|CHL ZE A 2
ALK LE IEto| £ ML VLAN O] MO = Zof 74 & £ &L O
110 8 = UZO|OFAE = ES10|S4E HZAS= ZEE= 7|2 LEQ L|C} S1 0]
S2EUASE ZEE BT ZEQLICHLOE AQX|7I E HEQIE HAsleE ZEE
SH ZEQL|CY,
L E
SUst AQIX|E CHE o2 Fddljof o= AR 29K MZ CHE E2|H

=
ZEZ Sof ME CHE Y2 AT of FLIT

29.1.2.3 VLAN X|0{Q} O|O|H VLAN
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Oyl & B3 TZEZS AQX|0| MAC 4 H|0|22 X|0jst0] EZZX|7} ¢
= Go|E HAIXI7t 2HI2 FAZ Ma E 4 YT E HLCH YBHOZ MAC Fat
00 = 20| MAC F2 EHO[Z0|M AlZto| Znkstr| AIRISLICH Ol H & B
Z2ES2 AYX| O MAC FATH 7HE BE AlZHLj0| Q21 H|of
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29.1.2.5 H-HER Q| 2t AEf

OlAH LEQF 54 = E= COMPLETE 215 Ed axf & HEIA7 tHst
HENQIX| 25 BA| & = USL|CH OtAE - EQoF S oiXf F HEYI o/ 2 E
%,'37+ Heo MEHO) A0 7|2 ZETVH MY HEfO] A BEX ZETHY N HEfo] U=
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Loop detection (HEALTH) 3 LC EZDX|J} B QLK S ASS17| 9s) OIAE LT of
| 5H

ofs H&ELILH.

Link interruption (LINK-DOWN)
A =7t Z HE/IOM 23 00| HEYUSS LIEILZ] 2/5H

SA =20 M HSELIL.

Aging address table for ring
SH 29| 0f|0|F MAC FA H|O

=
=
1F0| gA| & = OpAH LEIH HEE

network breakdown|

(RING-DOWN-FLUSH-FDB)

Aging address table for ring

A =E2| 00| MAC F4 HIO|EE LIEIL= & HESA S&
network restoration =
=3

OpAE =E7F HEE L

(RING-UP-FLUSH-FDB)

29.14 O|E4l 2ol Ho H

29.1.4.1 OFAE L E0f CHet £ EFX| 8! X O

OAH LEE 74 7120 7|2 ZEE S8 MO VLAN O HEALTH OAIX|E
MESLCH S&4XMO 2 HEALTH HAX|= @ HEQ/ I YOI E RE L EE2 St
S0 OfAH L EQO| N 2 ZEZ M& 2 4= US| Lt
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Fast Ethernet-Ring 738} 7|

29.2.1 Fast Ethernet-Ring 2| 7| & T4

Ho
el
r=
ox M
|m
]
O
o
o
<
]
3
>
o
N
or
mjo
-4
0x
O
rir
N
o
O
o>
r
il

HE212ERP2ISTPO 7|2 #4842 E0ELICt.
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Spanning-tree protocol (STP) MEEQ| R 2 MXSHL|C}

fast Ethernet-ring protection protocol M ole

OjCiY Y BB ZRESE TS| | Ot $BS Fo 2A HoNAL.
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no spanning-tree & &

E 2| bpdu-teminal 7| 52 THSMAIL..

O d EH Z2EZ2 A9X|2 07 & HERA =& AAHAE XL

sig AlA"” VLAN 2 3 HES/3 X0 VLAN O] & 20| Xtse2 dF 2 5 &L
MY VLAN 718 HE S HASI0] =522 VLAN & E7SH0f LTt

2 HESXI ZED 2O M0 VLAN O M HIAIX|E FEY &= JAELLCHLOHE ZE= EEZT
REZ FEE[0 YOk O 2SS & & &= giSLICh

J2XMo 2 OfAH LEO| Fail-Time € OFAE L E9| Hello A|Zte| 3 HIQILIC} 2} A
HAIX| X H2 2 Qlot U & B T2 EFO| FAS L 5= USLICH Hello AIZHS =3

St SO £ Fail-time 2 = 8}joFgtL|C},
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EMoz M& LCol 02| ME AIZH2 OFAH = E9| Hello A|ZH2| 3HIIL|CH 7| 2 MH2
MES ZEJ MY MEfZL E|7] MO OIAH LE7  HEYI EFE L AN & = JALE
StL|Ct OfAH 20| 45l hello-time O] 34 =E9| PreForward-Time ECt 2 4%

Broadcast storm 0| Al & A Zdg 5= &L T},

distributed-mode 3 centralized-mode FY 2 A3St0] O|CUl & HEz TE2EZFO| & &

Interface Gigaethernet X Interface GigaEthernet 1} 22 2|8 ZEQH & {EQF9
ZEEZ S FUASHLL QS ZE= S HERA
802.1X == ZE HOMO| X ZEO| o|o] Y& &

T S LCh

29.2.3 Fast Ethernet-Ring 7+ %

O~ E 149

A EE TS

YHEQYI ZE 7Y @ Y HEYT BS T2 EZo| MEf &l

29.2.4 Fast Ethernet-Ring 23 7+

29.2.41 0AH L E 57| OHS HE S AASI AKX E & HERIQ OIAH LEZ

T3 AIL.

% of Hy
Switch#configure AQIX| M DEZ SO{ZfL|C}
Switch_config#no spanning-tree X STP T2 EZS H|2HAIS} S O}
Switch_config#spanning-tree bpdu-terminal A9|X|7} BPDU | MEHS 2 X|EHL|C}
Switch_configi#ether-ring id ~ *ID=QIAE AT L& QIAHAS FEoh AR LT
Switch_config_ring#control-vlan vian-id M O] vian & FAISHL T
Switch_config_ring#master-node OtAE| HEfO| L EE THE LT}
Switch_config_ring#hello-time value OFAE L EJ} EFX| HA|X| 2 M&sl= 7|12t
TFABILICE Ol M ARgHRILICE,
20 1-10 20|, 7| 22k : 1s
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Switch_config_ring#fail-time value

ME At o M AKX E 7|CiE|l = B =
EQo| A2t Higte #ggtL Tt

Switch_config_ring#distributed-mode

Switch_config_ring#centralized-mode

Switch_config_ring#exit

Switch_config#vlan vlan-id

sile ®MOf VLAN 2 ALt

L E:

Y YE93 9 EEQ TS AX S

20242 A L& FMEH7|

ct

dlo

H no ether-ring id B &S Ad|OF BHL|Ct,

PP S 2Pol0] 29X E S HEHIAS A LE2 FEohAlIL.

ey

nx

g

Switch#configure

29K Y RE2 SO{ZLC,

Switch_config#no spanning-tree

STP £ HIZd3t gHCh

Switch_config#spanning-tree bpdu-terminal

STP 7l BPDU € M Edt= A2 ZXIELICE.

Switch_config#ether-ring id

Switch_config_ring#control-vlan vilan-id

X0 VLAN & Mgt Ct,
vlan-id : A0 VLAN #HZ

Switch_config_ring#transit-node

Switch_config_ring#pre-forward-time value

Switch_config_ring#exit

Switch_config#vlan vlan-id

29.2.4.3 2

HEHI ZE F4

ChE2 28l 2 X|o] ZES YHESRD ZEZ FEsA|L.

A o
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Switch#configure

A9/% 74 RER SojLct

Switch_config#interface intf-name

ZE 7Y RER SAY L

intf-name; ZEO| 2

Switch_config_intf#ether-ring id primary-port

{ secondary-port | transit-port }

Switch_config_intf#exit

LT E:

no ether-ring id Y2 AWM A| 2. primary-port {secondary-port | transit-port}S Al £5}0

Y U= mEO R4S MFLICH

292442 HEYA Es TR EZO| ME} =0l

M

dlo

Y2 UYSlol Y YEYD B T2ED0| YEIS HOIGHIAlL.

f

of 23

g

o

show ether-ring id L _
AES Z2EZE O 2 HEQZR ZE 0
x o

show ether-ring id detail o _
Y HE/IA ETs TZEEZ Y S HEQYI EE

=

=

of CHek XtMeH &2

show ether-ring id interface intf-name
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29.2.5 Fast Ethernet Ring Protocol 2| 0f

29.2.5.1 Of| |

S1
Master Node

FO/3 S2
Secondary Port Fo/1 Transit Node

Transit Port

FO/3
Transit Port

Fo/l
Primary Port

Transit Port

S4  Transit Port Transit Port

Transit Node

Transit Port

=

S3
Transit Node

12 2.1 fast-ethernet ring protection Of |

2.1 O =A] & HEQF 20|, OFAH L E (S1)°F 34 =& (S2)= CHS1t 20|
TJECh OHE L EE S22 SO P E LT 21K s1 1/d517]:
STP ZZEZ S HZ2dsotn J HE/NR LE5 F9EY

Ct. S1_config#no spanning-tree

S1_config#ether-ring 1
S1_config_ringl#control-vlan 2

S1_config_ringl#master-node

< A2 o7 H Y >
S1_config_ringl#hello-time 2

S1_config_ring1#fail-time 6

<EE FYEEE SRYLICH

S1_config_ringl#exit
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<J2xESIHXZE 1AM
S1_config#interface gigaethernet 0/1
S1_config_g0/1#ether-ring 1 primary-port
S1_config_g0/1#exit

S1_config#interface gigaethernet 0/3
S1_config_g0/3#ether-ring 1 secondary-port

S1_config_g0/3#exit

VLAN HEE H7:

S1_config#vlan 2

S1_config_vlan2#exit

S1_config#interface range f0/1, 3
S1_config_if_range#switchport mode trunk

S1_config_if_range#exit

22|X| 52 7’4617

S2_config#no spanning-tree
S2_config#ether-ring 1
S2_config_ringl#control-vlan 2
S2_config_ring1#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ringl#exit

S2_config#interface gigaethernet 0/1
S2_config_g0/1#ether-ring 1 transit-port
S2_config_g0/1#exit

S2_config#interface gigaethernet 0/3
S2_config_g0/3#ether-ring 1 transit-port
S2_config_g0/3#exit

S2_config#vlan 2

S2_config_vlan2#exit

S2_config#interface range gigaethernet 0/1- 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit



SFC5200A/AT AFE XL Ol 4+ _v1.0.0.0

30 &. DHCP-Snooping 7+

30.1.1 IGMP-Snooping 74 =¢

DHCP-Snooping 2 DHCP T{ZlS EEHSHY Z7HRES| DHCP MH|AE O %35H0] MAC F
A09FIP 4 7HO| HEQIY #AE FAIZLILCL 12 29X = MAC 3404 IP 4 749

HEQIE ZHA|Of 2t DAl 7|53t AA P ES 7I%% T8 o = AFLIL

x| BEIHUCE 12 AIAIE MACP HIOIE BAE SEA7IN 2o NZE

o
ZEESIH S AKX AFRAe| HEQA 3AS EX|gLCt
30.1.1.1 DHCP-Snooping 2| 2435l H| 23|

MO 14 RCO|M CHRD 22 BAHOIZ AR RAIR

Yo EL

ip dhcp-relay snooping

no ip dhcp-relay snooping

0| Yo FM T4 20| A DHCP-snooping 2 EAISHets B AL EILITH O] YS

=
HAUSHH ALX|7t 2 £ DHCP IfZlS 2 LE St S
30.1.1.2 Vlan 0| A ] DHCP-snooping &8 3}

VLAN O Al DHCP-snooping O] &%} &l 42 2 VLAN 0N MAE 2ZE S8 ZERS
Bl ==4I1E DHCP IjZl0] &N o= HAELICL VIAN 2] M2/ = @l= =28 ZEM
T4 & DHCP & {22 At M| E|0] 7HR} EE= B 1 E DHCP ME{ 7t 4 ZH| MH
A8 NSSHA| ZotA gL Ch AZ|g 4= gle ZEQ| DHCP-IHZIE 283 Z2 DHCP 238
ofzlo| stEQ0f =4 EETHO| S| MAC T2t YX|SHX| 9o DHCP I{Z]-2 DHCP
2 UFE0f 2X|0M ATFIE LT 291K =

DHCP DOS 2| 54 T2l S A & A YLICt.

Y 74 2E0M L5 FE S 2dstEA .

08
o
<2
ol

ip dhcp-relay snooping vlan vilan_id ing & A3t
Vlan 0| A DHCP-snooping ZHdslgtL| T,

no ip dhcp-snooping vlan vian_id

Vlan 0| X| DHCP-snooping H| 2t StetL| T},

30.1.1.3 Vlan 0| A{ 2| DHCP Clients X|CiX| Z-M5}38}7|
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A'IIC-; |]H_n_0-l

VLAN 0| M 20§ gatste{® S8 VLAN Off 518 &|= [t DHCP 220|HES T35}
A rdfe NS ¥oOF LT 5 VIAN o AFEAH =7h A[Of g0 =EHH =7t
SEt0|MES HIE 2 = GISLICL M 78 RE0M L5 383 d¥sHuA2,
SR 29
ip dhcp-relay snooping vlan vlan_ied max-client Vlan 0| DHCP ZZEl0| £ eSSk},
number

no ip dhcp-snooping vlan vlan_id max-clientr

Vlan 0| DHCP 34 &0 & H|Zd et L|Ct.

30.1.1.4 M 2|5t= DHCP QI H T O|AE QI I O|A0 A

g3t

QIE T O] A7t M 2[3t= DHCP I I0|A2 dFE E% 0 AHIO|A0M 54l ot DHCP
o212 2RI X| & LTt QIHHO[A 14 REOM ChS BHS HAASHUAR,
YO 29
dhcp snooping trust i _ = siAdslstH
M2[5t= AHIO|AE EdatetL Tt

no dhep snooping trust A2t QIE|HO|AE HIZNSIFLICH
7|12 Hgdat2 4™ E o ASL o
30.1.1.5 HFQIE HIO|£2| HE YOH|O|E 7|5 &d3l e Hlgdst 0] 7|52
7|28 o 2 HlZdete|of AELICE 0] 7|50| HjZ2getya ZEJF ZEI0[E
A0 £ B2 SE0|UE A7 IR 2l FR0| = CHE X EO| 3T MAC
F2:0f Lot DHCP 282 7 MAC A2 2 ZHFE L Ct.
0| 7|52 AHE5HE 2|2 BR= SUSHA| BE LT

2tO| A E 7} DHCP A{H Of 2J3f Hf ZE Sl F4 YU E Ak #Hgsta Y|
1o =8 =+ 8le 8% 0l 7|s& AHE%t= A0 Z5 LIt
dE0 29

|p dhcp_re|ay snooping HI-OI_“(:DI E'”O|%9| HH}‘% %H'O'E 7|%% A|"g'6=_||‘|-| I:I'
rapid-refresh-bind
no |p dhcp-re|ay snooping HI-OI_“(:DI E'”O|%9| HH}‘% %H'O'E 7|%% |%ch§|'6=_|l‘l—||:|'
rapid-refresh-bind

VLAN
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21
N

|0

-

Al &
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SX ARP ZLIEHE 0l VLAN 2l 77 2= =cld ZEUAM =& &3 0] I
A MAC =42 AN P FA0 2 E MAC-IP HHelE 2HAI2F 2 XIGHAT &2
ARP IH2!0l AR ELICH QIEHOIA2 BRI 2t Hl= DHCP 0l 2loh S & 22 dt
SAHU =22 P24 & = JAsLICH Scl& AHH 0l A2 1P =40 MAC = 20
BIOIE S0 /X ROH AX= 2= ARP IH2! S MEGHAl 25U

e
o

| C
=)

sl

o 29

o

ip arp inspection vlan vlanid
P arp sk VIAN © BE ZEOM S5 ARP BLIEZS SAsjstLIC)

no ip arp inspection vlan vlanid
parp sk VIAN © BE ZEO|M S5 ARP BLIE|ZS HlEAsIELICH

30.1.1.7 A2[3t= ARP QI 0|2 0] CHSt QIE{H 0]~ 27 QEH0[AE
712Xz AME(g = Q10 ARP ELHE S AFEY = USLICH

ClEm o]~ 7+

ZEOM Che 8S 2dotiAlR.

arp inspection trust

no arp inspection trust
ARP H| 12| QIE{T O] A 0f Cigh QIE 1| O] &

£ CRAl AIRfRILIEL

i
0x
o

30.1.1.8 VLAN Ol A IP =2 SLIHE

VLAN Of| Al & |P A DL ZO0| 245} &l 20|= A2 MAC A2 IPFAIF
‘FEl MAC-IP HQI'E 2tA| 2F LX[SHA| Y2 ™ VLAN 2 IP

Of
2
T
ro
on
m
N

S ELICE B2l Y B DHCP of 98
RUESLICH BHoF BROIE) E[O{QIX| OB AQIX| = 22X 9

=S 0
IPOjZl S MHSHA| RFELICH OS2 YR 20| 2datot FHEOo{ Lo

80 23

ip verify source vlan vianid

i

VLAN 2| H| AlZ2| OIE{I{|O| A0 A AN |P FTA HAL

gttt

no ip verify source vlan vlanid

i

VLAN 2| H| AlZ2| OIE{I{|O| A0 A AN |P FTA HAL

B2 gttt

=
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L E:DHCP I{ZI(IP I Z = ZBH 0| =A%l A2 Snooping O T+ E[O /U] 20

HEELC

30.1.1.9 VLAN 2t ALE(0] 7|52 X[ |ot= SH|7 288

VLAN 2 &0| 243t =l VLANOIA Ol VLAN 2| 2= S2l& ZE TH2! 22 N i 1 VLAN
L 0ic! VLAN S otUH2l VLAN O 2 BiE & &= ULt &89 14

Be0l ~a8U. 5,
SOl CHS ZYS AHTHIAIR.
220] &y

ip vlan-translate vlan vlanid sl s slS
Vlan 2| 2= QIEHO|A0|M Vian HetS 2dotetLCt

no ip vlan-translate vlan vlanid _ O Ll gl =
Vlan o] 2= QIHHO|A0|M vian HEHS HI G otetL Tt

TE: (D I/ﬁ vlanid = 818t & VLAN 2/ LIC}. VLAN B1&2 & A DHCP Snooping = Soll
st oHOF OF0H QInQ 2ted HHEE AtEotHdH R4 ZAIF 2ERELIC.
30.1.1.10 IP A A =4 DUEZ0| AZAE 4 A= AFHHOIA &5 QI O|A ME|E =
U B2 IPF27EJUSH 22 FA AAE QIE I 0| A0 M 2-d3tE|0 K| &L CH
QIEIO|A F+d HEOAM Ch2 HE S dASHUAIL.
HH 49
ip-source trust A St AAIPFATE U= IHHBIOIAE EE & LICH
no ip-source trust AZISHK L= AAIP FADF UesE CIHHIOIAS 2lAlEHLICY.

30.1.1.11 Vian 22 FX[St= & QIHI0|AE X[ (Vian 2t X| )

L]

VLAN &0l = Al & QIHHIOIAMAM VLAN Het= HI & stefLICH SIEH B0l A

=
7d ZE0A OIS 8= Aot AL,
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FEo 29
vian-translate deny OIE{HIOIAS VLAN BI8 S 2XIots 228 AFELIC

no vlan-translate deny

o

QI HIOIADJEVLAN B &S SXICHA HE== S&FELICHOI 2!
B HOIAJHVLAN B8 243t VLAN 0l &£35t2 0] 2 < VLAN
Xl

HEol FdHcz A= &

fon

Ml

~

=

30.1.1.12 DHCP-Snooping =41 82 tH A4 35}7|
SE82= 22 EEE MU JIHALD MBI S20IHENH =4S Stlicte O &
= SLILL 89 24 BEUA OS ZES AAOYAIRL..

3240} 4y
ip dhcp-relay snooping information Jl2 g4 2l option82 € Ct31 201 &FELICH

option _
DHCP-Snooping 2 DHCP Ii2! 2 & <& LIC.

no ip dhcprelay  shooping | DHCP-snooping Ol DHCP TH3! 2 &M< [ options82 It M & X|
; ; ; o T2 8L CH
information option AT = HSFELICL

option82 2| EAS X EHoIHAH 89 ZE0A Chs €82 oA Al 2.

Yo el

o

ip dhcp-relay snooping information DHCP-Snooping 0l 2loff & & [ DHCP IH2! 0] &&6t=

i O] HAAlIE2 HXHSH
option format | OPtion82 2l A S SHELILE

snmp-ifindex/manual/hn-type

no ip dhcp-relay snooping information | DHCP-snooping O DHCP IH2!S M Y& [ option82 It HE &/ X

H otC =2 MXHSH
option format F=E dFELICH

snmp-ifindex/manual/hn-type

02 00

H820M == 2EE Yot == €8 8t B2 AUHHIOA 220N US dE =
e

ot /=2 ID E €& LI

Fof EL

dhcp snooping information circuit-id
string [STRING] option82 £ == A2 £F & 3%, SE 82 JtYU= DHCP
mals 8ot

LHE2 STR

G
Sc0IHEE HEot=

z

dhcp snooping information circuit-id
option82 It =& A2 AFHINHJU= 6

AE Ol SE 822 YEHOZ DHCP IH2!2 MY 5SS DHCP
AEE S0 ELICHLO HEE2 S2U0IHES HEot= £

Eo0l &3&LICHL

hex [XX-XX-XX-XX-XX-XX]

no dhcp snooping  information =S92 P4 &l option82 circuit-id & AHHI&LICE.

circuit-id
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SEHBUAM == 2EE LEoIEE 28 & AR AHHOIA 2EUHAM UOS 4SS =
SHSHO remote-id E A E S AIL
dhcp Snooping information | option82 vendor-specific (6}‘?4 S8 9)0“ OIoH =2t = = BHTH OHOH
H==0 Hex AIAEIS LIEHRLICY
append first-subop9-param hex
[XX=-XX-XX-XX-XX-XX]
dhcp  snooping option82 vendor-specific (5t 2 S 9)0il 2lail REtE= T M

] ] OHOH B1=2| Hex A|AEIS LIEFHLICH
information append

second-subop9-param

hex [XX-XX-XX-XX-XX-XX]
30.1.1.13 DHCP-snooping Option82 T212| H = & &

St Z option82 2 &M MET=DHCP QA IH2!0f Uist S &4 H&
= 030 22 0| ZeE LI
"Drop"d&: ZE QAN IS HE S A5 option82 E AIEoI QA TH2! S A

Ot AI2.

dhcp snooping information drop option82 Jt L& & QA I3l =2 AXIEHLICH

a

option82 L& & QA I3 2 AMHIGH Al 2.

30.1.1.14 QIE{H Ol A HIQIEI S B 5LD| 28 TFTP MH 24 AKX &2 CHA
S EISIH o Fof| - E QIHm|o|A HIRIFO| A E LT
OIE O] A0 HQIY HA 7} iELICE AA 1P FA BLEEO 283 & AKX 2 E
IP IS MESt= WS HEJSLICH TFTP A7t O_IEHHIOIﬁ Hiold BiAEo= L HE
S0 HtolY AL TFTP Z2EZES Sl A1H101| HEILICH AQK|E CHA| A| EHSHH
AQX[7t AtSL 2 TFTP MHO|M HQIY 252 CHREE 510 JAXO HESY 3 HHS
BAESLICL OHE S AASHUAR

Yol Hy

ip dhcp-relay snooping database-agent ip-address

Ol HIOIA HIOIE 2 A & TFTP MH2 IP
FAE LU
no ip dhcp-relay snooping database-agent
p chep-relay snooping 9 OIEIHIOI A BHOIZIS B19i51)] 9I5H TFTP Al

HE FA&LICH

30.1.1.15 QI HIO| A HilY sl = st Ot 018 4

QIHMO|A HIQIE 2AE 8 o [ 5T mtY 0| Z0| TFTP MH O M & LTt Ol2{gt

HAOZ ME CHE AKX 7t S LS TFTP AMHOf| XHAIQ] QIE{HO|A HIQIT 2AH E & &
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30.1.1.16 QIE{I|O| A Ht

O
1

SAEVHHER/AN B2 & + AU o ip 22 E dAlg = EL

30.1.1.17 =22 2IHHIOlA Hield 24

SAETJL DHCP

ol

100

Fa

L|Ct. QIE{H|Of

I

o
o
=

LICH OS2 38 S 2dsAIR.

0
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LICE.

b

L|Ct.
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=
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ol AL E & Y&
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t510] DHCP 2 30|
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o
Ol o2 ALE
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t0|E B=
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ILCH MY 8 ZE0M &2 B8 S

=
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=

o
=

IBHOIA BIQIE S =522 74
=
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St
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CIE{HI Ol A Ht
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=

o

Z 7d& YHOoIEE YH0IE
o

2 ME

o

[=[0

|2 DHCP
Al

DHCP ME{ O 2|5

|-

—

ip source binding MAC IP interface name

no ip source binding MAC IP

SHYAI2.

o

[=[!

Cts ES AHE3HY DHCP IfA S X' EE DHCP MHZ T

Note: HH2 2 A/ X0 A DHCP &0

30.1.1.18 L2 22| X| ME DHCP L2l
2|X|, DHCP Eg|0|

LICt.
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=

AE
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=

DHCP E 20|

ip dhcp-relay agent
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ip dhcp-relay helper-address address vlan vlan-id 2180]|9] CHAF =4 Sl VAN & FASHL T}

30.1.1.19 DHCP-Snooping 2LIE & % | X 22| EXEC

REOM ChE S 2dstHAlIR.

0 29
show ip dhcp-relay snooping DHCP-snooping T4 0il CHet YEE HA|SL O,
show ip dhcp-relay snooping binding OIE{T|0| A0 SBSF =4 HIQIE S22
HEAILCE

show ip dhcp-relay snooping binding all F

00t

DHCP-Snooping Of 2|3l 44 & =& HiQIY

=2 BAIRLCL

[ no ] debug ip dhcp-relay [ snooping | binding | | DHCP-relay-Snooping HFQI 2 £ O|#IE 9]

event | all ] M st 515 Lt B2 Bl )

CtS2 DHCP A& 240l tHet EEE HAIELICH.
switch#show ip dhcp-relay snooping
ip dhcp-relay snooping vlan 3 ip arp
inspection vlan 3
DHCP Snooping trust interface:
Gigaethernet0/1
ARP Inspect interface:
Gigaethernet0/11
CtS & dhcp-relay snooping 0l CHet BI2IE E2E 20 SLICH
switch#show ip dhcp-relay snooping binding

Hardware Address IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

CtES 2 dhcp-relay snooping 0l CHSH HIQIY B2 E 20 ELICH

switch#show ip dhcp-relay snooping binding all

Hardware Address IP Address remainder time Type VLAN interface
00-e0-0f-32-1¢c-59 192.2.2.1 infinite MANUAL 1 Gigaethernet0/2
00-e0-0f-26-23-89  192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

Ct= 2 dhcp-relay snooping 0l CHst 2 & LICH
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switch#debug ip dhcp-relay all

DHCPR: receive 12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 277

DHCPR: add binding on interface Gigaethernet0/3
DHCPR: send packet continue

DHCPR: receive 12 packet from vian 3, dilD: 1
DHCPR: DHCP packet len 300

DHCPR: send packet continue

DHCPR: receive 12 packet from vilan 3, dilD: 3
DHCPR: DHCP packet len 289

DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1
DHCPR: DHCP packet len 300

DHCPR: update binding on interface Gigaethernet0/3
DHCPR: IP address: 192.2.2.101, lease time 86400 seconds

DHCPR: send packet continue

30.1.1.20 DHCP - Snooping /*4& 2| 0

Rougter

f0/1

Private Network A Private Network B

Computer Computer Computer Computer

Che e HEYI P LI

1. AMNEY AE AASH=E VLAN 1 0l A DHCP-Snooping 2 AH& 2L CH,
Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping vlan 1

2. A& BE HAZ 6= VLAN 2 0l 4 DHCP-Snooping & & & ot & LICH

Switch_config#ip dhcp-relay snooping Switch_config#ip dhcprelay
shooping vlan 2

3. DHCP AB1E DHCP- &2 QIEH Ol A0 HAZot= AIEHEHOIASE &8 & LICH
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Switch_config_g0/1#dhcp snooping trust

option82 QI AEHAE =522 H&FELILH
interface GigaEthernet0/1 dhcp snooping information circuit-id
hex 00-01-00-05 dhcp snooping information remote-id hex
00-e0-0f-13-1a-50
dhcp shooping information vendor-specific hex
00-00-0c-f8-0d-01-0b-78-69-61-6f-6d-69-6e-37-31-31-34 dhcp

snooping information append

dhcp snooping information append first-subop9-param  hex
61-62-63-61-62-63 interface GigaEthernet0/2 dhcp
snooping trust arp inspection trust ip-source trust ip
dhcp-relay snooping ip dhcp-relay snooping vlan 1-100
ip arp inspection vlan 1 ip verify source vlan 1 ip dhcp-

relay snooping information option format manual
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