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A& A

IEEE 802.3ae 10 Gigabit Ethernet IEEE 802.3z Gigabit SX/LX
Technol Standard IEEE 802.1Q VLAN Tagging IEEE 802.1x Port Authentication Network Control
€09y IEEE 802.3u 100Base-TX/100Base-FX IEEE 802.3ab Gigabit 1000T
IEEE 802.1w Rapid Spanning tree protocol IEEE 802.1p Class of Service
RJ45 Ports 10/100/1000Mbps TP 48-Ports, Auto-Negotiation, Auto MDI-X
Fiber Port 10G SFP+ 8-Slots

Interface

System: Power, System

LEDIndication 5+ 10/100/1000Mbps Link/Act, SFP Link/Act

SWITCH FABRIC : 176Gbps THROUGHPUT : 130.9Mpps@64Bytes
ADDRESS TABLE : 32K entries SHARE DATA BUFFER : 3.0Mbytes
Basic VLAN TABLE : 4K ACL TABLE : 1K
ROUTING TABLE : 32K LAYER 3 INTERFACE : 4K
JUMBO FRAME : 9Kbytes Port Queues : 8

Performance
IPv4 Routing Protocol : Static Route, RIPv1v2, OSPFv1v2, BGP4

IPv6 Routing Protocol : Static Route, RIPng, OSPFv3, BGP4+
Layer 3 Multicast Routing Protocol : IGMP v1/v2/v3, PIM-DM, PIM-SM
Layer 3 Protocol : VRRP v2, ARP, ARP Proxy
Routing interface : Per VLAN
Operating Temperature = Operating: 0°C~ 50°C, Storage: -20°C ~ 70°C
IOl Humidity 5~90% (Non-condensing)

Input Power 100~240VAC, 50/60Hz

Power Supply

Power |
. Power Consumption Max. 64 watts
Consumption

m 440mm(W) x 350mm(D) x 44mm(H), 1U

Management:

- Console, Telnet, SSH v2

- SNMP v1/v2/v3, RMON

- TFTP Client, FTP Client, SFTP Client
- NTP, Mirror

- sFlow

YAE 228 Z2EE A Yost d0d|F2 2 HES OAM(Z S/HEl/E )

o

210f

SHoZT AL D, XMEFS Sitots AHEAL HIOE S 210 tiet ef=st 752 MEoHA|
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System Bootstrap, Version 0.4.3, Serial No:20016002957

Copyright (c) by Shanghai Baud Data Communication Co., Ltd.

Current time: 1970-1-1 0:00:00

SDRAM Fast TeSt......ooooeeeeeeeeene PASS!
Flash Fast Test......ccoovvveenennne. PASS!
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PCO| TFTP/FTP MHE 25t HAoj7F M= CI™EZ|t A-ZS X gttt

orZf H2= HAONE S2HAl H 222 FAboHD.,

FHo 29
copy tftp: flash: Ao mUS SEA|Z S AL SO

copy ftp: flash: Ao mUES SA|Z S AL SO

A SeAIo MY oL 722 otefet 2Lt

SoAl M ol 29

Switch.bin ZXE B0 o
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Switch> enter

Password: <enter password>
Switch# config
Switch_config# interface g 1/1
Switch_config_g1/1# quit
Switch_config# quit

Switch#
X
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712 FEeR2 SOVt E Z|YEE FIt SHHAIL. BEY

SILC. Ol E =

Switch_config# no ip telnet enable
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Switch# write
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e Rt AN admin

Te[A YRS admin

Az st A3} 9600,8,1,N
SNMP H| g%t

Telnet 2t

SSH & SFTP b g-d %t

7|2 IPEA 192.168.0.1

22|x ZE AE| 2%t

HH §E =0l

Switch#show version
Soltech Co., Ltd. Internetwork Operating System Software
SFC5200A Series Software, Version 2.2.0F Build 106319, RELEASE SOFTWARE
Copyright 2019
Compiled: 2022-11-22 13:50:43 by SYS, Image text-base: 0x80010000
ROM: System Bootstrap, Version 0.2.0,hardware version:A
Serial num:20070002314, ID num:20070002314
System image file is "Switch.bin"
Soltech SFC5200AT RISC
524288K bytes of memory,32768K bytes of flash
Base ethernet MAC Address: 00:21:6d:59:f5:84
PCB version:D
snmp info:
vend_ID:11618 product_ID:455 system_ID:1.3.6.1.4.1.11618.301.2.455
Switch uptime is 0:00:03:06, The current time: 2000-1-1 0:3:47
Reboot history information:
No. 1: System is rebooted by power-on
No. 2: System is rebooted by command at 2000-1-1 0:4:43, uptime 0:00:04:02
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non-seglisting 718X HLEE A E= At &XtH
Lt¥ ZX|(qwe, asd, abc, 123 o)

non-history A ALEE HIZHZ THALE FX

validity <1d2h3mé4s> HYHS O %§7|{f(%,/\|7_+,%,$ THel)

local pass-group <group-name> Ol=0f L= AFEAL A0 Chgt
HYHS0| 22 HZM= OF AE2
H&5t= 4

no local pass-group <name> local pass-group 2| T+ S|

no localpass <name> localpass T+&! AHK|

. BB B T U MY HS WD
22 AHo| H YD 75 MBS}

HIZHZ 5 H8ot2{T of2fel EXtS UHEL.

o O O -
FHO e
local pass-group <group-name> O|= 0] YHE= ALEAL AFOl| TSt
HEH20| 22 H|YHS OF A3S

H85t= 74

username <username> password 0 <username> A& ALEXl/2E| X}
Yoz ¢y, M0 H|ZH 71
‘JO| &l pass-group <name>2| & &

Please input password: MER H2HSE A S 1HLH

Please input the password AGAIN: ZEZEQ 22 YH

B2 = S M85t W orefel XS WEL.

o

FHO e

username <username> pass-group <username>2 ALEE ALEXl/ZHE[X}

<name> password 0 Foz Y, pass-group <name> 2|
TAE 0 AZ0Tt HE5t0] H|EHD
T4

Please input password: MEZ H2HSE A S 1AH

Please input the password AGAIN: ZEZEQ 2tz YUt

SYBE WYG TS| 74| Hge}7
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2 :SHA256 &2

enable level <1-15> password 0

enable pass-group <name>

2 : SHA256 22 Y= 3}

TACACS 7| €8 2=

54
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Please input password: MERZ H2HSE A S 1AH
Please input the password AGAIN: ZEZEQ 2tz YU=tct

ko
rin
ol
o
<2
rir
™l
rlo
mup

MA| O|H 7|Et= DOf7H = LT}

B3 of My

Format I A AES EUSD R E GlO|E[S AKE LT

dir [filename] 1 Ot 9 Cl2E{E] 0|28 BA| UL} 7S ekl
0 0|22 0f2] 12 AlRkelE TS BASHE
e oju] ELich LY ofg YAloz mA| gL
Ct.

MOIM S TS <IrY> 20| FAE AlZH

delete filename 2 IS AEELCH IhU0| EXYSHA| R H AAH
Ol M ESLCL

md dirname 3 CI8EZ|E U

rd dirname 4 CIHEZ|E AMF gLt CIME2|7} XX %2




ore <filenames | 5 Ot¥el 182 EAIgLICH Y 182 o Ho|X|2

BA Y 5 Qe 22 HOIX| €2 Al EUCH

A2 HES AL 2 & reboot BH2Z MA|E X=0f Of2f BAX|7} Lt [, 22

o
ot

Z&0|M <Control + P> 7|8 Y=Y ZLH ZEZ T = UL
System Bootstrap, Version 0.4.6, Serial No:20042015660

Soltech2020

Soltech SFC5200AT

Current time: 1970-1-1 0:00:00

SDRAM Fast Test......coovvereeenrunecenn. PASS!

Flash Fast Test....cccoocnniiiinerennnn. PASS!

RTC TeSt...oicerereererecrisecninecnes PASS!

# Control + P = X}2) 2/

AAY RE T Ty

monitor#boot flash </ocal filename>
O HHO| X|dot ntAHo = SefA|0M AAES 28 St= FE QYLICH 7|2 A|A" oY

il g

O|E2 switch.bin L|Ct TtEH2 WAEAE FE5HX] &L CH
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0f 74 tH 4= Add
local filename SefAl HZ2e|of MEE oY Ol E2 2 AHEXt= It
O|E2 YHslof gtL|Ct,
of| H|
monitor#boot flash switch.bin
OICiY IP T T4
monitor#ip address </p_addr> <net mask>
of Wae B2l o|Hyl EEQ| P FAE TAHELICH
o4 T
0f 74 tH = Ad
ijp_addr o|Ftulol Ip T4
net_mask o|gulel otA3

Of| =

monitor#ip address 192.168.20.1 255.255.255.0

dER-EEE

monitor#ip route default </jp_addr>

o By
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rlo

7l B2E 7850 AFgRLIL 7= B2 & otht

57

o 2

ot
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o744 =

of

ip_addr HO|EQ|olQ| IPFA

Of| A

monitor#ip route default 192.168.20.1

PingS O|&35t0] HIERIS 2 JEi Al

monitor#ping </p_address>

o Bgoj= UERZ AZ =S =I5ty I YLIC

o7 2

U EES

nx
ok

[p_address IP A EEX]

Of| =

monitor#ping 192.168.20.100

PING 192.168.20.100: 56 data bytes

64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=3. time=0. ms
----192.168.20.100 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 0/0/0

S2ZEN YHOIE
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AMEArE Ol BB E AL8ot0 A%(X[Q] REF

2H 2ZE [R50 YOO|E & = ASLICH Eot, 4F X7|zt 7+ LS SAH S e
ArgE = US|
TFTP & 0| 83t0f REE YH|O|E 5}7|
monitor#copy tftp: rom: [A.B.C.D]
TR R
Of 71 2 == A9
AB.CD TFTP MH{el IP =4 Lt
RIYE PFATE QOB BAFO| AT 3, Ao
IPFAE Y=St2t= oM X|7F LIEHE LT
Source file name | TFTP AlHi0] 9l 2 THalo] 0|52 @fsiLic
DedN 27 ZajAlof HEE THUe| 0|22 YLt
name
TFTP £ O| 8510 A|AR AZEQO YO0|E 57|
monitor#copy tftp: flash: [A.B.C.D]
Ol BHO &= TFTP MH Q| IIYS A|AHICS| ZEEA|Z SALICH BHS AHSIH AAB2 21

MH O|E1t €A It O|EZ2 YLHSI2t= HAIX|E EA| L CH
Of7HH M
Of 748 == Moy
AB.CD TFTP MHE Q| IP & YLt
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XIYE PEATH QOT AP0 NYE 3 pFAE
=

Y H5t2k= HAMX[7F LIEHE L C

Source file name | TFTP AIBIOI QI 22 meto] 0|22 @stct,

N . 74 AtSH Qo] Q|22 olad st
Destination file 2Z EHAlOﬂ X‘I E |'E—| Ol == 409 I—l EI'.

name

Of| =

oH
Of
rir

CHS OIIMl= TFTP ME{ O M 82 Lo ALX[0f MEE|l= TtLF2 switch.bin 22 HMT

A2 BEoFL|C
monitor#copy tftp: flash:

Prompt: Source file name[]? SFC5200A_2.2.0C_99115.bin
Prompt: Remote-server ip address[]? 192.168.20.100

Prompt: Destination file name[main.bin]? Switch.bin

please wait ...
B

S

AFERE A B 0|E (Met)

AQK] P2 B (write) HHO| oo MU= MELD TtY 0|2 startup-config & LICE.
AZEQIO ULIO|EQL FAISHA OF2He| BH S ALE3SH0] ALEALS| MEHO| 2 B El

Tag YEcse Ry =

o
ot

%2 g

TFTP £ 0| &

monitor# copy tftp: startup-config [A.B.C.D]
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o7 2

O§ 74 == 4%
AB.C.D TFTP MB{Q| |p A L|C}
XEE 1P FA7L oW SAHHO| HHE 2 IPFAE
Y &H5t2t= HMX| 7} LHEFEf L CH
Source file name TFTP A‘IH'IOH Ue &2 ool 0|52 YL o,
Destination file EfAl0f MEE ool O|F S LIt
name

Al AE RYAIR 317

FEE ZEOM REF, A2" 2ZEQO, 14 It S ¥

i
1ok

ot2i® ool FFS Yoot

monitor# boot flash Switch.bin

System Bootstrap, Version 0.4.6, Serial No:20042015660
Soltech2020
Soltech SFC5200AT

Current time: 1970-1-1 0:00:00

SDRAM Fast TeStu e PASS!
Flash Fast TeSt....coveeecreeennnee PASS!
RTC TSt PASS!

Loading Switch.bin......

Start Decompress Switch.bin

61




i
B
HHHHHAHHHHHH R R R

Decompress 6764426 byte. Please wait system up...

old idle is 86cc99a0,new idle is 30

System startup OK

load 51900 symbol OK

root stack_mngt_get_enable = 0

Switch console 0 is now available

Press RETURN to get started
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Jan 1 00:00:01

Jan 1 00:00:01

Jan 1 00:00:01

init phase 2

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

1

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

AAA(Authentication,Authorization,Accounting) daemon is running
Stacking daemon is running

User default logouted on console 0

Switch chip daemon is running
%STATICMEM-6-REFILL:Static memory region refilled at 807578f0
Layer 2 daemon is running

vlan daemon is running

link aggregator daemon is running

802.1x daemon is running

Spanning tree daemon is running

General attribute registeration protocol daemon is running
GARP vlan registeration protocol daemon is running
Unicast reverse path checking daemon is running

Link Layer Discovery Protocol daemon is running

Link Layer Discovery Protocol daemon is running
Multi-EAPS daemon is running

Multi-EAPS daemon is running

Backup link daemon is running
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

OAM daemon is running

Connectivity Fault Management daemon is running
EAPS daemon is running

Loopback detecting daemon is running

Internet Protocol version 4 daemon is running

Internet Protocol version 6 daemon is running
Neighbour discover daemon is running

Dynamic host configuration protocol daemon is running

%MEM-6-EXT_REGION_CREATE 80440860: Create extend region for region

1 rank 4, 52448 blocks 27273596 bytes

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

00:00:21

IGMP snooping daemon is running

MLD snooping daemon is running
%SFLOW-6-INIT: Max sample rate is 32767
Sflow daemon is running

Telnet daemon is running

Radius daemon is running

Tacacs daemon is running

Routing daemon is running

Routing(for IPv6) daemon is running

IP access-list daemon is running

SNMP daemon is running

Loading startup-config ... Creating VLAN(s),please wait...
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OK!

Wait for LS processing...OK!

(E2

SUCCESS:8684 bytes loaded, 297 commands are successful executed.
Jan 1 00:00:28 QoS daemon is running

Jan 1 00:00:28 %PARTMEM-4-REFILL:Partion Ox5ff4f1f8 refilled
Jan 1 00:00:28 OSPFv6 daemon is running

Jan 1 00:00:28 OSPF daemon is running

Jan 1 00:00:28 EIGRP daemon is running

Jan 1 00:00:28 Rip daemon is running

Jan 1 00:00:28 BGP daemon is running

Jan 1 00:00:28 IGMP daemon is running

Jan 1 00:00:28 Multicast-routing daemon is running

Jan 1 00:00:28 PIM Dense Mode daemon is running

Jan 1 00:00:28 PIM Sparse Mode daemon is running

Jan 1 00:00:28 IS-IS daemon is running

Jan 1 00:00:28 VRRP daemon is running

Jan 1 00:00:28 %MPLS-6-LABELMGR: Max label value is 4096
Jan 1 00:00:28 NTP daemon is running

Jan 1 00:00:28 Rmon daemon is running

Jan 1 00:00:28 TFTPD:init error

Jan 1 00:00:28 Tftp daemon is running
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:28 Starting hardware self test

00:00:30 Flash memory test success

00:00:31 Memory test success

00:00:32 Temperature is normal

00:00:32 Fan status is normal

00:00:32 PSU status is normal

00:00:32 CPU load is normal

00:00:32 Memory usage is normal

00:00:32 interface status is normal

00:00:32 Starting process self test

00:00:32 Timing daemon is running

00:00:32 Switch chip daemon is running

00:00:32 Layer 2 daemon is running

00:00:32 vlan daemon is running

00:00:32 link aggregator daemon is running

00:00:32 802.1x daemon is running

00:00:32 Spanning tree daemon is running

00:00:33 General attribute registeration protocol daemon is running
00:00:33 GARP vlan registeration protocol daemon is running
00:00:33 Unicast reverse path checking daemon is running
00:00:33 Link Layer Discovery Protocol daemon is running

00:00:33 Connectivity Fault Management daemon is running
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Jan 1 00:00:33 OAM daemon is running

Jan 1 00:00:33 EAPS daemon is running

Jan 1 00:00:33 Multi-EAPS daemon is running

Jan 1 00:00:33 Backup link daemon is running

Jan 1 00:00:33 Loopback detecting daemon is running

Jan 1 00:00:33 Internet Protocol version 4 daemon is running
Jan 1 00:00:33 Netflow daemon is running

Jan 1 00:00:34 Sflow daemon is running

Jan 1 00:00:34 Internet Protocol version 6 daemon is running
Jan 1 00:00:34 Neighbour discover daemon is running

Jan 1 00:00:34 Dynamic host configuration protocol daemon is running
Jan 1 00:00:34 IGMP snooping daemon is running

Jan 1 00:00:34 MLD snooping daemon is running

Jan 1 00:00:34 Syslog daemon is running

Jan 1 00:00:34 AAA(Authentication,Authorization,Accounting) daemon is running
Jan 1 00:00:34 Telnet daemon is running

Jan 1 00:00:35 Radius daemon is running

Jan 1 00:00:35 Tacacs daemon is running

Jan 1 00:00:35 Routing daemon is running

Jan 1 00:00:35 Routing(for IPv6) daemon is running

Jan 1 00:00:35 RipNG daemon is running

Jan 1 00:00:35 OSPFv6 daemon is running
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Jan 1 00:00:35 IP access-list daemon is running

Jan 1 00:00:35 SNMP daemon is running

Jan 1 00:00:35 Inter-Card Communicating daemon is running
Jan 1 00:00:35 Card system daemon is running

Jan 1 00:00:35 QoS daemon is running

Jan 1 00:00:35 OSPF daemon is running

Jan 1 00:00:35 BEIGRP daemon is running

Jan 1 00:00:35 Rip daemon is running

Jan 1 00:00:35 BGP daemon is running

Jan 1 00:00:35 BFD daemon is running

Jan 1 00:00:36 IGMP daemon is running

Jan 1 00:00:36 Multicast-routing daemon is running
Jan 1 00:00:36 PIM Dense Mode daemon is running
Jan 1 00:00:36 PIM Sparse Mode daemon is running
Jan 1 00:00:36 IS-IS daemon is running

Jan 1 00:00:36 VRRP daemon is running

Jan 1 00:00:36 NTP daemon is running

Jan 1 00:00:36 Rmon daemon is running

Jan 1 00:00:36 Tftp daemon is running

Jan 1 00:00:36 File synchronizing daemon is running
Jan 1 00:00:36 Stacking daemon is running

Jan 1 00:00:36 Starting Integrity check
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:36 Timing integrity-check success

00:00:36 Switch chip integrity-check success

00:00:36 Layer 2 integrity-check success

00:00:36 vlan integrity-check success

00:00:36 link aggregator integrity-check success

00:00:36 802.1x integrity-check success

00:00:36 Spanning tree integrity-check success

00:00:36 General attribute registeration protocol integrity-check success
00:00:36 GARP vlan registeration protocol integrity-check success
00:00:36 Unicast reverse path checking integrity-check success
00:00:37 Link Layer Discovery Protocol integrity-check success
00:00:37 Connectivity Fault Management integrity-check success
00:00:37 OAM integrity-check success

00:00:37 EAPS integrity-check success

00:00:37 Multi-EAPS integrity-check success

00:00:37 Backup link integrity-check success

00:00:37 Loopback detecting integrity-check success

00:00:37 Internet Protocol version 4 integrity-check success
00:00:37 Netflow integrity-check success

00:00:37 Sflow integrity-check success

00:00:37 Internet Protocol version 6 integrity-check success

00:00:37 Neighbour discover integrity-check success
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:37 Dynamic host configuration protocol integrity-check success
00:00:37 IGMP snooping integrity-check success

00:00:37 MLD snooping integrity-check success

00:00:38 %LINE-5-UPDOWN: Line on Interface VLANs 1,3,5, changed state to up
00:00:38 SNMP server started on port 161.

00:00:38 Syslog integrity-check success

00:00:38 AAA(Authentication,Authorization,Accounting) integrity-check success
00:00:38 Telnet integrity-check success

00:00:38 Radius integrity-check success

00:00:38 Tacacs integrity-check success

00:00:38 Routing integrity-check success

00:00:38 Routing(for IPv6) integrity-check success

00:00:38 RipNG integrity-check success

00:00:38 OSPFv6 integrity-check success

00:00:38 IP access-list integrity-check success

00:00:38 SNMP integrity-check success

00:00:38 Inter-Card Communicating integrity-check success

00:00:38 Card system integrity-check success

00:00:38 QoS integrity-check success

00:00:38 OSPF integrity-check success

00:00:38 BEIGRP integrity-check success

00:00:39 Rip integrity-check success
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Jan 1 00:00:39 BGP integrity-check success
Jan 1 00:00:39 BFD integrity-check success
Jan 1 00:00:39 IGMP integrity-check success
Jan 1 00:00:39 Multicast-routing integrity-check success
Jan 1 00:00:39 PIM Dense Mode integrity-check success
Jan 1 00:00:39 PIM Sparse Mode integrity-check success
Jan 1 00:00:39 IS-IS integrity-check success
Jan 1 00:00:39 VRRP integrity-check success
Jan 1 00:00:39 NTP integrity-check success
Jan 1 00:00:39 Rmon integrity-check success
Jan 1 00:00:39 Tftp integrity-check success
Jan 1 00:00:39 File synchronizing integrity-check success
Jan 1 00:00:39 Stacking integrity-check success
Jan 1 00:00:39 Switch system started —
User Access Verification
Username: admin
Password:
Welcome to Soltech SFC5200AT Ethernet Switch
Switch>
Switch>enable
Switch#Jan 1 00:02:44 User admin enter privilege mode from console 0, level = 15

Switch#
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FTPE Aot 2ZEQ|0] 8l 74 YH0IE

® FTPAMHO|A A9IX2 MAS CIR2EE

=2
[S)

oA
.
_|
mv)
i
>
oo
Of
2
>
[l
|m
%)
=)
#2
-4
0x
mjo
168
L
2
|m
Ot
ital
>
to
0
[}
T
<
og
o
<
I
>
fo
O
2

Ho

FTP MEOIM £29/X|2 TtY S L2 2 E gLt

copy ftp: flash: {<64-710240> | ABCD | -w [ type <1 ] 2> | <active | passive> |
nchecksize>}

copy ftp: flash: FH T LHSEH A|LROM A7, HERHS, JF MH T 44 O, SHX

ot o|§2 YHHoteks HAIXIE BAISHH 20 et 43 L Ct

ABCD FTP ME{ 2| IP &

XZE IpFATL QO™ “Copy” HHS M ot =
IP F=AE 2St2t= HA[X| 7} LEFE L T

FTP MH{ 2| ALEX} O]

“Copy” @HE & o T AIEX 0|E2

Q2fotate HIAIXIZ} LiEHE L C,
AR CEEEEE

ftp user name

I'

ftp user password

"COPy" %‘ o% AEI

O Ml X1 7} LHEFEFLITY,
HOE &5 37| ¢t U& A (7122 512)

O%Fg

rot
ot

il
o

=CEN

rir

o

<64-10240>
-w ohUS gk SiA|gt AALRIO] TS ZafAlof
M7|otCt 2EIY S AL AHE. A EEALS
<active | passive> FTP HZ ZEE 2 D E(active)2t =&
2 E(passive) SO A] MEISICE MEHALE

= 71 =
HOlH & RE 9L

—LI

Type <1 | 2> LICk.(1: ascii, 2: binary)

72



nchecksize MEO| It 27| E

=1 4]
2!

O| 5} |

o AQ[X|o mY AAHINA FTP MHZE TIY S HE

ARX|9f T A AEOA FTP M= THUS &

EE SIMAI2.

copy flash: ftp: /<64-70240> | AB.CD ] -w [ type <1 | 2> | <active | passive> |

nchecksize>}

copy ftp: flash: HHTH YSHH A AR AE, HLHZ, A MY FA, AL T XX
o o] 52 YHStEt= HAIXIE HEAISHH 0 w2t 43 gL ot

oj7iH s 2
Of 74 88 == ~=]
ABCD FTP ME{ 2] IP 2
XEE IpFATF QOH, “Copy” EHE AH ot =
IP =25 YHStEh= HA[X| 7} LEEFE L CF

ftp user name

FTP A|H{ 2| AIE X} O| &
ucopy" D:'E;io AEI-%I

2ot HAIX| 7t

ot 2 AEAL 0| ES
LtEHEfLICE.

FTP ME{o| H|HH=
ucopy" %4%1

ftp user password

AlS
2

[e]3
[=]

o

_—

o - =
S =
e ==

N e e s =

otef

rir

<64-10240> HolE 25 37| 4t M= Ateh (7|24t 512)
W oS 2 shAlgk AARRLO| TS ZEfAlof
MT|BHT} A ERALGE
<active | passive> FIPHZ BES 29 B E(active)2t =3
B E(passive) SO0 A HEHSHCE M EHALSE
Type <1 | 2> HOIH M& RE P LCL(1: ascii, 2: binary)
nchecksize MEO| THY 37| S =QISHA| =Lt dEfAte
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Of| =

CtZ O A= “main.bin” TFL O] ME{OA A0 ALX|OA switch.bin 22 HEAE|UZS

2o ELICH
config#copy ftp: flash:

Prompt: ftp user name[anonymous]? login-nam

Prompt: ftp user password[anonymous]? login-password
Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

o3
P

FTP M7} 2t SSHX| b2 O CH7| A[ZHO| ZO{FL|CE O] EX|= TCP Azt
ZEA @] 755) 22 Qg Ll TCP A A|ZHS =517 Yo “ip tcp

I8

n

synwait-time” 2 2% ZEOAM HHS 7o shLCt
U HEYI S| ZHOM FTP & AHESHH

o 0jE| HS &
2o/ 37|12

g HE 5
gz B3 - s Yy 5itE 2ol S &

HESHH =8 = A UL 7|2 327/= 512 0| R 22 HEAA0A
H =2 48 £ 28y

VTY & QHLH

AMAE2 “line” YOS AHE5H0] BO|E o7 8isE 4 YLCh

=)
o

Ui
o
Ofm

ol HOlE0f| SO AR = F85 4 & = UASHEL

O_I_
'I'l'%;i
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~

A|AEIO|

[}

off

1

Jtset

Y2 2 7t O] ASLIL.

console(22), virtual terminal(ZHE 0]'2)

~
~

A A”OtCE CHE fol 2helof] ASLICh HE e

T30 sk = L

X otEof 8 UM E

Line 8 QIE{T| 0] & ck Ho
ML o3 El o
CON(CTY) Console TEE Flol A0 212 0
SSH S A|&Eo] ZE(Of:.0|H
VTY oy | RREERESH AL 14 5
+ st
Line console (M & — 7| & aaa AFEAL AE ALE)

1Y 29
config T8 RE2 Y
line console 0 gl 25 22 Jet
pass-group <group-name> HEHD & 152 B &5t 74
password 0 HIZHD
Please input password: Ar8g H| 2D U3 3 =0IHX| 2 3|
Please input the password AGAIN: ==

(913 LEY H57|5 XH3)
no password =50 YHE U= HHRHSE ALH|
No pass-group ZE0| HE8E HYHD A& OFS S
Line VTY (M — 7|2 aaa AFEX} AF ALE)

FHO 29

config T nEz Xg
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line vty <0-31> <0-31> 2iol 24 22 M3t

pass-group <group-name> HEHMs & 1S M &St 7+d

password 0 HEZH

Please input password: ArEE HIZ D 3 Bl =0I7tX] 2 2 Y

Please input the password AGAIN: .

(215 mEY 575 H3)

no password 20| YYo= HEHZE AKX

no pass-group =50 M8 HYHZ & OFES SiA|
Show line 2 A&t VTY 42 =HelgtL(Ct

HES3A 2| +4

SNMP ++4

e

SNMP A|AEI0) = CtE3t 20| Li= = AFLICH

) SNMP management side (NMS)
) SNMP agent (AGENT)

) Management information base (MIB)

SNMP = SEZ2H AHB0A &ssts Z2EF YLICH SNMP 22| St of|o|HE 7Hoj|

SNMP #Z|F el ZEHOo

U

2 HE A #2| A2 (CiscoWorks 2F Z2 NMS)2| 227} 2 =+
AELICEH Agent X MIB 2 AIAEIO| ME ELICEH AIAE SNMP & T d5t7| T HIEHZ 22
=3t O 0| E Zte| ZAIE Fofsl{of 2 LLt.

SNMP 00| E &= MIB Bl

SNMP 22| 52 O|2{gt Ha0| ZtS = QISHALL =8 = AS L CH
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2|52 OO|MEOM B ghe P 7L Ha LS OO|MEN M + AELICH

HO|HE«= MIBOIM HIO|HE =& HLE MIB2 EX| 07 #H2 HERA FH|Q| HO|H
HjO[A LICH ot OO HEE Bt2|Ate] 2E £& HOIH 79 280 SEE = AFLICH

SNMP 00| HE £ | H0| ERS 2 o ASLILE Trap 2 HERIL £ SEIE LIEtLE

1

B2 8 4T YEE SNMP 2 TEYLLE Trap 2 BHETH ALEAL 2F, MAIZ, 23 AS

ALEf (=g sl/B|2 e, TP 2 X B2, QI A2 HZA == AXHE 4 A= 7|Et 52
O|HIEE LIEtH 4 Q&L|Ct

SNMP 2l
EHYSH O|IET HMSHH A ABI2 SNMP ZF2|A A “inform"2 EGLICH O|E 0,

OO ME A|AHIO| HIHA MEHE ZX|SHH SNMP ZE|AAHOZ HEE HMHL|ICEH SNMP

L2 Trap 22 MI|E[AL 2YS B AS €E & ASLICEL HHOME Trap = T4 E W

M2[g 4= QS LICE Ofof H|SH, SNMP 22| A|AE Z0j|M “inform request”& $=415t= SNMP
ZE|AAHIOM SNMP HEO]| Cist SESZ PDU S AFERLICEH ZHE|A|AEIOA "inform

request”O| = E|X| 2B echo 7t MEEX| E LT FH M= SEHS 2UHA R

K

“inform request’S ChA| 2 = ASLICH 08 ChF L2 22| =2 & 5 ASLICH

r

“inform request’2 HCt M 20| £7| Z0| A|AE X HEJIS [ B2 AHAS 2H|
LCH ER2 S 2 W H7| Lok o 27F S AEAHL 2 AIZH0] Z=1F & [77HX] “inform

request’S O 22|0f X{Zs{OF B L|Ct EBH Trap 2 SHHTE S L1 “inform request’= 02 H

MHE 2 = JASLLCH MHE “inform request’ s WEHT S410| F7471 E| B2 § B2
2IE FE SLCH ES ER2 SHHDE MEE| D “inform request’2 Ol H TS & £

AGLICH It E- 8 28 292 ehgdat 2lax 2o 28-S /X ZLICH SNMP
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el A AHO[MO| X|Hot= SNMP H{TH 22 SNMP 0|0 HES Fg3fjofFgt L LY.

MIB X| &

22| A|AEI9| SNMP & 2 & MIBII B4 (RFC 1213)2F SNMP E& (RFC 1215)2
X|-dgtL(Ct.

29K A AE2 2 A|AEO| TS 17 MIB 2HE S MS LT

SNMP 78 &7

SNMP 27| 74

SNMP community &2 MO #+d % +=H

A|AE Bla|Xto| B2 QI A|AE QK| LA

SNMP agent H|O|H THZI2| Z|Ci ZO0| H2| SNMP &Ei EL|HE
SNMP B ZL|EHE

SNMP trap +4

SNMP HFQI'E & 4 1y

SNMPv3 &

SNMPv3 AREXt

SNMPv3 EnginelD T4

SNMP R/ 74

SNMP E7|= MIB Of CHgt MM A HSkincloud / excloud)S M O{st= ZAULICH CHS ¥ H

A8 F8S T8 AlR.

CEL EL
snmp-server enable snmp T+HE2 =435t
27] 7|59 0|§,0ID X|E MIBL

snmp-server view name oid [exclude |
include] 59| E2| T E1|0| S (]
OIS0 24| A xto| YNA Het
= X GELo.

Exclude : WM& HE
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Include : HMA 5

SNMP 2 7|0 Al AN A T e 512 AE2 MIB ZHME "exclude" 7K 2 "include"= Lt X|

WM AL FEEX 2 THHE 72X AN

&g 5 glsuyot

SNMP 275 +d2t = SNMP 115 O|§S 7+8%t= SNMP 27| & Fist0] & 0[50 A

MM A & =AU 7HH 2l 5t TS M g = ASH T
SNMP Community Of et HZ Mo 714 E£= +=H

SNMP community 2| EAtES AFESH0] Z2[A|A—aF FHIAO|S] 2HA S Fo| & = ASLICE
Community EAE2 Z2|A[AEO] FH|O| 2201 & & U St Y=ot FARLIC

Community EAtE 0t 2ESHY StLt O] &2 95 X[Fe = ASHICE

BEo 75
. o . =No) 4y 7FS X o| &t
snmp-server community string [view view- =2 community &S 82| gLt

nameé] [ro | rw] [word]

StLE == o2 JHe] A& EAEE 78 & & ASLILE "'no” PO E ALESH0] K|

o
rm

Community 2XtE S HAHSIMAIL. Community 2AHE S F45H= 2 "SNMP

o))
o
4
Hr
njo

NENRIPNEeR

A 2B 2E|Xte] o5 W S AAEO /X 28 4

SysContact 2f SysLocation 2 A|A” I FE0| A2 22| Ha== MIB O] 242fo| FH|2| ID g2t

KIE Zof HLIL O] YE &= Config & S3HA HMA S - UASHLL 2 ZEOM OF

FYof 715

=Co| Y3 BN o 2XS
FABLICH

snmp-server contact fext

C o|%|o] ZXAIES At
snmp-server location rext LE X EXtEE LI
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ZH[O|M ELf= SNMP H|O|E mfZlof X|C§ ZO|

HiOo[H mizlel =|cf ZO0|& +

x~ Ol
O_—

g4+ AsHEL 2

EH
=

A
T 22

BEOM Lt

7|

L=
o

snmp-server packetsize byte-count

2 GO mjzlef x|t HO|E +

TS

SNMP AHE{f HL|E{E

MY BEOIA T+

eSS

—

=) HZE Community AE &5, 08| = & HEE
SNMP £3/8 A E 2L HZ & 5 ASLIC
E&o] IIs

show snmp

SNMP &Efj ZL|E.

SNMP trap T8

thg 3

24

OfE ALY SNMP trap & EW =S A|2HO|

trap & EUES Al2E T4

Al
=

HYREOA BHES 250

MSE A

o= T %[%I_“:f

SAER HYEE FELC

g

ol

2

7l

=
o

snmp-server host host community-string [trap-

typel

Trap HIAIX|Q] =M AHE X[ FRLIC.

snmp-server host /ost [traps|informs]{version
{v1 | v2c | v3 {auth | noauth | priv } }community-

string [trap-typel

Trap IAIX| Q] =X}, BT, AR
O|§& Al gLt

SNMPv3 trap 2| 4@ ZAEJE

=]
HAIXE Bt E S AE| ChS
SNMP engine ID & +-J38}{OF HL|C}.
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AIAB0| At E| SNMP A2 RHEO2 M ELich BE R0l Trap 0| B3 LITH

“snmp-server host * HOE ALESI0] O AETJH O BFO| Trap 2 =4I X| XL =

ChE BFS Soff Mofsliof gLt ol E 20, AHHO|AF E7LE BES I SNMP

23 EMS B ™ QAHHO|A T EEO A “snmp trap link-status” B EHOE Aalisto] 23

o = o

i

==X
H=

futot

g3} Bli0F gLt

Trap 2 415124 H SAET} “snmp-server host " &S 74J8l{0F & L|LCH.

® Trap 2| HASQl Of7fH =75}
MEH St=2O 2 Trap O AlEtEl= &2 QI O|2, HAIX| {2 ZO| &= 2
SAEQ MEE 2t 42 XEY = USUECE Trap 2| &2 D7 HS-E
TEoHH MYREOM Chg MEY HHOE ALY = ASLICH
™ 7Is
snmp-server trap-source null Trap MIAIX|S] A& & null interface 2 X|F BT}

snmp-server queue-length /ength | Trap O| A= 2 TAE0| Cfet HIA|X| 72| ZO|E
LI (7122 10)

snmp-server trap-timeout seconds | MT& CH7|EO|M Trap 2 TS & HIEE
ZolgLth (7= 4 : 30 =)
SNMP HOIE A Fa 71
MY oM Ot HHOE &S0 SNMP HA[X[S] 24 F=AF FESHYA| 2.
YO Is
T
snmp source-addr jpaddress SNMP BiAIX|S] 2EAIE TR
SNMPv3 group +43}7|
JES TE5E Ofg B0 E dHtMAR
Yo Is
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snmp-server group [groupname v3
{auth | noauth | priv} [read
readviewl|write writeview] [notify

notifyview] [access access-/ist]

SNMPv3 O&& F-g%tL|Ch

Jl2HoR QlEY o9 E2o RE #8
9lg & Lk

Priv. SNMP v3 ® &
Auth: SNMP v3 ™
Noauth: SNMP v3

0N E.

SNMPv3 AtEXt 71 d3517|

ChS YHOIS Lol 21 ALBKIE THE + 3
AFSRH O|2T YBE ALSXIOIA ¢2fof B

oto

IS— =

=7{L} ZOtoF gLt OEX|

ASLIC 22 Xp7F FX|of 2Q1I5HH FX[of
Ch. ArE XSl 20t

AHE&AHE 21E5E St

AFXO
T

4+ ox
MY i
HT
inl

A XL £ D120 HOF

=

0|

snmp-server user <name>
<group> v3 priv <aes128 | aes256
| aes256-c> auth <sha | sha256>

<priv_passwd> <auth_passwd>

SNMP v3 ALEXL O, &, &=3 21F

T8 2,9

ot

A2 F HENE HA|)

priv_passwd:

)

Aot HABS 29 ~322

auth_passwd: A& X} QI

12(9~322%h

SNMPv3 Engine ID T+835}7|

SNMP EnginelD & SNMP Engine & 4/ &5}

1=

HH|= SNMPv3 Z2{ 29| SNMP Engine 0ff Z& |0

=0 AFEELILE 7[ZE2] SNMP 22| A[AE

I:I:
e

U LI,

FYof

IIs

snmp-server enginelD local

engineid-string

KAl SNMP ATl g - LTt (&)
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3 Ol

Ol A 1

snmp-server community 5 public RO
snmp-server community 5 private RW

snmp-server host 192.168.10.2 public

e S 22 ol E LtEF-HLICE

o Z=MBHSE S = e S7 2AEE T80 YH.
e L= MBHSE AL £ A= Community 2AHE S 7Hel #45t= L

s
1
i
o
1H

ot

2t = ASLICH

o HH2 A|AEO| Trap 2 ELHOF & I Community 2XFE S Public 5t X|83t0] Trap 2
192.168.10.2 22 HL{A ELICE O & S0, &H|Q| ZET} Cr2MEf7t | RUCHH FH|O|A &=

192.168.10.2 2 YL Trap YEE EHL|C}H

Ol &l 2

Switch# show running-configuration non-interface

snmp-server enginelD local 80000523015a000003

snmp-server group getter v3 auth

snmp-server group setter v3 priv write v-write

snmp-server user get-user getter v3 auth sha 9 €7a86399065c56fa8645cc14e33f29f2d
ac965c3d73fd879fb424419cac7a3ff

snmp-server user set-user setter v3 auth sha 9 2e556b053bf1903cf40643b2687dbdba5
2aa1ce594605fd77247f3322f88b48f

snmp-server user test admin_g v3 priv aes256 auth sha256 9 65c03eaf2ea90e0cdb8cf
68572b690fcec03713d31f1e566738db3e2dbeOfdae d3ec854a04c12dacc1ca380d999afe8d0054
€02370c8069000c8efd3ea112227
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snmp-server host 90.0.0.3 informs version v3 auth notifier

snmp-server view v-write internet included

212l OAl= SNMPv3 & AtEot0] FHIE 22|ot= LS 20 FL L

>

& Setter = HX|E 7 = U= HHH, OF Getter = HX|HEE ot & = JASL|CL
AFXE 8 AFBAEZE OE User 74 & Setter Off 3 [ AL X} Get-user £ & getter Of

s3fuct

get-user 2| FF HOt +=F2 AT 2 EX|2 Yo otr[X| iU L
Set-user 2| 3% E¢t +=F2 25 & =23l LTt

ZHH| O A Key event 7t 2 SHH username notifiy S AH2SH0] E2|XtO| SAE = 90.0.0.3 oA

2E HAIXIE 2L

RMON 4
RMON 4 At
RMON +4 2t:

AQX|0f| CHSH RMON BE 7|5
A Q|X|of CHEt RMON O|HIE 7|5
AQX|0f| CHSH RMON &4 7|s
AQX|0f| CHSH RMON 7|8 7|&
AQ|X| RMON T+ EA|

A2 X|0f| Cisk RMON & 7|5

Command line EE= SNMP NMS € S3f rMON EE 7|2 48 & &= JSLICt

SNMP NMS & S8l 7+45t= 42 22X SNMP & Fd6ljof gL,
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BE 7|50 #EE = A= A" 22 S/ ¢E ZHEH & 5+ AEUCL

F™o] IIs
. 7|<_g1| = =zt C
configure == SodHn
rmon alarm index RMON 22 &58 FII5tHAI
. . = 74d StE0O| AHO| Ol o% ol 1.,
variable interval Index & ZE =0 MOAYL|CE 78 #He|E= 1~65535

ALk
{absolute | delta} rising- . _

Variable 2 ZL|E2 &= MIB o 24X LT}
threshold value A A-OM B8 MIB 2% O OF 31T, Integer, Counter,
[eventnumber] falling- Gauge S+ Time Ticks F&2| Objects Bt EHX| & ==
threshold va/ue UF LT

Interval 2 M EZ S ot A|ZFEHRIQLCE Bl =
EHRO0|H |2 22 1 Ol A 2147483647 ALO| L cr
Absolute = MIB K|S Zt2 2 2LIHE st= O
A-EElL|Ct HEls £ MEY

o HES 2UH st AR8E LT
Value = ZE7t M2 O A

OHIE Ho = A gho] =SS [ MHE|l= O|HES]
index X ALICt O|HIE Mz = MEIALG
Owner string 2 20 Cist HE2E AHTLICL

B[Rt REZ E[FOotZL T

[eventnumberl [owner

N

string] [repeat]

TEE ML

o

rMON 3£ &50| & & FXl= X[Q& 0D #s 7t SLIC

2 SE U2 alarm FE(Z T = FEHO| Wh2f OfF gfar Bl W E LT

5
o
D
x
[z
ot
ro
o
rE
m
©
rE
|m
}0+
N
o
o
N
IS
2
+0+
N
5
o
D
x
[z
fot
N
i
fe)
g
|m
N

[HQLICE OF2 & rmon alarm 2] index = ASSIX| Qtof QI AT S QS L2t SH2 S F|A
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A Q| X|0f CiSH RMON O|HIE 7|5

ChE #0f= RMON O|HIES T d5t= A7t LietRUS L Eh

£ CEL dy
1. configure 222 2E8 SoUUN
2. rmon event index RMON O £ &858 F7HetuAl
Index = O[HIE &= MOIO|H F= He|= 1~65535
[description string] olLct
[log] [owner string] Description 2 O[#I E0j Cidt HE S o|n|giL|ct,
[trap community] [ifctrl Log = O|HIEZI &l Mol 21 HO|20| YEE
interface] FIt5t= A 20| gtk
Trap = O[HIEZ 2 HE [} Trap HIAIX|2| -4 & 2|0
1=
Community = Community 0| & L|Ct.
Owner string 2 220] Cigt YEE SO
; exit 2R REZ EE0IZLIC
4 write THE ML

rMON O|HIE7} &l S0f= rMON ZE7} &g If rMON O|HIE 50| =0 Ql
eventlLastTimeSent & SysUpTime 22 T1/J5ljoF gtL|C}.

Log 40| rMON O|HIEZ &M HA|X|7t 21 HO|E0] =7t € LTt Trap 40|

rMON O|HIEZ P HE|H E& BA|X|7} HRLIE| 0|22 MSEL|CH rMONO|[HIEE Oof2f #
2SI S YT index 2 O|HME =S F-d5HH OHX|8 g8t HEEL|CH rMON O|HI E

index & ALY index 7} S Y%t O|HIE & H2 F A = ASLICH

22|X|2] RMON &4 #4

rMON 4 152 ZX|e| = ZEO tist A L& ZLIH St=H Ar&E UL

rMON S & +d3%t= tA= Chaat 2Lt

A Ry 493
1. configure 3 WY RER So{ZLCh
2. interface iftype ifid 4 EEQREE S0zt
iftype2 & K2 2|0] gLt
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5 Ifide ZEQ| IDE 2lojgtu Ct
3. rmon collection 6 HEEOM A 752 Mzt gLt
stat index [owner index= S22 M2l |0
string owner string2 S4|0f Ciot EE HE5t= ALY
Lich
4. exit 7 MY REE SOf g
5. exit 8 EeXt REE FOF Zict
6 write 9 THE MFYLULCL
S A MOIS AIRBI0l SA SR TABH7| 2Ush “rmon collection stat * S 012 B A5G
ORX|2f M8t M-20| EL|C} “rmon collection stats index"S A0 index 7} S Y3 E7

rMON 7|&§ 052 X2 ZEOM THE AlZt Muo| 74 §28 +Hot=H AFEE Lt

1

rMON &4 7|52 Ctg1f 20| 7+ E LIt

CHA| HEPo] Al
1. configure =2E2¥ REZ S0 YL
2. interface iftype ifid ZE Rtz SO{LCH
iftype 2 & |FYE o/0| gLt
Ifid = ZEQ| ID & 2|o|gtLCt
3. rmon collection EZEOAN 4 7|s2 &Mzt g ct
. ) ; L simo| Aol o
history index [buckets index = &=2| “421S o[D|ZLCY
0|8 d50=2 =T 2E HOo|E SO X4 HA
bucket-number] Y rao e Lo
Ho S=32 XMESfofF gLCt olz{st 84 S 7|
linterval second] 9I8h ol ulel 7|2 S22 &Ot 2 £ ST
[owner owner-name] 71222 50 7 YLcH
F HMEs 222 84 Ho|HE &&= 7+A 2 20|
ghLct 7|2 2t2 1800 & L|Ct.
owner string 2 &40 Cigt §EE HFSt=
AdLct,
4. exit 228 22 Fof gLt
exit He|xp 2EZ FOof 2Lt
6. write g4 Mgt
RMON 7| & &50| 7tk ¥X|&= X|HE ZEO|N 2 X20tCH 84 242 7HH S L CH
SA S BE YF5Co= 0|8 =50 F7+ ELICHL rMON =&, 7|5, MQlZ2 of2] H HE35t0]
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O] UEL|Ct SSH AMH = A3}

—

=)

o A

= 7
oto
LS —

HHSEX]

o
[

| Xt
(o}

—

2 SSH 2ao|PiE L
A

}hE
- O

.
o

EE
=]

|

=

1L
o

LIk (KEA|
N

=
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s

o
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=

o
=

|

SSH MH7|5& M&otH SSH E2t0[AE et

SSH A{H
= Al

| -
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’ls

[
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=

e

SSH
X|2HE SSH AH

SSH 22}0|YME = SSH
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Xt
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Yol 4y

od

ip sshd auth_method STRING | 2|5 2ol 52 gL (ME)

ACL T+43}7]

A2 SSH MHOf Lot FZE MO{st2{H SSH M Of tigt 2 MO 525 F-dsioF 2L Tt

=28 ZEOM Chg B3PS Sl B2 Mo 55 #IH

HE0f a9
ip sshd access-class STRING oj2| Yolst ACLS MEtL|C
oI5 AlZh =1 gt 4

SCHO[UELt MEZH0| HZO| & = Fd& AlZt Loy 2

U2 BELCL 22 T4 BC0|M 048 BYS Sof 7Y MY £ 2

Ly a9
ip sshd timeout <60-65535> 15 AlZh =1t gtS 4
215 MAE 2= 79

AIfot QSO Cigh AlZHO] Z[CH AlZhS Z=1tstH SSH M= A HZ0| - =X| B= o 2

LS

MAIE 31X StesLICh 20 AAIE %

2=
AT =

N

| A
— 1

|0

2 3YUUCL 228 REOM O F BN E

2SI 2SS Al A =3t= A0 AZtE 78 A=

— =]

FYof g

ip sshd auth-retries <0-65535> Configures the maximum times for retrying

authentication.
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SSH AlH{ =Hd st

goz 49 ot thg

22 Y RENN O3 Y

Yo

ip sshd enable

H
SSH MHE AtE ghL|Ch
tS = 2048bit 2 MM =L

SSH HH™ 4

SSH HH™E - gtL|Ct

cEiY

M
=3

ip sshd version 2

SSH
Al &gt

== ¢z HE 2w

—

SSH 7| M &
SSH gdste ddE 7|5 ZaAl 22| HIotr| f/s ch= BHOE &2 Lt
FHO 29
ip sshd save SSH 7|& EaiAl 22|of o=z
MY

HHO 49
ip sshd sftp SFTP £ EdiA| tize(of o=
Mgt
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SSH SA| & M4 Kot

HHO 49
Max-lines ssh <0-31> SSH SA| & MAZ2 Nt ote&
M I—I'c'>'|-|:|-

no max-lines SSH SSH SA| H& MM A

o x &
d& Flastt

t.

SSH =Xt =tol

HHO 49

show ssh ssh &AL HEE BA[SHCE ES 1P
TCPEZER™HE

show tcp brief TCP H& MM EEE HA|SHCL

SSH MH -/ oA

CHS RHOME= 1P FEATE192.168.20.40 Q1 host TF SSH M HO| B & 4
AFE Xt CIO|EHHO| A= AHEX}L ID & TFESHE O AF2E LI

Access control list (ACL)

ip access-list standard ssh-acl

permit 192.168.20.40

I

aaa authentication login ssh-auth local
ip sshd auth-method ssh-auth

ip sshd access-class ssh-acl

ip sshd enable
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SSH 22I0|QIE 7|5 AtE

SSH 22I0|AE 7|55 AH&st2{™ ot S H= St

=
to

YO

Ssh -l userid —d ip_address FO1Z AE 1t 1Pv4

(AB.CD)Z ssh &S A|ZtstL|Ct.

Ssh - userid —jpv6 jp_address FO1Z AE 1t 1Pve

XXXX:X) 2 ssh BES

P Hd 2Hd =2

ot
-
_|T|_

> o oo |Jdo mo |nx
L S P S vl I D S ol )
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Telnet 74

Telnet AH|A 7

o

ip telnet enable

Telnet & A

ip telnet sour-interface vlan <interface-
a>

Telnet &

ip telnet listen-port <3001-3999>

Telnet ZEE BZA. (7|22} 23)

lp telnet max-user <0-31>

Z|C Telnet AFEAL 5= X8

no ip telnet enable

Telnet & A2 = QIEE H|ZHY3}t

Telnet A{H[A 215 21 O S w4
HHO 49
ip telnet attack-defense <Count num : 3 | &% 3= Mot U X H& C7|A|2tS2
- 10> <time num : 30 - 86400s> 78 85 5 At 3~10 2
M ES 7] A2t 30~86400 =
no ip telnet attack-defense &2 2 HES T2|AIZE 8 A

Telnet SA| & M4 At

Yo

max-lines telnet <0-31>

H4Y
Telnet SA| & MME Nt St
Aot}
SAl & Hist: 0~31 (71224 0)

no max-lines telnet

-_—

Telnet SA| & MM 28 S 72

Ct

22| X H2H0 ACLAEE

Telnet ME{Of CHSH

HHOZ Telnet AMH| A0 XHE8tL|C}

S Mo{ote{H HYEYREM BE ACLS T+85t2 Of2f

Hof

g

ip telnet access-class <acl_name>

22| X H2H 0 ACLE Telnet
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ME| 20 HE-fLICE

Telnet ™ X} 210l

Yol

L&

show telnet

il

Telnet X HEE HEAIBHCH HE 1P

TCPEZEFE

show tcp brief

TCP B M SEE BAISICL
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OI=(AAA) M

AAA T2

HMA MOl= HERT S MB[20] CHSE AMAS KOSt Y- YLICH 2T, Het F0f 8

AE (AAA) HIERIR 22t ME|AE 22 e HM A MH0| CHet M2 XS Fd5t=

AAA E ot MH[A

AAA = M 7HX| SBHQ 2ot 7SS EitE gHeR Fgotr| el 71eX Yl

2| YA YLICE AAA £ CHg MHIAE A= & U4 S MLt

« Authentication - 291 3 &= Cizt AXt, @H S SE, HAIE X2 & MEiSH

Hot ZR2EZO M2 F2otE HIRoH ALEAL A8 WE S MSeLIch

Authentication 2 HE{/3 S MH|A0| Cist 20| 5{&%7] ™| AHEXLL

HEAI
(=l

1>

H o

18]

Lict g = ol

— =

rir

T8 g 2T =ME FolgLtt. ol & 2T HAET AR o £

CIET O] 20 HELO{OFgtLILt. ofel= 7|2 HAE FE ("default"2t= 0| 8)LICH
7|2 HAE F52 CHE WAL S50] ZolFX| 2 89 2E AHI0[A0

Asez2 HEFHLUL gl & Has 550| 7|2 Ha

[N

S22 5= A8TUL



Klo

od
ufJ

= YRS o0 2

3

HolsOFetL| T AAA EQF MH|A QR0

X, P

=
=)

]

2
[S)

Af

o2y,

x

m]

Ay ==

EH
=

A& AL
kel

.
o
[

A
-

LICt.

I

=

e
(=)

=

A0 Ch

ne

Ly
o

= Mol SRS A

g

« Authorization — 2} A{H|
x

IPX, ARA A Telnet X|

=

ol
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group groupname

7|9 E list-name 2

Z2MA SO A= = 2

E = Accounting

od
LS 2= oM X JE= HEHR AE S S tEgunt
7|19le a4
group WORD Aol chs HY B MY 18 AH87ts Sk U Ch
group radius radius A8 gd3tetL|Ct,
none AE MH|AE H|zhda} L.
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2003 BE AFBRIIE F7|HQ YA A HREE AL HF5tD M AFHE A= newinfo
2NEEE 7|8z AE YREE FHeLT

AAA A8 AHE Ol MO

AAA A|AEIO| ALEX} O] F ZXFEO| NULL Q1 AR XLO| TSt AE 2REE EWX| $=Fot2H
Z2Y 4 ZE0|A aaa accounting suppress null-username EHS A2 S A| 2. AL}
O|E0] NULL 21 AFEXAIOA HZEES EL2{H0| FZHL| no PAIS AFESIYUAIR.

° aaa accounting suppress null-username

RADIUS #+M

0| Z0j M= Remote Authentication Dial-In User Service (RADIUS) E O A|AHEIOf| CH3s| M3t
RADIUS 2o 52 2|5t RADIUS 7|&& Ar85t7|0f HEstD BN HE0 HERA 285

AIRHSHLICEH "RADIUS 78 &Y S E"H 0| M= AAA (authentication, authorization, 1t

accounting) 3 T2 E RADIUS & T/d5t= LH0l| CHs dFatL|ct
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=)

RADIUS 78

RADIUS = #?H0| gl= AMAZREH HEYJIE E25t= 24 SE0|AUE / MY

M"Y LCH #3A| RADIUS EEI0|AEE AX|0M LN RE AEA QAT 3 HESRR
MH| A M~ FEIF 2ot & S RADIUS AHZ 21T 2FS 2-LCH

RADIUS = &4 ALEAL0| Lot HIERR AMLAE RASHHM 2 E2| 2000 20 Chfet

HERI 2EZ0M FoIEAS LI

HAM|A EOto] Qs CHE HES R 2HE 0 Al RADIUS & AFESIAMAIR.

® RADIUS £ X|R3tE 02 S5 M HM2 MHIIUE HE/JAR OE =9

o2 S5 Y2l UM ME= EHY RADIUS MH 7|8t & ot Hjo[HH|0]AE

AFER-ILICE 03] S5 Y2 MM A ME7E s 1P 7|8 HEAIOM Tt

M2 A2 A= Kerberos HOF A|AEITE S RS EZ 2 AFR X} X| ™ &l RADIUS

MHE Sof 2S5 E Lt

o  AREXZL T MB|AO|ZE A ASHOF St= W ER/S. RADIUS & AHESHH

THY = AE Aular g

rlo
ra
ne
=[0)
um
'l
m
tA
rr
v
av)
)
&)
o
5
=3
o
(@]
)
)
o)
—~
)
=
(@]
o]
(@]
0
o

PPPE A3 £l HBO R AHotD Ho| H UMA S22 AL

o {2 A8 S/t 2% HESR A RADIUS 2IF0|Lt HEH R0iet &

)
£Q
°

RADIUS AI™E A2 = JSLICEH RADIUS Al'E 7|2 AHESH

r2
x
=
>

A% S ER AIF HOIHE H&5E & A28 Md S| At

oh
ri
L]
>
>
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(AIZE T2, HOIE S)o| &S LIEF-HLICE IE U MH[A SGX} (ISP)=

— od

Z2[90f 7|8 2| RADIUS A M A X0 & Accounting 2ZEQINE
AL83Sto] St Hot QI HF Q7 AtehE SFAIZE = JASHIT

CHE HESR 22 &4&0lM= RADIUS 7t HetdtX| @f& LTt

AHEXH7F RADIUS

I- H'c'J'I-L_||:|-

@)

3)

HE| ZZEZE HMA 2, RADIUS = LS T2 EZ S K| ASHK| A&L|Ct.

(k=]
AppleTalk Remote Access (ARA)
NetBIOS Frame Control Protocol (NBFCP)

NetWare Asynchronous Services Interface (NASI)
X.25 PAD ¢I&

AR|X|-TH-A2|X|Ql B2 RADIUS & F 7IX| Q15 S MSSHX| Y& LILCt.
CtYSt MH|AS AL SHE WER T, RADIUS £ LM O 2 ALEXLE BtLtC

MH| A 2RO Bl E gLt

RADIUS 29

ALESHY MM A AMEo| 2015t Q1Este{ 1 ot Chg EHA 7t

AFBRHE Het o[l H| LS S @S of ST,
RADIUS ME{O IEAS Hof AL X} 0|21t Ot HUMSE R HL|CH

RADIUS MH 25 E ALEAZF #= SH & otLt7b ELICh:

a. ACCEPT—ALE X} 9150 = &

-|0

b. REJECT—AF8X} 2150] 0f0|C] X ML R @72 olef x| %2 2

o
oT.
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c. CHALLENGE— RADIUS A{H{Of| A H2IX| 7} st L|CH "MEIX|

rir

MERZEE 71 HO|EHE =Tt

d. CHANGE PASSWORD— AHEXIO| A Af 2= & EHSI2t= 27 0| RADIUS
ME{o|| ofs| ‘Ll Lt

ACCEPT = REJECT SE2 EXEC & HER A AT 200 AL &= F7t
oio|E{Qt @A XS E LICE RADIUS 2152 AHESHE T A RADIUS 2152
tEsfjobetL| Tt ACCEPT S+ REJECT IjZlof =%k & F=7} oo E & ChS ot
20| gLk

AU, rlogin EE= LAT (2Z2 9 ©&) ¢4, PPP SLIP (2| QHU Z2EE)

Lt EXEC MH|AS HIRSHO AAEXIZE ML S =R_A= AMH[A

L oA A{B{O]| RADIUS & FASIE{ T C}S RS SasloFgtLCt.

RADIUS Q152 2st & SE2 2|5t ™ aaa authentication M T

HHES AFRSIAMA| 2. aaa authentication B A0 CHSH Xt HE=

Mol &l AE EE2S AFESIE{H line X interface HH S AI2SIAA|I2.

Mot SEE QT Y EE TSR
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o ST AEX Y

52 9153824 aaa authorization global FH S AFEE =+
A& L|C} aaa authorization @& ALE0| Cliot AbMTt &2 "Ho 1" H 2
KXSHAA L.

®  RADIUS A0 CHEH AEES &/d%t5te ™ aaa accounting BHES AL S =+

A& LICH aaa accounting B AFE0] Ciist RbA|sH LY

-

o

82 AY BYE

o

o>t
o

FRSHMA @,

RADIUS T8 g =5

° RADIUS MH 402 Mzt 714
° == YN E RADIUS EME AIESIEE A9 +4
[ ]

RADIUS 215 X|H
° RADIUS #3t X|™

RADIUS A X|H

RADIUS ++& ¢l

=

RADIUS Al EAlO 2 M3t 1M

[ o

RADIUS 2 AE= YK O

£ Livingston, Merit, Microsoft £ CHE &

ZEQO XMS &H el

St= LIS AMEAF A|2B YLLY.

o
7 Y2 HAE

Mo

At

mjo

AME310l = E Y=

RADIUS 7} AAA EOt HHES

o

>

8322 TABI2{H RADIUS AfHf O 2

S M#ste sAEQL
= Al’golopgt L L.
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MH| 2 RADIUS MH S4E 713128 222 78 RE0|AM TS B2 AFESHUAIR.

Faof e
radius-server host jp-address [auth-port | &2 RADIUS MH S AEQ| P T4 Ei=
port-numben[acct-port portnumben DAE 0|52 A5t 215 A AE cf4
ZE B3 E oot
radius-server key string 2t E{2F RADIUS ME{ZH0| A8 &= SF7
HE HAE FXIE S X|7deL|CE
2t EQF RADIUS AMH 7te| MY S41 Fd2 F 85t 8y +d R EO|M CHS radius-server
HHS AFESIAAIR
Faof e

Z7|8t7] Mol AQ|X[7} ZH RADIUS 82 AH O
radius-server retransmit retries x

8Lt (712 a2 2).

L HATT

XS MHSESH7| Mol ALX|7F RADIUS 230
radius-server timeout seconds 5
=

BE 7Itels Az (&) XS

RADIUS 215 &

o
radius-server deadtime minutes N
MEZL R 2 SO HEEl=X| XLt

IETF (Internet Engineering Task Force) X0t B2 52 Y 4 (EY 26)2 AL

HES HM 2 MB{QERADIUS MEZHY| S& 2HE EE TES= YyS XL

OH
h
2

H ID 2 VSA Of CHst XpM|$H LH-2 RFC 2138, RADIUS (Remote Authentication Dial-In

User Service)S T ZOHUA|2. VSA & 2143110 AEoteE HERT KM MHE 9512 H

CEL TS

radius-server vsa send [authentication] HER HNA MHIZERADIUS IETF &4

260] Ho| EICHE VSAE QlAlStD At St
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+ g,

4 RADIUS 9=

o

X
|8l RADIUS 91 7|12

=~

1=

=

A

RADIUS MHE

WA., 0l
5] =l ac  OoF g of
< — ol
10 . o LTS <| _
Koo % = 3 W 4 X
<X y R Ko N
7o) L _|._ —_— o} _._l_
ol Jorl 3 &0 oF w0
K 0 ox oF W= u =
70 0 - oo Tr m ﬂ_u = <
Ko U <X O - =
=0 T2 Ko ol
ol K S = N K
%0 w7 =1 ol ko gl
X m s oy - g
w = H ® o o < =
D) E= . [}
a) &w 5 o M B w WK
(0] (@) - —
M = m__m _._._.__u _._._ml__._._ o__o = m_.=._ |H
W ol ooor = E P
Q_O ._L - H__l 10 =< A_ =
ol - = RO o = B
5 P : T
s B o WO N
oo = = 3 M < = m__m <
= 7 = Q_mo H < ol 9 <
Wo o A O < S T A
2 K < 3 Kb B x o
e 5l oo 4 51  ® ™0 RO
< I 10 = X @ ° ol K- N
< 2 n oz 7 =2 ou k 9
ol uwﬂ % = = <0 ADn o % ofo w
Klo W_H_ ) = n ._Iﬂ o o o < <
= S VR R c 4
o < m = . O 8 =5 ER—
= fi0 KO w__q IF +u.m_n H_u m 70 %o I
< M = = H o wjr <z |
o 5 = i oK =3 = ol o3
DI. .m m_._oO 1ol 3 ol ® . do <k
Iz w P o= o m g o N R
g Tow @ R ° =
s £ oo, TP s 3 KR
£ : T2 3 F R % 5w
or © 0 K ofn
o - — -, o
&0 ® b = < Tod >3 KO b 00
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RADIUS 8 Of| x|

RADIUS 215 % &gt 2o of x|

CHZ Ol0f M= RADIUS & AFESHY QISotl dots RIS 2tRHE 795

rir
0%
I
o

B EFLICH:
aaa authentication login use-radius group radius local

O] MZ RADIUS 215 & #ot 80 2o &2 Craut 20| FolE LT},
aaa authentication login use-radius radius local 219l ZEZEO|AM QIE52 {5 RADIUS &
ANESIEE 2HREHE I LICE RADIUS 7t LFE BI2SHH A Xt 2Z HIO|HH| 0| A

AtE3I0 QIS ElIL|C O] OOl A use-radius = RADIUS & X|H3t Ct2 24 QS

mjo

X’ Est=

1t Al oA

X
>
)
C
N
e
ol
=

CHS ool M= AAA B ETHt 8H RADIUS E AtESts Y 14 S EOolE L C

radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd
username root password 5 AlongPassword
aaa authentication login admins radius local
line vty 1 16

login authentication admins

Ol oH[2] RADIUS 215, ®ot 20 S AE 42 Ch21t 20| "ol Lt .
radius-server host @ &2 RADIUS Al S AEQ| |p FAE HO|gtL|CH
radius-server key HH2 HEQT WM A MEH L} RADIUS M SAE ALO|O] 3/ H|Y HAE

AEE ZolgtL Lt

Mo
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aaa authentication login admins & £td 2Z F&2 RADIUS 215 & RADIUS MH 7t

00

BOHA| B

ox
4o

2Z 230| pPP & ALESHE HE 2H0M AL E S X[ Fots AT Y-

— o

E2 "dial-ins"S Ho|gtL|LCt. ;

login authentication admins &2 2192 215 S {5 "admins"HAE S5 HE LT}

RADIUS H& o A|

CI2 Ol= AAA B M E

i

Sof L 7S Folot= LS BoFLCL
radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd

username root password 5 AlongPassword

aaa authentication login admins radius local

line vty 1 16

login authentication admins

?1o| oo A 2t HE o= 07 o 0|7t USLICH CHS LHES BZSIMAIL.
& radius-server host = RADIUS A{H{Q| IP TAZ Ho|gtL]|C},

B radius-server key £ HET M A MHQF RADIUS MY 7He| 37 EHE FolghL|Ct

]
ro
ol

aaa authentication login admins radius local @& 2 ™ U 55 admins & oLt

rk

2| Xt 552 HXA RADIUS & ¢!

0I>|

o= X T RADIUS ME{ 7t SESHK| Q= 2%

7 o]
= -

tu

ol
o

A& Lt

login authentication admins 3d2 271901 215 HHO 2 admins HAE FES X|HTLC
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QI H O] &

O M2 AQIX|7} KYSHs CIYBt BRO| QE{TIO|AS BT ChyBt QIE{TI0|A

7o tiet +4 32 & F=ot= o =30 LI

2E IHHO|A HHO Cieh XtMet 22 AHH 0L 714 FES HESHYA|L. 0] MM

—

I

L= CHE 338 T2 d3Mo OHE 28 HIoHAIR.

Naos 2= AHHOA RHH HE & + JUs S S=27F ZHE LD

A EEls AHE Ol 7Y

CIE{H| 0| & Fof Tieh AiM|eh LHE2 CHE S HZESHAIL.

QIE{Ho|A §

o
ol
2
itas
[

O|EH Y AEE 0| A5 Pt T,

A& Ol Ul QIEHO|AE FERLICh

Ethernet interface = o|lEul ol mo|A 7+
7|7tH|E o|H Yl QIHI|o|AE

TeLch

=2| AHH oA 74

FoH QIHHO|~ e OIE|H 0|29 (null

Ho|AE 3 AHS AK|O AT
ELICE AFE A= 2010 2
X|0|A VLAN QI E{HH0|AE

g = AFHEL

o Hu

Null QIE{ 0| A '

Logical Interface
VLAN QIE{ 1 0] &

[> 4
ox 40 ox m

-+

A AHH oA

rr

2| AHH oA T

Rl
rHo
mn
rir
4n
O
du
10
ro

BT O] 2: O|H U QIE{H|O| A0t =2[H QB 0], O Q& H 0| A

rd2 B2E 4 AHLO|A B ALX[0f 2X[E QAHHO|A FtE £ QAHIO|A 2E0 et

StLto| FX|of et ChELICH =2lX IHHolA= Y =28 FX|7t gl AHH0[AZ

MERZL #3522 FdgtLtt

2fX[e] X & o|E % A EO|AE BHZat Z5 L CH

Ol 2IE 1| O] &
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T2 o|C{Hl QIEH 0|~
7|7HH| E O] Yl QIE{ 0| A

A9IK|9| X Ele =24 MOl As CHEat ZE LTt
ozl Ol T 0| A
null 21 E{IH O] A

aggregation 9IE{HO|A

VLAN QIE{H{ 0] A

OIHIOolA 9 7he

Che 432 2= QIHGO|AS 71 Z2MA0 MEELICH MY 714 ZEO|A QIHL0[A
THE G2 H CHS THAE FHSIUA 2.
(1) interface Y S A0 QAEHHO|A F+d EEE S0{7t QIHEHO[A

M
(=]

-+

o

A|ZFSHLICE O] I AQX| TETE = 'config_'Qt H &l OIE{ 10| A

ok

Moz FAMELCE O AHIO|AE HSE AIESIYAIR. M= MX|
(exworks) EE= QIHI{|O|A ZEEZF A|ARIO| =7t 2 Uf X|7ZE LTt O
OIEHO|AZS HEA| 6t2{H show interface S AHSIMA|Q | EX| 7}

Kot 2t AEHIO|AE Bt 20| XMl SEiE M-S LIC.

A QK| # show interface
GigaEthernet1/1 is down, line protocol is down
Hardware is Fast Ethernet, Address is 0009.7cf7.7dc1
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Auto-duplex, Auto-speed
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LT E.:
IHO|A
EHojM g 1/1 EE

M

input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output 17:52:52, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

1 packets input, 64 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, O ignored
0 watchdog, 0 multicast, O pause input

0 input packets with dribble condition detected

1 packets output, 64 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier, 0 PAUSE output

0 output buffer failures, 0 output buffers swapped out
To configure gigabit Ethernet interface g1/1, enter the following content:
interface GigaEthernet0/1

The switch prompts “config_g1/1".

af QIEH O]~ H ALOJOf SHS F=7h & 7t YSLIHE & =9, 22
=g 1/10| = Cf siEefLCt.

CIETO|A 71 REOM QEEO|A 78 HES #d & =

U LICH CHefet F2 AHHO|AMM dYE 2222 U S8 Z2 03

—
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HolgfLITt O] WH2 ALRAITL AEHO|A TN REE ERBULE o2
OIE|H 0| A2 FH & WA RX|EL|CH

2 AHEO|A 0| 2L OF Fo 'ZHEHTE | /X &

SIE{H|O| A 0| A show BES AFESHY QIE{H|0|A HEHE HAESIYAIR.

QI O] &

OIHE oA 58 £d 748

I
djo
=
o
rlo
o
rin
=0
ogt
lo
ro
m
il
2
>
<
_>._
oe:t
1
>
0
rir
ol
o
njo
nx
(ol

ot QIHH0[A9 &

£42 THBLCL TY T 4 AUk HH0|A BE S0 AIETO|A 4, (HYE

2 QI M 0| A0 Lot ¥ S F7IotEH QIEIo|A0 HE & ZHXE 7|Ydt= 4 =30
2 LIC o] 22 AHHO[A AFES M E%t= H =50 &= AHH oA H1 Argtez ot

MEE AEIO|A0] 7|50 s OIXIX| E&LIt Of 232 show running-

config X show interface BH 2| =2 0f| LIEEHL|CE AFEXI7F QIHI|O| A0 2B S F715tE2 =

8% AHIO|A 4 ZEOM Ltg FHS AFSIYAIR.
= &
description string X FEE AHmo| A0 HHS FItELICE

CIE{HO| A~ 2 F=otet AE oM = Chg M "I HH oA Y oS HXZSHUAIR.

rf o

oid

7
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A9l

[H

2E22 fYE Y=

&

=) O g B

=2 T

#X THE QR HO|A fYZS YT

0x

I EE2E

MU
rlo
ofn
bal
N
bl

ZEOM QAE IO A2 AlZH X

ol X =28 AHL 0|22

AEZ Pt OhZ BHE AIBSHUAIR
Hd 7NE
delay tensofmicroseconds oM FHE QIO AL A2t X|¢g gL Ct
A ZE X Aol 2 CHX| FE o7 M4 YEY

A|ZF Kol mAE 4 gla

o= T HAEI—l EI'-

o

QI OolA BLHYE & X £

ohg &

g2 AHHO|AE RLHBIL R 24

mot
5
i)

OIE{T| O] A ALE

o

oA
oY

QIET O] & 27|t &

QIEITO| A CH2 U &Y

OIE{H 0] A ALEf 20l

=/ -

129

YLICE O] FES Ar8otE AHL| 0|20 AX|




2|9 A%X|= 2ZEQ 0] 8 StEY 02 M Bz, AHHO[A JEi S QAHHO|A FLEt

L

e
i
rn

27K BE

o
f

Tuot

Al g 4 A&LCH CHE BE QIEEHO|A DL Haol Y

=R=]
=T =2

LhEBtLICE Of HHO| Chet A2 QIEHOIA T4 YH'S BEHIAIL.

o o O =

ChE S AFESHUAIR.

B &
show interface [type [slot/port]] QIETO|A HEfE HEAIRL O
show running-config X THEE BAIRLICH

I H O] =7|=} Bl ALK

=

=2| HHO|AE SH2 2 Fgotal K|

mot

& ABLITL 0l 819 SETo|A U X2zt &

CIEHO| A0 HEELICE Y T8 ZE0AM AHHO[AS E7[elsta AXSta{H

THE A8,
L] il
no interface type [s/otjport =2|& QEIO|AE X735t ALE THy
QO] AE APH|ELICE

oIHHolA~ F& W g3}

CIEHo| A7t SRE|H AHHO[AS BE 7|50 AHE 27tsoH &0 O] QlEIo|lA= 2E

BLE Y CIAB20|0M AS 275 IEHO|AR BAIFLCL o B2E 55 29
TRESS SO CI2 AR M5 2 & AL

CIEHOolA 8 RE0|A AHEO|AS B=oALE Bdotsta{E g EF S AEoHY

e ’1&
shutdown QI I 0|~ ZEELICE
no shutdown QI I 0| AE AMEEHL|CE
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Aol AHEE U= & AEHO|A FHI 4 HM-FY QAHHOAV ZREU=X| HEE
2t olst= HE 2. BE = QIHI|O|AE show interface HE 2 £2{0] 'administratively

down'© 2 EAIEILICL XAISH LESS QIEHOIA B2 ORIl [ OHIS HXSHIAIL,
=2| AIHEO|A g

O HOJAL 21N QIEHO|AS FAots WHo Chef ATLICL LH8L CHET ZBLITH
d QIE{T0|A 7Y
2o olEmo|A T4,
274 QIET 0| A Ty

VLAN QIE oA T4
S (Null) QI EHo|A T

M A2 StLte] null AEH O] A ZE X RISLICE O 7|52 HREE2 23 HMA oM
T— oo

&85l (hul) 2] 15T SARILICE null AEHO|AL B4 A E 4 XY S4

MEZ MES AL $AISHK| L& LT QIEH0|A 74 HE no ip unreachable 2 2

QIR O|A0|M AME R = RSt S YL null AHEO|A= SiE EEHTS = MHY
HAE=EE MESSLIDH F, /oK = HE/JR S4S 2 (null) AHLO[AZ ERE &

=

USLICE null AETO|AE AN A KO FECZ 7|5 &+ ASHLL

i R el

HY 78 220 LS FES 250 null AEHHO|AE X8 & ASLICE

o= T M
] 7=
interface null 0 null QT EIO|A 7 MEj2 MEketL|C}

—

2 2IHH0o|A= QAHMO|A RYS 07 B2 Fot= Z& 0| HEE + ASLICH
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CHE At2fl= 1P 192.168.20.0 2| 2t E = I3 @ 2AHH|O|AE 783t YRS EHF LI

ip route 192.168.20.0 255.255.255.0 null 0

Fou OIEHO[A Ty

FEH QHEO|AE =2/ AHH O AYLL F AHHO[AVE ER & E20%= BGP MH2

g Aot ALELCH 2 QIHEH0[A= BGP M9 HOJE =22 AMEE &
UG UL BHE 29(X|7) R4 QIEH| 0| A0 =021 ofH ROU QIHHO[A AR

dZE Broadcasting St= & & 2t Z2EZ S F/Jolof SLICH T QIHHO|AZ

2t e 2 ARl 29X 2 A 2t 2EUAM X2 2 = AL FZH AHEo[AR

et LK 2 CH 0] R4 QIE{H|O| A0 |p =27t OFE B2, difd HAIX|=

MM E UL O| A2 FH QIEHO|AZE E (null) AHEO|AZ M 7|58E o0|gL

Mo T4 BEON CH YHS MYelol RT QIET0|AS XHsID QET0|A 7

or

ENS RIS AlS.

¥

ol

&

interface loopback number SO OIEHO|A T HEIE YHIMAIL.

A elHHolA 149

CH O|f 4l QIE{H 0| A0 &

£E2 0 7ol © 0|F AHLO|AE FOAM HHFS IA SHAE = ASLICH

~

A QAHIO|AE ZolstzH

n

dlo

f

%

mjo

Aots

|2,

of
ol

7|&

Interface port-aggregator number A Emol~ o

VLAN QIEHOo|A Fd
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VLAN 2IE{H|0| A= A(X|2f 2t 8 AHHO|AYLICH 222 78 RE9| VIAN B2 Y

FAZEVIAN O U= 1P {22 K 2[ot= HHS "DolSHA| Y10 AHF 2 VLAN T A|AHI0

7t L E VIAN QBT O] A7F Qo™ o2{gt ZF2| TjZl0] AXE LIC.

—

VLAN QIEHO|AE HO|t2{d Lt YEHS AASIMUAIL.
HY 7l
Interface vlan number VLAN QIE{HO|AE FATtL|Ct.

71§ VLAN QI EHEOo|A 4

5 VLAN 7|2 ChE1 22 HAHLIES MSeLth S8 29(X[Q] CHE VLAN 0=

SAES SES IPva MEUO| 2Eotn ST 7= HOIEROIE A8 = USLICE [KhEkA

W2 |p FAT7F MEELICEH Super VLAN 7|22 VLAN O] 523t 22| QIE{HO|AE At
DAEJ YT IPv4 HEYI MM HO|EQIO|E AHE3t= 1&E0| CHE VLAN 2

B X| 2t L|CF. Super VLAN 0] &3t VLAN 2 SubVLAN O|2t11 %} L|Ct SubVLAN 2 IP &4

i

75t 22| QAEHO|AE A7 & £ USLICH
FH =2 Sl Super VLAN HIO[AE 7+ & 5= UASLICL Super VLAN IHI|O[AZE

785t EXts O30 Z2EL

¥

ol

&

[no] interface supervlan /ndex Super VLAN QIHIO|A 1 RER
S0{ZL|Ch X|EE = VLAN 2IHIo| A7}

ZEYSIX| Lo M A|AHS 2T VAN QET0[AS
Mgt

index = Super VLAN Q/E{H|O|A Q| MOIQLICH F&
2ol Hel= 100M 32 Ato|YLICE

7+ VLAN QIHHO|AE AME 4 glELICt.

[no] #IH VLAN O M SubVLAN & 4 gfL|Ct =7} &

subvlan [setstd [add addstA [remove remst] | 3t9| VLAN 2 H2| QIHEO|AS A9 & 4= IALL
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Ct2 41 VLAN Of| &

Super VLAN 0= Sub VLAN O] &

HAE

Lol:l

o
SES

setstr = Sub VLAN
olg|gtLICt o E
6= LIEFRLICE

ubVLAN =&
.{

o
=
1o
%)

Ot
rir
N

1= 4% o
N
>
mo

oot o rir
1o

Ao
>
ne
mlo

oo gL L.

SubVLAN =

L 2lajel

=
[
g20 2x Lt

SuperVLAN O Al 2.E SubVLAN &
& gl&L ot

=3 2 9l&L|C}

SUCH Of M2 HE Sttt Arg e

£0f VLAN
o|O|gtL|Ct addstr 2 2|2}

E0{A VLAN

o|0|ZL|Ct. remstr £ —r|9|' .75*%

g5t AS

E0] List 24-6 2 VLAN 2,4, 5 &

20

E

Super VLAN QIE{HO|AE ot £

Q& LICE Super VLAN QIE{HO|AL CHE &

gL,

Super VLAN Q/E{H[O|A 9] |p F4AE T

Sk A
cél-_l_

EQt OtV 2 714
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I olA 4 0

&8 549 ¢HEO|A 1

ClE{Hoj~ 29 Of

Chg O AMOIM = A Em oAt 2HAE YS FIH5ts LS BEOFL L o] 282 78 ohg

U QIEH| 0| A HE CIAZ 0|0 LiEFELIC.

interface vlan 1

ip address 192.168.1.23 255.255.255.0

IHH oA = Of |

ChS OO0 A= interface GigaEthernet 0/1 & Z2ot= YWHES 2O FLIC

interface GigaEthernet0/1

shutdown
CHe oMo M= QETO|AE Edotsts 2HE EoEL L

interface GigaEthernet0/1

no shutdown

135



IOl #He 8

IO~ ER 7+

Sl H[O] 2 Hel2| o]}

ro

BEo|As &9l 2E2 SO{7tH R0 ZetE QAHE|O|AT7F 71 £|0fOf BfL|Cf.

SIHE Ol B REZ 071

'interface range’ ZEZ S0{7t7| 2|l CtS HHOE A& StAIL.

23 of E

o

Interface range type slot/<port1 - port2 | AEHO[A He| RE2 AIXRLCE

| port3>[, <portl - port2|port3>]

x| Ut

E£R Ho s 202 1Y LU

SO|E 4|9 ZE MS &= port11l port2
2

AFOJO| ALt port31t ZOFOF FLIL. Port2&
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3 Ol

20 % O0IHU 123681011128 EH0| S BHOIS Seff ETO|2 7Y
L)

EE M AL,

Switch_config# interface range gigal-3,6,8,10-12

Switch_config_if_range#
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2| &0l OlE{H| 0| A EA

M M

I 0|2 15t
O Hojl Al O|Ci4 QIET|0|AS TSt WHO| Choh A YBILICE A9IXIE 10/100/1000Mbpse| 12 Of
H%ﬂﬂwmﬁéﬂ%ﬁwiﬂW%?g%ﬂ%méauq
RS B T4 ARSO|D CHE BHfls M A LT
O|E Yl QIEmolA 7
HAREOM CHS BES HASH0] O AHHO|A 49 HElZ SO{L LT
Bof ay

interface gigaethernet [s/otjport ]

Gigaethernet 2/E{IH| O] A 0] &L Ct.

interface gigaethernet [s/otjport ]

Gigaethernet 2/ E{I{| 0| A0f H&3tL|Ct,

‘show run interface gigaethernet’ EH0|S

2. 'show run interface gigaethernet’ 0| &

0| &73t0] Ol QNE|T|O[A2] SENE =2l SHYA|

0[83t0] 7|7HH|E O QIEI0]Ao HENE

oISt
A
sk
Ol £= AsYY E& AHIO|A0M F92 5t0] 1o & =+ ASH T
BHo| ay

Speed {10|100|1000]auto}

o|Hul elE{mo|A0] 10M, 100M, 1000M =

o
[
= T

Auto-negotiation2| M2 0|&35}0] Rated
g gct
No speed Ratex M= AtA|2HLCL
7|27 auto-negotiation2 2 ZO0tZFL|Ct.
| =2.:

SFP o] £ &= YL ASLILE Ol

FE-FX o] & &Z = 100M Y L|C} SFP

sy g

ﬂ

=0, GBIC & GE-FX 9| &=+ 1000M 0|11

Y3 O30 XS o eot B AtS
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et

g

o

A8

or

T30 M= 7|7HH| E QI E 0]~ AtF

AELILE 2FX|

&2
|0
r2
o
%
ot

e g+ flguth 7|12

gde gdst g 5 AR 100Mbps

OIE{H{|O| A Q| Rtz AIS H|ZAM S} QlL|LC},

EO

ClE{Ho|~0| =FHM O 4517

OIE{H|O| A7} Full-duplex ¥
OIE{HO| AT} Bl O|F BE

C O]

f, SEX 0= 802.3x H2[5t0] PAUSEZ | AE Sl oI E LT
:

Ol B2 Flow-control2 {2 S3lf A& LICH

eyl

29

flow-control on/off

QIE{H| 0| 29| Flow-controlS &3St HLE &

= ASLICH

no flow-control

72 FE22 SOt LI QAHIo|A0=

flow-controlO| &i&L|LCt.
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QIO A 19

2IH O] A g3t

YA 8 & A BN THA= 4 A0 LIHX|= H= Al L Ch

ol2] XA EE ZEHM CHg S HAst ZEO| R4S HehotdAl2.

Zt e 7| 2822 128 kbps YLICH
FHO 249

configure Mo PHREE AZfEL O

interface g0/0 Td g ZEE YL CL

[no] switchport rate-limit band Of7H == CHY2 Mot & /28 LtErd LT

{ingresslegress} D74 QYU/QES 2tz A/EA
ZEOM 7|50| 2t 'S olOjgtLCt

exit MY 74 REE ZEYLC

ZE 0| Storm-control 7|5 +M

AQIX|o ZEL i HIHANO SL| HHAE (MAC T4 AN 4T, YE| HAE £= 82C

o 1= 1T

0

HAE HAIXIO 2ot SHS =4 & & UAFLICEL O] B 54 ot ZE E= ®H| 29(X[7t

N = ASLLCE Mt ZEQ| AF MO HFHLISO0| &-dELIC

(0l

E4O‘| MY

o
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storm-control {broadcast | multicast | HEC J{AE / HE| IHLAE / fU IH2E

unicast} threshold count O A|X|Of CHSH AE HO|E 8B T}
no storm-control {broadcast | multicast | 7|2 F AL

unicast} threshold

HT
rQ
Hl
Im
-
0x

e

7h &9 Mets Z=3Hetn MAC 471 HHGBHA| o™ Hot E 9(Hto] gL Ch CHE

P 220 dat =X|E FSH OFRf L LY.

HOt ZEO & O3t 22 7|s0] }AELICH
® HOMAC FAQ| =2 FMetL|Ct

A2 82 ZEE 38 MAC F2E &R
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HOtZE Fg3= Y
YA =20t ZE BEOE £8 U AR £ IIX|7F YELICEL $4 BE O FQ AA Favt 27
MAC F49f Ut B2 20| BA BRER 44 & 4+ YHLCh 2| ME B 0 ZQ 42

HHo L
configure MY FHREZ ZYStLCh
interface g0/1 ZE ANBDER FIQUSH|CH
[no] switchport port-security mode Hot EE FdeLC]

static {accept | reject}

exit MY ncZ otk
exit EXEC ZEZ E0tZfLct,
write T8E2 MEetLc

I8 MAC T8 788t 2 8 REOM &L FATF 2EH MAC T4 S
OlAM =413t0 S4l & = USLICHL HE ZEME &A FAT 2H MAC T49
ZEOA A 2 USLICH
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EXEC ZEOAM CHS BHEZ

configure

interface g0/1

[no] switchport port-security static

mac-address mac-addr

Hob ZEO| Y MAC F2E

AR LICE mac-addr2 T8 E MA

=Tkl 7L}

A0l
TIH

L|Cf.

exit Mo AMHZEZ ForgL|ct
exit EXEC REZ EopzrLct
write Td2 MEgL
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ZED[2E g0t/

ZED|2Y B

2= 2y

e IZE OZHE Td5t7

o IEDN|HZ MHE HA|

ZENY 7Y XY

ZE 02{Ye TASY AQKo o ZES A8t ZE 150 EdjTS BE B 4
A& L
ZE DS 745t Aot REE S0{7} Ct2 A E JSHU AR
HEo =L
configure HMopMdme=z MAgLICt
mirror session session number {destination | ZEO|Z{ 22 FHetL|Ct
i f. nterface-iad} | source {interface . -
{interface /nterface-id} | { session-number = T EO|2{ 29| £=Q|L|C},
interface-id [, | -Jrx 1}
destination ZTE 2| E& X|Q L|LC}.
source ZEO| EEX|L|CE
Rx O/2{ & CIO|HE Y& A2 oojgL|Ct.,
exit | REZ FOtZL|CE
write Td2 Magct
ZTEOMZ HE HA
show & dAst0] ZLE D|HEQ| +d WEE HAIZLICH

nx
oZ
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show mirror [session session_number]

OHYRES FYYEE BEARHCL

session-number :

O ZES =5 LIEIHL|CH
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MAC =2~

MAC 54 74 %Y B2

HH™ Mac T2 74
Mac =2 00| & AlZH 4

VLAN 38 MAC F4& 74

HE MAC T4 S22 A9(X|0) Ofof AHZEIX| Y0 502 B MHT 49

as

—

RE XS

MAC T2

rir

addr vlanvian-id interface interface-id

gy gy
config Y 78 RES AR
[no] mac address-table static mac- | B MAC T4 28 F7| / AH gL Ct

Mac-addr 2 MAC FAE LIEFHL|CH
Vlan-id & VLAN HSE LtEtHLICH S5 %
W2 1 ~ 4094 LT},

Interface-id = 2IHL|O|A 0|52

LtEHA LT

exit EXEC REZ ZOfZtL|CH
write TS MESLCH

MAC F2 o0 F AlZh 8
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X ZE oo d AlZE S 38 MAC F27F AFEX] BB Af|X[= MAC F&8 MAC 2
HOIZO0A AtHELICE 21X MAC 22| Of0|F AlZt2 Heo mal 4 & =+

A LICE 712 0f0]F AIZH 300 ZYLIC,

Ct20t 20| At REOAM MAC 40| o0 A|ZHE 4 ghL|Ct.
3y 43
config 2EY 74 ZEE So{ZLCL
mac address-table aging-time [0 | 10- | MAC 29| 0f|0|d A|ZtES FABhL|C
1000000] 02 MAC 347+ 188 et LTt
S BTk Z7h2 X T2 10 O A
1000000 & LLCt
exit el ZEZE ZopgLCt
write Td2 Magct
MAC =4 H HA|
238 TEMA0AM CIHZ A 227t 2R5t7| If20] AKX MAC A& HIO|229| LIES &1
HELLCHL 22X MAC =4 HIO|E2| LHEZ2 EAISIZH show BES ALESHUAIR
g3y A%
show mac address- MAC =2 H|O|22| LH8E BAITLICE
table {dyn.amlc [ln.terfacelnterface—ld | Dynamic & EMO =2 E S8 MAC FAS
vlan vlan-id] | static} LIEF LI}
Vlan-id £ VLAN = & LIEtHL|CH 25t

2f2 1 0 A 4094 AtO|QiL|Ct.

Interface-id = QEIO|A O|ES

LtEHA LT

2 HOlES

Static 2 @& MAC

LpepgiLict,
S MAC T4 X7
CHe P2 ALRIOl AB REOIM S5 MAC F2E AHSHIAIL.
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Do=| 2

o

clear mac address-table dynamic

[addressmac-addr | interface interface-id |
vlan vian-id)

Mac-addr 2 MAC FAL|C}

Interface-id = 2IHH|O|A O|ES
LIEFHLICE

Vlan-id = VLAN HZ S LIEFHL
22 1 0| A 4094 AtO|QL|Ct

C} ox s

—
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MAC 2§ 714

ol

K
X0

MHr
Or

%0
==

3

MHr
or

L|C}. MAC SZ0|

I

=58 TS0{ore

of M&8stei® HX MAC

220
= = —

MAC A2

o
=

2 UNEH MAC B2 T4 2C2 20 9 O

ol

300

e ZEOAM MAC 585 7t & X528 Chg &

My

of

of | = ©

<z |3 B

<0 o Ol

o | = ou

ol | xr

go| | X ©

| M| T o

Wl W

ul | ~ or

o o

o|d I

ol BT

il mHr (]

M| g E

mf= 8
B0

OH

configure

[no] mac access-list name

J—

ru

57} = AR MACZ|2EQ &5E. O

k=3
o=

24

Hg 24 3

J

LICt O

I

sioFg]

ol
=

go| oi2aE 5

s

o
Q
o

012

ol

100

LICk (CF

0%

MAC 558 T8 ZE0A B2 HYS +d5H0 MAC

ol
70
5 o .
o or o]
T 10 <
oo Ul
=
=
< Ol <n dM
B [ =~ M o5 o2
W g Mg <
9 o
o < wpu W
o = = W
0 5 r o
of o ¥ W
%woew' <
or <% K-
CW7 U
AMnr_x_. AMn
O OU
S 8
[V
g 5
23
- &
>
g 2
fran i
Lo
| 2 E
| E 8
oh| &
— T
o
> 2
£ @
33 <
T RS
S & ]
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src-mac-addr 2 &2A MAC A2

o|of gL L.

dst-mac-addr 2 Ci{4 MAC 28
olojgtLCt.

ethertype © 2X|8t 0|4l T2l SES
ojojgiLct,

exit MAC 22 74 ZE0|M 21 o238t
Z22Y P ZEZ CHA| E0{ZLICH

exit 2| REZ CHA| SO{LLILE
write TS MYSHHAIL.

MAC S8 74 o

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any

Switch-config-macl#permit host 2.2.2 any

The above configuration is to compare the source MAC address, so the mask is the same. The

configuration is successful.

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit any host 1.1.2

Switch-config-macl#2003-11-19 18:54:25 rule conflict,all the rule in the acl should match!

?lol +MOoIM A HRE Z2 /2 MAC T2

i

H| wSt=

N
°
kJ

M E

rlo

CHAF MAC =4

i

Hlmot= AYLCt met Of237¢ BHELCEH 7-80] ZIigf L Ct
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configure

interface g0/1

[no] mac access-group name

name 2 MAC 5£9| 0|

o

o| 0| gL L.

exit Z2Y g ZER LA S0{LLICH
exit el ZEZ CHA| 2L L
write TE2 NESHYAIL,
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802.1x T+

802.1x 7+d &Y =5

802.1x ZE 91= 1M
802.1x X 215 +d
802.1x & Fot 7o

802.1x ZE0f CH

0
o2t
rx
am

guest-vlan Tt 35}7|
7|2 802.1x T4 EFAl Al

802.1x 215 T+ W AEf ZL|EE

802.1x Td A ¢

SUE[X| 52 Q0L L AF8AtE ZEE Sl HIO[H HMA HOE
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802.1x 2T AIZ2 ZEJL802.1x 2T Z2ESS AW &S 20/ L|Ct 802.1x AS2 ZEO|
M ABHE ALAIOIH HEEHLLE ASS St o AAEAL 2 ZEES o HOJH HML RO E

T8 o UASLICE 802.1x LSO AIZEH AAA 215 WS 8o oF SLICt

802.1x & T+d3t7| ol Ctg S 2] 802.1x 7|58 EIISHHAIR.

= O
HHO 4y
dot1x enable 802.1x 7|2 &3} euct,
802.1x X 15 T+
RN EHR 2150| 52 = = 20| E= E7F A|ZtOCt QIFE|0 S2t0|MHES MEHHE S
BESLCH Ol 22 X 215 7|52 &3t offoF gL Ct
M Q5 7|50 243t 802.1x = F7|HO2 TAEQ 215 2™ 2 M&TL|CH
Che @82 A5 Xf 215 7|s2 +d & = ASLIC
FHO 4y
dot1x re-authentication I 2IE 7|52 AHEStHAI2.
dot1x timeout re-authperiod time N AT 7|7hE Fd gLk
dot1x reauth-max time I oIF MO = I A= A2t 74
StL|Ct
802.1x W& HlE 4
802.1x 1= IIHO|M HIO|E HIAETVI SAERZ MAELCH HO|H M&L2 802.1x M&
Fot+E HO{50] ZAE SHO| 32 E 0|F0 X =& - = JUSLCH
[hg WS MU0l M UEE TAGLAL
FHO 4y
dot1x timeout tx-period time 802.1x 2| HIAIX| & BIEE FHSHYAL.

802.1x L EO| Cjist 1= Q& MEH
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802.1x QE FEZS MET = JEL|CH. 802.1x ¢

ol

282 AAA 7t Chap 915 E= Eap
OIS E AMESt=X| FE ZHYLICL EAP 2152 md5-challenge 2 E2F eap-tls ZEE
X &I LICE Chap Q150| A& & [ MD5 0| M T &|= MelX|= 2ZH0|M Y dE= BHH, EAP

CIS0| XL K= AT MM SGELICH 24 ZE= 5tLte| 2

AEdSLCH MY o 215 /0| 7|2Hoz XHELT ZETL
T2 No EBHE H 510 7|24LS THAl AZL K| Q= oft ZE= ¢
AHER LT,

Eap-tls = MAt AISME 215 EH2E AHESIL Translation Layer Security (tls)2] HE M 0|2

A FLELC Mety 52 2or0| R ELC,

Mol 74 BEOIM T YBS AMelol 93 R¥2 THYLIL

g9 23

dot1x authen-type { chap | eap } Zetrl Z47) £ HI|E MESHUAR.

Lo QIHEO[A 8 HEOM LS ™S dASIUAIL.

Ao 49
dot1x authentication type {chap|eap} MY BEO|M chap E= eap E= TFHE

2T RS MESHHAIR.

802.1x AIAE VLAN +4

Guest-vlan 2 SEI0|HET SEOHA| E= I

e

=

H
m

O] L& UM Ak (0f : S2I0|QE
AT EQO CHREE)E MBS LLCH Guest-vlan 2 A|AEIOA & VLIAN & &
%lgl__l I:I-. —_I'LAC->|E| guest -vlan Ol S 4% —f—A|9|X| 00*2,_ guest -vlan 0'”A-| EE Al-é-OHg

la Lt

L3

ul
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MY REO|M OH2 HEE A0 guest-vian 2 &datetL(Ct

Yol =L

o

Dot1x guest-vlan L~

Z} ZEO| A guest-vian id 2| 2l 2t O] 0 O] guest-vlan O] MY R EO|A E43tE|0f AN E

guest-vlan O| 2&3tX| GEELCH ZE 4 BEO|M guest-vlan id 7t T+-d & B0 2t guest-

ZE 7Y REO|M S BHE MHBH0] guestvian id & FHELIC

ol gy

Dot1x guest-vlan {id (1-4094)} B E ZEOM guest-vlan 2
A

2ot A2,

7|2 802.1x T+ CHA| A|%f

RE 222 FE2 7|2 TE2E LA ARSI Chs 382 2doiaA2.
%240f =L
dot1x default 0= 229 3MH8 7|2 1HOZ LA
AL CH

802.1x 215 ++d A AEf ZL|HE

802.1x 2152l 78 W JEIE ZLIH St =Y 0f 5= 802.1x D7l HF 2ot H 2|

ZREOAM g BE S ddotAL.

S| 4y
show dot1x {interface ...} 802.1x 2159 71 U MEfE

L HYE L
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VLAN +4

VLAN 7i 2

7t& LAN (VLAN)2 StLt O|&9| LAN Ol =2|X e 2 HER A & X A&

mjo

EI

M

ANZ 3L 40|00 HZEO U= ANMEH EA & = JSLICEH HHZE o8] LAN
MIOHE XL Tt 1999 H |EEE = VLAN ¢ Z2HMEE B F5}517| 2|8l IEEE 802.1Q
TZEZ BFE 202 PHWESLICEH VLIAN 2 S2|8 A4 Al =2|0f 7|8tst7| W20 AL X}/

CHA = ey A 2|2 2Hstof) 0 FARLCL

ZE 7|5 VIAN : 2t 235 A9IX| ZEE VIAN MEQ| PN XHAHS X Hehs
ANA BE02 THELLH

OIE{HO| A0 A 802.1Q EZ A B EJ} X|JEL|C}

HM A 2E QIEIO| A7t X| R E LT

ZE 7|8t VIAN 2 2 R[X|7t X|@dt= VLAN 2| 89| e & oLt ZEE

Of

Stetshe A YLICE O] VLAN k2| &gl StLte| VLAN Bt Ql= Z20| =

I8
[m
rir

2
=
>
H
[m
o

IL|Ct. O] VLAN St &gtofl o124 712| VLAN O| %= Z20|

i
|m
rr
|m

Hd3 ZEQLICH 2 VLAN & StLtS| 7| & VLAN O] 2 VLAN

D= ZE VLAN ID (PVID)Q L|C}.
Vlan 518 ¥ ¢|= QL 0|ANAM X|&EL|CEH
VLAN &2 O§7f M= ZEJF S5 VIAN B9 E M Oo{ste o AF2E LT VLAN Ef gl

Of7H M= S VLAN Off VLAN Ef7t gl= TH3lS ELHEE ZEE F495I= O AFEELICH
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VLAN 8 5¢ =5

VLAN F=7} / AHK|
AKX ZE 7Y
VLAN QIE{H|O|A MY / ALK

VLAN 2| 78 3 AEf 2LEHE

VLAN 74 2

VLAN F7t / AHK|

ZEHO 2 VLAN 0|2t o= 7he LAN 2 20X ?{X[0f &f28l0] St 20| HZAL|Of

—

P
R
o
ofm
r=
ey
rr
oH
ofm

Q7 A A

mjo

IRl SAE O2QL|CH VLAN & E2|& LAN I S Y3t

§| 2
0x
mjo
AN
Ral
rl:l

FSYLE LAN MOHEON AX| @HE2tE ST AHOMS 24 &=t &

A
=2 T

UASLCL VIAN 0= 03 712 ZETL RIS & U2 BE FU HHAE, BE[ HH2E QL ERE
INAE HAX|= SLe VIAN O HOj@=23 HE 2 - AU 4 VIAN2 2/

HERIYLICE HIO|E7F CHE VLAN O =Eot2{® 2t L= E2[X|0f 2lof =X 0fof

ShL|Ct,
ChS @Es AW VIAN & 74 2Lt
29.. 23
vlan vlan-id VLAN 4 ZEZ S0{ZFL|C}
name str vlan 8 2EQ| 0| &
Exit vlan M8 REE ZZ238}1 vlan 2 7+ gHLCh
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vlan vlan-range S A0 O3 VLAN = 7+ st C},

=

no vlan vlan-id | vlan-range St O 42] VLAN 2 AMH|SHUA| 2.

Vlan 2 VLAN 2| Z2EZ GVRP & Sl & 7t A AHE = & = ASLLCH

QA ZEE WA RE EFF 2E Y dotlq HE ZEQF Z2 ZEE X|ATLC}

ML RE= Of ZEJFSILES| VLAN O 2F S50 Ef 7t Gl O|E Y =2 g

EY3 ZE= Ol ZEJICHE ARX|0f HALO A2 EfAZL A= o|HH
z s S5 g 5 ASS HEHALICH
dotlg-tunnel ZE&= $AME|X| 42 TjZIS H| EfO WA 02 £ MBHLCH AQK|

2 AS22 ZEO| pvid 8 M22 B2 FI7I5I22 AX|7t HES A

HZE CHE VIAN LHE[M S FAE &+ AgHCH 28 Chg Ijzl2 s

-

k1
b=
1o
il

n
>

o
A

m
Y
L
=2
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rir
il
i
Hl
[m
Hu
i
O\I
EQ
r_L

SELL &3

Zt ZEO|& oILtQ| 7|2 vian W pvid 7t Y2 ZEOAM 21 El vian EfA7IRlE 2 E
H[O|E{= vlan 2| H|O|E| TjZI0f &gtL|Ct.

EY3 RE- ZES O3 VIANSE 715 & = Qo0 Hae |3l S/ ZE0| S &

IHZI0| Ef 37 AZALL EfA7IGE A = R ZETL &3 VIAN 552 78 & & USLCH

e BEE 250 29X ZEE FHSIHUA L
249.. £
switchport pvid vian-id AQX] ZEO| pvid & TMBIMAL.
switchport mode access|trunk|dot1qg-tunnel 29X ZE BEE FESIAAIL.

158



switchport trunk vlan-allowed ... 2K ZEO| VLAN 5| & HRIE
gt
switchport trunk vlan-untagged ... AQX| LEO| VIAN EfOQE HIE

T

B A8 ARIX|E dotlg-tunnel 7|52 X|ASHX| &4

il
-
anl
ne
4o
>
(¢}
>t
I
ie)
N
or
mjo
bl
19

Ho= gdst/ HEdelsls 7|5 T K| @otH COHE ZEO i3 CfE YMS #9 & =

VLAN QIE{H|O|A MM / ALK

Vlan 2IEI{ 0|2 = HE/JR #E| £ AF 3 2R E 7[&S Fos7| 28 8 =

UGt vian AEHEO|AE P 20t OFATE X[Fot= O AHEE 5 UASH L O S 82

AlsisLa] VAN QIE{ T 0| A S JABIAAIL.

29. A4
[no] interface vlan vian-id VLAN QIE{ I O|A M s AFK|.
I VLAN QIE{HOo|A
#I VLAN 7|22 Ci21F 22 HAUES S MSSLICHL sYot AKX E A= CHE VLAN 9

SAES YU IPvA MEUIO| 2 & 5= ASLICEL WEtM B2 1P F27F MEELCL Super
VLAN 7|22 MZ Ct2 VLAN 8 tLie] 12o2 E8%tL|C} 0] 1E9| VLAN & St 22|
CIHIO|AE ALBEILICH D82 SAEE= ST IPv4 HIEYI MM A O|EQI0|E

A% L} Super VLAN Of| %3 VLAN € SubVLAN 0|2t 8HL| T} SubVLAN £ [P =4

i

Tg5to] #al AHHOIAE AF & 5 QSLICL

FH £ Sl Super VLAN QE{HO|AE 7/ & = UAES LT} Super VLAN QIHI{O[AE
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oz
ol

[no] interface

supervlan /ndex

&
QIHHO|A T+ REE AIZtetL|Ch X|FHE I VLAN QI HO|ATt
RO M AA-OA I VLAN QIEHO|AE THEL|C}
index = 7T VLAN QIE{I|O[AQ| MoliL|Ct & o] Hel= 101
32 Ato| 4Lt
OfL|2 = I VLAN QEEO0|AE MXSH= A o0jgLCh

[no] subvlan [setstr
[add addstd

Super VLAN O A SubVlan & Tt48tL|Ct F7F 2 319 VLAN 2 22|
QIE{I| 0| SL|CH Sl AEOIA =

= A
AE AL T

2 = A& Super VLAN O
[remove remstr Sub VLAN O] Z3tx|X| Sb&L|Ct O StLIC| o9 Y TF AL 5=
AUSL|CE
setstr = Sub VLAN E£2 #ddt= A2 2O|gLICt O & S List
24-6 2 VLAN 2, 4,5 5 6 2 LtEFRHL|CY,
add = J2{2[ SubVLAN =&0| VLAN =52 F7t 5t= AS
O|0|gtL|C} addstr = 2|2t Z2 HAIQ| XIS o|O|gtL|Ct.
HAH = A2ie| SubVLAN =E0|AM VLAN 552 24X ol AS
O|0|L|C} remstr = It 22 HAO| FEo| EAE YLICH
SuperVLAN O A 2.E SubVLAN & A g 4= gi&LICH. o HH2
CHE St P 24 AFE L X| S L CF
Super VLAN QIE|HO|AE T3t & Super VLAN QIEHO[AQ| |Ip FTAE 71 &
AELICE Super VLAN QIE{T{O|A = CFE ZEQL OIXIIXZ 74 & +=UE 2tE
=ZE0|7| = 3L Ct,
VLAN | +d 8! &Ef 2L{HE
VLAN 2| 718 B! HEjE D LIHASI{H EXEC ZEO|A CHS FEH S MMM,
249... a9
show vlan [ id x| interface /ntf] VLAN o 7+ 3! MEfE EA|SL|LCT
show interface {vlan | supervlan} x VLAN ZEO| ME|E FA|THL|CE
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-d oA

PC2 192.168.1. 2/24 PCS 192.168.1.12/ 24

AEXFPCT ~PC62 ZE 1~ 62 S0l 2X|E HALLICE O] PC2l IP Foe
HER3I MM 192.168.1.0/24 Off &g L|CH PC1 ~ PC3 &1t PC4 ~ PC6 AE2

ME OE AT 2 HEEE FfAE O Q10| {{X[SHX[BE PCT ~ PC6 2 ME ping 2

TS P FA 192.168.1.100 2 Sl 22X E 22| & = UASLICH o|F A
Sl2{H ZE 1 ~ 32 VIANT 2, ZE 4 ~ 6 S VLAN 22 Fgs|{of gfL|ct 13

CHZ SubVLAN 22 VLAN 1 1t 2 & SuperVlan 0| =7t80F L CH AR[X|0f| A CtE

interface gigaethernet 0/4
switchport pvid 2

!

interface gigaethernet 0/5
switchport pvid 2

I

interface gigaethernet 0/6
switchport pvid 2

!

interface supervlan 1
subvlan 1,2

ip address 192.168.1.100 255.255.255.0

ip proxy-arp subvlan
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GVRP #+4

e

_._

2

GVRP (GARP VLAN & ZE2EE GARP VLAN)= 802.1Q EH 3 ZEO|AM IEEE 802.1Q = &!

VLAN 24 3 58 VIAN M8 E X|S5t= GARP (GARP VLAN 62 ZZEZ GARP VLAN)

WAE LY =+ =
=off HZAE 22X|0|M VLAN € SHCZ 51 2| & £+ AFLC

P

futot
fot

GVRP M 9% 2d3} / Hgd

OIE{H|O| A0l A GVRP &3} / HIZ g%}

»

GVRP ZLHEY 8 /X &

GVRP 7+8 % ¢

Mo MO Z GVRP &3} / H|ZA 3}

MY T BEOIM CHS FHS UYL,

¥ &

[no] gvrp MY HMo=Z GVRP € &3t / H|gdatgtL|C,
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JZ2HL R ALESHA| BEEE 50 ASHT

OIE{H|O| A0 M GVRP 243} / H|Z M3}
CIHMO|A 7+ BEOM CHE S THSIHAIL.
3y I

[no] gvrp QIE{If|0|A GVRP E &3} / H|Z Mgt
ZEJt 2 GVRP &7HA7t £j2{H HX GVRP & MY Moz gdslsfofsiH ZE & 802.1Q
Ed3 xE oforgtL|ct
712HeE AMESHEE F/E[0] JASLCH
GVRP BLIEZ 9 9X| B4
EXEC ZEO|M Ct2 EH YU S THSHYAIR.

HY I

show gvrp | GVRP SH & EA|EL|CH

statistics [interface port_list]

show gvrp status GVRP M MEf HEE HAIGLICL

[ no ] debug gvrp [ packet | event ] GVRP H|O|Ef mfZl
S}/ HEA
| f | o 2

—

bt LIt

PE LCh 232[E A°IXI§

O|#IE C|HI AKX E

I:

= OB AQAX7t 283t

GVRP E4 HA| :

switch#show gvrp statistics interface Tthernet0/1
GVRP statistics on port Ethernet0/1

GVRP Status: Enabled

GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal
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Display GVRP global state information:

switch#show gvrp status

gvrp is enabled!
-4 Of

HEQA HZ2 Ot 25U AKX A2 22X B2 VLAN 714 FEE SLSH

ST AKX AL A9/X| BOM GVRP & 2E3t & = ASLICH 72 L5t 5L

(1) 29X AZF 291X BO| HZASH= QHIOIA 82 EYIAR P IELCL
Switch_config_g0/8# switchport mode trunk

M 29X A2l MY GVRP #d3}:
Switch_config # gvrp

() 29X A Q| QIE{HO|A 82| GVRP £ &HA%}etLC}
Switch_config_g0 / 8 # gvrp

3)  2%IXI A0 VLAN 10, VLAN 20 % VLAN 30 74

Switch_config # vlan 10
Switch_config # VLAN 20

Switch_config # vlan 30
(4) AKX AT ALK BO EYIS HHSL= IHEO|A 9 2 FHBLICH
Switch_config_g0/9# switchport mode trunk
5) 2fIX B2 MY GVRP Ed2t:
Switch_config # gvrp
6) 29X Bol AEHIO|A 92 GVRP Ed=t
Switch_config_g0 / 9 # gvrp
(7)  2%IXl B O Al VLAN 40, Vlan 50 % Vian60 7+

Switch_config # vlan 40
Switch_config # vlan 50

Switch_config # vlan 60
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40| YRET A9I%| A A9IK| B O VIAN T4 MEot 242 EAIEUCH (5, £ 292

VLAN10, VLAN20, VLAN30, VLAN40, VLAN50 % VLANGO).
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At VLAN

A VLAN 72

AR VLAN 2 ISP 7} 21 ™ oF VLAN O Z2|AH 0| X E s ZM&LICE ISP 7 Zf
A2 X0 A VLAN € MSSHH 4094 VLAN 2| ZH ZHX|7F ISP o] X[ €

AFA VLAN 2| AFA VLAN

O3 Ol IE OF
78 A ZE RY

A VIAN 2 VIAN O] 12 HE2E JJAE CHOIS o 319 SHQIoZ MEststLct 2t

Shel =0 212 AFE VLAN 4 (7|2 VLAN & EX VIAN)2 2 - E L|CH SHLEe| ARE VLAN

ZEOeIE o] 7ol AHE VIAN A= 7HE == A2 Zt AFE VLIAN &2 5t3 =0 elS
LIEFH L|CE AM VLAN E0| Q10 = 7|2 VLAN O StLtRE QI 2= AM VAN A2 STt
7|2 VLAN & s LCt 235

Il =0 Qo] EX VLAN ID = MZ CHELC}

StLEO| 7| E VIAN S8 EHSQ

7|2 VLAN : 22Xt ZEQF B0 9o

o0 A2 VLAN 0= 7|2 VLAN Of StL+2k
ZXELCE 7|2 VIAN Q] 2t ZEE= 7|2 VIAN o AL}

= 749 EX VIAN 93

o
T3 Ew

42| =l VLAN : €3t 42| VLAN Q| &+ ALO[OIM AE 2 B4

o
ot

4
+

SlELICE ot AbE VLAN O = Z2| & VLAN Of oLt LTt H2|

rm
<
—
>
prd
rlo
N
Mo

VLAN I} 23 Z|0{oF gL LCt,

Z{FLIEl VLAN : 53 VLAN 9| & tofl 2jlojof 2 BAIS &

ot

4 U]

ro

b ot

r

717 LIE| VLAN o] ZEQ} SASIX| & LICH SHLEC| AHE VLAN O = 02f 749
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7{FL|E| VLAN O] =&t = QU&L|CH HFLIE] VLAN 2 7|& VLAN 1} 2 Z|0{OF

2L

AP VIAN ZEO|MQ| ZE 83

CHY ™ ZE : 7|2 VLAN Off gLt 528 AME VLAN Of|l= 2= VLAN 2| AZ| &

AE| ZE : 42| VIAN S| ZAE ZEQL|CH SYTH AFE VIAN O[N] Z2| &l ZEE
FAE ZEE HQ CHE ZEO|M M| 22| B 20|22 22| & ZEM =4

&
—

K

4o

2L XY ZEOT MY 2 £ YsLC

rir

AHLIE| ZE : HRL|E| VLAN Q| SAE &

Im
L
Il
>
%
<
—
>
=z
2
>
rot

1R LIE| VIAN O] HRLIE| ZEE ME £& BAtY ZES Sof 12 S4S ¢

ot

b= AR CHE VIAN 2| HRLIE| ZE 8 A2| & VIAN 9| H2| ZE= AH8Y

_/l&_ HAl:lI_ll:l-

VLAN TAG 2| EE =73

0] 752 VLAN Ef9| VLAN ID ¥ M +=2|E =85t AL VLAN 2| &4 TjZl0|

Bl18 MEOHEA| oS AYBLIC

=2 L O

AE VLAN 78 &g =5

AFE VLAN 7
AtS VLAN E0|QIo| 1A M

AME VIAN 8| 12 ZEE SAE ZER g

AME VIAN O| [2 ZEES BAtY ZER 1Y
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AFS VIAN O] &A1 7] 2 ZE X
AME VIAN 9] 79 HE EA|

AP VLAN £ 2

AtS VLAN I|O{7t X

8les =

ro

1. 7|2 VLAN 2§
2. EXVIANES
3. 7|2 VLAN I} X VLAN Ztof| o Z

4. 7|2 VLAN O Bxtg =

AFS VLAN A

VLAN € AHE VIAN O 2 314

2
(o]}

-
mn

il

3

M
=3

vlan vian-id

VLAN ZE2 E0{ZfL|C}

private-vlan {primary|community|isolated}

MM VLAN o] 7|58

T8I

no private-vlan {primary|community|isolated}

MM VLAN o] 7|58

APR gL C.

show vlan private-vlan

AFM VLAN A

HEAILICE

exit

VLAN 7+ B EZE ZF 3L C}

s
=

A VLAN =0 Qle| Zdg -

Ct

ojo

cEE

Mesto] 7|2 VIAN It EX VIAN 2 &

SN 2.

%E#

o

pS|
=

o

vlan vian-id

7|2 VIAN 74 BEZ SO{ZL|Ct

private-vlan association

{sviist | add sviist | remove sviist

A= HX VLAN 2 LAt
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no private-vlan association

X 7|2 VLAN IF 25 EZX VLAN AHO|Q|
BE 948 X St

exit VIAN 7A RCZ =23t C}
AHE VIAN Q| 12 ZEE TAE ZEZ 7Y
ChS HES Mol AHE VIAN Q| 12 ZES SAE ZERZ JHSIMAIR

3

Interface /nterface

CIEI oA 718 RES AXEL L

switchport mode private-vlan host

gojof 2 ZE
TYg

£ 3AEQXE IER

no switchport mode

L2 ZEO| AtA

VLAN 2E 7192 Afm|gL|ct

switchport private-vlan host-association p vid | 12 SAE ZEE ApM VAN IF HATHL|C}
s vid
no switchport private-vlan host-association 12 SAE EEQ} AFM VIAN 7t aizS
AfH|eh L Ch
exit QE{HO|A T RES BRYLICE
MEVIAN 2| 12 ZES 749 ZER 14
CHS S HASI0] A VIAN 2| 12 ZEE BAE ZER 3R,
33 29
Interface /nterface QIHHO|A 1 REES AJRfRLIC
switchport mode private-vlan promiscuous 2ojo] 2 ZEE RAE ZE REZ PMTLILC
no switchport mode L2 ZEO| AMM VIAN 2E TS At EtL| LY,
switchport private-vlan mapping L2 RAHE ZEE A VIAN IF HAZLCH
p_vid{sviist | add svlist [ remove sviist}
no switchport private-vlan mapping S ZEQL A VLAN 7He| AS
AfH|gh L Cr
exit QIHHO|A 7 RES ZERELIC

AHSE VLAN O M &

|II'I
:I::I
»
id|
m

El
[




Ctes B2 2ot A2 VIAN 2| 4l T2l 2 BES +F5HHAIL.
=B gy

Interface /nterface

IEI oA 718 RES A[XEL L

switchport private-vlan tag-pvid vian-id

mjzlol Ef0f VLAN ID 2HE

it
1R

switchport private-vlan tag-pri pr/

it
_IEE

ojZlol Ef0| M =2

[no] switchport private-vlan untagged

T
18

o Zl0) el A=A AREE FELLICL

exit

CIEIo|& 71 RES S=ELCL

AME VLAN O] 718 HE HA|
o

— 1

AFE VLAN 8 HE2E HEA|ZL|CH

OIHHO|A & VIAN 718 ZEOA Ot &

=
o

= 2oty Ard

VLAN S 12 ZEQ]

g

o

nx

Y

show vlan private-vlan

AHE VLAN 782 EA|BLICL

show vlan private-vlan interface /nterface

AA VLAN Q| 12 ZE A2 HA|BHL|CH
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STP 7+

STP 7i 2

HE AINY EB| Z2EZ (STP)2 IEEE 802.1D B 7|HtO28HL|CH A Q|X| AEHL LIHX|
HEQ(ZO CHot CHY ATHE E2| L E2 LIEILIH 2= AR HH= SUSH HE2|X| ID &
AtETLICEH el HAISHA| = o A X|2tE 80l ST MY A AKX U AKX AEZ

LEpALI T
STP & ATjY E2| YNEIFES ALBSIO B8 HAUE HEYTY AK| GLtE ATy Ealo
2E2 MYBLCH o 2TB|5L BN EB2X|0| ZE Q0| Ofet 2 ZEO| 4TS Bt

ARX & 2|0j0f 2 HEYAS Sl 2o Rxgls 428 AL

STP= HESRAS F=

]
0%
B
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>
ol
tu
ofM
o
ox
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of
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N
u
I
i
it

I=

ZEZYLICE 20|10 2 OJHU HESQIAZ} M2 &S5t & A8 0|4 ALO[of otLtel 2y

ox

2 o EN

ABLICE AE AHO|M Zto| o3 B4 22 Qls) YEAIO|N R}

+

YA LICH HERIO R27t AW AE AHOMOM S5 HAIXIE =4 & =

UgLIL ok AX[= 02 Layer 2 AHEO[A0M AE AFO]M MAC FAE St & &

ot ZA2 SCHEet HIERAE =L 204E E| g2 A=

AHO[MOM REHSIEZ T LAN MAHE E= o2 MAHES AKX LAN Of HZL|0f

rir

UK IFE A & 5= YlELIL.

B2 E AihgLLt.
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BE ALY E2| Z2EZ (STP) IEEE 802.1D Of M o||0] QU&LICL Ol= Lt

g™ E2lof o] E2[X|2 FE LAN EE2X|E Hagsty HESRR BoTt

WHOHE| YEE ot HEYIC EH HES BIBLICL

=

STP A oiE Z2EZo| Y0252 WE E2[T LAN S ZHHot AAS AEdt=
= Z2X|2 FASHLICH S8 EEZX|0|M Y ZE= TS MEE

HESIR0) F7bE| AL HELIA HAE S ZEJ M B2 BE 2 5
Lt
STP EB2X|0)M HEXs RER 8 4+ USLICHL BE LAN 4404 22|18 mES

HEXI MU HOIHE REZ HIYLICL ZE= HERI 4H X FE ZER

EAIPUCH ZE7} Qs BRI LAN O AIHE HaXR BFELT RES

REVI AdZ%ts 2E HERI Muol X[ & B2 XYL} 24 E2|X|o] ZEO|A

REO 7H8 72 2EE EE2[X|2] RE ZEQLCL BE ZE S X[¥E ZE

r-|o

(AHE 7tset 89) B HE JENQYLICE O E RS ZE= SEEX| BA|T RE

mE & X|HE BEJ} ofgLCh Q2= 0|S EEE [f7| EE2D 2B
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N
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m

=9 U2 HEYA EZZX|O ZE QX|Qt ERfTS M= QX|E LIEHHLICE F2 H|E
42 0|Cjo] £ & LIEtEL|CH

Qe[| AQX| EEL AIllY E2| ZZEZE 802.1D STP 2 802.1w RSTP 2| & 7tX| REE
gL Ch AX|o] L& IR VAN S MSTP AL E2| Z2EZ0| et STP 2EE
HiZshs Z4S X LetLICh RtAst LIE€2 2 &o| 'sTp ZE Yl & H'E &XsAAIL.

O] oME AAX7L X|ete EE ALY E2| Z2REES F45Hs L0 sl dysiL|ct
LT E.;:

O] 2X0f A& 802.1D STP 5! 802.1w RSTP & SSTP % RSTP 2 A BtL|Ct SSTP £ THY ATIfy

EZ|E olojgfLL}.

SSTP 78 X =5

STP 2 & MEH

STP HIZ g%}/ &

0x
ot

29K 24 29 7

0z

Hello A|ZH 778

E|O AL AlZE TS

e XA Al
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STP MEf ZL|EE

SSTP ™8 A&

H a9
no spanning-tree STP & H|Zd%tetLCt

yd 29
spanning-tree 7|2 BE STP (SSTP)E Ar2%tL|C}.
spanning-tree mode {sstp | rstp} £ BE STP E AHRLICEH

AQIX| 2N 29 7Y
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A9IX| 94 %918 TAD A8 SN AYK| T£ 29K} FE 29X|2 He I
tedg =Y = UASHLT
AQK| M &2l /G52 T OS2 BHAE MEMAR .
B g
spanning-tree sstp priority value sstp R4 =9 US FELLICH
no spanning-tree sstp priority sstp M =212 7|24 3276822
HE@LUCHL

Hello AlZF 7443}7|

s STP GlOJE| E£t9l AfO|] 2HH 2 7

= AELI
Ch2 FHES AF23I0] SSTP 2| Hello Time & T-A$HL|CH .

2 adg
spanning-tree sstp hello-time va/ue sstp Hello A|Zt2 FAgtL|CH
no spanning-tree sstp hello-time sstp Hello A2t 7|27t 4s)22

E=@Lch

Z|CH AHE AlZE T8

sstp max age S AtE

ot M8S Al=st?| Ho 20d E2| 719 HAIXE =40HA| B

i

AKX 7F Ch 718t AlZE () UL
Z[CH off o] H AlZtE St B Ctg THAIE &S AIR
] a9
spanning-tree sstp max-age va/ue sstp ZOH AFE AlZHE FERLICH
no spanning-tree sstp max-age o =T A2 7|24 20 Z) 22

T = &L
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sstp

L|Ct.
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X
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P

.
o

o
80

spanning-tree sstp forward-time
no spanning-tree sstp forward-time

[E{H| O] A7} CH 7|

O
|_

E M 29 7Y

IH

L|Ct.

3

e
o
=

O
i

L ct.

F
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=

g 748

2IE{Tf 0] 22|
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il
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xd
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4

g =g L.

BT o|~E ARE

o
—

mo
8o

spanning-tree sstp port-priority va/ue

spanning-tree port-priority value

no spanning-tree sstp port-priority

L] Ct.
A9

I

2
IE{m o

Ch= SHAOf b2t A H 0|29

AHE
o
ol o

DI.
o
o ml
[l .
T o | U
B || X 4H
zu X0 1ol MH
| K P_
oln na
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A= m
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go

spanning-tree sstp cost value

spanning-tree cost value

no spanning-tree sstp cost

ChE SHAOf [h2 AEHHO|A H|ES FE3HHAIR .
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s A8 ZE 74

. 0| 7|52 22 7tE7t BPDU € AL 2 X|™E ZLEZ X5 ME510] MSU 9| Bl

AE X8 ZE 7|52 STP ZE0M ZutH Lt

B dF
spanning-tree designated-auto AEo2 XHE ZLE J|5S AFRELICE
no spanning-tree designated-auto NSO 2 XYE ZE 7|53 HEMdstetLCt

STP &Ef 2L HY

STP 8 X JEIE 2LIHTSEHE 2| ZEOA B BE S AESHUAIR.

H 24
23 89

show spanning-tree E{H| 0| A0 CHSHA BF ATf L

2| S25 EAIGLIC

r

show spanning-tree detail

SIE{ I 0| & FEOf CHot XtA|oH
29FS EAIZLCE
show spanning-tree interface X| ™M El QlE{m O] J\O” CHS ATy

177



PVST 4

He

SSTP ZEO|A MA| UER 0= tLto| STP ME|E|TH JELICEH STP O] AQ(X| ZE MEf=
2= VLAN O|A &EfE ZA-TLICEH HEXTO| o2 VLANO|RJ= B2 T STP 2t HERA

EEZZXE 225t HE/IS LR0M Si M7t 2l = AL

Il

AQX|= LH™SH 0| VLAN O] A S 2 A QI STP £ AMMSI0 ZEJ}F CHE VLAN Of|A CHE
AEE SX|3t0{ VLAN ZtO|2E 70| SX| 5| =2 $fL|C}
AQAK|= Z|CH 30 7Hel VLAN M SEA Q1 STp & AMaligh o~ Q&LICEH CHE VIAN EEZX|&

STP Off 23l A Of 2| X| g LICt.

VLAN STP 7+ %t

HY 748 ZEOM Ci5 FES 2&5I0] VIAN 2| sSTP S8 F gLt
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no spanning-tree mstp name MST 74 O|&§& 7|22 FdeLCh
spanning-tree mstp revision value MST HE Wz E gLt

7|22t o Yuct
no spanning-tree mstp revision MST BHE HZE 7|22 LTt
spanning-tree mstp instance instance- | VLAN & MSTI Off OjE&HL|C}.

id vl fan-1i: . L
/d vianvian-list instance-id = MSTI £ 2|0|3}

HZ E LIEFALICH 1 25 157X

3 r|r

vlan-list & 201 d E2|0f 0T &&= VIAN 552
o|OjgtL|C}. 1 Ol A 4094 B ILICE

instance-id £ AId E2| QIAHAE LIEIE SH
ol ZrL|ct,

vlan-list = "1,2,3", "1-5"% "1,2,5-10"1} Z2 VLAN
dA5s LEHE = ASHC

no spanning-tree mstp instance /nstance-id MSTI o] VLAN OfEHE F 2510 ATl E2| QIAHAE
H|g-dstetL o

instance-id = MSTI & 2|0[3t= 2T1d E2|Q] QIAEHA
S LIEFELICE 1 26 15 7|9 HR L Tt
(g WS MWsHO] MSTP BEO| THE HolHAlL,
= My
show spanning-tree mstp region MSTP & 99| +4E HmA[L|CL
HE92 22 Py
MSTP O M Zt A1if'd E2| QIAEHAO = 44 &2 atd 291X9] MAC Fa7t =8

g H2|X| 1D 7t USLICL ALY E2] EB2XE THSE SO 4rjXoE He
52| ID & 7HR AQIXITH HEYD RES HeELTE
MSTP & 42 Sof A9XIE UEYT A2 T4 4 YELICE spanning-

tree mstp Spanning-tree mstp /instance-id rootroot H S &SI ALl Eg|
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QIAE A0l AQIK| 24

- —

7|2 Ao 23] K2 ¢z 510

HJIO

?l 2
T H)\

>

AQX|7t AQIK|O| RETE ZETLICE AT £ QAAHA,

getdo=z O HHO| 4 &l 2 Z2EZ2 JiXf UESXA FES| EE|X]| IDE

AEO 2 2l CHS 4f 24576 O] SiX| AQX|7F AT EZ|o] REJILEE
2 M 22X DO M =9 EEE 24576 22 T 4TL|C}.

HERQA RFEQ 2M 2| 240| 24576 tELCH 2 ©H MSTP = S X E2|X| 9

EE FHT O HZ B4 YYS MY oto] AnjyY E8] HEYA HEYS

ReLCh HERR 2Z0| Y& = MSTP = HES STP AlZH Of7f BH5
NS ALt HERT HHT A0 - dS EF LT Al Oj7) Ba0l=
Hello A|ZF, HE XA S X0 0| ZELIC} Hello-time F&5 Y& AE510]

712 1EE UM E MER hello AlZHE 8T &= UASLICH

AKX E HESRD REZ 715 L5 FES 2dsUA 2.

cE 29

spanning-tree mstp /nstance-id root primary | 22X E X|HE Amjd E2| QAHAS RER

. ) st C},
[ diameter net-diameter | hello- c=

time seconds| | instance-id = 0 - 15 #H?|2| AIjd E2| QIAHAQ]
HS2 LIEFLICH

net-diameter = MEI& QI Of7} H== O
HEYA X|EE LIEFHL|C} instance-id 7} 0 & f
SOt L|CH ¥Meles 2 - 7 YL|CH

seconds = 10X 10 7tX|2| hello A|Zte| TH|E
LHEFR LI CF
no spanning-tree mstp /nstance-id root 201d E2[0|M A9(X|o| RE Fd& F oL O
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instance-id = 0 0| A{ 15 77tX|2] Am{d E2| QIAEHAQ|
H= E o|O|gtL|C.

Che S HASIH MSTP HIAIX|E &QISHU A L.

- CL:

= =

show spanning-tree mstp MSTP HA|X| & &l ot

[ instance /nstance-id |

HE 2E 74

HERI RFE7 & Z0|= spanning-tree mstp instance-id root secondary £ & 5}0]
StLE O] o] AQIK|E BEx RE L= Y RERZ JdY & AUFLICL £ 0|fE FE

o

LSoHA| el 2 Xt REVHHESRIR REIHE LM

= RE #8a HE| 7|2 RE 7+ BYO| 2 & = MSTP & £9[X[Q] 214E
Eg| M =95 28672 2 1/ LTt CHE £A9(X|o] 24 =9 240

HI
P
il
[m
i
-
0z
mo
i
I8
o
ol
ro
s
Q

3

[0}

-+
o

=

>
o
)
=
3

o

ru|o

A% 30f STP A2t D7}

=~

He-E YUOIE & & JAFLILH. 2 X REIHT A REJIEO Y-S AIZSHEHO| 2E Of74

29X E HER/TS 2 Xt REZ 71952 L5 TS HAsHA2.

By EL:
spanning-tree mstp /nstance-id root | 29X E X|HE Al E2| QAHAO HE ZER
secondary RS CH
[ diameter net-diameter [ hello- instance-id = 0 - 15 H{|Q| Anfjd Eg| QIAEHAQ]
time seconds] | HS 2 LIEPHL|CH

net-diameter = ME{X Ol Of7f B~ O
HEYA X|EE LIEFHL|C} instance-id 7} 0 & f
SOt L|CH ¥Mels 2 - 7 YL|CH
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seconds = 1 0 Al 10 77tX|2| hello A|Zt2| EHR[E
LIEFLICE

E #8s FagLth

no spanning-tree mstp /nstance-id root 201d E2[0|M A%[X|2] &

instance-id = 0 0| A{ 15 77tX|2] Am{d E2| QIAEHAQ|
H= E ofO|ghL|C,

CS ™S AAlSI0] MSTP DA E ZHQISHYA|2.
= ok
show spanning-tree mstp MST QIAEA0| CiTt HAIX|E &elgtL

[ instance /nstance-id |

B0 met 22X 24 2|8 #8050 29X HERXNT RERZ XY 782 =
AGLICL o2 B RE S Ao 1l 29X S HERD RER 788 = USS

AN

olOjgLICE. A9(X|2] @M &2 ¢2 24 24d E2| ALAHANM SEH YL MEFA

spanning-tree mstp /nstance-id priority value | 221X|2] M Q| FELIC.

instance-id £ 0 - 15 99| ALjld E2| AAAHAQ]

Mo S LIEFHLCE

%2 Zalx|el 94 #9IS LEHALITE T} 3 5 it
U 4 st

0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,

32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440

no spanning-tree mstp /nstance-id priority 2QX[o| HE|X| 24 =& 7|2eU2E CHA| A|RFRL(C

instance-id = 0 0| A{ 15 77}X|2| AT{Y E2| QIAEHAQ|
HZ E o|0|ghL|C,

STP A2t D7 =
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CHS:2 STP AIZH 07K B4QiLich

<l
=

22 )|

4o
[

EzZ #8 HAXIE EUHE

A

JEZ HE

U

2X7HERA FEZ A3 2 W XE
ZhAQL L

HE XA

STP ZEOfM XPEH HEOIM S HElZ, &
LQZshE A2

Z|CH age

ATY E2(0f i T4 HEO| Hr) B 7|2k

HER/I EE2X|9 &

=E
x (fwd_delay - 1.0)>

= max_age

max_age> = (hello_time + 1) x 2

SO AlZH DRV H=0f CHSt Chg 27 AreE SH3HOFLICE

e

M
=

spanning-tree mstp hello-time seconds

of7h &

xeolL|c

Hello A[ZH 0474 #H4+8 Y

Ct.

% & £ Hello AlZF o] £+9(0]0f 1 - 10

boo7124t2 2 ZYLCh

no spanning-tree mstp hello-time Hello A2t & 7| 23[2 2 CHA| A%} gL Ct
spanning-tree mstp forward-time seconds HE XA Ofof =5 PP
oj7) B X =4~ 30 9 o Mt
X chldLch 7|23 15 R
no spanning-tree mstp forward-time HE X|H S 7| 22U ChA| A|Zf gL}
spanning-tree mstp max-age seconds Max Age Oi7§f =& L LCH.
Oj7H B4 & =6 ~ 40 = HY of Zcj
+3 CIYUnE T2 20 ZYLC
no spanning-tree mstp max-age Max Age £ 7|22 22 CEA| A|Zf gL
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AIZH ) 4ol SHIE £ BFSHE R2E EE =T MBS T STP
AIZH i) B2 3ot 2ol FBLiTt
M2 THE AIZHOI) B4 O $419) 97 AR F461X| Yot
QETLCH THS 4+ T 1 240| LY FoltuAlL

HEYD XI5 P

HESZ XE2 HERIL 2 E LIEt= HEXIL F A E ALO|9] X[} 22X =&
LHEFg LI T},
spanning-tree mstp diameter net-diameter 382 Y350} MSTP U EQIA RES 78 =

UZSLICEH. O§7) == net-diameter = CIST Of| 2t

H47h HEOR B DY @43 ZLO

— HA—

2 YoolEEL

ogstL|Ct 1A = 3 72| STP A|ZH O 7|

Ct.

0] net-diameter £ TASIMUAIL .

CE

49
spanning-tree mstp diameter net-diameter 7484 38 4.
047 == net-diameter 2| H2|= 2 0| A 7 AfO[QIL|C}.
7122 7 YUk
no spanning-tree mstp diameter CHAl A1ZF 38 &E 7|1 2itezgL
Oi7f H == net-diameter = 29|X[2| S8 Fd2o=2 MYEX| (&L HERA XNES
T8t =78 o ZROT A2 Oi7) H-E HEE = ASLIT
ZH g 72 E g5t
LS 332 450 Aof g 5 Fd5HdAL.
Bd 49
spanning-tree mstp max-hops hop-count X 52 gL
hop-count 2| #¥2|= 1 - 40 YLICt 7|2Zt2 20 YL|CH
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EE T4 BEO|A CFS BHS MHsHo] STP ZEO| 24

no spanning-tree mstp hop-count

TE 7|ZUSZ THA| AlFfELICH

2fKe &= ZEZIO| RZIF ZY5IEH M =97t 52 ZE= WE HEH{7IE D
M =97t 2 ZE= XEtELCH 28 ZEO| @M &7t ZoH O X2 HLE

2 YEf7HE Ut

spanning-tree mstp /nstance-id port-

priority priority

STP ZEO| &M

instance-id = 0 - 15 & Q|o| AIfyl

LIERHLIEL

S =9l = ZE M =& LUEHUCL TS & &
StLE & 4= AL

0, 16, 32, 48, 64, 80, 96, 112

128, 144, 160, 176, 192, 208, 224, 240

spanning-tree port-priority va/ue

2E ATy E2] AAHAON ZE SN 292

Tt

value = ZE 2M

= AF UL
0, 16, 32, 48, 64, 80, 96, 112

128, 144, 160, 176, 192, 208, 224, 240

no spanning-tree  mstp /nstance-id port-

priority

ZE U =98 72U = THA| AIRELIC

no spanning-tree port-priority

2E Al £8] AAHANM ZE M

7|22 2 CHAl AlEretL CL

MBI MSTP ZEO| Cf3t HEE SQISHAAIL .

H24
oo

29

show spanning-tree mstp interface /nterface-
id

MSTP ZE HEE SHOI5IMAIL,

interface-id = ZE O|&2 LtEFHLICH (O : "FO / 1"H
"FastEtnernet0 / 3").

205




ZEO| F2 bg 7Y

B 2%
spanning-tree mstp /nstance-id cost cost ZEQO| ZZ HEZ #+4TLCL

o Amjd Eg| ol

instance-id = 0 - 15 B¢ g

LIEFH LIEL

200000000 & L|C}.

]

HE 2 ZEQO| 2 H|&= LIEILH, Hel= 10

spanning-tree cost value RE 20id EE| QIAHAOM ZEO| HZ HIE

U4 2 ZEQ| 2 H|ES LIEILD, Hel= 104

no spanning-tree mstp /nstance-id cost EEQ| 4R HE2 7|2U2E CHA| A|RfRHLICE
no spanning-tree cost RE AIfd E2| QAHAOM ZLEO| HE HIE
7| 23S 2 CHA| A|RfREL|CH

ALK 7} X|2l= MSTP Z2EZ2 |EEE 802.1s & 7|Hto 2 $FL|LCt CHE MSTP,

E3| A|AT AQX| 7 X|¥St= MSTP 2 S3tE|EE MSTP Z2EZE 2 MST =8

BEOM Es g 4= USLICE MSTP 28 ZEOIM A F Ol AQX|= CHE
MSTP o HAIX| =& M &St Zet & MST X G MEXE 25t MST SYS

T8 = AFLIL
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rE

g HALIFZS 7[He =g Lot A9X[2

ot ZEJH 22t BEO|AM BPDU & 4I6HH ZEE= X528 BER

rt
oX

=g

[={in]

[on)

PDU

i

2CE2 HHL|CH ZEE BFE MST ZEZ CHA| A|Z512{™ spanning-tree mstp migration-
check & &#H5IH ELICH

Y 14 ZEO|M Chg S 2

0°I*

5t0] MST 8t DEE AFRSIHLE AFRSIX| Y2

2B
2 dF
spanning-tree mstp mst-compatible 2QX[Ql MST 2%t REE EHSIMAIR.
no spanning-tree mstp mst-compatible 2QX[9 MST 2% REE H|Z2M3lstA|2
LT E
$8 BEQ| £ 7|52 291K U I|EF MSTP A A9K|o| MST AOg BEE

AYLICH dH HE/JAZOHME 22X|2 714 O|F1 Y H 7t S Lo|OFetL|CE CHE MSTP

Z2EES 2dd5te 29X CST BEO| 7185101 2 X|7F HAIX|E 41010 =8 ZE0

DS RES ZEE= SEY 1 ZEOM 8 BET}

oht

2 = 420/ & MST BPDU £

HUES XAS22 M & 4= §lEUCH 0] 3% 0ro|ado]d HAE & SHHAIL

—_ 1

T2 EZ M3 &0l ChA| A|RE
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MSTP £ AB5IE AQX7 Z2EE HE HAHUES S Sl 7|E2| STP 29I X[et 24 &s &

7 USLICE 29(X|2] ot ZETL STP 714 HAIX[E +45HH ZE= STP HA[X]

HEELICE SAlOf, sTP §2E $43ts ZE= A ZER ZUFELUCHL

g
EETHSTP 22t HEHO0l| QT ZETHSTP HAIX|E O Oy $435HK| et ZE=

check € 2d 510] ZET} ot5 oF STP HIA|X|E X[ ZEE MSTP &EIZ Z[ZE +
USL|Ct
RSTP Z2EZ S AAMSIE AKX = MSTP HIAIX|E AlHSID N2 & 4= USLICEH [ty

MSTP A9/X| RSTP A9IXI9} &5 & 1 ZZES Bgto| LRSHA| & LCH
Mol T4 DEOIM CHE FBS AMolol A9X|0| BE TEO|M LXIEE 2E STP YHE X|

=L

¥ 29

spanning-tree mstp migration-check 2QX[ol RE ZEOM HX|E= ZE STP HEE X
4k

ZE 719 ZEOM L8 S 2ot ZEOM ZX| ¢ STP YEE X SLICL

B3 a9
spanning-tree mstp migration-check ZEJL X o STP HEE X| LT

MSTP & 20l

monitor 3F, 228 74 BT £& ZE 719 YN L3 S 2ASHH MSTP of Lt

DE ¥EE oL

=

rn

E CL:

show spanning-tree MSTP BEE =gt
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(SSTP, PVST, RSTP & MSTP Ofl Chot HRE =tolgh &=
AS)

show spanning-tree detail MSTP HEQ| NF AtetE =L T
(SSTP, PVST, RSTP & MSTP Off Chst HEE =tolgh &
AR))

show spanning-tree interface interface-id STP QIE{mO|&~ HEE =folgtLC).
(SSTP, PVST, RSTP & MSTP Off Chot HRE =tolgh &
AR))

show spanning-tree mstp £ MST QIAHAE ZALSHL|C}

show spanning-tree mstp region MST @9 Fd& =elgLct

show spanning-tree mstp instance instance-id | MST QIAEAQ| T3t M2 E =olstL|Ct.

show spanning-tree mstp detail MST & E =elgtLLCt.

show spanning-tree mstp interface interface-id | MST ZE 42 =QIgtL|Ct

show spanning-tree mstp protocol-migration | ZEQ| T2 EE B3l MEfE =QIL|C}
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STP X EH A E AM __I.I.A-I
- ~—1~-1 /1 O o
=
STP MEH £ 7R
ARX|el A0 EE2| Z2EE ZE2 €& MK F7H 75 (&% &4 75)2
K @LLCE Olqgt 7|52 7| 2H o2 FY|X| RELICh MY E4S ot Lot Anfd
E| Z2EE ZEQ| X|}¥E|l= 2HE O3t 25Ut
MEHH B4 o sTp PVST RSTP MSTP
HLE DjAE of o ot otL 2
BPDU 7t= o o o o
BPDU ZH of il otL| 2 OtL|2
2 g3 of o ot ot
HAE
B Fast of ol otL 2 OtL|2
RE7IE o o o o
=S of Ll o o
Port Fast
Port Fast & H#| Ol 8l MEHS 286}0f AN L £ EYI HER THE QUHHO[AE Kt
HEHOIM TS SEIZ SA| Tt Lo B 3 AHO[MO|LE ME O HZE QIE L O] 20 A
Port Fast & A8510] ATl E2|7t +-El= AS 7|CH2|X] &1 siE X7t HEYJI0 FA|
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THe /3 £HO|E = MHO| HZE 2IHH0|A= E2[X| Z2EZF HO[H He

(BPDU)E =4I8tX| QEOFOFRLICY. Port Fast 7t E/d%t &l QAIHL|0|A = AR X|7F CHA|

— = — T

Al EHE

—

I & AR O

O 1=

oA
[>

Ij

oC
m
i)

SE HEF7|E AYLIL
Port Fast & QEHHO|ATF ALY EBIE =8 & W7I7HX| 7|TH2{0FSh= AlZHS Z|23H5}7]
20 A= AHO[MO HEE AEMO| A0 M AFEE 5= AFLICH CHE 29X HESH=

CIE{ I O| 20| M Port Fast & &dot5tH A0 d EL|

E=

Hn
oz
N
4
$Q
o>
-
i

spanning-tree portfast 2/ E{I{ 0| A T4 EE= spanning-tree portfast default ©9F T+ B&HEZ

ME8310] 7|52 8=t & = UAGLICh

= O

2 1.1 Port Fast

ZAH
AE3H AMTEA AT E2] Z2EZF 2l RSTP U MSTP O] B2 QHIE0|AE FHA| M JEjZ2
Het g = A28 Port Fast 7|55 AHER Rt GlELICL

BPDU ZA|
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BPDU 22 7|52 £2X|0|M T Hoz 2oLt ZEER &

752 €5 XO[FH S 7HX 1 AFeLot.

or

M~

—

12

FF 0| M= spanning-tree portfast bpduguard 7| & =

A238LA PortFast 7F 43| &l LEO|A BPDU 7}EE 2HAI3}stL|Ch AT)

BPDU 7} =4I g
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40
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ot
e
1
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Rl
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EZEJ BRE|X| %EE 6t2{H errdisable detect bpduguard shutdown VLAN S 2 &

T4 FEES Ar85t0f fIEo] Zdot ZEOM X7t &=

-

VLAN Bt S 254

A2,

QEHIO|A +=FUAM ZE & 7|55 2HSSHA| @1 spanning-tree bpduguard

enable QIHEHO|A /4 HH 2 AMES0 2= ZEO|A BPDU 7IEE

ZLCH ZETVHBPDU & A5t 2F HiZ gt Ef7F ELICH

BPDU 7tE 7|52 322 AHL|0|AF CHA| 2ISA|7{0 StE2 &

x

—

ro
—_
rot

SES BB AL TET ATjY E2(0f Fojots X

22X HELA0A BPDU EZ 7|52 AI2SHAAIL.

BPDU ZH

BPDU ZHTY 7|52 L2 XI0M Y Ho= 2gdstotALt QIE L 0|A

0] 7|52 &€& Xo|F= 7tX| 2 HFELCt
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AZFL|CEH S MEZE S0{717| Mo ZEE= "HF X & MEfo{of hLCt .
BPDU EH 7|s2 MY 714 2E = ZE A4 ZEOM 74 & = JASLCEL MY
B E0|M spanning-tree portfast bpdufilter 3 & A3Mst0] ZE X EO|A BPDU E ELUX]

== ACretLnh 2L ZEE= 05| BPDU £ 415t M| & 5= AELICH

Y 3 WAE 7|55 ALESHH LKt BE E2[X| Zto] HZO| BOX|H M| RE ZET}

MESH HE SE7F ELICH

et HERZ0= 28 122 20| g A2 X ASO| ASLICE 22(X[e A

2fo[ofef MM A 20[0= 25 &9 2f0]ojet S5 HZFHLIC o2 &= AZ2 Lt

Jﬁ
HU

Root Switch Core layer

d2112 2% HEQA EEZX|
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K
Im
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Im
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Ef ofofgtLict . M 7 ZEO|A spanning-tree uplinkfast &S &3 510 Uplink

Fast 7ls= Td ol M RE ZEV M Z/S JEH=Z T 22Xt &9 AF At0|2]

18 1.3 2 Uplink Fast 7|5 2| 25 #2|E 20|FLCH. 29X B & FEot= 29X C 9
ZEE ZETVH A2 JEi & M 7| ZEYJLCHL 29X Cof RE A9/X| A ALO]2| HZO

BOIX|H O OiN| ZEVH M| RE ZEZ MEAL| ZA| MEHO| A|ZE LICE

Switch A

(Root) Switch B

L1
1.2 1.3
Root Port  —» #— Alternate Port
Switch C

Switch A

(Rowt) Switch B

Mew raot port changes
to the forwarding state.

Switch C

18l 1.3 Uplinkfast
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A 23 fast 7|52 MM =3 SSTP U PVST 2 ZHTFL|CE RSTP X MSTP ZEOM Af &

L E = Uplinkfast 7|5 90| A&5HA S HEf7F E LICH

BackboneFast
Backbonefast 22| & & @3 fast 7|=. @3 1% 150 7[=2 8% 292 HEA X[FE
AAX|Of MY ME0| B A2 2SS WE fast 7|22 49 AS WEZS 7td &3

HERI §Hs d=otn

EE A

O 130M 29K C 2t 29X A AFO[Q] HZ 12 & 29K| CoF BRE A9 A

ety gLtk AZE0| B0 X[ Uplink Fast 7| 522 2XE i

bN|
S =1

=~

!
1o
2

AL 29X AQHB A0S HZA 112 29X Cof ¢t E3=2 =8 UL HE

SiAl 2 2t 3= I oz 220 2 YO0lil= Backbone Fast 7|50 2|3}

Backbone Fast 7|59 2t5 Z|= 12! 1.4 0| Lt} &L|C
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Switch A

(Roat) Switch B
1
I.nl

1.2 1.3
Root Port  —» 44— Altermate Port
Switch C
Switch A
(Root) Switch B

+— Designated Port
Switch C
8 1.4 B2 Fast
2K C o EE|X| &4 &7t £%[X| B 2| &M =RIECt =t 7P L(CH L1 0| ¢

SHM =B 22X 2 =27t

ll

E M =912 AH8E|EE AQX| B7} BPDU & 29X| C &
HUYE=E MEHEILICE ¢ 2 Mest7| I3 BPDU O] Zet =l HE = XA HE7F ZeHE|0of QUX|
& LTt Backbone Fast 7t 2/%tE[0f K| R ™ AKX C ot AQ|X| B AHO|2] ZE &= HE[X|
HEE 7|02 s A[ZH0| Zat o Ch2 X8 &l ZETHEL|CH 30 YEtX ez 3 X7t

— —

Z 8 LIC}. spanning-tree backbonefast F& S #A5I0] MY 7 RENM 7|53 743t

SAK COl M ZEV @M =27t X2 BPDU & #=AI6HH AQX| C= ZEOM ZHY &3
U RE ALX[0f HEY #UA= HEO| 0] MLpa YZetL|ch D2{FH 22X C & of0|d
SEE 7ICHE|X] @0 ZEE X|FE ZEZ FA| YO 0| EGLICE
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Backbone Fast 7| 50| &-d%} &l £ CHE ZEOAM K2 24 =22 BPDU 7t =& H £290X|=
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Example 1: Starting PDP

Switch_config# pdp run
Switch_config# int g0/1

Switch_config_g0/1#pdp enable

Example 2: Setting the PDP clock and information storage

Switch_config#pdp timer 30
Switch_config#pdp holdtime 90

Example 3: Setting the PDP version
Switch_config#pdp version 1

Example 4: Monitoring PDP

Switch_config#show pdp neighbor

Capability Codes: R - Router, T - Trans

Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID Local-Intf HIldtme Port-ID

Switch Fas0/1 169  Gig0/1

Platform Capability

COMPANY, RISC RS
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OrAE B E Y

ChE CHAO) et AKX & & HEXHI S| OrAH LEZ YAl
-k My
Switch#config 22X FE ZEE S0 CL

Switch_config#ether-ring /d

LCE Moo L E XY RER

SO ZLC.

id: QIAEA D

Switch_config_ring#control-vlan vian-id

Mo VLAN 2 T+t ct.

Vlan-id : M| 0f VLAN 2| ID

Switch_config_ring#master-node

=C Q¥Z OjAH =C2 R,

Switch_config_ring#hello-time va/ue

O E7 M ARSYLICE OIAE ==}

— 1 =]
HEALTH Izl 2 M&EF7|E FdgL

Switch_config_ring#fail-time va/lue

O] BtAl= M AP QL|CE &
HEALTH {2l S 7|Ct2|= AlZt
gLt

Switch_config_ring#exit

0|5 E 7Y

Ot A0 et AKX E & HERAS 4 LEE FELCHL
3 49
Switch#config 22X Y 2EE SO{ZLCH

Switch_config#ether-ring /d

LEE FE5HL LE 1Y RER

SO ZLL.

id: QIAEA D

Switch_config_ring#control-vlan vian-id

X O] VLAN & #A4gtL|ct

Vlan-id : X 0] VLAN 2| ID

Switch_config_ring#transit-node

LE REE A =2 FEYLLL
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Switch_config_ring#pre-forward-time va/ue O BHAl= MEH AFL LT ©& ZEOM
A ME HEIE RAISte A2
Tt
2f 03 ZO0IM 30 = AFO|Q| AJZH gho| 1
A

Switch_config_ring#exit

Y ZE 7Y

Chg A0 et A9(K|0) ZES OHY Yo ZES THSYAIL.

:E Mg
Switch#config 29X 7 HEZ So{ZLCL
Switch_config#interface /ntf-name QIHIO|A 7+ REE A|ZFgtL|Ct,

intf-name : @/E{T{ 0|~ O|F& LIEHHLICH

Switch_config_intf#ether-ring /d {primary- oy o

£
port | secondary-port | transit-port } ojguyl 2ol L& |p

Switch_config_intf#exit QIHEO|A 4 HREE ZETLCL

H gy
show ether-ring id YdHEHS Z2EF L O[HYl Ao ZEO Y
Q9 HEE ML Tt

show ether-ring /d detail dEs zzEZ S o|EY 2 ZE0 Ot

show ether-ring /d interface /intf-name Ether-ring ZE &£ 38 ZEQ|

SrABHLICE
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1221 0|AQF 20| OFAE £ E S11 A4 L& S2 = Cteat 200| LM EIL|C} CH2 L 29|
T8 s2 9 dut SYetLCt.
22X s1 M.

STP £ Z=5l1 Ether-ring =EE T4 3tL|C}

S1_config#no spanning-tree
S1_config#ether-ring 1
S1_config_ring1#control-vlan 2

S1_config_ring1#master-node

Chs B2 Al 23 Oj7f Bi& Fdot= O ALEE L.

o — -

i)

S1_config_ring1#hello-time 2

S1_config_ring1#fail-time 6
LE g ZES TEYUCLL

S1_config_ring1 # exit
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7|2 ZEQ Hx REZ FLgFLIC)

S1_config#interface gigaEthernet 0/1
S1_config_g0/1#ether-ring 1 primary-port
S1_config_g0/1#exit

S1_config#interface gigaEthernet 0/3
S1_config_g0/3#ether-ring 1 secondary-port
S1_config_g0/3#exit

Mo VLAN & F-d& L L.

S1_config#vlan 2

S1_config_vlan2#exit

S1_config#interface range g0/1, 3
S1_config_if_range#switchport mode trunk

S1_config_if_range#exit

AQX| s2 1M :

S2_config#no spanning-tree
S2_config#ether-ring 1
S2_config_ring1#control-vlan 2
S2_config_ring1#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ring1#exit

S2_config#interface gigaEthernet 0/1
S2_config_g0/1#ether-ring 1 transit-port
S2_config_g0/1#exit

S2_config#interface gigaEthernet 0/3
S2_config_g0/3#ether-ring 1 transit-port
S2_config_g0/3#exit

S2_config#vlan 2

S2_config_vlan2#exit

S2_config#interface range gigaEthernet 0/1 , 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit
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Switch_config_ring1#control-vlan vian-id

o|f tHAYLICE M Of VIAN £
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Switch_config_ring1#pre-forward-time value

Switch_config_ring 1#exit
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Switch# config

29K 8 REZ SO{LULIC.

Switch_config#mether-ring /d7 domain /d2
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Switch_config_ring1#edge-node[assistant-node]
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Switch_config_ring1#sub-ring
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Switch_config_ring1#control-vlan vian-id

O|F CHAYL|CE X of VLAN 2
VLAN "id-1"& #MdgtLCt.

vian-id : M0 VLAN 2| ID

745t VLAN "id"H

Switch _config_ring2#single-subring-mode

ol THAL|Ct
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Switch_config_ring1#pre-forward-time va/ue Z L)
Switch_config_ring1#exit oM FEE XEStL L E 7Y REE SESLCL

Switch_config#
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Switch# config 29X fd REZ SO{ZLLCL
Switch_config#interface /ntf-name QIHEO|A T+d BEE AlZEHLCE,
Switch_config_intf#mether- O|C{Y &o| ZE Q&2 gLt
ring /d7 domain /d2 primary-port [ secondary- 7 20| OlA D jd2: EHQI0] QIAEA D (O
port | transit-port | common-port | edge-port ] ol Ao Mz
Switch_config_intf#exit lHmo|A +d REE ZEELICL
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show mether-ring

show mether-ring /d7 domain /a2

show mether-ring /d7 domain /d?2 detail
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dlo
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Configuring switch S1:

dlo

Do4 2q

o

rlo

Ct ot & A LE O LE 2 & FgStE O AHSELICEH

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#transit-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

ct

dlo

%

rlo

Al

N
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of7f H+=E F45t= O At&E LT
Switch_config_ring2#pre-forward-time 12
LE Fd BEE ZETLCL

Switch_config_ring2#quit

Ct

gjo

%I =<

o

rlo

EE 29| TA ZEE #d5t= Hl AFEELICH

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S2:

Ct

gjo

I:IO=| =<

o

rlo

M FA LE Qo LE 18 FEStE O AHSELICH

Switch_config#mether-ring 1 domain 1

Switch_config_ring1#transit-node
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Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Ct

dlo

Do4 2q

o

rlo

AZ
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oz a5 95t Ol AHSE L
Switch_config_ring1#pre-forward-time 12

LC 7N DCE ERSLC

Switch_config_ring1#quit

O 3832 =219 d& Z2EE 7#4¢5t= O AEE U

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L2 B2 okl 8 Al == Q £ 2 & F#83t= O AFEE LT

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#edge-node
Switch_config_ring2#sub-ring (this can be omitted)

Switch_config_ring2#control-vlan 2

Ct

gjo
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b o7 W8 Fd%t= o AFEE L
Switch_config_ring2#pre-forward-time 12
=S 7Y BEE FREUC

Switch_config_ring2#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit
Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S3:

ct g9 @ A L& 2 =21 & ot O AHEE UL

gjo

%I =5

o

rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 AlZh 23 Oj7f Bi& Fdot= O ALEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 3832 =219 dE Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit
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gjo
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Switch_config#mether-ring 4 domain 1
Switch_config_ring4#assistant-node
Switch_config_ring4#sub-ring (it can be omitted )

Switch_config_ring4#control-vlan 2
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Switch_config_ring4#pre-forward-time 12
£ PY BEE SEELCL
Switch_config_ring4#quit

Ct
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Do'-IE1

o

ro

EE29 &5 ZE S OX| ZEE F#d5t= O AHEELCH

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S4:

Ct

gjo

YE2 ME 02l LE 9 L E 4 5 F85t= O ArSE UL

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#master-node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2

Ct

gjo
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o
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b Of7f H+8 T dsts ol AHEE L
Switch_config_ring4#hello-time 4

Switch_config_ring4#fail-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring4#quit

Che YYe e 40 e EEQ Bx BEE TASE O AU
Switch_config#interface gigaEthernet 0/1

Switch_config_g0/1#mether-ring 4 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk

Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2

Switch_config_g0/2#mether-ring 4 domain 1 secondary-port
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Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S5:
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g OfAH =B ¢ =B 2 & F85t= O AFEE Lt

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#master-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

Ct

gjo
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o

rlo

AlZt
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21 Of7) 48 Ragots ol ALSELIC

—

Switch_config_ring2#hello-time 4

Switch_config_ring2#fail-time 12
LE 7Y EEE TERYLLCL
Switch_config_ring2#quit

Ct

gjo

PH2 L 29 7|2 ZE Y BX HEE Y%t O AAEELULCHL

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S6:

Che B2 Mo|M & 02l =& 2 =E 15§ 7dots O AFEE UL

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#master-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

286
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gjo

%I =5

o

rlo
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Switch_config_ring1#hello-time 4

Switch_config_ring1#fail-time 12

LC 7N DCE ERSLLC

Switch_config_ring1#quit

Che Bd2 LB 19| & ZEE 719%t= O ArEE UL

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Ct

gjo
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Switch_config#mether-ring 2 domain 1
Switch_config_ring2#assistant-node
Switch_config_ring2#sub-ring ( This can be omitted )

Switch_config_ring2#control-vlan 2
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Switch_config_ring2#pre-forward-time 12
L 7Y REE ZEYLLCL
Switch_config_ring2#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S7:

ct g9 @ A L& 2 =21 & ot O AHEE UL

gjo

%I =5

o

rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 AlZh 23 Oj7f Bi& Fdot= O ALEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 3832 =219 dE Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L B2 5t9l 8 Xl == Q E 4 & 7d3%t= O ArSE LT

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#edge-node
Switch_config_ring4#sub-ring ( This can be omitted )

Switch_config_ring4#control-vlan 2
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Switch_config_ring4#pre-forward-time 12
£ PY BEE SEELCL
Switch_config_ring4#quit
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o
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S8:

ct

dlo

%

rlo

ot @ A LE 9 L& 45 P O A ELCH

Switch_config#mether-ring 4 domain 1
Switch_config_ring4# transit -node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2

ct !

gjo
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Oj7) M5 F-d3t= O ArgE L
Switch_config_ring4#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring4#quit

ct

dlo
lo

B

rlo

TE 49 A ZEE F8%t= O AHEELIT

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 4 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_gO0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 transit -port

Switch_config_gO0/2#switchport mode trunk
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Switch_config_g0/2#quit
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DHCP Snooping
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1
I
1

= ZEO| DHCP 87 mi2le| 42 DHCP
273 {AS St F4 HET} O] AL MAC F48F LX|SHX| GEo ™M DHCP 2%
OjZl2 DHCP DOS of 34 T2 AFEEE 7IW T2 2 ZtFEL L A9X|7F DAS

HE L Ch

Mo T4 BEOM THE YHS MHSHHAIR.

5= =230y
T4 493
Ip dhcp-relay snooping vlan vian_id VLAN O A DHCP A% S EM51etL Tt
no ip dhcp-relay snooping vlan vian_id VLAN O A DHCP A2F+HZ
H|g-dstetL o

DHCP trust Q1B H 0| A 74

OIE{H|O] A7} DHCP trusting QE 0|22 Fd & B20[ AHL|O[A0M 4] SF DHCP
ofzl2 =2elE K| gLt

225 QIHH 0|2 T4 BEON THS YHS AR,

= =]
Y ks
dhcp snooping trust QIE{H|O| A& DHCP trusting QIE{ 0| A2
Tdgct
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no dhcp snooping trust

DHCP- 412[2t 48t QIE(H 0|2 0] T3
OIE|B|O|AS CHA| AJZHELICE

SIHHO|AE 7| &Y

VLAN Of| M DAI 43}

VLAN 2| 2= 22|8 ZEM &5 ARP ZL|H

>t

AA NP FATE LEE MAC-IP HEQIE ZHA 9 &

AEE L QEE 0|0l BQlE A= DHCP 0 23 S 2= Hiel

38 2 + UASLILh =25 AHI|o|29] 1P

29X= 2E ARP IS HEHOHA| EELICH

0l

|5HA

OIE{ H| O] A LT,

LS| HO| THZIo| AA MAC FTAt

Al

—

B2
¢
r2

=4 & ARP T} 210

YE|AL +50

Z= A0 MAC =47} HFOISIE|Of YUX| o

3

nx
of

ip arp inspection vlan vianid VLAN o 2

5 ARP RLIHE S Sttt

no ip arp inspection vlan vianid VLAN o &2

S ARP ZLIEY S HlEgsteL .

ARP trust Q/E{H{|O| A& T

MEIY = A= AHMO| A0 M= ARP ZLHE S AFEE = l& LT AHEHO|AE
2oz Melg 5 gl AT 0| A LT
SIHEHO|A T+ REOM OHE S HASIUAL.
Y ay
arp inspection trust QI H[O| A~ ARP trusting 2/ E{H 0|20
TEEgLC
no arp inspection trust ARP &% QIE{H| 0| A0] CHSt QIHEO|AE
MR c.
VLAN Of| Al &4 P A ZLEZ EX43}
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VLAN O A AA P FA L EZO0| M3} =

=l S0 AN MAC A% AA P FATL

THE MAC-IP HEQIE Aot YX|SIX| UO ™ VIAN o] B E Z2|H ZENA A =P

T = =

oj 20| AR ELICH I Ho[A2] HIRIE 2t = DHCP Off 23 SH 22 HII &ALt

1

S22 74 € = USLILE =2[H AHH0|£9] 1P 20| MAC F27t HHRIE &[0

X Bo® A2X= 228 AEHO|A0M =4 o 2= IP IIZS HESHA| @l

30

Y 14 ZEOM Chg S HdsIHAIL.

33 29
ip verify source vlan vianid VLAN 8| 25 41 QIHEHO[A0AM &4 1P T4 HALE

gystetL

no ip verify source vlan vianid | VLAN 2| B= QIEI{O[ A0 A

HIZ-getefL ot

&0 . DHCP Izl (1P I{Z)O| A E|H MY ALTO| e[ MEELICH
IP-source trust QI E{I{ O] A T

QIET O] 20 M2l = A= &

2 |p FATHUE B2 R FA HATF QEH 0| 20N

L=

—
—

ot

M| Of RAK| BEE L EL

OIE{ 0| A 1A DEO|A CHS TS ASHBIAAQ.

o = o =]
3 EL:
ip-source trust Mg 4= e 2 1P FA7L e AHIO|AE Pt Tt
no Ip-source trust MEIE 5= Q= AA P FTAVEQUE QEHIO|AE CHA|
Nl

TS2E QHEO|A HRIE

o
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SAETDHCP E S8 FAE 2X| RSHH A2|X| 9| QIHE| 0|20 HOIY &=E F7I6H0]
SAETHEQAO HMA Z =UqA & = JASLCL ST HE 220N 2=2 AHE 1P
22 HIQIY MACIP £ &g &= giELICtH
450z PHE HOY B22 SXO2 TYE HolY BBELE 2 2907t
S&UCL $502 THT HOIY ¥2T SYO2 PAT HOIY B80| SUH MAC FAE
2e 79 502 THE B2 SOz PHH 22 YHOEHLIC, QUEHOA Hold
$22 MAC F48 19 Moloz AgELIL
Mol 24 REOM O18 BLS HUSHIAIL.
CE dF

ip source binding MAC /P interface name | QEI|O|]A HIQIYE =522 FggtLCt

no ip source binding MAC /P vian QIE{mO|A HIQIE &5 F AL Ct
DHCP - 258 2L HEY & 7A| 22|
EXEC 2E0|M O S &S 2AstdA=

HY Moy
show ip dhcp-relay snooping DHCP A4 F1-40j| Chet §EE HA[SLICE
show ip dhcp-relay snooping binding QI IOl A0 FEYt FA HRIY =S
HEA[ZLCL
show ip dhcp-relay snooping binding all DHCP A=H0j o3 ¥ & ZE HolY =2
HEA[ZLCL
[ no ] debug ip dhcp-relay [ snooping | binding | DHCP &2{|0| AFHo| M3tz &dzet £

| event ] H|g-dstetL o

Chs

2 DHCP A%

d 780 tiet S2E 2 FE L.

switch#show ip dhcp-relay snooping
ip dhcp-relay snooping vlan 3

ip arp inspection vlan 3
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0jo
rlo

djo
rlo

0jo
rlo

DHCP Snooping trust interface:
Gigaethernet0/1
ARP Inspect interface:

Gigaethernet0/11

dhcp-relay snooping 0| it HQIE HEE HO{FL|C}

switch#show ip dhcp-relay snooping binding

Hardware Address IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89 192.2.2.101 86400  DHCP_SN 3 Gigaethernet0/3

DHCP 2j|0] ~5Tof tfet 2= HRIY YEE 20F L CL

switch#show ip dhcp-relay snooping binding all

Hardware Address  IP Address remainder time Type VLAN interface

00-e0-0f-32-1c-59 192.2.2.1 infinite  MANUAL 1 Gigaethernet0/2
00-e0-0f-26-23-89 192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

dhcp-relay snooping Of CHoF & E I L|C}

switch#debug ip DHCP-snooping packet

DHCPR: receive 12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 277

DHCPR: add binding on interface Gigaethernet0/3
DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: send packet continue

DHCPR: receive |12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 289

DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: update binding on interface Gigaethernet0/3
DHCPR: [P address: 192.2.2.101, lease time 86400 seconds

DHCPR: send packet continue
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IGMP-Snooping

IGMP-Snooping T+ &

IR

IGMP-Snooping 2| & F= VLAN It 1

i

Z4 7to]

]

HA|

i

Aot HE| HHAE BP0 SA|0f

YHO[ESIO| HE| 0|0 AES] EEZX| F=0f e} 20]0f 2 A(X|7t HIOHE TEY

==

F=RAA G AL
IGMP-Snooping 2| 8 7|&& Ch&1t 25U T

IGMP O A[X| & 25 L CL,

22130 HUSHK| Y= F S AEQ| |IGMP AE|E|Qt 2R H 2| IGMP HE|E[E

LE.;

igmp-Snooping & 9| HA|X|E B2 igmp 2] HAIXIE 21 29| 7|52 A

r9.t
Ot
N
MO

=2

igmp-Snooping & ZE|FHAE 2IREUAM AE & P Mz &ts & &= ASU L F
22K F7IHoz 2tRHOM igmp #Hel YEE =484 0F LT} igmp-Snooping 2| 2+ H
=3 E}O|B{ & igmp-Snooping & AZSt= HE| JHAE 2tRHO| OF | 7|7 2 A2t
UO 2 TYE|0{OFEtL|C} show ip igmp-Snooping 2 A &SI ZF VIAN 2 HE| HAE

2PE B E ol

VLAN 2| IGMP-Snooping &3} / H|Zd 3}

VLAN O H& ZE| JHAE A F7}/ AHH|

VLAN 2| ZA| BE| 74

oln

=& Oy F2 7tgle BB HWLE HAXE EHE0E 7s 718
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IGMP-Snooping 2| 2FH O O|X| EtO|H T4
IGMP-Snooping 2| S & AlZF EFO|D ++4
IGMP-Snooping 2| IGMP Querier 7%
IGMP-Snooping 2L HE & |FX| 22|

—

IGMP-Snooping 743 Of| &

VLAN 2| IGMP-Snooping 243} / B|24 3}

Mo T4 BEON THE THS 2HSHUAIR.

E A

ol

ip igmp-Snooping [ vlan v/an_id ] VLAN 2| IGMP-Snooping 2 &4 3}gtL|Ct.

=

no ip igmp-Snooping [ vlan vian_id] | 7|2 782 CA| AlZfELICH

vlan & X[’8oHA| ol LSO 49 & VIAN S 22510 A[A-S| 2= VIAN S

Mok
0%
ot
tA
rir

B

nigk

Aot g = JASLICE 712 FE0lM ip igmp-Snooping ¥ & 0|
T E X7 ZE VLAN 2| IGMP-Snooping O] 29 3HE LICH
1 : IGMP-Snooping 2 Z|CH 16 7HS| VLAN O M H&E = ASL|CH
VLAN3 0{| A IGMP-Snooping & &-82t5t2{H X no ip IGMP-Snooping S

HASH 2= VLAN 2| IGMP-Snooping £ HI&-d32t ¢+ CHE ip IGMP Snooping

VLAN 3 & 45t 42 XMEslof gL Ct.

VLAN o] HA HE| JHAE T4 FTH/ ALK

HAIXIE =4 & 5 AFLIC

Y 18 REOM Cg 784S oY AIL.



- CL:

ip igmp-Snooping vlan vian_id static A.B.C.D interface/ntf VLAN 9| & HE| /|AE FAE
F=Itgtct

no ip igmp-Snooping VLAN O H& HE| J|AE FAE

vlan vian_id static A.B.C.D interface intf AtK| gL Ck

VLAN o] ZA| BE7|&

SA X7 EE B 220K = 58 HAIXIE B2 = HE| HHAE Q59 ZE S50M

=
ZEZS MAE = ASLICE W2k 2(X= ENO|H7E O E S AET HE| J|AE0 M7 S

7ItHE 287t flgLth 22 ZEof

A
A bl

rir
[m

Ct

i
fot

7|' % :I-_'_Oﬂ -LH )\A—l— A|"9'X|'7|'

Q22 mLbD NR $OB O] AFBAIY E| HAE S410] FHE W2 4 ASLICE O
49 Z1Hel B2 IS AR & LIt
Hof 2 BEOIM C18 THE SUSHHAIL.
Y Yy
ip igmp-Snooping vlan vian_jd immediate-leave VLAN o] ZAIBE 7|52 74 U,

no ip igmp-Snooping vlan vian_id immediate-leave | VLAN 2| ZZXQl ZRE 7|2 E
TS

VIAN o ZA| B2 S42 7250z bz aste|of A& C

52 & of4 FAQ0| HE| HHAE HAIXIE BEYSHE 7|5 74

1z
m
N

>

m
=
>
>
o
o

ot
o
1

O™ (DHL, CH& =471 igmp-Snooping 2 &8 2% K|

ol SEEA @3) 712 M2l G2 VIAN 2l 2= ZEOM HAXE El= DAY 42
Sl Z2HA YHE HEY = ASHC SHA F27H ofH ZEOE SEXX 2 25 ZE|

HAE HAIX|= AAIELE

3g

nx
ol
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tHes e +8ls ZE HHAE HAIXIE AHAELIC

ip igmp-Snooping dif-

drop vlan vian_id

no ip igmp-Snooping dif- | LF T2 CHA| A|ZFLICH (RO A E]).

drop vlan vian_id

1) 2E VIAN of Thel 20| T
2) 291X7t SOl HAIKS Halste 7|2 wee HusLtt (o %ol

HAIXl= VLAN O|A E2E FHARIEL|CH.

IGMP-Snooping 2| 7§ Router-age EtO|H

Router-age = IGMP 2| X|Y 40| EX5t=X 6|F& ZLHPol= O AHEE L IGMP

2oz o HAIX| & 2L HE| IHAE F2E FX| YLILE IGMP-Snooping 2 IGMP-

[m
N
Ofm
R

inquier 2 @A

S
Y 79 REOM BE 84S sASEA L.
3y 493
ip igmp-Snooping timer router-age timer value IGMP-Snooping 2| Router Age Zt=
TS
no ip igmp-Snooping timer router-age IGMP-Snooping 2| Router Age 2|
7|22 S CHAl AR L.

Eto|H 9 S#2 IGMP 22| Xto] Zo| 7|7t 9 & HEsHA|IL. Eto|H & 2| 7|ZHECt

A S = RlELUCH Efo|HE 2| 7|2 M B2 Fd5ts A0l S5 UL

IGMP-Snooping & & AlZt EIO|0 T4
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SE AlZF EfO|H= IGMP 2| X[ 0| & ot = S AEJH HE| JHAES B ot
AlZE 2| HAIX[E. = 2Hef 20M HA|X[7F EFO[T M| O] =0 =4 E|X| Bi= £29K|= EE|

HAE F2F AT

MY Y DEOA S THS SHSHIALL.

3z CL:

ip igmp-Snooping timer response-timetimer_value | IGMP-Snooping 2| S& AlZt 2
T,

no ip igmp-Snooping timer response-time IGMP-Snooping S & AlZtel 7|24E
CRAl AlZfeEL EL

LT E.:

Eto|O 2k

rlo

HE &S o SLIth 223 HE| IHAE 40| 28 s T L Ch

IGMP-Snooping 2| S & AlZt at2 10 22 &Lt

IGMP-Snooping 2| #2| &d T4

HE| IHAE 2tL2E 7t IGMP-Snooping O] &3} =l VLAN 0O =X{s}tX| o™
IGMP-Snooping 2| # 2| 7|52 AH835I0 HE| HHAE 2tRHE 2350

71822 IGMP H2| HAIXIE B = JELICH. (O] 7|e2 MY

it

Lo

i

IGMP-Snooping O] 89 X 2 243t & VLAN oM 7|58 &d3t &

rir

HIZg st

4 gLt

ot

HE| A E 2FRETF LAN O EXHSHR| 410 HE| HAE E220| 2t2E0| Hadl=s B2
IGMP-Snooping 2 &8 2¢|X[e| At HE| 7|52 &d3t & = JA2EZ IGMP-Snooping 0|
HH2 2fsgtL o,

MY T BEOIM CHS FHS UYL,
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DotiE=|

o

29

[no] ip igmp-Snooping querier
[address [ip_addni

IGMP-Snooping 2| 2|2 TAISHLICE MEHE oy7)

B2~ address = X8| HA|X| Q] AA |p FAQL|CH,

IGMP Snooping-querier 7|52 7|2 H|2d2tx[0] ASLICH 7R #HE| HAIX] o A& Ip
FAE 72X 10.0.0.200 YLCH
LT E

oFoF H2[0] 7|50| detE|n 7|50 HEL|X| R HEIHAE 2L2H7L vian O

EMSIH 07|52 AraH 22 HE|HAE ErQYorR | dotE Lot
IGMP-Snooping 2L H 3 % ZL|HY
e ZEOM O A S AU L.

22 o

show ip igmp-Snooping

IGMP-Snooping T+ HEE EA[RLICH

show ip igmp-Snooping timer

IGMP-Snooping 2| A|Al BEE HEA|IRL|CH

show ip igmp-Snooping groups

IGMP-Snooping 2| HE| J{AE QF0f Cfst
HEE BA[SL|CE

show ip igmp-Snooping statistics

IGMP-Snooping 0l tiet 84 BEE

HA[ZL|CH
[ no ] debug ip igmp- IGMP-Snooping @ I{Z] / 28 C|H{1 / O|HE
Snooping [ packet | timer | event | error | /A Qi ALK E gdet A
H|ghdotet LT Ol ARIX|E X|FSHK|
RO ZE CjH I AQX|7t ot ALt
B 2ot Lo
IGMP-Snooping & &0f Ciat VLAN HE HA| :
e =

switch#show ip igmp-Shooping
igmp-Snooping response time:10 s
vlan 1




______________________________________________________________________________________________________ T
i switch#show ip igmp-Snooping groups i
E Vlan Source Group Type Port(s) E
{10000 234566  IGMP GO/2
E 1 0.0.0.0 239.255.255.250 IGMP GO/2 E
IGMP-Snooping EO| HA| :
________________________________________________________________________________________________________ -

switch#show ip igmp-Snooping timers
vlan 1 router age : 251 Indicating the timeout time of the router age timer

vlan 1 multicast address 0100.5e00.0809 response time : 1 Indicating the period from when the
last multicast group query message is received to the current time; if no host on the port

respond when the timer times out, the port will be deleted..

switch#show ip igmp-Snooping statistics

vlan 1

v1_packets:0 IGMP v1 packet number
v2_packets:6 IGMP v2 packet number

v3_packets:0 IGMP v3 packet number

join_packets:6  Number of report packets
leave_packets:0 Number of Leave packets
send_query_packets:0  Rserved statistics option

err_packets:0  Number of incorrect packets

general_query_packets:5 General query of the packet number

special_query_packets:0  Special query of the packet number



rx: s_ip:90.0.0.3, d_ip:224.0.8.9 Source and destination IP addresses where packets are received
type:16(V2-Report), max resp:00, group address:224.0.8.9 Type and content of packet
rx: s_ip:90.0.0.90, d_ip:224.0.0.1
type:11(Query), max resp:64, group address:0.0.0.0
rx: s_ip:90.0.0.3, d_ip:224.0.8.9
type:16(V2-Report), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.3, d_ip:224.0.0.2
type:17(V2-Leave), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.90, d_ip:224.0.8.9

type:11(Query), max resp:0a, group address:224.0.8.9

IGMP-Snooping 2| MIA|X| EtO|{ C|H{ 1 :

switch#debug ip igmp-Snooping timer
tm: vlan 1 igmp router age expiry at port 2(G0/2)

tm: multicast item 0.0.0.0->224.0.8.9(0100.5e00.0809) response time expiry at port
GO0/4 Inquerying the response timer expiry

IGMP-Snooping 74 O X

1812 ofxlel HEYA HZES HoIFLIL

£

Computer Computer Server Computer Computer Server
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290K 74

(1)  AFEY AE PZ3BHE VLAN 1 2| IGMP-Snooping & 4 3tetL|Ct
Switch_config # ip igmp-Snooping VLAN 1
@) APd At B 2 AZBH= VLAN 2 2| IGMP-Snooping & E43hgtL L,

Switch_config # ip igmp-Snooping VLAN 2
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IGMP =8 A| 14

IGMP ZZEA| o & ¢

IGMP ZEA|= HE| IHAE AHEXIZE A= VLAN O CHE VIAN 9| HE| JHAE A5

TAUSHEE S8 LICE IGMP ZEA|= CHE 2E| H2E 2128 Z2EZR0| SEHC = 4

£
Jn
12
Ol

20| MAELICH IGMP ZEA|= ZEA| & VLAN 2| IGMP IjZI0f| oJsf ZEA| VLAN 2
M& Ll o3|t IGMP I Zl0f 2t O O] M E VLAN 9| HE| JHAE AFEXIO| SIEQ 0 ZQE

HO|22 |X[ELICt IGMP ZEAl= MEZ CHE VLAN 2 ZEA| VLAN I ZEA| VLAN 9| &

Ho

X2 Lhs Lt §A2EE BE| JHAE VIAN 2 ZEA| VLAN 22 18 &= UX[TH T}
AEZ HE| JHAE VIAN 2 TEA| VLAN O 2 AME & & L|C}

=EH YLICt IGMP

5}
<
av)
=
I
>
QO
<
)
|>
4r
=}
mjo
N
re
|0
Hu
Ot
Ral
=
4n
=
rir
olo
ofo
I
Hu
[
)
2
>
]

ATl By B FLoB MY & AsLICH
che Z70] SZE|X| YOB IGMP ZEAS ALBE 4 gLt

3. vlanO| Ct2 AEE vlan X RAEE vlan 22 EFSt= As WX|gL|Ct
IGMP-Proxy %} / Hl2d3}

VLAN OfO|ME A F71 / &K

J

o
it

HE| HHAE A ST FTH/ AE|
IGMP-Proxy 2 L{E{Z 3 |FX| &2

IGMP ZE Al off 7+
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Yy My
ip igmp-proxy enable IGMP ZEA|E AFERLILCE
no ip igmp-proxy enable 718 74S CHAl AlZFgL ot

P HE[IHAE 2tRES Y% o 20|= IGMP ZEA|E 2dst &

£Q

ot

multicast-routing & SE L IGMP ZEA|7} At52 2 2/d3tE|X| SF&L|CH

(ko=

VLAN OfO|HE ZtA =7t/ A

Mo Y BEOA 1S BEHS AHsHIAlL.

SLCt o

I3 Bl IGMP Z2A|= |p HE| I|AE B2El0| M3} &l A2 Xf=oz SR EL|CH ip

0=
I
0]

map cvian_map VLAN (avlan_map)2 #7tgtL|Ct.

ip igmp-proxy agent-vlan avian_map client-vlan | vlan (cvlan_map)2 Z2|3t7| QI3 Oj0|HE

no ip igmp-proxy agent-vlan avian map client- | O|O|HE ZtAH S AtK|EHL|CE

vlan map cvian_map

LE:
1 .vlan O] avlan_map Of QJsl X|HE|7| M0l EAIE VIAN & T8 & &= el&LICt £t
O|O| M E VLAN 2 cvlan_map HOf 74 & & gi& Lt

2. EA|El VLAN 1} 0f|0| M E VLAN 2 IGMP-Snooping 2| X 0{& 20} 50 ofgtL|Ct,

IGMP Z2A| ZL|E{2 2 2| 2
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EXEC REO|A T+ BHES HHBAIL.

Y ok
show ip igmp-proxy IGMP ZEA|0f ot HEE HA|ZLCL

show ip igmp-proxy mcache [delete [/ nonsync | | IGMP ZEA|Q| Mgt F{A|E EA|ELICH,

synd] static] delete : SLE90] FHA|7 AH =| K| BF £ ZEQof
St
=

HAIZE AlZE Z0HE|R] B g 5S BA

[

nonsync : M 2| =| X2 OF % SLE0f FHA[Of
7| R 2 g5S BEAIYLIO

718 0[0] StEY O] FHAIUE S=S
HEAISLICL

017f ZUO| X[ FE|X| el 2E =0

Al EL|CY.

static : Y& HE| JHAE Al &5 B EA[SLICL

[no ] debug ip igmp-proxy /error | event || IGMP ZEA| CIHI AQX|E EMs} =
packet] Hig-datetLot

CHS OO M= IGMP ZEA[Q] HE HAIE EAlSHE HES 20 FLICH

Switch# show ip igmp-proxy mcache
Codes: '+' synchronization, '-' deleted, 'S' static

'A" unsynchronization

Item 1: Group 225.1.1.2
+(192.168.213.163, 2, G3/24)
VLAN 3,4

IGMP ZEA| 74 0

HEHR EE2X[= 38 10 Lt ASLILE
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Private Hetwork b

Computer Computer Server Computer Computer Servrar

AQK| 2 -
(1) IGMP 25T Gl |IGMP ZEA|E &/d3tetL|Ct,

Switch_config # ip igmp-snooping

Switch_config # ip igmp-proxy enable

(2) VLAN 2 & EA|=l VLAN 3 2| Of|O| M E VLAN S & F7}etL|Ct.

Switch_config # ip igmp-proxy agent-vlan 2 client - VLAN map 3
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MLD-Snooping

IPv6 Multicast 7 &

MLD AFE9o| A2 &= VLIANOf IPve O & A0 ME HAE XI5t HE| IHAE OF9)

HZAD} F7|31510] HE| JHAE QF9 EEZX|0 M2} HO|HE MY #917%}% AL,

Ol 7|s0l& MLD A%d i3l ZLHY, O& F42 VLAN 7+o| H|O

SAEQIMLD A%dE Er$E19| 29 X 34 Eed EX sjZ0| =
| 5 I A S0 A

H

=

E=2E 7Hi'5o'5.=! LT 12 X7k MLD &2+ 8& &d5E & E| 7/ 2E 59
HE| JHAE HO|H = & B ASOM BE2E JAELX] §0 XFE +47|2
ELX[2 & 8l 2E| JHAE HO|8= ARE L

.

MLD-snooping 2 MLD-Snooping 2| Query B+ Report {22 ZLIE &350 {{0|A A ot
=M E siZ8stE22 MLD 2532 ZE| HHAE 2tRHIIU= 0T ¥z &a g +
ASLCH
MLD-Snooping Multicast 74 S&
o = g3l/H|E M3} MLD-Snooping
o Zdoh/H|gdat HE| JHAE OF2| SIEQIN HE 2F
e =TJL/AH VLAN o HE HE| HHAE FA
® MLD-Snooping 2| 2t2H =3 A|Zt #+4
®  MLD-Snooping S& AlZt EtO|TY T4
o YX EHE|IAE EIREQ ZE 74
o =2 3R 7|s 7457
®  MLD-Snooping ZLHE & || 22|
MLD-Snooping Multicast 23} / H| 23}
MY 79 ZE0|M Cfg BES HASHHAIL.
o] T
ipv6 mid snooping MLD-snooping HE| J{AEE EMstetL|Ct,
no ipv6 mld snooping MLD AFd S H|gdatetL|Ct
| =
MLD-Snooping O] &/d2tx|1 HE| JHAE TiZlS XA ZOHH o FATF SEE[X| 2 HE|

HAE TiZI0] AP M| E LIC.
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HE| JHAE O 52| StESO HE 2F &d3sl / Hgdsl
global configuration mode Ol A| CtE FHS AASIUA|L.
g0 243
ipv6 mld-snooping solicitation HE| J|AE Q59| StEQ I ZQEE
7tsstAR L L
no ipv6 mld-snooping solicitation HE| JHAE D52 StEY 0] ZREE
H|g-dstetLoh
VLAN 2| ‘& ZE| HAE FA 74/ F2
global configuration mode O A Ct& HE S HAUSMAL.
FH™o] a3
ipv6 mld-snooping vlan vian_id static X-XXX:X VLANS| EH HE| IAE FAE FIHHL O
interface /ntf
no ipv6 mld-snooping vlan vian_id static XX:X:X:X | VLANS| & HE| J|AE FAE
interface /ntf Mgt
MLD-Snooping 2| 2t%E =3 A7k 74
Global configuration mode O A Ct& HE S HASHAR.
F&o] Ck:
ipv6 mld-snooping timer router-age timer value | MLD-Snooping 2| 2t2E = gL
no ipv6 mid-snooping timer router-age MLD-Snooping 2| 7|2 2t*H =82
oL ct.
] =2
Of EfO|T{2 742 MLD-Snooping & #H2| 7|2t 742 Tr=slorst # 2l 7|ZHE ot 7 ofgf L T,
Of Ml Hi7t=| =& F-d5t= A0l F&5LIC

EfO|HE 2| 7|Zte

2t2H =%
2 260 X QIL|C}.

MLD AFEQ| 7|2 Et2H =3

MLD-Snooping & & AlZt EfO[TH 4

CL:

Global configuration mode O A C2 ¥

CEL

2t

[

MLD-Snooping 2| 8& A7t +

ipv6 mld-snooping timer response-time

timer_value
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no ipv6 mld-snooping timer response-time

| 2.
EtO|B{o| ZtE UFE &A Fde = AL BE| HH2E S40| 2t & &= ASL T
MLD &FE2| 7|2 S& AlZh2 15 ZYLIL.
M YE| HAE SO ZE 7
Global configuration mode Ol A Ct2 HHS AL
%o u

ipv6 mld-snooping vlan WORD mrouter interface | Vlan word & MLD &+

OH
10
k1

inft name Bt H ZEO| FggtL|ct

no ipv6 mld-snooping vlan WORD mrouter Vlan word € MLD A5Ho| 17 HE|HAE
interface /inft_name 2R ZEO RAHE A L |CH
57t 32 248t/ HIENY
Global configuration mode 0| A CtZ FHS AMSIMA|IL.
BYof Ay
ipv6 mld-snooping vlan WORD immediate- SA Rt 758 AHBELIT

leave

leave

no ipv6 mld-snooping vlan WORD immediate- | 7|2 T4 CHA| A|ZfgL T}

MLD &+38 BE| HW2E ZLHY 8l /fX 2

EXEC ZEOM CHS HHS MAMSIMA|L.:

o
ol
2

show ipv6 mld-snooping

MLD-Snooping 2| 82 EAIELICE

show ipv6 mld-snooping timer

MLD-Snooping 2| A|AIE BEA|LCE.

show ipv6 mld -snooping groups

MLD-Snooping 2| BE| JHAE T ES HA|

S

=

CF.

show ipv6 mld-snooping statistics

MLD-Snooping 2| E7 &

-

S EAIFLIL

show ipv6 mld-snooping vlan WORD

VLAN 0| MLD-Snooping 8| T+8& HEA|gL|CH.
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ely
]
Ju
rn
ne
m
=t
[>
(m
<
>
@]

show ipv6 mld-snooping mac MLD Ao

MLD-Snooping ‘&7t Otz ot Z0[ HEA[EL|LC}.

#show ipv6 mld-snooping

Global MLD snooping configuration:

Globally enable : Enabled

Querier : Enabled

Querier address : FE80::3FF:FEFE:FDOO:1
Router age 1260 s

Response time :10's

Handle Solicitation : Disabled

Vlan 1:

Running

Routers: SWITCH(querier);

MLD-Snooping 2| ®E| 7§ A E -F0[ HA[EL|CE

#show ipv6 mld--snooping groups

Vlan Group Type Port(s)
1 FFO2::1:FF32:1B9B MLD G2/23
1 FF02:1:FF00:2 MLD G2/23
1 FFO2::1:FF00:12 MLD G2/23
1 FF02:1:FF13:647D MLD G2/23
2 FF02:1:FF00:2 MLD G2/22

2 FF02::1:FF61:9901 MLD G2/22

MLD-Snooping 2| EtO|HZt HA[EL|LC}.

#show ipv6 mld-snooping timers

vlan 1 Querier on port 0 : 251

#

Querier on port 0: 251 meaning the router age timer times out.

vlan 2 multicast address 3333.0000.0005 response time : This
shows the time period from receiving a multicast query packet to the

present; if there is no host to respond when the timer times out, the

port will be canceled.

MLD 2+8 &7 §E& 32 254
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#show ipv6 mld-snooping statistics

vlan 1

v1_packets:0 quantity of v1 packets

v2_packets:6 quantity of v2 packets

v3_packets:0 quantity of v3 packets

general_query_packets:5 Quantity of general query packets

special_query_packets:0  Quantity of special query packets

listener_packets:6 Quantity of Report packets
done_packets:0  Quantity of Leave packets

err_packets:0  Quantity of error packets

MLD-Snooping ZZA[7} Of2iof HA[E L|C}.

#show ipv6 mld-snooping mac
Vlan Mac Ref Flags
1 3333:0000:0001 1 2
2 3333:ff61:9901 1 O
FFO2::1:FF61:9901
1 3333:0000:0002 1 2
1 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0012 1 O
FF02::1:FF00:12

13333:ff13:647d 1 O
FF02:1:FF13:647D

13333:ff32:1b9% 1 0
FF02::1:FF32:1B9B

2 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0001 1 2

1 3333:ff8e:7000 1 2
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OAM 74

OAM 7i&

IEEE 802.3ah 2| EFM OAM 2 tH 230 X|F 7t A3 22X / d5

Jd2{L} EFM OAM € EVC Off B2 & %= Sioc'i HOE 2t o|Hull L HEZ e ¢+
& LICE OAM PDU = CHE QIHHO|AZ ™

Ol OAM 2 diiXez g Z2EZYLCE A & H&= T 10 Z2 0

HE S = 1 Z Y YLIL.
OAM ZEE2EZ9| £

e O|HY OAM EX| & OAM &4 X[ &
O|Hul OAM A& ZEM A= OAM ME[E[Z} |14 ZX|2| OAM QME|EIE &1
OHYE MAMO| 7 E I YA CHA R s EE L BHA Set AZFE o|Hul
OAM QU E|E[= EE OAM PDU 2 &= %8310 OAM 2E, O|HY OAM +d
HEe 9 22 L& X2 o|HY oAM 82 MEEITL|Ct F EO|E9]
O|C{Ul OAM Of| M Rt Sl CrEtgk 213 ZX] 4 3 &3 O[HE F40|
M & 42 o|HUW OAM ZE2EEF0| 3 ABOM 2&5H7| AlZgLC
o 3 ZLHE
0|4 OAM 2 O[HIE 22 OAM PDU & = 2 2
30| 2M7t A0 24 A% Z2HE RLHYSIH 24 3= Hy 3
O|HIEEE 57| 2|3l O|HE 2E OAM PDU &
M&efLct #2lxtes g3 2HHY

Lo dJ

Xt

AL
2
o

ASL|CH Lt 23 O|HIES| Fol= & 1 0f Lt JAELICt
H1 Y A OHMES| Fo
e 23 oHE 7539|
Period event of error Mz s NS OEEE X[FELCH N i Mzt
signal FAEH F Mz -’?—7f o E AA S ZaretLct
Error frame event CHRl A2 St 2 F =2 =7t ol & oA U2
ZEapgtLCt
Period event of error =z H NS O EE X|EYLCHE N Z2f 22 F=AI5HH
frame QF o =7t "ol B A S ZaretLct
Second frame of error F Z Yo = £ X|FE M =0 Ho| E dA 7S ZAGtERE
frame X|Eg ot

o A FH HEA|
ojgulel x|, 53| 2218 HEHI S40| ALZE = 52 HESRA 80|
15 L|Ct OAM PDU & O|G{4ll OAM
= AEE 2 =0l FolgLCt
HEZ LIEHH = ASL T}

o Mot [
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> Link Fault : 2| A52 22 DTE 2| =4 &0l 27t glgS
YAIZHCL 2X7t 25T 22| AS2 257 X7t TS HYS

X stn A4 OAM O A 2| L3S &5 8FL

> Dying Gasp: 5T & 8l 22 2F (0] : OAM T )7} Ld5tH
QI I O] ATt @F HIEY MEfIt & Ot S LU CH

> ZROME . S=43 ZOst O|HET GMSLICH (ER% OHMEE

2! =1
MZ2H 7 R E L o).

SO X|EH o2 MEE LT Local OAM
5 OAM PDU £ &5l &4 OAM entity Of
(@]

=

HE OAM PDU £ O|H 4l OAM A&
entity = Local 58 3 O[HE

=3

2o gh +=QUCH MEtM ZE|Xte SHo 2 30 HEE & = Aol o
REE Mz &+ &L

o HAFIY
OAM 2 &4 2 &3 AF ¥ Foud R E X 335tH Hl OAM-PDU
FoWz S F X X 3 45 HAEE $HTLICH A FoHe
OAM G1Z0| ¥ =l 20 2t MHELICH OAM A0 MY =l 5= &d ZEQ
OAM QE|E|= /4 Foul By Z E2|AHSIL H[0f AEIE[&= HHO
SEHLCH ¥4 Hojdo| R=8 o 9I2™ OAM PDU Il B! YA| FX|
mZl2 Melgt 2 mjZlo| ol ZEE Soff ChA| MSELICH @F 9K H
23 §5 H2AEE =8 & = USLICHL |A DIE7F ¥4 2o oo
Qo™ 2 = A A HOIHE FHelstn FAE Hug = JASLICH
| SEe 2mul ol A DTEE MEE|7| Mof|, 91X E= S0 =
2 UCHL F7| ROt AAsE HEYT REE JA ZX & = JAX| T
M

y
IBE 2 AARS 028 HEYD 2R ¥2 2 0[28 28 S
o] =

MA5t= o =Z0|E LTt
° = MIB #H==2[ 2t2E F2[= 30 o &Y AS LT (802.3)
OAM B E

BRle F 71K 2E, &5 & ZEQt =5 ZEE &6 OAM YZ2 ¥ & &= JUSFLCH OHE
DO X 82 H 20|AM HIELLH =& 2E2| OAM entity & I|0f OAM entity 2| S
XS 7|ctz{ofsl= BtH, 2 T EO| OAM entity Bt G2 ZZNAE E2|H & £ JELICH
UH oMM LA ZEMATL 2ERE 2, A entity 7t B9 ZE Q1 R Y BEQ 2
entity = 2 OAM PDU If

m C
El

=
718 TEE £ UKD A entity 7t 5 ZE QI FL &4 ZEQ|
24 entity 252 MotE UL 29 ZEO| X7t =5 &Y entity 7t V& of HF FoH

FHD H QYO HHISHA] §E7| W2 QL.

H2 e Y jAE 2E0| BX| 82 Hl=

il

Capacity Active Mode Passive Mode
O OAM AHM T = M| A 27|} Yes No
OAM #HM 7|5t T2 M A0 SE Yes Yes
ME OAM PDU I{Zl M& Yes Yes
O|#HIE &X| OAM PDU I{Zl & 51§ Yes Yes
7t 28 OAM PDU A & 5| & Yes No
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7t SE OAM PDU I{Z] M 6|8 Yes Yes
Loopback Control OAM PDU I{Zl M& 5|8 Yes No
F 4 X 0] OAM PDU Of CHSH S Yes , IO HO|E2 Yes
gd 2 E ofoFgtL ot
X8l OAM PDU & 3518 Yes Yes

0||:‘|'-‘|I OAM Y¥Z0| &l = F EHO/20 U= OAM entities = Information OAM PDU I 2l =
3510 S22 FXIZLICE IO OAM entity 25 EH2| Y& OAM PDU I{Zl0| 5 = LKof
T_IEIXI HoM, oA A7t 2t W MER OAM HZA0| 7+ & ERTIUCt

s —

OAM IfZlo] +d @4

Octets
6 | Destination Address = 01-80-c2-00-00-02

6 | Source Address

2 | Length/Type = 88-09 [Slow Protocols) Common, fixed header

1 | Subtype = 0x03 [OAM] for all OAMPDUs

2 | Flags

1 | Code /

42-1496 | Data/Pad
4 | FCS

Figure 57-9—0AMPDU frame structure
J% 1 0AM Tzl 78 24
OAM mjzle| EEQ| ofb|= L1t Z&LICk
o SHX F&:O0|HUW OAM I{ZI2| EXX| MAC FAE o|OJRfLC.
o H=Z F2:0|EHN OAM I{Zlo| F= MAC F&

O|H2 &417| E{0|d ZLEQ| MAC 40| £33 FL| IHAE MAC
FEAQULICEMAC address.

o ZOo|/RY ¥ Y AZY S MEHSLICE O OAM T{ZIQ| Z2EE
232 0x8809 YL|Ct.

e AME EtQ: 0|C Yl OAM IfZISQ3t T2 EZO| ME EFYL 0x03 O|LC}

®  Flags : Ethernet OAM U E|E[2| HEN7} HA|Z|l= =0 ¢

° E : OAMPDU I{Zlo| RAO| EA|E =02l

e GO|H /I{HE : OAMPDU H|O|E X THE ZfS ZEdtes =0 Ql

® FCS: = MIAad
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H 3 CODE =OQl /3
CODE OAMPDU
00 g8
ot o= &3
02 B 2%d
03 7t SE
04 FoH Ao
05-FD Motz
FE =3 g
FF MotEl
FE OAM PDU I{Z2 OAM AME[E[S] HE{O] 2ot HEE ¥4 OAM E[E|Z THE510] OAM
AEE RAISt= O AHEELICH
O E 23 OAMPDU IjZl2 PAE ZLIHYSI D 2Z OAM ME|E|2t R1F OAM RME|E| 2t
Y30 M WS EHELE DSt O AFEELICH
2o F0f OAMPDU A2 T2 2% A2 OAM R NEHS E3iotol 22 2THS
Folste T AFZELICE THZ0E FT 7|52 BHst EE B HEIL S0
UAGLICH 2o & RO et JH Fmes A L= & + ASHCH
OAM -8 &g 55
o  QIHMO[A0M OAM E-d3t
o 2 OAM E =8 =5t
) OAM 23 ZBLHE 7o
o #AF OAM QUEHE|IZEEH HOf X T4
) OAM 2 EZ0]| Clict HE HA|
OAM +48 % ¢
311 HHOIAMM OAM g3t
OAM 2 AHB3IZITI CHE B S 4.
= CEL L
124 | config 22Y 74 BEZ E0{ZLCh,
2CHA| interface intf-type intf-id QIE{HO|A T+ ZEE A|EFSHL| L}
3THA| ethernet oam QIHIO[A0A O OAM 2 E-dztatL|ct.
45HA| ethernet oam [max-rate oampdus | MEH& OAM Of7 B F4:
| ®  max-rate Oj7f ¥ X MEE|l= OAMPDUS|
min-rate seconds | mode {active | A|Of 2 LAISHe O AFREIL|CH M= 1 -
passive} | timeout seconds] 100|H 7|27+ 10 L|Ct,
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Of7§ H4-= OAMPDUS| Z|A

B
Mot o ALBELICH 1 EHRlE

HelE= 1-100/0 7| 22t2 1UC

AL
Blas

g | passive} O47H OAMQ| BREE

Td%t= o A-8E UL OAM EZE2 HO=
StLtel QI 0[A7F g HEO U= B0t

=
oT [

QIEmo|aztof 79 E & AFUEC

LY

e timeout Of7H Bl~= OAM AHZQ| A|ZH =1}
AlZtEg 74

|0 7| =gk

St= O AFEELICEL HRl= 1 -

o

30 & 21 %

YL

No Ethernet oam A| 7| H|
4 OAM F =2 XA OIH I o] A0 &

oA

OAM

OIE|H 0| A0 A 22 2

gdet guyct. .
FAX EHEHO[A0AM Edst o

—||_E

SF A

T flEuL

I:IAI:I

Cts 20 Ltet ASLICEH

=M F&o] a3
124 | config Z2Y 1Y 222 So{YLCt,
25HA interface intf-type intf-id QIEmO|A 7+ BEE S0{ZLCt.
3EHA| ethernet oam remote-loopback H4 OAM 0| M MENM Zmul Oj7y HE=Z
{supported | timeout seconds} JASHL|C}
o XAE= 047 M= AHHO[AT}E O|E U
OAMO| ¥ Rmulg X| g =UA 5= Ol
A8 ELICH 34 REHM2 J|28oz
X=X &L
e timeout Dj7f Bz 22 FmHOl A|Zt
Zt Al Fd5te O AFBELICH "Hel=
1-100| 7|2¢t2 2&LCt
4THA| exit QIHIo|A 1 REE ZESLC.
S5CHA| exit global #4 REE ZZ23ILICE,
6CHA| ethernet oam remote-loopback QI O| A0 HH RS 2 olStALL
{start | stop} interface intf-type H| = S}SHL| T}
intf-id
A OAM FxHi2 T QIHE O] A0 &2t MA SIEHIO|A0AM 2dat & 5= AUSLITH
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OAM 213 T L|Ea M

&=A

1

oA

config

=22 74 RE2 SO{ZLL(CL

interface intf-type intf-id

OIEHO|A 1 EES AIXEfLICt

ethernet oam link-monitor

CIEmo| A0 &3 BLEHES Ed=teiLCt

23 2L EHZL J|2Hoz X|YE L},

ethernet oam link-monitor
symbol-period {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

13
o
(9a)
(02}
w
(U2}
o
=2
N
rtr
2y
rlo
=}
(@]
=}
D
18]
I~
n

AA 2 9 o7l BE ®2 YA US FEoE O

AMEE L Bele HE M YLCh HelE 0 ~

65535 0|0 7|&2gf2 1 YLCt

window D7 B~ BH2E F2| 7|2te| & 37|&
TS O AFSELICE & 37|9] thelE 100M A= 9|
Hz Lt

& 37| 1000M O|Eull QIE{ I O] A0 A 100]| A
600 AFO|O|HO| B2 7|24f2 100|H & A7|&=

100M O|E S QIE{ 1| O] 201 A 10fAf 60 AFO]O|T{O|

5

THA|

ethernet oam link-monitor
frame {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

UA| 2t &% Oi7) Has o9 g e Fd5ke
O A ELICE CHlEe AT HSQILICH HRle 1
~ 65535 0|0 7|2%t2 none YLICH.

UA 2t &% O Hes 22 UA 4 75k
O AFSELICEH CHlEe M HSQILICH #RlE= 0

~ 65535 0|0 7|=2gt2 1 YLCh
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6THA|

ethernet oam link-monitor
frame-period {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

UA 2t A% O Ha= M LA S T -5k=
O AF2ElL|CE CHRle AT BT QLT #Hee= 1
~ 65535 O|{ 7|&Zf2 none YLILCF

UA 2t M9 O B B2 A 22 F-5=
Ol AFREILICH CH= M BHS QLT #HQE= 0

~ 65535 0| 7|27r2 1 YL|Ck

window Oi7H B 22 E 2| 7|2te] & 27|58
TMStE O AHSE LT & 37|92 thelE 14881
T Ao +LCt & A7|& 1000M O|H Y
OIE{T| O] A 0f A 1001+ 6000 AFO|2| #${0|HO|
4L J7|2gk2 1002 LCE & 27|= 100M O] 4l
OIE{m| 0| 20f A 100fA 600 AFO|O|T{O| ZH<

7|22 102 LCk

7 T

A

ethernet oam link-monitor
frame-seconds {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

QA 2k 9l o) Has M9 YA dE FYskE
O AFEELICE EHele A HB LT Hel= 1 -

900 O|H 7[&Zt2 none YLILCt

8t

A

ethernet oam link-monitor
receive-crc {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

CRC Z2| Q] Ol ES| oot Bl ofoh A 2s

TP,
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AA 2t &% O Ha= M9 QA S -5
O AF2ElL|CE CHRle AT BT QLT #Hee= 1
~ 65535 O|{ 7|&Zf2 none YLILC}

AA 2t A% O s B2 A S A -5=
O AFRELICH CHele A BT QLT He= 0
~ 65535 0|0 7|&gf2 1 &L|CH

window Of7f H=~== 2t2E 2| 7|7tel & AV|E
Tds5k= O AMgElLC O el Rt
Hl=1-1800|0 7|22 10 QLI

otth ethernet oam link-monitor

2|
S

2Z 3 ZLHIS ASYLIEL B3 2HHE

7|0l X @EH 22 33 ELHYO| (S22

gyt

=

&4 OAM Y EIE|OA EXMHAE SA| +d

CIEmo| A0 2F HIZHY St =X|E F

QIE{H| 0| A= errdisabled AEZFEILICE.

1. 28 QIHHO[A0AM e E3 0

2. 28 QIHIO|AE AHESt= ¥

Z HHo|A~E AEStE H A

[HIE

QIE{H 0| A9 OAM 7|52
HO|l= QEHIO|A0A 22 OAM 22X EAIE FHst= AL LS}

OIE{H| 0| A= errdisabled AE{Z}E LICT.

.,
2

A7t SERYLICL B

2|
ALt

g

ol

of

M

4%

config

ZRY 7Y REZ SofYL(Ch

interface intf-type intf-id

OIEHO|A 71 HEES A|EfELCY.

ethernet oam remote-failure
{critical-event | dying-gasp | link-
fault} action error-disable-

interface

Xt
S

QI I O| 20N HH OAM BXIC| EE[A &

__I_L

k=X
=

A

gerLlch

critical-event D7 £ X|H X %2
A HXQl O|HET LAMSH I QIE{ T 0| AT

errdisable &E2 S0{7t=E5l= O AH&E LICH

dying-gasp OH7} B4 22 OIEH 0| A0 A
st 213 oM E 0| A9 QA Zto| Eate|HLt

o

b

22 HHO|AE HESt= ¥ AEI O[Tt

errdisabled #E{7tE| AL EE= 2 QIHI0|AE

321




AZst= B4 AHI0|A2] OAM 7|52
#E| X7t S2E L

Al
=

link-fault Oj7 B £=M7(71 M=

>
o

ZX|HE 0f errdisable AEf2 SE0{7IE 2

QIEH 0| A5 2d=lste Ol AM8E UL

=

29X[= LINK FAULT IfZl & 2 O[HE mjZlg 4d & = giSLIth d2{Lt ol2{st izl
24 HO| 20 =4 & 32 X[ LICh A9|X|E Dying Gasp WA & S5 & = ASLICH

EZ X E7} errdisable HE{E2 SO0{7FAHLE 2| XH0f| Qs ©S| AL 2Z ZE Q| OAM 7|50|
22| Xtof o8 E5|™ Dying Gasp A2 22 ZEE AAs= ¥4 HO|22 MSE LT

OAM TZEZ0f Cfst HE HA|

B 40AM ZZ2ZEZ0f Cist ME FEA|

FHo| 43
show ethernet oam discovery = QHmO|A E= X|FE QHHO|A0M OAM
interface [intf-type intf-id] M M E FA|SHL|CE,
show ethernet oam statistics {pdu | D= QIHHO|A E= X E QIEH 0|20 TSt
link-monitor | remote-failure} OAM E7| MEZ HA|SHL|C},

interface [intf-type intf-id]

e pdu Oi7f Bi== OAM IjZIQ| ZE =0 ¢l
2ol 2t OAM TIHZ S 2R/t A AstE O
A8 E L|Ct

® link-monitor Oj7f H== dt™ol &3

O|HIES| XtMISt 7 YEE EAlSH= O

=

A& E LT

e remote-failure O§7f Bi== | X0 CHS

Mt A §E2E BAIZLICH

show ethernet oam configuration D= AHMO|A e XFE AHm| 0|20 Tzt

interface [intf-type intf-id] OAM T8 EEE HA[ELIC

show ethernet oam runtime interface | 2= QI 0|A E= X[ El QIEHO|A0 CHTH

[intf-type intf-id] OAM H¥ HEE HA|SLICh.

R

HERS at8 a7 Ated

AEAL AN A SHOM HE 4 2F 22 Yo et SE2E HXNsH| /8 + 712 ME
ARX[7F HEE|= AHEHO[A0AM OAM Z2EZES T dOoF LTt
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HER3I EZZX|

Switch A Switch B
J3 2 HEYI EEEX]

-d 2X

Configuring M|& switch A:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#ethernet oam mode passive
Switch_config_g0/1#ethernet oam link-monitor frame threshold low 10
Switch_config_g0/1#ethernet oam link-monitor frame window 30

Switch_config_g0/1#show ethernet oam configuration int g0/1

GigaEthernet0/1

General

Admin state : enabled

Mode : passive

PDU max rate : 10 packets/second
PDU min rate : 1 seconds/packet
Link timeout : 1 seconds

High threshold action: no action

Remote Failure

Link fault action  : no action
Dying gasp action : no action
Critical event action: no action
Remote Loopback

Is supported : not supported
Loopback timeout  : 2

Link Monitoring

Negotiation : supported

Status . on
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Errored Symbol Period Event

Window 210 * 100M symbols
Low threshold : 1 error symboil(s)
High threshold : none

Errored Frame Event

Window : 30 seconds
Low threshold - 10 error frame(s)
High threshold : none

Errored Frame Period Event

Window : 100 * 14881 frames
Low threshold . 1 error frame(s)
High threshold : none

Errored Frame Seconds Summary Event

Window : 60 seconds
Low threshold 1 error second(s)
High threshold : none

Errored CRC Frames Event

Window : 1 seconds
Low threshold 2 10 error frame(s)
High threshold : none

Configuring M| & switch B:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#show ethernet oam statistics link-monitor int g0/1
GigaEthernet0/1

Local Link Events:

Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.
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Errored Frame Seconds Summary Event:

No errored frame seconds summary event happened yet.

Errored CRC Frames Event:

No errored CRC frame event happened yet.

Remote Link Events:
Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.

Errored Frame Seconds Summary Event:
No errored frame seconds summary event happened yet.
Errored CRC Frames Event:

No errored CRC frame event happened yet.
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CFM T4

CFM T4 3¢ 22

X 22| =0l =7t

Maintenance Association 37}

MIP &7} (Maintenance Domain Intermediate Point)
MEP Z=7}(Maintenance association End Point)

CFM =7}

2o 7|5 AS
Y3 55 7|5 A8
CFM T4
o
A B Z QN =7t
T4 2 E : Global
HEPo] =L
ethernet cfm md mdnf string O|£0]| char_string ¢! |X B4 =022
<char_string> [level <0-7> | creation FItgtLCt
<MHF_creation_type> | sit o 2.
<sender_id_type> | ip <IP_address>]
[1] X 22l 20 Fotot =
Al2go] x| Bal Eojel 74
B2 S0{ZL o
o A S =
S ERS - EE
T4 EE : maintenance domain
Fof Tl

ma manf string <char_string> ci {100ms | O|£0| char_string ¢! |X| 24 HZAS
| 15| 10s | Tmin | 10min} meps <mepids> | &7F2LIC}.
[vlan <1-4094> | creation

<MHF_creation_type> | sit
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<sender_id_type> | ip <IP_address>]

MDIP &7} (Maintenance Domain Intermediate Point)

T4 B E : physical interface

HYol

29

ethernet cfm mip add level <0-7> [vlan

<7-4094>]

X™EE VLAN & AHE = MIPE X HE

=2/ QIHH| 0|20 F7HEfL L.

MEP &7} (Maintenance association End Point)

T8 BE : physical interface

ol

ol

EE

ethernet cfm mep add mdnf
string <char_string> manf string
<char_string> mepid <7-8797>
[direction {up / down} | ip

<ip_address>]

X gE A 22l =020t MEPE X EE
=2 AHH| 0|20 =L ethernet
cfm mep add mdnf string <char_string>
manf string <char string> mepid <7-
8797> rmpid <7-8797> [direction {up /
down} | ip <ip_address>]

CFM A&}

T4 2E : Global

HEo =]
ethernet cfm {enable} CFM A| &t
CFM = X| &2
2mu 7|5 A
TN B E : EXEC
FHo] =L

mepid <1-8191> mac

ethernet cfm loopback mdnf string

<char_string> manf string <char_string>
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<AA:BB:CC:DD:EE:FF> number <1-64>

b L
23 55 7|5 ALG
T4 BE : EXEC
o] ok
ethernet cfm linktrace mdnf string X8 E MEPE A8 FmiZ

<char_string> manf string <char_string> | =&gtL|Ct
mepid <1-8191> mac
<AA:BB:CC:DD:EE:FF> [ttl {1-255} | fdb-
only {yes}]

-3 0

b2 vian1 Of Cist 028 1 QX|

OF

O|&0| customer 0|2 AF0| 5 QI RX| 22| =0 S F7t

rk

2| HZAS g5t /A 22| HE2l M HE HE S 1 =2 #d% CH= MEPID 7t 2009 ¢

o

MEP & HAl ZE 1 0f F7tgL|Ct

Switch_config#ethernet cfm md mdnf string mdn customer level 5
Switch_config_cfm#ma manf string man customer1 vlan 1 ci 1s meps 1-2,2009
Switch_config_cfm#interface g0/1

Switch_config_g0/1#ethernet cfm mep add mdnf string mdn customer manf string man customer1 mepid

2009 direction DOWN
Switch_config_g0/1#exit

Switch_config#ethernet cfm enable
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MACFF 7

7 =Y

MACFF & 22|X| L 3ot VLAN Q| Ct2 23 ZEE &3 MM A D2l Wetidt Z2(35t0 DHCP
MHE S8l 22t0|HEQ| 7|2 AHO|EQojof €2 o CtS CH2 3 ZE0| &Y
ELICH MACFF £ CH2 @3 ZEZH0| ARP I{ZI S M 2ZM CH2 B3 ZEJLARP &

& LICH MACFF = A O|ERIO|2] MAC 20| &

o
i
o

\J

AE LA g += As Bot0l 2ZE O 2
ZE 79| RE = AN TiZI0| AO|ELO|E Sutot= =Lt

= DHCPR A%E 2 X| A0St 22 MACFF & &d3tst7| 0 DHCPR AFEO|

- ESH=A] 2elsiorgtL|Ch A0 EQ0|Q| ICMP E2|C|EME 7|2 Ko =2 THalL|C}
VLAN HE| FAE MACFF AHE 22X 2 T E[0{OF LT

® MACFF &3} = H|ZHM%}

® VLAN O A MACFF AHE

® VLAN O Al MACFF 2| 7|2 AR 4

® VLAN O Al MACFF 2| C}2 AR 74

o =2|X ZEE X|F5I0] MACFF & 3EZLICL

MVC 243} / H|Zd ot

Global ZE0|A CtZ S HASHUAIR.

DI

HYol 13

macff enable MACFF & At2ghL|Ct

no macff enable 712 7EE oAl
NESg=HE =

O F2 MY T4 BEOA MACFF B ZA3fots O ALBELICLO BHS Mo BE ARP
A

mfzlo] AQX|2 =4l LLC}
Note: O] H&HES F4}7| 0| DHCP-Snooping 0| &43tE|0| UE=X| 2hQlsoFstL|Ct O] BHES
M| Toj| SEHO|HET A X|Q] FAE oW AQX|= oY HIQIE HAE =7t & +=

H}L =) L‘l I:I-
VLAN Of Al MACFF At

SIE|H VLAN O] 2 & DHCP 25T Mg 8= E2|8H ZEA

VLAN 0| A{ MACFF 7} 2td
| St C 2 AAME LICH
A

Al £l DHCP IfZl0
EHM IP =27} ARP i
O|2{3t ARP I§ZI2 ArH|E L
Note: MACFF 7t 2d 3t &l VLAN 2 2
VLAN O M & 2H/d%te|ofoFgtL| L.,
Global ZE0|AM Ctg HHS HASIHAIL.

o
kel
& DHCP S2t0|HEQ| Ip F=4 2l B2
20| 2= AH E LT

2| FAE MK =& Fd8l0fetL|Ct DHCP A5EH 20|

=
ot
FIF
>
é
H
i
_\;
$0
=orr

Ct.

>
pe)
)
H oo
o
=|-_é
N
ro
0\1
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CEL

o

macff vlan v/an_id enable VLANO| A MACFFE
ER Ll
no macff vlan vian_id enable VLANS| MACFFE

HlZ-g3tefL ot

VLAN Of| Al MACFF Q| 7|2 AR 4

2 RIX= MACFF 7t X8 El 7|2 AOIEHO|Z 7|2

S20[QIE0|H FAE +502 F4to
5 7)€ AR B B LICE.
=

AR 2 A5 2 2Hd3letL| Lt StLto

Global ZE0|AM Ct5 FES HASHYA|

HYPo] =k
macff vlan vian_id default-ar VLAN O MACFF 9| 7|2 AR 2 F-dgtL|Ct
ABCD
no macff vlan vian_id default-ar A.B.C.D VLAN 0| = MACFF 2| 7|2 AR 2
AtK| gL C}

Note: O] HHEZ F#-d517| Mo A2[X|0of S2t0|QE HiQIY HO|EZ F7t517| 2IdH ip source

UAESLICE O|EAISHX| ™
Z35}1 MACFF =0|
Z220|HEE N SSIHX| $ELICEVLAN O Al MACFF ©| CHE AR T+

binding xx-xx-xx-xx-xx-xx A.B.C.D interface name 2 &3g
MACFF = +E0= T4l 230|olES HRE Sal0|gER 745

=2 =2 AT =2

MACFF 2| C}2 AR O] P+ & = MACFF = DHCP 22I0|AE 7} DHCP MB{ 7} &g ot 7|2
HOIEQO|E Sdlf iZlS MESHK| A1 O|2{c AR O & HMA S F=UAA T L|CE
0| 7|52 SCIO|UEL HEYA MOAHENJU= &F MY E= CHE MH|A Fa0| HEE +
AAI:I Ll EI-
Global ZEEO|AM Ct2 FEHZ AASIHA|2.
HEPo] =k
macff vlan v/an_id other_ar VLAN O MACFF °| CtE2 AR & &8t
ABCD
no macff vlan vian_id other_ar VLAN 0| = MACFF °| C}2 AR 2
ABCD APHIEE L CF
MACFF C|H{Z

EXEC EEOA CIS HHES AMAlSAAIL.

o
ol

of

nx
ok
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debug macff Macff C|tH{ 2 EhAdsstL|ct,

no debug macff Macff C|H & H|Zd%tetL|Ct

MACFF 7+4 0]

J8 10 HEHA #8980

50,1

Computer Computer Computer Computer

HEYD 74:

HQ HEQIR A E HASH= VLAN 1 0lA MACFF & E4%H8LICH DHCP MH 7t 2
¢ 712 A OIESOlE 192.168.2.1 YILIEY.
Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1
Switch_config#ip dhcp-relay snooping
Switch_config#ip dhcp-relay snooping vlan 1
Switch_config#macff enable

Switch_config#macff vlan 1 enable

A B £ AZASIE VLAN2 0| Al MACFF € 2Hd 3t L|Ct DHCP AMHOIAl S o
7|2 HOIERIO|= 192.168.2.2 YLL|Ct (ER% B2 7|2 HO|EHO|&= 192.168.2.1 &
+E AL

Switch_config#arp 192.168.2.2 00:e0:0f.ea:74:ee vlan 2
Switch_config#ip dhcp-relay snooping vlan 2

Switch_config#macff vlan 2 enable
DHCP AMH{, 7|2 HOIEQO] & 7|Et ARS 22t HZS= ZEE 242 Me[d

= UA L.

Switch_config_g0/1#dhcp snooping trust
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F243 192.168.2.102 ©] 1L MAC 223 6c-62-6d-59-18-b7 ¢ L]t}
192.168.2.1 < AH-8-3H MACFF 2 2§ & & 93ruth.
(ECHO[UETL 322 FEE0f UX| FHO| BHA 7} ALK s )

s — =

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1

Switch_config#ip source binding 6¢-62-6d-59-18-b7 192.168.2.102 interface
GigaEthernet0/1

VLAN1 9t} HA S2EAVFIP L 7|2 Ao EYo] & 5 o2 1A% A% IP
7] 8

Switch_config_g0/1#macff vlan 1 default-ar 192.168.2.1
MACFF & AH83H= VLAN o 22|18 ZEZ X|'8510f MACFF & SE&LC.
Switch_config_g0/1#macff disable
Zato|QlEo] SUB HEYD MIMEUE Tt

U= CHE AR 2 FdEL|CH MACFF =
%ErOICd 7r HO|EQ0|o] =2Ql0| 2T HNAE = & +=JUARLICL (CHE AP E
A

NEE] = ZER Fg3l{0Iot=s ZE)

SW|tch_conf|g_gO/1 #macff disable
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2 Al E2E= HE 4ot

2 S ZREE HE2 29K & ALO|Of| AFEXIZE A9 K|2] 2EH
2 A 2ZEQI0 20 o3 ks ©A| B Ao HEAIN X FE 2 AS

ZRESS S T 4 YsUCL
2 A5 Z2E= HE AT #dot7|

2K AHEO|A0M BHOE AFESIO AT 2 ZREZ2 HE 758 +d8 SLICH

-4 BA= ChEa 25 LE

HEo k]
configure MY 74 ZEE AZgL|Ct.
interface <intf name> A2X[Q] QIHHO|A FEREE A|RSHL|LCY,
[no] I12protocol-tunnel /sto] X stp ZEEEZ2| HE7|s2 A%IXI7t

X HotH 2 AES AHBELC

[CTRL] + Z EXEC ZEZ L{ZfL|Ch

write 742 YL
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2 A5 Z2EZ HE 748 oA

AT/ A2 /= 30| HEYZ0| 23101, 1/ C2 = § RO 24 B A¢X| Lt 1He

AHARSl WESD 5 F 7HXIE SiLtz ARSIDAF FLICH

5 o4 EYAE DH2 o Y Ma A LYLICH AABRITE STP O B FE
A

1 =
TS sASoFt LT,

Holot B 2t A9X[0|M Tt

mjo

djo

1) 221XIA19] g0/2, g0/1 2t g0/20] 20|, AR[X|A2 g0/1 2F g0/27F EFA
ZEE FEELUL

2) STP Z2EZ9| HY7|51 A29| g0/22t A12] 0/10] HI2StE= LM/ 0f
ALt
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HEIS| Rue2 E2E J|AE HE| J|AE E= FUH JHAE IjZl9 Hhs
H&S RE0I0 HERR 2|2A8 SHSID HERA 1TS L2Z + ASLLL e o
EglES Tot7| /siMe, B2 T HEHT & X F9E ALEAOA LH3H
X5, ZM7tA=E ZEE MOste & HAHLUSS S 2 27Ut R4
B0l ZEO|M A {2lS ME5HL0| IS0 ZEOM AL #4l & = A=K
Ol 5 dAISIO] HIAE Oy IX[Q] ZEOA RoHO| YSI=X |5 =l +
UAGLCL K= oid ZEN 20| JUSS LASHH 2| X7t SA| HERS =X E
A g & AT HEYT B2 AL FA ZEE TEY = ASHCL MELA,
HEXS Bl TAIZHO] X & +=QUCE Eot Rxd EX|= ZES MO & = ASLICH
N @7 At et ZE Xjeh LE MAC a5 34| Ee 2F HZ2d3tE MESHY
e ZES NOj5tn RuHo| HEQR s st d &+ AU

2%X= Chgt 22 SHOM 2= ZX| S X[/ T

ZEOM R2x8 GX|S Xt =F X[

Fou FX mjzlel tid MAC T4 7 K2

ZO 10 7iel AF8El ZEO| Cieh 2 XS X| gL T

Fmd GX mjzle ME 4 A Mol ZEQ| 57 AlZt 8 K&

ZE =5 ZE MAC- o5 X % 27 HEdeE 2ot Mo ZE X3
Rmdo| 7| 2oz ZEO| EXst=X olfE Fd5t= A~

335



AN

DMAC 6 0x0180C2B0000A (T+4 7ts3st 7| 24h)
SMAC 6 MAC address of the switch
TPID 2 0x8100, VLAN tag type
TCI 2 Specific value of the VLAN tag, priority,
VLAN ID
TYPE 2 Protocol type, 0 Ol A{ 9001 77HX|
CODE 2 Protocol sub-type, F = ZtX|E LtEHLY
0x0001 & L|C}.
VERSION 2 0x0000 (X[ X|H )
Length 2 0x0008, ==& EtX| mjZlo| 8| ZO|
RESERVE 2 oc X" &
SYSMAC 6 A QX9 MAC =4
SEQUENCE 4 o Zl0] MEE[7] Mol AAE0 ofsh
Uo|Z MHE[= THZlIo| A|IRA D
DilD 4 Port ID, 85 A|2|=°| 22Y X E D
End 2 0x0000, & &Xt
I ZA T B
o THoz Zmuf AM Y
e IE ZIui EX| 1Y
o XIYE VIAN Yo Rt AMS fASEE LE 7Y
o IEO|A RIE UX| 7tA g
o Hojsto] ZE Fd3}7
o J|EMOoR RIHZ HEQ 7Y
o Y I AM Y4 HA
o EIuli ZtX| LEO Cist M EA|




SEY HR|E MY HO2 WA EE HTHITE A BE 2a|H ZE0|A
S SX|S 240 T HBE 2 0| 22 THe AgX(et
2t ol A9AIS 9 Y EEo| ZEYW SX|E B B + UsUTh

HEHOo =L
[no] loopback-detection F=9 BRI E LA/ AIR L T

HOf Ay
[no] loopback-detection enable EZE FOu EIX|E LML}

X8 & VLAN Ol A R HXE Pg5tH ZE= X FE VLAN Ef7HL= of2f ©X|
S Z7|H22 HEorotn ZE= XFE VLAN Ef 12 Z|TH 10 7He| EX| H2l=
&g = USHC

5 g2 ZEJH XFE VLAN o EXsiorstite AL Ch D™ o @ 7140
OFR 3 HES OIX|X| & LICH VLAN2 Ol A VLANS 77HA| Rz ZX|7F SlistH ZE=
Ey3 2cz 7451 EZH3 VIAN 382 VLAN 5-8 0|0, 29|X|2 H& & Efj1 2-

47t WjZ20| ZEE St & + gle8z #90| HEEX| s

Ly A%
[no] loopback-detection vlan- RIHEl VLAN O A 2= 24X & WIS
control vian/ist ZEE FHULCL

=z 2% 247 B4 @2 B2 22, HOjEE BE 2 A|Z
B0 a4y
[no] loopback-detection hello-time time ZE Rou EX| afzlo| ME A4S
gt
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[no] loopback-detection recovery-time

time Tt

o] BHEZ FUO| AtRtX|H ZEQ| Xta S AZtE #85= O A& E L L
712 #E0 ZEZL O|0| & E Rz EX| IjZS 10 X O[LfOf| =4I5HX| ZotH
FOHO| AlEtX|= A= 7+XE'|—|E|' =T AlZt2 T2 HE A[Ze] 3 HiZtE[ ==
T45t= A0l ZELICL HE A[ZH0] O 22 22 FHEH =7 AlUE TS
AZHECH HOE 10 = O Z2A #85t= A0| F5L T

ZE HO 7
ERELY a9
[no] loopback-detection control ZE Mo E FELICL
{block|learning|shutdown}
ZEJHEQAO FxHO| AZSS AX|SHH ZE K E #E510{0| ZEE 22| &

= AS UL ZEQ| MO #Ef= block, nolearn, shutdown E= trap & 5= Q& L|CE K0
MEZF THEID EEO] 2EU0| ERSLE S8 A WX BEEUD, J2Hoz

TIE[X| HELCE.

SO X7 MY Moz ghdaot|H S &X| mjZlo| R EX| 7t 2ot F
ZEOM MEE0{0] ZEO|M CHA| =4IE|H ZE &= CH3 4| 71X Mo Y E =& & +
A& T

BLOCK : S ZHO| LZHL|MHO| ZE= CE ZEQ} Z2|& LT} M2t 0| ZEO|
s0eEs A2 2 ZEE M & £ QELICHL ZEE ZEEF [} AE{0[H MAC
F4 HO|lE =529 =30| Btz &Lt

Nolearn : ZE7} MAC FAE UX| RStA|St= A2 o|0|gL|Ct R0 ZX|z[H
ZEE [ 0|4 MAC & &2 WX ¥l SA|0f0] ZEQ| MAC F4 HO|E22

22| A5 H .

shutdown : ZEE tt= Z{ S o|0|EtL|Ct F=tH o E 2
ZEQO| MAC 4 H|O|E0| QefjEICtH= B2 MeIstaes ZEZ AHS2E B4 err-
disable-recover A|ZHIHX| THZIS O O|& MEE =+ AUSLICH

Trap: ZE7} L8 OtE 0 g2 o|0|gtL|Ct FZHO| ZX|L|H ZE= OfFH
ZX|Qo] B BE G T MAC T4 BES 2f Attt

REZI 25 HJEjo| Q2B =AM IfZS MEE = glol SA|0 T BX| Ij2lS
A&Moz WESL|CH FZHO| AFRHX|H ZEV XAts2 2 S E UL 7|2 FE0AM
ZEJto|Ol M& &l 2= EIX| TiZIS 10 & WO AR 2 HP ZIEO| ALEEX]
Aoz 7hEEL ot
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Block JENOME ZE Z2EZ0| SoHA| ML T& E0AM ZEQ P3=

Y &5 FXGUC,

Zuy SR T200] Cf4 MAC T4 T

-1
BHOf ks
[no] loopback-detection dest-mac Fmul BX| I§2lQ| 4 MAC FAE
Mac-address Tdgct

A& 01-80-C2-00-00-0a LICE CHE SHX|
| SXX| MAC FAZ2 AM2EL LY,

=

EETH71SED HE SO AX|7F HELH o FS AHETI00] ZEO
ZmEHo| Q=X OJEE AMSIL|CH TEJF Z2 AE| O ZO0| ZEL 2OHS M
O Melotx| @ELL Ol B& JEiof ZEJF S MEY - 87| W2 YU 7|2
TE2 FEMO| ZEO| EXSHA| H=Che AL

MO 2mu AM T HA
Gk

show loopback-detection interface /ntf

Ol 382 = ZE Efo| 5l T& 8l =41 & mjZlof CHet
Rl AMS ®A|oH= O AFEE LCL
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-3 0

51

=

GO/1(VLANL, 2, 3)

GO/1(VLAN1, 2. 3)

s2

GO/3(VLAN3) GO/2(VLANZ)

S3

J3110M = 5 UAX0| 512 EEE X|EE VLAN 1,2 &
T RE 29X|2f ofF g2 of2fof Lot ASH L

Switch ST:

Configuration of interface GigaEthernet0/1:

switchport trunk vlan-untagged 1-3

switchport mode trunk

loopback-detection enable

loopback-detection control block

loopback-detection vlan-control 1-5

Global Configuration

loopback-detection

vlan 1-3
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Switch S2:

Configuration of interface GigaEthernet0/1:
switchport mode trunk

Configuration of interface GigaEthernet0/2:
switchport mode trunk

Configuration of interface GigaEthernet0/3:
switchport mode trunk

Global Configuration

vlan1-3

Switch S3:
Configuration of interface GigaEthernet0/1:
switchport pvid 3

S3 7 HZLE HESI0 FE40] R 20| = CIEH 0|22 PVID 7t 3 2
B2 W22 512 AEMO|A g0/ 10| MEED S12 FEMS A2 = QIHE|0|A g0/

1S AHErefL L.
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QoS 7iE
AKX = et o2 A[Mo| L Z Ciot= MY ZEO| J}SLICLH O] ZE0fM
AKX BE EERE S50 XNElotn BE EERE HESIEE XM2S
CtetLICE O] 32, RE EE22+ M7 LMstH st 7|2|7F AN ELICH AX HEKA
ZHOAM CHE SE2 CHE 5242 ASLLCH 22X QoS 7|s2 B E2| 5240 wat CHE
of Ct& MHIAE X351 O 523t S &2 2Lt ME95| HSeL Lt

M HERA=E =52 S2d9E T8%= F 7t ¥EsS MUt

e 38021Q Z Y2 IS 7[FE22 S2d= FEYLICL Ei20= 2 HIO[EZ} /IS H T
7t =2 HIOIEL| M HIE= 24 =9 &5 HERLICE 8 712l 24 =9 =& oxt
g 1

| 2|2 S LIEH LT

nE

70 242 71y " M #9le

N
[0a
HiF
rlo
Ho
rx
Ay
-0

® [P HIAIX|Q IP SO M DSCP ZEE 7|HICZ ZRM43 FHTILICE DSCP ZE£= IP 3
Hol TOS = QoM 6 HIEE XtX|BHL|LCt.

A HEQR o E2AH 0| MM EAl AKX = ZRE0] M2t CHE M &9 E [HE EER0
ZHeLICE CHE AKX = S50 Zg B @M =2 Y=o w2t CHE MH|AE K3 gL Ct
peer-to-peer (P2P) QoS A{H|AZF ASIE L|Ct

w3 YEYIS TGO ST HAXIR MY & & ASLICHL SXL Lo oz 2ok
Sxo2 SHELIC,
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28X[2] Qos 7|52 HERA WA=

P2P QoS 2 &!

P2P QoS AMH|A B2 CHE Peer to Peer HAIX|E HEE &= JELICEH QoS AZEQ0=
%| MO MH|A(Best-effort service)@t Xt 3} A H| A (differentiated service)2| & 7tX| S8 9|

ME| & 22 X[RAEHCH
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QoS 8 HE&F

gdetqoz AKX 2E HAIXIE HEOH| ?lof 2|MdS CHLICH A7t 2YotEH 2 &

QIAIRIZE AP H| & 2= ASLICE N2, OFE HAX = B E §2d8S 7t AU Sast
HAIRlE O L2 ME|22F 24 ®ME =|0foF &L QoS 7|52 MZ CHE MH|AE MS3H|
o Mz LHE M =/ 8 A& O E HAIXIE ML D2t WE/S 450 Sdklof
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o IZE R¥ AT 7Y

QoS M =% FE Fd35t= A= IEEE802.1p Off Ho| =l 8 7H9| CoS 2 M =2 7Ol
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S
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[no] scheduler policy { sp | wrr | wfq| fcfs }

configure
Exit
Write




QoS ? =%l 7|20 Ciet 272 #E 9

COS 24 #2| F= WRR YLICt AHE = F 7tX| S80| Q&L

2Ho| 29X Izl T XL
Xl

|
et 25 272 33 S dEotets 382 s

ZET} 20[=0| §l= Z2¥2
2fo[E0f 752 gLt 7|

=

EE RENM OF ZEQ| 7|& CoS o THE TSR,

Y20 oy

Configure Mol 1M QEE A|ESIAAIL

interface g0/1 TE g ZE 2algL L}

[no] cos default cos (0~7) 20|20 Q= m Q| Cos ZHS MBI

CoS = cos %= LtEFRL|CH
7|2 222 cos (0~7) +40| ZhsgtL L.

Exit Mo AM gEZ ZofzfLct
Exit g| REZ =SofztL|ct
Write THE MEetL

Qos OHE 3™ F-g35t7|

Qos 08 FHM2 HEHUM X'8 P s FESH7|of £F 7IsS MEsts AS of0RfH
StLES| % 2H ALESH0] H|O|E M 22| 1P °”A1Ii =5 8 MAC Access-list & XA Z
= A UL IAZX B W 0] 2oLt Yol 57t 2l 3%

A2 O AYS +d5ts ol ASELCL

o

=
HOlE 555 FEYLILh =X7F AREEH 52 HOH E22E LXIAZ|7] ?IoH
MEE[X] HSLICH IP ML S5O ZE Ho = 1N7YE|0f A OFRfL L

QoS O EMZS TS AT ZEOA CHE A Y S SASUAIR.
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=%

g

Configure

[nolpolicy-map name

QoS MM HO|l2 #+4 2E

name 2 JHE|0|=2| O|F=

£ AL
LEFE LT,

description description-text

QoS o Mg 4 S FdgLCt
description-text = & H I L|C}

[no]classify {ip access-
group
access-list-name | dscp dscp-value |
mac
access-group mac-access-name |

vlan vian-id | cos cos | any }

Qos F® 2| YKIE ©lo|]
Tyt

=
-

access-list-name & Y X|St= IP Access list 2]

O| & & L|C}.
dscp-value O|ZF IP TiiA|X|Of CHE MH|AE
o|ojgtL|Cf.
mac-list-name Mac

=5 O0[FO|tt.

vlan-id vlan 1t 2X|35}= ID O|Ct

cos £ YX|St= MH|A S5 22 LIEFRLICE
action{bandwidth ~ max-band | | €X|st= HIO|H S & M2 FLHeL|Ct

Cos
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cos-value | dscp dscp-value /
redirect

interface-id | drop | monitor }

QoS FH HO|=

max-band G| O| E
g Bt Ct

SEO 2l = tH9=0]

cos-value € X| &l MH|A S 2 cos-value 22

Tdot= As 2oL}

AQ

dscp-value = S &2| &E dscp EE dscp-value.

U= OHEAIZLIC

o

interface-id X|&40| St=

ot
ol
lo
OB
U
i

LEEHE LT,
Drop E& OIA[X[E 2K gLICE.
Stat &7 YEE LIEFHL|CH

monitor 7S O/F2 TEZ M2

Exit HA 2 M2 E=Z ZOtLFLICE
Exit 2| B EZ S0pZfL|

29

ot ZEO|M CFS A Y-S 50l Qos M ojLof CHet MFZ LT
e 49

Configure MY 4 ZEZ S0t

[no]policy-map name QoS B 2§ 4 REE YT}

description description-text

Exit =22 78 RE2 SOrLIL}
Exit #el RE=z ot HCH

Abof [EfEf Tdot BHE A YLICH

ol
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configure o Fd REZ SO{ZLTt
[no]policy-map name QoS B SE0| L4& gt

name YHO| 5= LIEHHLICE

[no]classify {ip

access-list-name | dscp dscp-value | mac

access-group

access-group mac-access-name | vlan vian-

id| cos cos | any }

Qos EM ®2| 2X| o= HIOIH= &S

TAoeL|Ct
access-list-name 2 X|St= IP ac-list 0| 5 & L|C}.

dscp-value stands for the diffserv field in the IP

message.

=
=

mac-list-name £ Y X|5}= MAC ac-list 0| S I L|C}.

vlan-id Vlan O}O|C| & LtEFHL|CE

cos LX|oh= MH[A S5 AL CH

Exit MY £+ ZER SofgL
Exit

el RE= SOtz

QoS O 8 EHMo| LX|3t= HIO|H S &S LX|ot= 857
HolH S &2 &8 dolottt= A2 Y = Ao, HAIX| A, =0 Q KOI0lE &
ZHZ #A2 HolH S 80 et g +dsct= A 2|o|gL ot
O 2 YS =850 YX|5t= Ho|EH S &0 et s 7 eLct.
FEo 49
configure MY 79 ZEE AETLCL
[no]policy-map name Qos M F ZEE H¥stL|Ct
name YH-WO| 0|2 LIEFHLICE
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action {bandwidth max-band | cos
cos-value | dscp dscp-value [ vlanIlD
vianid-value [ redirect interface-id | drop

[stat-packet | stat-byte] | monitor }

mjo

QoS ‘8M HOf| 2X|5t= HIO|H SF X

max-band: Z|CHZ{S LHEFE LT

I>

cos-value 59| A{H|

interface-id 2f&Fd

S=2E LIEfHLICE
drop =& & MA|X|E LtEFEL|C

Stat-packet, Stat-byte 22|X|0f| 2Jsf %l &
IfZl &= HIO|E T2 LIEFHL|CH

monitor 7S 0|2 ZEO| MEst=AS

TG,

SH 8EE

o|ofghL ct

Exit MY pd 2EZ E0pZfLCh
Exit #e|REz SOt HCH
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QOs M= ZEO H& & & UFLICE StLi2| Mo| OHF ZEN = 82 & ASLICL
ZEO HE& HMo= 4 HEE= ZHO| X2d =2|F KR LILE HAIX|Z7F SAl0f

MK §ME 8ot 8 Y0l S=ots 8 HA X M HEL R FSHYA L.
b7t A& K| B A 2 Ftg Y ZEQ|
o=

| = =
— | O
oM Z|=2grel 7|2 XS XS APHlgL Ct.

FHo 29
Configure MY 4 ZEE AFg
interface g0/1 T g ZE0 2R
[no] qos policy name { ingress|egress} EEO| QoS BMEZ XMEBtL|C}

ingress Qos M| =419 k=

NEEHE AS 2o o,

Exit Mo M BEZ EorziLCh
Exit #e| RE2 SO0t LCH
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QoS T M E|0|S HEA
show QoS strategy THE HO|2& HAE = JUESLICH
QoS ™ of E|O|E% HA[SHEEH Hot REOM Chg MY S TASIHEAIL.
b gy
show policy-map [policy-map-name] 2E £ XEE Qos B 0E HOISS
EAlZLIC

policy-map-name Of & HO|22| 0|5 &
LHEF LI CE
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QoS 7+ oA
ZEON QoS M Ofx| XHE5|7|

ZEOAM HAIX|2 COS #4222 BZ5= YMES LT
f

CHE Y S HEolioF gLICt 2Z& HIOIH =55 81

ip access-list extended ipacl

permit ip 192.168.20.2 255.255.255.255 192.168.20.210 255.255.255.255 policy-map
any

classify any

policy-map pmap

classify ip access-group ipacl

action cos 2

interface GigaEthernet0/2

qos policy pmap ingress
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DoS &4 X 748

DoS 34 712

DoS S42 MH|A HE SHO|2t U= LICE QI DoS SH0= HER/A =
sS4 HE S40| ZE L DoS S42 A7t At HdA7|= HER/NA 54 REY L L
A o SH2 A O ALEXIO|A LEHQ HESR MHAE HISHA| ez o
HESQIE FH =2|= AYLCt

DoS &2 #X|& Pingflood, SYNflood, Landattack, Teardrop S &% E2{17 =3t &l
TCP 2t 22 348 Y7|9Ie U2 34 o YRS HMSste 2X|7F EagL|Ch 22X 7t
34 ZAAS I ofH 34 FHQRIX| TEH{orstn 0] 34 M2l S S5t X2|shorgtLct (O :
AQX|E CPUZ 2D HE|lE )

Si7E Chet REOl Dos B2 S BHEO0 MBS BHELICE CHS2 YU Ol Dos 32
7 @lLict

Ping of Death = H|'§4¢ Ping T{Z 22, 27|17} ICMP YA 2tS =St TCP / 1P A& 8
HEHoR 4l SAEQ| UFHO| Hdotitn FeL o,

TearDrop
TearDrop 2 TCP / IP AE4O| M2|E Q= |p 20| IjZl o||Co =3t =l HEE A5
SAS HATLCH IP 220 |2 1fzle] ol B20| et J=XE LtEIL= BETt
EZEE|0f o LR TCP/ IP A2 AKX QLEMO| X3 =l 7R 222 =251 H
DFELCH

SYN Flood

HE TCP AZ0= M 7HX| & - 0|3 Z2MATF EagtL|Ct S2t0|AE= SYN HAIX|IE
MHE 21T AH= SYN-ACK HA|X| & Etetst S2H0|HE & SYN-ACK HAX B2 =
ME{O| ACK HA|X| S EL|Ct o|2{st vtalo 2 TCp HZA0| A EILICE SYN flood & TCP
D2EE A0 £ SAE MO|OM & - #|0|2 BAE X7\t & U} DoS 34 & E2|AHYLCE.
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Land Attack

SAXtE £ SYN HAIX|E THELCH (A Faek 4 FAE ST AMH[A
Q). SYN HIA|X|= MH{ 7} SYN-ACK HA|X|E ME XIA| E%6+E%6+E§ol
ot ACK HAIXIE ELHD null 3 E MMBtL|CE o|3{st 2t B3R &3+ K|

AMZIER| SR 22 MH7t 1

ZEFLCH Landattack 2 IPland 2F MACland £

= AL L|CE.
-
Dos B WA 74 5t 52
224 DoS 37 YX| M0t BAsto] A 519 7|52 FEs TS AAX|7t 8 DoS 54
If2lS AtML|CE WMat AR X[ LHYZ2 AEEX| ReE EXELICH
DoS 54 WX| 7t 2 ofefet Z&Lct
DoS &4 9X| 74
£ DoS B WX T4 BA
-
DoS 27 | 74 ¢
228 DoS 4 A 74
DoS 524 WX & FddtE U2 global 2EO0M DoS 32 HX| 612 7|62 4st= HE
ojO|stH 2t 59| 7|52 CHE |2 DoS 34 I{ZS Attt = AUELICE DosS IP &+¢f 7|
LAND 342 UX| & %= AKXt DoS ICMP 12| 7|52 Ping of Death & HA| & = US|
ME 27 Atetof et oY ot 7lse A = AS L
EXEC 2 E0M DoS 32 x| 7|5 74.
Hof My
config Global 714 ZEE A|=tgtL|Ct

[no] dos enable {all | icmp icmp-value | ip
| ipvé4firstfrag | 14port | tcpflags | tcpfrag
tcpfrag-value}

ICMP T{ZI S HX|SIEE (CMP & RSt T}

pAX=2
BATT

ICMP ICMP m{Zle| =|Cf ZO[E 2|ofgfLC.

EUX P/ 2HX| Pt =

U3t p Izl

YXG=E ip & F LI

ipv4 R B S22 E 5+ 1P DjZIol A HAY

z7tg golgct
=2 e D7 LA ZE D O TCP / UDP
212 YXIBLE 2 port 2 TABLICE.
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=8 TCP 222 E Zst= TCP AU S
XS 2 tcpflags & FA8HLICE.
Z| 2 TCP 8|7t tcpfrag-value I TCP If2lS

XIS T tepfrag & HEEHICE.

exit EXEC REZ EOopZL|C}.
write Td2 ML L.

show BH2 &l Dos 524 WA Fd= HEAl & = AFLIC
EXEC ZEO|M CHS BH S AMAME0] 71dE DoS 54 WX| 7|52 EAISHUAIR
Hof a9
show dos DOS &4 X #4842 BEAIZL|CE.

DoS &4 YX| 74 o

ERE SHAVU= TCP Wzl SH S U1 ALEAS| 1dE EAISHEE Fd5t=
config
dos enable tcpflags

show dos

LS Ol 222 ZEOM S2X IP7E SHX 1P 1P IjZl] SA4S Y= WS E0F UL

config

dos enable ip

ChE Ol= 2O 20|17t 255 Lt 2 ICMP {2l SA4S =22 ZE0|A UX[ot= HES
HoEU L

config

dos enable icmp 255
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LIt IGMP 341t |P

LICt IGMP 54 X[} IP
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RSB

| -

H2 SAEQ| MAC FAQ AA TES ZZH AAZ A
o

2 ol 7|

Lk
[=)

RP &

A

ojn

50
z

o

go

filter enable

Of A|ZfELILY.

| -

=

7]

no filter enable

YRI7F Al

]r
Ho

go| o

| zo
T
20
70
=3
T
Mo

o

7o
S
[J]
=
&
3
)
<
w

2 324 AAR 15 & L{of| 1200 7H

S
358

A8

HERI MB|AE K Eohs SAEE NEORIAIR.

=

=

b

—

.
o

2201 Ch

24
o

Al 74 of
glnz

=

=

F

=
E 12 oM IGMP 34 H&X| 3 ARP 54 HX|

O| &2l A
filter threshold 1200

filter period 15
filter block-time 600
interface g0/2

filter arp

exit

filter enable
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Internet Protocol (IP)= HIERIANM 2AEAM 2z HO|HE netst=
ZEEZYUCLL IPOE T4 XE, 24=h A= R OHES=tet 22 7|50
UAELICH THE IP Z2EE (IP Protocol Cluster)2 IP & 7|82 2 gL
ASO &&ote ZR2EZEM IP= T2 X8 G2 N BEE

2t o ALE & LICf

Transmission Control Protocol (TCP)= IP & 7|HtQ 2 $tL|Ct TCP = HIO|f ®&
Al HIOIH & HEO HAS HSt= HE X Z2EZYL|CE E3 TCP =
CIOIHO| M3Mo2 REHMUSS Yels LH2 MSLICH TCP & A|A-Cl oy
S8 ZZ2#0| =4 & HO|HE 4o 88 =230 2z 2 == Q7|

A

ME0l SAl0 4 & & UAA Lt

FI
n:rlJ

oK

PolRE ZRES

22| 2t 290 K[= 4 Z2EE2 /Q0M 28 2 of2f petREY S8 Z2EZE
XLt Ip 28 Z2EE2 5 7kX| & Interior Gateway Routing Protocol (IGRP) 5

Exterior Gateway Routing Protocol (EGRP)2 2 T2 & L|Ct f2|2| 28 A2|X|= RIP OSPF,
BGP % BEIGRP £ X| &5t Q TLAFEO|| 2t RIP OSPF, BGP X BEIGRP & 2f2F 7 & ==
UASLCH Lot 2|9 A9X|= OUF 2tRE Z2EZS A0 £d5t= T2 M, OSPF
Z2M20| Aolo = (HEZEE 24l & = = 8%), BGP ZZM 2, RIP Z2M 2 3 0|9 %=
BEIGRP ZZ2 M AE XYL redistribute FES HoI0 LHE 2t 8 Z2EZ0| 4=

X 2t 8 ZEMA0| HIO|HHO| A0 E2HIStY o Z2EEE ZE2MA 428 AZY &+

22
=

22 74 S Z2MAS TS0 BT
B2 YEYI EES SN 219E D2 A0 AT ABIEE UE O3
ZEOIM AR 229 Z2NAS KFBLCH 0|2 sl 74 BY 2M2 M EAS HE B
+ Ut
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IGRP

Interior Gateway Routing Protocol (IGRP)E= AHX| A|AEIS| HEQ| CHAHY|
AEELICE 2E IPIGRP & ARt E I HEYAQL HAAL[O{OF LT 2f 2t E
Z2MAs HEQIAQ CHE 2t E AX|0|M HOIE HAIXIE ZLHESD s
2t e HAIX|E 22 AlZH HERI AN Broadcast & LICH.

2t 29X7t X[ {5t IGRP = L1t Z2&LICh

e RIP

e OSPF
e BEIGRP
e EGRP

Exterior Gateway Routing Protocol (EGRP) A2 CtZ Xt& A|AH

= 24 =
O At ELICH Z2E nEsheE 0|, =2 7tse UWEYT U XY X| A|AH Hs =
Uty o 2 G| OO BFL|CH AQX|[7F X|2ISH= EGRP Z2EZ 2 BGP YLCt
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o UESRI AHLO[A0NM IPF2 9

o LUE3 QEHOIANA CIE IPFTA 7N

® Broadcast text 22| 7+

o IPF4 UK Y KA

rk

=
[JE PR

HES3R IHHO[A P T2 79

PRAL P HAIKIS B4 42 ZFELICL L2 P S5 Fas e o] Yo
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ip address ip-address mask secondary | W EQ|3 QIE{HO|A0A CtE IP

Note: IP 22 Z2EZF0| Z= YHO|E EE TESt= O MEE I 517l IP F2E HHE

Yao2 K2 g 4 Uzt
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FR(EKX0 X E HELE HER/AR) F2HXIE 7122 A5 =
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23 ABo 2 FAE LOLOFSILICE IP FTAMN 23 ABO ZHFAE A= HHE
ARP (Address Resolution Protocol)2t1l StLICH A3 HFQ| 2ZZHFANAM IP FAE =

HHHS RARP (Reverse Address Resolution)2t1 $FL|Ct,

2| A|AZ2 FIHK] ol Fa o
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clear arp-cache
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show ip interface [type number

OIE{H[O|A ATEHS LtEbdLCE

show ip route [protocol]

2t e HO|=2| o HEiE LIEF-HLICY.

ping {host | address}
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CH2 € Interface VLAN 11 0| IP FA7} M E=

interface vlan 11

Ip address 202.96.2.3 255.255.255.0
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ZZEZ 42 HEAUE 2 &= ASH O Y 74 ZE0|M CohZ S AL CH
HEHO 49
ip dhcp-server jp-address DHCP A|H{Q| IP FAE X|FGHL|Ct
Ol BHO= IP 4 YHES floff MEiXQl A AL Tt

DHCP Of7ff =

27 Ao rrrer DHCP ZRE20| 4% X80 07 W4 S ZYY + ALLICH MY 7Y
A |:|.
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ip dhcp client retransmit count Z2EZHAIX| S TYEEAIZE 7
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HEHO 49
show dhcp lease 2R AQX0M o ALES 2
P Eas U HEE BEA

DHCP Z2EZ S AtE310] O|E Y QB I O|AS] P FAE BHiSIE E2
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The following example shows Ethernet1/1 obtains an IP address through DHCP & &3 IP

0|4t 171 Of|A A| &[0 LIEFELICE
interface vlan 11

ip address dhcp

DHCP MH 4

DHCP MH & L&

DHCP AH| AtE

DHCP A H H|Zd3}

ICMP ZX| O§7 Ha g

HIOEfH O] & XF

DHCP ABo| F4 & 74

DHCP MH S| =4 Z0f Tf
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X|@lgtu|ct, gt P MH{ 7t HiZ & 5= Gl= 49| 0= ip helper-address 7t T+ &l
ZLE £ DHCP R’éﬁ% E%éré QY.
HEof =]
ip dhcpd enable DHCP AH| AtE
DHCP AMH{ Hlgd3t
CHE2 2 DHCP MHE A8 7tsSHES st DHCP S20|HE0]| CHSH IP T4 Of7) B4t 22
M XS Oh3at 22 BHOE YA,
HE0f =l
no ip dhcpd enable DHCP A{H| H|Z 43t
ICMP ZX| Of7H Ha=
MEZt HES 2 0 28 ICMP TIAIX|Q] 07 H=E ZEE &= JASLICH
o dMES FASLCHL MY 74 ZEOAM O BES ddUAR
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ip dhcpd ping packets pkgs ICMP HAIX[S] =2 4 HAO
AZHE XS AR,
MY PHRENAM HHS MAlBI0] ICMP HIA|X| SEAIZH ZDHAIZHS A shL|C}
HzHof 449
ip dhcpd ping timeout timeout ICMP HAIX] S &l AlZh Z=at
AZHE XS AR,
ClO[E{H| O] A MZ HY Oj7f B 7o
T4 ZH §E7F o 0| E H|O|E/|o| A0 ME 2 2tAS Fd5teH
Y 74 ZEOAM Ofg S AL
HEHOf 449
ip dhcpd write-time time Fa 22X ZEILOO|ME DO
MNEEl= 4S8 X5 A L

DHCP MH 9| =4 ZF 74
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ip dhcpd pool name DHCP MH Q| FAEZ FI5t1
2 olEBIAIAIQ

DHCP ME{2] F4 Z0f Cfst Oj7) W4 74

Fa 2 TYRENM FYOR Fa O Y FAE FIYLICL

HHof Ay

network jp-addr netsubnet s 2700 A E T4 Z

s 270 AFEElE o 8RS 8%t B2 Lhg Bd S 2dstM .

HEHOf MY
range /ow-addr high-addr A& 2ol AL El= FAYRAE

e 0l SE0[UE0 HiZE = 728 2E FELLICL
HEHO 29
default-router /p-adar ... 7|2 d2E FH5tuAIR

Ch2 HHOol= 220|HE0| HiZL|= DNS M A8 FdTtL
HZ0of A9
dns-server jp-adar ... DNS MH FAE FMBtL|C
Cte @E0l= S20|HE0 HiZE= =0 olS F-detL|Ct
H30of a9
domain-name name Client 0] 2HiL|l= =H QS

Tdgct

Che HE0l= S20|UE0 HIEE= A AMA|IZHS FTL(C
HHO A4
lease {days [hoursl[minutes] | infinite} | Client Of 2H{3t= T4 LY
AlZtE F-eL T
Ch2 HHOol= 220|HE A HiZL|= Netbios MHFAE FA4THL|CH
HHO A
netbios-name-server jp-addr.. Client O] =& Netbios AHE

g3t
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CHE ™ Ol= MAC F271 StEQ0f QY S AE0| IP T4 HIESHY| 93] ARt TS
dE s gyt

HHOf a9
hw-access deny hardware-address | SFEHIO T2 Qo Ip F=4 HIZE
HE gL

DHCP MH ZL{E{E
el ZEO|M O3 YYS HABI0 DHCP MEOf CHeh HXY 4 HiZ HE
oISt Al L.
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el 2E0M &S E

el 2E0M &S E

HHO a9
show ip dhcpd binding o1 ARER 23X BA|BLCE
FHES LASI0] DHCP MHO]| it AX HAIX] SH SEE =HQISHIAL.
HHO 249
show ip dhcpd statistic DHCP MH 0| SAHEEE AHLICH
DHCP MH| FE X| 27|
2 HYSIO DHCP MEOf TS 9iXf 4 HiZ FEE AHSHYAL.
HE 449
clear ip dhcpd binding {/p-addr*} XNEE FAZHZEEE AAL

el 2E0AM &S 3

o
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ABHSL0] DHCP MB{Of| CHSE 31X HAIX| E4 HES

ALK
ad

Mot Al

HHof

A'l I:l:|

clear ip dhcpd statistic

APHIE L CE

A DHCP ME HAIX| SAZEESE

DHCP MH - Of|A|

CHS O Al20f ICMP B X| i ZISf A|ZHOf| =1

TJE[2 DHCP MH{ 7t ALEE L T
ip dhcpd ping timeout 2

ip dhcpd pool 1

b AIZH2 200ms 2 g E L Lt F=2

network 192.168.20.0 255.255.255.0

range 192.168.20.211 192.168.20.215

domain-name my315

default-router 192.168.20.1

dns-server 192.168.1.3 61.2.2.10

netbios-name-server 192.168.20.1

lease 1 12 0

ip dhcpd enable
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A 2”0 HAIX|E +=41510] 22 Qg 22 HAIXIS Hde2 B &+ Qe 4% Alx
LA SAEO ICMP AZ X HAIXIE EYLICE ALY 7|52 7|22z 2dstE(Of
UFLIC.
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ip unreachables ICMP A SiA| TIAIX[E TS5t H
0| 7|58 AE3t=& gLt

ICMP ZE =7 HA|X| ELY7|

T SAET O\ BRE MYBLITL 212 Y AIXO| PRI} SASUA HAIXE Lo
S 0|22 Tl T2 HAIXIS SAHAIX-AEHO|AS So) CHE 22 Y AIX(0)
SetLct

SAEQZ2 HESRI MOHEQ B2 YLICE 0] 31 2t E 29X |= g &4
HAIRIE A CHE 2t2 8 29A[0 EH=s EES 22 = AE0 €31 2|03y
HAIXIOlE &2 SAETL B2 Z2E Aot HAIX|Of BAIE 2O Zetot B2 S
AESHOF gLICH R E2 2AE 2 A<= 2t HO|E0 =£E F2E FigH
agiLt 2t E A9K|E 2R E ZR2ESS 88 g2 SEE O Malg + AUt
metM 2t e 29X|2 YR et S AE F=E FII5HA| g5 Ut

0| 7|52 7|28 22 M85t s &[0 AEL|CE HSRP(Hot Standby Routing Protocol)
=dAl Of7] 2tRE Z2EE0| AHI 0|20 FHE 4% AE2E HlgdstE Lt
SHX|BH 07|52 AtsL 2 HAL(X| Yo ZEEF0| A & ZRU L X522
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O] 7|s& At8ote{H QIHHO|A 8 REOM OfS BB S 2AdaA 2.

HHY a9
ip redirects ICMP 2&F =7 HA[X] & &

ICMP mask S& HIAIX| &

HE BAEE HEYI DIAIS LOLORILICE HBE 7| 9Is) SAELE ICMP 01A3
2% HAIXIS B + USLICE 22Y AQIX7 SAEQ| DIAAS 3
CMP D1~ 3 SE HAIXIZ SEELICL 7IEHORE 22Y A9/% £ ICM

HAIXIE 2 & ASLICE

v
ji=|
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L

ICMP mask 278 HAIX|E 2L H AHHO|A 9 REOM OHZ S dAHUAIL

oR

Hof FL

ip mask-reply ICMP mask S S HA|X|E £ LTt
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2] 2
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AEE IP B2 MTU XIS X[ JsiofetLitt. O3 O 2t 29X 0f o) &
TU gtOfl 2t 1P BIAIX|2] Z0|E =750l TE MHoAM 22 EA & =
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MTU IP 4

Maximum Transmission Unit (MTU)& IP IA|X|2 ™&0| 7%t X|Cf ZO|E ZerL|Ct IP
HAIX] 207t MTU & Zt5ts 2R 2t E 29X[0|M 2Lt 2HI 0| A2 MTU
U2 HASIH IP MTU 240l SSFLICE IP MTU 7t MTU 2F 228 IP MTU £ Xt82E
MTU 7} 8 & [ 22 MTU & SotA =FE Lt 22{Lt IP MTU 2 BZE2 MTU 0
U o QAIHHOo|A0 & MTU ECF 2 £ i&L T

gekZ OX[X| & LICE IP MT
st E2|& O|C|0jE AZdt= BE X7 39t MTU Z2EEEE 7IH0t5H=
4200t oE SMZ WY & = JASLCH
£78 2IHH|O|A0AM IP MTU & T+d35te{T QIEIO|A T4 REOM Lt HHEZ
HASIH AR

HEHO] A
ip mtu bytes OIE{m| O] A2 IP MTU & FMBIMA|R.

P AA AR QS
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228 AQX|= ZE HAIX[Q] IP 8| E =QISLICE RFC 791 0l o & IP 3 &
K| AgLICE Betot AaA F2, o8 A F2 A7 a%'zsar dE0| it 7|5 2gjn
AQK|7F SME R MEMCHH ICMP OH7H =2 X|0f| CHD HIAIX|E AA SAEQ
BUD HAXIE AXMELCH 2AFZ0|M 2H7F YUSHH 2t AKX aA
SAER ICMP A2 27 (22 Z20| 2IfE 2X|St= 2)2 E-”UCLL IP= &4
SAETJLHAIX|Of CHSH 1P HIEEYRL| BEE X|EY 5= JUA LLC X|FYE 2RET}
AN RER EFHLULCH IPEE SHOM AA ZE2E MEISHO X|¥E = ASLC

2t g 29Xl M0 W2t 1P HAIXIE HEotAL 2ot 27 Ao el HAIXIS
AHSioF gLt O3 ChE 2R E 29X= ICMP HZY = Qe HAIXIE 22 SAER
HHYLUCH 2t E 29K 7| E2He R A Z2E K| AFYLIT

P2 27t HZ2 et B 22 MY 74 REOAM OS2 HES A5 1P RIZ2 B2 E
elseLct.

H2of Mo
ip source-route P AA BIRE A3t 2O

IPo| HE Wd 5 &

M2
E

IP HHE W2 FHAIE AHESHY IP TIA|X|E ST 22|X|7F £ I E HAIX|E
S| Hoj| A|&E2 2t 8 HO|E22 2l CtE Z 20| W HA|X|E LT
MENSH B2= A|2H AZEQI0 2t FHAIO| MEELICH S Xto| HIAIX| 7t &Y%t
SAER HUXH AKX = 2t E WA MEE H=0f wat SXte| HAX|E
TEeLCE HAIX| 7 EE 2 oot s S 2R E g5 HF Sl 2440 1 4 St Ch
HE 7t 74 2t 228 22 EQIo 2t2E FHAI7F SEERO] 22 E ZHA|0f
MYELICL SYe S AE0f Ot CHE MA[X|= StER0of ofsh = MEE Lo ¢€F
AlZt S FHAIE ALESHA| 2™ FHA[ZF AN ELICH AZEQ0] / SEY0] FHA| &=0
ooh 2ol =EOH M Oy @ 2E= O 04 FHA|0 MEEX| &L WE WS
&85 X5t H AHIO|A T+ REOAM ChF BHE SO AL:
HEHof 49
ip route-cache & WS gLt
no ip route-cache S wdS 585K ASLCH
AT EQO] FjA| $50| SIEQ O FHAI0] ME 2 1 st HF 214+2 P4l H T
70N CtE BHE HAYSHUAIR.
HHO 249
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ip  route-cache hit- AT EQIOf FHAOM 2tRE =2 HE

numbers Zl2=7} hitnumber 2| 20| Z=HSIH

hitnumber AT EQ0]| A2 2t E B0 BtEY O]
Al 2tRE st=oz XAE L

Z2 QEH Ol A0 A WE 1P u4 X[

ALK 7F =4 QIHHO|AE &4 QAIHI0|AQt SUSIATCEMN HE P WS XA
ASLICH LEtMOo 2 2t EQ| 2|CHo|AM 7|51t SE5H7| I{E0]0] 7|52 AHESHA| Y=
20| &L
S U QI O|AO|A 1P 2t E FHAIE 51852 H QAEHHO|A 74 ZEOA O BES
HASHA A 2.
H0f Ay
ip route-cache same-interface | 82 T/ AHLO|AF 74T 1P
HAIX|E 2t 8 FHAlof XEF gL Ct.
Oj7f He= e ds
TCP A CH7| AlZh 4
228 ARX= TCP HZES & & W Ch7] A2t S TCP HZO| TS O{X|X| B2 TCP
0| Hifst Ao =2 ZtFeLCh O3 CF2 2R Y A9KX[= AT TCP HZ2| 4% of#H
ZEM0| LLICH TCP 4 TH7| A|ZHE 78T = USLICEH AL 7| &28t2 75
ZYLICH O T2 AKX 7 HMHSH= TCP HZA0| Fak2 O[X[X| & LICH AKX XX 0 A
Mg El TCP A0 T Fek2 FL L
ZE2Y 78 ZE0M 2 HEES HASHY TCP A of7| AlZhE 74 2L Ch
H 0 A
ip tcp synwait-time seconds TCP ¢1Z 7] Azt 4 oL CL

TCP windows2| 37| L/ d5}7|

7|& A7]= 2000 HIO|EYLICE MY 78 REO|M LS B S 2ADH0] 7[= TCP windows
37|& HEsHHAIL.

2o =3

ip tcp window-size bytes TCP 2o 37|18 TdstuAlR.
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IP HERS 7X] & EX|

7HAlQt HIO|HH|O|A S5 MATLIC
FHA|, 22 = HO|E{H0|AS RE LJES K|S 2 YSLICH FjA|, 22 == [ O|EH0]AQ

ZX= HOIHE X2 Ea7 UAs UL

HZE HOIHE X|22{H CHE Y2 AU,
HH O A
clear tcp statistics TCP &4 HIO|EHE X|ZL|CE
TCP A2 S|
TCP CIZ2 Hoa{H I3 Y2 MAUSIYAIL.
2O 249

clear tcp {local host-name port X|&E TP 9IZS X|SL|CH

remote host-name port | tcb
TCB £ TCP MO =255 LIEtL|CH
address}

A28 SLHERSO gt SA HOIH &A|

M2 7HA, 55 S HO|EH|O| 20 LHES EAl & & ASLICE Ol2e 4 HOIH=
HAXC EXe| M-S mofstd '—1IE-r43 =M E sl dst= ol =80| gLIL,.

Chg BB S 2ASHHAIR. AMet HE2 "IP BT MHIA"E FZJHUAIL.

—

HH0f 249

show ip access-lists name BE AdMA FEO LHES HAIGLICH

show ip cache [prefix mask] [type IP KA K| 3 &l FHA|E EA|SLICE

number]

show ip sockets 2 QX0 27 HEE BEAISLICL

show ip traffic IPZ2EZ0f CHet A CIOHE
HAIGL| T

show tcp D= TCP HZ HEfO| Ciot BEE
HAIBL|C.

show tcp brief TCP Off CHot BEE 2HEFS| LIEFH LT

show tcp statistics TCP &4 HIO|HE &EAIRLICE

show tcp tcb [TCP control block address] | AI'8 TCP HZHE SEE BAILICEL
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ClHZ HE HA

HERIZOAM 2X7t 245 LIS At CIHY GEE BA| & & AFLIC

ChE S HASHUAIR. XtMet &2 "IP B8 MH|A"S HZOHUAIR.

=0 Ay
debug arp ARP Of| CHSF X8 HEHE HAIZLCH
debug ip icmp ICMP Off CH3t &= %18 HEE HAZL|CL
debug ip raw AL =P BIAIX| O CHet MEE BEAIRLIC
debug ip packet IPOj| CHSt &= A8 HEE HA[GL|CL
debug ip tcp TCP O CHot &= A8 HEE HA[GLICH
debug ip udp UDP 0 CHot &= 218 HEE HA[SLCL
. —_
Access List 7+ d5}7|
IP HAIX| EHEHE
ZHI HAIX = WESIOA Tj2le| 0|52 HMOojst= O =20 ELCH HEH2 EF ALEAt
= EXNE S8 HERR ME L HEYHI AIES T & 5+ JASLICH ukt X|7H
PIHIO|AE Soll H2lS RESHAL F22 US7| 8l 228 AKX = Access-List 2
HZELIC Access-List = CHS ZEOAM AR E = A& L|CH

SIE{H| 0| A0 A Tzl & H|Of

7te HOE =9 B2 Mo

Z= YHO|E W& Mgt

O HOME IP UNA FES UHEE LRI IP Access-list 2 AHESHE HHOf CHo AL

o

Access-list 2 IP T8 HE7[91e 817t/ XAl =d2| A& HQ H YLt 22X|2] ROS
s

— =
ZEY 0= #7800l mat Access-List Ol A =25 StLEA B AERIL|CE & HK 2X|= ROS 7t

2 ok L

FAE 42 £E MR GRS ZFYLCH X WA A7 2L ROS AZEF0{7} 27|
THS BRI Waty ZH0| £A7t BRELICH FHO| YX|SHX] LB FAT}

ZE Nl
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Ch2 &S0 [2F Access-list S AFESHMA|L.
(1 Access list 2| O|E 1t 22 X|HSI0 & dgL| Ct
) Access list & QIE{H 0| A0 METtL|Ct
EE 9 8% 715 P AN A B2 BHS7)
BAE S AFESIY IP YN A SES THEL|CH
x5,
HZT Access-list IF ZHE Access-list |l = £ 2 0| &2 AT &= QU&LICH

MY 4 ZEO|M CHS HES S0 EFE Access-list THSL|CH
=LY MY
ip access-list standard name Access-List 2| O|E2 “g2o|gtL|Ct.
deny {source [source-mask] | StLt O] &2 318 8l AR =S
any}{log] or permit {source [source- | X8t W7o 52 £ E
mask] | any}{log] Z8gL Lt

Exit

Access-List Of| A 2102 gFL|LC},

d REO|M Lt

—

St Access-List RS L|Ct.

— o = O —/ O o
HHO 49

ip access-list extended name 2H&F Access-List 0|22 FolghL|Ct.

{deny | permit} protocol/ St} O|AtO| B8 T HE TAHE

source NEsnBEARL[G E=

source-mask destination 2SI T} A{H| A QFRHTOS) =

destination-mask

MHIARHE olO|gtL|Ct.

[precedence precedence] [tos

Exit Access-List 2E0|A 20 ghL|Ct
Access-List 2 TtE 20|= LIE0| k= 2822 58 20 €2 = AFULCL F XEE
Access-List 38 &2 F7t & = YELICE 2L A 5 E SE0M F=2 AMXSt2H
518 oF T HE of g2 MY = UGS LLCH

i
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Access-List & PH=™ Access-List 2| & 220 7| 2H o2 YAH HE ZE0| =gt L|Ch

OpAT; MO IP SAE F=A Access-list Oﬂ)\ M2k 255255 255255 7F OfA 3 2
Zt=EL CL

Access-List & 2HE 20|l= Z2 E= AHE 0|0 HNL FES {0 fLICE ApA|TH

=
{82 3.2.3 "QIE{IH| O] A 0f Access-List H&" &S HXIAIL

QIE{TH|O| A0f Access-list -2

Access-List & BHE 20 /2| QIE{H 0|~ o £ SIEO|AS E2toto] SLt 0|4
OIE{TIO|A0) Xg & % ¢

CIEHO|A 8 2E0|A OFS B S 2ASHHAIR.

g3E9 MY
ip access-group name {in | out} Access list & H-8gfL|C}

Access-list 2 23 QIE{ M| 0|AQL =3 QIE{HO|AOM AMB T 5= UELICH 23 QIEIfo]AQ

HE Access-List 2| 42 2l =4l = Access-list Of 2t T =4 & FAE 2OIs|oFRtL|Ct

2t Access-list 2| A2 2t 8 Af(K|= o2 I LICH Access-list | A FAE 5{&SHH

2T EQ0 = I3l XM2|E ASTLICH Access-list | FTAE S| 8HX| Yo ATEQ &

IZS AKStD IcMP =2 & 5= Qi HAIX|E gratetL|Ch

QIF QAIEHO|AS] HFE Access-list 2| 2% THZIO0| =AIE|AHLL MO QHIO|AZ 2tRE & =
AIZEQI0l= Access-list Off M2t THZIol Y& FAE SQISL|CH 2 Access-list 2| B2

2R AKX E =4 F9| Access-List & M A LICE Access-list | A FAE 5| &5HH

AT EQ OVt IfZ2 B LICE Access-list A FAE S| ESHX| Ro™ ATEQO= T3S

AFT

MRS ICMP = g 4= Ble HAIX|E gretefLCh

X|7H &l Access-list O] Qo™ 2= TjZl0| St g = YSLICE

ot

& 7+ 8 Access-list 2| O

J

>|

MEEl gaa CF2 A HRW =2 A TCP 7} ZE 1023 CH20|| LA ZEE AAT 4= QA THL|C}
T HR E2 M TCP 7} TAE 130.2.1.2 2] SMTP ZEO| HZAE 4= QYL =2 $hL|C}
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ip access-list extended aaa

permit tcp any 130.2.0.0 255.255.0.0 gt 1023
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface vlan 10

ip access-group aaa in

SHE 7tst HA EES MBS £ CHE oA 7F MSE UL HWELIZE AAEH o
HAZAECHD 7PE5HH O|CUel 25 SAETL QIH U S AEQLTCP HAZ BHE == USLICH
2Lt QYO SAET MY SAEQ SMTP ZEES AZSIX| U0 ™ O|E US| SAEQ} TCP
AAZ otE = glELItt

A4 7|7t S Yot F ZE H It A ELCE QI HY 0| IiZl0f= e ZE & ZE
257F AUELICHL E&= THZ0= Bt ZE W It UESLICH AtY, 28 291K Fo| A= 2ot
ANARES S ZE 25 0AM Y S HELICH S0 AMH| AL LVt= MH[AE DRSHA K| 0f
gt 4 Q= Mot 0| LICE Access-list 2 Al MH|A EE= A MH[AZ 2E 2
AELICE

Ct2ut 22 42, 0|42 471302000 ¢ B S HEQIAYLICE HY SAEQ Fas
130.20.1.2 Y L|C}. "established" 7| Y E= TCP TE2EE S0Pt AFREIL|CH &, ¢ Z0| i EIL|C}
ol
AN

A
o
TCP ClOJE{0f ACK EE= RST At7F 1S E[0f A2 B 20| 7|E HZAO| £ ASS LIEHH=

O4 X7t gL et

rl

ip access-list aaa
permit tcp any 130.20.0.0 255.255.0.0 established
permit tcp any 130.20.1.2 255.255.255.255 eq 25
interface vlan 10

ip access-group aaa in

=c|HQ TEE 7|HO 2 |P Access-list 7+

IP HAIX] 2HE

ZHY HAIX|= HEHRNM Tizle] O|5S MOdte H =80| ELUCH o B2 £8 AEAL
L= HXE 8 HEHA TS A HEHI AHES Mot & = ASLICH WA= X|F
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CIEIO|AE S WA S FROIAHU FR22 US7| 28l 2t E 22K = Access-List =
=

M3EL|Ct Access-List = CH2 ZEO|M AT 4= AUSL|CH

o OIHHO[A0A T2l TS X O
e 7ty HOIZ 24 HM 2 HOf
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Access-list 2 IP F25 HE317[2Ie 817} / X =H2| A HQl ettt 29X ROS
ZEQoj= #EO W2t Access-List | M FAE StLHY HIAESHLCH A #R 2X|= ROS 7+
T E= ABS=X R E ZELLCE A HK| Z7|7F ELHH ROS 2T EQ)0{7t Z7
SEYLCL et =de =M7t S L 7780 LX|5HX
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=N P e
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o mjo
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Access list 2| AF&2 ChE1t 22 THA| 7L QL& LI
(1)  access liste| 0|51} =HZ X|’d5t] Ef-dehL|Ct

() QSIEHIO]A0 Access-listS MZEetL|Ct,

HZE U 2P Access List 24

XS AFE8LG IP access list & PHSL|CF.

Mo

oz
i

Fl

= Access-list It 22} Access-list Ol = S LSt 0|22 AFEE 4= & LCH

Mol 14 DEO|M CFS HHS ABI0] EE Access-list S PHSLICH
H 20 29
ip access-list standard name Access-list Of| O|§2 M8 L|C}
deny {source [source-mask] | StLO| & 2| &7t/ H & X|H5tH =H
any}[log] or permit {source [source- | OIT &2 A2 SAAHRE
mask] | any}log] A-gL ot
Exit TEEE0NM 202 gL T

Y 718 REOM Ctg B S 2Pt & 7hsth Access-list & THELIC.

r
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FHO 29
ip access-list extended name Access-list 0| O|§& X8 LICt
{deny | permit} protoco/ StLIO|AbO| & 7H/HE K| ™SI = A
source

JREFES PEREVEE

source-mask destination "
o A™E gL MH[ A 2HTOS) =
destination-mask
MHAR™HE olOjgtLCt,
[precedence precedence] [tos

Exit T8 EEOM 210 OfREfLILY.

Access-List 2 Tt=
Access-List 38 =

5 & ¢ gt 7

S pnk
Access-List & Access-List 2| & 220 7| 2H o2 AN HE ZT0| gt L(Ch

oHEH =
OFASTE MO 1P ZAE T dMA SF0|M M2FE|® 255.255.255.255 7F OtAF =
LEFE Lo

OIE{I|O| A 0f| Access-List &

Access list & PtE 20 Y= QAHEO|AQ =3 QIHHO|AN ME & 4+ USLICH

CIEHO|A 14 EEOA Chs S 2AdIHAL.

0] FL

ip access-group name Access 1E2|0|E2 YE=HHC}

Access-list &= 23 QAIHI|O|AQ} =3 QIEHO[ANAM AHEE = ASLICH LH A

A 2 Access-List Off 2t DiZIQ &4 E FA
S = &S 2HeIghL Tt Access-List Of
B6H AZEQIO = IHZA NE|E ASLLICH BHA SZ0M FAE 5EOHK|
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=
EQol= MAS AHStD ICMP 2 2 = Ql= HIAIXIE greterL ot

—

Q|F QIEHO[A9] HZE Access-list O %—r {20 =l E[ALE Mo QEHo|Az 22T &
SZEQOE ML FEOf wet mfzle s

LR = o o

2t 29K e L FO| AN A2 AE
ZEO7L Tizls E-LCH HMx =5
=

=

ARISED ICMP =8 & 5= Gl HIAIX|
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TCP /UDP ZE T HZE X| 5t E 7|Hb |P Access-List

rir
H

{deny | permit} {tcp | udp}

source source-mask [ { [src_portrange begin-port end-port] | [ {gt | It } port ]}] destination

destination-mask [ { [dst_portrange begin-port end-port] | [ {gt | It } port ] }] [precedence

precedence] [tos tos]

HLE HRIE HOl5t0] Access-List & 735}

rir
oX
o
n
ojo
>
0ot
2
ol

O|SIAA| 2.

o ZUX[o| HQt FHX| URO|M Access-List & 7457 !l ZE
HeIE X E5t= S-S ALESHH Tl 2|AAT7F AH|E|7[0f] Y2
T40| Al & = UCH 0] BL SHZROM ZE HRIE XY =
HAIS ALESOF Sl CHE ZEOAM ZEE X|HSt= LAlS ALESHOF
g

o IE HQ IHIZ sASIH B2 2|AAT ABEHLCHL ZE HE
ZHYS HF o] AEF HER0|= Access-list Of| A{ O]t CHE
Z2OUZ XHL = SU

TCP/UDP ZE ZHES X|YSt= ZE 7|8t IP Access-List.

I

CI2o| OHOA X BHR| 2 A TCP 7t SAE 130.2.1.2.2] SMTP Of| 9 A== tL|C},

ip access-list extended aaa
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface g0/10

ip access-group aaa
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P AMA KOl 55 HE

IP Access Control List &

ZEO ACL™E
ACLO| 8&E 20| StLt O[] &8 = H Y
global & ZE 1§ REO|A CHS HHS A
Hyof

config

interface g0/1

[no] {ip | ipv6} access-group name

[<cr> | egress | [stat-packet | stat-

THE P/ IPve ML EES

CIET| O] 20f H-E3tAHLE 2T O] 204 A

byte] | A48,
Egress & ACL O] Ot HIRE Yo 2
xgeg oot

exit =E2Y 714 ZEE SotgLCt

exit EXEC ZEZ FotZLct

write THE ML
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A AN 7P 2= 2K +YLCEL HE HZE HES
=Y 5 Qe HEAAS 2128 7t %= 16 YLCE R Af
WEo 2 HEXIO = HLSHA| Lt

UKo 7|2 B27t A= B RIP = HERZO| thet B2E M ALICH0.0.0.0. ALY
HESRZ 00002 EMSHX| HELILE 7|2 B2E 77| I8l RIP O 2H AHEE LTt

o
]

—

RIP £ 2t2E H0|E HEE XIHE UEYD AEHO|AR BYLITE 9 r
HEYTTE XIHEIX %2 F2 RP YHOIE YoM HEAIS Mot & 4 gL

RIPv2 = it IAE MD5 21F, 2t 29 CIDR X VISM & X[ &L Ch

®  RIPS A|ZFSHL|CE

® RIPZE7 Y T2 broadcastE YO O|EStE S & &otrt
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® 22T 7IEX0f Offset &

®  Split-Horizon 283t £& X

® RIPELIHY I FXEF

RIP T34 &

RIP A|Z}517]

29K FYRE0AM Chg BEOE &ASHA RIP E 2 otefLCY.

router rip <Process ID>

RIP 2t2 & T2 MHAE QIEH 0| vian Of
Interface vlan <Vlan ID>

S

ip rip <Process ID> enable

rn

Y T2 28 proadcastS Y H|0|E S = RIPEISE S 58517

et O Z RIP £ Broadcast protocol Y L|Ct. Broadcast Ot 42 4|
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TIE0f AX| FoH A= P F202 AFS 54| & + AFLCHL LEHoz S0{s 2fE
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Sl Q15| 72 FHOR AE|Z S 3 4 QILICE Q2L S

405



47 £l 07} 47 BE AQIXIOIA S UeHOF BHLICH OSPF 2
=0

S =0
HOF LIt OSPF & ghdstol= A2 0| LHE 7182

®  OSPFQ| Of7fH 4= QIHm| O] A 43517

® MECE S2[H HEYIOM OSPF 74
®  OSPF Area 071 5= 714

®  OSPF2| NSSA =mjQl 14

®  OSPF AreallM 42 R2°F 714

&

—

([

o
ua
o

—

2 2% 74

8

o
N
Hi

rc

A A
o O

®  Loopback QIE{IO[A0|M B2 ID MEH
®  Ospre| 2| #el 74

® Z= Jis AT Efo|H 74

® OSPF EL|E{E & X 2=

OSPF A| 257 |

Ct2 ot T2 EE T} OEIHX| 2 OSPF & 2435tst7| Mof| OSPF 2t ZZ A E BHS0{0F
ICh 2t Z2NAE MY 2 I Ma2(ef 2HE P =2
4

2L
Hele 2H =0l 1D & B2 S{OF gL Ct

MY T4 BEOIM CHS BB M0l OSPF S AIRILICH

B

2
nx
o2

, OSPF 2} E T2 EE 2 243}9t
router ospf process-id

29/%| P4 BE

i
>

A
ot
I
=l

406



OSPF & & QI I 0|2 =02l D 2
network address mask area area-id

2T AHMO|AE T LTt
OSPF 2IE{H| 0| £ {7 = S5} 7|
27 Aol W2t OlE{H|0| 20| OSPF #4+E +HY 4 ASLCL #4E +HY [ AHE
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=
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®  Broadcast H|EQ|3 (Ethernet, Token Ring, FDDI)
() Non-broadcast 2 CtE H = L E /3 (SMDS, Frame Relay, X.25)

®  Point-to-point U E /A (HDLC, PPP)

= &% broadcast 7|52 M3 L map BHE Sl
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#2 non-Broadcast HIEQZE 74 & =& JUELICL O 7|52 neighbor 2| +8E

E =
20|8tA gL Ct XFA|SH Lf € non-Broadcast HIE QA 2| OSPF 7140 CHsH LIRS
P

Broadcast H{E®/3 X+ non-Broadcast I E 30| non-Broadcast X HE| HA|A
HESIE F+d5t= A2 F 71| WE ALK Z+of| 7Hat A 7F EXSCD FHESA L
HESAZI A2d HEHYID 7H8st= AYULCH Ol 42
H|&0| & o] E7| IE0f H|HMEXMYLICt 22 Broadcast X CHE AMA HEQIE
EEMoR2 I5dW B HEYHIARE 74 & = USULCH H&2 S| /8l non-
Broadcast X HE| UM A HEYIAE X|F 7t HEYIAZ 74 & &= AU LCL 22| H
ARKE 7ty HAE Sl 2tRY YEE ME udt & £+ JASL
OSPF X|E 2 CFE X|HO| AASH= QHI|0|A & X|F 2t (point-to-multipoint) HIEX A
QIHIO|AZ FolELC OA2 B2 3AE J2E UELCH HD

x 7

Non-broadcast & HE| HMA HEQA L= X|
pi

[ point-to-multipoint network& A 74 & = JASLICH

° Point-to multipoint network= TA| HA| HIEQIZ S| EZZX|7I EQ5IX| o2
H|&0| HCt

® o N2 4 AUSLICL 7k Y3 AjetEietE AB2 AL XS B 4 YsUC

=
CIEIO|A 79 REOM Cg B S 2sI0] OSPF HERD RS FSLILE

QIETO|A 718 REOM HES A0 OSPF HIEXAS| fEE 785y

=
o

Gk L

ip ospf network {broadcast | non-broadcast | | OSPF 2| HEfQ| HEQIZ FdsiCt

{point-to-multipoint [non-broadcast] }}

Broadcast network & StLIS| AQ|X[Q] | EQ/ZO|CH
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o7 XS g5t

T 7tS%t Area Of7H #H=0l= 215, 2H Area X! 7|2 228 99F 240| Z&HE LTt
52 Uz HDE J|HC R SL|CE AF Area 2 27 27t TS EX| Y= Area YLICH
ABR 2 7[2%tE gLt
AEE Area Of S0{7H7] o F BE. AtS Area 2|F2| 2| F HEYHIN £H Area 2
AAY = UASLICH OSPF AF0| X| ot 7|62 A8t AH Area 0N 7|2 BEE
ArESHOFetLICH A Area Off S017t7] ?I3H LSA & F7t2 Z0|2{TH ABR UM S SUSS
M E4SHOF et L Ct.
290K Of7f HE G52 H AKX 714 ZEO|M O BE S AASHAIL.

LYl ok
area area-id authentication simple OSPF Area ©| 2152 &3ttt

ro

area area-id authentication message-digest | MD5 2152 215 OSPF 2 X|™%L|Ct.

area area-fd stub [no-summary] Stub Area = J9o|gtL|Ct.

area area-id default-cost cost AE Area o] 7|2 EE 4

njo

T

OSPF AreaOf| M 2| 228 Q9F H1d

0| 7|15S AtE3SIH ABR 2 CI2 X|¥oZ Q9 AZE Broadcast & &= Y& L|C}
OSPFO|A{ ABR 2 B2 & HEQIE CIE Area 22 Broadcast $HL|CH 5 HHEH0f 2}
HEQI HZ It =XHO 2 BHjE|= 42 ABR2 7450 2 A2 E CHE Area O

broadcasting 2°f 2= £ #Helel B= HESIE =2 & & ASLCL

2K 8 REOAM B B S 250 T4 BRE A oA

B39

area area-id range address mask 29 Area o T4

MY E 2teg 2o 7y

HE27I Ct2 Area O Al OSPF Area O 2 £H] 2 [, Zt AZ2 = QE LSA HOZ T QGH
Broadcast I L|Ct. 2Lt EH FTA Area S Z8 & £ 9= Z2E Broadcast SIE =
A

=

=
AQXE 78 g 5 USLICL O] &'HE2 OSPF A AEH CIO|EH|0|20| 27|E EYLICE

29K 718 REOAM CHg BES HAsI0] 29 2E FESHUAIR.



Bo| ek

summary-address  prefix  mask [not| B4 BRE CIR= AL OIAAE

advertise] MHSHL|C} SILIQ S BIRE L

7|2 32 Y

ASBR 0| M= OSPF Z 2 Area 0 S0{7}7| Qldl| 7|2 B2 E 4-dsifof otL|Ct.

OSPF Area O ZEE H{ZSI= & A(X|E FH5IH B27F At522 ASBR O & LICE
Jd2fLt 7|2 ASBR 2 7|2 32 & d-d5tXA| G0t OSPF 2t & Area Off SO{ZfLICE.

ASBRO| 7|2 F2E 495t 8 29X 79 REOM Ci5 3PS ALt

Fo| Ck:

default-information originate 2 ASBR 7|2 H2EZ MAMSIEE ST}

[alwavs]

Loopback PIE{L|O|AE Sot ZE IDMEH

OSPF = QIHIO|20) TS & HThO| g2 IP FLE 29X ID 2 ABFLICH IP F2E
ZSHs QI O[AT CHe JE 2 HBE|ALE IP FA7F F4 & B9 OSPF Z2MAE
M 22X ID & CHA| Aldtota 2= 91 1u1|0|*01|A1 ot 8 S CHA| 2ELICH
QIHLO|ATLIP FAR FHEH AQK[= IP FAE ID 2 AHEELICE Loopback
QEIO|As HUNE C2 SEH7t =X Lw'—ltr matM 2t Hol=2 Pd M YLt

AQK|= SME2E Loopback REHO[AE AQX| ID 2 AFESL|CEH Eot AKX ID 2
AL 1P FLAE MEASHLICE Loopback QIE{TO|A 7} Qo™ AQ(X|o] 2 Zho| IP FAT}
22X 1D 2 ZhFEL L E5 HIO|AE AHE3tE{ 1 OSPF £ X|gdt= A

=7t LT

=228 FZ ZEOM CHF BHE2 2 IP Loopback 2 O[AE FHSHHAIR.
L 4y
interface loopback 0 Loopback QIE{I{O|AE Mgt

QIEmo|A T+ REE AlEtetH T

ip address jp-address mask QO] A0 IP FAE FHITLIC

OSPF &2| 57t 7+

el S22 BHY 29K e 29K 250 22 2128 2P| UE &S LIEYLD
Yo 2 | 2 0 oA 255 AHO|2f H= R LI ==Xt}
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aad

242 N8ET} ROPFLICE BHof 22
2| 5% &

= [ |
| K| GEALE Y=/ Of OF gL,

OI'J

7t0| 255 O AL 2t & AA HET}

OSPF = M 7tX| 372 MZ CtE &t2| 7 (Area 7t H L-2F)E AFETL T} o X[<o
BEE intra-area 22t £ FLULCEH CHE X|F2 = 7= BEE inter-area 422t 2 &L CL
CIE 228 T2 EZ Area 0| A 24t =l ZE2E external-area AZ2t10 $HLICH ZF H20| 3H
71282 110 YLICH

T HA T

AKX 8 REO|M BFS B S &A5H0] OSPF 2| AH2| gts 8 LICH

g3 29
distance ospf [intra-area diist7] [inter-area Area L} B Z, Area 7t 42 Y 2|8

distZ] [external dist3)

Azol Ba| Ael e £PELUL

BE AitE #let B0l g

OSPF 7t EBZX| $17 FHE SAISHTL A|A0] AZHE HPIFX] XI21 AIZ 4 QULICH BISEO= SRS
AAISHS 21242 7Y B 22 UBLICE AQIK| T4 DEON TS BBS HHSHIAL,

o

LY g
timers delay-timer de/aytime 2t 8 ALtol X|¢A|ZtEs FeLCL
timers hold-timer holdtime 2t 8 ALtol x| 7HAS FTLICL

OSPF ZL|HE & RA|E43}7|

HEAZ SAZENE Ip 228 HOIE, 7HAl X O OB H O]~ 2] L& O
gEUCL 25 2= HERZR 2l AES THOL HEHI EME
2ot HERR =E9 HZ 7tsdS =25t Ijzlol HE/IAES

=)
sitots 28 =0 =kELIG.

2= 2tRE A SEE EAISHE T Otg YE S HdASHUA|R.
g3 29
Show ip ospf [process-id OSPF Z2M 20| HEE HAIGLIC
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Show ip ospf [process-id] database OSPF G| E{ H| O] A0f CHSH HTHE HEE
HA|SHL|C

show ip ospf [process-id] database B

[router] [/ink-state-id]

show ip ospf [process-id] database

[router] [self-originate]

show ip ospf [process-idl database

[router] [adv-router [/jp-address]]

show ip ospf [process-id] database

[network] [/ink-state-id)

show ip ospf [process-id] database

[summary] [/ink-state-ia]

show ip ospf [process-id] database

[asbr-summary] [/ink-state-id]

show ip ospf border-routers ABR 1 ASBR 72| 2+ & HIO|S0 LiF

S22 HASILICE

show ip ospf interface

OSPF QIE{Lf|O| A0 CH{

ot SEE BAIZLICL

show ip ospf neighbor

QIE{H| O] A0] It2t OSPF 2| neighbor Of
et §EE AL CL

debug ip ospf adj

OSPF 21 7= ZAE ZLIHI LI

debug ip ospf events

OSPF IO~ Bl QI OJHIE
S LI gL CY.

(i

debug ip ospf flood

OSPF L|O|E{Hf|0| A0 ZEIHE HL|E{ZL|CE

debug ip ospf Isa-generation

o
Mds

OSPF 2| LSA DL EHESLCH

debug ip ospf packet

OSPF HA|X| & ZL|E{TtL|C}

debug ip ospf retransmission

OSPF 2| IAIX| &S ZLIEHFLCY.

debug ip ospf spf
debug ip ospf spf intra

debug ip ospf spf inter
debug ip ospf spf external

OSPF 2| SPF Al B2 E ZLIE LT

debug ip ospf tree

OSPF O| SPF E2| 7AS DL E{2stL|C}

OSPF & VLSM 4 O |

OSPF %
OFA04| A

RJ—I-I-' oz

1 4d2+= VISM 2 K| 2§t Ct VISM € E38 M2 CH2 QI 0| A Q| Er%
STt HEYT HSE AL = JASLICH MetA 1P FATF MEE D
= ELCE CHS oo A= 30 At2| MEeUl



OFAS7E A ELICE 2 Xj2| 4 SU2 23 ZEQ| SAE T4 80F

O|QE|0f ULLICEH F JHO| BAE FAZ ZEBHL|C}

interface vlan 10

ip address 131.107.1.1 255.255.255.0
I 8 bits of host address space reserved for ethernets
interface vlan 11

ip address 131.107.254.1 255.255.255.252
I 2 bits of address space reserved for serial lines
I Router is configured for OSPF and assigned AS 107
router ospf 107
I Specifies network directly connected to the router

network 131.107.0.0 255.255.0.0 area 0.0.0.0

OSPF =2t 2 =Hjie| 79 0f

OSPF = LH& A@|X|, ABR(Area Bounder Router) % ASBR(Autonomous System Border Router)
Ztof| SEE wmatsffof gLt & 7 0|AM OSPF 7|8t AQX|= 7|2 07 B A HeE &E

= AFLICL 2F5S 275HA| BEU L

met N

ChE2 Ml 7ER 8 O RILIC.
N BiR o= 712X el OSPF B2 B FLICL
T B Ol= AtE 2HR Y A90K], ABR X ASBR 2 Ats A|AHE0| Y5t WS 2oL O

M B Ol= 2= 72| OSPF =715 Ar85ts HE S 2o FLICH

7|2 OSPF T+ of
CHS OO M = ZHEESH OSPF & 785t S B0 ELICH 228 TE2ENA Y3 HE
90 1t O|H4l QIE{HO|A 0= Area 0.0.0.0 0| HZASIMA|L. SHH RIP & OSPF 2 ELjAHLt
OSPFE RIP 2 EHL|LC}

|0

interface vlan 10
ip address 130.130.1.1 255.255.255.0
ip ospf cost 1

interface vlan 10

414



ip address 130.130.1.1 255.255.255.0
router ospf 90

network 130.130.0 .0 255.255.0.0 area O
redistribute rip

router rip

network 130.130.0.0

redistribute ospf 90

=
alil

2t E AQ|X|, ABR & ASBR Q| 7|2 34 of|A|

CHS GMol M= Ul 7Hel 1P & HRI0 Wl 702 Area ID 7t HHEZEL|C} 2t 8 T2 MA (109)7F
M SEICE Y| 72| area &= area10.9.50.0, area 0, area 2 X area 3 & L|Ct. Area 10.9.50.0, 2 &
ol OtAT &= T4 HRZE XZE LT}

Area 0 0= 2= UHEAIZL ZELICE

w

router ospf 109
network 131.108.20.0 255.255.255.0 area 10.9.50.0
network 131.108.0.0 255.255.0.0 area 2
network 131.109.10.0 255.255.255.0 area 3
network 0.0.0.0 0.0.0.0 area 0
I'Interface vlan10 is in area 10.9.50.0:
interface vlan 10
ip address 131.108.20.5 255.255.255.0
I Interface vlan11 is in area 2:
interface vlan 11
ip address 131.108.1.5 255.255.255.0
I'Interface vlan12 is in area 2:
interface vlan 12
ip address 131.108.2.5 255.255.255.0
I Interface vlan13 is in area 3:
interface vlan 13
ip address 131.109.10.5 255.255.255.0
I Interface vlan14 is in area O:
interface vlan 14
ip address 131.109.1.1 255.255.255.0
I Interface vlan 100 is in area O:
interface vlan 100
ip address 10.1.0.1 255.255.0.0
415



HER/R Area T8 B2l 7|52 =M7I ALE=2 FY =Mt St
29K = &AM W2t 1P 4/ kA3 0] ®E SX[AYLICE REMISH LIE2 OSPF

SR RN E L PNTS

N HM HEXR Area 2 QIS A2, Area ID 10.9.50.0 0f CH 7 =

[E{|O] A A E4l 131.108.20.0 2 131.108.20.0 Y L|Ct. O|C{Y QIEHO|AE 022
FEILICH et QIE I 0] AE 10.9.50.0 Area Off L& LILCE

B Area Ol M= CHE QIE{HO|AE 24157 QIdH O|T ZE2MAT XEHE|H
E{HO|A7F1 2 YX|ghL|Ct wha2tA QIEHO|A 12 Area 2 & HZALICL

>

[¢]

o 4n 4 .

r

CHE UERR Area & A& ZAIAIZLLICE OHX|8 HEAS Area FE2 0]20|0H, O] = LIMX|
HE QIEIO|ATZ HIERA Area 0 0ff HZAEICHE AE o0|RLICL

L A Q| X0 {2 ABR 1} ASBR o] E&tsSH 1A

ChE o= & OSPF Ats A0 02 A9X|E 85t BES 2L S
g2 #38 oof tiet HERR EZ22XE ENHE LI

AREA 0 | AREA 2|
imilic| =

e Ied PO [: 202 96. 20F. 41

— T B— — T F—

e, 168, 10, 31

Virtual-1ink

192, 168, 10, @2

182 16, 20U, i

L

14, 164, 2, 32 192, 163, M. 85

[h: 20, 96, 20, 52 Tr: Il 96, PE, B3

AREA 1 AREA O
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flel 2o mat AKX E FESHHAIR.

RTA :
interface loopback 0

ip address 202.96.207.81 255.255.255.0
!

interface vlan 10

ip address 192.168.10.81 255.255.255.0
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!
interface vlan 10
ip address 192.160.10.81 255.255.255.0
!
router ospf 192
network 192.168.10.0 255.255.255.0 area 1
network 192.160.10.0 255.255.255.0 area 0
!
RTB :
interface loopback 0
ip address 202.96.209.82 255.255.255.252
!
interface vlan 10
ip address 192.168.10.82 255.255.255.0
!
interface vlan 11
ip address 192.160.20.82 255.255.255.0
|
router ospf 192
network 192.168.20.0 255.255.255.0 area 1
network 192.168.10.0 255.255.255.0 area 1
!
RTC :
interface loopback 0
ip address 202.96.208.83 255.255.255.252
[
interface vlan 10
ip address 192.163.20.83 255.255.255.0
!
interface vlan 11
ip address 192.160.20.83 255.255.255.0
|
router ospf 192
network 192.168.20.0 255.255.255.0 area 1
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network 192.163.20.0 255.255.255.0 area 0

ABRO|| 2% OSPF A 8}7]

CEZ2 ABR 7+ Zteiof CHot A L|Ct
® |2 OSPF AM3}17|

® F= FHioH|

chge 72 R4 s
(1) O|E4 0 ~3 0f Cist 4 e 7

() 2= QIEIOo|ANAM OSPF 23}

() ZArea X HERFQ 25 HEMZ 7Y

@) 23 S g X 7|EF QIHE[O]A D7) B Y

S nk
StLtel B9 HES 22 AMBSIO] Q1T D7 et AH S FE5tM R
StLtel EES AFESHO] Of2fot Dj/f -5 1 de = UG LTt

® HiE AN Jd(Area 0)

HizZel 2HEE 9 A2 tad 25 U0

® IGRP ZE2fRIP Z2E HIZSI0| OSPF O§7H 4= 74

(HEE, HES /Y, B & MEH EE)% gLt

® |GRP AZ2 OSPF ZZE RIPO| HIZSIMA|R. .

CHZ2 OSPF 2| T8 2f Of Al LY.

interface vlan 10
ip address 192.168.20.81 255.255.255.0
ip ospf password GHGHGHG

ip ospf cost 10
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interface vlan 11
ip address 192.168.30.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf retransmit-interval 10

ip ospf transmit-delay 2
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ip ospf priority 4
!
interface vlan 12
ip address 192.168.40.81 255.255.255.0
ip ospf password abcdefgh
ip ospf cost 10
|
interface vlan 13
ip address 192.168.0.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf dead-interval 80
|
router ospf 192
network 192.168.0.0 255.255.255.0 area 0
network 192.168.20.0 255.255.255.0 area 192.168.20.0
network 192.168.30.0 255.255.255.0 area 192.168.30.0
network 192.168.40.0 255.255.255.0 area 192.168.40.0
area 0 authentication simple
area 192.168.20.0 stub
area 192.168.20.0 authentication simple
area 192.168.20.0 default-cost 20
area 192.168.20.0 authentication simple
area 192.168.20.0 range 36.0.0.0 255.0.0.0
area 192.168.30.0 range 192.42.110.0 255.255.255.0
area 0 range 130.0.0.0 255.0.0.0
area 0 range 141.0.0.0 255.0.0.0

redistribute rip
RIP 2 HEQ3 192.168.30.0. T&

router rip
network 192.168.30.0

redistribute ospf 192
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BGP +/d5}7]

O M= 7 HOIESIOl Z=2EZ (BGP)Z 70 THol EFL Lt

BGP HO| T3t XbMSH LIRS "BGP HWE" MM S RASIAA|Q. BGP £ RFC1163, 1267 X 1771 0 2|
El Exterior Gateway Protocol (EGP) 2IL|Ct. BGP & AF&3FEH XpX| A|AE(AS) 7H0)| 2R E ME S-S TS
T UASFLICH 2t ME SRHS ALESIH R 20| AtF 22| A|AH 2t 2t ME YEHE X522
imi

AN H
B3t 4 UaLch

o

BGP 7i&

GPOIM 2t 2= HESRT ¥z, 427t Sutste= 2| A|AE 2 (as-path) X 7|Et 4 528
%E. L|CH 22[9 AKX AZEQ|0= BGP 4 H{H 2 X[ AgL|CH BGP &= RFC1771 Off H2| |0
& t

LICt. BGP 2| 7| & 7|s2 HER/IE n&tdts AYLIT

_>,1_
oln
=l

4

(]
PN

=
FEE AS A4 082 Fdstn AS 9 82 Sl AS g2
A& L|CH BGP H{ T 4 = CIDR & A|JZLCt CIDR2 89 Z2E TS0 2t g H|O|
EQL|CH et a1 HEXI7F M ELICE CIDR 2 BGP HEYA EefAo 7HES FAst 1P 1 H-
Broadcast & X|- ¥ ELIC} CIDR 2 OSPF, IGRP 5 RIP2 & ol M&TLICE

e E MO 7522 IGP 2 LHELICH BGP = B 2& M| Of5t7|flet o] 7HX| MEN U=
L|C}

EG
A

o

O
o rr

® ospf W ript 22 S IGRPR} &= 23812 H distribute 3HS ALE3I0] BZ2ZE M
B = LI T 2k 228 EIH RS JdELIth BGP d2= 32 £

BGP = 3
Sl **0F01 dd g 5 ASLCL BGPEZ Y GAl route-mapS AHESIH =229

® A|2HIO|A BGP AE2 M £9/E RXI0| BGP ZEO| TE| HQIE distance HHO
£ AESHO PEStEAIR.
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w

X

X

RO

oF

ol

270 7N

|
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4

{0
L]

F

F

HEHIH =

BGP 2|

b €5 LICH

|M Z27F n2{5tA U

4

, BEIHIGPY| S M

Hzot e Z2oln

gLt

|

E

Xl

A

=

ol
Kr
|

oF

x

o) 2H 0| B2t oM

2 dEE L

2E B2 VESXZL sLotEH 24 =27t 7HY

g &

H

2Z =S 7HXIH 220 2f5f £

SgLct. of

upd

E0| 22E7 HEYT B

=
=

=

22 M 297t 27U 22 2260 oY 22 ET} 4

74al BhEH BiR MetELct

25

12 (IGP <EGP <INCOMPLETE)7} HX|

ME gL,

MED 2{0| 7} &2 d=27F HA HEE LT bgp always-comp

o
are-med7t 2-d2tE|0] AKX RS ™ MED #f Hlile= S AT ASS| R0 Ci

L ct.

o

A
=48 0| ¢

Origin

10| 2= 42+ IBGP

E

q

Fa

B0 E ZZ9| MED 0| Z 2™ EBGP7} HA MEHEIL|C} X} Al

Z AEE U

7t B=7) HA dEELICE.

=
=

router-id

4
RK
ol

4r

70

ol

—t

K

BGP 7|

=
e

= Ag UL 7= Hgel Ma

=13
=

=
T

IH

=

BGP T
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BGP B2 M & & dztst 7

=228 79 RE0M O 38 S &d5to] BGP 2 HHE ZdeigL )

ozt
i

BGP Nei

= =

FYof CL:

router bgp autonomous-system 22 E 79 ZE0|A BGP 2t E

Z2MAE 29Ut

network network-number/masklen [route- HEQIE 22 XX A|A-HCE HEAIGtR

map BGP H|O|=0f F7tatL|C}

1) EGP2| B% 2t H T+d HEYZL FHO ALESIO IP HERIZE 4 & I o] 4
EQIZI YES 2 = UK Mol & = ASLICH IA2 IGPL B LICE O & =
RPZEEEZZ2 HERA YHS ALESI0 YHO|EZL &= |XE BHSLICE

s

E

(o]
A

2)  network BHE AFESHY IGP 425 BGP 2128 HIO|S0] F7t

2t E 2|aA7EAME 7RSS HIERIR FE 2| dots 2EeL

Tuot

A A L_l
T =
F74 MEd ARSEO 2 redistribute

[

YL M SE YL

ghbor ++
QEel 2t E HEE wekst{ ™ BGP WO/ E /g sHof gfLCt.

BGP = IBGP 2t EBGP 2| & neighbor & A| &/ gL|Ct LiE Neighbor 2 Z-& AS 0f

L|Ct.

Ol A
=
2ESH
o=

Q|F Neighbor 2 EHE AS 7t USLIEL X2 2 9|F Neighbor 2

I o A2 MEUS SR WE Neighbor = 22 AS 2

ROf| L} ASLIC.

KEMIRE AL

HE AH3}0] BGP neighbors & Td%tL|Ct.
LYl Ay
neighbor {jp-address } remote-as number BGP neighbor & &#[gtL|C.

&2 "BGP Neighbor 748 O X|"S EZSIA|7| HFEILIC.

BGP HE KRN 7

LEH O 2 BGP neighbor 2t H= AZ0| &g & Mt RE Z2E wetetL|Ch 18 Chg
HEE = B LSS0 netefLch e 2t Mol HEE 32 HEE 2t E HS
=4 B 20| H8517| o BGP MM S X|R/OF LICE J2{Lt BGP MM E X|E &

HAIE HIZdototn HERA S &4AIZ 5 UASLICEH BGP 4 INIRE SRS R =

o

AlE HIES I
Tdo5tn 2gstste H =80| &|7| W20 Soft X9 7SS xS
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Ch LM% RAM 2 22



M2 Soft T4 7152 21249 neighbor o M8 4 Tt M2
neighbor o <18} 4 & 41 YH0IZ0] HBsIof 41 L2 7
AZE HPYS B0 53 2 &t
WA Ol2k3 BUCL e AZE YANE A% 8 3 4 2 A0l 2K TP
53 ADE THS 4 & S0l M 22 52 YHO| BGP MM S MRS %1

rRds AU

mn
nr =

158
jin]
2

m

mjn
o)
@,
[(e]
>
O
O

BGP A2 2/ S| 41 @12 1 QIBI0|=S A6t SisH 22 BGP AIAIC] 2HREHE £ I0] 441 B S0jRs
UCIO|=S 5 UsHOF BHLICE 221 Bl YBI0|E7} ST S012:= | Off SAEHLE HFEI=K| Ol T2y
Chasol OFLILICE O] Z B2 2|7} 0| ARBEILICH 2Al FTA0= 37} B2 2] BI8O| glo D= 31y QEsiLCY
BGP ©| CH2 Sojl| LiZHs 2TE HRYS E2i7) 2 4 QUesLict

ol RRdS GARILICE S02= A E RS 51852
9

S| =2 BGP S TAI8HOF BiL|CH Bl AT E YL M0flE AP 0] ZRBIX|

|

MMS AFRSI0] A 22 S0|Q=
A E S BtRE oroj=S =

OI-AL_||:|..

[Ecy=]

BGP SOFT M 748 T4ot2{B CHg FHS MastiAle.

FYof EL

Neighbor { ip-address } soft- BGP soft & M7-d5t0f FBHL(C}.

reconfiguration [inbound]

BGP A

= 749| 2t E{7t BGP Neighbor 2 HO|%|™M BGP (2 MHED A= M JEHE 2l
et d MO LHSo SZYE| AL THE 780| HEET BGP HZ= Mdoto] BEE 782 wEdS

HABHOF LIt BHE B & StLE 2&5t0] BGP PZ S Mgt Al

FYof uy

clear ip bgp * Resets 2-E BGP HZE T+ eL|ct

clear ip bgp address

BGP 2t IGPs 7t°| &7|=t F+d

AS 7F ZtAIol AS E Sl Ml M| ASOIM EEE Bl 2% AS2| WF 28 HEl= AS 7t CHE AS O
broadcasting Ste 2t FEeF UX| SHOFELICE O|E S0f, AS2| 2 E 2tRHILIGP E Sl 42 E

&5t7| 0| AS = BGP Ol[ A L5 2t E7L 2t E & = gl 2tfY FEE =4 & &= ASLCH
BGP 2t IGP ALO|9| &7|3t= AS LHO| 2 E IGP 2t E7t 2t2E HEE ot W7tX| BGP 7} 2t €
H & E Broadcast 2 otCt= AQULICE 7|8t 7|28 22 gdstE Lt

Ol ZR0l= BGP 2t IGP Zt2| V(38 & o Za7t glEHCh ChHE AS 7t AS E §3ff HIOIHE
HESHEE 585X EAHLE AS 2| 2= 2t K7 BGP & &€¥dl= 42 S7127t F 2Lt 57127t
Fla gl =GP = R M2 BRE a8 & & A0 BGP = O &2 ZAEUC



FYof ek

no synchronization BGP 2} IGP AFO|Of| 7|35 F| ALt

—

S7|3E FA 2 I BGP MM 2 X[22{H “clear ip bgp” Bd2 A&sfiof B L|C}.
XiMlst &2 Neighbor 714t BGP A2 ZHY A" MMS HESHYAIL.
Ut O Z SILt £ F JHo| BZ THIGP 2 ME L1 IGRP 9| 28 H=Z7}
Z|7Lt BGP M %Wr 712 AS Z2E YMTLICH BGP Ol A IGP £ ZE27} MEE[™ EBGP £ &3
A2 4= ot deEd &’AaLIEr. 222 8% IGP = BGP Off A HYZE|X| 4EL|CH AS O /=
LIE%ELi 2tRE 7 HESRR FHOE HASto] LtHE L Ct M2t W ES AT} Broadcast & L|CH. Of
O UEE HERIE ZZ Y E Izt L CEH BGP £ IGP 9| origin 48 7HEL|Ct &Y HAZAE
1 42 E= IGP oM at5 o d2ot 242 ol2{st B2 F Ip 2t HO|Z=0|| RL0{0F
LICt. BGP 2t 2 IHEOIAM = 1P 2t E HO|22 FI|H2E A7 &0 2Z HELA}
=X 25 B[t 0|20 BGP 2t H|0|=0| YUC|O|EEL|CH BGP 7t Z2E ZYE & I}
SHYAIR. IGP 2| 2= BGP £ &6l CHE 2t Ho| ME & 5= JASLICH BGP = HMEcz FEE
IGP 2 2L IGP = Y EE CtA| BGP 2 E | L|Ct

H1J rL

-|>| MY d4o oY ox
fot
II°J

BGP 4% 37| 74

BGP & A7|= 42 M Z2NAE H|05t7| {8l BGP 20| £ &&=
YULICH FA = 2t2EOo| Che 2Z | LICEH 7FEX| 2= 0 0| A 65535 YL|CH 2Z BGP 422| 7|2
A7|= 32768 YLICE Neighbor 0| A @2 B2 37|=

0 LI HE|AtE B2 37| #7800 2teE s =8 & £ AgLh

E= SHE 7195t E tha

(ol

A2 MUSHYAIR,

|

'r.g

neighbor {jp-address } weight wejght D E gtRE<9| 37| S X|™ELch

ol
2
I
2

=2 O

PtRE WS S P2o| 378 YIS BLILH

Neighbor 7|tto| BGP 2t9 & ZEZ 74

2R E A2ZEQ0= Elt 22 ¥ 22 X E Neighbor 2| BGP 2t ES HE L LIC

ip as path-2} neighbor filter-listot 274 aspath 55 ZEE AtEgL|Ch
g3 2%
ip as-path access-list aspaths-/ist-name BGP &3 Access-table & 2|gtL|Ct,

{permit | deny} as-regular-expression
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router bgp autonomous-system 2HeH 1 REE A|RFRLCE

neighbor {jp-address } filter-list BGP ZHE THTLICL

aspath-list-name {in | out }

ip access-list X! neighbor distribute-list 2 AL830] HMA S ES AL TLICEL
g39 2%

ip access-list standard access-/ist-name Defines an access list.

router bgp autonomous-system Enters the router configuration mode.

neighbor {/p-address } distribute-list Establishes a BGP filter.

access-list-name {in | out }

(5) HFAM =E2 ip prefix-list X neighbor prefix-list2t 274 AMESHAA|L.

Bol ay
ip prefix-list prefixs-list-name [sequence prefix list & Ho|gL|Ct.

number { permit |deny } AB.C.D/ngexley

router bgp autonomous-system 2t E BGP TEEEE SO{ZLICt
neighbor {/jp-address} prefix-list BGP filter & PHSLICE.
prefix-list-name {in | out} 1™ E|AE 0|29 =g FBtL|Ct

route-map % neighbor route-map B#E AHE5L0] route mappinga AtEg L L}

KEMeh LHE2 "H|olH Z|8F BGP 42 EEZ OH" M8 S HFXSUAIL.

ZE7[H BGP 2t E EHE F4517|
Access-list O|Lt prefix-list & AI23t0] ZE 7|8t BGP 2t E ZHAS T8 & & UYSLICHL F=9|
HERA Bz == AHO|EQO0| F4E BHT & 5 UASLIC Access-list & ALESHE =

A
IE{ 252 prefix-list S8 XL £+

K| -8t HLE prefix-list 2 AF23I0] Z20| HEQA HSE T
QUELICE 3 HO| 90| SHS XIHBH0] Access-list & AHS8L0 ZRO| Nexthop $4S THY & 4
QU LT access-list S43t prefix-list §442 BPH AL8Y 4= G LICH HE (VS XHo0] ZE ZEQ|
7

= I SF A
S2E dHT g+ AU

=

=

o 2 Mo
o o =2 O
filter interface { in | out Yaccess-list ZE J|g BGP 2tRE EHEE FHYLICL

access-list-name] [prefix-list

prefix-list-name]gateway

Mt &2 "2E 7[H BGP 2tFE ZHEY OH" M S FZSUA L.

BGP-Updated Next Hop X% F| 2 8}7|
Neighbor 2t E{2| BGP YH|O|E0f CH CHS & NE2|E Fa & = ASLICE F82 =y Ego| E=
X.25 2 Z'2 non-broadcast HIEQINHA FEL 2 20| =& X.25 0 A BGP &3 2R H=

ol
o
i
Inl
|H
o
ol
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o
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SUBH P MEUO| CHE BE neighbor BHLE O] T AMA B 4 QUSLICH CHS WHe O & Halg
a8 4 Az

® BGPUZZS MESts 2Z IPFas EHER OZ § FAE AEYUL
e IIREY WS A8 L7tes B2 E= S0 BRI SFAE AR

neighbor {jp-address} next-hop-self BGP neighbor 7} HIO|E & I} Ot &
NE|E FagLch

O FHO| ALEETH oiXf 2tREH= 2tREQ Chg §22 QAASI=F 242 SELCH
2fA CHE BGP O|X 2t HE= IjZlS o 2t H2 2L C XY Broadcast 2t E 0| A
XEE 0|2 2tREHE2| ZZ0[7| I{E0]| non-broadcast HIEY A0 A FESLICE 22{Lt
=22% 22| F (hop)0| L85t U0

broadcast HHEH A M= MR =7t FELCH

32 W2 % o204 3= PHOISE EIBHn Ol Beol SH2 SHAE o A8 + ABL
Z2 YL Solot YroEet LiJts YL0lE BE XS & 4 USLICL Z2 YHOIES BUAL}
92 0 Z2 US ST H2 U MRIPLCL 22 E B2 S0|2E YE0IES LTHs YEIOIET AS
Z2, 71RUE 2 YEYD MBS 7|80 R BICHe HS KIYBLITE aspath B2 AS LX|of
AFBE[0{0F SHLICE FHBLIE| AXoE HRLE 35 FYoI7t WRBL|CL HEAD S4 37

IS M ip access-list HHO| ZaghL|Ct

e HES 400 42 YE Sol 42 YH0|ES EHISD S AIL.
g3 g
neighbor {jp-address } route-map S0 = ZE L LIt 20| 2 YMe
route-map-name {in | out} HELC
A Fa
B 9% BE 7 REL 298 HOIBE HAs| ) TA ASE (A ST HEYE
e = UAEUCHL YA Z2E BGP O X{2HiStALE CFg 7Ol 29 & A £482
A8 T 2 4= ASLICEH BGP HIO|E0| HO{ & StLt O] 42| XiMieh 2|2 E7L /o™
BGP HIO|20| A FAE FISHIAIR.
s ¥8 J ottt Ol 2 M85 2t 8 HIO|S0| A =48 TSLC
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Bo| L

Aggregate-address net/len 228 Hol20 A FAE oL

aggregate-address net/len summary-only | 2220 Broadcast BfL|LCt,
aggregate-address net/len attribute-map | 2HFE TS S A& TH FAE
map-hame gLt

"BGP ZE A o] MM AXSIMAIR,
BGP HRLUE F437|

BGP 7 X| /5t 2teE M2 BGP 228 JEO| il ChZ Ml 7HX| 2t & StLHE 7|8e 2 gLt
® UHERI Y Z= Hs

® AS PATH £49| Z}

® COMMUNITY &M9| gt
2t2EE= COMMUNITY 42 83l ARUEIRZ 27 & & U2l HRLIE| 7|8t 2128 M2

To o1
20 Hgg 4 dsHch

0 -2t 8 & H oo 70| ZHEh s TCE

1-ARUEE e 582 4= 2RE AFYUULL 4 2= 08 HRLUEM & = AL
AS HE|RHE BR7b Hob HRLIEIE 28 = AUt
2 -COMMUNITY 82 dEH0|1 HE 7hsot0 B9 Xo|H #el= Chad 2Lt

HHO el
no-export Xh& A|AEO| EBGP |0 E Z25t0] EBGP
] O 0f| CH$t 2 E Broadcast HX| @& L T}
no-advertise B E Peer 0| B 2E Broadcast
SHX| @& LCt
local-as KIX|A|AH Q22 ZHEZZE Broadcast HA|
&L ch

>
H
rr
r

o3 O 2P E ARLUE £48 24, 7} EE

g = ASHO 2REZ A & =, EAd= 2 |2 22 ES| COMMUNITY £40|
st

UNITY £82 7|28z QY 50| PSEX| BELITh TES 2dstdAlL.

FHS AH83I0 COMMUNITY £42 X|EEl neighbor 22 EHL|CH
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Fo| a

neighbor {jp-address } send-community X4 &l Neighbor 0 COMMUNITY §4&
2L

HARLIE| 82 78328 b3 =82 Al

At
HEo ek

route-map map-name  sequence- 42 Y Adgt

number

router bgp autonomous-system 2eH H REE AFSLCH

neighbor {jp-address } route-map 42 B2 HaLUCh

access-list-name {in | out }

Chg S sdstd AHRUE &4 78 2teE 2 EHYS FEU L

B0l el

ip community-list standard | expended HRLUE =52 FaolgL ot

community-list-name {permit | deny}

route-map map-name  sequence-numbel B2 WS FAetL|Ct.

{danv | narmit}

router bgp autonomous-system 2t

o
°
neighbor {jp-address} route-map 42 @3 MgotLct,

route-map-name {in | out }

"BGP HRLIE| £4 8 S3t 2t2E W O|H" MM S EXsHUAIL.

IBGP HZ 2 E0|&= W2 StLt| ASE O3] 7H2| 612 AS 2 LH+11 0| AHX| SgA|Aa”o R BRI
AYL|Ct 2o &M=, SB2 AS X1E* H2OICH Y LYo ZsiM=, 242t9| 5t AS = 247

0] Qo Ut A A0 QU= CHE 619 AS S HATIL|CH EBGP M|4A10| CHE 1| AS 9
Peer O ZXSIEEHE IBGP peer @ OHEI7HX| 2 HZ2 MEi HEE WestL|Ch 5 OS2 5, MED U 22
P YEE MLt
BGP AtX| Qigt A|ABRIS P52 T =Y AHXLE X|JslOf SL|Ct GIgtAlEX= AS M QL CE Q20
HfME, ASE Y MEXIE AS HS 2 Fote ThY ASHE 2Lt

Bo| FL:

bgp confederation identifier RHR| gt A|A"o| MERE gL T

autonomous-system
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FYof rk:

bgp confederation peers REA| gt AlA—Of &3t AS & X[ FRLIC.

autonomous-system [autonomous-system ...]

"BGP g AHX| AL Of[H" MM S FZSHY AL,

Route Reflector +A338}7|

HI EH
od

IBGP H&E E0|= E 2 2 reflector & 7/45t= A L|C}

Route reflector 2| |0 = Z2I0|HE peer 2t AS 2| Ct2 2t (H|-220|ME mo)e| & IFL=E
LFE|LICE Route reflector = & 115 AtO|o] AZE gHHBILICE Route reflector X S2}0|E Tm0j=
Y AHE FHELCH H|-2 20| E T|0oj= 24835 HAE|0{of gLt 20| E Tm|0oj= AXI|
-

|
a2 4= gt E2AH2 220|UEE O HAEO IBGP MM AZM et S4BHA|

&L Ch
Route reflector 7t 2t & HEE +4I5tH Ot 2 S s TSL|CE
® QE BGP MM AEANQ HE2E DE Z2I0|HEQ} H|-220|ME I|0| 2 Broadcast 2L
Cf.
® H| EZ0|¢E ZEZOAM 2= SCI0|YUEZ HZE Broadcast & L|CH.
® ZSZ0|UENM ZE S2I0|AUE mo| Y S20|HE peer2 ZE broadcast 2 LCH 2
20| E mHm[oj& A4S A2 Ees USLICH
CtS HYHS MMSIo] 2Z 2L 2E{Z Reflector 2 74311 0| 2IREE 22I0|HER X|HSIMA|IR.

CEL CL:

27 2t2HE route-reflector 2 748t

neighbor 22I0|HEZ X|ZgfL|C}.

neighbor /p-address route-reflector-client

StLEC| AS Ol = CHS E 2 reflector 7F }SLICH B2 reflector & IBGP )\ﬂ*1 AEME Nl g I CHE
route-reflector & X 2|2 L|Ct LEIX O Z ZAUSH 22| AH| E2I0|AHEN = SHLO| route-reflector TF
QU&EL|CH 228 AHE route-reflector 2| 2t2E ID 2 AMHEIL|ICH O|F3E F7t6tn T L E9| HOE
oot ™ StLte| S {AH 0| 2] 7HO| route-reflector 7t AS 5= USLICE O] R SHAH BE ZE2
reflector & 4 HE 22{2AH ID 2 7°d8li0F AZ reflector 7} 5Lt EHAES| CHE A Z reflector 2
QUOIO|E HEE MY & = QEL|ICH SYUSH 222 HO| 2 & route-reflector = 2| AL YD

S ot S2H0|UE mof B H| Z2t0|AE peer & 7HA[2L UO{OFRELILH.

route-reflector 7/t 2HAEH 0| YW L FHS dASH0] ID & FH5HIAIL.
B39 29
bgp cluster-id cluster-id cluster ID & F+dgtLICt.
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“BGP Route Reflector 7t O X|"MM S EtZSHMUA|L.

6. peers SE5}7|

BGP neighbors 0l shutdown @ E0{E H3otL|Ct

Ho| L

neighbor {ip-address } shutdown BGP neighbor Ofl shutdown & &&stL|C}.

Run the following command to activate the neighbor:

LYl k)
no neighbor {ip-address } shutdown BGP neighbor 24 3}8tL|C}.
HE[-Z /T2 mof F/d35t7|
9% Tojt V2N oz MY AXE Lo UO|OFELIL,
e HES 4ot 2E| g 2/F I E Fd Lt
FEo] 49
neighbor {ip-address } ebgp-multihop ttl BGP 2| neighbor & HE| & 2| peer £
gLk

#eE| AHels 2tRE ZR2EE f4 &fI8 SYots HRIYUCL BGP £ & A2, WF 2| 2 =22
+ Az

5 ¢t BEE 2F AHElE E0E UL

Li 5 BGP O M &t ot 2= WF AHElE EOEULL 22 B20= 22 727t EAIELITL BGP B2

B0| L

distance b external-distance .
! 9P X ! BGP route 2| HZ|E +-dTLICE.

internal-distance local-distance

BGP B=2| &2| H2|E 785t A2 LIt 2/ F Hele ZE SHEeE ZREZ2| H2|HD}
ZOLOF gLt L& HEele RE 3 298 Z2EZ2| 2= ZO0{0f gLL}.

BGP timer =45}7|

BGP keepalive ¥ hold-time timer & =d52{H CtS FES AL,

Bo| CL:

432



2AE o] E= T 252 keepalive &

holdtime EfO|HE F-dBLICH (B - X)

neighbor [ijp-address [ peer-group

name]j timers keepalive holdtime

no neighbor timer B &2 A&35}0| BGP neighbor EE= I|0| 1&2| EIO|HE
7| 2422 CHA] A|RFefL ot

=

Ct2 AS 9| 42 MED H|uw

MED & O Z2 0|4 2|Ho| Z2S Metefof 3 1 Tajsl o) W4YLICH B D B MED 28
717l Z27h N ;gL

Zl2dez Ay Z=7r U 2 [ MED Hli= St AS 2| B2 S0 T A ELICH B2 HEOf
280l MED E HluE = A=E #4 & + AsHH

CHE AS O Z2 7H MED HIRE $#5t2(T 1S BHS HHHIAIQ,

FYof L

bgp always-compare-med AS 9| ZZ 7t MED H|E $#TtL|C}

BGP ZL|H 1t 7 A|E017

#2|XH= BGP 2| 2t2E HIO[S0|Lf CHE HIO|EH| 0|2 Li&S ROtE DN AXg = ASLICEH ME S

= =
JEO| ¢E Al E + AU L

BGP 2+ 2 H|O|= 5! H|O|E{#|0] & X[27]

2| REOM LS BB S 2A5I0] & FA|, BIO|S == BGP HIO|EH| 0| X[27] 23 XS

— =

oH-d
Fdo] ad
clear ip bgp * DE BGP gZAS MAdeLICH
clear ip bgp as-number XEE A& A|A=o| BGP HEE2

clear ip bgp address X'gEl 0|22 BGP HZEE M7 d&L|C,
clear ip bgp address soft XEE 0|29 E012= E& e

HlO|E{H|O| A& X|& L Lt

clear ip bgp aggregates 2 A B0 49 & BEE XL
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clear ip bgp networks

HESIS Bl o) 44 B 28

[

NI

clear ip bgp peer-group name

Peer 2| JE0|EE XS L|C}

clear ip bgp redistribute
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ofgiet A4 2= HE/A 2225
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S| AHESHL HERT EHME ofiZ

—)

434

o
0z
0x
rn
oX
Hu
mju
Pal
Mo
-
finl




g3 1

show ip bgp A|AEI0] BGP route table & EO{&L|LC.

show ip bgp prefix HEE LAt 5521
LX[ot= 25 HEAIFLIC

show ip bgp community ARUEl £d0 i 84 BEE
HEAlRLICH

show ip bgp regexp regular-expression Yt B LRt 2E BAISLCL

show ip bgp network X|’8E BGP ZEE HA|FLICE

show ip bgp neighbors address X8 & 0|29 TCPp ¢4 5! BGP ¢1Z 0| CHst

AtMet SEE EAIRLCH

show ip bgp neighbors faddress/ £33t BGP neighbor Z22E Hi2 42 E

[received-routes | routes | advertised-routes] | HEA|ZL|CL.

show ip bgp paths HE BGP 22 HEE OB 0] 20|
HEAIZLC
show ip bgp summary D E BGP ¢ HEHE HAILICEH

QFE NOIM ZHE sidste{ T BGP U2 =X, BGP EE FHI0 4= =4 X 42 MY2
ZHESHOF SL|LE O 2 Y E T™SY AR
Command 29

debug ip bgp * LA QI BGP HEE FHTLICH

debug ip bgp all B E BGP BEE FHL|CH

debug ip bgp fsm BGP 7|4 MEHE FHTL|CH

debug ip bgp keepalive BGP Keepalive MA|X| & =X EL|Ct

debug ip bgp open BGP open HIA|X| & =X BtL|Ct

debug ip bgp update BGP YUHIO|E MAIX|E FHgtL|Ct,

BGP ++d Of| X|

BGP route-map O Al

LS ool M= route-map 2 AFE310] S0{2= ZE2| £42 0|2 2tRHOUM F=Hot= LH-HS
HOFLICH QT 2t2E] 140.222.1.1 Ol $=A1 8 RE HZ 0| JIEKE TSI D ASPATH AN A 22
aaa £ 200 S 2 YXA|ZULICH 2ZZ M =22 250 22 A HTLICH HE27F HRE|H CHE HE27t
HEE L

f
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router bgp 100
!
neighbor 140.222.1.1 route-map fix-weight in
neighbor 140.222.1.1 remote-as 1
|
route-map fix-weight permit 10
match as-path aaa
set local-preference 250
set weight 200
|
ip as-path access-list aaa permit ~690%
ip as-path access-list aaa permit ~1800

ChS OO0 M B2 © freddy 2 R HW 52 AKX A[28 690 O M A|ZSH=
I.

127 2 THELCL & #HY $22 O|F ZAUS BHESK| %= F2E AF 2

= Q29| MED £d2
B 1111 2 ™&g ot
router bgp 100
neighbor 1.1.1.1 route-map freddy out
!
ip as-path access-list abc permit ~690_
ip as-path access-list xyz permit .*
|
route-map freddy permit 10
match as-path abc
set metric 127
|
route-map freddy permit 20

match as-path xyz

CHE2 route-map = S0 M 4 & B2E #785= Y-S 20lFLILL

router bgp 100

redistribute rip route-map rip2bgp

route-map rip2bgp
match ip address rip
set local-preference 25

set metric 127
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set weight 30000
set next-hop 192.92.68.24
set origin igp

!

ip access-list standard rip
permit 131.108.0.0 255.255.0.0
permit 160.89.0.0 255.255.0.0
permit 198.112.0.0 255.255.128.0

BGP neighbor 74 0f

CHZ OOl Af BGP 2t Ef= AS109 Off £efL|Ct AS109 = & 72| HESIE F=ELCL 2tRH0=

QF O|R (CHE ASOff A3), LHF O] (5¥%t AS Hm 2) 8l Q7 0|2 & 3 712| 0|R0| }U&

router bgp 109
network 131.108.0.0
network 192.31.7.0
neighbor 131.108.200.1 remote-as 167
neighbor 131.108.234.2 remote-as 109
neighbor 150.136.64.19 remote-as 99

neighbor-7|Ht BGP Z=2ZE2| 0
L= 2 neighbor 7|8t BGP &= EE 2| O 2 L|L}. as-path 2 WML FE test1
2R EE 75X 100 2 P ELICH as-path 2 WHA ZE test2 E Sl ZEHSHE=
0|% 193.1.12.10 22 M& = £ &L
OFEIEX 2 AN A FF test3 & S8t BE= 0|2 2H2H 193.1.12.10 0 M &
UAE LT

router bgp 200
neighbor 193.1.12.10 remote-as 100
neighbor 193.1.12.10 filter-list test2 out
neighbor 193.1.12.10 filter-list test3 in

ip as-path access-list test1 permit _109_

ip as-path access-list test2 permit _200$

ip as-path access-list test2 permit A100$

ip as-path access-list test3 deny _690%

ip as-path access-list test3 permit .*

437

L|Ct.



I E -pbased BGP 2| route ZH 0f
CHS Ol M= ZE e1 /02| AR HMNAE Soff ZEHE E2 E0EL|CH

router bgp 122

filter vlan10 in access-list acl

Ct= OO0 = HM A =5 filter-network H WM A =F filter-gateway el /0 0A
d2E A0 EEHZSHH HESA Hz o AO|EY 0| =AE 212t HEHES= WHE HoFL T

mjn
>
o
Ot
2
H
m
e
fot

router bgp 100

filter vlan100 in access-list filter-network gateway filter-gateway

2
fire
Im
)
]
rE
ot
o

CHS Ol = prefix list filter-prefix 2F prefix list filter-gateway & At 3}

HOIESOl =48 Z+2f BH D0 ZEOM SA|0| 28 BHYSE YES EOF L

router bgp 100

filter * in prefix-list filter-prefix gateway filter-gateway
prefix-list 7|8t 2 TH T4 o

Ch2 o= 7|2 42 0000 /0 7t AREJASE B FLCL
ip prefix-list abc deny 0.0.0.0/0

CHE O = prefix- 35.0.0.0/8 1t €X[5l= 427t 5{&E S EO0lELICt

ip prefix-list abc permit 35.0.0.0/8

Ct= O Ao AM= / 8 Ol A] / 24 AtO|2] ZO|E 7t%! prefix Bt BGP ZE M| A0 A {8 & L|C}

router bgp
network 101.20.20.0

filter * in prefix max24

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

ChE OO0 2B = 25 d28 EH Yt prefix Z0[7F 8~ 24 AHO] €
B2 58t

router bgp 12

filter * in prefix-list max24
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ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

CtS Ol = prefix Z0|7} 24 0|52l AZ7F & 192/8 Of| A S{EE S 2O FL|CH

ip prefix-list abc permit 192.0.0.0/8 le 24

CHS O = prefix 20|17t 25 & =atot= B27F 4 192/8 A 3{ &&= EH{ZLICH

ip prefix-list abc deny 192.0.0.0/8 ge 25

CHS Ol = prefix 20|17t 8 2Ct 311 24 HCt X2 AZ7 |82 20 FLCt

ip prefix-list abc permit 0.0.0.0/0 ge 8 le 24

ChS Ol EFAF Z2017F 25 & =atot= 427t AR LSS 20EL L

ip prefix-list abc deny 0.0.0.0/0 ge 25

ChE Ol= WESR3I 10/8 2 = 27t AREUSE 2L CH
A 2eiA HES3 10.000/8 o A3 7 32 H{ERLD HALL 2o B
RDE HAZ7t ARE L

ip prefix-list abc deny 10.0.0.0/8 le 32

ChE oMiM= HERZ 204.70.1 / 24 2| OFA3 ZO[7t 25 & Z6ER RE 27 HREEJUSS
2oEH

ip prefix-list abc deny 204.70.1.0/24 ge 25

Chg o= 2E 327t o 8&8s B ELICh:

ip prefix-list abc permit any
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LS o= Y& redistribute static = SYZAE 193. . * . * 22 M&S=0| AMEE LT}
ip route 193.0.0.0 255.0.0.0 null 0

!

router bgp 100

redistribute static

O| StLt Ol o B2t X[ & Helof £33 o3 490 W2t BGP 22 S H|O| =01 TA
Ut A d2= AF8AEAS 2 Aoz ZHFEN BA| HEOAM &4 € & U= atomic

£d8 7tgLt

—_

router bgp 100

aggregate 193.0.0.0/8

CHE Ol= &A Z2 193. * * *& M= 21} Broadcast 0| Al 2E Neighbor 22 E0fl CHEF XpAf st
H2E Hsts wHe HoFLICh

router bgp 100

aggregate 193.0.0.0/8 summary-only

BGP Z £ reflector 4 0f

CH22 Z 2 reflector 72| O 2LIC} RTA, RTB, RTC % RTE & &8t AHX| A|AH AS 200 Off £8HLICE RTA £ 22
reflector &2 S}X| 2t RTB W RTC & Z 2 reflector 7|%% EESLICE RTE & 24HHA Q1 IBGP O|2 & LICt RTD &
AS100 0| &30 RTA 2t°| EBGP ¥ Z2 FMTLICH 82 ChSat 25 Lot
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RTA 7+/d:

interface vlan110

ip address 2.0.0.1 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

!

router bgp 200

neighbor 2.0.0.1 remote-as 200 /*RTC IBGP*/
neighbor 2.0.0.1 route-reflector-client
neighbor 3.0.0.1 remote-as 200 /*RTB IBGP*/
neighbor 3.0.0.1 route-reflector-client
neighbor 5.0.0.1 remote-as 200 /*RTE IBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
network 11.0.0.0/8

|

ip route 11.0.0.0 255.0.0.0 2.0.0.12

RTB 4 :

interface vlan110

ip address 3.0.0.2 255.0.0.0

!

router bgp 200

neighbor 3.0.0.1 remote-as 200 /*RTA IBGP*/
network 13.0.0.0/8

ip route 13.0.0.0 255.0.0.0 3.0.0.12

RTC 7+ :
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interface vlan110
ip address 2.0.0.2 255.0.0.0
!
router bgp 200
neighbor 2.0.0.1 remote-as 200 /*RTA IBGP*/
network 12.0.0.0/8
|

ip route 12.0.0.0 255.0.0.0 2.0.0.12
RTD #+4:

interface vlan110

ip address 4.0.0.2 255.0.0.0

|

router bgp 100

neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/
network 14.0.0.0/8

!

ip route 14.0.0.0 255.0.0.0 4.0.0.12
RTE #4d:

interface vlan110

ip address 5.0.0.2 255.0.0.0

!

router bgp 200

neighbor 5.0.0.1 remote-as 200 /*RTA IBGP*/
network 15.0.0.0/8

|

ip route 15.0.0.0 255.0.0.0 5.0.0.12
BGP AtE Zg Al o

Che O3 KX 2 A|lA"” FL 42 20 FL|CE RTA, RTB & RTC & IBGP A& S Bt L|Ct
RTA, RTB 3! RTC = AtA XHA| A2 65010 O] &2 L|CE RTE & AFE AFX| A|AE 65020 Of
L2tL|CE RTE & RTA = AHA| 2t A|A”> O M EBGP HZE 2 TdgL CH

AS65010 & AS65020 = AtX| 28 A|AES TS LICH REX| A A[A"> ol H = AS
200 LICt RTD &= AS100 Off £gfL|Ct RTA E &3l RTD 2F AS200

7+ofl EBGP ¢1Z0| - E LT}
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RTA T4d:

interface vlan110

ip address 1.0.0.1 255.0.0.0

|

interface vlan111

ip address 2.0.0.1 255.0.0.0

|

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

|

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.2 remote-as 65010 /*RTB IBGP*/
neighbor 2.0.0.2 remote-as 65010 /*RTC IBGP*/
neighbor 5.0.0.2 remote-as 65020 /*RTE EBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
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RTB ++:

interface vlan110

ip address 1.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.2 remote-as 65010 /*RTC IBGP*/

RTC ++/d:

interface vlan110

ip address 2.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.2 255.0.0.0

|

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 2.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.1 remote-as 65010 /*RTB IBGP*/

RTD #4:

interface vlan110

ip address 4.0.0.2 255.0.0.0

!
router bgp 100
neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/

RTE +d:

interface vlan110
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ip address 5.0.0.2 255.0.0.0

!

router bgp 65020

bgp confederation identifier 200

bgp confederation peers 65010

neighbor 5.0.0.1 remote-as 65010 /*RTA EBGP*/

9. route-map BGP community 42 0f

CH22l 0fl= @O route map set-community = neighbor 2| Lt7t= A& 171.69.232.50 £
YOOI ESt=0 AAEE UL §F ARUE £ 4 no-export eHM A 5 aqaa 2| d2E Sl

O HA — T = O

T = ASUCH O 2 Z2= 44X Broadcast & =& e LT

Ir

EEAHRUEl 54 22 AS200 2| BGP MM AEMIL RIS 2 AtE A|AH RE ZEE
Broadcasting St& A2 WX gLt

router bgp 100
neighbor 171.69.232.50 remote-as 200
neighbor 171.69.232.50 send-community

neighbor 171.69.232.50 route-map set-community out

route-map set-community 10 permit
match ip address aaa

set community no-export

!

route-map set-community 20 permit

L= OOl M route map set-community B & 0{ & neighbor 171.69.232.90 2| & &

B25 YUOIESIE Ol ArSELICH S 2tE HRLIEl £d 2t 20022

THSIMAIR. CH2 A2 = M4 Broadcasting S =3 $tL Tt
route-map bgp 200

neighbor 171.69.232.90 remote-as 100

neighbor 171.69.232.90 send-community

neighbor 171.69.232.90 route-map set-community out

I

route-map set-community 10 permit

match as-path test1
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set community-additive 200 200

!

route-map set-community 20 permit
match as-path test2

!

ip aspath-list test1 permit 70$

ip aspath-list test2 permit .*
Chg = Z22 MED 3 22 24 =918 2F 2HRHM FdgLct

FELIE| £4 ZHof 2}t 171.69.232.55. HASLIE| B2 com1 I €X|st= 2=
T-dgtLct o] d20= AR/ LUEl 240] "100 200 300" "900 901" 2!

B27F ZotE 5 AFLICE Ol2et 20= L E &4 40| AS = UASH L

ARLE =5 com2 & EUE 29 22 4 &9/5 500 22 FELICL

router bgp 200

neighbor 171.69.232.55 remote-as 100
neighbor 171.69.232.55 route-map filter-on-community in
!

route-map filter-on-community 10 permit
match community com1

set metric 8000

!

route-map filter-on-community 20 permit
match community com?2

set local-preference 500

!

route-map filter-on-community 30 permit
set local-preference 50

I

ip community-list com1 permit 100 200 300
ip community-list com1 permit 900 901

ip community-list com2 permit 88

ip community-list com2 permit 90
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SFEL|O] IP Subnet B2

e

SFEROf IP Subnet Z2= IP Of WHE WeHih FARFLCE SF=YOf IP Subnet B27}
2ot 2 B2 1P FA7L 2ot & MY

HIAIX[7F SFEY OIS 3l TRELICE siT &=0] B2 HAIX|7t CPU 2 HS & Cha

2ZEQ0E Salf M2 ELIL.

-

SLEQO] IP Subnet 42 2=0|= CH4 Subnet, OtA3, CHS S2| IP T4, QIEH0
ZSHELICH SEERIO] IP Subnet BE7F 2 3HE|M™ [P FHAI7F MIfst = A

IP Subnet ZE &=2 QLT LXK =0 LAEH HA|IX|= Ot & IP T2 LX]
=0 XIGE QHEO|IAE Sof 2 MEE LICH SHEQ0] IP Subnet B2 &=0| g™
Xe|E fIsh TAIX[ZL CPU 2 HESEL
SEQ|O] IP Subnet Z20|= AtZ
IP Subnet Z2E 822 FAYLICE SHX| MEUS| O 71 OpAF Tt Q= 2t
X 7[00 SLICE Ats ZEOM A|ARZ LTl BEE SHEY O] Subnet ZE0
S22 FI4ELICE SEEQ0] Subnet Z27F AR LM ZE FAIL AES 22 3 E L|Ct,

A =32 F 7HX7F ASHEL =5 ZE0A

4o rr

om o
o

Jio

SIEQ0] IP Subnet A2 T1/435}7|

SLESIO! IP Subnet Z2 TSR LIS EAIS HBHIAIL.
£ CEL gy

1 [no] ip exf StEQof 1P MEU 2t S 2835t E=

HlZ-gatgtLcth

2 [no] ip exf down-up-threshold ZEHZ 9| <Number>gt2| 02
<Number> exf 7|52 gttt
3 [no] ip exf exclude-slot <S/ot/D> exf 7|52| SlotiD & ZetLCt,

SEQ)|O] IP Subnet 22 2| B =I5t

FYof EL:

show ip route AN 22 T

IP-PBR T4

IP-PBR 7+
IP-PBR 2 A9I%| 20| SIEQ0IS Sofl AZEY0f PBR 7|58 FHBLICL
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PBR 2 & 7|Hh 21252 LIEPALIC PBR 2 AFBOHH AFBXHE 2t E 298
Z2E20| ot SF YMO| OF & 4 UFLICL ATEYO] J|U PBR2 THE MM X 74 S
X
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= A& LCH IfZI0] IP-PBR XS THESHH SHEQ|O{ 0]
(NAP) E2 & 27 HMEYLICL O] ZEN|
C

=
Ct IP-PBR O 2J3 Z S & A2 7t =2 24 =%

mot ot
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7}X|04 IP-PBR T
44 IP-PBR 2 IP AC
R =i

0

O

T

1o
o
o rio
>

ML
2
B S m oo )

e

1t
=l

= .
ool 7Hel ot 50| E =™
| Hofl o5 &€3ikl= 57t 2t EE
X @LLICL SERIN 55 2t E0= F7F 7140 ER5IX| &L Ct.
IP-PBR 2 Ct= HH 2t 8 HH S X ALC:

L route-map WORD

° match ip address WORD

] set ip next-hop XX X X [load-balance]

IP-PBR 2 2t EH o Y™ 2t =5 CHELIL} IP-PBR 2 RS C

MEdStY RRot g Z0| gloB mi2lS HE|D 2tREHo| YA 2t*E2 2atd el

CHS E2 MEox| B T2

Che E P T4 HME X AYLIC

o~ =
rx O
i
I
-

H
2l 242 TS 0| ARP & 2X| RS 8L o

IP-PBR & 3t/H| 2 d 3t

HYof el

ip pbr IP-PBR 7| S BB (7] 2X 22 blZ st ALich

no ip pbr IP-PBR H|EHg et L|Ct.

IP-PBR 2 7|22 2 H|Z gt EfYLIC.

Ty sy 22

IP-PBR 2 T1MSI2{H 1SS HSIUA L.
ACL A :

route map ‘44;

448



port Of route ma

-1 O
ACLS =T Ltg BES HdASIUAL
B30 a9
ip access-list standard net7 ACL T8 BEE A|ZStD ACLE FolgtLtt.
route-map & ST L5 S dASIUAIL.
CEL Ck:
route-map pbr route-map 74 ZEE A|EEL|C}
match ip address access-/isprefix-list Match-up ‘8% T4
set ip next-hop A.5.CD IPI{ZIS| Tt & FAE TETLICH
PaM ZEOM YN 22 Y NgolB (e FHS AHsHIAL.
BEo 2%
interface QIEmo|A +d REZ
interfacevian_name =0{ZfL|Cf.
ip policy route-map ZEOM FH 2tREE MBI Ct.
route-map_name
MVC 2L{HE & 7A] £
EXEC ZEOAM L5 S dASIHUAIR.:
iyl 2%
show ip pbr RIP 40| CHot WEE HAISH= O A E LT,
show ip policy IP-PBRO| H8&|= ZEE HO|FL|C.
show ip pbr policy IP-PBR S7} 2t E0j Cist HEE HEA|SH:E O
A+EE ULt
debug ip pbr IP-PBRQ| C|H & ALRX|E %t e HZ2 %5
ol Ar8ELICt.
IP-PBR O] H&E|X| = HEIF #A|E L

switch#show ip pbr

IP policy based route

No pbr apply item

state: disabled
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No equiv exf apply item

IP-PBR &l 2HEE 2= O|0[H & Ciad 25Ut

switch#show ip pbr

IP policy based route state: enabled

No equiv exf apply item

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

IP-PBR MM 2t & HE = ofefjet Z&L|Ct:

switch#show ip pbr policy

IP policy based route state: enabled

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

St ete e 27t ot2fof Ltef A LICE:

switch#show ip pbr exf

IP policy based route state: enabled

Equiv EXF has 1 entry active.
Entry sequence 1, handle c1f95b0
Dest ip: 1.1.0.0/16
90.0.0.3

192.168.213.161
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IP-PBR T’ Of| X

221K 8.

ip pbr

interface vlan1

ip address 10.1.1.3 255.255.255.0
ip policy route-map pbr

!

ip access-list standard ac1
permit 10.1.1.21 255.255.255.255
!

ip access-list standard ac2
permit 10.1.1.2 255.255.255.255
!

route-map pbr 10 permit

match ip address ac1l

set ip next-hop 13.1.1.99

!

route-map pbr 20 permit

match ip address ac2

set ip next-hop 13.1.1.99 14.1.1.99 load-balance

SRl

22| X|= VLANT Of| M =41 2k T Z00)| Cish H& 2t 8 HELLICH &2 IP7F10.1.1.21 0|1

CHe =0| 13.1.1.99 Q1 D210 CH8H A A (P 7F 10.1.1.2 9 THZI0)| CH H LM = pbr 200 HE;

set ip next-hop Ol = load-balance 07 =71 U7| 20 22X B2 SHX| Ip =40 e}
AES2Z 13.1.1.99 £ 141199 & E7 2 MEiBIL|CE.
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Multi-VRF CE 72

o

N
>
nx

VPN)2 0f2{ 22I0|E HELAZ} ISP oM MSst= LHEES 37 & U=
HSeL|ct Yetx o2 SlLto| VPN 2 ISP o] 2R EOA 38 2t 8 H 0|22
IME HERZA B2z FdELICH 2 220[¢E HEYI= ISP HESRA
of ¥ZE|0f ISP &X|& 2+ QEI0|AE VPN 2t & Ho|gat HZTHL|CE
B|O|22 VRF (VPN 2t & / & Ho|2)LICH

MPLS VRF VPN 1} Z2 PE (Provider Edge) ZX|0f| Y= & L|Ct. PE = O &
rtﬂ FVPN Ol = IP FA7F 8 == S8H 2 Ip £ 3740 JYSLCH CHE
_EEI VPN 2 PE 2| :ré QIE{HO|AE St BtH PE & TjZlo =4l ZEQ| [Ma}
52 FEYLIC

2 2210[0E HEQAE PEOA CE 2 HZASI= 2YUS MHst= A2, CE
|% |7<-| Elﬂ |:||- OIOD:|EI|_||:|. O| I:II-I:HOE PE |£E E|_).\_ﬁ7|-
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MCE 9gtS5le AQX|= CH2 ZEE S| Ct2 S210|QE HEQJIE ¢Z ot C}30| ZEE
VPN 2t & Ho|Eat HZASLICE (FAF & H|= VLAN ZEQ| VRF -8 Bt X| A ghL|C}).
MCE 7|52 Ci7 CH+ 2 MPLS-VRF VPN HE 32| o X|0f HYX|[E L|Ct. Multi-VRF CE, MPLS

8 8 MPLS X0 ASel 7|52l Ml 7HX| 7|52 SEHYLICE 8 1.1 2 MPLS-VRF
VPN HE®IE E0jF L L

Switch Switch

2! 1.1 MPLS-VRF VPN W E Q32| MCE Switch

CERto| 42 #+4

Multi-VRF CE 2|X|= 0l 88 228 Z2EZS Sl CEQAS HZE 8% = A& L CL
CE= 2t2H == o|Eul AX|7L & = USULCHL X} & 2t2E ZZEZ 0= OSPF RIP &
BEIGRP 7t =&t & L|CE MCE 2 X[& 84 2t 28 X|gL|C}



Zs17| fIs MZ CHE VLAN ZE 7t

A4
E = VRFQF ##H0| JAO{OFRHLICE CE &

E =
| =
QLT VPN 2 HZSH= O AFEE|= VLAN ZE
£ X 2Lt gi&Lch

PERte| B2 ++d

MCE 29| X| (MCE)= otLt 0|2 PEE HZAY 5= UAX|T MCE 2 HAE PE= 25 VRFE
TAMB|OFSILI|CH MCE = CE 25 E MCE 7t H1S ZZ22 PEO)| M 238}D PE2EE A2
S20|ME YEYAS F2E st&TiLL:
BGP OSPF, RIP 2 BEIGRP 9 22 =X 2t9E T2 E2S E3 MCE 9 PE 710 VRF 2t EES
T = JASHLCH S E VRFEEE HOZ 4 & =& JUSLICH

LUHO = MCE o PE= M2 CHE XpE AL SLC [M2tA EBGP & AHESH0! MCE 2t
PE ZHO| VRF 2t EE T4Hs WH0j0] B A2 HYYLICH.

Multi-VRF CE %+

7|2 VRF 4

715 712 3y

VRF VRFE 7|28 o2 H|Zd3l MEfJL|CE

2E 427t 7|2 2t S HOIE0| FIHELICH

VRFO| VPN &H&F A Route-distinguisher?| = H| 283} (RD).

ela / 3 3128 Cfatol gi&Lch R,

X|Cf VRF 42 %= 10240

VRF port N/A.

IP Express Forwarding SHEQIO] Ip 2t B2 3t £|o|UAX| AELICL

MCE 7+ &

VRF 74

VPN 22 7

PE 2t CE AtO|2] BGP B2 T143}7|
PE @+ CE Zt2| VRF &1 =0l
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MCE 4

VRF 7t

o

StLt & Ct2 VRF & 7528 Chg TS HEoHAIL.

CEL

29

Switch# config

29K 9 REZ SofYLCh

Switch_config# ip vrf vrf-name

VRFE ‘445t VRF 714 ZEZ SO{ZL|Ct.

vrf-name: %|Clf 31 Xt9| VRF 0| &

Switch_config_vrf# rd route-distinguisher

route-dstinguisherS 144 8tL|Ct.

route-distinguisher: Z2 FLEXE 2|0 LICH AH&

0O D2} nn EE= 1Pt nn2 A EL|Ct.

Switch_config_vrf# route-target
{ export | import | both }

route-target-extened-community

M

2 /&8 VRF 2K 2| g

ot

& & VPN

N/ 2

2HELICh

[

mjo

route-target-extended-community: At& =09l D2}

L i 1ot L2 R,

Switch_config_vrf# interface /ntf-name

CIHIo|& 718 RE2 SO{ZLCH

intf-name: 2/E{T0[22| O|F& 2|0|gtL Tt

Switch_config_intf# ip vrf forwarding vri-name

VRFet 13 QIE|H| 0| A5 HZATILICH

vfi-name: VRFQ| O|&& 2|0|gtL|C.

Switch_config_intf# exit

QIR O|A 71 REE 2L

Switch_config# ip exf

ip SIEQIO 2t 8 ARE.

Switch_config# show ip vrf

[ brief | detail | interface ] [ vr-name]

VRF &2E =olghL|ct,

Switch_config#no ip vrf vr-name

4% VRF % VRFEF L3 QIE{H|O|A ZHo| BAE

APH| gL T,

vfi-name: VRFQ| O|&& 2|0|&tL|C

Switch_config_intf# no ip vrf forwarding

[ vrif-name ]

L3 OIE{H 0| A2t VRF Zto| BAE AtA|TL|Ct.

VPN 22 74

1%y g2o| 1y

12 -= BGP OSPF, RIP BEIGRP EE&=
a

:
o
ABLICE L1232 CH2 F2 T4 KRS OSPF T4
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Note:

ZLH0[UE HEIAO HZBHY| ?/of MCE 0Of 2+

EJt RNEH Bt

T2 EZO| VRF £8& X|EsioFZLICt VRF & 12 ZX|of 4 & et
A& Lo
HEHof =L

Switch# config

29K 8 REZ SO{ZLICE.

Switch_config# router ospf

process-id vrf vrf-name

OSPF-VRF B2 E A|&ftstn 24 B EZ S0{ZL|Ct

Switch_config_ospf# network network-number

network-mask area area-id

Switch_config_ospf# redistribute bgp ASNV

Switch_config_ospf# exit

OSPF 78 RES R LICL

Switch_config# show ip ospf

OSPF ZZEZO0| Cist HEE EbMstL|Ct

Switch_config# no router ospf process-id

OSPF-VRF 2t & 742 AtK| gL C}

gjo

&

VPN ZZ T1°d PE 9 CE AMO|9| BGP HZE +4

S RSHHAR.:

HE@o] ks

Switch# config 22X+ 2E2 SO{ZLCL

Switch_config# router bgp A& A2"> Ho 5 X|F50 BGP Z2E
AZfSt BGP 7+ ZE TIY.

autonomous-system-number

Switch_config_bgp# bgp log-neighbor-changes | BGP 0|2 #HZ 0| L3t 7| Z & A|&tetL|ct

Switch_config_bgp# address-family ipv4 vrf

vri-name

Switch_config_bgp_af# redistribute ospf

ospf-process-id

OSPF 2} El MEHE BGP Y EQYIAE MY,

Switch_config_bgp_af# network network-

number/prefix-length

BGPOI| 2l3lf H{ZE|= HERT H= et OtAT

ZO|E T LItt.

Switch_config_bgp_af# neighbor address

remote-as ASN

neighbor 2| BGP neighbor 2t ASHZ &
T,
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Switch_config_bgp_af# exit-address-family address-family2| 74 ZE F&.

Switch_config_bgp# exit BGP #+d ZEE Z=TL|CL
Switch_config# show ip bgp vpnv4 BGP-VRF 2t & HEE =olgtL|Ct

[all|rd | vrf]

Switch_config# no router bgp ASNV BGP 2t E TME AX LI

PE 2} CE 7t2| VRF ¢4 =90l

E S CEQ VRF S =0I18l2{™ VRF S M1}t &4 PING HHE AFRSIAMA| 2.

CEL EL

Switch# ping —vrf vrfname jp-address VRFO| =AE PING Eg &gt ot

MCE /8 Of| X

08 212 7tehst VRF HEYQAE 2O FLICE ST S2 & 25 Multi-VRF CE A X| QL C}
S11, 512 U S13 2 VPN1 Of #3810, s21 9 S22 = VPN2 O] &3t 2 57F 24 FX|QL|Ct,
OSPF A2 CEQt 17 AHK|ZH0| LA E|0{OFsHH BGP Z 2= CE @ PE AFO|Of
T E|ofoFgtL| C

PE S2

VPNI1
S13

CE

- GO/t GO/l 4®

G022 — GI/I G122 — GO/2

S12 : P : ;
: P Lo : VPN2
i P - 5 S22
- GO/3 - - i
o - GOs3 34§G°/ ! )

VPN2 ; P P 5

S21 :

g 2.1 MCE 7+ Ol |
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CEE gZots =2[H 2EHH oA VLAN £4 F48:

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

IP =4 S VLAN QIHI|0|AE gLt
Switch_config# interface VLAN11
Switch_config_v11# ip address 11.0.0.2 255.0.0.0

Switch_config_v11# exit

CE2f 174 FX| Atole] 2t Z2EZ F14:

Switch_config# router ospf 101

Switch_config_ospf_101# network 11.0.0.0 255.0.0.0 area 0

Switch_config_ospf_101# exit

MCE-S1 M

Multiple-VRF CE ZX|0|AM VRF & T LICE.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 100:1
Switch_config_vrf_vpn1# route-target export 100:1
Switch_config_vrf_vpn1# route-target import 100:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 100:2
Switch_config_vrf_vpn2# route-target export 100:2
Switch_config_vrf_vpn2# route-target import 100:2

Switch_config_vrf_vpn2# exit

2mouw gEQ 27X TE

i

Switch_config# interface loopback 0

Switch_config_l0# ip address 101.0.0.1 255.255.255.255

TASID FoE TEQ

L2E BGP ZEZEEEO| ERH D2



Switch_config_|0# exit

SI2S11T2F0/12ZEE B¢, S212 G0/4 ZEE ES|,PEE G0 /2 ZEE E
ctZghL|Ct,

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/4
Switch_config_g0/4# switchport pvid 15

Switch_config_g0/4# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQ|X|9] L3 VLAN ZEE 4t VRF S VLAN ZEOf| HtQIZst |p FAE gt
S12 % 7iel =2|x ZE 2l VLAN21 It VLAN22 & &3l PEE HZA-L|CE VLANTT If
VLAN15 o] & ZE= Z4Z} VPN1 1F VPN2 & HZeL(Ch

Switch_config# interface VLAN11

Switch_config_v11# ip vrf forwarding vpn1

Switch_config_v11# ip address 11.0.0.1 255.0.0.0

Switch_config_v11# exit

Switch_config# interface VLAN15
Switch_config_v15# ip vrf forwarding vpn2
Switch_config_v15# ip address 15.0.0.1 255.0.0.0

Switch_config_v15# exit

Switch_config# interface VLAN21
Switch_config_v21# ip vrf forwarding vpn1
Switch_config_v21# ip address 21.0.0.2 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2
Switch_config_v22# ip address 22.0.0.2 255.0.0.0
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Switch_config_v22# exit

CE 2t 24 FX| ALO|2] OSPF B2 7.
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 11.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 100

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 15.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 100

Switch_config_ospf_2#exit

PE o CE ALO|2| EBGP B2 4.
Switch_config# router bgp 100

Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# redistribute ospf 1
Switch_config_bgp_vpn1# neighbor 21.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 22.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 4.
Switch_config# vlan 1,11-12,21-22

29K|o] MEU B2 MES EdeleL

Switch_config# ip exf
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PE T

VRF on PE T+4:

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 200:1
Switch_config_vrf_vpn1# route-target export 200:1
Switch_config_vrf_vpn1# route-target import 200:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 200:2
Switch_config_vrf_vpn2# route-target export 200:2
Switch_config_vrf_vpn2# route-target import 200:2
Switch_config_vrf_vpn2# exit

2 1IH
- =

HH
Switch

PIHEO|AE 2t H AHXIE FESHUA|2:
config# interface loopback 0
Switch_config_l0# ip address 102.0.0.1 255.255.255.255

Switch_config_l0# exit

PE 2t CEE HZ%t= 22|18 ABTO|A 8 :G1 /110Gl /2= 22 S11tS2 & HZAYULCE
Switch_config# interface gigaEthernet 1/1

Switch_config_g1/1# switchport mode trunk

Switch_config_g1/1# interface gigaEthernet 1/2

Switch_config_g1/2# switchport mode trunk

Switch_config_g1/2# exit

S12 AZAsHE PEO| L3 VLAN QIEHO[AE Pt Ch
Switch_config# interface VLAN21

Switch_config_v21# ip vrf forwarding vpn1

Switch_config_v21# ip address 21.0.0.1 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2

Switch_config_v22# ip address 22.0.0.1 255.0.0.0
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Switch_config_v22# exit

S2 & PZ3h= PE 2| L3 VLAN QHHO|AE gL Ch
Switch_config# interface VLAN31

Switch_config_v31# ip vrf forwarding vpn1

Switch_config_v31# ip address 31.0.0.1 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.1 255.0.0.0

Switch_config_v32# exit

EBGP of PE 714:
Switch_config# router bgp 200

Switch_config_bgp# bgp log-neighbor-changes
Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# neighbor 21.0.0.2 remote-as 100
Switch_config_bgp_vpn1# neighbor 31.0.0.2 remote-as 300

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# neighbor 22.0.0.2 remote-as 100
Switch_config_bgp_vpn2# neighbor 32.0.0.2 remote-as 300
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 2 #4310 MEUY 28 NP2 gdatetL
Switch_config# vlan 1,21-22,31-32

Switch_config# ip exf

MCE-S2 ++/4

VRF d:

Switch#config
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Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 300:1
Switch_config_vrf_vpn1# route-target export 300:1
Switch_config_vrf_vpn1# route-target import 300:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 300:2
Switch_config_vrf_vpn2# route-target export 300:2
Switch_config_vrf_vpn2# route-target import 300:2

Switch_config_vrf_vpn2# exit

Fou mEC 82X RES THolD £IY Q| 4

Switch_config# interface loopback 0
Switch_config_l0# ip address 103.0.0.1 255.255.255.255

Switch_config_l0# exit

S2=F0/1X2EE %6H S132 ¢ASI1 GO /3 ZEE

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 41

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/3
Switch_config_g0/3# switchport pvid 46
Switch_config_g0/3# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQK|Q| 13 VLAN ZEE 138} VRF 2 VLAN ZEO| HFQIES D |p A
ol v ol PEE AATILICEH & 74e

S2 & 5 71el =2| ZE QI VLAN31 1t VLAN32 &

VLAN41 I VLAN46 2 2tZF VPN1 It VPN2 & HZASHL|Ct.

Switch_config# interface VLAN41

Switch_config_v41# ip vrf forwarding vpn1
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Switch_config_v41# ip address 41.0.0.1 255.0.0.0

Switch_config_v41# exit

Switch_config# interface VLAN46
Switch_config_v46# ip vrf forwarding vpn2
Switch_config_v46# ip address 46.0.0.1 255.0.0.0

Switch_config_v46# exit

Switch_config# interface VLAN31
Switch_config_v31# ip vrf forwarding vpn1
Switch_config_v31# ip address 31.0.0.2 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.2 255.0.0.0

Switch_config_v32# exit

CE 2t 024 K| AO|2] OSPF B2 T4,
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 41.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 300

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 46.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 300

Switch_config_ospf_2# exit

PE 2t CE AO|2| EBGP B E T.
Switch_config# router bgp 300
Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization

Switch_config_bgp_vpn1# redistribute ospf 1
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Switch_config_bgp_vpn1# neighbor 31.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 32.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 244,
Switch_config# vlan 1,31-32,41,46

A9K|9) MEU F2 MES Edelet

Switch_config# ip exf

S22 7+

CEQ| E2|H QIHHO[ALS| VLAN £d2 #4510 QIHI|0|A go/1 2 &6l S22 2t S2 E

AZHSHUAIR;
Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 46

Switch_config_g0/1# exit

IP =4 8! VLAN QIHI|0|AE Pt Ct
Switch_config# interface VLAN46
Switch_config_v46# ip address 46.0.0.2 255.0.0.0

Switch_config_v46# exit

CE2} 02 ZX| Atole] 2t E Z2EZE T4
Switch_config# router ospf 103
Switch_config_ospf_103# network 46.0.0.0 255.0.0.0 area 0

Switch_config_ospf_103# exit

VRF 94 HAE

S10A PING HHE S M50 S1 1 S11 AFO|Q] VPNT 1A 2OISHAMA| .

Switch# ping -vrf vpn1 11.0.0.2
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--- 11.0.0.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms

Testify the connectivity between S1 and PE:
Switch# ping -vrf vpn1 21.0.0.1

--- 21.0.0.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms
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HSRP ZE2EZ 1A

e

HSRP = 7|2 AO|EQO] IP FAE T El IEEE 802 LAN O A [P = AE0|| CHoh & MY

52 Maotd =2 HERA 71882 MEdte #E LE LI HSRP =

0

7t8g0f| 2| ESHX| k1 1P EfEE 2t YL LICE O] IHIO|AE ALESHH
2t RE QHIO|AE oH ArE%tY THY 7hd 2R E = 7|2 A O|ESR0e] 2
LAN S| 2 AE0| M & -’F UAEL|CE HSRP 7 HIEQIR EE= MOHE 20| +
—?—7}01| FEl= 7H MAC (Media Access Control) =22t
O] &f2| HSRP 8 2t E 7t 7ty 2t E 2| MAC 22t
7t BtRE= EXOHA| ELICHL M2 #HYS

7ty 2R EHE FEE Ef

IP F=AE MSEHCE HS
IPHERI F&S Arﬂ%
HEtes & 2R EQ
HSRP = K| & &4 E+$E1
7] 2E2 MAC R IP F
A= YHl= 2t2*H *'uH

UDP 7|8} hello THZl2 ELfOE

_I_

éﬂH

0>| ofm

ot L|C}.
EH’&% LIEFHH L CF.
g

|ru§
=

rulru L

|-|II
>'I__

2oy o

il

Control Message Protocol) 2]
H| g4 ot LT}

WStHO|E AX|StD MERE Of7| 2B = o
SHL|CH 3 {22 CH7| 2t E{7t MEHEIL|Ct HSRP &
Xt g A of7] 2tREHE X|785t7| I3 HE| HH2AE
|Ct QIE{H O] A0 A] HSRP & T3t ICMP (Internet
AN OAIX|IZL 7|28 2= i E QIEmH 0|20 Cisl

Al

HSRP = EZ2 2, E2 B A, FDDI ¥ ATM LAN HEQA £ X|281X| &1 0|54yl y A E

0|'

o|H4l / VLAN HERINAM 7o

P A HE.

Il

HSRP Z2EZ 714 Xtgl 22

HSRP T2 EZ =M}
HSRP & & & 74

HSRP ZR2EZ T4 &Y

HSRP T2 EZ Al

OIE{I|O| A HSRP Z2EZE S EMglsta{H , Frle
T-dsioF gLt

ro
m
=
2
>
-
0x
Ha
e
=2
R
o
='E

EQ
o=

standby [group-numben ip [ip- hsrp ZEEE 243}
address/maskjsecondary]]
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HSRP 1& 5§ J& #4
HSRP 11§ £dE2 Fdota{® , T4 StLto| QIHmo|A 4 ZHOl ofzfojM O BEH 252
TgooretLCt
2y uy
standby [group- HSRP EFO|T OW7§ M8 FHStHAI2.
numben timers hellotime holdtime
standby [group-number] mac- HSRP 1& 7t& MAC £ 75N R

address mac-address

standby [group-numben priority priority | hsrp 24 =% 2HE TtL|CH (&Y / O]
2t EHOM F£2) (7I=4L 100)

standby [group- hsrp &S T+ gLICL 22 2t Ho| 24

number] preempt [delayde/a)i =97t 24 2tRHEL 2 42 EZ 2I*He
g 2R EE uHsorgL

T4 hsrp preempt X| A timer.Local 2t
ME XA EOIH 2 2 2tREE
W R[soFgt L Ct.

standby [group-number track type hsrp 1& =% QIEI0|A FES P LICE

number [interface-priority] X QI m 0] AT} *'HHOF'}‘ HSRP 24 =2
20| ZashL|Ct

standby [group- hsrp T2l REM HALE 21557 {6 HSRP

number] authentication string g 5 2XgE gL

standby [group-numben timers number

HEF71E FELHLICL

Hello timer Of

=]

gl ~

= AHE5to]l 48 B YEE &

olghL|Ct,

o2 |o0x

E°1

show interface vlan <1-4094>

HSRP 788 &

show standby [interface /nterface-

numberibrief | detail]

HSRP & Ef H&

CEE R

= -k
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HSRP ++/32| 0

CtE=2 LEA QI HSRP 7+ O M YULICH HERA MOHE 171.16.6.0/24 2| TAE &=

L3SW#1 1f L3SW#2 & &l M 1 3F ME{ 2 Off M ASFLICE L3SW#1 3 L3SW#2 = HSRP

Td& Sl TS0 7[= AOIEY O] 0|F=HHot-standby)E M-S LICH

=] iServer‘I Server2

4

L35W#1 I _:: :2‘ L3SWi#2
HSRP

17116.6.0/24 .~

ﬁ L2SW#3
I

[T

L
I,
I
1)

[T

L

Host1 Host2 Host3

2 2-1HSRP 74

L3SW#1 HSRP T+ L3SW#2 HSRP T8

Interface vlan 1 Interface vlan 1

ip address 171.16.6.5 255.255.255.0 ip address 171.16.6.6 255.255.255.0
standby 1 preempt standby 1 priority 95

standby 1 ip 171.16.6.100 255.255.255.0 standby 1 ip 171.16.6.100 255.255.255.0

t.
2 95 YLICH [MHatA,
= 7] &Ef7F "L Ch

£ Ojof 13 291Xl = 74 IP 7H171.16.6.100 2 HSRP &8 T4BL
L3sw#1 2| 7|2 @M=2(2] 242 100 O|X| 2t L3SW#1 2| M &2(2)

FAER7F =2 L3SW#1 O 230 A O|ER0|=2 SA5tL, L3SW#2

|C
Zt
X

L3SW#1 7t 2|7t ‘87 CHRE|H CH7| M EfRE L3Sw#2 7t 2d3t |0 HO|EQo|&2

SEELIL.
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VRRP 4

VRRP {2

VRRP (Virtual Router Redundant Protocol)= 02| 2t EHE Bt2H MY IE2 2 AMESIY
HEQZ ALXIO|AH 7tk HOIEQIO| 2tRHE M & 5= AFUICL 2tREH ZX|
Z2EZO| XALX| %= R AR FESLIC MEist 2t REE CHA| AX|SHAHLE
I LIE M NMS 2t HE Xts Het g £ o7 22y
VRRP £ 7t& MAC 42} VRRP A&l 2t2F 1 50| 3/}
M3 CH VRRP =0| 2t EH 1E00|AM Ol 2tHE AH7 M
2R EE Y FAZE S OF9| 7t MAC 4 9 THZIE A8t MERLCE VRRP 7}
T 2R EQ £8E UX|StH VRRP 2t HE SHLHE MEE F 2tREHE MEISIO] H Y
£l MAC % IP E @& LCH
VRRP &3 |9l 22 E = Sock Raw HE| ZH|AEE 7|EIO 2 Advertise NS M&st
07| 29 H= ol2fgt M2 ALt T 7| 2t E = Timer out M7 L|Z 1} Preempt
HALUES Soff 7|2 2t2H A S & = UASLCL 2HRHE AT AL8SHH
QI I O] A0 O 7HO| CH7| CH7| AEE T4 & == JAS LT
S} VRRPE O|EUll y IHAE O|EYl / VIAN Z2EZS X[YX|0t E2 2t E
HAE X|JSHR| SS LT
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0
n

ru

VRRP A& 0

HE S0 2AL 2 EQ30 HZslHE 4L

FAS AL

E
10
_rg
1o
m
N
_|
|
_+0_+
il
2 Fr
r_ﬁ
f|5
m
N
_>4
HU
ikl o
©

469



Unicom 20

network

Telecorm 28

e

12l 3 -1 VRRP O Z2|#|0|M

VRRP &0
VRRP 7te BIREH S5 Z2EE
/2 7Ha 1P
VMAC 7t MAC 2
VRRP Router VRRP & &3t 2t2H
Virtual Router HEQAQSl CHE 220N 7t 2tREHE 2 == VRRP 1&

/P Address Owner

VRRP VIP of Cist QIE{m|O|AS MA| IP & F/d5l= VRRP 2t H

Virtual Router | ¥ VRRP 1 &2| HIO|EHE MESt= & 2t H

Master

Primary IP Address | £ w1780 et QAEHO|AL] FA FojA MEHE |p FA YH o=z
XN B P FAYLICH

Virtual Router | OtAH 2t E7t 283 & I HO|H ME 2IREHE ALBLESE

Backup MEiE|= Of7| 2t H
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Sl
N

VRRP 8

VRRP &3}

VRRP &t& 2 E 714

VRRP Of CHSH 4 EXtE 7o
VRRP 3t = {0f Ciot #ot 74
ME ZE 7

CHE QIHMO|AE X & =
oI5 2Xtg 7

VRRP ZL|HZ & 7X| 2

VRRP 7§ & ¢

VRRP

0

)

.l
Ay

[no] vrrp group-number ip [jp-address
netmask [secondary]]

VLAN QIHEO|A R E

VRRP &€ 2g3tot7{Lt B2 gatet

VRRP O| A|Zt d

- y
[no] vrrp group-number timers EFRI7F &= & 0.1 & EHR(dsec) @l
advertise <7-255>|<dsec <5-360>> VRRP 9| A|ZtE gLt
VRRP &5 R E 74
2 y

[no] vrrp group-number timers learn

VRRP 9| Description 2Xt€ -4

E

[no] vrrp group-

number description TEXT

VRRP Of CHst MO
Mg L CE

VRRP 3t 20| CHst 3

rOI-
|'OI-

==
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E

29

[no] vrrp group-number priority <7-
255>

7|2 B9 9 of7| BHLEE MeHs}|
915) VRRP 2+ E 04 & T} 7|

SME=RE 74 TLICHTI24L 100)

MY BE

7

EE

[no] vrrp group-
number preempt [delay <7-254>]

ZzE

im}
rm

XM=
=

rot

F S 7Y

7
°

¥

ol

[no] vrrp group-number track

type numberinterface-priorit/]

ro
ol

k)

[no] vrrp group-

number authenticationstring

Ay
wel TEES T3 DA SY
I8l CIE 2R EE A5t o
ArgElE 9F EXtEe MHHELc

VRRP &Ef 20l 8l FX| H4
2 k]
show vrrp [interface /nterface- | ®X| VRRP 2| A& MEfE HA|TL|C

numbenibrief | detail]

debug
numbergroup-

numben all | packets | events | errors

vrrp [interface /nterface-

3 /2| VRRP O|HIEE C|H{gL|Ct




VRRP 7+ 0f

Chg HEHS EEZX0M ST HEHIS & MEH2 242 XHil9] A O] EQ 0|
(HIOIERI0] A 2t HO|EQ|0] B)E AE5H0] QAE{ LU0 HAMASHK|TE H O] ELO] A 2t A O|EY O
B= MZ ti7I Lt StLte] AO|EYOf (StLte| 2t E)7F nE LIE CHE dtLi= =
MEUoM 2SS L CH

=1 P Serverl Server2 | (=) i

L2SWH#2

L3SW#1 étz_. L3SW#2
VRRP !
G1/5 VID 2: 100.1.1.0/24 _x"ngs

VID 3: 200.1.1.0/24."

Host1 Host2 Host3
100.1.1.101 100.1.1.102 200.1.1.103

J& 3 -2 Eh= VRRP O E2|# 0|4 EEZX|
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L3SW#1 VRRP T+

L3SW#2 VRRP T+

vlan 2-3
interface gi 1/5
switchport mode trunk
!
interface vlan 2
ip address 100.1.1.5 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 120
vrrp 3 description line1-master
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
interface vlan 3
ip address 200.1.1.5 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 110
vrrp 6 description line2-backup
vrrp 6 authentication line2pwd
vrrp 6 preempt

vrrp 6 timers advertise dsec 15

vlan 2-3
interface gi 2/5
switchport mode trunk
!
Interface vlan 2
ip address 100.1.1.6 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 110
vrrp 3 description line1-backup
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
Interface vlan 3
ip address 200.1.1.6 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 120
vrrp 6 description line2-master
vrrp 6 authentication line2pwd
vrrp 6 preempt
vrrp 6 timers advertise dsec 15

L2SW#3 7+

vlan 2-3

interface Gigaethernet0/21
switchport mode trunk
interface Gigaethernet0/22
switchport mode trunk

|

interface Gigaethernet0/1
switchport pvid 2

!

interface Gigaethernet0/2
switchport pvid 2
interface Gigaethernet0/3

switchport pvid 3
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Multicast

O] Z0olX& Multicast 2t 8 ZEEZS S F95H= L0 Cisf AYSLICE Multicast 2t &
FHO| LHE2 "Multicast 228 FH" 222 HXRGHUA.
HSHQl Ip TE2 St 2 AE TF Bt S AE QL S4BEAHLL (unicast 84) EE 2 AEQ}
sS4l g 5= AELICH (Broadcast S41). Multicast 7| &2 AFEStH o S AETH AE ST AEQ
HAIXE B = JASLICE O] ZAEE= OF )02t gL

2 TdHA HE = HAIXS| T == D SeL F4 (224.0.0.0 ~

=
=D 2
239.255.255.255) 4 L|C}. Multicast HA|X|= UDP @F 20| A& ELICE TCP M E AMEE = U=
HE A 2F MO E MISHX| EELICH LAXRE $=4Xt= Multicast S8 ZEI#ME
MetL|ch 2 A2 OF0 7+°'*+ | 210 Multicast HIA|X| & £ &= ASL|CE Lt
AMAts 82 HAIXIE 27| o 2&0i 7t siof gtLct I8 48 7He =
HYL|CH SAEE HAMEX] A0 7HYSHALE AE0AM EE & = JASLCHE IE 2|9
|X|Qt HZ 0= XMBHo| QELICE BR3P B2 ZAEE 08 A2 T+E{0 ?
JE0 AEjet OF MRS =& AlZtof et CHE LI

-
2

IP Multicast 7|2 "2 Cf tf ZE|O|C|0f 38 =2 -0 HEtetLch

Multicast 2+ & QI Al

22| BtRE Q| BIRE AZEY 00| A Multicast 2+ EI0f| CHS Atet

00I-
o
Hl
oo

n
T
n

® IGMP= LANOIA 2tREet S AE ZH0f HddEH O&8 #d& A S FH5t= O

A2 E L LT,
® OLNKE ZtEst EZE2X|0M AR El= EHE Multicast 7= & LICH Multicast Z9| 22
AHHstn cpuet HEE S g8 o 2 FofstL|C}

® PIM-DM, PIM-SM % DVMRP= S Multicast 2} & T2 EZQL|Ct 2}2H
2t M E|H Multicast 2t E HIO|E2& TH=0] Multicast FES A& SL T
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Multicast 7 %2 ==

7|2 Multicast & & =5

IGMP T+d X e S5
o X BTl IGMP =
e IGMP 2| 7t 7 M
® |IGMP Querier 7t4 74
® IGMPQ| A|CH SEF A|Zt A
e OX|Z |GMP 112 A Qo fz| 7+ 7
o XA IGMP 7Y

® IGMP SA| HAH 28 14

PIM-DM #+d % =&

e EIO|H =E3}HY|

e PIM-DM H{H X|H

o A Chat T3]
o O} EE 7Y
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® Multicast 2t & A|Z (E=)

o TTL A Zt 7 (ME At

® 1% multicast M F& (ME AR
o & multicast 42 74 (ME AR
® Multicast A T4 (MEH AMEh

® Multicast =& 7+ (ME4 AkgEh

® Stub Multicast 22 +4 (M& Atgh
® Multicast 22 ZL{E{Z 1t FX| &2
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PIM-SM T+d &g =&

e X RP T

e 7| BSR 4

e [fi7|RP T4

® PIM-SM Multicast 2t & EA|

® PIM-SMOJA 2t&3F Multicast B2 X[ 27|

DVMRP 7+ el &

Jfu

3 M

dE Q d
ZEO| A0l |eaf-node T+
42 g4y 74

DVMRP Unicast A2 HA|
DVMRP multicast 22 HEA|

DVMRPO|M &t&SH multicastd 2 X[ 27|

JO
T
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7|2 Multicast 2t El M

Multicast 2+ & A|ZtS}H|

2t E AZEQ|0{7} Multicast HAIX[E HEE 5= AUA St Multicast 2t E S
A|ZFsfOFL|CH MY 4 ZEOM TS HASHO] Multicast HIAIX] S A|ZFgL|Ct.

Bof EL:

ip multicast-routing IP 2t & Multicast A|Zts}7]

ZEO|M Multicast 7| = F+4817|

Multicast 2t & ZZEZ0| ZEO|A HAZ|H IGMP 7} siY ZEO|A = SHELICH Multicast
22L& T2 EZ0|= OLNK, PIM-DM, PIM-SM % DVMRP 7} ZgtHE L|C},

StLES| Multicast 2t E ZE2EE O Yot ZEOM HdA =5 S{EELLCH 2H2H 7}

O 2 Multicast =0 Q1S HZSHH CHE ZEO|AM CHE Multicast ZTEEZSS AL Lt

2t E AZEQ|0{7} Multicast A 2t2H (MBR)Z & & =& UX[EH 7t-S3SCHH

2 Multicast 2tR 8 Z2EZS S 2R EHOU M SA|0| HASHA] DRMA| L.

4 ot

O =
ALE Multicast 2+ E TR EZEO| AL AMZtst e HhE &= Q&L L}
0|2 =0, PIM-DM I} BIDIR PIM-SM O| SA|0]| MAlL|H = 50| LSt Ct

PIM-DM A|Zt517|

CIS Malslo] ZEO|A PIM-DM 2 & multicast dense 7| 52 & 3}stL|C},

d@E@o g
Interface vlan vian-id VLAN 74 ZEE A|ZgL|C}
PIM-DM O| H& &0l ZEE Y 3t L+
ZE 74 ZEO|M PIM-

BIRE Z2ANAE =

ip pim-dm

0%
for

Qt
I
o

PIM-SM A|ZtS17|

PIM-DM & &3} PIM-DM Multicast & 2-d2tot2{ B Ltg XY S AU AR,
Ry ek

Interface vlan vian-id VLAN 7t R EE A|&ftstL|Ct
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PIM-SM 2 A #3}jof 5t= ZEZ S0{7}1
Ip pim-sm ZE M DEOAM PIM-SM Multicast

298 EE M2

M3

2t M oL Ot

TTL &A &t 8

ip multicast ttl-threshold

PHS HASI ZEE St 2 = A= Multicast HIA[X| Q] TTL
LA o2 FELLCE 7|2 YA 2F 12 AHESHE ™ no ip multicast ttl-threshold B& &
HASYA L.
o] u2
ip multicast ttl-threshold tt/-value ZEO| TTL 2A 2t eIt
il Al
CtS oo M= BE|X7F ZEO|AM TTL YA 2tS 7d5t= YRS 2ojELCt
interface vian 1
ip multicast ttl-threshold 200
. | - O e
lihE Multicast = 7|58 F2517|
ip multicast mroute-cache &S HAHSI0| ZEO|A WE Multicast T E 7|52
T gL Ch iE Multicast M 7|52 F25t2{ ™ no ip multicast mroute-cache B &2
AT AL,
2 3of uw
. ZEO w2
ip mroute-cache

Multicast M &2 AMestL|Ct

=

Of| A

CHE Ol= &2|X7F ZEOAM D& Multicast & 7I5S *

|25l= 2 20 FLCH
interface vlan1

no ip mroute-cache

AAH IP Multicast A5} |

ip multicast boundary FdZ A%

oco=

A5H0] LE O] A Multicast &
BAE F258t2{H no ip multicast boundary

AABHL|CH A E
S MBS
AE E FE2 A HR L0 AFE E FE

S AWEAAIQ. F A A
NP
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Bof

29

ip multicast boundary access-/ist

QIE{ I O] A0 BA multicast & T+ LICH.

interface vlan 1

ip multicast boundary acl
ip access-list standard acl

permit 192.168.20.97 255.255.255.0
IP Multicast =& T445}7]

ip multicast helper-map B &2

HERZOM & 7H2| Broadcast HE

HHES F/A8t2{H no ip multicast helper-map ¥

AlSi310] Multicast 2 S
3 E AZATLICE

2 Al
s o

o
Kely
>
>
to

AHE S0 Multicast

Bof

Interface vlan vian-id

ip multicast  helper-map

group-address access-list

broadcast

=2
VLAN 74 REZ A|ZtstL|Ch
ip multicast helper &2

Broadcast M| A|X| £ Multicast HIA|X|2
HatgkL|Ct,

ip directed-broadcast

X|&td Broadcast & & £%tL|Ct.

ip forward-protocol udp [por{

HAIXIE HES

Broadcast U E®|3 2| SXX|E HZSt= OHX| -

BYol

Interface vlan vian-id

VLAN 78 ZEE A|RFSHL|C}

ip directed-broadcast

ip multicast

broadcast-address access-list

helper-map group-address

X| &g broadcast & 518 LICt
ip multicast helper &2 #4310

multicast Ml A|X| & Broadcast HA|X| 2
#HatgkL|Ct,

[ =

ip forward-protocol udp [port]

HA|X|E MESIEE ZEHSE

B L}

od

Of| =

Chs Ol

ip multicast helper &

F_C'i

= T8t s EoE LI
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2t EH Fd2 ChEdt Z2EL0H Xgd HAIXIE M2[5H7] 5] R BHW & 2R E2| e0
ZEOf ip directed-broadcast @& & Td e LICE. ip multicast helper-map Broadcast
230.0.0.1 7

testacll 2 AF23810 AA F=A 192.168.20.97/24 0| A CHA =4 230.0.0.1 2| Multicast
HAIXIZ2 M& &l LE #HS 4000 O] UDP Broadcast HA|X| S RiE & o~ UEL|CH

2af HA|X|E X2[st7| {6 OHX[2 & 2FRE{2| e1 ZEO| ip directed-broadcast Fd=
TAELICE ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2 & 7140 ZE

STt 4000 0|0 A FATF192.168.20.97/24 QI CHA =4 230.0.0.1 2 CHA0| e
Broadcast HIA|X| 2 Bzt & 4~ Q& L|Ct address 172.10.255.255.

22 Broadcast HIEQIAE HZst= A HA 5 2tRHOAM OIS XS TASIMAIR.
(BHE7H VLAN ZE0| 74 =0 US)

interface vlan 1

ip directed-broadcast

ip multicast helper-map broadcast 230.0.0.1 testacl

ip pim-dm

|

ip access-list extended testacl permit udp 192.168.20.97 255.255.255.0 any ip

forward-protocol udp 4000
Broadcast HHE¥A 2| A X|E HASt= OHX|H-F 2tREHO| T3S ™ TLICE.

interface vlan 1

ip directed-broadcast

ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2
ip pim-dm

I

ip access-list extended testacl2 permit udp 192.168.20.97 255.255.255.0 any

ip forward-protocol udp 4000
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Stub Multicast @2 F48}7]

ol
=x

ip igmp helper-address
E2E 7 U

ip pim-dm neighbor-filter &

o
d2

ASHY stub multicast

stub EFREQF ZAET HAE ZEOM CFE XS =ASHHAIR.
HHof A
Interface vlan vian-id VLAN 74 ZEE A|EfEtL C}
: . IPigmp B¥E T LICH HE[HAEE MEY
ip igmp helper-address o A=
o EEBFAE FYRHO| HAX E>HLCH
destination-address
Y 2tREHQt stub 2R E7F HAE ZEOIM CHE &YS =S LICH
LY k]
Interface vlan v/an-id VLAN 7+ B EE A|ZgtL|Ct
ip pim neighbor-filter access-/ist Stub EFREHOIM 2E PIM HAIXIE ZHEELICH

Of| A
ChZa 20| 2t*H At B E #ELICH
Stub 2t E A 71
ip multicast-routing
interface vlan 1
ip pim-dm
ip igmp helper-address 10.0.0.2
B4 2196 B 7Y
ip multicast-routing
ip pim-dm

ip pim-dm neighbor-filter stubfilter
ip access-list stubfilter

deny 10.0.0.1
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Multicast 2 2 L|HE S |FX|E5}7|

Multicast ZH A2t 2t 8 HIO|= X| 27|

E8 A = 22 HO[E0| 25X 2 4% Y WHES X orgL Lt
ZE|ZEOM CHES HASHHAIR.
g3 k)
clear ip igmp group [type interface] IGMP 7HA|Q] &t 52 K| SL|C}
clear ip mroute /pim-dm [sm group- Multicast 2t & HO|22| &=& X| FLICt
address | source-address]

Multicast 2t7 8 H|O|& X A[2E S7 &2 BA|

>

>
>
oo

T
13
mjo

IP Multi 2t2 8 H|O|S, 7§A| EE& Tl O|E{H| O] 20 et XtM|et S &= 2
et HERS XM E siZste ol ==0] Ut

LS BES H3H0] multicast 2H2E0f Tt 874 EE HEAILICL

CEL CL:

show ip igmp groups [type number | |GMP-cache of HEIHAE IS BAIGLICH.

group-address) [detail]

show ip igmp interface [fype number  |2IE{HO| A0 IGMP THEEE BEA[ZLIC

show ip mroute mfc HE|AHLE TEHAAME BAZLCH

show ip rpf [ucast | pim-dm | pim-sm ] RPF HE5 EA|EL|CL

source-address
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IGMP T+435}7|
e

IGMP

IGMP (Internet Group Management Protocol)= Multicast group T8 |2 Z2|stE O AHElE=
ZZEZYLICL IGMP £ 2 2E Jip 29X 55 Zoldts HIEY Z2EZYULCL 2 AE
Z0|A IGMP Z2EZ2 SAE, Multicast 1& T4 0]

XHAIO| £38t Multicast 1 &2 E 05t S @ AETF AL(X|Q| 2| HA|X|of SEt=
BYS IS 29K FHOM IGMP Z2EZ2 IGMP X[

AQX|7F 24 HEYAO Y= SAEQ| Multicast 12 A4 ID £ &&=

A @ AEOf B HIAIX|Of M2t MEE Multicast 1& 38 S2S

St WY e gL

_|
oA

4> o
0x %

0

ALX|74IGMP 2t Z2EZEES X[ /S| IZ0] multicast 2t 2 ZEEZ 0| XY
HEXZ 2| multicast & T &0l Ciet BE7 MS 2 5= A2 22|X|= Multicast HA|X[ &
MESX| 25 ZELLCE F, 2X(7t 1P HAIX|2] Multicast ZEMAE X[ 5= UA
5t2{ ™ Multicast 2R E T2EZ 0t

IGMP 2tREH Z2ZEZZ X|/USI=E AKX E Fslof SL|Ct dX AAA 22|X|= =4 HH

ol IGMP 29 E Z2EZ 0t HH 3 IGMP & X[ YL C

IGMP O CHet S && QI A&t HEHO0| Y &L|CH IGMP-Router Z2EZ2| 7|52 Multicast
28 Z2EESZ SOl AIZELCH
OLNK
Mzt UstH IGMP o] st 213 Z2EZ (OLNK)2 CHE ZZ2EZNEH M5 %82
Z2NAZ 7] W20 Multicast 2t 8 Z2EZ0| Ot L|Ct 2L & Ex3t ¢
OLNK £ Tt EEEX| 0N AASIH 22 Z0E A3 = YSLICE Y Z2MATE &= PIM-
DM ZZ2EZ1} OFAHZIX| 2 OLNK £ IGMP 118 FA Qe

rot
oL —
1=
[o)
]
O
—
Z
~

2t RPF QA O|AE A 2T &= ASLICH 0
BEESED Multicast 2R E

ZREZO MO HAIXIZI iYZS XX St AS YAIRLICH
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IGMP T+45}7|

IGMP 2t2HO| £4Z2 F+M5t= B2 =2 IGMP Of7f #H=
Ol HHES MAHTILCL XIMTH LHE2 IGMP B HHE M0 ZME FZSMA|L.

i
P
ox
Ot
rir
0g
52
0
I
o
[
o
o

S IGMP HHE HZA

X27A IGMP Z2EF0i|= Al 7HX] Z4 BTO| AFLILE 3l RFC = RFC1112, RFC2236 &
RFC3376 2LICt IGMP V1 & Multicast 1& T #S
7|Z5tE 7| X AL IGMP V2 £ X FE Multicast 15 T3-S
2|5k, IGMP ZAE7F Multicast 18 ME I 7 HIAIXIE Mgt
A5 783e HE Xgs o g 5 USHELIGMP V3 O & 24 o4
Multicast 1& T+ & ID & YHIOIEStD RX| #a|dt= F7t 7|50]
UELICH IGMP V3 Q| IGMP 2t2E Z2EZ2 IGMP V1 X IGMP V2 2| ZAE Z1} 285t
S SHEILICE AAA o] 29K AZEQIO{£ 3 74O IGMP H{7 2| IGMP Bt EH ZEEZS
NI
MZ CH2 QIET 0| A0A IGMP-Router 7|5 S T & = AL LICH(MZ CH2 QIEH 0| A0
TMEl Multicast 22 El Z2E 20| IGMP 2t 7|52 A|ZHgh, 2|1 CH2 A9l IGMP &
CHE QI HO| A0 M &gt 4= AELIC.

= sYst HEQYIE AZSt=s ZE F S0 M IGMP 2t H
L Ct.

1o III>

AN
Multicast 29X |= &

s AME E = U

[I|>

Chg BES 2ASI0 ZEOA IGMP-Router Z2EZ2| M S HEGL|CH

¥ 2%

ol

O.I MH

. . ) EoM M¥FOl IGMP HES
ip igmp version version_number

IGMP #H 2| 7+4 F+d

S IGMP 2t2H Z2EZO| HH H 7t Fo0[= A 80| Multicast 29|X|= IGMP 2H%H
7150] AlZHEl ZEO|N E7 A|ZOICH IGMP 28 F2| HAIXIE B 5= AUSLICHE BE FAE
224.0.0.1 YL|C} Multicast 2 X[2] X2 IGMP TAENA 210 HA|X|E 7HN QA
HERTS| Zt IGMP SAET &3t Multicast 1 &2 Thtshs A L|CH Lt 2| HA|X|E
BUW& 2t42 1IGMP #2| ZtAo|2tn gL Tt IGMP Query Interval (IGMP 2| Zt2) Of 7|
Mot 2 o2 AME AR AQXK|E HXY| IGMP BAEJF 23 Multicast 120 Cist HEE
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FA| =418 2= QUELICEH IGMP Query Interval (IGMP #2| ZH2) Oj7 BTt 22 o2
THE 42 dX HEK/INAM IGMP HIA|X|2] Z&0| Z7tgtLICt.

e BEE A5 ZEOM IGMP H2| Zt4 8 =FeL ot
Bof ek
#7h QIEIH 0| 201 M IGMP 2| 2142

ip igmp query-interval t/me
p igmp query AFBILIC (S - %)

IGMP 2|29 ZtA Fd3t7|

IGMP 2} RH Z2EZ9) H'|7‘1 2 % HP‘* 30 CHal IGMP 2t R H Z2EZS 25 LHE
29X[7 S22 HEAIO A H2| =2 S dEfsiort L Ct

Querier = H2| HAIXE B 5 A= 29(X[E 2|0[Z Tt (AHE IGMP-Router Z2 EE0|
2dst & 29X ZEYLL. B&2 dttel HESRR0= stbtel He7t AgU L 5,
StLte| A2/ X|2HIGMP H 2| HA[X| S 2&LICL Multicast

28 T2 EZ2 IGMP-Router V1 0| A IGMP 2| HAIX|E 2 22X & Z27857| HZ0
IGMP-Router V1 Of Clieht 2| 2 gXt+ AE40| Gl5LIC)

IGMP-Router V2 % IGMP-Router V3 O & 523t querier &Y

H} A
O AANH

FAE 71X ALQK[7t HEKX AL querier & LIC} querier 7F O A2 X|= querier 2] EME
=

7|Z5H7] ?loh AIAE MEohof ZLICE S5 A|ZHO] Z=MET E &2 P FAZ AX[0M
IGMP H2| HAIX|E =4 & W7HX| B HE| 2IX|7t querier 2 B#gHL|C

IGMP-Router V2 4% CHE2 AHESIO CHE 2| ¢tdS 4 & = ASF L

of

Hof el

CHE queriers O ZtA2 FMHBHLICH (EHR] : X).

ip igmp querier-timeout t/ime

IGMP-Router V1 2| A2 CE 2|9 Z+AL2 £2 7t Y &LICH IGMP-Router V3 2| A2,
ZZEZ AHHO Qs Z2-E7| 20 7HE2 7+ & 5 gl&LCh

%0 IGMP S AlZH 74

IGMP-Router V2 3 IGMP-Router V3 2| A2 M4 =l IGMP 8t 2| HA|X|2] E4 HO|H
L= IGMP ZAEQ| O 8E AZtE ZEYLICL &, IGMP SAE= A4 =l X|Cf &

AlZHol 2tz E[7] o S HAIXIE £LHOF ot O] &t H2| HAIX|Z7t +=MERASS
LIEFRHLICE Z|Cf SE AIZH0] 2 222 F#dE 8% Multicast 15 T2 2| #HE0|
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RIGELITE A0) S AlZHS & 3oz RHetE Hxf UEAI0IA IGMP HAIXIS SE0|
SIHtLITH
a:

Z|CH IGMP 8 AlZH2 IGMP # 2| ZHA ECt BfofoF grL|Ct =i S& AlZt 2t0| #2| ZtH =L}
3 H A AE2 query-interval-1 O CHSE X|CH S & A|ZHE AH52 2 FTHLICt IGMP-Router V2

5! IGMP-Router V3 2| Z% QIHHO|A T/ REOA

Chg 3ES LASLICH 20 IGMP S AlZtE 78328 LSS A AIL.

EELY 4y
Z|CH IGMP S AlZH (EHRI:X)
Tt

mjo

ip igmp query-max-response-time time

IGMP-Router V1 2| AL, %|CH IGMP OE.* A7t Z2EF KHM0 Qs Z27d & LICt w2tA O
HZH2 |GMP-Router V1 O M= £ ol& LI CF.

DRX|3f 18 A 0| Cfst IGMP 2| 742 44517

IGMP-Router V2 3 IGMP-Router V3 2| 22 &7 Multicast &0 CHSE O& & FH2| HAIX]|7F
MEM OX|8 OF A FH2| 7+40] s AEQ| ZCf SE A|Zt2E AEELICH 5, IGMP
SAEE OF 8 Hel HAIXZt £=AEAZS LIEIW= OrX|2 28 FE 9| 20 SE
AlZto| Bt E|7] Mol ' HA|X|E EL{OFgLICt IGMP 2 AETL 2| HA[X|of SE &
2t gitts AS SHstH 7|E 244 O|=0of ojA|X|of SESHX| & LICt O] BS Multicast
22X =

MEE Multicast 18 782 FEE OO ELLICL OMX|2 O& F+ERAQ| FH2| 7+40| 2
U2 2 FEE 42 Multicast 18 T+ RQ| HZO| X|AE LT oX[2 O F F-d &2l #al
7HA40| 22 o2 e F2 A WEAI0A IGMP HIA|X|Q] E&0| Z7+gtL|Ct

IGMP-Router V2 3 IGMP-Router V3 2| 42 QIEHHO|A 4 ZEO|M LSS HAMSHH OFX|Sf
a5 3|9 IGMP #He| ZtAS gLt

FYof

nx
o

o . , OX|2 28 A2 IGMP 2| 2+
ip igmp last-member-query-interval t/ime

(Tl 22l )2 FELCL

Qro| @& 2 IGMP-Router V1 0| A &= FESHA| Y& L|CH
A IGMP T4

IGMP-Router Z2EZ0| o8 #HM & 7|5 0= AX= ZEHO ¥X Multicast &
TS X|YEL|Ct IGMP SAEQ| A2 Multicast 12 ALY oA 7t CHE £ YSLICH IGMP
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DAET} Multicast & group? O|2F £330, Multicast HIA|X[E =41 A] Multicast 1&

group1 Ol Multicast HA|X|E 2 L|CH 27 A|ZHO| X|LIH Multicast 1& 2 A& 20| £& =+
A2 M Multicast L& 2 Off Multicast HIA[X[E &350 Multicast L& 2 Off 2 L{Ct CHE
A|ZHO] X|LI IGMP 2 A E = Multicast 10l £3HX| 42 5 UAELICH [atA, Multicast &
o e Chstot

?lol "sA Multicast 1 &"0t &2| ZEZI A Multicast &0 £5t=E 7= 2 Multicast
2IRE Z2EZE2 TEE Multicast 1E2| Multicast HIA|X| 2 &A $£AI8tD ELj= ZEZ
HEl AN FA0N

A& ELICE IGMP-Router V3 2t O & 22| = & FX Multicast 1E2 X|
Multicast HIA|X|E =4St E £ & = JAESLICL F, Multicast HAIX[Z7F =41 2 I AA T EH
7| 50| =7tEHct.

ot

QI HO|A 1 HEOA CHg S 2dst0] ZEO st X Multicast &S TS LICH

B3

2

gy

fjo

ip igmp static-group { *| group-addressy | ZE2| X Multicast 1& &4

N MSHL|C
{include source-address | <cr>'} TS

IGMP SA|- Y& 22 1

e EEOHH IGMP V2 7} A|& &l ZETJF AZE HEIY IGM
M o

2 L2K|0| Leave HAIX|E ERLICE Leave HIAIX|E
HAIXIE EW| 2AEO|AM Multicast &4 8= Multicast B A[X| 7} ZEOf
gHRIgtL|CH SA| WE 7|50| #EE0f A2 T IGMP 2 AEQF Multicast 2

g2 H8Y LRIt gle8Z Multicast & TEH ID 2| HE7Hs gLIC

P
B2 IGMP SA|-Et= 228 1LMSI0 IGMP SAEQ| SA|-HEI|SE T £ ASL|CH
IGMP V2 o] ™0 [E2H SAEJF E™ Multicast 152 HE [ SAEE= T E Multicast
Al 3 3 Multicast 28 X|=
2

x4

HHO= MY 74 2EQ QIHEO|A 7+d BEON 25 7+ & 5+ USLICE MY 7
oo FHEE HHO M == AHIO|A Fd REOA YR HH M = ELCt
=5LICh 89 18 ZEOM BESE Ng 85t

CIHIO|A F+d BEON & FHO| MErE Lt FHO| QIHEo|A 4 REOAN XM&
TEEH MY 7d ZEOM FHEE FH2 QAHEO|A 1 BEO| 7 HEZ AL CH

|_| o = "1 I_
IGMP-Router V2 2| 42 QIHLO|A 14 DEOAM CHF FHS A0 IGMP
SA-EHE EES AL L

- 1=
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o

gdof A4
IGMP S AE0Q| L%t Multicast IS0 A SA|

L7he 7)58 Tesie dMA 222

ip igmp immediate-leave group-list

list-name
AL}

o -

list-name O|2}= EZ IP Access-list &
gL Ct

= Access-list T+ ZE0| A

M EE| 7|58 73St IGMP ZAEQ)
=

0

28 FEYLL

ip access-list standard /ist-name

AN H

permit source-address

&S]

O|™ H&HE2 |GMP-Router V1 & IGMP-Router V3 0| = S 2 8}X| ¥&L|Ct
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IGMP E4 4 (

DE FE2 Vian ZEOM IGMP 5§42 +deL
IGMP H{T A9l of

A9 KMol IGMP-2IREH Z2EE

Ol | IGMP-2IRE ZZ2E
HAO| IGMP-2IRE ZEEZS
Z2EEZS 7| 0| 22 IGMP-

F|O

52 MO IGMP S AEQ} S %HE| K|
E|X| =Ct M2t wx HESZ0| A= oA
AR(X|7F Ue D2 x4 HHO| IGMP-2FLH
fH ZEEZE HHY{OF SLCH

T 1T O 1
r,—_l

_._

Q

=
=
[

o°=*

OP

_U
—|—

ZH2| Xt IGMP-EHREf V1 B IGMP-EH2E V2 & MESt= AKX 7 22 AKX 7} HZE
HEXIO QACt= AS L0 QJCHD J7HYSHH, BE|XtE IGMP-EHRE Z2EE BT
V2 HE 2 IGMP-2HE 2 Of| A HAsloF fL|Ct.

ip igmp version 1
2= A IGMPHE| 24 74 ¢f

CHS o= IGMP #2| ZtA 2 50 XE gt WH S 20 F LI}

ip igmp query-interval 50
IGMP Querier 2t 714 0f

CHS 0= IGMP Querier Zt2€ 100 X2 $=Hdl= W2 Ho|FL|C}

ip igmp querier-timeout 10
IGMP Z|Cf SE AlZH off |

CHS Ol= A IGMP 85 AIZHE 15 X2 +7sts WS 20E L Ct

ip igmp query-max-response-time 15
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ORX19 35 R0 thet IGMP FH2| ZHE F-g2| 0f

ChE olof M= OrX[E 35 7822l IGMP HE| ZH4 S 2000ms 2 +~dot= LEE 20FL L

ip igmp last-member-query-interval 2000
HH IGMP 74 of| K

S Meotol M FhAol 12 2HAE
A

& Multicast AE2| ++d BH2 CHE Of7 HE S
| H+E M o Z0HE 20 ELICH

ol & = AL TS o M= ChHE FE o7

= — oo

ip igmp static-group *

Ol 7+ EH2 B = HX Multicast 1E2 T+I T LICE Multicast 228 ZEEE2 &

ol IP
multicast M| A|X|Z interface vlan 1 22 FESt= Z4 @ L|CH

rin

ip igmp static-group 224.1.1.7

O™ 7td B2 interface vlan 1 0l M multicast & 224.1.1.7 & +-8EL|Ct F,

I I O] A= multicast 1 & 224.1.1.7 O £&LICL Multicast 2t ZE2EEZ2 O
Multicast & 224.1.1.7 2 & = 2= |P Multicast HA|X| £ interface vlan 1 22 M=
AYL|C,

interface vlan 1

ip igmp static-group 224.1.1.7 include 192.168.20.168

712 dd 192 2HH 0| A ethernet 0/0 Off HA Multicast 1& 224.1.1.7 2 #4351
Multicast 152 source-filter & 192.168.20.168 2 Ho|8tL|Ct F, QIE{ O] A £ Multicast 1&
224.1.1.7 Of &5}X|2t 192.168.20.168 2| IP Multicast HA|X| 2t =ABHLICE Multicast 22 &
ZEEZE2 192.168.20.168 O A =Al&|10 OREILY Multicast 1& 224.1.1.7 2 ©& & P
Multicast HIA|X|E QVE{H 0|2 O|HUW 0/0 22 T EHSt= AYLICE

PIEHO|A 718 REO|AM CHS HE S HESHO 192.168.20.169 O A OHX|Z 2 2 Multicast &
224117 2 ™% &l IP Multicast HA|X|S $=A1BFL|CH

ip igmp static-group 224.1.1.7 include 192.168.20.169

7|1 B2 03 &8 FAE FOH| A8l o] ¥ HAE = UASLCH

oz
R
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Multicast ZE0|A Multicast 1 & BE= 58 AL FAQ} BE A4 FA0 LY
SAOf 8 & = YELICL Ol 0 AFE = HEE WeErE LT o & S0
ip igmp static-group 224.1.1.7 E2 & o = ip igmp static-group 224.1.1.7
include 192.168.20.168 BHZ A &SI H ip igmp BHO| AAE LTt

HA 0E 224.1.1.7 =% 192.168.20.168 = 4=k & L|C}

IGMP SA|-8E 55 78 04l
Lt 00 A= immediate-leave 7|52 AHESHY interface Vian 1 0| A €A| SX|E| =5 Access-
list & 7435t IGMP §ﬁ§9l IP =2 192.168.20.168 =
Access-list Off =7tot= &S E0{FLILE O] 85 ALESHH IP 271 192.168.20.168 2
IGMP S AE0|AM 54 SE| 7|58 MEY =+ USLICH
interface vlan 1
ip igmp immediate-leave imme-leave
exit
ip access-list standard imme-leave

permit 192.168.20.168
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PIM-DM £

PIM-DM 72

Protocol Independent Multicast Dense Mode (PIM-DM)& 2% 2 E2| Multicast
2IRE T2 EZQLCL 7|2X O 2 Multicast 227 Multicast HIO|E{ & E LY 7|
AESHH EOQle| B E W ESRA LET HO|HE sAlgL|Ct W2tA PIM-DM 2

Multicast T§Z! 2 Broadcast & ZEZ MEFSHL|CH Multicast 227} L|O|HE

HLZ| AEBHEH A[X|= RPF QEHIO|AS Koot Z& PIM g5} QIEH oA 2

|

Multicast Tj 212 MEtstL|Ct 0|2{3t HtAlO 2 pM-DM EH Q0] BE HEQA

L EE= 0|23 Multicast I 22 =4 & = JAELICEH Multicast Z9I Y=

AZBH7| Qs AKX A2 GO AA SOf SHES= Multicast 2t E &2

Mo 2FL|CH 2HRE &= (S, G)0l= Multicast 22 FA, Multicast
"

=4
aAE T2, 24 9HH0lA =5, EHO|H &l 208 ZetLL.

— —/ Ty

E8 HESRA MAHE0 Multicast 1F TIA0| H2H PIM-DM 2 pruning ZEE EL1
HE/Z NOAHEE AAS= Y AHHO|AE FE| o CHS pruning HEFE gL T
pruning SE= Aot A|ZH EFO|THO S S LTt EFO[HZE A|ZH Z23tE| M pruning & EHZt CHA|
e YENZF =l Multicast GO = O] 27| & et M & =+ AFLILE ESF pruning
HENOl= Multicast 222 8! Multicast 2E0f| TSt YE7F S0 JASLITE pruning S0
Multicast 1& T4 0| LIEILIH PIM-DM 2 &% EE2| pruning & EfZ A2+ Z1HE|Of
pruning

HENZF TEO| 2 W7EK] 7|Ch2[X] 0 20 HIAX|E &9 EEZ HetetL ot

A2ASTHOHNE OE GO BEE EUHE oH A HHY-5 X = 28 &5 (S,
GO M2 n& MHEE FJ|XMo 2 22l Broadcast EE|E EL
OFELICH PIM-DM Of B M2 1 L/2 Ch2 2EE JEE M

Broadcast £2|2| pruning 0| AlZH ZtE|X| =5 FLCt
CHE M~ L EI0)M DR ME{O| = PIM-DM 2 CIS3} 22 ¥g =gt

<]

0
gl

n
Pl
mjn
rx
Juj
Of
rir
ol

Yal

o HEXMO=Z ML= Multicast I ZS &X|5H7| Qs
=2 A
[}

—
HEfLIC

=

® add/prune HH HAHLES AME5I0] S5 7t/ FE| SEE SO|HAIR.
o SXHETH X X7| HYs ARt HHLBE X7 AR

=~
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PIM-DM EO Q0| A PIM-DME F7|H2 2 HA#st= AQX[= Hello BEE F7|HOZ HLY

e CIXTE PIM AKX E AESL LT
o ZAY 2|Z {EKISf 2lZ AKX

® Multi-access U ER IO A X|HE 2tRE(DR)E MEHTL|CE

IGMP v1 2t 22t & PIM-DM 2 DR MEiZ gL|Ct QIE{H 0|2l ZE PIM QIF 2H2E 7t DR
M =R E XYSHH M &7t 22 QHE 2t*H7 DR2E MEEL|CH M =7t 22 H
OIE{HO|A P 2tO| Z|CH QI QI 2tRE{ 7t DR 22 MEHEILICH @M =27} 0{2] 2tRE 2] Hello

HA[X|O EA|ZIX| 2™ QIEHHO|ATZL 7k 2 1P 242 7t 227t DR ZE MEIEL|CE
A2{X|9| PIM-DM v2 £ CIDR, VLSM %! IGMP v1-v3 & X|gtL|C}.

PIM-DM T+ 5}7|
EFO| 43} 7|

228 ZZEZ2 Hello HA|X|Q} State-Refresh X0 HIA|X|o] F& Bl E TS|y sl o 2
49| EIO|HE AtEDICE Hello HAIX|E M&ote ZtA2 1T 2HA7F SHIEA MY &
U=X| o 20of Fek2 Dlﬂ'—lﬁf.

N

29K 4 REO|M Chs BES 25 EtO|HE ZESHYA|R:
g@do g
ip pim-dm hello-interval QIE{H O] A Bl neighbor 2 2 £ Hello
HAMXE S4Ste 744 (= B2
gL
ip pim-dm state-refresh | 2225 ZF AZ5= A Hmj-g 22/X(2|
origination-interval AEf AHE D& HAIX|E ELjE 7tAHe

PIM-DM 2| Bl AfZ 1F MO 2= 72822 2| ZEoAM HEELH. °|E11L|0|A .
AN x Z *

[ o
REO 7Y B2 225 MY HEsts W HM 2 29X7L F7IH2 2 JE M2 1%
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HAIXE 22 I FAEF ZEO| # 0T HEFHLICH CfE £9(X(Q] 8
oy HAIXIE M2l 7| YL et

iyl 29
no ip pim-dm state-refresh disable ZEEOA AEf M2 1F HAIXIE
Eifngtg o AELCH
ip pim-dm state-refresh ZEOM SE M2 0HE HAXIE
origination-interval Bljagrg 748 P L

LE 74 B2

o

PM-DM 2 7|2X o2 THT S5 795X @ELIth d
22 g Multicast 24 ZEY FE S ZatptL(Ct o1t 22

o oF gLt

HEQI MOAHEQS| AQX| L= AQX|7t PIM-DM & &0 &7t}
LHE SE2 Fd¢l(oF gL CH €8 050 22 HHS Sitste=
Multicast ZA ZHE SE2 FddlioF gL Ct.

o 1=

Bol

ip pim-dm neighor-filter oY 22 =5

ip multicast boundary

DR M &=2| 7 d45}7|

IGMP v1 T} S#H40ji= DR MeH0| TR LI 7|2H o2 DRO| £4 &2

L =T

o ﬁ

12 gL QHHo|A9 BE PiM 217 22 H7t DR 24 —’.E-?—I% x|
=28 717 oI 2tRE7t DROZE MEEL|CE M =27t Z2o
SIEfH|O| A 1P 20| Z[off ¢ eI 2B 7t DR 2= e E LTt —r*.J =271 012f 22 E 2| Hello
D AIX[ O EAIZ[X] 2@ QIEIO|AT 7HY 2 1P ¢tE 7+

2t E7t DR 22 MEHFL|LY.

OIF O]~ TN BEON CHS YHS MHBIMAIL

otH &2 24

= =]
BYol gy
N - X Hel ZEOAM 22 DROj| CHet 24
ip pim-dm dr-priority
#2918 FHELIC
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(5.G) X[ 27|

O

100

F

=

o

=

2t g HIO|

ol
o1
K

2 YAEZ ZEOA PIM-DM

4

=
[=]

Lct 8

19)

A

7.

o

Multicast 2t
G) &= Tt AFH|st

2 27 MRT 9|

clear ip mroute pim-dm {* | group [sourcel)) 22 MRT M &= (S, G)

o AHE & LICH

[

[
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PIM-SM T35} 7|

PIM-SM 71 &

|>
|>

Protocol Independent Multicast Spare Mode (PIM-SM)+&
228 TZEZYLICE PIM-SM =4 Q1o)X PIM-SM & A3st=

F7|H2 2 Hello Y28 W& Lt 22 XS 2IYLICH

2 E9| Multicast
s

o QT3 PIM-SM 29X & HSHY AL,

o [T AN HEJAIOM XFE 22E DRE MR LCL

Ct= 280 20| DR 2 =02l / de| HA[X|E Multicast E2|o] e = 2 AAE OF
TS AASIALE RI™ HZAEl multicast 2A 2| H|O|E{E muticast £HY E2|2 EHL|CH
L— -
Sender w
(*, G} Join - Ll
(S, G)Registration Unicast ‘le, ! Shared Tree
(8, G) Join > @ Source Tree—a
(S, GIREBiETTEEEW* Unicast i
Data ﬁm—* "
Receiver
32l 5-1 PIM-SM 2| 0] ab
PIM-SM 2 Multicast B = E2|E 2t50{ Multicast T2 S = LICH Multicast 2% E2|=

S>3 E2lQt Xt H2 E2|o| F AECE 7 & = UELLL Shared Tree = 15 G2 RP &

FEZ AE3L1 Shortest Path Tree & Multicast

225 REZ AMERLICE PIM-SM 2 HA|E join / prune 2EE &3l Multicast

HizZ E2|E BHE0 FX| [Tk 22l 5-1 3t 20| DR O] =41 ZO0|M Join HAIX| &
=4I5tH DR 15 B2 RP Ol CHEH 2 SOl (*, G) - 7+ TIAIX|

=7 E2lof FtYAIZL L AA ZAE Multicast HAIX|E 80 MESIH AA SAEQ]
72 S5 HAIX|0f f7|X|2} 2|2 DR O 2[3H RP 0] Unicast & L{Ct.
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O Lhg RP £ &2 SAEQ| I{7|X| E[X| H2 1%

—

%
HYLCL RP = 220 X[E Z= E2|0f Fo57| 24}

S5 EEIE et 38 8o
S, G) - QI HAIXE oA Ho =z H

o
A & APIK2 2YLCH Of o2 A0 IjZl2 17| Y =X &1 2EH Z= EEI% (et
RP 2 TEELICE A BIR Multicast OB 7t = &35 RP = S5 SXI HAIX|E £22| DR O

21 DRE & W7|X| ZEMAE SX|FLLE 0|2 AA9| Multicast H|O|E{= ‘| ol

i 7|3 E|X| EX|TH AAO| X[EH ZE M JHE W2t RP E MS E S RP 7t 37 E2|E Met
Zt AF BHOA S LICE Multicast HIO|E{ 7t ZR5IX| 42 < DR-2 Prune HA|X|E
& G 2| RP & ¥4l Multicast t0f 37 E2|E MAHELICH

PIM-SM & RP ME SHH & QIX|StL|C} StLf O] 4o =& BSR O PIM-SM =0 Q10| A

TE L EF g0l Ml £ 2 BSR S0|A BSR 2 MEHE 4= A& LICL FE RP & PIM-SM
SHQIOA T ELICE Ol2{st T RP £ RP 2] FAL Multicast 1E2 Z&sHE Ii3lS
BSR Off Uni-casting & L|C}. BSR 2 YHO| 22 Rp & (1St 1& O AE =g
SEAEY HAXE AR W3ttt SFEAER HA|X|= HA| =0 Q10 A
MEE UL A9X= RFEAE™ HAX|E #=41510] MYELICE DRO| 2 A
O FERe BAO st EAME &2 2 DRO| 152| 2t*E &50| gle
Lng|52 8 A8 FAE FE RPO| B LCL O3 CHZ DR 2 Join / prune HA|X| &
RPEZEOZ STHZ Multicast 8 LICH OHX|ZACZ DR 2 2 HAIX|0 Multicast HIO|EH &
I§7|"st 0|2 RP O Unicasting 8 LILCt.

S Fﬂ ot
lt rn ot
{> o 1
m
i hu

rs

rlo
els
>

PIM-SM A3} 7|

PIM-SM A|%f517]

oe:t
Ot
2
<
r
5
Z
ro
m
H
Q
>
=2
x
u
z
m
<
HJ|0

MBS0 sparse ZEO|A HE| JHAE

Bo| ay

QIE{I|0|A T4 ZEO|A PIM-SM HE|

ip pim-sm IfAE 2tRE Z2NAE QIEIo|A

2y81E AL

=

BSR T/d5}7|

PIM-SM = QIO A ZA BSRS M & &= &L|C}

VLAN QIE{HO|A REOM CE BHS AAHSLICH
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o

3ol

29

ip

no

pim-sm bsr-border

ip pim-sm bsr-border

VLAN QIE{I{|O| A0 ZH BSR 2 MATHC

PIM-SM Multicast 2 HA|

[source-address] [summary]

Yo My
show ip mroute pim-sm [group-address| Fi& BE8= 0] PIM-SM 0|l Af o5 ot
multicast 32 FEE =QlIeL(Ct.

Multicast 22 EE 22 PIM-SM X[ 27|

clear ip mroute pim-sm

group-address ] [source-address]

[

*

32 245t PIM-SM 0N stg oF ZE[IHAE B2E X 4
Bo| Ck:
PIN-SM CHf3t =0l Ch2h REASE He
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3 O

PIM-SM 74

A CtE olM= & 702l 29IXI7F PIM-SM ZE| THAE BRE 9
Y= EoFLIC

>

Sf

291K A:

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

!

interface vlan1

ip address 192.166.1.142 255.255.255.0

ip pim-sm

ip pim-sm dr-pri 100

ip rip 1 enable

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
ip rip 1 enable

ip pim-sm

!

router rip 1

version 2

500

k!



22K B:

!

ip multicast-routing

I

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

ip pim-sm dr-pri 200

|

interface vlan 2
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ip address 192.168.21.144 255.255.255.0
ip pim-sm

BSR T+ Of|(Vlan ZE 0| 7+85I= E9)

Ct

gjo

Ole &= A9/X|°] BSR +HS EO{FL|Ct.

29K A

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

!

interface vlan1

ip address 192.166.1.142 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
physical-layer speed 128000

ip pim-sm

ip rip 1 enable

[

router rip 1
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29X B:

!

ip multicast-routing

I

interface Loopback0

ip address 192.168.100.144 255.255.255.0
ip pim-sm

!

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.144 255.255.255.0

ip pim-sm
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IPv6e TEEZ 7N

IPv6 TEEE AN

2t2E9| IPve FA 2 S2|X QIE{H0[ATt OFLl VLAN QIE{ I 0| A0 M M-8 L|Ct
IPv6 ZEEZEE 7|2 ME{O|M AL = §SLICE IPve ZEEZS VLAN QBT 0| A0f A
AH85lofste 40| ZEEE2 A VLAN QHIO|A T4 B E0|A 2 3tsljoFgtL|Ct. IPve
DT2EZ S A8 ALBALZL IPve TAE FdsloFgL| Tt VLAN QIE{ I O| A0 A &0 =
StLEC| IPve FAa7F TG E|H VLAN QI O|A & IPve TiZI2 X5t CHE IPve AL S 4
g = A&

g etasorgtLCt

IPv6 Z2EES ALESHEH AM A= Lt

rir
ojo

VLAN QIHHO]A 14 REO|M HO{= StLtC| IPve T2 T3} |

IPv6 23}

IPv6 =24 T

PV AL IPv6 TS B QU A FAS HAHSIE O AFRELICH IPv6 FA0E A 71X

& 7|2 g4 el
Unicast 2001:0:0:0:0DB8:800:200C:417A/64 | 2001 : 0: 0:0: 0DB8 : 800 : 200C :
address 47A = L JHAE FAE LIEILHD

64 = O] F=20o| HFAL ZO|E

LHEFEY LI CE.
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Multicast FF01:0:0:0:0:0:0:101 DE HE| HHAE FAEFFE
x

address A|RFSHL
Any address | 2002:0:0:0:0DB8:800:200C:417A/64 | Ol F22| M2 RL| HHAE FA9|
SHI LY i~E/ERE

IPve F=A0f CHSE XEABH LI 82 RFC 4291 2 EXRSHYAIR,
IPv6 S ARSI T AR X}7} VLIAN QIE{THO]|A M DEOM 8L J|AE FAE

TMBJOFSILICE 2MEl QL IPAE ZAL IS Q89

o
Is

H
rr
Q
I
ol
>
Q
IS)

ot
I
o

IPve A3 2 F2
Global IPv6 2
VLAN QIHH|O| A 79 REOM IPve B3 - 22 FoE 790512 H g S

2 AL

FEHO 249

ipv6 enable Y3 24 FAE XNS2E FELIT
ipv6 address fe80:x link- 43 2H FLE 322 L LLCE
local

23 2Z FAE fe80 22 AXBOFRLICE BF0{2| 7|= ZO|= 64 HIEYLLL =5
T30 A OHX[9} 64 HIEO| gt X8 & A LILY.
VLAN QIE{THO| A0 A otLtel F3 22 F4 BF 98 = AFLL.

Ipve 7t &3 22 Fa0 1S SOl 9=t Ipve 2 22 FIMT HEFLICE

VLAN 2IHHO|~ REOM T IPve FAE 752 Lg FHS 2HSHUAIR.
FHO 29
ipv6 address autoconfig Y F2E NESL2
T

ipv6 address [ipv6-address/prefix-length | prefix-name

sub-bits/prefix-length] | [eui-64]

505




AE

L/2 2 E/—E[FN

o
T

L Ct.

8

e
o
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=~ =
F2E 4

ipv6 address X:X:X:X:X/<0-128> anycast

IPv6O]| ol X2

IPve &H|&=

==

AZ=

=3

I

Pe| B, &

t7] o g3 22 F27F +85o

kel

;L

L ct.

I

2 743

52

Az
Tas X
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IPv6 AlH|A A

IPv6 MH| 2 1Y

IPv6 & AFESIEE Fd5tH IPv6 Ol MSSts Z& AMHIAE 78 = AFLULE 74 7tss
IPv6 AMH[A= Of2fiet 25 Lt

IPve 23 Tz

IPv6 23 22|

IPv6 = IPv6 23S M| O{5t 22|57 | it YA ME|AE M-S LICE Of Y2 MH|A0]=
Ct20| Z&HE L|C}-

ICMPv6 THZlQ| &4l Tt 34

LUX Ipve B2 74

IPv6 2] MTU ++M

IPv6 2[C|HH 79

IPv6 =& X| Unreachablity T+

IPv6 ACL M

IPv6 Hop-Limit 74

HMX] IPve A2 1Y
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ojZlol 2t SIHE A8 &2 F2E 7 5 AFLILE 22 E = 228 slH
ef f2ls MESHAL 22ts 1nefst] ol2fst T/ IS HE + ASLIC

BHQEIL V| EHOR A4 YRS KUBLICHL YL PRI} P YW ABRE MY 7Y

BEOM Chg S 2oty fE B28 € =+ AL
YO 29
ipv6 source-route LA IPV6 BE HE

IPv6 2| MTU 74

2= AHHO|A0= 7|2 IPv6 MTU 7t JA& LT} IPve THZIQ| ZO[7F MTU & Z=1t5HH
2t EE0] IPve HAS Z=2F d ZAYL|CE

£ QEHO|A0A IPve MTU & 75t AHHO|A 74 BEOM CHS BHES

Mot Ale:

2 3of =8
ipv6 mtu bytes QIE T 0| A0 IPv6 MTU & F4&THLICEH

IPv6 2|C|HME 3d

2 S AETL MEisE B2} X9 ZE7t OtHLICH 0] B%, A%X|7t0] BR0j|N
jZ2l S +=A5HH A2X|= 2t HO|=0 2t TZI0] =41 E QI mo|AQ| IfZlS
SOt SAEQ U HEYI MIOAHEO %ot CHE 2tRHE MHTLICEH O] 2EH0f A
22X = 29X XAHME SOHX| Y0 sLst FHX| FAE VT 1f2lS CHE 2t HO| AH
2 AN DAE0 LELICL 20N IfZ2 /el Z2EE 2[C[2M Ti2lo

g H20 AYNO F2E HRES A2 SAS0| RRYLILL ¥ SAE 2
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8

MK 7t et HOIE0 2B

MEE O AMBSIEE SAE

2E F7rgLot a8t &

AXE 2t Y ZREZREH

2710 EOf| e} FIte K| & LICh

IPv6 2L M2 7|2 o= SEL|CH O2{Lt 2 H 0|20 hot standby 2t E Z2EZO

TgE IPv6 2|C|3H U2 Xt

0x

8%

rlo

>
ol

o2 HelX| BELL

N

olr

OS2 EHRIL|CEH hot standby E2H2E ZE2EEZO0| FALHO|

IPv6 EICIAME 7 2T CH2 HH S HASIYUAIR.:
Mo
FHo] =
ipv6 redirects IPv6 7t E|C|2M T2 S HES
FAA LI CL
IPv6 destination unreachablity T’
EE2 42 Al2E2 SHX 0 = & +0le IS XIE522 PESYLICH AFHEXA=0]
7ls€ BE = USUCL 0] 7|50] HI|H AA”2 ICMP =2 & +8l= TS WSS
&L
O 7| 5& Ar83t2{T Ct5 HHE HASHAR.:
Ao
FH0 =°
ipv6 unreachables IPv6 7t SEX|Of =2 & +=8l= IS
HESGEE S ELLICE
IPv6 Hop-Limit 73
AEXH= TZIOA hop-limit 2E 742 &SR 2t*HE XEY &= ASHO (TS &

If 7= A <l). o] 2-E 7t

HEsHe BE W, 49

£ T2 0| hop-limit 2+
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Y| X|ZotA| 2B hop-limit 2| 78 &S AESHUAIR. At the S E2 A|ZH0],0]

LS — —

HI

2t E 7t TE5h= RA THZI00| hop-limit B =2| 2t0] F7HE LTt

7|2 hop-limit {2 64 YILICLO| Zt& B H AHHO|A 4 RENM CHS B S

HA T

=2 o=
FYof 49
ipv6 cur-hoplimit value 210 HOP-LIMIT 2S£ ®M23t

2t E S X &LICt
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FAE HOIGHD BRE JHAIS 2 ATTLICH T SAEL 0|2 2EHES ABIO T2
% QT BI9EHE AU FIPHOR LEE ND HAHLSS ALRSI0 BT Jhsdt £
ST Y ol 0122 Y FHOD WHE Y3 A5 FAE HASTUC AR E=

2t EHOl Z20| EM7I 2dolH = AE= CHE 2t £= OHE 428 = SYUC.

IPv6 ND = IPv4 ARP ICMP 2t Ef ZM Sl |cCMP 2|C|&lM0f| s ehetL Ct

HIOE =

#g
1L
N
or
=t
my
rlo
o
A1)

D= P2P, HE| ZH{AE NBMA, S5 0O|C|0f, HE 758 MTU

7S NALLICEL ND HAHYE2 Chat 22 7IsS2 Ut

Eot dZE 30N 2R HE He U

P0+

(1) To discover routers :

e

(2) To discover prefixes: @AEJL FA OF2 & W, AZE CfA0AM OfH CHAOl 2

(3) To discover parameters: ' =7t M& QIEEHO|AQ| &3 &3 E= HESLIS & 07y

= A0
E‘ T = I-_l‘I

HIEH
A o H.

rir

(4) To automatically set addresses: '=E7} QIH{I{|0| A9 FAE AHEO 2 Fdts Y.
(5) Address solution: A X[Q| IP 7t FO{E [ LE7} &3 o A3 AS FAE 28t

H}
o

IT

(6) To determine the next hop: S&X|2| IP =AE QIF IP O 0§ ESt= L O2|FYLICH CHS

ot
ro

2HE EE ChA0] B 4 YL

o

rir
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(7) To test unreachable =& & £gl+= O]

rir
o
mjo

AWt = Ho|k 7t L2 E o B 7|
BHRES AR Y 4 aLith

(8) To test repeated address: AFE E|= FA7F CHE L EOf ofs AFEE[X| U E=XE E2H-SH=

L=

©
o)
D

Q
@

ol
u
4o
m
N
bt
0z
10
n
oo
ot
njo
fot
[>
[m
=2
ne
L)
rir
0%
IE

F2 202 Eo| P & S0 Y3 A5 FAS Ik HAYLCH ND 23T ND LS

Global REO|A CtSF HEHS AAMSIMAIL.:

HHo 4y
ipv6 neighbor ipv6address vlan vlanid X ND HAIE 7852 IPve FAE B3
hardware-address HAE FAZ HEtgLC
Nd 78
ND Z2EZ2 T4 =olEbh ot et oI o3, o1 &4, 2tREH 2F, 2t H

D U B|CiYMI 2L T2 TS0 A EL L
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Global ZE0|M Ctg HHS HASIUAIR:

o] 29
ipv6 nd-redirect lpv6l| nd ZREEEE MHSTLCL
ipv6 nd-synchronize [update-period nd ZEEEC| 7|35 HEATILICE

synchronizing_period) | [response-
immediately] | [request-immediately] |

[deletion]
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RIPNG #+4

e

KEMICH 2t 8 B2 Z2EZ RIPng 2 HA 6 2| RIP YLICH HH|OA RIPng H RIP= 242 {7 6 I HA

490 2ted Y 55 8l H2E HEots F M2l &S| - o RE YLt

RIPng 2 L& 2% B LS0M RIP 2f SLELICH RIPng 2 UDP E2E HAEE Soff 2f
HetgtLct 2t e 2t E Y2 YH0|E= 30 =0Tt TS ELCH 2F2E{7F 180 = L0 AT
SIPEZRE 2t Y YHOIEEYR| RotH 2t2EE 2t2 8 HOIZ0A0| B2E AI8Y == 8l30[2t1

HEAIZLICE O2[32 120 = =200 2t HE= 2+ HO|S0M0| F2E A2 2 ML

RIPng 2 2712 HEQI0E HE & + UASLICE CHE B2 /XS F897| ?lof & =5

—

AEZLCE O] & == I{Z0| M= 2A0M CHE Mz A2 Fip of 2k F 9| =& 2|0l T} 2F
AZE HEAS 2t*Y 71SX= 00|12 £ & +8l= UWE/AS 2t*E 7ISXl= 16 YLIC.

RIPng Ol M AH8St= BHRE ZHE A7t 27| 20| CH 2 HEYIS 42 MYstA| f&L

2R E 7|2 d27IUA= 82 RiPng 2 7tR HES S0 tiet 25 0:0/0 22 MALLICE 2HZ
HESZ 0:0/02 EXSHXA| 22X RIPng Of|A 7|2 ZE2E F3icte O AL ELICL RIPRg O] 7|2 B2 E
SHESHALE 22 E7E 7|2 AO|EHO|2t 7|2 7IEXE FJotH 2tRHE= 7|2 HESAE AL
RIPng 2 2R E YH0[EE AABATL NEot= AHEO|AZ LT QAEHEHO[AT} IPve QIETO|AR
T K] %2 H2 RIPng AAHAZ H0of MX| QELICE

2tREQ| RIPng ZEEE2 0 QAHAE X|ATL|Ct QT 0| A0 M X|CH 4 74| AAHAE Fde

UL SLEo| QAAHAOA Z|C 4 7)2] QNETO|AE M2 & = ASLICH
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RIPng 7+& %€

2= 7y

YoM = A 27 Aol M2t XY S +Hot=E MEE = ASLIC

Unicast Routing Protocol 714 &{&

RIPng 8%t

RIPng Z20| SLIFHAE HZEIIAE TjZl YHO|E 3| &

Routing Weight0f @ ZAl M8

Al

—

S|

—

o

s yz

=
rir
[uE!
m
o

1

rk

2| el 7y

Etoj =7

Unlocal Instancel| 42 XjZHH

4+E02 B2 0%

Maximum Number of Routes

=4l

rir

Horizontal Fragmentation &332} &

RIPng & 7d3t7| TOf Ot Y S 2t=S{OFRfLICE Of2{eh XY FS0A RiPng & &8%

RIPng ZLHE o &

RIPng 7 %€

WIEES

Unicast Routing Protocol 7t 318

RIPng 2 785t HA Chs 3=

toj OF st X[ 2 CHE

Ipv6 unicast-routing




RIPng QIAEHAE 243}512{H interface vian Ol Al CHS B ¥ 2 M3 TLICH

eyl 29

ipv6 rip /nstance-name enable QIE{I 0| A0f A RIPng A T+4.

RIPng QIABIAS A|ZHSIZ{B MY T4 BEOIAN S BYS LWL

CEL EL:

RIPng QIAEA Sl s|E g BEZ

=0zt

router ripng /nstance-name

Tltot

Note: At&AtE QIE{H O| A0 A RIPng QAEHAE 2431 g = JUEL|CEH RIPng AIAHATE GO M RIPng

ro
[>

EHATL MEELCH A|ARO| MY 74 ZEO|A RIPng AIAEHAQ 2F 4= & 4= I20{0| RIPng

QIAEHATIGE B9 RiPng AAHATE WG ELICH AFEAE 2TEHO] 20 A XL 4 7§ RIPng
QIAEAS 2ot e o+ AL RIPng YAHAE Z|OH 4 702 AHI|O|AE HE & =+ ASL L

Unlocal Instance 2| A& Xjj &4

RIPng 2 2Z QIAHAO| 2t L HIO|EH 0|20 H| 22 AAEA 212 FYEE IH = oF CHZO
QIAEAOl 22 HIOIHHO| AN A= BRE Sl LHE TRt 2tf 8 d= HES AL 212

SEES LT RIPng T4 RN CFS FYS AusHAlL:

HEo] ad
Redistribute protocol [ instance-name | 7Y A2, 7|Ef ospfve ZEMA W 7|Ef
process-id ] RIPng QIAEHAE TfZHSHLCE.
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RIPng BZ20| SLIFIAE EZ2EIHAE TH7] YH|O|E 5{E

HAE Z2EZQYULICL RIPng 2t2E YOHO|EZL H E2E FHAE HESAO

X
O
>
[(e]
ro
ne
rc
1A
|0
fu
ne
m
U

LM FE2 RIPng M 2AMSt= 4 = i Z20)| thet LZA S FIH5tE O A8 ELCE 0] B2,
routing weight & F7t517| 9/t 22 WL F0| MSELICH EoF AN FFOIL) AHE|0[AS AHESHY

EEDIELERL

—

= UASLICL routing weight & F7t5t2{H RIPng 7+ ZE0|AM CH2 HHES

ot

Hyol EL:

offset { [interface-type number]|* } {injout} | routing weight0fl L M S Z=I}BtL|C}.

access-list-name offset value

c M E P2 LETY

2HZ B5| RiPng IAEAL sig QIEIHO|A0 N SAE7IL B & 22 =S HEY & 4+ on
7ot 7 M RAUSHH Fode &= USLICL RIPng 718 ZEO|M T2 BHS HASHHAIR:
HEo] a9
filter interface-type interface-number {in | M Es TS E 2R EEE
out} access-list | gateway | prefix-list ECERIES
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EICRIESE

r
m|o

2| 92 THHB RIPng YAEA 20| MEHS BAEY + YSLCH YUHO 2 FX 7t 242

JHRI7F UELICE 22| HIE 45T RIPng 7 ZEOAM CHS S HASHUAIR.

CEL CL:

distance weight [ X:X:X:X:X/<0-128> [Acc- RIPng QIAEA HZ0| 22| HE|E

list_name] oL Ct

EtO|H =7

n
Ho
om
[H

ZEZ2 ot E YHOIES & BI=E TES= O & 7ief EtO|H7F BRSHH 2t ETL

= —

FRrokE O Z2l= AlZto] 2Rt 0|2t EfO|HE =750l 2t E ZREZS d55 HERA

01

Z2 27 ML HEokA s = ASHEL

A
rot
m
[El

98 Z2EZS =010 IPve LU2|FO| AHTL AZtS HEot S5 2tRHE S5 HY

!

Tuot

= enz WE 547 2ed I HO|E AREA7 2tiet SE & - ASLC EO|HE =7Fst2H

—

RIPng 74 BEOIA CHS B2 HoHAlL:

HEo L
timers holddown va/ue dE27t 2t HOZ0M MAZ = Ol dele Alts
o|ojgtLLt,
timers garbage value dE7 FRSHK| Y2 A2 ML= O Z2l= AMts
o|ojgtLLt,
timers update va/ue 2t E YUHO|ES & HIEE 2[0|5HH 1 tHel=
YL

RIPng 2 2198 §EE #3822 29510] 0|X 2tRHY &= H8ots Z2 8 FO0/0ortLL}. 2t* 8

YEE RO0t2B RiPng 74 REUA CHS BB S UHsHAlL:
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AMES EHstD HERR ZME diZ5te H =30] € = JAFLICL SA4 YEOM HER/JS =9 &=

2= BRY SA YEE EAISIHE EXEC ZE0|M Chg BES dASIHAIR
g30 29

RiPng QIAEHA0 Ofeh A 2t SEE

show ipv6 rip process-id summar
pvoTie P Y EABLICE.

show ipv6 rip jprocess-id database RIPng QIAEAC BE ARE HA|TLICH

show ipv6 rip process-id interface

o
Ho
om
[H

EEZ0| oot HEE X5 M EXEC ZEOM OfS THES HASIHAL:

of

gof 29

2t HO|Z0|M RIPng QAAEHAO| AET}

debug ipv6 rip database
7L HA Es HEEUS

fjo

RIPng QIAHA 2@l S RIPng QAEHA

debug ipv6 rip event Tt Z2MA0M Ylst= HI-YS

debug ipv6 rip send

RIPng QIAEIATL 2SR Z2MAE

debug ipv6 rip recv
9 1pvb P R,

RIPng QIAEAS[ AR ZEE O|0{X|=
debug ipv6 rip msg

Fa3% OMES FHBLCE

RIPng QIAEAQ st ZE HEE

debug ipv6 rip all SmBILICH

RIPng 4 Of

RIPng 74 Of|A:
A A HXBE MY AAStD ChZat 20| gLt
A A
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interface VLAN2
no ip address
no ip directed-broadcast
ipv6 address 4444::4444/64
ipv6 enable
ipv6 rip 2 enable
ipv6 rip 2 split-horizon
!
router ripng 2
redistribute static

exit

A B:
interface vlan 2
no ip address

no ip directed-broadcast

ipv6 address 4444:2222/64
ipv6 enable
ipv6 rip 1 enable
ipv6 rip 1 split-horizon
!
router ripng 1
redistribute static
exit

ol2{gt Moz X At X B M2 T 2t*E SEE SSLIL

521



OSPFv3 7+

e

OSPFv3 2 IPv6 UIERIAE 25| IETF 2| OSPF /1 &0 oo 7HE & IGP 2t* Y =2 EZ YL|Ct.
OSPFv3 2 IPve A EUl, Q& 2t E FHo| HA| & I{2lo| 2IE5S X|AgLCt.
OSPFv3 2t OSPFv2 = B2 38H0| JU&LIC
® Router-ID 2t area-ID = 25 32 HEQL|C}.
o [}32 st izl FAERULICH: Hello T2, DD I{Z, LSR IHZ, LSU T2l S LSAck T{Zl.
o 20| =AM HAHL B Z2 0|2 ¥ HAHAUES 7t

o S LSA T HAHYSBL SLE LSA 00| E HAHLIF

e OSPR3 & A 7|Htez H¥ME| 1 OSPFv2 £ LIEYI MAHEE 7|dtez MLt
® OSPR3 = =gt P3A0AM O ALEAS dAY = YUSLIC

® OSPFv3 2 22H ID & &3l 2T 2t EOf 20|22 X|'E3tL OSPFv2 = IP & &3l 2

il

EtEE 2ol S LI

® OSPRv3 = 7 7tX| 22fA9| LSA £ Ho|stL|C},

L #& OSPRV3 7|5 Toi0] 2ottt R 7HX| 8 7|55 20/ELCt.

Fa2 £4 2%
Stub domain 28 =gl XL
. E gloEl & o Sk L} AHAM | A 2 gloE|
Route forwarding RE 2P ZRES0| o S 48 & BRIt OHE 2R ¥
ZREZO EHIOIOE e g 5+ ASS AU K=
=M QI0M OSPFv30| RIPng 85 228 Y8 & == USS

o|ojgtLCt.
OSPFv3OA &5 3t B2E= RIPNgC 2 W2 == JUELICE XHX|
LZOQIZHo OSPFv32 BGP 8t& H2E 7HXE &= USLICH BGPO
OSPFv3 B25 WEH =& AFLICL
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ojo

Parameters of a routing | &2 74 7t&t A HI0|A Dj7f M=L|CL £3 H|E, HES

interface tA, QIHLo| A0 ME K|, 2tREH2| M =2, hello interval &
Q15 7|0f cist 2t2E 2| shutdown EHEH 7+
Virtual link 7t "3 XL

OSPRv3 719 X ==

OSPFv3 2 ZOQl L} 2t E{, ABR 5! ASBR 7t0f| 2t HIO|E Q| Metg @7 &L Ct &8 Haslsty|
s 2H T2 TS0 21E 80| 7|2 O M2 RESIEE o = USL|CH YR O0j7f BHEE
HMZSHH 2 E 2tREQ| 07 7t Y oS 2&siorgtLCh
OSPFv3 & st O3 XS tslofetL|Ct OSPFv3 2 E43tst= 20| 24 E50| OfL|2tE
S M QStE Cr2 A2 MEH AFSHOIL|CH.

®  OSPFv3 &3}

®  OSPFv3 QIE{H|O[A Q| O7f B 77

o [IZ HEYIAN OSPFv3 T+

®  OSPFv3 Z=OQlo| Of7H W= Fd

®  OSPFv3 2] NSSA =H| QI+

® OSPFv3 EOQIOA H2 Q2% 4

e = IuH OIEHO|AOAN AZ ID MEHS}V]
° OSPFv3 2| management distance 74
o 2T €ZF EO|H #9517

® OSPFv3 EL|EHEZ U X E
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OSPRv3 T+ % ¢

OSPFv3 243}

OSPFv3 = 2-dt5t7| ol Ipve TiZls HEHolE 7|sS Ed=tslorgtLCt

Mo T4 BEON THE FHS AHSHHAIL:

eyl 29

OSPFv32 2d3tsti 2t*F 714 ZEZ

router ospfv3 process-id _
=0 ZLC}

OSPRV30| M%E|E 212 9| 22 DS
T,

router-id router-id

ro

HEol& 7+d ZEOM ChE S 2dsHHAIL:

CEL EL

ipv6 ospf process-id area area-id [instance | QIE{H|O|A0|A OSPFV3E ALESIEE

instance-ial Ttk

Ol 2 OIE{E| 0| A0l 4 OSPFV3 2 E4I21817| F0| OSPFV3 ZE M A7} OFS] MAIE|X] %S B2 OSPRV3

T2MAT RSS2 MM ELICH

OSPFv3 QIE{IO|AQ| D7 H 41

OSPFv3 &% SOf QIE{H 0|20 2 OSPRv3 Of7f Blg-= &K 27 Al met =78 & 5 AFLILE 2=
Of7) H5 sldey a7t X|e €5 07 gisot e HERTS 2E 2t2HA 22dS

QR|SH=X| golsfopgLich

rH

2 TS SOt B QIET0|A T BEOIA 1S FHS YA

o a9
ipv6 ospf cost cost OSPFv3 QIE{ I 0| A0 M MSE|l= THZ 9

HIES T LICt.

jo

ipv6 ospf retransmit-interval seconds 0|2 AtO[Q| LSA MT & ZtA S FdefL Ct.
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ipv6 ospf transmit-delay seconds OSPFv3 QIE{T| O] 20| M LSAE T&5H7| Lt

ipv6 ospf priority number 2I2EZ OSPFv3 DR 2t EQ| @M &2
gLt
ipv6 ospf hello-interval seconds Hello {22 ™&E OSPFv3 QIE{ 0| A 9]

ipv6 ospf dead-interval seconds OSPFv3 TjZI0| QI 2R HZRE
o

CHE UWEXI0|A OSPFv3 78

OSPFv3 2 =2|H HESRIA DICINE L& M 7HX| FE LisLCh
° HEE I|AE H ERA(Ethernet, Token Ring, FDDI)
° = BEC JHAE Gl HE| WA L ELF(SMDS, Frame Relay, X.25)

®  Point-to-point UER|3 (HDLC, PPP)

OSPF HIE®{A 7 78

HES37t o B2/ 0|C|0f SHOIE HEEI0| HEE HAE HEYT, & H2E HAE YEYS
EE YE| NA HEYAE HEYIES BY B 4 ASLICH GERM HEAIS KIS THHD

HEYIAE & HEE HAE U YE

2

M s X25 =Y 0] E= SMDS HE® AL Z2 BEEE

I
|
P

HAE YEYA2 THY £ AL LT ¢ 0|20 70| TaBE LT,
= o2c jAE U YE| AN A YEYIES A F A BHLEOICH JHA 23T UFLE full-mesh
H=E9A7} ACkn FPESHOFELICH 22 FH40|a R YEYAE T4 vs SfLto| YEAE TAE LT

QITYSHA| B2 2R EH AtO|0|A 2t FEE= 73 E Sof e & = UASLIL
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OSPFv3 point-to-multipoint QIHI|0|A = ZAEQ| 03] ZEE F4Y == multipoint-to-point

QIEHO|A2 Y = AL = ERE HAE o OSH D WESRR = Y HEXNIE that

®  point-to-multipoint JIE® 3= DR S d-d5tX| A0 #+d517| &&LCt.

e OlZtt TR HESRI= TA HA| EEZXE EREHA| ez A4 HIEO|

e OlZtt TR HERIA=LC HIHYLICL 7hy A7 HUfdtEete HES /A

mot

A
T

SREC HERA RH2 BEEE J|AE RAYLICL

OSPFv3 =0 Qlo| O{7ff B o

T8 7tse =0 Ql ofof Bof= 2F, 28 Y X A 7|2 29 2R E0| Lt 7HS X[ X[7FO

28 FY2 2F Z2E0| 90| HiZ & & }SS 0 il ABR2 28 S0 S0{7t= 7|2

QF 425 4d5t0 28 SHO| AKX FHo| o F HESRAL S & +UAYLICL. OSPF 2HO0AM

A
o
Ot
rir
I
0x
mjo
>_

FEotE M A8 SH0AM 7|2 B2E AHEOHOFYLICE A8 FH22 HEE[= LSAs &

[9E T4 BEOIM 012 HHE Aol 209l o) H4E THSUAIL
HEo] ad
area area-id stub [no-summary] AH Y2 FolgtLct
area area-id default-cost cost 2H FAo| 7|2 HE9| CostE P+ LILH.
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SO i M= OSPFv3 7h

39| & HOEoM 78S

2t g ZEOM CHg S 2oty =02l Oj7f #HaS F8otdAlL:

eyl d

area area-id virtual-link nejghbor-ID [dead- | 7t& @3E 74
interval dead-valuel[ hello-interval hello-

valuel[ retransmit-interval retrans-

valuel[ transmit-delay dly-value]

OSPFv3 =0 QI0A ZE Q9 F+d

0| 7152 AtESIH ABR 2 CI2 X|¥oz ot A=

-1 O

il
|T
Hu
[N
=
| >
[m
_(?l-

|
_l
|
i
inl
M
0
19
|o
u
T
ulf
[n
=".é
Im

2R E T4 BEOIA CHS BYS U0 Fao B

[ )

area area-id range jpv6-prefix /jprefix-length | T2 89 = H

[advertise | not-advertise]

M
o

4z Q9

-

BE7CHE 228 YoM OSPRv3 2tRE Fgoz Zitg|H 2t

ZEI} QB ISAR CHE0R HEE

HAEELITE DLt BHLEOIMO| BHRETL Fa OIS TUTES RES BT + YBLICH O[3

4rAlo = OSPRV3 B AE| G[O|E{H|0|A0 37|S
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CEL CL:

summary-prefix jpvé6-prefix /prefix-length stLto| @OF A2 oF B2 JHAEDSH|C}.

72 32 4

ASBR S OSPFv3 2t E ®0l0] S0{7}7| Q8] 7|2 A2 S MAs|oFstLICh 12 WMotCh 2t E{ 7 OSPFV3

2o

02

SIS

[m
i
=

E Y JAEE F451100| BtRE= A5 2 2 ASBR O & L|CH O2{Lt ASBR 2

72X 2= OSPRv3 2t E B0 S0{7t7] 23l 7|= 428 Y-gHA| &Lt

| =

Fou OIHHO|A0M B2 ID HESHY|

OSPFv3 2 EI2EH ID 2 %|C IPv4 TAE AFETLICE IPv4 TAE AZASIE I 0|A T} CFRE| 7Lt IPv4
FA7F A E™ OSPF Z2MAE=0| A 2t2EH9| ID £ CHA| AlASID 2 E QIEIO|ANAM 22 HEE

ChAl M &Lt

o

2 OIET0| A0 IPv4 FATF THE P BHEE BA REWO| P4 LS D2 AL
T OIEH0|A7} B2 CrREX| %282 249 Eoj20| 2A| eFYX LTk,

2 EE HA ID 2 FoU QIHIO|AE MEHSIAHLE R E F U OIHD|O|A0|A XL IPv4 FAE IDE

dEfS = ASLCH R QIHH 0| AT Glo ™ 2t HQ| IPv4 =27t 212 H ID 2 AHEELCHL £3

>

IHHO| A5 AFESEY| I8 OSPFv3 2 A1 8E =+ &L L

PRI GIEHOIAS THSH 22 T4 BEOIN OIS YHS AU

Hyol el

interface loopback num Sz OIEHO|AE M5t QI EHOo|A

ip address jp-address mask QIE{T 0| A0 IPv4 TAE HIETHLICE
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OSPFv3 2| Management Distance 73

Management Distance = 2t2 & & &40 M2 +=F5 2|0[gL|Ct YEH O 2 Management
Distance = 0 Ol A{ 255 AFO|2| H=QLICt 240| 25 2| +=F2 RO LT Management Distance 7}

255 Q1 F2 2t Y YE 24 MElg 10 WEFE LD

oA

OSPFv3 2 Al 7tX| 72| Management Distance, & =0 Q! Zh L& =OQl A Q&S AR TLICEH
COQlol ZE2E R =0Ql ZE2tngtLCh CHE =00 Ciet 425 =09 2t Z22tagtLCh CHE

2t?E Z2EZOM TS & 25 F ZR2tnYL T 4 SR F22| 7242 110 YLICh.

ot E €12[F9| Efo[H T

EZE2X HE §2S ¥ SPF S ALt W7 Xgs #8 + ASLICE F 71l H5Hl SFp

HHo ad
timers delay de/aytime areaOf| M 2t 8 L2|F0] Ciot X[ 7.
timers hold holdtime SYo|M 2t2E Lng|Fel A 7HHES
gL ch

OSPFv3 2L|HE S |X| 22

HBAl E #As HEHS 4 S=20= Ip 2t E HOIZ2 WE, 7Hd S CIO|EH|O[ A7} ZetE LY.

olg{gt TF2 E= MEAZI HERA 2|22 &S EEHSIR HESRA 2XE diZ%t=s o =50 E
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show ipv6 ospf [process-id]

OSPFv3 Bt & 2 M A0 CHEH LB HEE BAIT

show ipv6 ospf [process-id] database

show ipv6 ospf [process-id] database

[router] [adv-router router-ia)

show ipv6 ospf [process-id] database

[network] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-prefix] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-router] [adv-router router-ia)

show ipv6 ospf [process-id] database

[external] [adv-router router-id]

show ipv6 ospf [process-id] database

[link] [adv-router router-id]

show ipv6 ospf [process-id] database

[intra-prefix] [adv-router router-idl

OSPFv3 G| O[E{H|O|20f CHot §EE EA|IRL|CL

show ipv6 ospf interface

OSPFv3 QIE{T{O[A0f Chot §EE EAIL|CL

r

show ipv6 ospf neighbor

OSPFv3 QI 2H=0f Cist 2 E HAITL|CE

show ipv6 ospf route

OSPFv30f CHot 2t 8 YEE HARL|CL

show ipv6 ospf topology

OSPFv3 EEZX|E EA|TL|CE

show ipv6 ospf virtual-links

OSPFv32| 74 A3 E HEA|TL|CE

debug ipv6 ospf

D E OSPFv3 S22 ZL|HEgL| T}

debug ipv6 ospf events

OSPFv3 O|HIEE R L|ETL|CE

debug ipv6 ospf ifsm

OSPFv3 QIE{T|O[ A0 YEf AR S E LB}

debug ipv6 ospf Isa

OSPFv3 LSAO] CH3H 2t S48 2L H AT CH

debug ipv6 ospf nfsm

OSPFv3 21 EX|o| JEf A|lAES ZLHZGLL.

debug ipv6 ospf nsm

22| ZE0| OSPFv30] el= HEE 2L LI

debug ipv6 ospf packet

OSPFv3 TIjZlS R LIEfLICt

debug ipv6 ospf route

OSPFv30f Chot 2t 8 YEE EL LT
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OSPFv3 1A 0f

OSPFv3 B2 & 749 o

ox
HL
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riot
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o
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OSPFv3 2 %2 L& 2t2E, ABR & ASBR ZH0j| %
2R EE ZE O B71 7|23 AM8sta 2150|gle d20f ZagL )
Ct2& dl 7kX] 74 Off & LI Ck.:

X EM o= 7|2 OSPFv3 70l CHe HES EojE L o

= HW o= 2R E{0l Of 2 7HC| OSPFv3 ZEMAE M £ Q182 HO|EL|C}
Ml R ool M= OSPFv3 2 At8St0] ZEE =0ldts U E 2o FLCL

Hl #H® o= OSPFv3 7ty B3 8 #dst= EES E0FLCH

7|2 OSPFv3 T+ o

Ch2 Ofl= ZtErst OSPRV3 7S EO0|FLICL O] oo M= Z2M A 90 & E/d%tst O|H Ul QIE{H 0| A
02 B9 0.0.0.0 0l AZA3t 1 RIPng 2 OSPFv3 Of] HiZSt1 OSPFv3 & RIPng Off HYZZ S OFgf LT,

ipv6 unicast-routing

|

interface vlan 10

ipv6 address 2001::1/64
ipv6 enable

ipv6 rip 1 enable

ipv6 rip 1 split-horizon

ipv6 ospf 90 area 0
ipv6 ospf cost 1

!

router ospfv3 90
router-id 1.1.1.1
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redistribute rip 1
!
router ripng 100

redistribute ospf 90

Multiple OSPFv3 ZZM|A T4

The following example shows that two OSPFv3 processes are created.

ipv6 unicast-routing
!
!
interface vlan 10
ipv6 address 2001::1/64

ipv6 enable

ipv6 ospf 109 area O instance 1
ipv6 ospf 110 area O instance 2
!
!
interface vlan 11
ip address 2002::1/64

ipv6 enable

ipv6 ospf 109 area 1 instance 1
ipv6 ospf 110 area 1 instance 2
|
|
router ospfv3 109
router-id 1.1.1.1
redistribute static
|
router ospfv3 110

router-id 2.2.2.2
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Zf AHHO| A= Of2] OSPFv3 ZZA A0 &8 4= AUX|2 AEHHO|AT7F 2] OSPFv3 ZZA A0 &0t H2

Z} OSPFv3 Z2 M A= M2 CHE QAAHA0| 3 G 3HOFRt LT,

A 7 of

Ct

gjo

Ol = THe OSPRv3 At& A|AH”0)| 02 2tREHE Fddts B S 20FH O g 282 74 oo

Oist HIEQ/R EEZX|E 20FELCH

6::2/64 6::1/64

area( area 1

floAM et D70 Mt 2t HE FEstEAL:

R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 10
ipv6 enable
ipv6 ospf 1 area 0O
|
ipv6 route 2001::/64 6::2
|
router ospfv3 1
router-id 1.1.1.1

redistribute static

R2 :

interface vlan 10
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ipv6 enable

ipv6 ospf 1 area 1
!
|
router ospfv3 1

router-id 2.2.2.2

Browsing the routing table of R2:
R2#show ipv6 route
(0] 6:/64[1]
[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
o 2001::/64[1]
[110,150] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80::/10[1]
is directly connected, L,Null0
C fe80::/64[1]
is directly connected, C, VLAN10
C fe80::2e0:fff:-fe26:a8/128[1]
is directly connected, L, VLAN10
C ff00::/8[1]
is directly connected, L,Null0

ol 38 280 R27F 2 HEs A5t eE AS €

R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
interface vlan 1

ipv6 enable
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ipv6 ospf 1 area O
|
ipv6 route 2001::/64 6:2
!
router ospfv3 1
router-id 1.1.1.1
area 1 stub

redistribute static

R2 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
!
router ospfv3 1
router-id 2.2.2.2

area 1 stub

R2 9| 22 & H|O|=:

R2#show ipv6 route
o] /0[]

[110,11] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
(0] 6:/64[1]

[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80:/10[1]

is directly connected, L,Null0
@ fe80::/64[1]

is directly connected, C, VLAN10
C fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
C ff00::/8[1]
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is directly connected, L,Null0

AH Q0| ABRO| 7|2 PRE YAHOR UMD ASELSAS 2F Yo
2HLEO) 2 4 UCKD BE Y & UL

by 33 74

o

g Tyt

CHS O MO M= THY AHE OSPFv3 A|AEIOIAM 7Hy 23

ofoll et HIERIR E22XE EHFLICE

S F-:zm 6::1/64
.vﬁ%'

area(

Py S
.‘iﬁ%'

80| Wef 2R HE THEotdAlL.

R1 :
interface vlan 10
ipv6 address 101::1/64

ipv6 enable

ipv6 ospf 1 area 1
!

interface vlan 1
ipv6 address 6:1/64

ipv6 enable

ipv6 ospf 1 area 0

!
ipv6 route 2001::/64 6::2

router ospfv3 1
router-id 200.200.200.1
area 1 virtual-link 200.200.200.2
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redistribute static

R2 :
interface vlan 10
ipv6 address 101::2/64

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 1
ipv6 address 888::8/64

ipv6 enable

ipv6 ospf 1 area 2
!
!
router ospfv3 1
router-id 200.200.200.2
area 1 virtual-link 200.200.200.1

OSPFv3 H|O|H{ 2| 2FE:
R1#show ipv6 ospf neighbor
OSPFv3 Process (1)

Neighbor ID  Pri  State Dead Time Interface Instance ID
200.200.200.2 1 Full/DR 00:00:35 VLAN10 0
200.200.200.2 1 Full/ - 00:00:36  VLINKT 0

R2#show ipv6 ospf neighbor

OSPFv3 Process (1)

OSPFv3 Process (1)

Neighbor ID  Pri  State Dead Time Interface Instance ID
200.200.200.1 1 Full/Backup ~ 00:00:36 VLAN10 O
200.200.200.1 1 Full/ - 00:00:37  VLINKT 0
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Zf 2R E2l 2t e HO|=:

R1#show ipv6 route

C

6::/64[1]

is directly connected, C,VLAN1
6:1/128[1]

is directly connected, L, VLAN1
101::/64[2]

is directly connected, C, VLAN10
101:1/128[2]

is directly connected, L, VLAN10
101::2/128[2]

[110,10] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
888:./64[2]

[110,20] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
2001::/64[1]

[1,0] via 6:2(on VLANT)
fe80::/10[2]

is directly connected, L,Null0
fe80::/64[2]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:2d98/128[2]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLAN1
fe80::2e0:fff:fe26:2d99/128[1]

is directly connected, L, VLAN1
ff00::/8[2]

is directly connected, L,Null0

R2#show ipv6 route

o)

C

6:/64[1]
[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::/64[1]

is directly connected, C, VLAN10
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101:1/128[1]

[110,10] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::2/128[1]

is directly connected, L, VLAN10
888::/64[1]

is directly connected, C, VLANT
888:8/128[1]

is directly connected, L, VLAN1
2001::/64[1]

[110,150] via fe80:4::2e0:fff:-fe26:2d98(on VLAN10)
fe80::/10[1]

is directly connected, L,Null0
fe80::/64[1]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLAN1
fe80::2e0:fff:fe26:a9/128[1]

is directly connected, L, VLAN1
ff00::/8[1]

is directly connected, L,Null0
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BFD ++4

e

BFD (Bidirectional Forwarding Detection)= 23

BUHESHE O AHEEE RE UWER/I
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—
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=
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Er
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74
=
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r=

%317

E}
=

ot
=

x|t

BA HALZ MEYUH. 7|E HEHIAS 955

SFAAIZ|7] ol QI Z2EE 72t S HOE WEA 24Xt Cf7] 84 XHE2 MESHA A5 &
QUELIC,
BFD £ & A|AR! Zto| MM S 75t & A|AH Zto] QFutsk ME A2 E DL|ESHD AP g
IZEZES M3 T 4= USLCH H2= M gt ZT2EEZES HMO| 2=l BFD 0| EETIL|CH A sHE
Hol3 HAHLIZZ Sl MM0| el = EFX] A[ZF LHOf| Z|O{ 22 E BFD X0 {2l S +AISHK| ZSHAHLE
o8 =l YA 42 =0sts 24 = o=Z o3l 7 EXME 2o ZALICH O3 CHS0| At siY N2l &
Qe MR Z2EZ=E N EL|CEH

BFD 718 & ¢

Port BFD Z2td3}

Port BFD = 7| 280 &2

23tE[X] @5t

Port BFD 7t #43te|H X T2 EZS S¢fl 7+ E BFD 7t HEE LCH.

Che HE0{2 A0 BFD £ &3t St A|2:
FHO 49
Interface vlan vian-id VLAN 7t R EE A|Z&fstL|Ct
bfd enable <cr> | min_tx <tx_value> BFD ZEE 2M5|otL|C}
min_rx <rx_value> multiplier <m_value>]
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BFD Al410] T-4E|7| Fo| BFD MOf T{ZI2 1 X 0|40] ZtH o2 HEE Ol EHTG SYLICE AlM0|
=l %, BFD KO IS WA B Ao HEE0f A4S HSS UHSICL BFD MO A S¢t, BFD

Mo mizle] ME 72t A HE Al7H2 Lot T2l nets Sof 28t 210X 2l BFD M40 A 0] Efo|H =

MM SEfO HES2FX| 10 AKX EX] QA2 SO =8 &= JASLICH MZ CHE BFD MM &0 A2
EfO|H &2 SENCE s LS EtO|HE CHE 5= JASLICEH BFD MOf IfAe| M& 7H42 24
min_tx_interval 1t IO min_rx_interval AFO|2| X|C{ tRULICEH F, Hu™ 2 220 M& v E

BIAl AlZH2 To] BFD MO I{ZI0f A Z[Of BFD MO TiZlo| gy & ©& A S &t tE AUt
2 AEQ| min_tx_interval & =2|H 2Z AE0|A BFD MO m{zle] X H& 2tA42 Hojel F EER
Mg & mals =4 & M7k =8 5 fleLz S7tst7] ol ZX| AlZHo] T|o{ojA ZOf

NS =25 ¢ 20| BFD SM 220 H& 7tA42| OFX| o mofe| HA EfO|M7F AlZh =1t

22 A =0 min_rx_interval O] ZASIH Moo F HE0o osh A+7A =l T4l

HJ|0

441 8 kx| 2
SHA| AJZHe $HY 4 glo oz mofo|Af BFD MO TS| B ZHAO0| 22 EHX|7t ZAadty| Hoj Z4 =
742 BT A2 12IL}, min_tx_interval O] Z145| P, BFD A|Of TiZl0| 22 &4l ZHHS SA| 24 &

2= ALE min_rx_interval 0| 37}5tH 2 Z EFX| A[ZH0] ZA| F7tgL LT,

Port BFD #Z| 2 E =/d3s}t

ZE BFD H2l BEE V2N o2 YBtE|R YL

Mol BEOIME 2 AARO| CHE AlAHTIO| B2 olsts SN O %

njo
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bfd echo enable <cr>/<number>




PE| X Sb& LIk
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BFD ZE 0152 7282z &4
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Yo d

ol

Q
ro
olA
N
or
o
>
ol
ot
T
o

bfd authentication-mode [md5 | BF
meticulous md5 | simple ] <key id>

<key>

HEHof 49
show bfd interfaces [details] BFD7} &3} &l A|AHIS| ZEE
EA|BL|CE,
show bfd neighbors /details] A|AEIO BFD 0|22 EA|RL|CE.

BFD 7+ O

BFD ZX|EQIT &3 Z2EES T35t BFD T4 TOll 31 ZEOM BFD 7|55 &-dstsjoFetLtt.



A

interface vlan1

ip address 1.1.1.1 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 100

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.2 remote-as 200

neighbor 1.1.1.2 fall-over bfd

!

B:

interface vlan1

ip address 1.1.1.2 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 200

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 fall-over bfd
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