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M=ol 22

SFC5200B M| &2| ™3 2[22 of2fet Z& L .

2! 1-1 SFC52008 T1H

1 GE SFP port | 7|7HH|E SFP ZE, LINK/ACT EA|7|

2 GE TX port | 7|7HH|E RJ45 ZE, [ INK/ACT EA|7|

3 10GE port SFP+ L E, LINK/ACT EA|7|

4 SYS EAISO| 7{X QOB A|AB0| 15 F0|7{L}, FE0|
SYS LED 7L Ae AYLC

SYs HA|SO0| 20|31 A AH0| H4XOE Sets HYLCh

> PWR LED PWR EA|S0| XN QoM EX|o| M0 3ZE=HLC
6 Console RJ45 2L T E(RS232), 9600bps?| M& &£&

SFC5200BT M| Z2| MM 2| 2h2 ofefet Z& Lt

12 1-2 SFC5200BT T &

o1& 473

2
fol

1 GE TX port | 7|7HH|E RJ45 ZE, [INK/ACT EA|7|

2 GE TX port | 7|7HH|E RJ45 LE, | INK/ACT EA|7|

3 10GE port | SFP+ ZE, LINK/ACT EA|7|

4 SYS HA|S0| HAX
SYS LED

S AL”O| 75 SO|AHL, 30

;O




PWR LED PWR HA|SO| 74N Qo™ ZX[0f MA0| 3ZEl=A Y LICE
Console RJ45 E2&XEE(RS232), 9600bpsl| M& £
SFC5200B 3! SFC5200BT M| Z2| = 2|22 of2ffet Z&L|Ct.
E @% =
) i 3 ® _ & Cﬁv:n;l:) -
ol 2 1 amd) T
7121 1-3 SFC5200B Series M|Zo| =™
HS | 20 o8 a9
1 POWER1 | AC MelEE27] 1 U Mt AC100~240V
2 POWER2 | ACHREZE7|2 s ™M AC100~240V
3 GND M X|(Ground) X EEXtof| A Z.
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SFC5200B XM= ArQF

- Standard

-RI45 EE

oH
Kl
Im

-LED HA|

N
rtr
0x
or

N
olr

ezug

o
i

1n
[l
o

B o
Az
ra
J

IEEE 802.3ae 10 Gigabit Ethernet
IEEE 802.1Q VLAN Tagging

rk Control

IEEE 802.3u 100Base-TX/100Base-FX IEEE 802.3ab Gigabit 1000T
IEEE 802.1w Rapid Spanning tree protocol |EEE 802.1p Class of Service

10/100/1000Mbps TP 24 = E, Auto-Negotiation, Auto MDI-X

IEEE 802.3z Gigabit SX/LX
IEEE 802.1x Port Authentication Netwo

SFP 24 =&, 100M/1000M SFP X| &
SFP+ 6 &%, 10G/1G X| &

System: Power, SYStem
Ports: 10/100/1000Mbps Link/Act, SFP Link/Act

SWITCH FABRIC : 216Gbps THROUGHPUT : 160.7Mpps@64Bytes
MAC ADDRESS TABLE : 32K entries ~ SHARE DATA BUFFER : 2Mbytes
VLAN TABLE : 4K ACL TABLE : 2K

IP ROUTING TABLE : 12K LAYER 3 INTERFACE : 1K

JUMBO FRAME : 9Kbytes

Layer 2: IEEE 802.1D(STP)/802.1w(RSTP)/02.1s(MSTP), ITU-T G.8
032 ERPS, LACP, LLDP

IPv4 Routing Protocol : Static, RIPv1v2, OSPFv1v2, BGP

IPv6 Routing Protocol : Static, RIPng, OSPFv3, BGP4+
Multicast Protocol : IGMP v1/v2/v3, MLD V1/V2, MLD snoopin
g, PIM-DM, PIM-SM

Reliability : VRRP v1/v2/v3, Virtual Stacking

Management: Console. SSH, Telnet, SNMPv1v2v3
S&RE:0°C~50°C, B2 E:-20°C~ 70°C

10~90% (0| =0| H3|X| 4= A)

100~240VAC, 50/60Hz

AH| M2 Max. 68watts

442.5(W) x 350.3(D) x 44.6(H)mm, 1U
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SFC5200BT M| = AFQF

IEEE 802.3ae 10 Gigabit EthernetlEEE 802.3z Gigabit SX/LX
IEEE 802.1Q VLAN Tagging IEEE 802.1x Port Authentication Network
- Standard Control
IEEE 802.3u 100Base-TX/100Base-FX IEEE 802.3ab Gigabit 1000T
I[EEE 802.1w Rapid Spanning tree protocol IEEE 802.1p Class of Service

- RJ45 ZE  10/100/1000Mbps TP 48 22 E, Auto-Negotiation, Auto MDI-X

-&ZE SFP+ 6 &%, 10G/1G X[ ¥
_ System: Power, SYStem
- LED EA|

Ports: 10/100/1000Mbps Link/Act, SFP Link/Act

SWITCH FABRIC : 216Gbps THROUGHPUT : 160.7Mpps@64Bytes
MAC ADDRESS TABLE : 32K entries SHARE DATA BUFFER : 2Mbytes
- 7|24S VLAN TABLE : 4K ACL TABLE : 2K
IP ROUTING TABLE : 12K LAYER 3 INTERFACE : 1K
JUMBO FRAME : 9Kbytes

Layer 2: IEEE 802.1D(STP)/802.1w(RSTP)/02.1s(MSTP), ITU-T G.8032 ERPS,
LACP, LLDP

IPv4 Routing Protocol : Static, RIPv1v2, OSPFv1v2, BGP

IPv6 Routing Protocol : Static, RIPng, OSPFv3, BGP4+

e Multicast Protocol : IGMP v1/v2/v3, MLD V1/V2, MLD snooping, PIM-DM,
PIM-SM
Reliability : VRRP v1/v2/v3, Virtual Stacking
Management: Console. SSH, Telnet, SNMPv1v2v3
-2 SERE:0°C ~ 50°C, B2 E: -20°C ~ 70°C
-8k 10 ~ 90% (O =0| H3|X| & A)
- 8™ 3 100~240VAC, 50/60Hz
- 2H[T™E AH|FEH Max. 51watts

442.5(W) x 350.3(D) x 44.6(H)mm, 1U
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Switch#show version
Soltech Co., Ltd. Internetwork Operating System Software
SFC5200B Series Software, Version 2.2.0F Build 106319, RELEASE SOFTWARE
Copyright 2019
Compiled: 2022-11-22 13:50:43 by SYS, Image text-base: 0x80010000
ROM: System Bootstrap, Version 0.2.0,hardware version:A
Serial num:20070002314, ID num:20070002314
System image file is "Switch.bin"
Soltech SFC5200B RISC
524288K bytes of memory,32768K bytes of flash
Base ethernet MAC Address: 00:21:6d:59:f5:84
PCB version:D
snmp info:
vend_ID:11618 product_ID:455 system_ID:1.3.6.1.4.1.11618.301.2.455
Switch uptime is 0:00:03:06, The current time: 2000-1-1 0:3:47
Reboot history information:
No. 1: System is rebooted by power-on
No. 2: System is rebooted by command at 2000-1-1 0:4:43, uptime 0:00:04:02
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Formal T A|AES EHELD 2E GlO|ES AR LT

dir filename] 1 O 2 C|2E2] 0|22 EA| BTt 7| okl
T 0|22 ofaf 2A}Z AIREHs THUS EASHE
g 20 g ch DY oS WAloR HA| g
=

Mol THA0|E <IHY> LO| FAE A2

delete filename 2 IS ANFLCH THU0| EXSIX| % B AIAH

oM ESELCH

md dirname

rd dirname

5 Mo &S EAIYLCH o WES ¢ HolX|=2
|

more <filename> 2
HA & == Q= 42 HOo|X| €2 BA| E

L|Ct.

iy 6 N OHY A|AHO| F2E HATLICH
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A2E HRAS AL 23 & reboot HHE2 =2 MA[Z 2 =0f Of2f HAIX|Z} L= I, 2Z

F2&0|A <Control + P> 7|2 &5t ZLIEH REZ X 4~ QJC}

U-Boot 2011.12.(3.6.0.48) (Jul 18 2019 - 17:25:03)

Board: RTL9310 CPU:1000MHz LX:200MHz DDR:800MHz

DRAM: 512 MB

SPI-F: WINBOND/EF4019/MMIO32-2/ModeC 1x32 MB (plr_flash_info @ 83f5¢790)

Loading 65536B env. variables from offset 0xe0000

Net: Net Initialization Skipped

No ethernet found.

Hit Esc key to stop autoboot: 0

## Booting kernel from Legacy Image at b40f0000 ...

Image Name: bootrom

Created: 2022-11-09 7:59:52 UTC

Image Type: MIPS Linux Kernel Image (gzip compressed)

Data Size: 1258475 Bytes = 1.2 MB

Load Address: a2100000

Entry Point: 82100000

Verifying Checksum ... OK

Uncompressing Kernel Image ... OK
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Starting kernel ...

System Bootstrap, Version 0.2.0, Serial No:20070002314

Copyright 2019

Soltech SFC5200B

Current time: 1970-1-1 0:00:00

SDRAM Fast Test......ooceveeieen. PASS!
Flash Fast TeSt....coooeveeeeeeenne. PASS!
SO 1= S PASS! # Control + P = A}ef &/

A2g HE THel
monitor#boot flash </ocal filename>

of B0 X[ Yt LY = FaHAOM AL-S FE o= 8 YU 7[= AlLE THE

rel} g

O|E2 switch.bin L|Ct Tt H2 WAEAE FE5H] EELCH

DS 2

UEEES

nx
o2

local_filename SofAl HE2[0 MFE D O|F 2= AHEAt= THe

A
=2 zsiof B,

Of| A

monitor#boot flash switch.bin
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OIGY IP F4 74

monitor#ip address </p_addr> <net mask>

o YL ®a|g olEY ZEQ Ip

CHERSE Y

Fag TEYLCH

P EES

nx
ok

[p_adadr

OOl IP

net_mask

VEEEEE

Of| A

monitor#ip address 192.168.20.1 255.255.255.0

JER-EXSE

monitor#ip route default </p_addr>

o g&2 7|

rc

UHEEEL

B2 E 785t A8 7|= B2 okt

o7t

ip_addr

AOIEQ|0l2| IPFA

Of| A

monitor#ip route default 192.168.20.1

PingS O|&05t0] HIERIS A2 JEi Al

monitor#ping </p_address>
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o 0= HERI HdEaS =H2IoH7| fe LIt

o7 2

Of 74 & == Moy
[p_address IP A ZEX]
Of| =

monitor#ping 192.168.20.100
PING 192.168.20.100: 56 data bytes
64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=3. time=0. ms
----192.168.20.100 PING Statistics----
4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

S~ZEQO YHOIE
AEXtE Of BEOE ALEDI0 A9X|2] REE L= A[LH AZEQOEYO)E BF2=

HE 222 CHRE2E50 YHOIE & &= Q&LCH Eh MY =7|3 8 otedE SAA Y M=
AtEY = JASLICL
TFTP £ 0|85t0 £EE YH|O|E B}7|

monitor#copy tftp: rom: [A.B.C.D]

o7 28

o744 A

of
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AB.C.D TFTP ME{ 2| IP =4 YLICH.
KIHE PFEATH OB A 0| AHE 5, AHQ)
IPFAE YHSI2tE HIMIX[7F LIEFE LT
Source file name | TFTP Alti0] 9l 2 mHalo] 0|22 gLt
Destination file 22 ZajA0) MY 01Ul 022 YBLICH
name
TFTP £ O|83t0f A|AF ~ZEQ0 YHOIE o}Y|
monitor#copy tftp: flash: [A.B.C.D]
Of FFOl= TFTP MH o MAS A[AHC| SAZ SAFLLCEL BES YHoIE A2 A
M| O|Z1 B4 Lt 0|55 YHolets HAIXKISE EA| LT
UREREL
i 74 = 4 a9
AB.CD TETP ABi 2l 1P & LT
RIYE PEAT} QoD SAYYO| MYE = pFAE
YU HSt2H= HAMIX[7F LEEHE L CL
Source file name | TFTP AlB{0l QU= w2 muo| 0|22 Y Lict
Destination file 27 ZaAlof HEE DU 0|22 YLt
name
Of| A
CHS O M= TFTP MEOIA] 12 L O| AKX MY El= THLH2 switch.bin 22 XNFdt=

AE E0FL L

monitor#copy tftp: flash:
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Prompt: Source file name[]? SFC5200B_Series_interAptiv_2.2.0F_106319.bin
Prompt: Remote-server ip address[]? 192.168.20.100

Prompt: Destination file name[main.bin]? Switch.bin

please wait ...

TR TN TR TR TR IR T TR R TR T T IR TR T TN TR I R TR I R TR N T TR T R T TR R T T T R T TR I TR IR R IR IR TR TR IR TR T TR T T TR TR T T
L £ £ € e £ £ £ £ £ £ £

(SUdEh

HHH R R RS R

AFS R T BIO|E (M)

AQIK| LML XM Eh(write) O 28 T2 MAEE T 0t 0|EL startup-config LICH
AZEQIO UHO|EQ} FASHA ofefo| HHEZ ALE5H0] ALEXIS| MEHO] 2} W El T4

YzES0l TS 2 T P ABY & UBLIT

_E_l
ne
mjo

TFTP £ 0|8

monitor# copy tftp: startup-config [A.B.C.D]

oh7H S

O 7H == 49
AB.CD TFTP MHE{ Q| IP =& YLt
XEE IpFATL QoM SAHHO| HHE S IpFAE
2 25t2t= O MX|[7F LEHE L T
Source file name TFTP AMH{Of = &S Tho| 0|2 L& TLICL
Destination file 2Z SYA0 MY ool 0|52 YHLICH
name

A2 TYAIE 317

HEEZ DCOM R2EE AAE AZEQO, 714 I}Y 52 YHO|E 3}

Fd
>
0
>
i
=
-
1
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ot{® ool FFS Y=ot

monitor# boot flash Switch.bin

U-Boot 2011.12.(3.6.0.48) (Jul 18 2019 - 17:25:03)

Board: RTL9310 CPU:1000MHz LX:200MHz DDR:800MHz
DRAM: 512 MB
SPI-F: WINBOND/EF4019/MMI032-2/ModeC 1x32 MB (plr_flash_info @ 83f5c790)
Loading 65536B env. variables from offset Oxe0000
Net: Net Initialization Skipped
No ethernet found.
Hit Esc key to stop autoboot: 0
## Booting kernel from Legacy Image at b40f0000 ...
Image Name: bootrom
Created: 2022-11-09 7:59:52 UTC
Image Type: MIPS Linux Kernel Image (gzip compressed)
Data Size: 1258475 Bytes = 1.2 MB
Load Address: a2100000
Entry Point: 82100000
Verifying Checksum ... OK

Uncompressing Kernel Image ... OK
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Starting kernel ...

System Bootstrap, Version 0.2.0, Serial No:20070002314
Copyright 2019

Soltech SFC5200B

Current time: 1970-1-1 0:00:00

SDRAM Fast TeStu s PASS!
Flash Fast TeSt.....coeeeeoreevnnnee PASS!
RTC TSt PASS!

Loading Switch.bin......

Start Decompress Switch.bin

B i
i
HHHHHHHHHHHH B HHHAHHHHHH AR RS

Decompress 6922917 byte. Please wait system up...

old idle is 84651210,new idle is O

System startup OK

[ 0.000000] Machine: Broadcom iProc

[ 0.000000] CVMSEG size: 2 cache lines (256 bytes)

[ 0.000000] bootconsole [early0] enabled

[ 0.000000] CPU revision is: 000d0409 (Cavium Octeon+)

[ 0.000000] Checking for the multiply/shift bug... no.

[ 0.000000] Checking for the daddiu bug... no.

22



[ 0.000000] Determined physical RAM map:

(&=h

Verifying firmware image integrity...

Original : 632fce76ecf5fbcf56c33da920fa7d1c8f777a4e695b67d0799d42d02daf6e22
calculated: 632fce76ecf5fbcf56c33da920fa7d1c8f777a4e695b67d0799d42d02daf6e22
SHA256 hash verified & success

Please wait for loading startup-config to be finished.

load 53909 symbol OK

Loading startup-config ... SUCCESS:Empty Configuration.

Jan 1 00:00:28 Syslog start.

Jan 1 00:00:28 %STATICMEM-6-REFILL:Static memory region refilled at 80812a8¢
Jan 1 00:00:28 core dump get sector addr:0x920000,len:0xc0000
Jan 1 00:00:41 Starting hardware self test

Jan 1 00:00:43 POST :CPU Tests :Begin

Jan 1 00:00:44 POST :CPU Tests :End ,status passed

Jan 1 00:00:44 POST :Memory Tests :Begin

Jan 1 00:00:45 POST :Memory Tests :End ,status passed

Jan 1 00:00:45 POST :Flash Tests :Begin

Jan 1 00:00:46 POST :Flash Tests :End ,status passed

Jan 1 00:00:46 POST :Network interface Tests :Begin

Jan 1 00:00:47 POST :Network interface Tests :End ,status passed
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:47 POST

00:00:47 POST

:POWER 1 IS NORMAL

:POWER 2 IS WRONG

00:00:47 Starting process self test

00:00:47 POST

00:00:47 POST

00:00:47 POST

00:00:47 POST

00:00:47 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

00:00:48 POST

:-Timing Tests :Begin

:Timing Tests :End ,status passed

:Switch chip daemon Tests :Begin

:Switch chip daemon Tests :End ,status passed
:Layer 2 daemon Tests :Begin

:Layer 2 daemon Tests :End ,status passed
:Vlan daemon Tests :Begin

:Vlan daemon Tests :End ,status passed

Jlink aggregator daemon Tests :Begin

Jlink aggregator daemon Tests :End ,status passed
:802.1x daemon Tests :Begin

:802.1x daemon Tests :End ,status passed
:Spanning tree daemon Tests :Begin

:Spanning tree daemon Tests :End ,status passed

Jan 1 00:00:48 POST :General attribute registeration protocol daemon Tests :Begin

Jan 1 00:00:49 POST :General attribute registeration protocol daemon Tests :End ,status

passed

Jan 1 00:00:49 POST :GARP vlan registeration protocol daemon Tests :Begin

Jan 1 00:00:49 POST :GARP vlan registeration protocol daemon Tests :End ,status passed
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:49 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:50 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:51 POST

00:00:52 POST

00:00:52 POST

00:00:52 POST

:Unicast reverse path checking daemon Tests :Begin

:Unicast reverse path checking daemon Tests :End ,status passed
:Link Layer Discovery Protocol daemon Tests :Begin

:Link Layer Discovery Protocol daemon Tests :End ,status passed
:Connectivity Fault Management daemon Tests :Begin
:Connectivity Fault Management daemon Tests :End ,status passed
:OAM daemon Tests :Begin

:OAM daemon Tests :End ,status passed

:EAPS daemon Tests :Begin

:EAPS daemon Tests :End ,status passed

:Multi-EAPS daemon Tests :Begin

:Multi-EAPS daemon Tests :End ,status passed

:Backup link daemon Tests :Begin

:Backup link daemon Tests :End ,status passed

:Loopback detecting daemon Tests :Begin

:Loopback detecting daemon Tests :End ,status passed

:Internet Protocol version 4 daemon Tests :Begin

:Internet Protocol version 4 daemon Tests :End ,status passed
:Netflow daemon Tests :Begin

:Netflow daemon Tests :End ,status passed

:Sflow daemon Tests :Begin

:Sflow daemon Tests :End ,status passed

25



Jan

Jan

Jan

Jan

Jan

Jan

1 00:00:52 POST

1 00:00:52 POST

1 00:00:52 POST

1 00:00:52 POST

1 00:00:52 POST

1 00:00:53 POST

passed

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

1 00:00:53 POST

1 00:00:53 POST

1 00:00:53 POST

1 00:00:53 POST

1 00:00:53 POST

1 00:00:53 POST

1 00:00:53 POST

1 00:00:54 POST :

:Internet Protocol version 6 daemon Tests :Begin

:Internet Protocol version 6 daemon Tests :End ,status passed
:Neighbour discover daemon Tests :Begin

:Neighbour discover daemon Tests :End ,status passed
:Dynamic host configuration protocol daemon Tests :Begin

:Dynamic host configuration protocol daemon Tests :End ,status

:IGMP snooping daemon Tests :Begin

:IGMP snooping daemon Tests :End ,status passed
:MLD snooping daemon Tests :Begin

:MLD snooping daemon Tests :End ,status passed
:Syslog daemon Tests :Begin

:Syslog daemon Tests :End ,status passed

:AAA(Authentication,Authorization,Accounting) daemon Tests :Begin

AAA(Authentication,Authorization,Accounting) daemon

Tests :End ,status passed

Jan 1 00:00:54 POST :Telnet daemon Tests :Begin

Jan

Jan

Jan

Jan

Jan

1 00:00:54 POST :

1 00:00:54 POST :

1 00:00:54 POST :

1 00:00:54 POST :

1 00:00:54 POST :

Telnet daemon Tests :End ,status passed
Radius daemon Tests :Begin
Radius daemon Tests :End ,status passed
Tacacs daemon Tests :Begin

Tacacs daemon Tests :End ,status passed
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:54 POST

00:00:55 POST

00:00:55 POST

00:00:55 POST

00:00:55 POST

00:00:55 POST

00:00:55 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:56 POST

00:00:57 POST

00:00:57 POST

00:00:57 POST

00:00:57 POST

00:00:57 POST

:Routing daemon Tests :Begin

:Routing daemon Tests :End ,status passed
:Routing(for IPv6) daemon Tests :Begin
:Routing(for IPv6) daemon Tests :End ,status passed
:RipNG daemon Tests :Begin

:RipNG daemon Tests :End ,status passed
:OSPFv6 daemon Tests :Begin

:OSPFv6 daemon Tests :End ,status passed

JIP access-list daemon Tests :Begin

JIP access-list daemon Tests :End ,status passed
:SNMP daemon Tests :Begin

:SNMP daemon Tests :End ,status passed
:Inter-Card Communicating daemon Tests :Begin
:Inter-Card Communicating daemon Tests :End ,status passed
:Card system daemon Tests :Begin

:Card system daemon Tests :End ,status passed
:QoS daemon Tests :Begin

:QoS daemon Tests :End ,status passed

:OSPF daemon Tests :Begin

:OSPF daemon Tests :End ,status passed
:BEIGRP daemon Tests :Begin

:BEIGRP daemon Tests :End ,status passed
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Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

Jan

00:00:57 POST

00:00:58 POST

00:00:58 POST

00:00:58 POST

00:00:58 POST

00:00:58 POST

00:00:58 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:00:59 POST

00:01:00 POST

00:01:00 POST

00:01:00 POST

00:01:00 POST

00:01:00 POST

00:01:00 POST

00:01:01 POST

:Rip daemon Tests :Begin

:Rip daemon Tests :End ,status passed
:BGP daemon Tests :Begin

:BGP daemon Tests :End ,status passed
:BFD daemon Tests :Begin

:BFD daemon Tests :End ,status passed
IGMP daemon Tests :Begin

:IGMP daemon Tests :End ,status passed
:Multicast-routing daemon Tests :Begin
:Multicast-routing daemon Tests :End ,status passed
:PIM Dense Mode daemon Tests :Begin
:PIM Dense Mode daemon Tests :End ,status passed
JIS-IS daemon Tests :Begin

JIS-IS daemon Tests :End ,status passed
:'VRRP daemon Tests :Begin

'VRRP daemon Tests :End ,status passed
:NTP daemon Tests :Begin

:NTP daemon Tests :End ,status passed
:Rmon daemon Tests :Begin

:Rmon daemon Tests :End ,status passed
:Tftp daemon Tests :Begin

‘Tftp daemon Tests :End ,status passed
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Jan 1 00:01:01 POST :File synchronizing daemon Tests :Begin

Jan 1 00:01:01 POST :File synchronizing daemon Tests :End ,status passed
Jan 1 00:01:01 POST :Stacking daemon Tests :Begin

Jan 1 00:01:01 POST :Stacking daemon Tests :End ,status passed

Jan 1 00:01:01 POST :SSH daemon Tests :Begin

Jan 1 00:01:02 POST :SSH daemon Tests :End ,status passed
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FTP MEOIM 29X 2 DtYE T2 2 E gL Ch

copy ftp: flash: {<64-70240> | ABCD | -w [ type <1 | 2> | <active | passive> |
nchecksize>}

copy ftp: flash: FH T LHSIH A|L-OM A7, HERHS, JAF MY T, &4 O, 4K

o o|§2 YHHoteks HAIXIE BAISHH 20 mhat 43 gL Ct

i 74 4 a9
ABCD FTP ME{ 2] IP 2
XZE IpFATF QO™ “Copy” HHS M st =
IP =45 YHSIEHE HA|IX|7F LEEHE L CL
=
ftp user name FTP AfH{ S| ALEXF OIS
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“Copy” BHE & o = AFEX O|E2
2 HSt2t= O AIX|7F LEFE L T
ol
ftp user password FTP AHof HIE®=
“Copy” S £ ot = ¥ 5 Y=
Ol M| K| 7} LEEFEFL T
<64-10240> HOolH 25 37| gt M8 Ateh (7124 512)
W oS 2 sfAlgt dALO| oS S0
MT|BHCE MERALE
<active | passive> FIP Y2 RES &d B E(active)?t +&
B E(passive) SOl A MERSHTE M ERALSGH
Type <1 | 2> HOlH & RE F-eLICL(1: ascii, 2: binary)
nchecksize ME{ O Tt S 7|5 =HQISHA| Qf=CF MEiAtet

o AX[o| It AAEIOIM FTP MHZ THUS A2

NP EE PPN

copy flash: ftp: {<64-70240> | AB.CD ] -w | type <1 [ 2> | <active | passive> |

nchecksize>}

AL

o7 2

eh= HAIXIE BEAISHH 0] 2t

ol AY, 5=

Mo, BF M- F

[n

OflM FTP MH 2 mtUS P2 E SHYA|IL.

e

Yot

O AR 7t LEEFEFLICE

Of 74 88 == Mo
AB.CD FTP MH 2l IP F
KYE IpF27H QOB “Copy” BYS HY o 2
P FAE St2ts HAIX|7¢ LIEFE L CE
2 =
ftp user name FTP ME{ S| AFEXL O] F
“Copy” BHE HH o F AFEX O|ES

ftp user password

FTP MH{Q| HIZHZ
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O Ml K1 7k LHEFEF LT,

”Copy" %%% = o |_|' -

HolH =5 37| gt M8 A

=
<active | passive> =
B E(passive) S0 A ME

<64-10240> <
N oS 2tm SiAIgE HA
M7|BIC} M ERALSE
FTPOIZ REZ 2 D E(active)2t +5

HO|H & ZE gLt

Type <1 2>
nchecksize Meof ot 375 =15
il H|
CHE O Xl= “main.bin” TF L 0| MEO|A 215|101 AL|X|0|A switch.bin 2= HB LA
HojzLot

config#copy ftp: flash:

Prompt: ftp user name[anonymous]? login-nam

Prompt: ftp user password[anonymous]? login-password
Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

FTP M| 7} REESER| %2 [ Ch7| A|ZHO|

ZO{HLILE. O] 2R = TCP AlZt

ZEAZHO|2 755)2 2 Qe LAMBH TCP 1 A7t £ H7| 0] “ip tep

synwait-time” 2 2% ZEOAM HHS 7 LT
LR HEYI Ao =AM FTP & AHESHH H|O|H & 27}

I_
JHH22 =3 5 JAFLCH 2y 2iHE el HE =52 37|&
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VTY & QHLH

A" 2 “line” BFOE ArE5I0] HO|E 078 74 L Ch

o
o8

i
mjo
Ofm

S EHOI20f SO EAE = 92 78 & = ASHCL

A" 85 Jtseh /2 2 7HX[e] 7E0| AELICH

console(2%), virtual terminal(ZHE 0]4)

—

A A”OPCE CHE fol 2helo] ASLICH HEst 780 HighM = Chg 2ZE

fot

CON(CTY) 2 THE s Al2HE0| 2

VTY gy | HEESZSAEAATR/US | o 5
S=3
Line console
FHO 43
config TE 2EZE TY
line console 0 2ol 25 B2 [et
pass-group <group-name> HEZHz f& 252 HESl= 74
password 5 HIZHD 4
Please input password: Ar8E H| 2D 3 3 =IHX| 2 3
Please input the password AGAIN: .
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no password

no pass-group

Line VTY
FHO 29

config IMH pEZ R

line vty <0-31> <0-31> gl 25 2tz Het

pass-group <group-name> HEHD & 1S ¥ &St 74
password 5 HEZH

Please input password: Ar8g HIZ D ] Sl =0t 2 2 ¢
Please input the password AGAIN: .

(913 LEY H357|5 XN3)
no password Z220| YHE|0= HEHZE AKX
No pass-group Z&0| EE HZTHS & 152 ShA|

HES3A 22| +4

SNMP 74

e

SNMP A|[AEIO|= CHE1F 20| L& &= Y& LT

S

) SNMP management side (NMS)
° SNMP agent (AGENT)

® Management information base (MIB)
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wn
pd
<
v
rir
olo
oo
[kl
Hu
[
DI'U
]
of4
2
x
2
ofn
ely
rir
[H
Hu
HT
131
o

ILICE SNMP 22 =3t 00| E ZH0f

SNMP 2|0l EHoZ HET He| A|A(CiscoWorks 2F 22 NMS)e| L2t 2l &=

UASLICH Agent X MIB 2 A|AHEIO| MZ ELICH A|AH SNMP E F1d5H7| FOf| HERR 2te|
Z 1t O O|HE 7to| BHAHE HOolsl{Of 2Lt

SNMP O O] ME = MIB =& ZBtgtL|C}

SNMP Z2| 2 o|2{st B4=0| 7tZ =St +=-T = JSL T

2|H2 OO|HEOAM B ZHE TIHALL B 22 OO|HEN MYE = ASLICHL

HO|HE«= MIBOIM HIOJHE &L MIB2 &X| 07 H2 HERA FH|2Q| HO|H

H|O| A& LIC} ot O O|HEE= &2[Ate] 2T £ HOlH #+3 280 SHE & AsHCLH
SNMP 00| HE £ 2| F0f| ERS 2 o+ ASLILE Trap 2 HERIL| £ SEIE LIEtLE

B8 8 45 YEE SNMP 2 S L Trap 2 BHETH ALEAL 2F, MAIZ, 23 AS
SEf(dsl/Hl2deh, TCP HZ 8l T2, I A&" HZ E= UOHE &= A= 7|EH TR

OO|ME A|ABIO| HITH4 HENE LX|SHH SNMP &E[AAHCZE HEE HHL|CH SNMP
LEU2 Trap 22 M| AH Y2 Bl A2 L8 + ASLICE FH M= Trap 2 =l I

He 2EUR $enz 4l £2 Trap O =41 =ACD =HAl & o= YIS L CL T2t Trap 2

AME|g 4= & LICE 0]0f H|S, SNMP Zt2|A|AR Z0|A “inform request’& =415t= SNMP
TR A|AROM SNMP HE0f et SEC 2 PDU & AHETHLICH EE[AA-OIA “inform
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request”O| =M E|X| @2 M echo 7t MEE|X| ASLICEH FHOM = SEHE EUX| F2H
“inform request’S CHA| B = QUELICH O3 OHS Y22 B2[AA-0 =2 & = ASFLCH

“inform request”"& EC} M2|H0| E7] 20| A|A" S HEQIAS O M2 XAtS AH

gUCH ERM2 HS 2 I 17| FLCh o272t s EAL 2 EA|ZH0] =2t E T{77HX] “inform

request’S M| 220 XEBHOF @ LTt £t Trap 2 SHHEE M EE[LL "inform request’= O2f

WHE 2 5 YSUCE XS “inform request’'= HERKI 40| FIt7t L|B2 O H2
2oE R LC Eot ERE SHABE S [0 “inform request’2 02 H TS & =+

AgHCh Mt E- A 2E 282 g 2|aa 2| 2dS /X gL T SNMP

O] 22Xl EHE K| BHX| Tt “inform request”Ofl CHPH & = K& TrL|Ct.
SNMP H 7
Ct2 1 22 SNMP H 2 AKX A|A”R2 X| 2L Ct:

®  SNMPvI---ZIEHSH HEQ 22| T2 EE RFC1157 O MO|=l QI Ul BEFE
EEEOILlL_-l',
®  SNMPv2C--- SNMPv2 T1& 7|t 22| = {32 RFC1901 Off Ho| & BE
ZT2EEQL o
®  SNMPv3--- RFC3410 Off 29| & ZtCtot HESA #te]| Z2EF B 3
o

SNMPv1 & T 7|4 50t §AIS AL, P T4 HZ Ho| U ¥SE AL}

Oo]ME MiBO| E2 & A= &2 & AES FelgLtt
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AR FZ2E—TZl0] H& SO HEE[X| HU=RE = LC.

AN

&2

Hl

OIS AR 7 S8 oA

k>
ro

IN

o

gL Ct

al

=ol— o7l &O0| 2eEH S2EX| ¥2 X WS & &+ Y}EUCH

ST

SNMPv3 2 ot & Eiat & of = 25 MESYLCHL 22 RE2 AMEA 8

1
A

AMEXZL &Fots A50 ol F+85= S SHMYLICE 22 +=F2 =2t 2 &

LHOIIM 518 &l= EHot =F YL 2oF REI} Hok =F0| X2 SNMP A S

M| g I MEE= 22 HAYE

njo

N

2

o
I
Iul
ro
ol
¥a
oo
ok
ot
ro
ol
%3
oo
ok
ot

g, 2T 3 M 7HA 2ot RES Ar8E = ASLICH

]

2| 59l AH|0|M0| X| Y3t SNMP HH 22 SNMP 00| HE S AJsfopetLICY,

22| A|AHIO| SNMP & 2 E MIBII B4 (RFC 1213)2F SNMP E& (RFC 1215)2
Xl AghL o,

AKX A2 ZF AL T &7 MIB =S MESELICh.

SNMP T4 &

SNMP E7| 114
SNMP community 2 MO 74 A +=H

A|AE BHE|RLO| & 9 A|AH QX LA

SNMP agent H|O|Ef T§ZI0] Z[Cl Z0] 2| SNMP JEf 2L EHZ
SNMP AME{ FL|E 2

SNMP trap +4

SNMP HFQIY AA A 19

SNMPv3 &

SNMPv3 AHE At

SNMPv3 EnginelD T
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SNMP & 71

SNMP E7|= MIB Of Cigt BM A HSkincloud / excloud)S M O{Ste AYULICH CHS HHS

A83H0l 1dE T EstdAlR.

FHo 4%
snmp-server enable snmp THE2 435t
. ) Lo o|&2 x| o
snmp-server view name oid [exclude | 57| 7|59 0]§,0ID X|E MIBL|
include] 5tel E2| £ HIO|2S F7t5t
O|E0f Z4H| AEXt2| KM Zoh

2 X|ggot
Exclude : BN A& HE

Include : HMA &

SNMP 2 7|0 A AN A & e 12 AeH2 MIB ZHME "exclude" 7HH| 2 "include"= Lt X|
WM ULICE A EEX| $2 JHKe 7|2 o2 HMA T = Q&LICh
SNMP 27| & /43t & SNMP & 0|2 T/ddt= SNMP £7|& 78510 1§ 0| 50N

HMA & U= JHHS| otel s Aot & = ASHEL

SNMP Community O] CHst 2 HO 74 £= 73

SNMP community 2| 2XtES AFE0H0] 22| A28 FH[ALO|2] 2AE ol & & AFLILY.
Community EAE2 Z2|A[AEO] HH|O| 2100 & & U St Y=ot FARLIC

Community =XtE 1t 2HESH0] StLE O] 4| £H S XY = USLICh

Ry s
. o ) =0 it 7FS Kol S
snmp-server community string [view view- 3 &2 community &= 82| B
namel [ro | rw] [word] C}.

StLt EE= o2 4o A8 2AEE 74 & = USUCE 'no” BHOIE ALESHY X|HE
Community 2XtE S HAHSHMAIL. Community 2AE S F45HE HE "SNMP H 3"

RRSHMAI .
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2 HE|Xtel == WY 8 A|A'O /X 28 74
SysContact 2t SysLocation = A|AE JIFE0|AMQ] 22| H=a== MIB 0|1 2{2to| ZH|2| ID Ztat

IKIE Zof LI O] YE = Config & S3HA HMA S 5 ASHLCL 22 ZEOM TS

C O
snmp-server contact fext 4 ==2

C 9|kl BRIYES A
snmp-server location text =E flXlel 242 TR

ZH|OAM 2= SNMP H|O|Ef mjZle] =T ZOo| Fe

9% £& SES WOl Ho|H Kol Ao Lo|E T4

d 2 & UASLLCL 222 ZE0AM TtE

Ly 7l

L=
S

q oiZlo| x|Cy Zo|=
snmp-server packetsize byte-count 5 HOIH malel i 2ol 7

gL

SNMP AtE{f HL|E{E

o

YHOIE AHESIY R E Community EAHE &5, 0|2 = & ©

i

AL
e

HIZSH SNMP 23/ SAHE ZHHE & = ASHH

o =2 T

o 7l

L=
S

show snmp

SNMP B 2L|H.

SNMP trap ++-d

ChE HYHOE A83I0] SNMP trap & EW =5 A2 9 5= ASLICH

= T

o traps EUHEE A2E 74
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MADEO|A CHSS AMsto] EYUS SAER BUYEE T4

Lyl Is
. ) o] AAKIE K| XS
snmp-server host host community-string [trap- Trap I AIX[ 2] = MXFS AR T
type]
. . o] &A x 2
snmp-server host /ost [traps|informs]{version Trap DI AIX[2] 5= ML, B, AL AL

. . O] 2L X|A™SHLIC

{v1 | v2c | v3 {auth | noauth | priv } }community- 1S5S X8

SNMPv3 trap 2| 4@ T AEJI EHY
HA|X|E F=ASIEE SAE0 Ot

SNMP engine ID & +/d3}{OF & L|LC}.

string [trap-typel

AIABO| At E| SNMP A2 RHEO2 M3 ELICh BE R0l Trap 0| 43 FLITH

= TTro—

“snmp-server host * B OIE ABBL0] O/ SAET} O 50| Trap & +4I X NHE 4

25 Trap 2 CHE FBS Sl Mofsiof ZLCh OE S0, YHHO|AE EAHLE ES I SNMP

243 EYE 2L AEHO|A FHEOA “snmp trap link-status” HHOIE M50l 23

o = o

Trap 2 $=M38t2{H SAE I} "snmp-server host * HHS LA3|{0F StL|Ct.
o Trap o H¥ZOI Oj7f s S|

MES St=O 2 Trap O A|RtE|l= &2 QIET 0|, HAIX| 7| Z0| £= 2

4 |

SAEQ HE 7t ke XEY = USLICH Trap of A O/ HS=E
THoIHH MYREOM Chg MEIN HHOE ALY = AFLICH
™ Is
snmp-server trap-source null Trap HIAIX|S] A& & null interface 2 X|G ST}

snmp-server queue-length /ength | Trap O U= 2t @ AE0 Ciet HA|X| 72| ZO|E
gL (Z]22k : 10)

snmp-server trap-timeout seconds | MTE CH7|HO|M Trap & MHS & Bl

o =2

i

ol Ut (71=2k 30 )

— HA .

39




M
o

SNMP HQIE AA ]

=
Fa

29
=]

HYZEOAM B2 E

OfE &5t0] SNMP HA|X| 2|

AN FAE THOAL,

H

°E1

30

7l

L=
o

snmp source-addr jpaddress

SNMP HA|X| o] ELX|E FM2HL

SNMPv3 group T+d3517|

182 PHE COS YOS MHSAIR.
Gy s
=22 Mt
snmp-server group [groupname v3 SNMPv3 1E& TR
HEXMozZ olFuy Eg|o E =2 O
{auth | noauth | priv} [read Zl2Xe 2 Qe ofpl E2lo] e =
readviewl[write writeview] [notify olZ = YSL|Ct
notifyview] [access access-/isf] Privi SNMP v3 & 7l Q15 2 53t (HEh
Auth: SNMP v3 H& Ij7l 215, Y=sh= O/HE.
Noauth: SNMP v3 & T2l 0|25, &= 3t=
o4 8.
SNMPv3 AFEAF 7517
Che YO E HAstol 22 AFBAE #4E + UG UL 22|Xt7F FX[of 22215 FX|of 4 &
AMERE Ol =S AFEAIO| A L2{0F SLICH ALEALS] 20t =52 MEA7 ot A5 Eet+E &I}
=Lt Zotof gLt O™X| o™ AMEX= QA5 E Sut & = YEUL
CEL 715
snmp-server user <name> <group> | SNMP v3 AL&X} 0|, &, =3}, 215 &Al 14

v3 priv <aes128 | aes256 | aes256-c>

input auth:

comfirm auth:

5 &2t HHA(PBKDF2 + AES256) HE
auth <sha | sha256> 5

(T =, 9 L3 E FHIE HBA|)
input priv: Priv: =3} H|Z M= Y (9 ~32= %t
comfirm priv. Auth: AFE A Q15 HI LS @ (9~323 %}
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SNMPv3 Engine ID 748}7

SNMP EnginelD & SNMP Engine & A &5l=0| AL EL|C} 7|Z2] SNMP ZHE[A|AH 8

Hl= SNMPv3 Z2j| 22| SNMP Engine Off ZgH [0 UAZLICE

eyl Is

d EH Ol H
snmp-server enginelD local AH SNMP ZIof 7 B ILICH (11 =)

engineid-string

3 Ol

Off & 1

snmp-server community 5 public RO
snmp-server community 5 private RW

snmp-server host 192.168.10.2 public

= tSa 22 0| E LtEF-HLICE

e DEMBHSTE AS = U= 3F EAES Fdst= WHY
e DEMBEBSE QD £ A Community EXES 742 5t 4
Community 2X} Public & A23}0] A|AHIS| MIBHAE S 4 JASLICE

8t Community Xt 2 Private 5tA T+°d50] MIB =& 20 A|A|R0| 47| 7t53H MIB

Qo] HH2 A|AHIO| Trap & ELHOF & I Community 2XtE S Public SHA X430} Trap &

192.168.102 22 LA ELth o S0f, FH|o| ZET} L2 JEi7F = ACHH FH[OAM =

192.168.10.2 2 AL Trap YEE EHL|CE
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Ol &l 2

Switch# show running-configuration non-interface

snmp-server enginelD local 80000523015a000003

snmp-server group getter v3 auth

snmp-server group setter v3 priv write v-write

snmp-server user get-user getter v3 auth sha 9 €7a86399065c56fa8645cc14e33f29f2d
ac965c3d73fd879fb424419cac7a3ff

snmp-server user set-user setter v3 auth sha 9 2e556b053bf1903cf40643b2687dbdba5
2aa1ce594605fd77247f3322f88b48f

snmp-server user test admin_g v3 priv aes256 auth sha256 9 65c03eaf2ea90e0cdb8cf
68572b690fcec03713d31f1e566738db3e2dbel0fdae d3ec854a04c12dacc1ca380d999afe8d0054
€02370c8069000c8efd3eal12227

snmp-server host 90.0.0.3 informs version v3 auth notifier

snmp-server view v-write internet included

& Setter = X E Y = U= UHH, OF Getter = FX|HLEE #ot & = ASLICL
AL XF M AFE X2 & User 7t & Setter Off &3 [ AFE Xt Get-user = & getter Of

Ete]d L_| [|-.

=

rlo
o

T2 EXT A=t X] EELC

=
=

»

get-user 2| 4% Eot

1
A
rlo
ro
o[
#g
o2
tok
ot
mot
-
in}

Set-user 2| 4% E¢t
ZHH| 0| M Key event 7} E4SIH username notifiy & A2 SHO ZHE|XtO| SAEE 90.0.0.3 Of A

2E HAIXIE 2=
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RMON 4

RMON 74 2t

RMON 4 % ¢:

A2|Xof CHE RMON & 7|5
A 2|X|0f Cist RMON O[HIE 7|&
A2|X|0f Cist RMON 84 7|5
A2|X|of CHEH RMON 7|5 7|5
AQ{X| RMON 714 EA|

ALQ|X|0f CHet RMON BE 7|5

Command line EE= SNMP NMS £ &

I
2t
Z
O
Z

M
H
N
or
mjo
-
0x
mot
4>
$0
i)
i
iul

HEO IIs
. 7&01 =3 =S|zt C
configure A 2EE SogHN
rmon alarm index RMON 23 =3 FII5HUAI2.
variable interval Index = 22 &50| MOIL|CL & HP= 1~65535
. Lt
{absolute | delta} rising- . .

Variable 2 Z LU E2 Z|= MIB 2| 24X L|Ct
threshold value A Ao f= 3t MIB 24| 0]Of SO, Integer, Counter,
leventnumben falling- Gauge == Time Ticks 78 9| Objects Tt EX| & &=
threshold value UFLIEL

Interval & AMZ212 9|3} A|ZFEHQ|QIL|C) CHQle X
leventnumben [owner HMEYS RIS AMZERIYLCL EHels =
oxr 7
H.

) CHRIOI0 & ZH2 1 0llA 2147483647 ALO| L|CH

string) [repeat] Absolute = MIB Z4X|2 Zt2 =H 2L H2 3}= o
AHEELICEH HEHs & MEE ALO|O|AM MIB REME Q|
o HdE 2UH St=0 AASELUCH
Value = ZE7t W& f A ZrL|C
OHIE H = A o =SS If &= O|HEQ|
index {2 L|C} O|HIE B = MERARE LICH
Owner string 2 22H0f Cio §EE HHBL|CH

#E|At ZEZ E[FotgL

[[\I

exit
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rite Mg MEec

'MON ZE #20| THE = Hx= XIHE 0D #S 7St

SIS E 242 alarm ST £ WENO| 2t O]F 2D HIMELITH

$|S 5 Zt0] O[F ZHECH AN A X o2 XHE YA ¢S A AL OME Wt

index H=Ql O|HE (O|HE

=13
=

>

WBIR| 24)

M 7h 0 O| ALt O[HIE

HS It index H= 7t 2 O|HIE Tt

HeIt X HE OID & 25 & Sl O Aol &E &5 47t fF22 FdE Lt sYet
MoloZ Hi §22 2437|218 rmon alarm  Olaf ¥ AWsHY OpR|e 240
SO YL|CE OFF & rmon alarm 2| index = HASIX| Qiof QAT Aot A& =S FA
g = AL
22| X[0f Cist RMON O|HIE 7|5
L2 #0|= RMON O|HIEES Fd5t= A7t LI_tASLICH
CHA| g0 odd
1 configure 28E =R S0gHN
, O|HIE &2 ZJ}SFAA
2. rmon event index RMON O£ E58 F7iettAle
o _ Index = O|HIE &5 MOI0|0 §= #H?|= 1~65535
[description string] oLt
(log] [owner string] Description 2 0|t E0f| T3t M2 Z o|O|gL|Ct
[trap community] [ifctrl Log = O[HIEZI M E o] 21 HO|Z0| BEE
interface] F74St= AE Q0| gLch
Trap 2 O[HIEZ} 2y &l [} Trap HAIX| 2| ¥-9E 2|O]
gk
Community & Community 0| & & L|C}.
Owner string 2 L20]| Lot 25 AHTLICH
3 exit e[ REZ E[SOFZLIC]
4 write TEE MELHC
rMON O[HIEZ} 1 E 20 rMON ZE7F ZdE I rMON O[HIE &=9| =02l

eventlLastTimeSent &
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Log /40| rMON O|HIEZ LM HAIX|7} 21 H[O|S0f =7} ELILE Trap &40

rMON O|HIEZ | EZ HA[X|7} 7L El 0|22 HESELICL rMON OfHl

[IJ|FLI

o3

HHsto] S YTt index 2 O[HIE & 52 7145

-_

™ OpX| g 42 HEE L L rMON OfHl

index & #5310 index 7t S L% OHIE &5 F|ag = AFLICH

A QX2 RMON &4 #+4d

<
@)
=z

m
X
[
H
Mo
02
Rai
1o
H
rin
H
|m
=)

| ot S §28 2LH st AFEE L

rMON &4 & +d3dt= ttA= Chaat 2Lt

CHA| FHo 493
1. configure 6 T REZ SoiZLCh
2. interface iftype ifid 7 ZE RER S0{ZL|C}

iftype2 Z& RS /0| LT,

8 Ifide ZEQo| IDE 2o|O|gtLC}

3. rmon collection 9 ZEOM A 7S EH3} Lot

stat index [owner index= S 2| 4212 ofojgtL Tt
string owner string2 S7|0f thet §2E A= AY
LIEh
4. exit 10 FY ZE=Z SO ZLC}
5. exit 11 EX ZEZ SO ZLL,
6. write 12 TAHS ML

S Lot MOolg ARSI EAEE S £4517| 28] “rmon collection stat * & 02 | AMalSIH

ORX|9f L8t M-20| EL|C} “rmon collection stats index"S A0 index 7t S Y3 E7

AQX|Q] RMON 7|2 M

rMON 7|5 152 X2 ZEO|AM CHE AlZt Muo| 4 §2& +Hst=H AFEE Lt

1

rMON &7 7|52 ttZat 20| - g& Lt

oA g0

nx
o2

45



1. configure SEY ZCE=Z SojZLCt

2. interface iftype ifid ZE B2 So{ZYCtH
|ftype 2 & FYS 90 guct

=
3. rmon collection ZEOM &4 7lsE g3} gL
history index [buckets index = 2=2| M2IS o|0jgtLTh.
ol g¢=2o2 £1E 2E HOo|H SoA XM HZ
bucket-number] G ao L N Lo
S SHS2 KEor S|t 0|23 S e Y7
linterval second] Slef ool 715 B2 Hop & & ULk

[owner owner-name] 7|

T HE 4L2 S OB E ZE5te 7HH S o]
g 242 1800 = L{ct.

owner string 2 S0 Cigt YEE AYHSH=

QYL
4. exit Z2Y ZEZ FOF ZLH L
exit #2x REZ ZOF ZLCt
6. write TS MYYLIC

RMON 7|8 &=0] F7tE[H FX|= XFE ZEOM 2 =0ttt 4 442 7S L

HA =

s 2 BE d=2= 0|f &=0| =7t EL|Ct rMON =8, 7| &, MQ2lZ 02| ¥ HA5t]
ST MOIoR 7|2 BB BT OX| o) 14 P2 U N Hu
rMON 7| & index & &5t index 7t st 7| & =2 Fag = ASLICL
B3x
Mzl Mol Zho| HE I ZHA(E)0| P B2 P 52 T U2 AL A|AH| arE
Ar&gL( Tt
A2|X|S] RMON 74 EA|
show HHOIE A8L0] A21%|9| rMON 748 2OiZLCH,
cE L
show rmon [alarm] [event] [statistics] T4 EE HA| gL CL
history] Alarm 2 Z& &=2| 71842 HAlSt= A2
o|o| gL ct.
Event = O|HIE & 59| & HA[SI
O|HIE 2of oldf Mdxl 2K 0|20
zot & 252 BAISHE A4S 20| gLt
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Statistics = M X7 ZEWAM $Tsl= S
g2 9 87 el #HE BEAlste A

o|o] gyt

History= ZEO|A XA XY= 7HHo 2
A

=qotE 715 &= A 84 &l #8=
HAISH= AS 20| gLt
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SSH

e

SSH M H

SSH MH7|5& MEotH SSH S2t0[A E 2t

=
[

2 R(K]

O] UELICt SSH AH = A5 3}

’Is

S
=

LIk (KEA|

s

243}

E=N

g

RN

SSH 22}0|YME = SSH

i

HA|BHE SSH A H

7ls

L|C}.

b

= N

= B 20

w|
3l

SSH AMH{ % SSH 22}0]

ol

Kl
X0

0

MHr
or

Rt

70
Kio

ol

ol

or
il

_

10
Ko

LICt. SSH AMH = 7| &

s

e
o
=

05 REE A8

= 21¢

SSH A H

LICH 229 DEA CHS

L

AMEE
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Yol EL:

ip sshd auth_method STRING | 2|5 2ol 552 gL CH

ACL T+43}7]

A2 SSH MHOf Lot FZS MO{st2{® SSH AMHOf tiet 2 X0l 555 F-d3H0F &L

=28 ZEOM Chg B3PS Sl B2 Mo 555 #IH

Ct.

od

ol 4

od

ip sshd access-class STRING ACLE F+dgLct.

AZE BEUCL 22Y 74 ZEOM COh2 BHE Sl 4 Al =ap g2 ALt
B30 a9
ip sshd timeout <60-65535> 15 AlZh =1t gts 4

2SO 2SS CHAl Al=ots 2O AlZhs 749 SHUAIR:

FYof

nx

H
o

ip sshd auth-retries <0-65535> Configures the maximum times for retrying

authentication.
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SSH AMH 43t

WO MY B CH 2ot0|ES G RS SATLCL IFYL 122 = 48 FLL

Z2E 718 REOAM Ctg BBAHE 230 SSH MHE &gt gL,

Yo C

H
o

ip sshd enable SSH MHE AtE LTt
t= £ 2048bit 2 M4 g L|Ch

SSH K& 74

SSH H{FHE 79 gLt

cEiY 29

ip sshd version 2 SSHE 7|2 a2 W™ 28t
X &gt

SSH 7| M&
SSH gdste ddE 7|15 SalAl H=2eo] HZSt7| f/s tts BHOE & LT
FHO 29
ip sshd save SSH 7|& ZeiAl 22|of o=z
MY

HHO 49
ip sshd sftp SFTP € E2iA| o220 o=
Mgt
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SSH SA| & M4 Kot

HHO 49
Max-lines ssh <0-31> SSH SA| & MAZ2 Nt o=
M I—I'c'>'|-|:|-

no max-lines SSH SSH SA| & MM

SSH =Xt =tol

EEN Mo

show ssh ssh BEX HEE BA|SICE H& 1P
TCPEEXNH

show tcp brief TCP M2 MM HEE HA|SHC}

SSH MH 1/ oA

CHS RHOME= IPFEATE192.168.20.40 Q1 host TF SSH A HO| B & 5
AFE Xt CIO|EHHO| A= ALEXLID & FFESHE O AF2EILICE

Access control list (ACL)

ip access-list standard ssh-acl

permit 192.168.20.40

I

aaa authentication login ssh-auth local
ip sshd auth-method ssh-auth

ip sshd access-class ssh-acl

ip sshd enable
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Telnet AH|A 14

o

ip telnet enable
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ip telnet sour-interface vlan <interface-

Telnet &2 518 AHHO|AE X

ip telnet listen-port <3001-3999>

Telnet ZEE WZ. (7| 24k 23)

Ip telnet max-user <0-31>

Z|C Telnet AFEAL 5= X8

no ip telnet enable

Telnet & A2 = Q& H|ZHd3}t

Telnet A{H|2 Q15 21 O S 718
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ip telnet attack-defense <Count num : 3 | &% 3= Mot U X H& C7[A|2tS2
- 10> <time num : 30 - 86400s> 78 25 5 At 3~10 2
M ES 7] A2t 30~86400 =
no ip telnet attack-defense &2 2 HES t2|AIZE 78 A
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max-lines telnet <0-31>
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Telnet SA| & M2 XMoot SIEE
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no max-lines telnet
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Telnet AH{ O St ©2S Moot HHEZZENM #E ACLS Tdot1 Ofef

HHOZ Telnet MH| A0 XHE8tL|C}
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ip telnet access-class <acl_name>

22| X E2H 0] ACLE Telnet
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show telnet
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show tcp brief
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=5 oLt ol HY 552 25 2102 2T MHO| X522

° aaa authorization exec default local HEHE exec 3t H0°| 7|2 HaA L

—

=52 oLCL HAE SE2 exec & YOSt 2= ALEXO|A|

® AEX O|E2 execl, 2092 A2 = abc, EXEC Aot +=&E2 15 (71 =

[ o

rlo

TE)YLICE &, exec 2ol 2121 oF #ot =F0] 15 2 AFE X} execl Of

|0

o

rin

%424

o

o

Aot s o = AL

£0
1

o ASX 0|22 execd, 219 YZE abe, AHSXRS] AT Y3 10 YLILH.
AMAAE TS HE =5

o AAMAANE A™Y AZ 7

e AAAYERIT AFE 74

(1) HEo| 20t MH{Z AF3IE{H RADIUS, TACACS + = Kerberos 9 22 &0t

= —
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AAA A As At 7Y

aaa accounting BE2 ALESI0] AAA AlE AR 7t5.
HEQI AMA MB0|AM O|F 0T 2= OF2 HH2E AZA0 Ot A HEE MSdte L

228 2E2{H aaa accounting connection HHES AMZSIAMA|L.

CEL e

aaa accounting connection {default | /ist-
name} {start-stop | stop-only | none} AY =58 TELLC

group groupname

7|9 listname & 74 S29| 2AHUS FYSHs Gl ALBELICE 7|9E 7Y EE Accounting
Z2NA F0| e B AR e XL,

Che 2= oM XAEs 92 AE gos gL} .

7|9 = =]
group WORD AZol chstod FY E MH D& AHE 7hsoHA gLt
group radius radius A8 &gzt ch
none QIE{ T 0| A 2ol H|Z g%} gLt
QEBHALRA RN AT BY O "SX|"7|2 Accounting EX|E
stop-only
Bt
RADIUS = TACACS +& 9K &l T2 MATF AIZHE 0ff "A| XA Y
start-stop

UES BT ZRNAT BY O FX Y LS BT

AAA 2 0| 8%t HE/T AHE A=

aaa accounting @S ALE510] AAA A EHE Ed3tetLCh
SLIP PPP, NCP % ARAP N|M0f CHet A HEE Mot B E52 U8l 228 714

B EO0|M aaa accounting network FEZ AFESHMA| 2.

CEL e

aaa accounting network {default | /ist- HEXNS ®Y AE &gzt
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name} {start-stop | stop-only | none}

group groupname

7| E listname 2 78 S52| EXtES Yot Hl ALEELLL 7|9E 7|9/ EE Accounting

T MA S0 e E AN LS XFL o
LS #= oM X¥El= HEHA AE SES LiggL
7I9E 29
group WORD AEoll thsl FE & MB & AH87ts S ZLICh
group radius radius A8 gd3tetL|Ct,
none AE MH|AE H|3bd3t ghict

ot AHEA Z2M AT EE W "SX|"7|F Accounting XIS

stop-onl
prony s
RADIUS E+= TACACS += 2K &l 2 AT} A|ZHE O "A| R AH ™
start-sto
P LS B T2 MAY B O EX AE YE S E-LCH

AAA AE HIOIE

HI715Q LA AE Y ZEE AE MHE 2EUlizi™ 22Y 79 2 E0|AM aaa accounting

Al
2

ogt
mjo

update 3E S ALESHUAIR. HA| A8 YHOIEE MESHA| 220l BE2| no

Bof e

aaa accounting update [newinfo]
AAA 74|X-| 01[.||o|E =IPS| §|.

[periodic number

MHE 7|9EE AFSHH 23 & A Accounting ME7F US WHOC 52 AN 2= AH

r

MHZ ELYZTIL|CE o 2 S, IPCP (IP Control Protocol)7t &2 mO{Qte| IP T4 SHAS &7

.

PO L SA AE HR2E0E ’F TojoM Ar8otes " & IP FA7F ZbE L

uot
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periodic 7| /=2t B/ AFESHEH St AY H2ET 2l M0 Fo| EiZ FI|H22
HESELICE A AZ H2E0E A8 2= HE & WA o' AHEXLO]| Chsl 715 &

—

2EAE 27t =0 ASHEL

newinfo X periodic 7| HEE 25 AI8St= 29 B0 & M A FEIt S wforct LAl AH
HAEIAE MHE EWX[ D A IREE = HB 2 FHo| B2 HIHCZE AHE MHE

EUWZILICL 0| & &0, aaa accounting update newinfo periodic number H&H S F45IH |

20 o BE AREAE F7|H2 YA A HRES AL Y52 M AAEAHE newinfo
gugES 7|8e2 AE YRES YLD

AAA A8 AHE Ol MO

AAA A|AEIO| ALEX} O] 5 ZXFEO| NULL Q1 AR XLO|| TS AE 2REE EWHX| $=Fot2H
Z2Y 4 ZE0|A aaa accounting suppress null-username EHS A2 SIAMA| 2. AL}
O|E0] NULL 21 AFEXAIOA HZEES EL2{HO0| FHO| no PAIS AFESIYUAIR.

° aaa accounting suppress null-username

RADIUS #+d

0| Z0j M= Remote Authentication Dial-In User Service (RADIUS) E O A|AHEIOf| CHs| M3t
RADIUS o SZS F25tH RADIUS 7|&& Ar85t7|0f Bt BXES HERA 85
AIRHSHLICEH "RADIUS 78 &Y S E"H 0| M= AAA (authentication, authorization, 1t

accounting) B T2 Z RADIUS & T/d5t= LH0l| CHs dFatL|Ct
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e

RADIUS 78

RADIUS £ #H3H0| Qe HMHAZEH HEYIE E=st= 24 22H0|HE / MH

A ARILICE T A| RADIUS 22I0|QE = ALX[0|M HHE|D ZE AFEX 25 X HEQA

MH[A M~ eIt 23 2l S RADIUS MHZ 91T 288 2YL|cH

RADIUS £ & ALEXO| CHst HIEQT HMAE RX|SIHM & =F2| 2t0] Dt CHYst

HEI st LHE|AELICE

QM| A HOO| HRS CHE HESQ A A0 A RADIUS £ AFRSIMAIR.

®  RADIUS € X|¥st= 03] 35 A AMA MHZIE HEYJT o E 9

o2 32 YHM2l AMA MHE THY RADIUS A 7|8H 2Ot H|O|HH|0|A S
ALESLCE O3] 35 YA HMA MEIE U= 1P 7|8 HEXI0|M T3t
HE A8z Kerberos E Ot A| AR 8H)| 2SSH=F AL X X E RADIUS
MHE Sdff 215 Lt

o  AREXZF T MB|AO0|ZE M ASHOF St= W ER/S. RADIUS & AHESHH

CHd s AE Eluint Z+2 ot @ El2|E| EE= PPP (Point-to-Point Protocol)2f
Zd2 o T2EFZOf Cist ALEXL HMAE KOl & = JUSLICEL OE =

AFE X7 2 Q15HH RADIUS £0| AFEXHE IP T4 10.2.34 & AFE3H0

PPP S 2T 2

F|F

Hoto 2 At Ho| &l MMA FES AR L|CL
° Z|AA AL EA 7 ZR3 4 EQ A, RADIUS QIZO0|Lt HBk 209 AHRHSI0|
RADIUS Al™E AFRE %= QUSLICL RADIUS AE 7|58 AI28IH AMH|A

A% S ER AIF HOIHE H&E & A0 Md S| At

oo

gl ajaa
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AHEXH7F RADIUS

I- H'c'J'I-L_||:|-

M

@)

3)

(AIZE T2, HOIE 5)o| &S LIEF-HLICE IE S MH[A S3X} (ISP)=

— od

Z2|0f 7|8 BT 2| RADIUS M2 K0 & Accounting 2ZELQIOE

ALESto] Egot 2o A H 27 At E SFAE = JAsHH
CHS HESIR B0t A& A= RADIUS 7t HetstX| &L Ct: :

o TE|ZREEZ M A A RADIUS £ CH ZE2EEZ S X[ YSHA| &L
AppleTalk Remote Access (ARA)
NetBIOS Frame Control Protocol (NBFCP)

® NetWare Asynchronous Services Interface (NASI)

® X25PAD ¥I&

o  ARIX|-C-AQX[Ql AL RADIUS £ F 7HX| 215E MBSHA| RE&LICE.

°

CIYst MH|AE AFR3St= HEQIA. RADIUS = YHIX O 2 AL XIS 8}LIQ|

MH| A 2RO Bl E gLt

RADIUS 29

ALESHY MM A AMEo| 2015t 21Este{ 1 ot H Chg EHA 7L

AFERHE 2t OfO|C 2t HI2HS S A3 OF L L.
RADIUS ME{ O LIERIZE HO ALEXL 0|1 2Ot HIZHS S E-HLICE

RADIUS MH 25 E ALEAZF 2= SH & otLt7b ELICh:

a. ACCEPT—ALE X} 150 & &

-|0

b. REJECT—AF8XF 2150] 0f0|E] X ML Rz @72 olef x| &2 2

o
oT.
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c. CHALLENGE— RADIUS A{H{Of| A H2IX| 7} st L|C "EIX|

rir

MERZEE 71 HO|HE =Tt

d. CHANGE PASSWORD— AFEXHO| A A 2= & MEHSIEL= R7F 0| RADIUS

Mo olaff Rl E LTt

ACCEPT EE= REJECT SH2 EXEC E= HEQ T A3 2ojof| At E|= F7}

OlO|E{Qt &/ XM=& LICE RADIUS 2152 At&dte{™ HX RADIUS 2152

2t Z S OF 2t L|Ct. ACCEPT EE& REJECT THZI O =3 =l F7} O|0|H &= Ch21t

2, rlogin E£= LAT (22 B9 T&) HZ, PP SLIP (2| QAHU Z2EF)

Lt EXEC MH|AS HIRSHO AAEAZF ML S =R_As AMH[A

= oA A{B{O]| RADIUS & FASIE{ T CFS RS SaslobgtLCt.

RADIUS 21529t &Y 5522 Y25t aaa authentication < 79

HHES AFRSIAMA| L. aaa authentication H & A0 CiSH XM HE=

Mol Bl AE EE2S AFESIE{H line XU interface H S AI2SIAA|I2.

Mgt dEE S 1" EE AR
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1

AL X} 7|52 Q1532 ™ aaa authorization global B E S AIEE

°
Jm
oz

A
o

i
rot
4

&LICt aaa authorization @& A20]| CHoF XM|TH LHE2 " "HE

30

o>t
o

FRSHAMA| L.
®  RADIUS A0 CHSH AEES &/d%t5t2 ™ aaa accounting BHS AL S =+

UAELICH aaa accounting BH ALE0| CHo RtMTH LHE2 "AE F4"& 2

1P
o

FRSHAUA @,

RADIUS 78 ¢ 5=

0z

® RADIUS MH &Aooz Fet 7
o o YME RADIUS EMZ AMESIEE AKX o
® RADIUS 915 K|
e  RADIUS A3t XY

° RADIUS A X|H

RADIUS 4 ZH¢d

RADIUS MB| EAICZ M3t 1A

184
=
lo

RADIUS 2AE &= YHIEOZ |jvingston, Merit, Microsoft £ CHE ~ZEQ|0] XS

RADIUS AMH| 2ZEQIOE dAMStE CHE ALEX} A|ARIQLICE

waketL|Ct
RADIUS 7} AAA E ot HHZ ALESIESE 1/d35t2{H RADIUS AMH HES Hlste 2 AEQ}

2t EQ SROts HIE HAE (7)) 2XES X[ GHOFLICE
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ME| 8 RADIUS MH| EAIS TM3lE{H 22 2

d ZEOM Chg - S AMESHUAIR.

™o e
radius-server host jo-address [auth-port | =2 RADIUS MH @ AEO| P a4 E=
port-numben[acct-port portnumben SAE O|F2 X85t 215 & AE oy
ZE WS gLt
radius-server key string 2t E{2F RADIUS MH{ZH| A8 E[= S &7
HE HAE ZAIES X|FeL o

2t E{Qt RADIUS MH 7ho| TSl Al 184S 7

0x

Ok
i
re
ra
12

2 REO|AM CHZ radius-server

radius-server retransmit retries

Z} RADIUS 282 MH o

LICH (7| 23t2 2).

= HATC

radius-server timeout seconds

A QK| 7} RADIUS 2K 0

S 7Itels M (=) XS

radius-server deadtime minutes

RADIUS 215 &

o
ME7t R 2 St WEEEX| Xgg

EX XY RADIUS EHE

IETF (Internet Engineering Task Force) =0t EE2

HERT HM 2 AMELL RADIUS MHZI0| S5 EME EE HES= Y

OH
h
2

User Service)S & ESIA A2, VSA £ QlAISID AL

H ID 2 VSA Of CHst XpM|$H LH2-2 RFC 2138, RADIUS (Remote Authentication Dial-In

SR HESR AN MHE 785t H

L&

radius-server vsa send [authentication]

260 Ho| =ILHZ VSAE

HER T M2 M 74 RADIUS IETF 578

olAlsl D AL S
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+ g,

4 RADIUS 9=

o

X
|8l RADIUS 91 7|12

=~

1=

=

A

RADIUS MHE

X
o o Jo H
—I_ = oF —
s} = o ok o] ol
) . M__H = WU g 4 m
R o =z X 5 W 4 £
kX DAL T
o @ mo 1= K oF 2
20 * A O A= S T3
Ko O o<W 8 5y
ol K0 p - TR 2 35 Kio |
w20 oy ow oy © T
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< ol <l £l < 0 1
o = 00 o < 3 oo
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RADIUS 78 Ol X|

RADIUS 215 % &gt 2o of x|

CHS Ol0 M= RADIUS & AFESHY QISot dots RIS 2tR*HE 785t

rir
0%
1
mjo

B EFLICH:
aaa authentication login use-radius group radius local

O] ¥= RADIUS 215 & Hot 20 92| E2 CiZa 20| Ll gLCt. :

ro

aaa authentication login use-radius radius local 210 ZEZEA 2IF2 sl RADIUS &
A8t E 2R EE T TLICE RADIUS 7t LB E HtatstH ALE X 2Z HO|EH|ojA

AtE3I0 QIS ElIL|C O 0|0l A use-radius = RADIUS & X|H3st Ct2 24 QS

mjo

X’ Est=

CHS ool M= AAA B3 ETtt 8H RADIUS E At8SHe 2 14S HOolEL C

radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd
username root password 5 AlongPassword
aaa authentication login admins radius local
line vty 1 16

login authentication admins

Ol oM<l RADIUS 215, ot 20 Sl AE #4842 Cr=1t 20| Ho|g L|Ct. -
radius-server host @ &2 RADIUS Al S AEQ| |p FAE HO|gtL|CH
radius-server key HH2 HEQT WM A MEH L} RADIUS M SAE ALO|C] 3/ H|Y HAE

AEE ZolgtL L.

Mo
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aaa authentication login admins & £td 2Z FZ2 RADIUS 215 & RADIUS MH 7t

00

BOHA| B

ox
4o

2Z 2130| pPP & ALESHE A E 2H0M AL E S X[ Fot= 2

= Hd}H
[N') =

o

E2 "dial-ins"S Ho|gtL|LCt. ;

login authentication admins &2 2192 215 S 25 "admins"lAE S5 HE LT

RADIUS H& o A|

CI2 0= AAA B M E

i

Sof L S Folot= LEE B FLHCL
radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd

username root password 5 AlongPassword

aaa authentication login admins radius local

line vty 1 16

login authentication admins

f1ol oo A 2 HE o= 07 o 207t USLICE CHS LHES EXSHMUAIR.
& radius-server host = RADIUS A{H{Q| IP TAZ Ho|gtL]|C},
B d radius-server key = HESRIE AML MH L} RADIUS MH 2He| S/ TE FoLCt

aaa authentication login admins radius local 82 HX 215 & 55 admins & 2| LT}

rk

2| Xt 552 HXA RADIUS & ¢

0I>|

o= Xt T RADIUS ME{ 7t SESHK| @i= B%

42l

Hu

ol

= AR&gLth

login authentication admins 3d2 271901 215 HHO 2 admins HAE FE2 X|HgL|C
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QI H O] &

O M2 AQIX|7} KYSHE CHYBt BRO| QETIO|AS BT ChyBH QIE{TI0|A

— o =
7o et +4 32 F=ot= H =30 gLICh

Z2E IHHO|A HHO e XtMet 22 AIHHO|A 714 FES HESHYA|L. 0] M0

—

L

L= CHE 338 T2 d3Mo OHE 22 HIoHAIR.

Naos 2= AHHOA RHH HE & + JUs S =27 ZHE L

A EEls AHE Ol 7Y

CIE{H| 0| & Fof Cigh AtMieh LHE2 CHE S HZsHHAIL.

R

QIE{Ho|A § eyl E

Ol AEE 0| A5 Pt

A% Ol Y QIEHO|AE FYRLICt

Ethernet interface o4l QE{HO|A A
7|7tH|E o|H Yl QIHLo|AE

TeLCh

=2| AHH oA 74

FoH QIHHO|~ e OIE|H 0|29} Y (null

Ho|AE 3 AHZ A KO AT
ELICE AFEXH= 20]0f 2
X|0|A VLAN Q/E{HH0|AE

g == AFHEL

o Hu

Null QIE{ 0| A '

Logical Interface
VLAN QIE{ 1 0] &

[> 4
ox 40 ox m

-+

A eIEmolA =2 AHH oA 7Y

R YUEls 5 ER| QIEHO0|A: O|EH QIEHO|AQt &3] X OIE{HO|A, O|EY QIE{H oA
e BE 4 QEB0|A U AQX|0| X QEHO|A FE £ QIEHOlA BEO| L2}
sjLtel ZHX|of mhat ChELITH =2 A QIEH Ol AL ST S2|H &A|7 gl QIEHo|AR
AR 4502 TAFLICH

£8|x9| X|@l 0|4 QIE{Ho|AL ChET 2 LT

Ol Q& H O[A



s g JE PRl I (o ES
7|7}HIE O|E Yl QIE{T O] A
29X Xl@Ele =2|d AHHO0|A= ChEat Z& LT
F e OIEm O]~
null QIE{ I O] &
aggregation 2IE{H0O|A

VLAN QIE{H{| 0| A

OIHIOolA 9 7he

L 2382 2= AHHO[A9 9 Z2M A0 HEEHLLL MY 74 ZE0|A AHE O]

(1)  interface S HASI0] QAHMO|A F+d EEE S0{7tA QAHEHO|A

0%t
1=
|0
Hu
-
0x
sl
-
fiml
o
ro
_|'ln_
g
o
|>
i
rE
ot
Hu
>
ol
Ot
=
>
to
rE
ot
rir
M
>

(exworks) EE= QIHI{|O|A ZEEZF A|AEIO| =7t 2 If X|FZE LTt O]

OIEHO|AS HA| 6t2{H show interface HH S AHSMA| | EX| 7}

X Jote 2t AEIO|AE Bt 20| AHH| B E MSLIC

ALK # show interface
GigaEthernet1/1 is down, line protocol is down
Hardware is Fast Ethernet, Address is 0009.7cf7.7dc1
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Auto-duplex, Auto-speed
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LE.:
QIHHO|A R
oM g 1/1 E

M

input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output 17:52:52, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

1 packets input, 64 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected

1 packets output, 64 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier, 0 PAUSE output

0 output buffer failures, 0 output buffers swapped out
To configure gigabit Ethernet interface g1/1, enter the following content:
interface GigaEthernet0/1

The switch prompts “config_g1/1".

af QIEE O] A& H ALOJOf SHS =7t g a7t YSLIL & =9, 22
=g 1/10| = Cf siEefLCt.
QIETO|A 71 REOM QEEO|A 78 HES #9 & =

U LICH Crfot FE2 AHH 0| A0A M

o =

ne
I
Hu
HMI
H
%o
0l0
ol
|kl
Hu
W
o
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HolgfLITt O] WH2 ALRAITL QEHO|A TN REE ERBULL 12
OIE|H 0| A2 FBH & WA X ELICH

2 AHLO|A 0| 2R OF Fo| 'ZHHTE | 7X| 2

SIE{H|O| 2 0| A show BES AFESHY QIE{H|O|A HEHE HAESIYAIR.

Qe Ol A 8

(@) T- A I 2N A
OIH IOl & &4 #+d
Ot L2 2E S99 QAELO|ANM AE = = HAS AHSID QAL 0|AL &

£42 THBLCL TY T 4 AUk HH0|A BE S0 IETO|A MY, (HYE I

2E QI M 0| A0 Ciot @¥S F7IotEH QEIo|A0 HE & ZHXE 7|Yd5t= 4 =30

—

2LIC o] 22 AHHO[A AFES M E%t= H =50 &= AHH oA H1 Argtez ot

MEE AEIO|A0] 7|50 = s OIXIX| E&LIt Of 232 show running-

config & show interface WH2| Z0j LIEtELICH ALEX7F QIH T 0|20 BHE FIH5l2 =

8% QHIO|A 4 REOAM Ltg FHES AFSIYUAIR.
= &
description string X FEE AHmo| A0 HHS FItELIC

CIE{H|O| A~ 2 F=otet ZAE oM = Chg MW "2 HH oA Y oS HZSHUAIR.

o

I
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A9l

[H

ZE22 Y= I

g gLt
g 7|&
bandwidth «ilobps I M= 2l

= QIHTo|Ao| LY FS
) ojof g

=2 T

ol X =28 AL O[22

3

0x

EEE

MU
rlo
ofn
bal
N

bl

ZEOM QE oA AlZH XA

—

o
-1
0x
Ot
i)
rg
)
djo
0
I

B

&

delay tensofmicroseconds

oM FEE AEHIO|AS AZEXHE T

cEELTE

AlZE X|el 142 EHX| FE Of7f B AR YLICE o] FHES A5 QKT 0|20 MK
AlZE X =8 &+ ;4L

o

QHEOolA BLHYE & X B

ohg &

g2 AHHO|AE ZLHBID R 24

ok
>.
o

OIE{T| O] A ALE

o

oz
oY

QIET O] & 27|zt &

QIEITO| A CH2 U &Y

OIE{H 0| A AtE 20l

= L
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<2|2|

e
i
rn

27K BE

o
f

Al

Tuot

AQIK|E AZEYO| U SHEL 02| HH H,

P g4t e 2= AHEO|A 2LEH 3

I M| 0| A~ HEf & AHL|O|A FEL}

Egl Qal

=R=]
=T =2

L@t Of o oot 232 2HH oA 74 BE 'S FXSUA L.

—

ChE S AFESHUAIR.

o o O =

By

N
i}

show interface [type [slot/port]]

OIE|H 0| & HEHE EAIILICE

show running-config

M TS EAIZLHCH

I H O] =7|=} Bl ALK

=

IHHOIAE SH2 2 Fdota 4K

mot

T AFLLCL Ol= 3

CIE{H O] A0 = HEELIDH Y 149 ZEO0M 2

THE AFESHUAIL.
] ’1E
no interface type [s/otjport =2|% QEIO|AE X735t ALE THy
QO] A5 APH|ELICE
CIHmol~ 57 A 43t

CIE{Ho| A7} SRE|H QIHHO[A

DL ®H OA

[El

EEZ

o

ol BHE 221K 2

Mz = 4
Lo =2

CIEH ol 8 RE0|A QAHE| O]

200 A8 =7tstt

ol 2E 7|50l A& =75

OIFm0]A2 HA|EL|C O] et =X

SHAl =X O] 2IHHOlAE BRE

22

- O T

H 2
oS o

shutdown

SIE{ I O] &

no shutdown

QIEH 0| A5 ArERILICH
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2 == & QUEHO|A HHEN & M-/ QEHEO|IAT SEEJ=X| ORE
2olst= HHS =F =l QIFHO0|A L= show interface ZEHE 2

AE £330 'administratively

down'@ 2 HA|ELICE ApASH LIE2 'AHE|0|A S G| CtE oM E HESHMAL.

[ R

=2 AHHO|A 9

O] HOAE =2/ QIEH0|AS THsHe W o) WYBLICH LHSL Chem ZSLIch
IR ESERE
ST QIE{T|0|A 7.

A elHMolA~ 9

VLAN QIE oA T4
(Null) elE oA Fd

HH AIA"2 SHe| null AEHT O] A BF X ARFLCE O 7|52 e 28 M olAM

= 2 (nul) X9 7|51t FARZLCH null QETO| A= Se ArEE = AKX S

T— oo

MEZ MES AL $AISHR| L& LT QIEH0|A 74 HE no ip unreachable 2

CIETO|A0|M AME R +=Ue RS SFYLICE null AHEO|A= Sils EHES = MHY
HAEE MESSLICH F, /oK = HE/JR S4& 2 (null) AHLO[AZ 2RE &

=

USLICE null AETO|AE HMH A KO FESZ 7

—
— 1= = /| — |OE_|_M

HY 78 220 LS FES 250 null QHHO|AE X8 & ASLIC

o= T M
] ’1=
interface null 0 null QI O|A 7 MEf2 MaketL|C)

4 QIE{To| AL QIEHO|A SHE Ui WAR Hote 2E WY N8

—
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CHS At2fl= 1P 192.168.20.0 2| 2t E = I3 2 2AHH|0|AE 785t WS EF LI

ip route 192.168.20.0 255.255.255.0 null 0

Fou OIEH0|A Ty

FEH QHEO|AE 2/ AHH O AYLL F AHHOAV EE & E20 &= BGP Mi2

g 4ot ALSECH 2o QIHEH0[A= BGP M9 HO|E =22 AHEE &

UG UL BHE £9(X7) R4 QIEH| 0| A0 =EHot2{1 o ROY QIHHO[A A2

[l

BEE Broadcasting ot & & 28 ZEEZS F/JoOf LT T OIHEHO|AR

2t 2 ARl 29X 2 1 2t 2ZEUAM X2 2 & ASLHE FZH AHE0[AR

et X2 Cie 0] R4 QIE{H|O| A0 |p =27t OFE B2, 3ifd HAIX|=

AMELLE O|A2 R AHIO|AZL E (null) AHHO|AZM 7|S8 S 2l0|ghL Ct

Mo T4 BEON CHE YHS AMelol RT QIEH0|AS XHsID QEH0|A 7

or

ENS RIS AlS.

¥

ol

&

]
e
1
Ot
i2al
>
to

interface loopback number S OIEH 0| A T4 & EY

A elHHolA g

THY Ol QIFHO|A0] RXFSH HZCo 2 Qs T QAEEO[AT7}F EHYSLICH S LD

SE2 0 7ol © 0|F AHLIO|AE FOAM HHFS IA SHAZE = ASLICH

—

A QAHLO|AE FoloteH

n

dlo

f

%

mjo

Aote

|2,

of
ol

7l&

Interface port-aggregator number A Emol~ o

VLAN QIEHO|A Fd
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VLAN 2IE{H|0| A= A2[X|2f 2t 8 AHHO|AYLILE 222 78 RE2| VIAN B2 iy

FAZLVIAN O J}= 1P THZI 2 K 2[st= HS "DolSHA| Y10 AF 2 VLAN T A|AHI0

7t L E VIAN QBT O] A7F Qo™ o2{gt ZFC| TjZl0] AXE LIC.

—

VLAN QIEHO|AE HO|t2{H Chg YES AASIMUAIL.
HY 7l
Interface vlan number VLAN QIE{HO|AE FATtL|Ct.

71§ VLAN QI EHEOo|A 4

5 VLAN 7|2 Ch21 22 HAHLIES MSeLIth S2s 29(X[Q] CHE VLAN O RU=

SAES SES IPva MEUO| 2Eotn ST 7|2 HOIEROIE A8 = USLICE [Kh2kA

W2 |p FAT7F MEELICEH Super VLAN 7|22 VLAN O] 523t 22| QIE{HO|AE ATt
SAEJ YT IPv4 HEY R M1 AO|EQO|E AHESt= 1 &0 CHE VLAN 2

B X2 LICE Super VLAN Off 8t VLAN 2 SubVLAN O|2t113tL|C} SubVLAN 2 P 4

i

TSt 22| QAEHO|AE A/ & £ SELC
FH =2 Sl Super VLAN HIO[AE 7+ & 5= UASLICL Super VLAN 2IHI|O[AE

FASHE BAHE 083 2L ch

] ’1=
[no] interface supervlan index Super VLAN QIEHHO|A 4 BEZ
S0{ZL|Ch X|EE = VLAN 2IHI|o|A7}
ZIWSIR| Yo W A|AHIS £IH VAN QIE I 0| A
Mgt
index = Super VLAN QIE{IO|A Q| MOIRLICH F&
ol Hel= 1 0iA 32 Ato[ LT}
I VLAN QIEHO|AE AbX|E = iEL|C).
[no] 7O VLAN Ol A SubVLAN & T+ gfL|Ch =7+ =l
subvlan [setstd [add addstA [remove remst] | 3t9| VLAN 2 &2| QIHEO|AS A9 & 4= AL}
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cHe
Super VLAN 0= Sub VLAN O] &

Lol:l

o
SES

setstr = Sub VLAN
olgjgtLICt o E

6= LIEFELICH

ST VLAN O &3 5 SIQ'—IEF e SEfOf A

SLICH Of M2 BE otitat f%%‘ -

Td%t= A=

E0 List 24-6 2 VLAN 2,4, 5 &

add = 229| SubVLAN SE0f VLAN

SE2 F7t st A4S Q0 LICH addstr 2 /2t
2 "@Aol EXtEE oOjgLCt

HAH = 22 SubVLAN Z2Z0|A VLAN

ArH| 8= A2 QO|ELICE remstr = Tlszr .75*%
Aol 59| BXHE QLT

SuperVLAN O A 2-E SubVLAN € &X|&

£ QlELICH

20

E

Super VLAN QIE{HO|AE ot £

QA& LICE Super VLAN QIE{HO|AL CHE2 &

gL,

Super VLAN QIE{H[O|A 9] |p F4E F4

Sk A
cél-_l_

EQt OtV 2 4
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CIE oA 4 0

&8 549 ¢HEO|A 1

ClE{Ho|&~ 29 Of

CHE GIMOM & I HEo[A0r BHE dFS Fotots WS BoFLICE o] 232 74 Ite

U QIE M| 0|~ HE CIAZ 0|0 LiEFELICY.

interface vlan 1

ip address 192.168.1.23 255.255.255.0

IHH oA = Of |

Lt O|0| M & interface GigaEthernet 0/1 & S 238t= W¥S HOjEL|CE

interface GigaEthernet0/1

shutdown
CHE oMo M= QETO|AE Edotsts 2HE 2o EL L

interface GigaEthernet0/1

no shutdown
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IOl #He 8

I E O]~ ER| 7+

Sl H[ O] He|2f of3)

QIEHO|& el RE2 SO7IH RE0f| =ZetE 2B o|A7 114 E[OfOF L Ct

QIHE Ol B REZ S0{7H7]

interface range’ ZEZ E0{7t7| 2|l CtS HHOE A& StAIR.

23 of E

| port3>[, <port1 - port2|port3>]

Interface range type slot/<port1 - port2 | QEHO[A e RE2 AIXRLICE
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3 Ol

O[H% 1,23,68710,11,128 Z&ot0] ChZ YOS Soff ¢

r

H

BHool~ +4d
EE M AL,

Switch_config# interface range gigal-3,6,8,10-12

Switch_config_if_range#
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2| &0l OlE{H| 0| A EA

M M

QB O] A& g5}
0| HojM= ol QIEm|0|AE P45t RO CHsl AFHeL|CH A%{X[= 10/100/1000Mbps2| 11 Of
O 4l QIEMO|AE K| HetL|C XtA|IBt -_r“éi% Ch2at 2& Lt
RN EF CHAlE 2 AFZO|H CHE THAlE MEH A QILICE
O|CiYl QIE|H 0|~ T4
MEDCEOM Chg 3E2 AWSHe o|Eull QIELO|A 4 HEf2 SO{ZLICH
HEo] =L

interface gigaethernet [s/otjport ]

Gigaethernet 2IE{IH| 0| A 0] &L Tt

interface gigaethernet [s/otjport ]

Gigaethernet 2/E{L{| 0| A0] H&3tL|Ct,

'show run interface gigaethernet’ EH0|E

2. 'show run interface gigaethernet’ @H0{E 0[&3}0] 7|7tH|E O QIEHO]|A2| HENE

0| &3t0] Ol QNIE|T|O[A0] SEHE 2Ol SHYA|

oISt
A
sk 18
Ol £= AsYY £& AHIO|A0M #4925t 1o & = UASH T
Al

eyl

Speed {10/100|1000|auto} Ol &l PIE{m|O]|A0f 10M, 100M, 1000M =&
Auto-negotiation®| &M 2 0| 83}0] Ratedt= T
g et
No speed RategM& APH|BHL|CL.
7|27 auto-negotiation2 2 ZO0tZfL|Ct.
o 2

SFP o] £ &= YL ASLILE Ol

FE-FX 2| £ == 100M Y L|Ct SFP £ FH

=01, GBIC & GE-FX 9| &=+ 1000M 0|11

CHZ0l Ats D7 =71 A2 AtS
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et

g

o

Atgg 5

or

T30 M= 7|7HH| E 2 E 0]~ AtF

AELILE 2EX|

be)
[0
rg
et
0z
mot
als
£Q
>
-
i
N
M

et
0z
mjo
fo
%
ot
Ql’
>

2t = AX|TF 100Mbps

CIEH 0|20 AiESE &2 HlEgst YLt

=

ClE{Ho|~0| =FHM O 4517

QI I O] A7} Full-duplex & [, SEX 0= 802.3x F2|5t0] PAUSEZ 2| Y S Sl 2 ELICH

CIE{I O] A7 E Ol R E

Ol A2 Flow-control2 IS Sdlf A& LT}

eyl

29

flow-control on/off

QIE{H| 0| 29| Flow-controlS &3St HLE &

= AL

no flow-control

72 FE22 SOt LI QAHIo|A0=

flow-controlO| &i&L|LCt.
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QIE O]l A 19

2IH O] A g3t

2%[X[= 10~10,000Mbps O|E Sl QIE{H|O|AE K| RTL|C XtMet #82 B2 LHES

YA 8 & A BN THA= 4 A0 LIHX|= H= Al L Ch

ol2] XA EE ZEHM CHg S 2SI ZEO| R4S HehotdAl2.

Zt o9 e 7| 2822 128 kbps YLICH
FHO 243

configure Mo FHREE AZfEL O

interface 1/0 Td g ZEE YLt

[no] switchport rate-limit band Of7H == CHY 2 Mot 2 Rae LtEtdLCh

{ingresslegress} DI7HES QQU/QES 2tz 2A/EA
ZEOM 7|50| 2t 'S 2ol0jRt Lt

exit MY 74 REE ZEYLC

ZEO0| Storm-control 7|5 +4

29Xl ZEE A% HIHMEQ QLI HHAE (MAC T4 HA M), YE| HAE £ BER2E

HAE HAIXIO oot SHE =4 & & USFLICEL O] B 54 ot ZE == FH| 29(X[7t
N = ASLLCE M2t ZEQ| AF MO HFHLISO0| &g ELICH
A1y 23
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storm-control {broadcast | multicast | HEC J{AE / HE| IH2E / RU IH2E

unicast} threshold count HA|X| 0| CHSH AE R|O|2 LS|},
no storm-control {broadcast | multicast | 7|2 F AL

unicast} threshold

HT
rQ
Hl
Im
-
0x

e

P 220 dat =X|E FSH OFRf LI LY.

HOL TEO

rir

Chg2it 22 7150 A& ULt

[ }
HL
ro
<
>
(@)
ol
B>
1o
4>
i
-
0x
o
i
o

A2 32 ZE= 5 MAC FAE stEgLct
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YH Hot BE BEOIE 48 U AE £ X7 USLICL £4 BE O FL A& Favt 2

HEo] dd
configure MY pHREZ ZYStL
interface g0/1 ZE ANDER ZIQUSH|CH
[no] switchport port-security mode Hot EE FHeLC]

static {accept | reject}

exit MY ncZ otk
exit EXEC ZEZ E0tZfLct
write T2 MEetLC

HotZEO 1 MAC FAE 78 = 8 ZENM &2 FaJF 22 MAC T2 St

I'
n
4
30

SLCH HE ZEOME AL FAT 2 MAC AL
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EXEC ZEOAM Ot EHEZ

configure

interface g0/1

[no] switchport port-security static

mac-address mac-addr

Hob ZEO| Y MAC F28

AR LICE mac-addr2 T+ E MA

=7kt 7{Lt

A0l
TIH

L|Cf.

exit Mo AMZEZ ForgfLct
exit EXEC ZEZ EoftzhL|ct
write Td2 MEgL
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ZED[2E g0t/

ZENRY B B2 7Y

e IZE DY Td5t7

o IEDN|HZ MHE HA|

ZEOZE 19 HEY

UG LT
ZE D2EE 75T @ot REZ S0{7t OHZ A E +dSHUAIL.
HHo] a4y
configure HAFEYRER TStk

mirror session session number {destination | ZTEO|Z{ &S FHetL|Ct,

{interface /interface-id} | source {interface

interface-id [, | -Jrx 1}

destination EE 2| S X X|QL|C}.

source ZEO| ZLX|YL|Ct

Rx 0|28 HIO|HE E= AES 20 Ct.
exit E| REZ SOt L L
write T84S ML

ZEDOHE HE HA|

ok

)
2
nx
o2
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show mirror [session session_number]

OHYRES FYYEE AR CL

session-number :

O ZES =5 LtEHL|CH
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MAC =2~

MAC 54 74 HY B2

HH™ Mac T2 74
Mac =2 00| & AlZH 4

VLAN 38 MAC A& 74

HE MAC T4 BB2 A9(X|0) Olof AHZEIX| @0 502 B MHT 9

as

—

RE XS

rir

MAC T2

addr vlanvian-id interface interface-id

gy gy
config MY 14 ZEE AFgL
[no] mac address-table static mac- | & MAC T4 28 F7| 7/ AFELCt

Vlan-id = VLAN HZ £ LtEFHAL|ICH |25
e 1 ~ 4094 YL|C}

Interface-id = 2IHL|O|A 0|52

LtEHA LT

exit

EXEC REZ ZOtZiL|Ct

write

MAC 2 of0]F AlZh 4
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XZE ool d AlZE S 38 MAC F
HIO[S 0 A A HELICE 221X MAC

ALLICH 712 00T AIZHS 300 =

Y LILCY.

AT AKX

O M AQX|= MAC FAE MAC Fa

Fao ofo]Y AlZt2 Haof mat 7Y g 5

Ct20t 20| At REOAM MAC 40| o0 A|ZHE 4 BhL|Ct.
3y a4y
config 2EY 74 ZEE So{ZLCL
mac address-table aging-time [0 | 10- | MAC 29| 0f|0|d A|ZtES FABhL|Ct
1000000] 02 MAC 47+ 8188 LIEt LTt
S BBk 7Ee & T2 10 0N
1000000 & LLCt
exit 2| REZ FotgfLct
write Td2 Magct
MAC =2 # HA
23 ZTEMA0M CHZ X 2|7t Q57| 20 AKX MAC F4 HIO|E2| LHES €11
HELLCHL 22X MAC =4 HIO|E2| LHEZ2 EAISHZH show BEES ALESHUAIR
g3y 49
show mac address- MAC =2 H|O|22| LHE S BAITLICH
table {dyn.amlc [ln.terfacelnterface—ld | Dynamic & EMO =2 5 S8 MAC FAS
vlan vlan-id] | static} LIEF LI}
Vlan-id = VLAN H= & LIEFHL|CH 5%

U2 101 A 4094 Ato[LICt.

Interface-id = QIHL|O|A 0|52

LtEHA LT

Static 2= HH MAC & HO|E2S

LpepgiLict,
S MAC T4 X7
CHS B AFgsto] A% REOM S5 MAC FAE AHSHIAIR.



Do=| 2

o

clear mac address-table dynamic
[addressmac-addr | interface interface-id |
vlan vian-id)

Mac-addr 2 MAC FAL|C}

Interface-id = 2IHH|O|A O|ES
LIEFHLICE

Vian-id = VIAN H= & LIEFELICH R =0t
242 1 01M 4094 Aol iL|Ct.
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MAC 25§ 74

ol

Kl
X0

MHr
or

%0
==

3

MHr
oHr

L|C}. MAC 2£0|

I

=58 TS0{oFe

of =88l2{® X MAC

220
= = —

MAC M| A

o
=

2 MNE Y MAC 22 74 2E2 20 9 O

ol

0

At BCO|M MAC 222 Z7h U AN g2 B O+ &

T
o 2
of | T ®
<z | =
al o O
o E W
ol [ X1 W
go| d| T ©
| MY < ol
L AL
ul | ~ o
o | K- <
0 m__ﬁ =
e ol
il o (]
Y E
Wl g E
i > c
Q
: 3
80 <
O k]
o
w
Q
()
(9]
o
A
2| E
| 9
8| £

J—

ru

5|7} E= 78 MAC E2|2EQ| E5E. o

k=3
o=

2q

He 7Y o

J

L|ct.

s ot

ol
=

2ol njadk £

s

e
Q
o

o1 2f

ol

0

3

tx). 5Ll

= Of

LICk (CF

O] A
N =]

AL
e

MAC 22 74 2E0|M CFS &S 35}0) MAC

ol
0
5 om -~
oo ol
T %0 <k
L ERT
5 4
F o7 o
o
g | = W 53 o
L
Yoo
o < pn 4
o = x W
WT T M
ol o 1 0w
woE T«
o <% % K-
CW7 )
AMnr_x_. AMn
L |
SR
S o
@\
g 5
23
-
>
g 2
=
Lo
| £ €
| E &
I
— )
o
> &
c )
33 <
T RS
S & ]
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src-mac-addr 2 &2A MAC A2

o|of gLt

dst-mac-addr 2 Ci{4 MAC &8
olojgtL .

ethertype  2X|8} 0|4l T3l SES
ojojgiLct,

exit MAC 22 74 ZE0|M 21 o231
22Y P ZEZ CHA| E0{ZLICH

exit el REE CHA| S0{ gLk
write TH2 MESHHAIL.

MAC S8 74 o

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any

Switch-config-macl#permit host 2.2.2 any

The above configuration is to compare the source MAC address, so the mask is the same. The

configuration is successful.

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit any host 1.1.2

Switch-config-macl#2003-11-19 18:54:25 rule conflict,all the rule in the acl should match!

flol +MOoIM A HR 2 /A2 MAC T2

i

H| wst=

N
°
kJ

M E

rlo

CHAF MAC =4

i

Hlmot= AYLCt met Of23 7 BHELCE 7-80] ZIigf L Ct
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configure

interface f0/1

[no] mac access-group name

Y MAC 322 ZEO| HEAL}

o
ZEOM HEE MAC S22 AASHIAIL.

name 2 MAC 5£9| 0|E

o

o|of gLt

exit Z2Y g ZER LA S0{ZLLICH
exit el ZEZ CHA| 2L L
write TE2 NESHYAIL.
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802.1x T+

802.1x 7+d &Y =5

802.1x ZE 91 1M
802.1x X 215 #d
802.1x M& Fot 7o

802.1x L E0f CH

0
o2t
rx
am

guest-vlan Tt 35}7|
7|2 802.1x 74 EtAl Al

802.1x 215 T+ W AEf ZL|EE

802.1x Td A ¢

SUE[X| 52 Q0L T AF8AtE ZEE Sl HI0[H HMA HOE
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802.1x Q1T A|&2 ZLETJ} 802.1x Q15 Z2EESS AH 2 o[0|etL|C} 802.1x Q1T 2 ZE
M| ASHE AFEXIO| A MEELICH 152 S0 oF AFEAF B &£

T8 o UASLICE 802.1x LSO AIZE[H AAA 215 WS 1o oF eL(Ch

802.1x & T+d3t7| ol Ctg S 2] 802.1x 7|58 EIISHHAIR.

EE S8l HIOIH HMXA KOS

= O
HHO MY
dot1x enable 802.1x 7|2 &3} gLCt,
802.1x X 15 T+
RN EHR ¢2150| 52 B = 20| E= E7 A|7tOCt QIS E|0 S2t0|MHES MEHHE S
BESLICH O 22 X 215 7|52 &3t offoF gL Ct
M Q5 7|50 243t 802.1x = F7|HC2 TAEQ 25 2™ 2 METL|CH
Che @d2 A5 X 215 7|s2 7+d & = AUSLIC
FHHO0 4y
dot1x re-authentication I 2IF 7|52 AHEStMAlL.
dot1x timeout re-authperiod time N AT 7|7hE 4 gLk
dot1x reauth-max time I oIF MO = T A= A2t 74
StL|Ct
802.1x A& ot +4
802.1x Q1= IO HIO|E HIAETJI SAERZ MAELCH HO|H M&2 802.1x M&
ot4+=5 HO{slo] SAE SEO0| MaHoz 0|R0 X2 ZHE 4= Y&L|Ct
(g WS MUl HE UEE TAGLAL
FHO My
dot1x timeout tx-period time 802.1x 2| AIX| M& HI=E FESHHAL.

802.1x L EOf Chst Q1= ©& AMEH
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802.1x QFE FEZS MET = JAEL|CH. 802.1x ¢l

ol

282 AAA 7t Chap 915 EE= Eap
21T E A8St=X| FE 2L LICE Eap 2152 md5-challenge 2 EQ} eap-tls 2=
X &I LICE Chap Q150| A& & I MD5 oM @ &|= MeElX|= 2ZH0|M Y85 = BHH, EAP

OIS0| X K= AT MM SGELICH 24 ZE= 5tLte| 2

MESRLCH MY g2 2

—

N

5 Q80| 71280z MY RET 915 g¥oz

TIE[H No S & ol 7|24S CHAl A% SHA| B ot ZEE AT RES

AHER LT,
Eap-tls = M4t AIBME 215 EH2E AHESIL Translation Layer Security (tls)2] HE M 0|2
TAE TeUCH MEtM 52 =Hoto] EFE LT

Mo 7Y DEOA S BES U™etol 215 RES FAULICH

% of EL

o

dot1x authen-type { chap | eap } Zetrl Z47) £ HI|E MESHUAR.

Lo QIHEO[A 8 HEOM LS ™S dASHAIL.

Ao 49
dot1x authentication type {chap|eap} MY BEO|M chap E= eap E= TFHE

21T RS dESHHAIR.

802.1x AIAE VLAN +4

H
m

Guest-vlan 2 SZt0|AET} SESHA| S M

rk

HA Of L2 AN HBH (O - Z2H0[QIE
AT EQO CHREE)E MBS UL Guest-vlan 2 A|AHIOA & VIAN & &
ASUCH FHE guest-vlan O] ZHS SFA|7|X| 2 H guest-vlan 0| ZEE HAlL £

la Lt

L3

ul
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MY REO|M OH2 HEE A0 guest-vian 2 &datetLICt

Yol =L

o

Dot1x guest-vlan L~

Z} ZEO| A guest-vlan id 2| 2l 2t O] 0 O] guest-vlan O] MY R EO|A E43tE|0] AN E
guest-vlan O] ZE3|X| ZF&LICH ZE P4 BEO A guest-vian id 7t &= Z202t guest-
vlan O] & & %= U&LICH

= =

ZE 74 B0 CFS FHS MO0 guestvian id B FABLICE

ol gy

Dot1x guest-vlan {id (1-4094)} B E ZEOM guest-vlan =
A

2ot A2,

7|2 802.1x T+ CHA| A|&f

2E 228 FdE 72 1822 COHA| A|f5E{ 8 T B8 S HASHUAIL.
% 240f =L
dot1x default DE Z2Y 182 J|2 1AHOE [}
AL CH

802.1x 215 & A AEf ZL|HE

802.1x 2152l 78 W JEIE ZLIH St =Y8Of 5= 802.1x D7l HF 273t H 2|

ZEOAM CHg BE S ddotAL.

S| 4y
show dot1x {interface ...} 802.1x 2159 71 U MEHE

L HYE L
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VLAN +4

VLAN 7i 2

7t& LAN (VLAN)2 StLt O & 9| LAN Ol =2|H e 2 HER A3 & &X| A&

—

mjo

EI

o

HHZ St 2fojofof HZE Y A= A

2t

3 s g+ ASHEL 2HZ o2 LAN

MIOHEO XL Tt 1999 H |EEE = VLAN ¢ Z2MEE B F3}517| |8l IEEE 802.1Q

IZE 7|8 VIAN : Z E2[8 AKX ZE= VIAN M EQ| & XA E X|Fsh=
UL ZECZ FHE L

OIE{H|O| A0 A 802.1Q EE I 2ETL X[ E LICEH

UNA BE QIEHH O] AT X| & E LT
IZE 7|8 VLAN 2 AQX[7} X| @St VLAN 9] 619 &g & stHtof ZEE
S 2ot= AYLICE O VLAN St HEHof StLtel VLAN Bt s R0 ZEE

CHAM|A ZEQILICE O] VLAN St &gtofl oi2 7He| VLAN O|l&= Z 20|

i
|m
rr
|m

43 ZEQL|ICH {2 VLAN & StLES| 7|2 VLAN O] /2 VLAN

o

D= ZE VLAN ID (PVID)Q L|C}.

Vlan 5| & #?l= QB H|0|A0|A X| A E LT,

VLAN &£ Oj7§ = ZETF &3 VIAN HQ|E X ojste O AFEELCH VLAN Ef Qs
Of7H M= S VLAN Off VLAN Ef7t gl= TH3lS ELHEE ZEE F45I= O AFE & LICH
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VIAN 738 Xe =5

VLAN =7t / Ab]|
AKX ZE 7
VLAN QIE{H|O|A AdA / AMX|

VLAN 2| /8 A AEj 2LEHE

VLAN 74 2

VLAN F7t 7 AHK|

X O 2 VLAN 0|2t o= 7he LAN 2 &H| ?X[0f o280 St 20 HZE N =

P
R
o
ofm
r=
ey
rr
O
ofm

Q7 A A

mjo

MRl SAE OZ2QL|CH VLAN & E2|& LAN I S 3t

§| 2
0x
mjo
AN
Ral
rl:l

FSYLE LAN MOAHEO AX| @HE2tE ST AHOMS e OE= & +

UASLCL VIAN O = 0] 712 ZETL RIS & U2 RE FU HHAE, HE[ HHA2E QL ERE
NAE HAX|= SLe VIAN O M Hoj@=28 e 2 - AU 4 VIAN2 2/

HERIYLICE HIO|E7F CHE VLAN O =252 ® 228 L= E2[X|0f 2lof = 0fof

ShL|Ct,
CHS Y S MEsI VIAN 2 74 shLct,
29.. 23
vlan vlan-id VLAN 4 ZEZ S0{ZFL|Ct.
name str vlan & 2EQ| 0| &
Exit vian 1+ 2EE ZE5t1 vlan & 7o ELICL
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vlan vlan-range SA0 012 VLAN & 74 &Lch

no vlan vlan-id | vlan-range StL O 42| VLAN 2 AMH|SHUA| 2.

Vlan 2 VLAN Zt2| ZT2EE GVRP & Sol 58 F7+ 8l MM E

9% EEL MM~ RE, EMI IE U dotlq HE BES 2L BES X AR

ML ZRE= Of ZETFSILES| VLAN O 2F S50 Ef 7t Gl O|E Y =2 g

EY3 REE O ZEJHLHE 22/X|0f HZE[O A1 EjA7L A= O|EHU

Z s s34 2+ UASS LIEELH L

dotlg-tunnel ZE& £AME|X| 42 THZIS H| EfO HA 02 S MBHLICH AQK|
H2 ANS22 ZEQ|pvid E MZ2 EfOZ F7I5tE R AQX|7F HEKJA

e
ru}e

€ CHE VIAN DtE[4 S 2AIY = AL L I8 O3 Izl 522

= =

_—

D29| CHE A HESIS0) e CHE ZEE W0 HYELL £

Zt ZEO|& oILtQ| 7|2 vian W pvid 7t Y2 ZEOAM 21 El vian EfA7IRlE 2 E
H[O|E{= vlan 2| H|O|E| TjZI0f &gtL|Ct.

EY3 DEL EES O3 VIANCE 215 B 4 Ylon] MY i3l R0 ZEo B &

20| Ef27F /UAHLE EjO7IS = T3l &= Y T ETJ} £ VLAN 22 14 & = QS L|CH
T = == Bl

e S 25 29X ZEE FHSIUAIL
249.. £k
switchport pvid vian-id 22K ZEO9| pvid & THEBHEAIL.
switchport mode access|trunk|dot1qg-tunnel 29X ZE BEE FESIAAIL.

116



switchport trunk vlan-allowed ... 2K ZEO| VLAN 5|8 HRIE
gt

switchport trunk vlan-untagged ... AQX| LEO| VIAN EfOQlE HQIE
Tggo

1 LE2 29X[= dotlg-tunnel 7| 5= X|&SHA| HELCH 28 29X =0] 7|55 HY
Ho= gyst/ HEdelsls 7|5 T X @otH O E ZEO i3 O E d8s #9 & &
glE Lt

VLAN QIE{ O] A MM / ALK

Vlan 2IEI{ 0|2 = HER #E| £ AF 3 2R E 7I&2 Fos7| 28 8 =

UG Lt vian AEHEO|AE P a0k OFATE X[Fot= O AHEE & UASHH O S 82

AlsisLa] VAN QIE{ T 0| AZ JTABHAAIL.

29. A4
[no] interface vlan vian-id VLAN QIE{ I O|A M s ALK,
I VLAN QIE{HO|A T
#I VLAN 7|22 Ci21F 22 HAUES S MSLICHL sYot AKX E A= CHE VLAN 9

SAEE SYT IPv4 MEUO 2T & 5 ASLICH MEtA B2 1P F2A7F HEE LI Super

VLAN 7|£& MEZ CI2 VLAN 2 stLto| 1202 E3¢tL|Ct 0] 1E9| VLAN & S Y3t

=

rk

1|
QIEHO|AE ALSRLICH A58 2AEE ST IPv4 HESA MA0t AO|EY0lE

AR %L L} Super VLAN Of| %3 VLAN € SubVLAN 0|2t 8HL| T} SubVLAN £ [P =4

i

Tg5to] Zel QHHOIAE A7 & & YELITL

HH =2 Sl Super VLAN QIHLO|AE 7/ & &= JASLICEH Super VLAN QI HEO|AE
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oz
ol

&

[no] interface

supervlan /ndex

IETo[A 7+ RES AL CH X|EE =1 VLAN QE I 0| A7t

gom A|AHIAM £1{ VLAN QI E{HO|AE THEL|CE

index = 7+ VLAN QIE{I|O|A S| MOILICE SF 2k B 101A
32 AfO|YL|CH

OlL|2 = I VIAN QIE{HO|AE AtX|St= A2 olOjgtL|Ct.

[no] subvlan [setstr
[add addstA

Super VLAN Ol A SubVlan & T+&d2LICE F7F & 519 VLAN 2 22|
QI 1| O] SLICH 22 AEfolA = Super VLAN Of

= A
AE AQ =l

= T HA!:!
[remove remstr Sub VLAN O] Z3tE|X| b5 L|Ct O StLIC| o9 HEH TF AL 5
AUSL|CE
setstr = Sub VLAN S£2 #ddt= A2 2O|gLICt O E S0 List
24-6 2 VLAN 2, 4,5 5 6 2 LtEFRHL|CY,
add = J2{2[ SubVLAN =&0| VLAN =52 F7t 5t= AS
O|0|gtL|C} addstr = 2|2t Z2 HAIQ| Xt S o|O|gtL|Ct.
HAH = 2212 SubVLAN SE0|A VLAN S&2 4K 8= A=
o|0|gtLICt remstr = 2|2t 22 HAO| HE9| 2XtE YLt
SuperVLAN O Al 2.E SubVLAN 2 K| E 5= §l&LICH. o HY2
FE SH| B ) AR E|X| E&LICT
Super VLAN QIE|HO|AE 73t & Super VLAN QIEHO[AQ| |Ip FAE 1Y T
UELICE Super VLAN QIEH|O|A = CHE ZEQL OIXIIX| 2 74 & U&= 228
ZEO|7| =gt
VLAN 9| +°d 8! &Ef 2L{HE
VLAN o] 718 S HE{E D L|IHASIE{H EXEC ZEO|A CHS FH S AU,
24... a9
show vlan [ id x| interface /ntf] VLAN o 7+ 3! MEfE EA|TL|CE
show interface {vlan | supervlan} x VLAN ZEO| ME|E FA|THL|CE
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-d oA

PC2 192.168.1. 2/24 PCS 192.168.1.12/ 24

AEXFPCT ~PC62 ZE 1~ 62 S0l 29X|E HALLICE O] PCl IP Foe
HEL3I MM 192.168.1.0/24 Off &8L|CH PC1 ~ PC3 &1t PC4 ~ PC6 AE2

ME OE AT 2 HEEE F|AE O Q10| {[X[SHX[BE PCT ~ PC6 2 ME ping 2

TS P FA 192.168.1.100 2 &3l 22X E 22| & = UASLICH o|H A
5243 ZTE 1 ~ 32 VIANT 2, ZE 4 ~ 62 VLAN 22 FM|jof gfLct I

CHZ SubVLAN © 2 VLAN 1 1t 2 £ SuperVian 0| =7}8}i0F L CH AQX|Of A CHS

interface gigaethernet 0/4
switchport pvid 2

!

interface gigaethernet 0/5
switchport pvid 2

I

interface gigaethernet 0/6
switchport pvid 2

!

interface supervlan 1
subvlan 1,2

ip address 192.168.1.100 255.255.255.0

ip proxy-arp subvlan
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GVRP ++4

e

GVRP (GARP VLAN & ZEEE GARP VLAN)E= 802.1Q EE 3 ZEO0|A IEEE 802.1Q

_._

g
4 A SHVIAN 442

| &35t= GARP (GARP VLAN & ZZ EZ GARP VLAN)

GVRP MY 2hd 3} / H|Zd s}

OIE{H|O| A0 A GVRP &3}/ HIZ g%}

GVRP ZL|HEY 8 /X &

»

GVRP 7+ = ¢

Mo Mo Z GVRP &3} / Hl2Hd 5t

MY Ry BoON CFg 7Y

H 24
oo

71&
[no] gvrp

MO Z GVRP € &3}/ H|Eg5tEtL Ct.
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JZ2HoR AESHA| = E Y50 ASHEL

CIE{ I O] A 0f| M GVRP &3} / HE %}

OIE|H 0| A T4 B0 TS TAS S3BHA|L.

o =
B33 7|l&
[no] gvrp QIE{H| 0| A GVRP 2 &3} / H| =g 3letL|Ct
ZET 2V GVRP HIHAZL E[2{H M GVRP & T Y Ho =2 2/dold|{ofstH ZE = 802.1Q

GVRP 2ZL|HE % || 2=

EXEC ZEO|AM CHE A A S $8iSIAA|Q.

g &

of

show gvrp | GVRP SHE EA[EL|CE
statistics [interface port_list]

show gvrp status GVRP M MEf HEE HEAIGLICL

[ no ] debug gvrp [ packet | event ] GVRP H|O|E mfzl X O|HE C|H1 ALX|E
g%t/ HigdetetLCh 232 E AKX E
XYt o™ B Clu AQX| 7 2d3t

GVRP &4 HA| :

switch#show gvrp statistics interface Tthernet0/1
GVRP statistics on port Ethernet0/1

GVRP Status: Enabled

GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal
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Display GVRP global state information:

switch#show gvrp status

gvrp is enabled!
-4 Of

HEQA HZ2 Ot 25U AKX A2 22X B2 VLAN 714 FEE SLSH

TS 29X AL 29X BOM GVRP & 2E3t & & JASLICL +92 Lt 25U

(1) 29X AZF 291X BOf| HZASH= QEIO|A 88 EYIAR FILICL
Switch_config_g0/8# switchport mode trunk

M 29X A2l MY GVRP #d3t:
Switch_config # gvrp

) 29X A2 QIE{HO|A 82| GVRP £ &HA%}etLC}
Switch_config_g0 / 8 # gvrp

3) 29Xl AOf VLAN 10, VLAN 20 % VLAN 30 74

Switch_config # vlan 10
Switch_config # VLAN 20

Switch_config # vlan 30
(4)  ASUK AT AKX BO EYIS HHSL= IHEO|A 9 2 FHBLICH
Switch_config_g0/9# switchport mode trunk
5) 2fIX B2 MY GVRP Ed2t:
Switch_config # gvrp
6) 29X B2 AEIO|A 92 GVRP &zt
Switch_config_g0 / 9 # gvrp
(7)  2%IXl B O Al VLAN 40, Vlan 50 % Vian60 7+

Switch_config # vlan 40
Switch_config # vlan 50

Switch_config # vlan 60
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40| YREH A9IK| A A9IK| B O VIAN T4 M=ot 242 EAIEUCH (5, £ 29%/2)

VLAN10, VLAN20, VLAN30, VLAN40, VLAN50 % VLANGO).
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At VLAN
A VLAN 72

AHE VLAN 2 ISP 7t &I 3t VLAN OfZ2|A 0| 22X E sHEME

AgM & LICE ISP 7t 2t
AHE XA VLAN 2

MlS3HH 4094 VLAN 2| 2+ & X7} ISP 2| K|l 28= ALEXIE A

AFAE VLAN O] AFM VIAN 88 Ol ZE oY

AFS VIAN 2 VIAN O] [2 H2E JjAE ZHQIS o 8l ZH Qo2 MEslstL|ct 2t

512 =0 QIS AR VLAN 4 (7|2 VLAN 2 EXE VLAN)S 2 P EIL|C} StLEo| AFS VLAN

EOeIE o] 7ol AHE VIAN &S 7HE = A2 Zt AFE VIAN &2 St3 =0elS
LIEFH L|CE AM VLAN E0| Q10 = 7|2 VLAN O] StLIRE QI 2= AM VIAN A2 S5t
7|2 VLAN & 398 LCt 235

9] =0 Qo] EZX VLAN ID = MZ CHE LT}

StLEO| 7| E VIAN S8 ESQ

7|& VLAN : X8 ZEQF ##HO0| RI2m AHM VLAN 0= 7[& VLAN O| StLIRE

ZXEL|CE 7|2 VIAN Q] 2t ZEE= 7|2 VIAN o A QL|Ch

= JHe] BXE VIAN ¥ 2]

o

Ag| = VLAN : S Lot AZ| VLAN o] & AMOIM AS 2 EXMNES s & £

ot

USLICH E3HAME VLAN O = 42| & VLAN O] st L|ct A2l & VLAN 2 7|2

VLAN I} 23 Z|0{oF gL LCt,
{8 L|E| VLAN : &

Qs VLAN 9| £ o 20]0f 2 EAIE ¢

ot

4 QUX|ZH C}

—

r

AR LIE| VLAN o] ZEQ SHBHA| BE LI StLES| AFE VLAN O = 012 72
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7{FL|E| VLAN O] =&t = QU&L|CH HFL|E] VLAN 2 7|& VLAN 1} 2 Z|0{Of

2L

AP VIAN ZEO|MQ| ZE 83

CHY ™ ZE : 7|2 VLAN Of| gLt 525 AME VLAN Of|l= 2= VLAN 2| AZ| &

AE| ZE : 42| VIAN S| ZAE ZEQL|CH SYTH AFE VIAN O[N] Z2| &l ZEE
FAE ZEE QT CHE ZEO|M &AM 22| & 20|22 22| & ZEOM =4

&
—

K

4o

2oL PXY ZEON MY D 4+ ULt

rir

HRLIE| ZE : HHL|E| VLAN o] SAE ZEQIL|CE APM VIAN O A S Y%t

FEL|E| VLAN O] HEL|E| ZEE= ME2 E=

-0
&
Hel
[m
i
Ofm
2t
—
N
ofm
>
o
4>
0%

b

ot

2= QIX|0F CHE VAN O HRL|E| ZE Gl AHZ| & VAN Q| 2| ZEL AT

_/I&_ HAI:II_ll:l-
VLAN TAG °| 2t =%

O] 752 VLAN Ef9| VLAN ID ! @M +=2|E =835t AL VLAN 2| &4 TjZl0|

Ef1E H&oteXl 0FE ZEYLIL

A4 VLAN 7+ &g 5=

AFE VLAN 7
AtE VLAN EOjQlo] oid
AE VIAN O] 12 ZIEE SAE ZEZ 31

AHE VLAN 2f L2

FLI|[IJ

SR EEE 7Y
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AFS VIAN O] 41 7] 2 ZE 57X
AME VIAN O] 74 HE EA|
AHE VLAN 74 2

1. 7|2 VLAN Ef
2. HZXZVIAN B
3. 7|2 VLAN I} EX VLAN Ztof| Zo| 9l

4. 7|2 VLAN O X8 ZET} Q&

AFS VLAN A

VLAN & A2 VLAN 22 Fd3t2{J Chg BE S AFEoHAIR
33 29
vlan vian-id VLAN ZE2 E0{ZL|C}
private-vlan {primary|community|isolated} A4 VLAN 2| 7|58 T+ ELIth
no private-vlan {primary|community|isolated} A4 VLAN 2| 7|58 AtHIgLIC
show vlan private-vlan A4 VLAN 788 BAIRLICL
exit VLAN #+d 2EE F=2%8LC}

Al.kl VLAN ED-”O|O :|'c'>t;||- __I.I.)g

Cts 82 2&5t0] 7|2 VIAN ot 2 VIAN & AZ5HA| L.
E Ny

vlan vian-id 7|12 VLAN 7t8 B2 S0{ZhL(C},

private-vlan association OIZAE HX VAN 2 FASHL|CH

{sviist | add sviist | remove sviist
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no private-vlan association

X 7|2 VLAN It 25 2 X VLAN AHO| Q|
BE 948 X St

exit VIAN 7A RCZ =23t c}
AHE VIAN Q| 12 ZEE TAE ZEZ 74
CHS HES Mol AHE VIAN Q| 12 ZES SAE ZERZ JHSIUAIR

%421

o

Interface /nterface

CIEHO|A 1 HEE AIXfgtL Ct

switchport mode private-vlan host

0|0 2 ZEE SAEQ ZE ER
TYg

no switchport mode

L2 TEQ| AMM VIAN BE 1AM S AbK|EhL|Ct,

switchport private-vlan host-association p_vid

s vid

-

12 SAE ZTEE A VLAN IF HZBHL|CE

no switchport private-vlan host-association

12 ZAE ZEQL AME VLAN 7t HZ S
AtXighL

exit QIEjHo|~ T4 2EE FRYLIC
AME VIAN S| 12 ZEE BXAQ ZEZ 7Y
ClS HEHS AWSIo] AFY VIAN Q| 12 ZEE 2k mER JTMSIAAQ,

24
=)

ol

Interface /nterface

OIEHO|A 71 HEE AIEfgtL

switchport mode private-vlan promiscuous

gojof 2 ZES 2XtE ZE REZ et

no switchport mode

L2 ZEO| AME VLAN B E M2 AbK|gtL|Ct,

switchport private-vlan mapping

p_vid{sviist | add svlist [ remove sviist}

12 2R TEZ AR VIAN 1 HZASHL|C

no switchport private-vlan mapping

EXtE ZEQL AHE VLIAN Z2H9| SIS
ARt T,

exit

CIEHO|A 71 HEE =L CL

AP VLAN O A S & o7l 2t 2 E =X




Ct

ajo

ECI:>| 29

o

o

2SI AFE VIAN o] &4 izl 23 BEE 780 AL

&

o

Interface /nterface

switchport private-vlan tag-pvid vian-id

=3 mjzlol 0] VLAN ID REE F4%tL|Ct,
switchport private-vlan tag-pri pri =Y Ozl efa0 M =9 REE AT L
[no] switchport private-vlan untagged =3 a4zl 27} Q=X 22 S CF
exit

CIEIo|& 71 RES S=EL L

AME VLAN O] 718 ME HA|

9, AHEO|A & VIAN T+d ZE0M Chg F¥ S 2dot0 Abd VLAN 8 12 ZEQ]

o

AHE VLAN 48 §E2E BEA|SHL|C}

=

g

o
nx

Y

show vlan private-vlan AME VIAN A S EA|SH O

show vlan private-vlan interface /nterface

AHE VLAN o] 12 ZE 7148 BA|TLICE
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STP 7+

STP 7i 2

BEZE ALY EZ| ZT2EZE (STP)L IEEE 802.1D B S 7|t 28L|CE A QK| AEHS LIHX|
HEQ(IO CHot CHY ATHY E2| L E2 LIEILIH 2= AR HH= SUSH HE2|X| ID &
AtETLICEH E2| HAISHK| b= o AQX|Ets 80l ST MY A AKX W AKX ARZ

LHEH LI CH
STP = 2I1d E2| ¥N2|FS AESHY 5 HZE HERAS 29X StLtE 20d E2(2

REZ dHgiLC} o] &

— I:i

u
o
ol
rlo
ik
0x
tm
i
tu
Rl
10
H
Im
e}

2o et 2 ZEO| dats 2ot
ARX & 2|0]0f 2 HEYAS Sl 2o Rxgls 428 AL

STP= HEQZS &=

i
ox
Rl
Ok
e
X
oX
tu
ol
J
0x
mjo
=
O
Ot

= 20]0f 2 &3 £te

I=

ZEZYLICE 20]0] 2 OJHU HESQIAZ M2 &S5t & A8 0|4 ALO[of otLtel 2y

ox

2 o EN

ABLICE AE AHO|M Zto| o3 B4 22 ols) YEAI0|N R}

+

YA LICH HERIO R27t AW AE AHOMOM S5 HAIXIE =4 & =

USLICH EBt AKX 0{2] Layer 2 QIE{H O|AOM AE AHOIM MAC FAE S &
AELICE ol2fst =AU SISt HEXIE =aigtLct ALY Eg| 22 AE

[ =

AHO[MOM FHSIEZ T LAN MOHE E= o2 MAHES AKX LAN Of HZE|0f

UK AR E FA & =+ glaLtt
STPE £0id E2| EN2[EFS A8 = HZE HIEAIL| 29K SILIE

B2 E AihegtLct.
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BE ALY E2| ZT2EZ (STP) IEEE 802.1D Of M o||0] QU&ELICE Ol= 8Lt

g™ E2lof o] E2[X|2 FdE LAN EE2X|E Hagsty HESRR BTt

me
0z

5HX

UEE otm HEYT AHHQ HES BT

=

STP X sy Z2EFo| &g

oj
rlo
=
o

n

2y EB2XE THYUC BY ES2X0|M YR HoY TEL T YR WY

T ASLICHL €7 ZEE= FH| JEjol A =Y

o
gl

HEAI FI7tEAHLE HEHIHM MAZH ZEJ TS JEH= 88 E &
ALt
STP EEZZX[0AM EZ[X|= REZ & & JUFLICL & LAN MU0 B2 ZE=

HEXI MM HO|HE REZ HEYLICE ZE= HERS 4H X FE ZER

HA|ELICL ZETF A= BE|X[= LAN o X|ZE E2|X|2 ZHFFULM REE

REVI AZ%ts 2E HER/I Muof X|FE B2 XYL} Z4 E2|X|of ZEO|A

r-|o

REO 7H8 7t2 2EE HEE2[X|2] RE ZEQLCL BE ZE Sl X|¥E ZE

(AHE 7tst 89) B HE JENQYLICE O E RS ZE= SEEX| BXT RE

mE & X|HE BEJ} ofgLCh Q2= 0|S EEE [f7| EE2D 2B
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Ha £d 0 AFLCEL Z4 HEHI MOAHES X F& ZE= HEXI MOAHEO HZEH
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m
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re
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[m
N
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m
0z
m

29 2 UEYT 229 EE YR EYTS WLSHe XIS LIEHHLICH 2 B8

2 0L £=5 LIEHA LT

RE|o| AQX| EFEL Al E2| T2 EE 802.1D STP 2F 802.1w RSTP Q| & 7}X| REE

K| BtLICE AQX|o Y DEHLS vIAN H MSTP AIjd EE| T2ZEEQ| I}2f STP REE

HYZSt= 4 K| BL|CEH XtMst Li82 2 ol 'STP ZE I BE F'E HXSAAL.

Of olM= 2%IX7F K| &te EE 201 E2| Z2EES 195t Y™

2

| CHal A FetL|Ct
LT E.;:
O] A0+ 802.1D STP 5 802.1w RSTP & SSTP % RSTP 2 A BIL|Ct SSTP £ THY ATfy

EZ|E olojgfLL}.

SSTP 78 A =5

STP 2 & MEH

[>
40
>t
Ho
rx
M
10
-
0x

Hello A|ZH 78

E|O AL AlZE TS

HE XA A2+
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STP MEf ZL|EE

SSTP ™8 A&

Y a4y
no spanning-tree STP £ Hlg-datetLCt

yd a9
spanning-tree 7|2 BE STP (SSTP)E Ar2%tL|C}.
spanning-tree mode {sstp | rstp} £ ZE STP E AHERLICH

AQIX| 2N 29 7Y
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AQIK| SM 29IE TAGD AU SUY AQK L& AK I 2 AKX MY 2
tedg =Y = UASHLT
AKX M =28 75T O HHAE MEYAIR .
Hd ad
spanning-tree sstp priority value sstp M =9 U -
no spanning-tree sstp priority sstp M =212 7|27t (32768) 22
cl=guch

Hello AlZH THd45t7|
ARz Hello AlZHE HESH R E AL2X|7F & o STP HIO|H THR| ALO|Q] ZHA S 71 2

T USLCH
Ct2 HHS AFR3E0] SSTP 2| Hello Time & FHASLICEH.

2 adg
spanning-tree sstp hello-time va/ue sstp Hello A|ZtS T gL C
no spanning-tree sstp hello-time sstp Hello A2t 7|27k 4s)22

E=@Lch

Z|CH AHE AlZE T8

sstp max age & AFE00] MEE Al=5H7| HO| A0 EB| #8 HAXE L5k @A

AQX|7} Ch7| 8k AlZH

Z|CH off ol E AlZtE

4
23

spanning-tree sstp max-age value

sstp Z[CH AME AlZhE -G LIC

(o=}

no spanning-tree sstp max-age
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show pdp traffic =4l 81 ME =l ppp If2IO| =& EA|RL|CE
show pdp neighbor [detail] PDP 7t HM35t= 0|2 HAILCL

PDP 7+ O

Example 1: Starting PDP

Switch_config# pdp run
Switch_config# int f0/1

Switch_config_fO/1#pdp enable

Example 2: Setting the PDP clock and information storage

Switch_config#pdp timer 30
Switch_config#pdp holdtime 90

Example 3: Setting the PDP version
Switch_config#pdp version 1

Example 4: Monitoring PDP

Switch_config#show pdp neighbor

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID Local-Intf Hldtme Port-ID

Switch Fas0/1 169  Gig0/1
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Switch_config_ring#pre-forward-time va/ue O] ttAl= ME4
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MEAPS A

1221 0|AQF 20| OFAE £ E S11 A4 L& S2 = Ct2at 200| LM EIL|C} CH2 L 29|
T8 s2 9 dut SYetL Ct.
22X s1 M.

STP £ 3251 Ether-ring ==& F48tL|C}

S1_config#no spanning-tree
S1_config#ether-ring 1
S1_config_ring1#control-vlan 2

S1_config_ring1#master-node
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S1_config_ring1#hello-time 2

S1_config_ring1#fail-time 6
LE g ZES TEYUCLL

S1_config_ring1 # exit
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7|2 ZEQ Hx REZ FLgFLIC)

S1_config#interface gigaEthernet 0/1
S1_config_g0/1#ether-ring 1 primary-port
S1_config_g0/1#exit

S1_config#interface gigaEthernet 0/3
S1_config_g0/3#ether-ring 1 secondary-port
S1_config_g0/3#exit

Mo VLAN & F-d& L L.

S1_config#vlan 2

S1_config_vlan2#exit

S1_config#interface range g0/1, 3
S1_config_if_range#switchport mode trunk

S1_config_if_range#exit

AQX| s2 1M :

S2_config#no spanning-tree
S2_config#ether-ring 1
S2_config_ring1#control-vlan 2
S2_config_ring1#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ring1#exit

S2_config#interface gigaEthernet 0/1
S2_config_g0/1#ether-ring 1 transit-port
S2_config_g0/1#exit

S2_config#interface gigaEthernet 0/3
S2_config_g0/3#ether-ring 1 transit-port
S2_config_g0/3#exit

S2_config#vlan 2

S2_config_vlan2#exit

S2_config#interface range gigaEthernet 0/1 , 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit
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TEE PNSD E 1N BER So{ZL o

id7: =EQ| QAAAEA D jg2: Qe QIAHA D (0

ol Z2 Mz

Switch_config#mether-ring /d7 domain /a2

Switch_config_ring1# transit -node O|F CHAYLCL LE RHES A

L
ol CHfgLICt a0 AU F s EE 59 Y

Switch_config_ring1#major-ring[sub-ring] L E F3ILE gLt

Ol CHAILICE MO VLAN € T3t VLAN "id"H
VLAN "id-1"& #MdgtLCt.

Switch_config_ring1#control-vlan vian-id vian-id : MO VLAN 2| ID
O A= ME MULICE TS ZEOM AP HE
HEE FXIGt= AltE FEELICH
Switch_config_ring1#pre-forward-time value #:3-30 & HR|o A7 ghoj 7|22 9 RYLC
Switch_config_ring#exit SN S MESID LE 7Y REE ZTETLCEH
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Switch_config#

X tE P EX L E d

Chs EHAOf Wl 22K E

Y Y EYA| OtAH LEE THBIMAIL.

38

29

Switch# config

22K 4 2EZ2 S0{ZLCL

EEE 75t 2= #Y RER SojYUL(Ch

id7: 29| AAHA D jg2: =0 Q19 QIAEA D (0
JEEERYE
Switch_config#mether-ring /d7 domain /a2
O|F THAQYLICEL LE RYE JHEXIE tEE
Switch_config_ring1#edge-nodelassistant-node] | T+ &tL|C}

Switch_config_ring1#sub-ring

of £ Mt B &

A&LICH OA] =EE ME 2
L= ofopgtLict.

Switch_config_ring1#control-vlan vian-id

O|& CHAAL|C MO VLAN 2 TAISED VLAN "id"%
VLAN "id-1"& F-dg Lt

vian-id : M0 VLAN 2| ID

Switch_config_ring1#pre-forward-time value

23 - 30 = BRIl A7t gtojm 7|22 9 RYLICE

Switch_config_ring 1#exit

M FEE MG L& Y REE SEEUCL

Switch_config#

THl AE Y L EYY BE 7Y

Chs EHAOf e 22X & & HE

o

39 OtAH LEZ 74

SHAA| 2.

38

29

Switch# config

29K 8 REZ SO{YULIL.

Switch_config#mether-ring /d7 domain /d2

LEE FMED L= 7N RER S0{ZfLICt

id7: 29| QIA ID /d2: = Q19| RAAEHA D (0
o1 32 Mz
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Switch_config_ring1#edge-node[assistant-node]

o/ EAYLILE = RES HYAtR EB

THELIC,

O| EtAl= def & = JASLICL 0K =E= M2 &
Switch_config_ring1#sub-ring L E ofopgtLct.

o2 chAIL|Ct MO VLAN & T3t VLAN "id"%

VLAN "id-1"g F-&&L/C}
Switch_config_ring1#control-vlan vian-id vian-id : M0 VLAN 2| ID

O CHA LT

O| HHZ ALBSHA| Yot & FMZ 22 &

UXTH A[AHIO| B A HERZH REE S0{Z =+

iELCh oY ME 3 HEQJZ BEOM, ME

Z2EZE izl X E MEj= MALX ReH, o|F

ME HEHZ= & o EXYsiM= t=ICt o] FE=
Switch _config_ring2#single-subring-mode Xl =EQ BHZ& LEO|MBt HEE LT

O] EHAl= WM& AFLICE OfX| ZES| =8| =T
HENE |ASt= AlZtE L CL
3 -30 = Helel AlZh g0l 7|28t 9
Switch_config_ring1#pre-forward-time va/ue Z YL
Switch_config_ring1#exit N FEE KEStL L E 7Y REE SESLCL
Switch_config#
2 EE P4
Ch= A0 M2t 29X|e] ZES O|FUl Bol ZER FE3HA L.
3 a9
Switch# config 22X 1 HEE SO{ZLCL
Switch_config#interface /ntf-name QIHIO|A F+d BEE AlZtEHL CE,
Switch_config_intf#mether- O|CY &o| ZE |42 gLt
ring /id7 dor.nain /d2 primary-port [ secondary- a7 =E0| Ol A D Jdg2: EHQlo] JIAEA D (0
port | transit-port | common-port | edge-port ] ol A Mz
Switch_config_intf#exit QIHEO|A +d BREE ZETLLCE
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Ct otel & B4l == 2 LE 2 & #9ot= Ol AFEELEL

dlo

%IE#

o

rlo

Configuring switch S1:

dlo

Do4 2q

o

rlo

Ct otel @ A LE O LE 2 & FgStE O A ELICH

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#transit-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

ct

dlo

%

rlo

Al

N
e
m

of7f H+=E F45t= Ol AF&E L
Switch_config_ring2#pre-forward-time 12
LE Fd BEE ZETLCL

Switch_config_ring2#quit

Ct

gjo

%I =<

o

rlo

TE 29| TA ZEE #d5t= Hl AFEELICH

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S2:

Ct

gjo

I:IO=| =<

o

rlo

M FA LE Qo LE 18 FEStE O AHSELICH

Switch_config#mether-ring 1 domain 1

Switch_config_ring1#transit-node
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Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Ct

dlo

Do4 2q

o

rlo

AL

—

e
i

oz 45 95t ol AHSE L
Switch_config_ring1#pre-forward-time 12

LC 7N DCE ERSLLC

Switch_config_ring1#quit

O 3832 =219 dS ZES 7#¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L2 B2 okl 8 Al = Q £ 2 & F#83t= O AFEE LT

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#edge-node
Switch_config_ring2#sub-ring (this can be omitted)

Switch_config_ring2#control-vlan 2

Ct

gjo

&

o
rlo

AlzZt

—

rk

b o) & F95ts o AFEE LI
Switch_config_ring2#pre-forward-time 12
=S 74 BES FRYLIC

Switch_config_ring2#quit
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gjo
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rlo

£ 29

OH

& ZE QL OX| ZEE Fdg3%t= O MASEUCL

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit
Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S3:

ct g9 @ A L& 2 =21 & # ot O AHEE L

gjo

%I =5

o

rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 Al 23 Oj7f & F+dot= O AHEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 382 =219 HS Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Ct

gjo

I:IO=| =<

o

rlo

offl @ EX LB O L E 45 FESHE O AHSELICH

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#assistant-node
Switch_config_ring4#sub-ring (it can be omitted )

Switch_config_ring4#control-vlan 2
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dlo
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rlo
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rk

b o7y & Fg5ts ol AFEE LI
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Switch_config_ring4#pre-forward-time 12
Lt 7Y REE ZEYLLCL
Switch_config_ring4#quit

Ct
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lo

Do'-IE1

o

ro

EE29 &5 ZE S OX| ZEE F#d5t= O AHEELCH

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S4:

Ct

gjo

YE2 ME Z OfAH LE 9 L E 4 5 F85t= O AFSE UL

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#master-node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2

Ct

gjo

%I =5

o

rlo

Al
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rk

b Oj7f H+8 T gots o AHEE L
Switch_config_ring4#hello-time 4

Switch_config_ring4#fail-time 12

= 34 BEE SR

Switch_config_ring4#quit

O B2 =5 49| 7|2 ZEQ BX ZEE /gt O AHEELICH
Switch_config#interface gigaEthernet 0/1

Switch_config_g0/1#mether-ring 4 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk

Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2

Switch_config_g0/2#mether-ring 4 domain 1 secondary-port
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Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S5:

_IT|_
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g OfAH =B 9 =B 2 5 F85t= O AHEE Lt

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#master-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

Ct

gjo

%I =5

o

rlo

AlZt

—

rk

21 Of7) S Ragots ol AL LIC

—

Switch_config_ring2#hello-time 4

Switch_config_ring2#fail-time 12

TE 7Y REE FRELICH

Switch_config_ring2#quit

Chg 382 =29 7|2 ZE Sl Ex ZES #dot= O AMEE UL

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S6:

Che B2 Mo|M & 02l =& 2 =E 15 7dots O AFEE L CL

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#master-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2
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ct 21 Of7f B2 TS o AL E UL
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gjo

%I =5

o

rlo

A|ZH
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rk

Switch_config_ring1#hello-time 4

Switch_config_ring1#fail-time 12

LC 7N DCE ERSLLC

Switch_config_ring1#quit

Che Bd82 LB 19 & ZEE 719%t= O Ar8E UL

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Ct

gjo

%I =<

o

Sbfl @ EX LE LE 2 5 7¢5t= O AFEE LIL

rlo

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#assistant-node
Switch_config_ring2#sub-ring ( This can be omitted )

Switch_config_ring2#control-vlan 2

ct

dlo

B

rlo
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2 Oj7) & Fdot= O AFgE L.
Switch_config_ring2#pre-forward-time 12

LE ¢ ZES SEYUCLL

Switch_config_ring2#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S7:

Che B2 &9 8 34 == 2 =18 #d8%t= O AFEE LT

o

ojo
rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 Al 23 Oj7f & F+dot= O AHEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 382 =219 HS Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L B2 5t9l 8 X == Q E 4 & #d3%t= O AFEE LT

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#edge-node
Switch_config_ring4#sub-ring ( This can be omitted )

Switch_config_ring4#control-vlan 2
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Switch_config_ring4#pre-forward-time 12
Lt 7Y REE ZEYLLCL
Switch_config_ring4#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S8:

ct

dlo
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ot @ A LE 9 =& 45 P O AHEELICH

Switch_config#mether-ring 4 domain 1
Switch_config_ring4# transit -node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2

ct !
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rlo

Azt

—

rk

Of7) HaE F-g3t= O AFEE LI
Switch_config_ring4#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring4#quit
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TE 49 A ZEE F8%t= O AHEELIT

rlo

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 4 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_gO0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 transit -port

Switch_config_g0/2#switchport mode trunk
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Switch_config_g0/2#quit
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DHCP Snooping

e

VLAN 0| A DHCP A%TO| Mot =l AL VIAN S| B E AM2|E 4= Q= S2|H ZENAM

1

Al =l DHCP THZI0| &AM o 2 HAMEL|CE VLAN Q] AME|E 4= Qe E2|H ZEA

I_

4 =l DHC

)

1

SH A2 A0 ZH e X TG E DHCP MH 7L 4 FHj

MH|AS MSOHR| ZOHA gLt M2l - Qls ZES| DHCP 27 1fZle| 49 DHCP
2 A StEQY N =4 HETL O IiZle] MAC 22 YX|SHA| 2™ DHCP 278
I{Zl2 DHCP DOS 2| 34 AL 2 AEE|= 7 AR ZhFE Lt A9X[7F DS
HE L Ch

HY 74 ZEOM Cig BB S 2dsUA=.

T4 493
Ip dhcp-relay snooping vlan vian_id VLAN O A DHCP A& S &5t Ct,
no ip dhcp-relay snooping vlan vian_id VLAN O A| DHCP &2 +HE
Hig-dtetL|oh.

DHCP trust Q1B H 0| A 74

OIE{ T 0] A7} DHCP trusting QIE{TIO| AR TS 20| QIETO| AN A Al 8 DHCP
ifzl2 2ol X| 5Lt
2oy AHHO|A 7 REOAM OHF B S HASHAL.
CE) 2%
dhcp snooping trust QIE{ 1| 0| A& DHCP trusting IE{H| 0| A2
T
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no dhcp snooping trust

20
THATTD

Ol E{E 0] 20| T}t
refLct.

DHCP- A28 %
OIE|TO| A S ChA| AlZ}

IHHO|AE 7|2

VLAN Of| M DAI 43}

VLAN 2| 2= 22|8 ZEM &5 ARP ZL|H

22 P FA7F G E MACHIP BRI 2hA|2F LX|SHA| e @ =4

AEE L QEH ol HiRlE 2A = DHCP o 23 X

T8 2 + UASLILh =25 AHT|o|29] 1P

0l

OIE{ H| O] A LT,

T™E|HO| T3 AA MAC T4

Z=A0| MAC =47} HFRISIE|Of YUX| %o

29Kl= 2E ARP IjZl S TESIA| piELCH
A a9
ip arp inspection vlan vianid VLAN | ZE 24l ZEA S5 ARP ZL|E S &4ststL|ct
no ip arp inspection vlan vianid | VLAN 2| 2 & E4| ZEO|M S5 ARP ZL|E 2 S H|&/dotetL(C.

ARP trust Q/E{H{|O| A T

& &L QHEO| A=

NEE % s QETHO| AU AL ARP ZLE S ALY
JlgEoz MRlg 4 gl QEHolAgL T
QIEHO|A 74 BEOA T YYS UM AL

%2

29

arp inspection trust

OIE{ I O|AE ARP trusting QIE{T| 0| A0f
gt

no arp inspection trust

ARP =& QIE{I| O] A0 TSt QIETO[AE
M0 gL T

VLAN O M AA P A TLEHE
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VLAN O A AA P FA BLEZO0| M3} =

=l S0 AN MAC A AA P FATL

THE MAC-IP HFQIE ZHA|oF YX|SIX| UO ™ VIAN o] B E 2| ZENA A =P

oj 20| AR ELICH I Ho[A2] HIRIE 2t = DHCP Off 23 SH 22 Hr &ALt

T2z ¢ E & USLILh S2/H AHH0|A2| |p F20]| MAC T2t HHIF &[0
UX| oM £A2(X|= Z2|1H AHLO|A0M =4l oF 2= IP I{Z S HESHA| QS LICH
Mol 2 BEOIM TS HES HUSUAIS.

34 29
ip verify source vlan vianid VLAN 8| 25 41 QIHEHO[A0M &2 1P T4 HALE

ggstet .

no ip verify source vlan vianid | VLAN 2| 2 QIE{H[O|A0|M A2 |p
Hig-datetLo.

&0 DHCP IiZl (1P I{Z)O| oA E|H MY ALFTO| L EE[of MY ELICEH
IP-source trust QIE{ I O] A T

o
=

QIETO| A0 M2[R = A= H2 IP F27E A= B2 B T4 A AE I 0] 20 A

=2 T M

L=

—
—

ot

M| Of K| S L EL

OIE| 0| A 1A DEO|A CHS TS ASHBIAAL.

o = o =]
3 a9
ip-source trust ME[E 4= s & 1P FA7L e AHIO|AE Pt Tt
no Ip-source trust ME[E 4= Sl 22 1P FAT e QAT 0|AE CHA|
AlZFgrL| ot

TS2E QHEO|A HRIE

o
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SAEJFDHCP & 83l =45 X RoH &

SAETL HEYI0) HMA B 2

fl
1
30

2l HEQIE MACIP & Adlg = &L Ct

=Lt

3 AQX|Q QIE{m O] A0 HOIY &S F715H]

S HRIE SE0M 252 MHE 1P

2e FS 4502 TME Y22 SNO2 N $22 YHO|SHLICL BIEHo|2 HelY
422 MAC F4E 19 Meloz A8
Y 74 ZEOM CHE BEES dAsHUAR
Y ok
ip source binding MAC /P interface name | QIE{H|O|A HIQIEE =522 oL Ct
no ip source binding MAC /P vian QIE{ O] A HIQIY 252 F AL Ct

DHCP - AT DLEHZ & QX| &2

EXEC 2E0|M O E S &ASHAIR.

| event ]

HY a9
show ip dhcp-relay snooping DHCP A4 F-40i| Chet §EE HA[SLICE
show ip dhcp-relay snooping binding OIE{m|O| A0 Q&6 T4 HIQY =S
HEAlZELCH
show ip dhcp-relay snooping binding all DHCP 2540 ool MY = 2E HoIE a5
HEAlZLCH
[ no ] debug ip dhcp-relay [ snooping | binding | DHCP 2&j|0] AT o| Metzg EMat £

HlggstetLlct

CHS2 DHCP AT A0 T3 HEE &

U

switch#show ip dhcp-relay snooping
ip dhcp-relay snooping vlan 3

ip arp inspection vlan 3
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0jo
rlo

djo
rlo

ojo
rlo

DHCP Snooping trust interface:
Gigaethernet0/1
ARP Inspect interface:

Gigaethernet0/11

dhcp-relay snooping 0| it HQIE HEE HO{FL|C}

switch#show ip dhcp-relay snooping binding

Hardware Address IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89 192.2.2.101 86400  DHCP_SN 3 Gigaethernet0/3

DHCP 2j|0] ~5Tof ffet 2= HRIY YEES 20F L CL

switch#show ip dhcp-relay snooping binding all

Hardware Address  IP Address remainder time Type VLAN interface

00-e0-0f-32-1c-59 192.2.2.1 infinite  MANUAL 1 Gigaethernet0/2
00-e0-0f-26-23-89 192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

dhcp-relay snooping Of CHoF & E I L|Ct

switch#debug ip DHCP-snooping packet

DHCPR: receive 12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 277

DHCPR: add binding on interface Gigaethernet0/3
DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: send packet continue

DHCPR: receive |12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 289

DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: update binding on interface Gigaethernet0/3
DHCPR: [P address: 192.2.2.101, lease time 86400 seconds

DHCPR: send packet continue
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IGMP-Snooping

IGMP-Snooping T8 &

IR

IGMP-Snooping 2| &&= VLAN It 1

i

T 7o 2

i

Aot HE| HAE #HPM SA|0f

YHO[ESIO| HE| 2f0|0f AES] EEZX| F=0f e} 20]0f 2 A(X|7t HIO|HE TEY

==

IGMP-Snooping 2| =8 7|2 Ch&1t 25T

IGMP | A[X| & & L CF,

22130 UK Y F SAEO| |IGMP AME|E|Qt 2t H 2| IGMP HE|E[E

LE.;

O

igmp-Snooping & 22| HAIX|E 21 igmp 2| HAIXE 21 92| 7|5& H5H7| M=o
igmp-Snooping & ZE[ZHAE 2IREOM AF & WP Mz &ts & &= ASU L =
22K F7IHoz 2tRHO|M igmp #Hel YEE =438 0F LT} igmp-Snooping 2| 2+ H
=3 E}O|H= igmp-Snooping & HASH=s HE| JHAE 2tRHS| OF Fa| 7|ZHEDH 2 A2t
UO 2 FE|0{OFEtL|C} show ip igmp-Snooping 2 A &SI Z+ VIAN 2| HE| A E

2PE B E ol

VLAN 2| IGMP-Snooping &3} / H|Zd 3}

VLAN O H& ZE| JHAE A FJ}/ AHH|

VLAN 2| ZA| BE| 74

ojn

& oY 72 7tele BBl HAE HAXE EHE0E 75 7Y
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IGMP-Snooping 2| 2-H O O|X| EtO|H T4
IGMP-Snooping 2| S & AlZF EO|T ++4
IGMP-Snooping 2| IGMP Querier 7%
IGMP-Snooping Z L& & {FX| 22|

—

IGMP-Snooping 743 Of| &

VLAN 2| IGMP-Snooping 243} / 8|24 3}

MY Y DEOM CHS THS SHSHIALL.

qd 2%
ip igmp-Snooping [ vlan v/an_id ] VLAN 2| IGMP-Snooping 2 &4 3}gtL|Ct.
no ip igmp-Snooping [ vlan vian_id] | 7|2 782 CA| A|ZfELICH

vlan 2 X|5IX| @ LIE0f| 4 & VLAN & ZLSH A[A-O| 2= VIAN 2

fuiot
0%
ot
tA
rir

B

futot

M3t gt 4= Q&LICE 7|2 A40|M ip igmp-Snooping HEO|
T E ZAXE ZE VLAN 2| IGMP-Snooping O] 293 LICH
E1 : IGMP-Snooping 2 Z|CH 16 7HS| VLAN O A HEE = JUSL|CH
VLAN3 0{| A IGMP-Snooping & &-d2t5t2{H X no ip IGMP-Snooping S

AABH0] 2= VLAN 2| IGMP-Snooping & H[&d%} o CtZ ip IGMP Snooping

VLAN 3 & #4835t 42 XMEslof gL Ct.

VLAN o] HA HE| JHAE T4 FTH/ ALK

HAIXIE =4 & 5 AFLIC

Y 18 REOM Chg 78S s AIL.



- CL:

ip igmp-Snooping vlan vian_id static A.B.C.D interface/ntf VLAN 9| & HE| /H|AE FAE
F=Itgtct

no ip igmp-Snooping VLAN O & HE| J|AE FAE

vlan vian_id static AB.C.D interface intf AR L CL

VLAN o] ZA| BE7|&

SA X7 HEE R 200K 58 HAIXIE 22 = HE| HHAE Q59 ZE S50M

7|t 27t flgLth 22 ZEo A

rir

Ch2 3A

i
fot
[m

7|' % :I-_'_Oﬂ SH J\AJ— A|"9'X|'7|'

J5S U HX| (o™ O] AbEXte| HE| JHAE S40| s S 4= AS LT Of
Ho Z2H 52 7152 ABE 4 YLD
Y 79 REOM O 78S sASHUA L.
Y 1
ip igmp-Snooping vlan vian_jd immediate-leave VLAN 9| ZAIBE 7|52 74 U,

no ip igmp-Snooping vlan vian_id immediate-leave | VLAN 2| ZZt&H 0l Z2E 7|22

Tt

= =

VLAN 2| SA| B2 E42 72822 H|gdeteof AL

S5 = iy =280 ZE[ HAE HAXE EHPE0IE 7|5 74

ne
m

HAE DA CHA4S RS 4 OB (DHL, H4 F27} igmp-Snooping & S A9/%|

ol SEEA @3) 712 M2l G2 VIAN 2| 2= ZEOM HAIXE Ell= DAY 82
Sl Z2HA YHE HEY = ASHC SHA F27H0fH ZEOE SEXX 2 25 ZE|

HAE HAIX|= AAIELE

¥y

nx
o2
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tHes e +8le ZE HAE HAIXIE AAELIC

ip igmp-Snooping dif-

drop vlan vian_id

no ip igmp-Snooping dif- | LF T2 CHA| A|ZFLICH (RO A E]).

drop vlan vian_id

1) 2= VLAN of Csl £-80| s+g &Lt
2) 291K17F R HAIXIE XMelots 7|2 Y2 SYYULILH (0] FE2

HAIXl= VLAN O|A E2E FHAEIEL|CH.

IGMP-Snooping 2| 7§ Router-age EtO|H

Router-age = IGMP 2| X|Y 0| EX5t=X 6| F& ZLIHZol= O AHEE L IGMP

2oz o HAIX| & 2L HE| JHAE F2E FX| YLILE IGMP-Snooping 2 IGMP-

ofm

inquier 2t SAEZIO| EA S Edf

S
A 7Y BEOIN T8 FHES SHsHIAIL.
T ks
ip igmp-Snooping timer router-age timer value IGMP-Snooping 2| Router Age 4=
TR,
no ip igmp-Snooping timer router-age IGMP-Snooping 2| Router Age 2|
712842 CHA| AIZFELCE .

Eto|H 7+ S#2 IGMP 22| Xto] Zo| 7|7t 8 & HEsHA|IL. Eto|H & 2| 7|ZHECt

A S = RlELUCH Efo|HE 2| 7|2 M B = Fd5ts A0l S5

IGMP-Snooping & & AlZt EIO|D 4
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ST AIZHELOIDIE IGMP O] KIZAO| B 8 3 SAETL HE| HAEES B 43

AlZE 2| HAIX|E. = 2Hef 200 HA|X[7F EFOITH A| O] =0 =4 E|X| = £29(K|= ZE|

HAE

MY Y DEOA S THES SHSHIALL.

LT E.:

Etol

Fa 29

ip igmp-Snooping timer response-timetimer value | IGMP-Snooping 2| & AlZt 2
T,

no ip igmp-Snooping timer response-time IGMP-Snooping S AlZtel 7|24E
CRAl AlZfEL EL

ZF
HA

rlo

HE &S o SLIth 223 HE| IHAE 40| 28 s T L Ch

IGMP-Snooping 2| S & AlZt at2 10 22 &Lt

IGMP-Snooping 2| #2| &d 74

HE| I|AE 22 E 7t IGMP-Snooping O] &3} &l VLAN Of EX{s}X| o™
IGMP-Snooping 2| #2| 7|5& At85t0] HE| FHAE 2IRHE 250

71822 IGMP HE| HAIXIE B = JELICH. (O] 7|2 M4

1A

Lot

i

|G|\/|P-Snooping O| X,jg, Moz §E |' E' VLAN Oﬂkl 7|%% %Ao-lﬂ' EEE Hl%gél'

HE| JHAE 2R E 7L LAN Of EXSHA] 1 HE[ HAE 2220 2t 80| R8s 37

IGMP-Snooping 2 &8 2¢|X[2] At HE| 7|52 &d3t & = JA2EZ IGMP-Snooping O]

Moz

St

MY T BEOIM CHS S UYL,
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Egﬁl

o

29

[no] ip igmp-Snooping querier
[address [ip_addA

IGMP-Snooping 2| 2|2 TAISHLICE MEHE oy7)

B2 address = X8| HA|X| Q] AA |p FAQL|CH,

IGMP Snooping-querier 7|52 7|2 H|&

= —
Fak7|EHO

£ 10.0.0.200 & L|C}.

H
m

3otE|O [AFLICE 7t HE| HAIX] of A= 1P

oFof 2|0 7|50| &detE|n 7| 50| MEE|X| o™ HEIHAE 2H2H7t vian Of
EXStH 07|52 AtsX o2 HEHAE EtQUOI2M 2HdotE LT
IGMP-Snooping ZL|H 3 % ZL|HY
2| ZEOM Chg A YUE TASHIAL.
22 ue

show ip igmp-Snooping

IGMP-Snooping T+ HEE EAIRLIC}

show ip igmp-Snooping timer

IGMP-Snooping 2| A|A HEE HEAIRL|CH

show ip igmp-Snooping groups

IGMP-Snooping 2| ZE| J{AE QF0f Cfst
HEE BA[SLICE

show ip igmp-Snooping statistics

IGMP-Snooping 0l Ciet 84 EE

[ no ] debug ip igmp-

Snooping [ packet | timer | event | error ]

HEAISLICH

IGMP-Snooping 2| THZl / 23 C|#{1 / O|HE
/ B QM ARIXIE et &

g datetLict i AKX E XIF5HK|
UoM DE OO AX|7t 2ot ALt
HIgd ot LT

IGMP-Snooping & & 0f|

switch#show ip igmp-Shooping

igmp-Snooping response time:10 s

vlan 1

CHSE VLAN HE HA| ;




IGMP-Snooping 2| HE| Z/AE O F0 Lo DE HA| :

rot

switch#show ip igmp-Snooping groups

Vlan Source Group Type Port(s) E
{10000 234566  IGMP F0/2
i 1 0.0.0.0 239.255.255.250 IGMP F0/2 i
IGMP-Snooping EHO|T{ EA| :
e )

switch#show ip igmp-Snooping timers
vlan 1 router age : 251 Indicating the timeout time of the router age timer

vlan 1 multicast address 0100.5e00.0809 response time : 1 Indicating the period from when the
last multicast group query message is received to the current time; if no host on the port

respond when the timer times out, the port will be deleted..

switch#show ip igmp-Snooping statistics

vlan 1

v1_packets:0 IGMP v1 packet number
v2_packets:6 IGMP v2 packet number

v3_packets:0 IGMP v3 packet number

special_query_packets:0  Special query of the packet number
join_packets:6  Number of report packets

leave_packets:0 Number of Leave packets
send_query_packets:0  Rserved statistics option

general_query_packets:5  General query of the packet number i
err_packets:0  Number of incorrect packets E

IGMP-Snooping 2| H|A|X| EtO|TY C|H{ 1 :
e 0
i switch#debug ip igmp-Snooping packet i



rx: s_ip:90.0.0.3, d_ip:224.0.8.9 Source and destination IP addresses where packets are received
type:16(V2-Report), max resp:00, group address:224.0.8.9 Type and content of packet
rx: s_ip:90.0.0.90, d_ip:224.0.0.1
type:11(Query), max resp:64, group address:0.0.0.0
rx: s_ip:90.0.0.3, d_ip:224.0.8.9
type:16(V2-Report), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.3, d_ip:224.0.0.2
type:17(V2-Leave), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.90, d_ip:224.0.8.9

type:11(Query), max resp:0a, group address:224.0.8.9

IGMP-Snooping 2| MIA|X| EtO|{ C|H{ 1 :

switch#debug ip igmp-Snooping timer
tm: vlan 1 igmp router age expiry at port 2(F0/2)

tm: multicast item 0.0.0.0->224.0.8.9(0100.5e00.0809) response time expiry at port

FO/4 Inquerying the response timer expiry

IGMP-Snooping =4 Ol X

1812 oxlel HEYA HZES HoIFLIL

£

Computer Computer Server Computer Computer Server
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A90% 74

b
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ox
tot

q

ot

(1)  AHEY A E AZ3tE= VLAN 1 2] IGMP-Snooping & RIS
Switch_config # ip igmp-Snooping VLAN 1

@) APd At B 2 AZBH= VLAN 2 2| IGMP-Snooping & &4 3hgtLCt,

Switch_config # ip igmp-Snooping VLAN 2
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IGMP =8 A| 14

IGMP ZZEA| £ & ¢

IGMP ZEA|= HE| JHAE AX}IF QU= VLAN O CHE VLAN | HE| HHAE AAE
FASHE R 5|8 LICL IGMP ZEA| = CH2 HE| J{AE 2128 Z2EZQ0| SHHE AT
2 Ol A AHELICEH IGMP ZEA|= ZEA| &l VLAN 2| IGMP I§ZI0] 2|8l ZEA| VLAN 22
HM& e olz{st IGMP I Zl0f et of O] ME VLAN O HE| IHAE AREXIO| SIEQ0 ZE
HO|E22 |RXIZLCLL IGMP ZEA|= ME CHE VLAN 2 ZEA| VLAN IF ZEA| VLAN 9| &

X2 LhsLCH YAEZ HE| J|AE VIAN 2 TEA| VLAN 2 s 4= QIX|Ot C}

Ho

AEE HE| JHAE VIAN 2 ZEA| VIAN O 2 72488 5= Q&L|Ct

5}
<
v
[kl
dfu
>
rir
QO
<
)
|>
r
=}
o
N
r
|0
Hu
Of
Ral
r2
4n
~
rir
olo
oo
I=
Hu
[
o
2
>
in
u
bl
18]
-
il
5}
<
mv)

ATl By B FLoB MY & ALt
che Z740] SZE|X| YOP IGMP ZEAS ALBE 4 gLt

IGMP-Proxy &%} / Bl &2-d3t

VLAN O O|ME A F7t / &K

IGMP-Proxy 2 LIE{& 3! X 22|

IGMP ZEA|Q| Of ++d
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24
S

ol

nx

¥

ip igmp-proxy enable

IGMP ZEA|IE

AEELIEL

=

no ip igmp-proxy enable

CRAl AlEFRHH B

2 p BEHHAE 2RE

ot

P Bl IGMP Z2A| & |

£Q

P HE| HHAE 2t 0| B3 B FL AS22 FREYLUC ip

multicast-routing & SE8= IGMP ZEA|7 At52 2 ZYSIE|X| L& L|CH
VLAN O O| M E 2tA =7t/ A
MY 74 ZEOM CHg HHS HASIUAL.
%2 y

ip igmp-proxy agent-vlan av/an_map client-vlan

map cvian_map

22|5H7] 23 ofo|HE
F7he .

vlan (cvlan_map)=

VLAN (avlan_map)=

no ip igmp-proxy agent-vlan avian map client-

vlan map cvian_map

Ofo|HE ZAE AAIgLEL

=

LE:
1 . vlan O| avlan_map 0| 2|8} X|Hg|7|
00| M E VLAN

2 cvlan_map MOl 7+ & = SE

2. EA|Zl VLAN 1t 00| M E VLAN

IGMP ZZEA| EZL|HE

o A
U 9K B4
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£ IGMP-Snooping 2| X 0{&

Ho| EAIE VLAN & 74 & £ glaLo =t
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EXEC REOIM CFS BS HYsHAlIL.

Y ek
show ip igmp-proxy IGMP ZEA|0f o HEE HA|ZL O

show ip igmp-proxy mcache [delete | nonsync [ | IGMP =EA|Q| ME FHA|E EAIZLICE

synd] static] delete : SLE90] FHAI 7} ATH S QUX|DF 2= E9)0f

FHAIZE AlZh 2R X] GE @SS BEAIRHCL
nonsync : M 2| =| QX2 OF % SL=0f FHA[Of
S712E|R| 2 g5S BEAIYLIO

718 0[0] StEY O] FHAIUE S=S
HEA[SLICL

Oﬂf ZUO| X[ FEX| el 2E =0

HA[ELCL

static : ‘Y& HE| JHAE Al &5 B EA[SLICL

ClHO ARXE 283t E=

FLICH

[ no ] debug ip igmp-proxy /error | event /| IGMP ZEA

o
jot
0x
for
o}J
|_ )

packet]

ChE G0 M= IGMP ZEA[Q] HE HAIE EAloHE HHS 20 FLICH

Switch# show ip igmp-proxy mcache
Codes: '+' synchronization, '-' deleted, 'S’ static

A" unsynchronization

Item 1: Group 225.1.1.2
+(192.168.213.163, 2, G3/24)
VLAN 3,4

IGMP ZEA| 714 0

HEHZ EE2X|= 28 10 Ltk ASLICL
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Private Hetwork b

Computer Computer Server Computer Computer Servrar

29K 4

(1) IGMP 254 Gl |IGMP ZEA|E &/d3tetL|C},

Switch_config # ip igmp-snooping

Switch_config # ip igmp-proxy enable

(2) VLAN 2 & HEA|=l VLAN 3 2| 0f|O| M E VLAN S & F7tetL|Ct.

Switch_config # ip igmp-proxy agent-vlan 2 client - VLAN map 3

266



MLD-Snooping

IPv6 Multicast 7 &

MLD &2582| F+E VLAN Of IPve OF F20| TE A E RXISH HE| HAE OF2)
HE0t S7(2H510] ZE| JHAE D52 ESRX|0f WeE CIOJHE Hae +A5ts AY L
0| 7|50l MLD 25T T§Zl BL|EE, 18 FAQl VLAN ZHo| Ho|&

SAEQHMID A4 2HREC SYY |X L B2 Y 2X ofZo| LI
L2 X7t MLD A TS H#stx| 2o1B HE| HAE HOIEE S Y AS0lA
SRE HHAYELUC 12 AT MID AR TS MstH L2i7 UE| HHAE 1)
= HZE J|AELX] &G0 XHE A2

A
2E| HHAE HO|EH= & HM
ELX[2 & +=8l= 2E| 7Y

.

MLD-snooping 2 MLD-Snooping 2| Query B+ Report {22 ZLIE &350 {{0|A A ot
=M E 2522 MLD 282 HE| A E SR HIIU= B0 GUdHez s &
A& LTt
MLD-Snooping Multicast 74 S&
o = g3l/H|E M3}t MLD-Snooping
o Zdoh/H|gdat HE| JHAE OF2| SIEQIN HE 2F
o F7l/AH VLAN o 8 ZE| HHAE T2
® MLD-Snooping 2| 2t2H =3 A|Zt #+4
®  MLD-Snooping S& AlZt EtO|TH T4
o FXN ZE|IHLE 2IREH XE T4
o ZZ3JR 7|5 5
®  MLD-Snooping ZLHE & FX| 2|
MLD-Snooping Multicast 23} / H| 243}
MY 4 ZEOM ChF BES dASUAIR.
o] T
ipv6 mid snooping MLD-snooping HE| J{AEE g ztetL|Ct,
no ipv6 mld snooping MLD A4S H|gdatetL|Ct
| =2
MLD-Snooping 0| 2-d3tE| 1 HE| JHAE i HX| ZSIH Ty FAIF SEEX| @2 HE|

HAE TiZI0] AP M| E LIC.
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g gdst/ Hg8st

HE| JHAE OFO SIEQN HE 2

32 HSHAIL.

global configuration mode O Al CH3 HE 2 A
Hof =9
ipv6 mld-snooping solicitation HE| JH|AE Q59| SEQ I ZQEE
7tsstAR L L
no ipv6 mld-snooping solicitation HE| JHAE QFQ| StEQN ZYEE
bl g-dstetLoh
VLAN 2| ‘& ZE| HAE FA FT7h/ F2
global configuration mode O A Ct& HHES HAUSIMAIR.
FH™o] a9
ipv6 mld-snooping vlan vian_id static XXXX:X VLANS| X HE| HAE FAE FIHELC
interface /ntf
no ipv6 mld-snooping vlan vian_id static XX XX:X | VLANS| HE HE| J|AE FAE
interface /ntf Mgt
MLD-Snooping 2| 2t%E =3 AlZh 74
Global configuration mode O A Ct& A S HAUSIMAIR2
F&Eo] 49
MLD-Snooping 2| 2t E &S FdeLIch

ipv6 mld-snooping timer router-age timer value
MLD-Snooping 2| 7|& 2t H Y2

no ipv6 mld-snooping timer router-age
A 7H ek L C.

Hl 2.
O| Eto|HO| 42 MLD-Snooping & H2| 7|7t Fd& HZoH0FstH 2| 7[ZH2 L 7 OFL|C.
ePE 8 EfO|HE Hal 712t M Bi7te| =5 F83= N0| E& LT
MLD &89 7|2 2t2E 32 260 =Y LICt.

MLD-Snooping & & AlZt EfO[TH 4

Global configuration mode 0| A Ct2 ¥
oL

CEL
2t FogLC

MLD-Snooping 2| & Al

ipv6 mld-snooping timer response-time

timer_value
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no ipv6 mld-snooping timer response-time

MLD-Snooping 2| 7|&

| 2.
EtO|Mel ¢ts L A F+8g = AL HE| IHAE SA0| 22+ & = AU
MLD &5E2| 7|2 S AlZh2 15 Z-LICE
MM WE| AL B9E0| B Ty
Global configuration mode Ol A Ct2 HHS AASIMAL.
FE0 1
ipv6 mld-snooping vlan WORD mrouter interface | Vlan word & MLD 2+%2| 117 HE|FHAE

/nft_ name

2t EH ZEO g Ch

no ipv6 mld-snooping vlan WORD mrouter

interface /inft_name

Vlan word € MLD &

2t EH ZEO TYE H

9'1
r
n

F A
o

fo

2t
-

=3

I
ORX

2} / H

utot

g2}

il

Global configuration mode Of|A Ct& HES HASHHAR.
o] My
ipv6 mld-snooping vlan WORD immediate- SA Rt 758 AHBELITH

leave

no ipv6 mld-snooping vlan WORD immediate-

7|2 78S BHAl AL

leave
MLD &+E HE| JHAE ZELHE & |X B
EXEC ZEO|M CHE BHS HAMSIMA|2.:
o] ek

show ipv6 mld-snooping

MLD-Snooping 2| &2 EAIELICE

show ipv6 mld-snooping timer

MLD-Snooping 2| A|AIE ®EA[gL|Ct.

show ipv6 mld -snooping groups

MLD-Snooping 2| ZHE| JHAE OEE BA[ELICE

show ipv6 mld-snooping statistics

MLD-Snooping 2| &4 EEE EAIGL|CE

show ipv6 mld-snooping vlan WORD

VLAN 0| MLD-Snooping 8| T+8& HEA|gL|CH.
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S
rt
ne
m
)
[>
[m
<
>
)

show ipv6 mld-snooping mac MLD Ao

MLD-Snooping ‘&7t Otzjet 20| HA|EL|C}.

#show ipv6 mld-snooping

Global MLD snooping configuration:

Globally enable : Enabled

Querier : Enabled

Querier address : FE80::3FF:FEFE:FDOO:1
Router age 1260 s

Response time :10's

Handle Solicitation : Disabled

Vlan 1:

Running

Routers: SWITCH(querier);

MLD-Snooping 2| EE| 7§ A E QE0[ HA[EL|C}

#show ipv6 mld--snooping groups

Vlan Group Type Port(s)
1 FFO2::1:FF32:1B9B MLD G2/23
1 FF02:1:FF00:2 MLD G2/23
1 FFO2::1:FF00:12 MLD G2/23
1 FF02::1:FF13:647D MLD G2/23
2 FF02:1:FF00:2 MLD G2/22

2 FF02::1:FF61:9901 MLD G2/22

MLD-Snooping 2| EtO|HZt HEA[EL|C}.

#show ipv6 mld-snooping timers

vlan 1 Querier on port 0 : 251

#
Querier on port 0: 251 meaning the router age timer times out.

vlan 2 multicast address 3333.0000.0005 response time : This
shows the time period from receiving a multicast query packet to the

present; if there is no host to respond when the timer times out, the

port will be canceled.

MLD 2+8 &7 §E& 32 254
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#show ipv6 mld-snooping statistics

vlan 1

v1_packets:0 quantity of v1 packets

v2_packets:6 quantity of v2 packets

v3_packets:0 quantity of v3 packets

general_query_packets:5 Quantity of general query packets

special_query_packets:0  Quantity of special query packets

listener_packets:6 Quantity of Report packets
done_packets:0  Quantity of Leave packets

err_packets:0  Quantity of error packets

MLD-Snooping ZZA[7} Of2iof HA[E L|C}.

#show ipv6 mld-snooping mac
Vlan Mac Ref Flags
1 3333:0000:0001 1 2
2 3333:ff61:9901 1 O
FF02::1:FF61:9901
1 3333:0000:0002 1 2
1 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0012 1 O
FF02::1:FF00:12

13333:ff13:647d 1 O
FF02:1:FF13:647D

13333:ff32:1b9% 1 0
FFO2::1:FF32:1B9B

2 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0001 1 2

1 3333:ff8e:7000 1 2
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OAM 74

OAM 7i&

IEEE 802.3ah 2| EFM OAM 2 ¢t
Jd2{Lt EFM OAM 2 EVC O X &
1 &LICH. OAM PDU & CHE ©QIE
|4 OAM 2 ML{XOo = &l

= XxC}

& Ses= =T 1 Zo J L.

OAM ZEE2EZ9| £

2 St
=

m2E2YUC A0 BE SEE £ 10 ZY YO

d30M X™ 2 E3 EX /
ooz Hojg 7t ol

=
=

A O
T HA

A

golaz MY E 5= USLICH IEEE 802.3ah

e 0|4l OAM EX| U OAM =4 XY
O|El OAM YZ Z =2 M A= OAM ME|E|7F AH FX|2] OAM E|E[E 2
CHEE MMO| 7 2 mf & EHAlZ =& L0 A S AZAE olHul
OAM QUE[E|= FE OAM PDU 2t &2 %&30] OAM EE, 0| OAM T4
He 3 EZ & X2 o|HY OAM 8 S MEETBL|Ct & HO|E9|
O|HYl OAM Ol M Tl o, Chatar 23 24X 4 8 &3 O|HIE F40|
M = 22 0|yl oAM Z2EZ0| &3 AHEBAM &S5H7| Al&fEL|CE,
° g3 BL{EHEZ
O|H 4 OAM 2 O|HIE 2Z OAM PDU € &¢f &3 ZLHES AT LICH
230 2H7F A1 24 A7 Z2HE ZHEHISHH 24 3= Ho 232
OMIEE R 13}7| 2dl O|HIE 22 OAM PDU € I|0f O|E 4l OAM 22
MESLCE 2e[Xt=s 23 2LHAS S HEYT HEE SHE Y =+
A LCt Lot 23 O|HES| Fo|= # 10 Lot AL
H178Y A OHIES Fe
e 23 oHE 89|
Period event of error Mz Hs NS OEEE X[FELCH N i Mzt
signal TUEH R M 7 Fol & YA US =L
Error frame event CHR| AlZt SO 2F =Y =7t Fo| & A U2
e (ol R i
Period event of error =y He NS O EZ X|™HeL|ch N Z8| g £AIStH
frame QF o =7t FHo| B YA S ZarerLct
Second frame of error | 2F Z| Q| = =7t X|HE M X0 Fo| E A US =5t F
frame A
o A ZH EA|

olE{uto| £X, £

| 22|18 HEXT S0 ALEE 32 HEHT 450]

2ol5l= A2 @& LICH OAM PDU = 0|4l OAM
HE 000 M5 = JALE i =0 S FolgtLCt.
Z2 71g% 23 O|HIEE LtELE 5= USL|CE:
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> Link Fault : 22| A52 22 DTE 2| =4 ol 2at7t glgS
YA HCL 2X7t 2dotH 22| AS2 57 X7t TS HPS

Xt A4 OAM O M 2H| L2lS 58T
> Dying Gasp: =57 & T8l 22
QI I O] AT @ F H|ZY AE|

> TROME . Z=4dct Zjct OHEI L YStLCH (T2 O|HEE=
S
o

SO X|EH o2 MEE L CLocal OAM
5 OAM PDU £ &4l &2Z OAM entity Of
(@]

2 Y30| HEIS ¥ 4 Ao T

HT

mot

~

=2 O

P QUEL kA 2R 53X
12

a
FE Ml & 5+ ASLIC

to

@
o
AN
[H

HH

O

< <Z = <
njo rlo

mo

w

to ro

du om

o W

> M

o
I
o
o

O

0
=
N
=
o
>

s Mo

L

I
B rr |m @ N

[0 W N o
mot

po MU TN m
N A

re 0
2 Hoor =
Ol.m Og:I'
XN
i)
o
m
mjn
|
o
Ot
]
4o
Bkdl
o
HU
=
El
ot
4> 4
4]
o>
-
il

Mo ¥ m
al

it}
n

Ut

1z

I=

o

o

10| 21 DTE 2 ®M&E|7| Fo,
HAlE HESRIS @R E JA| X &

olg{gt LIERA @R E X2 L3 02 27 E

-
30
)
(0}l
N
-
H

=
DH

= oAy 30 o E oo O
ot
>
4]
Ral
r2

ir -

M5t O =20|&LCt.
° = MIB H==2| 22 E FH2|= 30 Zo| 2 YL O ASLICE (802.3)
OAM EE
A= F 71X BE, = 2 HEQ 5 HEE E5) OAM HZS £ & 4= Q&L|LCt CtE
DEo| B 2L H 2 0fA H{REL|CH 5 ZE2| OAM entity = I|0f OAM entity 2| HZ
QX E 7|Ct2{ofsl= M 2 B EO| OAM entity BF P2 T2 NAE E2|H & 5 JY&LICH
YA OAM 2 A T2NATL 2RE = YA entity 7} 24 ZE Q0 Z2 &9 REQ 22

entity = 2= OAM PD
24 entity &2 Mgt =l
FHD H QYO S| §E7| W2 QL.

H2 e Y jAE 2E0 BX| 8 H=

m C
El

=
Lich 24 BEQ| A +5 AH entity 7 B o 2 2oy

il

Capacity Active Mode Passive Mode
O OAM HM Zm= N A 27|} Yes No
OAM &M x7|5t Z2 M 20| SE Yes Yes
HE OAM PDU {2l & Yes Yes
O|#HIE &X| OAM PDU I{Zl & 51§ Yes Yes
7t 28 OAM PDU A & 5| & Yes No
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7t SE OAM PDU I{Z] M 6|8 Yes Yes
Loopback Control OAM PDU I{Zl M& 5|8 Yes No
F 4 X 0] OAM PDU Of CHSH S Yes , IO HO|E2 Yes
gd 2 E ofoFgtL ot
X8l OAM PDU & 518 Yes Yes

0||:‘|'-‘|I OAM Y¥Z0| 1=l = F EHO/20 Y= OAM entities = Information OAM PDU I 2l =
3510 S22 |FXIZLICE IO OAM entity 2FEH2| Y& OAM PDU IfZl0| 5 = LKof
T_IEIXI HoM, oA A7t 2t W MER OAM A0 7+ 2 EHRTIUC}

s —

OAM IfZlo] +d @4

Octets
6 | Destination Address = 01-80-c2-00-00-02

6 | Source Address

2 | Length/Type = 88-09 [Slow Protocols) Common, fixed header

1 | Subtype = 0x03 [OAM] for all OAMPDUs

2 | Flags

1 | Code /

42-1496 | Data/Pad
4 | FCS

Figure 57-9—0AMPDU frame structure

2 1 0AM IfZle] 7+ 84

OAM IfZlo| HEQ| o|0|& Chaut Z&L|C

e SXX| FA:0|HU OAM IZQ| S X| MAC FAE o|0|gfL|Ct

o RE FA:0/HY OAM IfZC| &2 MAC T2
O|H2 &417] EO|d ZEQ| MAC 40| E3t FL| IHAE MAC
FAULICEMAC address.

o ZOo|/RY ¥ Y AZY S MEASLICE O|HU OAM T{ZIQ| Z2EE
f82 0x8809 & L|Ct,

o MEE: oYW OAM IfZISQst ZEEFO| ME EFR-2 0x03 O|Ct.

®  Flags : Ethernet OAM QUE|E|Q| HEN7} BA|Z|= =0 Ql

° E : OAMPDU I{ZIo| R&O| HA|E =0jQl

e OO|F /If= : OAMPDU HIO|H X IHE Zt2 Zast= =0 Ql

® FCS: Ty ol Had
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H 3 CODE =02l /Y
CODE OAMPDU
00 g8
01 o= &3
02 B 2%d
03 7t SE
04 FoH Ao
05-FD Hetel
FE =3 g
FF MotEl
FE OAM PDU I{Z2 OAM ME[E[S] HE{O] 2ot HEE ¥4 OAM ME[E|Z THE510] OAM
AEE RAISt= O AHEE LT
O E 23 OAMPDU IjZl2 FAE ZLIHYSD 2Z OAM ME|E[t 21H OAM AME|E| 2t
Y30 M WS EHELE DSt O AFEELICH
S 5 0f OAMPDU THAS F2 2% HAQ OAM R NEjS E3isiof 22 Rmue
Hofot= O AFEELICE miZl0= £ 7|58 &d3 = HEFst= 27 S0
UAELICH 2o & RO 2t 24 Fzes A LU S2 g 5+ ASHCO
OAM 78 &gl =5
o  QIHMO[A0AM OAM E-d3t
o 27 0AM ZIZH A3
) OAM 23 ZBLHE 7o
o #H OAM UEHEIZEEH HOf X T4
) OAM =2 EZ0]| Clict HE HA|
OAM +8 % ¢
311 2HHOIAMM OAM g3t
OAM 2 ALE3te{H Lt HH S 4!
#A CEL L
124 | config 22Y 74 BEZ S0{ZLCh,
2CHA| interface intf-type intf-id QIE{HO|A T+ ZEE A|FFSHL L}
3THA| ethernet oam IHIO[A0A O OAM 2 E-dztatL|ct.
4THA| ethernet oam [max-rate oampdus | MEH& OAM D7 BH== L4
| o  max-rate Oi7}f B = TS &= OAMPDUL)
min-rate seconds | mode {active | O 2 ML= O AFREIL|CH s 1 -
passive} | timeout seconds] 100|H 7|27+ 10 L|Ct,
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Of 7§ H4-= OAMPDUS| Z|A

B
Mot o AHBELICE 1 EHRlE

ol
=

Hel= 1-100/0 7| 22t2 1 UL

d | passive} OH7H

StLte| QIE{ I O] A7} 2y

A
=

IEmo]A7tof T+

s

timeout O§7f Bl=

IZts 4

|0 7| =2k

IN

o

30 &

H‘,‘AI_

Td5t= O AAEELITH OAM &2

OAMSO| ZEE
o=

A F20

T

S|
A

=Ry | ot

=
= T

LI

LY

OAM AHZQo| AlZh =1}
St= O AFEE LICH BHel= 1 -

2 1 =YLCh

No Ethernet oam A| 7|5 H|

g3t Eh :

H4 OAM ZmHi2 TA QIHE| 0| A0 &2t AA| QAHMO|A0AM 2dst & = iU T
#Z OAM RO =g}
CIEHO| 20N HY RS 2hdoldt= HAts OhE O LI AS LT
=M F&o] a9
124 | config 22Y 14 22 S0ULCh,
25HA interface intf-type intf-id QIEIO|A 7+ REE SO{ZrL|Ct.
3EHA| ethernet oam remote-loopback H4 OAM Ol M MEHM Szl Oj7 HE=Z2
{supported | timeout seconds} JASHL|C}
o XAE|= 047 M= AHHO[AT} O|E U
OAMO| ¥ Rmulg X| g =A 5= O
A8 ELICH 34 REHMe J|28oz
NEC LDl =S
e timeout Oi7f Bl== 21 SOl A[ZH
Zt Al F5te O AFBELICH "Hel=
1-100| 7|2¢t2 2&LCt
4THA| exit QIHIo|A 1 REE ZEYLC.
S5CHA| exit global 4 RES Z=2L|CEH
6CHA| ethernet oam remote-loopback QI O| A0 HH TS 2ol ALt
{start | stop} interface intf-type H| = B}SHL| L}
intf-id
A OAM R 2 7| QIHH O] A0 &Kot MA AHMO|A0M 2d%t & 4 gL T
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OAM 213 T L|Ea M

=
&N HYol el
1¢HA| config 2E2Y 74 ZEZ S0{YLHCL
25HA| interface intf-type intf-id QIHmOo|A 7 BEE A[ZgfL|Ct
3THA| ethernet oam link-monitor OIE{m|O| A0 23 2 L|EZS EMststL|Ct,
23 RUHAZ 7|2Mo 2 X|HE L.
ATHA ethernet oam link-monitor LR YA OMEE E2|HSt= 2F
symbol-period {threshold {high | Al o|z=7 =0l ot E 0| AlSt Gl 8}SH QA ZHS
w o
{ symbols |none} | lo AL
{symbols}} | window symbols}
AA| 2k &% O0f7) B 49 dA e 245k
O At ELICE EHlE M HS QL|CH #HE 1
~ 65535 0| 7| 222 none Y LICH
AA 2t &9 o7y B F2 A 22 45k Ol
AtEELCE Bl Mz Mo L|CH Hel=0 ~
65535 0| 7|23t 1 YL{ch
window O§7H H=&= 2t2E 2| 7|2te]l & A&
T4k Ol AFgELICE & 37|2] Eel= 100M A= 9
H= L ct
& A7|= 1000M O|H4l QIE{TH O] A0 A 100]| A
600 AtO|O|{O| AL 7[27+2 100/ & A7[=
100M O| 4l QIE{ I O] A0f A 10| A 60 AFO|O|THO|
2% 7|22 1YLt
S5THA| ethernet oam link-monitor QE mpQo| 23 O|HEE ER|HE= 2F
frame {threshold {high = Q o|HIEQ| AFSH Ol B}3E QA ZHe
Is |non low "
{ symbols |none} | lo AL T}
{symbols}} | window symbols}
UA 2t &% i) Hes o9 YA e 75k
O AFHEEILICH BHR= Az HS AL|CH e 1
~ 65535 0|1 7| 22}2 none YLIL}
AA o &% 07 M= F2 dA U2 +d5t=
Ol AP ELICH EHRl= M HS ALICEH #QE 0
~ 65535 0|0 7|&gf2 1 &LICH
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0E
o
rir
1
(o))
o
o
=2
N
tr
£y
ro
18]
-
n

6THA|

ethernet oam link-monitor
frame-period {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

AA 2t A% O M= M 2A 22 T -5E
O AFREILICE SHRlE M HSQLICH HeE 1
~ 65535 O|0{ 7|&Zt2 none YLILCt

UA Zt A9 O s B2 A 22 F-5=
O AFEEILICH Sl M= H LICH 8= 0
~ 65535 0|0 7|&gf2 1 LICH

window Of7f H==E 22 E 2| 7|7t & IV|E
g5k Ol AFEELICH & 379 thelE 14881

T el =Lk & 27(= 1000M O| G Ll

OIE{ I 0| A0f A 1002+ 6000 ALO|2| Ei$|0|THO|
42 71272 1002 LICE & 37]|+&= 100M 0|4l
QIE{H O] A0f A 100{A 600 AtO|O|HO| &2

71242 10 L Ch

[

7 T

A

ethernet oam link-monitor
frame-seconds {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

Ol At ELICE BHRlE M HS QLT HRlEs 1 -
900 O] 7|&£7%t2 none Y LILCE.

A7 2t RS Ol s 22 A U Fdsle
Ol AR EILICE CHRl= M HS QUL CH #He=

0 Ol A{ 900 AtOJO|H 7| =3t 1 YLICt

window 047 B== 22 E 2| 7|2te & A7|&
5k O AFEELIC O Tl R Lo

H2|= 10 0l A 900 AO|O|TY 7| 242 60 YLICEH

8t

A

ethernet oam link-monitor
receive-crc {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

CRC Z2| Q] O[HlES| oot Sl ofeh A 2ts

FABLICH
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AA 2t A% O Ha= M9 LA S -5
O AF2ElL|CE CHRle M BT QLT #Hee= 1
~ 65535 O|{ 7|&Zf2 none YLILC

AA 2t A% O e B2 A 22 A -5=
O AFRELICH CHele M BT QLT He= 0
~ 65535 0| 7|&gf2 1 YLICt

window Of7f H=== 2t2E 2| 7|7tel & AV|E
Tds5k= O AMgElLIC O el Rt
Hel=1-1800|0H 7|=22t2 10 YLICH

otth ethernet oam link-monitor

2Z 23 ZLHIS AEYLEL B3 2HHE
7Is0l X @EH 22 33 ELHYO| (S22
gyt

=

&4 OAM Y EIE|OA] EXMHAE SA| 7+

CIEHo| A0 2F HIZHY St =X|E +

QIE{H| 0| A= errdisabled AEZ}EILICE.

1. 22 QIHHO[A0AM g E3 O

2. 28 QIHIO|AE Adst= A 2

3. 2% 2lHIo|&~E AZot= A 2

#O0|= QAEHI|O|A0M ¥ OAM 2X BEAIE T8t A} Lot

E

E{I{| 0] A= errdisabled AYE}Z}E LT},

B 0| 22| OAM 7| &2 HE|X7t SZELIL L&

2|
ALt

g

ol

of

M

29

config

ZEY 79 REZ SofYL(Ch

interface intf-type intf-id

OIEHO|A T HES AEfeLCY.

ethernet oam remote-failure
{critical-event | dying-gasp | link-
fault} action error-disable-

interface

CIE{I 0|20 M 214 OAM =H|2| E2|H S

k=1
=

TP

critical-event D7 W X|H X %2
A HE QI O|HET LS I QIE{ T 0| AT

errdisable &E2 S0{7tI=E5l= O AH&E LICH

dying-gasp OH7} B4 22 OIE{H 0| A0 A
st 213 oM E0| A9 QA Zto| Eate|HLt

Iy

22 HHO|AE HZSt= ¥ AEI O[Tt

errdisabled #E{7tE| AL EE= 22 QIHI0|AE
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AZst= B4 AHI0|A2] OAM 7|52
#E| X7t S2E L

Al
=

link-fault Oj7 B 4771 M=

>
o

ZX|HE Of errdisable AEH2 SE0{7IE 2

QIEH 0| A5 2d=lste O AM8E UL

=

29X[= LINK FAULT IfZl & S8 O[HE mjzle ¥d & = giSLIth J2{L ol2{st ojzl2
24 HO|20|M =4 & 32 XMe[ELICh A%|X|= Dying Gasp W& S5 & = ASLICH

EZ X E7} errdisable A E{{E2 SO0{7FAHLE 22| XH0f| Qs ©S| AL 2Z ZE Q| OAM 7| 50|
22| Xtofl o8 E5|™ Dying Gasp A2 22 ZEE AAs= ¥4 HO|22 MSE LT

OAM T=ZEZ0f Cfst HE HA|

B 40AM ZZ2ZEZ0f Cist ME FEA|

FHo| 43
show ethernet oam discovery = QHmO|A E= X|FE QHHO[A0AM OAM
interface [intf-type intf-id] M M E gA|SHL|CE,
show ethernet oam statistics {pdu | D= QIHHO|A E= X|FE QIEEH 0|20 TSt
link-monitor | remote-failure} OAM E7| MEZ HA|SHL|C},

interface [intf-type intf-id]

e pdu Oi7f Bi== OAM IjZIQ| ZE =0 ¢l
2ol 2t OAM {2 S 2 J/ kD A Ash= O
A8 E L|Ct

® link-monitor Oj7f H== Ldt™ol &3

Yl

=

O|HIES| XtMISt 7 YEE EAlSH= O

A& E LT

o remote-failure Oj7f H=,= A4 2|0 CHot

AtMet A SEE BEAIELICH

show ethernet oam configuration D= AHmO|A e XFE AHE| 0|20 Tzt

interface [intf-type intf-id] OAM T8 HEE HA|ELIC

show ethernet oam runtime interface | 2= QI 0|A E= X[ El QIEHO|A0 CHTH

[intf-type intf-id] OAM H¥ HEE HA|SLICh.

R

HERZ &t8 a7 Ate

AEAL AN A SHOM HE 4 2F 22 Yo et S2E HXNsH| /8 + 712 ME
ARX[7F HEE|= AHHO[A0AM OAM Z2EZES T dOoF LTt
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HER3I EZZX|

Switch A Switch B
J3 2 HERYI EEZX]

-d 2X

Configuring M|& switch A:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#ethernet oam mode passive
Switch_config_g0/1#ethernet oam link-monitor frame threshold low 10
Switch_config_g0/1#ethernet oam link-monitor frame window 30

Switch_config_g0/1#show ethernet oam configuration int g0/1

GigaEthernet0/1

General

Admin state : enabled

Mode . passive

PDU max rate : 10 packets/second
PDU min rate : 1 seconds/packet
Link timeout : 1 seconds

High threshold action: no action

Remote Failure

Link fault action  : no action
Dying gasp action : no action
Critical event action: no action
Remote Loopback

Is supported : not supported
Loopback timeout  :2

Link Monitoring

Negotiation : supported

Status . on
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Errored Symbol Period Event

Window 210 * 100M symbols
Low threshold : 1 error symbol(s)
High threshold : none

Errored Frame Event

Window : 30 seconds
Low threshold - 10 error frame(s)
High threshold : none

Errored Frame Period Event

Window : 100 * 14881 frames
Low threshold 1 error frame(s)
High threshold : none

Errored Frame Seconds Summary Event

Window : 60 seconds
Low threshold . 1 error second(s)
High threshold : none

Errored CRC Frames Event

Window : 1 seconds
Low threshold 2 10 error frame(s)
High threshold : none

Configuring M| & switch B:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#show ethernet oam statistics link-monitor int g0/1
GigaEthernet0/1

Local Link Events:

Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.
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Errored Frame Seconds Summary Event:

No errored frame seconds summary event happened yet.

Errored CRC Frames Event:

No errored CRC frame event happened yet.

Remote Link Events:
Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.

Errored Frame Seconds Summary Event:
No errored frame seconds summary event happened yet.
Errored CRC Frames Event:

No errored CRC frame event happened yet.
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CFM T4

CFM T4 3¢ 22

A el =Q =Tt

Maintenance Association =7}

CFM =7}

R I|5 A
43 55 7|5 A8
CFM 74

KX B4 E09 27}

T4 2E : Global

MIP &7} (Maintenance Domain Intermediate Point)

MEP Z=7}(Maintenance association End Point)

HYof

29

ethernet cfm md mdnf string
<char_string> [level <0-7> | creation
<MHF_creation_type> | sit

<sender_id_type> | ip <IP_address>]

O|£0| char_string ¢! |X B4 =022

ey i e
o 2.

(1] A 2 =S =t ot =2
Aol #X| 22| =02l 14
REZ SO{ZLL,.

IR

1%

2 27

T B E : maintenance domain

CEL

29

ma manf string <char_string> ci {100ms
| 1s | 10s | Tmin | T0min} meps <mepids>
[vlan <1-4094> | creation

<MHF_creation_type> | sit

0|&0| char_string 2! RX| B HZAZ

FIHEL L.

284




<sender_id_type> | ip <IP_address>]

MDIP &7} (Maintenance Domain Intermediate Point)

T4 B E : physical interface

HYol

29

ethernet cfm mip add level <0-7> [vlan

<7-4094>]

X™EE VLAN & AHE & MIPE X HE

=2/ QIHH| 0|20 F7HEfLC.

MEP &7} (Maintenance association End Point)

T8 BE : physical interface

ol

ol

uy

ethernet cfm mep add mdnf
string <char_string> manf string
<char _string> mepid <7-8797>
[direction {up / down} | ip

<ip_address>]

X gE A 22l =020t MEPE X EE
=2/ AHH| 0|20 =7t LT ethernet
cfm mep add mdnf string <char_string>
manf string <char string> mepid <7-
8797> rmpid <7-8797> [direction {up /
down} | ip <ip_address>]

CFM A| &}

T4 2E : Global

M B E - EXEC

<char_string> manf string <char_string>

mepid <1-8191> mac

LY 49
ethernet cfm {enable} CFM A|Z},
CFM =X| 2|
2z 7|5 ALS
FH™o] 49
ethernet cfm loopback mdnf string X HE MEPE AtE3I0] 2z
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<AA:BB:CC:DD:EE:FF> number <1-64>

b —
23 55 7|5 ALG
T4 BE : EXEC
o] ok
ethernet cfm linktrace mdnf string X8 E MEPE A8 FmiZ

<char_string> manf string <char_string> | =&gtL|Ct
mepid <1-8191> mac

<AA:BB:CC:DD:EE:FF> [ttl {1-255} | fdb-

only {yes}]

-3 0

O|£0] customer O| 1 AF0| 5 QI {X| 22| =0 QS F7IStA vian1 Of Cigt 224 1 FX|

OF

TMStD FX| 22| HEel ccMm TS ¢tE 2 1 X2 F/d7t CHE MEPID 7t 2009 ¢!

rk
mjo

ER-E
MEP & MX| ZE 10f F7tgtL|Ch

Switch_config#ethernet cfm md mdnf string mdn customer level 5
Switch_config_cfm#ma manf string man customer1 vlan 1 ci 1s meps 1-2,2009
Switch_config_cfm#interface g0/1

Switch_config_g0/1#ethernet cfm mep add mdnf string mdn customer manf string man customer1 mepid

2009 direction DOWN
Switch_config_g0/1#exit

Switch_config#ethernet cfm enable
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MACFF 7

7 =Y

MACFF = A2|X| Lf 53t VLIAN Q| CI2 23 ZEE A5 MM A TfZ] metat 22|80 DHCP
MHE Sdlf 22t0[EQ| 7|2 AHO|EQ oo &4 o Ct& Ch2 @3 ZEQ
EYLICE MACFF = CH2 23 ZEZH0| ARP T2l MR

& LICE. MACFF & HO|EQI0|2] MAC F20

o
i
o

\J

As SR & = A& Bot0l 2RE O 2
ZE 79| RE 4= AN TiZI0] AO|ELO|E Sutot= =Lt

= DHCPR A%E 2 X| A0St 22 MACFF & &d3tst7| 0 DHCPR AFEO|
ESH=A] 2elsiorgtL|Ch AO|EQ0|Q| ICMP E2|C|EME 7|2 Ko =2 THalL|C}
VLAN HE| FAE MACFF AHE 22X 2 T E[0{OF LT,
® MACFF Z43%} = H|ZHM%}
® VLAN O A MACFF AHE
® VLAN O Al MACFF 2| 7|2 AR 4
® VLAN O Al MACFF 2| C2 AR 74
o =2|X ZEE X|F5I0] MACFF & 3EZLICL

MVC 243} / HlZhd ot

Global ZE0|A CtZ S HASHUAIR.

DI

HYol 13
macff enable MACFF & At2ghL|Ct
no macff enable 7|2 TS CHA

NESg=HE =)

O] 2 MY T4 BEOA MACFF S ZA3fots B ALBELICLO BHS Mo BE ARP
A

{210 AKX 2 4l FLL,

Note: O] &S F4517| T0 DHCP-Snooping 0| &42tE|0] A=X| =2HQIs{oFetLILt. O] FHS
27| TOo| 22H0IAETL 2K FAE AW A(X[= 3T HRE BAE 71 e &
la Lt

VLAN Of Al MACFF At

2M3IE|H VLAN O] 2= DHCP 25T AM2IE £Ql= E2|H ZEA

g™ o2 ZHAMELICE

218 $=ASl= AN ZEJIQ= DHCP 22I0|HEQ| Ip T4 Q1 AR
C},

SE A 2 20| A= AR E L CH
|

2| FAE X =& Fd8l0fetL|Ct DHCP A5EH 20|

VLAN Ol A MACFF 7t
Al =l DHCP THZI 0|

EHM IP =27} ARP i

O|2{2t ARP IfZI2 AfK|E L

Note: MACFF 7t 43} &l VLAN

VLAN O M & 2H/d%te|ofoFgtL| L.,

Global ZE0|AM Ctg HHS HASIHAIL.

287



CEL

o

macff vlan v/an_id enable VLANO| A MACFFE
ER Ll
no macff vlan vian_id enable VLANS| MACFFE

HlZ-g3tefL ot

VLAN Of| Al MACFF Q| 7|2 AR 4

2 RIX[= MACFF 7t X[ &l 7|2 AOIEHO|Z 7|2

SE0[EN N FAE £502 T}
s 712 AR B YgLCh.
e

AR 2 A5 2 2Hd3letL| Lt StLto

Global ZE0|AM Ct5 FES HASHYA|

HYPo] Al
macff vlan v/an_id default-ar VLAN O MACFF 2| 7|2 AR 2 F#-dgfL|Ct.
ABCD
no macff vlan vian_id default-ar A.B.C.D VLAN 0| = MACFF 2| 7|2 AR 2
AtK| gL CF,

Note: O] &S Fd5H7| Tl 22(X[0] S20|AE Hfo._lc' HOlES F7t5t7| ?I3l ip source
SLICE O|ZAOHA| o

F MACFF =0|

o
=
binding xx-xx-xx-xx-xx-xx A.B.C.D interface name = A& =
MACFF £ 822 Fd& S20|AES TR E EEPOIE_E =5

=2 2 AT =2
ECI0|AHEE HM|Z5tX| &L CEVLAN 0| A1 MACFF o] Ct2 AR 74

MACFF 2| C}2 AR O] +&& = MACFF = DHCP 22I0|AE 7} DHCP MB{ 7} &g ot 7|2
HOIEQO|E Sl TiZlS MESHK| A1 O|2{g AR O & HMA S F=AASL|CE
0| 7|52 SEIO|MEL HEYA MOAHENJU= &7 MY E= CHE MH|A Fa0| HEE =
AAI:I Ll EI-
Global ZEEO|AM Ct2 YEHZ AASIHA2.
HEo =L
macff vlan v/an_id other_ar VLAN O MACFF °| CtE2 AR & &8t
ABCD
no macff vlan vian_id other_ar VLAN 0| = MACFF °| C}2 AR 2
ABCD APHIEE L CF
MACFF C|H &

EXEC BEO|A C}S HES ASSHAAQ.

o
ol

of

nx
of
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debug macff Macff C|H Z gzt ot

=

no debug macff Macff C|H & H|gd%tatL|Ct

=

MACFF 7+4 0]

J8 10 HEHA #8980

50,1

Computer Computer Computer Computer

HEYD 74:

HQ HEQIR A E HASH= VLAN 10l MACFF & E4%H8LICH DHCP MH 7t &
ot 7|2 AO|ESI0l= 192.168.2.1 Y LICH.

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1

Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping vlan 1

Switch_config#macff enable

Switch_config#macff vlan 1 enable
AP B E AZSH= VLAN2 Ol Al MACFF & 24 3}3tL|CE DHCP AMHE O Al &HE o

o =

HOIELO|&= 192.168.2.2 YL|CH (2% B2 7|2 AHO|EQO|= 192.168.2.1 &
(o]

Switch_config#arp 192.168.2.2 00:e0:0f:ea:74:ee vlan 2

Switch_config#ip dhcp-relay snooping vlan 2

Switch_config#macff vlan 2 enable

DHCP AMH{, 7|2 HO|EQIO] & 7|Et ARS 22 HES= ZEE 242} ed

= UA TS

Switch_config_g0/1#dhcp snooping trust
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VLAN1 9 T} H A TA2EAZFIPE 7|2 Ao EYo| & =5 o2 A% HA5-IP
F41192.168.2.102 ©] i MAC T4+ 6¢-62-6d-59-18-b7 U T}, 7] Alo] E 9] o]
192.168.2.1 & A}-83}'H MACFF & % & 3 5= 9l &5t

(S2UO|QUEI} =522 FHE|0] UX| RESHO| CHAIF =H K| BESL|CE)

=0
Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1
Switch_config#ip source binding 6¢-62-6d-59-18-b7 192.168.2.102 interface
GigaEthernet0/1
Switch_config_g0/1#macff vlan 1 default-ar 192.168.2.1
MACFF & AH83H= VLAN o 22|18 ZEZ X|'8510f MACFF & SE&LC.
Switch_config_g0/1#macff disable
20| ES ot HESRA MAHENA= CHE AR S
%EPOIO.J 7f HOIEY 0|2l =80 HE HMAE = & 2
NS = ZEZ Fg8lo5t= ZE)

SW|tch_conf|g_gO/1 #macff disable

TMeL|CH MACFF =
UQALICE (CHE AP E
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2 Al E2E= HE 4ot

2AE ZREE HE2 29X & ALO|0Of| ALEXIZE A9 K|2] 2EH
2 A 2ZEQI0 20 o3 s ©A| B Ao HEAIMN X FE 2 AS

ZRE2S NS B 4 ABLC
2 AE Z2EE HE Als 745t

AKX AHEO|A0M BHOE AFESIO AT 2 ZR2EZ2 HE 7|58 738 ®LICL

-4 BA= ChEa 25 LE

HEo k]
configure MY 74 ZEE AZgL Ot
interface <intf name> A2K[Q] QIHHO|A FEREE A|RFSHL|CY,
[no] I2protocol-tunnel /sto] M stp ZEEEZQ| HE7|s2 A%IXI7t

X HotH 2 AES A8 UL

[CTRL] + Z EXEC ZEZ L{ZfL|Ch

write 742 YL




2AS ZE2EE HE 14 oK

A1/ A2 /= 20 HESIO £5t0, C1/ C2 = F ROM 24 & 29X Lot 2242
ARG HIERIR & &+ 7HXIE StLt2 2ot At Lo,

5, oA HEYIE DA 9ot YU M MLYULICH ALBRITL STP O] Qe Ha g
Meietaip 2t AQUK|0A ThS THES SeforaLIC

1) AQIX|A19| f0/2, f0/1 If f0/20] 20|31, AQX|A2 f0/1 QF fo/27F EEA &
EZ2 gL

2) STP ZZEZ9| HE7|s1}t A29] f0/22+ A12] 0/10] HZSt=Z2 LHE|Of
LT

LRl



Fmu EX| 7Y

Xl 742

F

wa

==

H

H

HES IOl 2EMS H2C HAE, HE| JAE Ee QL HHAE Tj2U0| v

ol

&

X

2 4 UsLt
2 AFg XA A

ol

o
KO0

I

HI$tD EA 1

SHA

e
=

M
(]

L 7

A
=]

§AI0] HES3

HEA
=2 o

15171 ?loiM =, F==

H O 7
EEE“‘

1

E

&

-,

jol
od
or
ujn

=

=

A

]
=

Al Y ESS

=

=

2| X7}

H|

E %}

=

Hofl oh2t

o

o
(=)

M et At

Al
=

Se= XY

2o X B30 hY MAC T2 R4 X

Z|O 10 7Hel R ZEO O

ofl

i

Hl

|

s

o



ITHH El-xl Im agl o Al

DMAC 6 0x0180C2B0000A (T+4 7tsst 7| 24h)
SMAC 6 MAC address of the switch
TPID 2 0x8100, VLAN tag type
TCI 2 Specific value of the VLAN tag, priority,
VLAN ID
TYPE 2 Protocol type, 0 Ol A{ 9001 77HX|
CODE 2 Protocol sub-type, F = ZtX|E LtEHLY T
0x0001 & L|C}.
VERSION 2 0x0000 (X[ X|H )
Length 2 0x0008, ==& EtX| mjZlo| 8| ZO|
RESERVE 2 oc X™ 4
SYSMAC 6 A QX9 MAC =4
SEQUENCE 4 mZ10| MEE|7| Mo A|AE0 ofsh
Uo|Z2 MHE[= THZlIo| AI-A D
DilD 4 Port ID, 85 A|2|=2°| 22Y X E D
End 2 0x0000, & &Xt
I ZM T T
o THoz Zmuf AM Y
e IE ZIui EX| 1Y
o XIYE VIAN Yo Rt AMS fAS=E LE 7Y
o IEO|A RIE UX| 7tA g
o Hojsto] ZE Fd3}7
o J|EXMOR RIHZ HZEQ 71
o M RIui AM Y HA
o I ZiX| LEO Cist HE EA




SHY SRS MY HO2 WAL EE HTHTE A BE 2a|H ZE0|A
S SX|S 240 S HBlE 2 0| 22 THL AgX|et
ZEL|CH O] AQX|E € Tt ZEO| Rl EIX|E Mot & 5= USLICH

HEHOo =L
[no] loopback-detection S EIX|E A/ AIR L T

O — = = O
2t s oFgt L Tt
HHo =L
[no] loopback-detection enable EZE FOu EIX|E FLMetL

X8 =l VLAN O o] Rt EIX|E L M6tH ZEE= X E VLAN Ef 7k o g EFX|
7l F7|Me s MES|orstH ZE = X[ E VLAN Ef12 Z|CH 10 7H9| EX| izl
&g = ALt

FEY 2 ZEZ X|FE VLAN O EXHsHOFsCHe AYLICH "X o™ F£-40|
OrR 3 S-S OX|X| ASLICEH VLAN2 0| A VLAN8 77kX| 2= ZEX|7F L 5IH ZE =
Eyg ez AMED EZET VIAN 01 2 VLAN 5-8 0|, A2[X|= H& = Ef 2-

Ly L]
[no] loopback-detection vlan- XM El VLAN O A 2= 24X & WIS
control vian/ist ZEES FHYUCL

Tme x| 7247 7Y @A M 24, Hojgls ZE 23 AZh
Ho| EL:

Hl
(m
u
[H
1z
om
Ral
=II:=|
N
1o
r
of
=}
N
o

[no] loopback-detection hello-time #/me

T




[no] loopback-detection recovery-time = B W & U4
time Tt
9lo| YHS FmU0| AKX B EEO| AHE =T AlZHZ TSt O AFSE L
712 #E0M ZEVLO|D| HE & R EX| TjZS 10 = O|LfOf =4I5kX] Z5HH
RO MEtX|= ALz ZIFELLE S A2 T & A2 3 HiZtE =5
TS 0| ZELICL MS AlZH0| B &S o2 THED 27 AUS B
AZHECE HOl= 10 = O ZA F+95t= 20| Z&U Tt
ZE Mo +d
Fo| CL:
[no] loopback-detection control ZE MO E FELICL
{block]|learning|shutdown}

ZEJI HESQIO ROl ASS HX|SHH ZE MO E 7£450/{0] ZEE 22| &
2= ALSLICHL ZEQ| X0 AEE block, nolearn, shutdown & trap & 5= U
HENZL FEED ZEO| RoH0| EXWSH ER ZE HA[X|7t MEE L L 7 2HeE

ef
SEIX| YBLIT,
2o X7t M HOR BYSEH 2IY EX

O IL = =
ZEOAM BEEIOO0] ZEO|M CHA| =4E0H ZEE CHZ U 7HX] o] 2 gs =8 & =

1

20| R &X|7t 2dst &
x

AL

BLOCK : 20| HAL|HO| ZEE= CHE ZEQ 22| L|Ct [2tAM0] ZEO
L=

Sojot WAL CHE ZEZ MY 4 YEUCH ZEE Z2ES CH2 HEf0|0) MAC
F2 B0z 259 +Yo| BRELIC
Nolearn : EE7} MAC F48 UX| R8tASH: 22 |0|gHLICt FTHO| ZX| =/

)
o
=
ofn
>
IS
Hl
[m
lo
<
>
(@)
e
k>
firal
o
i
rlo

ZEE O 0|4 MAC T4 &&2 X
Q2 & A5 LTt
shutdown : ZEE Et= Z4 8 o|O|gfL|CH &
ZLEO| MAC 2 H|O]
disable-recover A|Zt77}X| If
b

A
Trap : ZEZH 2 BED oh2 o|0|gL|Ch St

HO| ZXI=|H E- HAIX|7} HEED

ot
ZX|Qlo] & DtEASID MAC T4 BEE 22 AMSEHC

ZEJL S5 JHO| A2 4 IS HEY - Yo SAIM 2o SX| jzlS
AEHo 2 MEYLICE ROl MK ZEJ K522 SFE UL 7|2 H80M
ZEJIO|O] M& & F=& GX| 12 S 10 = Lo =45HX| 2 2 FZHO| AF2HK|=
No = ZhFgE L



Block &EfOIM = ZE T2 EZ0| ZESHX| RAESLICH TE MEO|M ZEQ| I =
AN s X E L CH

Fou EX| 30| o4 MAC T4 T4

BHOf ek
[no] loopback-detection dest-mac Fmul BX| I§2lQ| L4 MAC FAE
Mac-address Tdg ot

HHo] g
[no] loopback-detection existence FIZUo| 7|2NOoR ZEO| EXfSES
TAgtL ot
EEJ 7Sk ZE Fot ZAX[7F MEE|H 9 S ALESI0 0| ZEO
2muo] QX ORE TAELICH EET B8 AF) O 90| EEE 2IUS 748
O MetstX| ASLICE Ol= BE HEfe] ZEZ IfZlEg HMEE =+ 27| EYLCE 7|2
FHe Eu0| ZE0| XK Yerhs AU
Moy 2mul AM T B A
HHof g
show loopback-detection SO AM JAYE BARLCH
O BHL global T4, 7t EEO| REO| YK O U YL EEo| PHS
ESSI0] MY Sl AM 1 01| oot @EE HEAISH= O AFEE L L}

show loopback-detection interface /ntf

T2 ZE EO[H A & A 4 & IjZlof oot §ES X0l ZE

o
o HAMS HAISHE O AFEE L CL



-3 0

S1

=

GO/1(VLAN1, 2. 3)

GO/1(VLANL, 2, 3)

S2

GO/3(VLAN3) GO/2(VLAN2)

s3 S4

J110AM = 5 UAR0[ 512l ZEE= X|F&E VIAN 1, 2 H 3 0f Ciet &
TASLICE & 29X dfE +d2 of2fof Lot AS L

Switch S1:

Configuration of interface GigaEthernet0/1:

switchport trunk vlan-untagged 1-3

switchport mode trunk

loopback-detection enable

loopback-detection control block

loopback-detection vlan-control 1-5

Global Configuration

loopback-detection

vlan 1-3



Switch S2:

Configuration of interface GigaEthernet0/1:
switchport mode trunk

Configuration of interface GigaEthernet0/2:
switchport mode trunk

Configuration of interface GigaEthernet0/3:
switchport mode trunk

Global Configuration

vlan1-3

Switch S3:
Configuration of interface GigaEthernet0/1:
switchport pvid 3

S37} AZEE YEYA0) FTHO| T ZZeHO|Y
A WAL 519 UHHOIA g0/ 10 HEED S12 2
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[no]classify {ip access-
group
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mac
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[no]policy-map name QoS B SE0| L4dS gLt

name YHO| 5= LIEHHLICE

[no]classify {ip

access-list-name | dscp dscp-value | mac

access-group

access-group mac-access-name | vlan vian-

id| cos cos | any }

QoS ‘M &l YX| St= H|O|E|

oL Ct
access-list-name 2 X|St= IP ac-list 0| 5 & L|C}.
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mac-list-name £ Y X|5}= MAC ac-list 0| S L|C}.

vlan-id Vlan OO|C| S LIEFEL|CH

cos LX|oH= MH[A S5 AYY

Ct.
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action {bandwidth max-band | cos
cos-value | dscp dscp-value [ vlanIlD
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Exit MY pd 2EZ E0pZfLCh
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ip access-list extended ipacl

permit ip 192.168.20.2 255.255.255.255 192.168.20.210 255.255.255.255 policy-map
any

classify any

policy-map pmap

classify ip access-group ipacl

action cos 2

interface GigaEthernet0/2

qos policy pmap ingress
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DoS &2 #X|+& Pingflood, SYNflood, Landattack, Teardrop 5 Zea7t =g &

TCP 2t 22 348 Y7|9IT B2 34 oY Y-S M3dt= -?-l*|7f %'9-?:.“—“1. 2 QX[ 7t
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Ping of Death

Ping of Death = H|'§4¢ Ping {Z 22, 27|17} ICMP YA 22 XSt TCP / 1P A& 8
HEHoR 4l SAEQ| IFHO| Hdotitn FTeL o,

TearDrop
TearDrop 2 TCP / IP AE40| A28 49l 1P £2to| T2 SCI0| E8 & HEE AL 5H0]
S4E2 HAgLLh IP =Z0= 22 1{3le] o= BF0| ZEE|0f A=X|E LIEtU= &7t
ZHE|0f Qo0 YR TCP/IP AHS FX|E QEMO| TY & IR ZUAZ ST
DZEHC

SYN Flood

HZE TCP AZ0= M 7HX| & - 0|3 Z2MATF EagtL|Ct S2t0|AE= SYN HAIX|IE
MHE 21T AH= SYN-ACK HA|X| & Etetstn S2H0|HE & SYN-ACK HAXEZH2 =
ME{O| ACK HA|X| S EL|Ct o|2{st vtAalo 2 TCp HZA0| A EILICE SYN flood & TCP
D2EE A0 £ SAE MO|OM & - #|0|2 BAE X7\ & U} DoS 34 & E2| AR LCE.



Land Attack

SAXtE & SYN HAIX|E THELCH (A A2k =4 Fas SYTH MH[A FA
2. SYN HIA|X| = ME{ 7t SYN-ACK HA|X|E A XtA| E%*PE%&EEOI

CES ACK HIAIX|E B A null 23 E &gt Ch ol2{gt 2

LT} Landattack 2 IPland

AMZIR| SR Z22 MH7t 1

= AL L|CE.
-
Dos B WA 74 5t 52
224 DoS 37 YX| A0t BAsto] oA 519 7|52 Fdst TS AAX|7t 81 DoSs 54
If2lS AtML|CE WMEt AR X[ LHYZ2 AEEX| R E EXELICH
DoS 524 WX| 7t4 2 ofefet Z&Lct
DoS &4 9X| 74
£ DoS B WX T4 BA
-
DoS 37 | 74 ¢
228 DoS 4 A 714
DoS 82 WX|E Fdste U2 global 2EO0M DoS 32 HX| 612 7|52 4sts HE
olnjstH 2} 519 7|52 CHE RO DoS 324 WAS Kttte = AUSLICH DoS IP 3t 7|
LAND 342 UX| & %= AKXt DoS ICMP 12| 7|52 Ping of Death & HA| & &= UL
ME 27 Atetof et oY ot 7lse A = AS L
EXEC 2 E0M DoS 32 HX| 7|5 74.
Hof My
config Global 74 ZEE A|ZtgtL|Ct

[no] dos enable {all | icmp icmp-value | ip
| ipv4firstfrag | l4port | tcpflags | tcpfrag
tcpfrag-value}

LA E ICMP & gL T

pAX=2
BATT

ICMP ICMP Tzl =|Cf ZO[E 2|OfgfLC.

EUX P/ 2HX| Pt =

U3t p Izl

YXG=E ip & F LI

ipv4 R B SIS 85+ 1P IjZIol A HAY

z7tg golgct
Y2 xE D7 CjA ZE D O TCP / UDP
212 YXIBLE 2 l4port 2 TABLICE.
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=8 TCP 222 E Zot= TCP WA S
XS 2 tepflags & FA8HLICE.
Z|2 TCP 8| G 7} tepfrag-value Q! TCP A2

XS F tcpfrag & T THLICE.

exit EXEC REZ E0pZL|C}.
write T8 ML L.

o= O

EXEC ZEQAM C X 7|52 BEAISHYAIR
Hof a9
show dos DOS &4 X #4842 BAIL|CE.

DoS &4 &A| 74 of

S o= 22X e SA7I_A= TCP IZle 45 U1 A #8& BAISHEE F1d5t=
dEs E0ELICH
config

dos enable tcpflags

show dos

U2 OMl= 22 ZE0M SR 1P 7F FHX| 1P 2 1P OfZlel 342 Y= U S EoFLCL
config

dos enable ip

Chg o= =T Z0[7t 255 2Lt 2 ICMP {2l 4= =22 ZE0A EX[ots SES
HolE L

config

dos enable icmp 255
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filter threshold 1200

filter period 15
filter block-time 600
interface f1/2

filter arp

filter enable
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Internet Protocol (IP)= HIERIANM 2AEM 2z HO|HE uetst=
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Transmission Control Protocol (TCP)= IP & 7|HtQ 2 $tL|Ct TCP = 0| ®&
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Exterior Gateway Routing Protocol (EGRP)2 2 T2 & L|Ct f2(2| 2ff8 A2|X|= RIP OSPF,
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show ip dhcpd binding
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ip dhcpd enable
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HAIKIS X7 CH2 2128 AQX|0] BLjE WHS 42 SAE0 L2iZD 2|C/aM
HAIKIOlE 24 SAET 2} HRE AHSLD DAIXO] BAIE BC Heksh A2E
ALBBHO} SLICH CfH 20| SAE 28 HA L 22 |20 SAE HaE Avbect
JBiLt BtRE AL 2198 ERESS ) 92 HEE O MY 4 AsLD
Moty Bt E A9IX|ol Mo Mat SAE ARE A748IK| YaLch

0| 7|52 7|28 22 A5t s Fd&[0 A& T HSRP(Hot Standby Routing Protocol)
=dAl Of7] 2tREH Z2EE0| AHI 0|20 FHE 4% A2 H|gdstE Lt
6+X|Df 07|52 A& 2 HAUL|X| Yol Z2EF0| F4 & ZR0 = Ats22

S 2te| K| Q&L T

ml0+

O] 7|s& At8ote{H QIHHO|A 8 REOM CHS BB S 2AsUA 2.

HHY a9
ip redirects ICMP 2&F =7 HA[X] & &

ICMP mask S& HIAIX] M&

718 BAEE HESQ OIAIE LOtofetLCH HEE 27| Q3 @=AE+& ICMP OFAR
o

28 HAXIE 22 = ASLICL 242 29X[7t =AEQ| OtA3 S §.°._|5EF T ASH
ICMP Ot23 S HAIX|Z2 SEHYLCL 7|28z 228 £9/X|= ICMP OtA3 S&

HAIXIE 22 = AFLICE

ICMP mask 278 HAIX|E 2L H AHHO|A 9 REONM OHZ S 2AHUAIL

oR

20| Mo

ip mask-repl ICMP mask SEHA|IXIE 2 L|CH
y
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X|4HEZ MTU EHX|

AAEI2 RFC 1191 Off MO &l |p ZZ22| MTU A X| &X|E XL CL IP A2 MTU ZX|
HKE AMESHH SAET ME CHE FZ2o| X[} ME T (MTU)E AHE22 &1 =¥
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of Hojjst MY o] S TE QAEMO[AL MTU E 7|&E TAEQ
E 2 AEE Y0 El= AIX|Q ZO|E 20 BEo| F|&

MTU £ =FEstL|C

_

B2 AZO0| BOX|H HAIX|= CtE HE5H= AYLICH MTU X|2gt2 Jef B2
CHS = JAFLICEL O3 L3 2t 8 290K 22 SAEN M d22 MTU § ZELICL
IP HIAIX]= 7ttt of Z=o| &2 MTU 2 T{7|E E[O{OF R L|CL O|2{st Aoz Z30|
T H0f M2 HAIX7F 2EWXA 50 S4 280] SFYEHLICH 24H 2 AEE= P
B2 MTU HX|E R @oortL Ch O2 Chg 2t 8 £AX[0f 2l &£ & MTU 2ol et
IP BIAIX[Q] 20|E =5t TE WFM 2es YA & + ASHCh

H

o> =z

n C
n:\] |>
|ITI

= IP B2 MTU ZXIE X|@oof L C O Chg 228 290X(0f 25 S&
KOl h2h 1P BiA|X|2] 20|15 =7g5t0] TE IHoAM 22 YA & +

30
-

MTU IP 4
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Maximum Transmission Unit (MTU)& IP HIA|X|2 ™&0| 7%t X|Cf 20| ZerL|Ct IP
HAIX] 2017t MTU & Zt5ts 2R 2t 8 29X[0|M 2L 2HIojA 2| MTU
U2 HZSHH IP MTU 2tofl G2 FLICH IP MTU 7t MTU @F Z2 8 IP MTU £ At82 &
MTU 7t g 2 I 22 MTU & S L5HA =ZELICE J2{L 1P MTU 2 BZ2 MTU Of
O|X[X| @& LICH IP MTU & XY °|E1ﬁ1|0|ﬁ01| TEE MTU ECt 2 = &L

OIC|0fE F&ot= 2E BX7F €S MTU Z2EZS 7HXO5HE
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ip mtu bytes Ol O|A9| IP MTU & FABIMUAIL.
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SAETL DﬂAIXIOﬂ CHH IP LIEQITC] BZE XFE = AUA 6+|_|q, x|7g5_| 2t E 7}
AA 2RER SEELUCHIP GE 404
2t 8 AQK|E Mo et 1P HAIX|S MESAH L 2ot
AtxsioF ghuich 18 oHg 2t E AfX|= ICMP
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PRI 27t H[Z2 -3t B 22 MY 74 REOAM OH2 HES A5 Ip 2 BEE
elseLct.

H2of Mo
ip source-route P AA BIRE A3t 2O

IPof WE WY HE

o
i
El
[x
ro
=
>
rulru

ALESHO] IP BIAIX|E HERLICH 29/X|7F £ W22 HAIXIE
s

HESH| Mo A|AEE 228 HO|S2 2ot CtE ZE0| et HAIX|E ML CH
MENSE A2 = A|AHE AT EQ 0o 2t 8 FHAIO| M ELICH Xte| HIA|IX| 7t & Yot
SAER BUX|H AKX = 2t Ao MY E =0 mat S Xto| HIA|X|E
TESLICE HAIX|ZF AE 2 WorcH s 2R E 252 MF 3= 40| 1 4 SItgtL(ct.
HE slrt 74 4 228 AZEQOf 2t 8 A|I7F SHEQ0f 2t & FHA[O
MEELLCH sYot IAE0 st CHE HA|X|= StEQ 00 ol 2F MEELCHL €F
Azt St FHAIE AR SHR| Rt T FHA|7F MM ELICH AZEQI0] / SHEQO FHA| &=0|
2o 2ol =R M A @ AE = I 04 FHA|0 MEE|X| &L C HE 1S
SE5HAL X5t QAHIo|A T REOM CHE FEES HASHUA|2:
HEo] A4
ip route-cache & WS gLt
no ip route-cache S wdS 585K AS L CH
AZEQIO FHA| =0 SHEQO A0 MY & I East HF sI+E Ste{®H %
T O HEZ AdASHHAIR.
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ip route-cache hit-
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ip route-cache same-interface
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IO| 7| 75

LT A9 K] XEH|Of A
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- HATC
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s—

FEof

ip tcp synwait-time second’s

TCP A4 Ci7] Al

TCP windows®2| 37| F/d3}7|

7|12 37|= 2000 HIO|EQL|CH MY 4 ZEO|M L3 &

37|& HEsHHAIL.

Ho{i2
o=

HEof

=23

ip tcp window-size bytes

TCP ol 37| +

gotHAIL.
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P HERZR |X A EX]

ZHAIQE HIOIE /O]~ S FS MAHE L C

Al F5 = HOIHH|O[
ZX= HOIHE X2 Ea7 UAs UL

ZXEl HOIHE X228 Chs S 2ot Al

O ZE W& K& & USHEL WA, =5 E=

=0 A
clear tcp statistics TCP &4 HIO|HE X|ZLICt
TCP A2 sifX|
TCP QAS Hor{H OHS YHS sty AIL.
H 20 ke

clear tcp {local host-name port x|

remote host-name port | tcb

TCB = TCP N[0 =5& LIEtHLICE
address}
AAE S HESAO| Cist 4 HIOH &EA|

i '—1|E-r-lﬂ =X

ChE S HASHUAIR. XtAet Li&2

—

EA
=
=

g &= AFLCL o|2et &4 HO|H=
siZ2st= ol ==0| ELICh

P B MHIAS TSI,

HE

S|
=3

show ip access-lists name

2E A2 BEo| h8E EAFL|CH

show ip cache [prefix mask] [type

number]

IP HIAIX[ugt & FHAIE EAIR L CL

show ip sockets

29X|off 22 YEE BAIRUCL

show ip traffic

PEEEZ0| O3t S HO|ES
EASHLICH

show tcp

DE TCP HZ AEHOf CHSH HEE

HEA|RFLCY.

show tcp brief

TCP Off Chigt ‘S E ZHEf5| LIEH LT

show tcp statistics

TCP &4 GIO|HE EAIZLCH

show tcp tcb [TCP control block address]

X8 TCP HZAYE] HEE EAIFLIC
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ClHZ HE HA

HERIZOAM 2X7t 245 LIS A CIHY GEE BA| & & ASLIC

ChE S HASHUAIR. XtMet &2 "IP B& MH|A"S FZOHUAIR.

=0 Ay
debug arp ARP Of| CHSE X8 HEHE HAIZLCH
debug ip icmp ICMP Of CH3t &= %18 HEE HAIL|CL
debug ip raw SA/2A S P OAIR|O) e MRS EAIBLICH
debug ip packet IPOj| CHot &= A8 HEE HA[GL|CL
debug ip tcp TCP O Ciot &= A8 HEE HA[GLICH
debug ip udp UDP O CHot &= 218 HEE HA[SLCL
. — L
Access List 7+’ d5}7|
IP HIAIX| HEHE
ZHI HAIX = WESIAOA Tj2le| 0|52 HMO{st= O =20| ELCh HEH2 EF ALEAt
E=EXNE S8 HERR ME L HEYI AES Mo & = JASLICH ukt X|H
PIHIO|AE Soll H2lS RESHAL FR22 US7| 8l 228 A K| = Access-List 2
&L Access-List = CHS ZEOAM AR E = A& L|CH

SIE{H| 0| A0 A Tzl & H|Of

7te HOE =9 B2 Mo

Z= YHOIE W& Mgt

O HOME IP UNA FES HEE LRI IP Access-list 2 AHESHE W Of CHo AL

o

Access-list 2 IP T8 HE7[91e 817t/ XAl =d2| A& HQ T YLITh 22X|2] ROS
s

— =
ZEQ 0= 800l et Access-List Ol A F=2F StLEY HIAESIL|CE R BIRY 2X[= ROS 7t

EN ofL

FAE $E s AHES=X| RS ZESUCE R B 37|17t U4 ROS 2ZEQ0{7F F7|
THS SEELICH M2t =9 £XM7F SR LT 80| LXISHK| o FaTt

HEEH .
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Ct2 =0 [2f Access-list S AFESHMA|L.
(1 Access list 2| O|E 1t 22 X|HSI0 & dgtL|Ct
) Access list & QIE{H 0| A0 ME%tL|Ct
EE 9 2% 715 P AN A B2 BHS7)
BAE S AFESIY IP AN A SES THEL|CH
x5,
HZT Access-list It 2 Access-list |l = £ 2 0| &2 AFEE &= QU&LICH

MY 4 ZEO|M CHS HES A0 HEFE Access-list THSL|CH
=LY M
ip access-list standard name Access-List 2| O|E& FolatLLCt.
deny {source [source-mask] | StLt O] &2 318 8l AR =S
any}{log] or permit {source [source- | X8t W7o 52 R E
mask] | any}{log] AdgL o

Exit

Access-List Of| A 202 gFL|LC},

d 2E0M Lt B

—

St Access-List RS L|C}.

— o = O —/ O o
HHO a9

ip access-list extended name 2H&F Access-List 0|22 HolghL|Ct.

{deny | permit} protocol/ S O|AtO| B8 T HE TAHE

source X|Ystn 3l £91012E

source-mask destination "

o A8 ot MH[A2HTOS)=
destination-mask
MHIAREE olOjghL| ot

[precedence precedence] [tos

Exit Access-List 2E0|A 201 ghL|Ct
Access-List 2 TtE 20|= LIE0| k= 2822 58 20 €2 = AFULCL F, XEE
Access-List 38 &2 F7t & = YSLICE 2Lt A 5 E SEM F=2 MHSt2H
518 ot gt A2 ot ek HEe = ASLCH

i
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Access-List & TF=® Access-List 2| & 20| 72X 2 AAH HE 2E0| ZoHE L[CH
OpAT T ML IP ZAE A Access-list 0| Al M 2FE| ™ 255255255255 7 OfA I Z
ZHFE L Lt

Access-List & 2HE 20|l= Z2 E= AHY 0|0 HNL FES {0 SfLICE ApATH

=
{82 3.2.3 "QIE{IH| O] A 0f Access-List H&" &S HZOIUAIL

QIE{TH|O| A0f Access-list -2

Access-List = 2HE =0 Y AHHO|A o £3 AHHO|AS ZLeoI0] 5Lt 0|2
CIET o] A0 ME & 4= AFLICH

CIEHO|A 8 2E0|A OFS B S 2ASHHAIR.

g3E9 A
ip access-group name {in | out} Access list & H-8gfLICE

Access-list 2 23 QIE{HO|AQL Z3 QIEHO|ANM ALY = JUASL
A= Access-list Off t2f TfZl Q| &4E F=A

t3d Access-list O] 42 2t2 K= a2 2RI LI T Access-list Of

EQloE T2 ME|E AZTLICE Access-list | A FAE S| &31X| ™

2] |
AMSD ICMP = & 5 Gl HIAIXIE gretetL| )

(]|
L
= Access-List 2| 2% TfZl =4l

Hl

}

ot
[0}
om
>

>

El
==
\J

3
ﬂ]lO

9 0{= Access-list Of| [}2t T{ZIO| Y& FAE
2t E AKX A FO| Access-List & M ARLICH Access-list | A F=AE 51 E5HH
ZEQO7I IjZlS EHLICt Access-list YA FTAE S|ESHX| YoM ATEQ = I|ZS

St

APMISED ICMP = & = §l= HIAIX|E gteletL|C)

10 i

2HOISHL|CL A Access-list 2| &4

Q| QI H 0| Ao HE Access-list 2| B2 TZO| = E[ALE X QAHIO|AZ 2t
ATE
C

X|™HEl Access-list O] Qlo™ B E mzlo| E1r & 4= QU&L|CH

ot

b2 7Hs5 8 Access-list 2| O

J

>|

MEEl gaa CF2 A HRA =2 A TCP 7} ZE 1023 CH20f| LA ZEE AAT 4= QA THL|C}
T HR E2 M TCP 7} SAE 130.2.1.2 2] SMTP ZEQ| HZAE 4= QL= $hL|C}
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ip access-list extended aaa

permit tcp any 130.2.0.0 255.255.0.0 gt 1023
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface vlan 10

ip access-group aaa in

2ty 7ttt HM L =52 HESt= £ CHE O M7t MSE UL WEKAZE AU
AZECHD 7St O|EUlel B= S AETL QIEUIS| SAEQLTCP HAS ThE &= USLICH
J2{Lt QIEHo] SAET HY SAEQ SMTP ZEE AHZSGHX| YoM O|HUlel SAEQ} TCP
oZAg BE 4+ giaUh
AZ 7|t s St & ZE Bt AL ELCH QIHY O Y Ij2ld= iy ZE |5 ZE
257t AELICHL EU= IiZ00]= gt ZE Bt QS CH ArY, 2t 8 29X Fof U= 2oF
AMNAE2 et ZE 250 02 S EEL Tt 0= MH[A2F L7t ME|AE A RSHA MO
o 4 Qs HEB O|QYLICE Access-list © A MH|A EE 4 MH[AZ 24 2
At
Chedl 22 4%, Ol F47113020.00 2/ B ¥ HERIAYLICE MY SAEQ FAE
130.20.1.2 Y LIC}. "established" 7| E& TCP Z2E SOt AL ELICEH JF, HZ0| MY E L[}
TCP GIO|E{0]| ACK E= RST A7t 7|0 Ao B miZl0] 7|& A £ ASS HLEHH=
O X| 7} AL
ip access-list aaa
permit tcp any 130.20.0.0 255.255.0.0 established
permit tcp any 130.20.1.2 255.255.255.255 eq 25
interface vlan 10
ip access-group aaa in

= - = .

=c|MQ ZEE 7|HIO 2 |P Access-list 7+

IP HIAIX| EHE
E2EHE WA= HEXINAM T2l 0|5S MO{dt= Ol =20| gLt O] 2 £ ALEX
L= HXE S HEHR TS L HERR AF82 Mot g &= UAELICH BXt2 X|F
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CIEIO|AE S WS FROIAHU FR22 US7| 28l 2t E 22AK|= Access-List =
=

M3EL|Ct Access-List = CH2 ZEO|M AFRE 4= AUSL|CH

o CQIHHO[A0A T2l TS H O
e 7ty HOIZ 24 HM 2 HOf

o Z= YHOIE WHE Het

Ol HOA = IP YMA SES UHE= LI IP Access-list 2 At

ol
ely
rir
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1
=2
=
ot
nx

=
ot
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i

o

Access-list 2 IP =25 HEol7[2let &7t / XA =42 A HQl ML o 22X ROS
ZEOof= 80 Wt Access-List | M 25 SHLHY HAERILCH A #HR 2X|= ROS 7t
T8 L= HESH=X| o725 ZFYU o X HW Z7|7F ELHEH ROS 2ZEQY0{7} F7|
SEYLICL M2t A0 &=M7t S L C 7780] LX|5HX
L|Ch

=Nl e
4 1 b
o mjo

X

Access list 2| AF&2 ChE1t 22 THA| 7L JLELICH
(1) access liste| 0|51} =HZ K|35t Ef-detL|Ct,

() UM O| A0 Access-listS X & BtL|CE.

HZE U 2P Access List 4

XEE AFESLA P access list & 2HS L CF.

Mo

o3
k

Hl

= Access-list Ot 2H& Access-list &= L%t 0|52 AtES 5= Q& LICH

OF

Mol T4 BEON TS FHS MY

mjo
r2
on
i
Inl

F] EZ Access-list

HH@o A
ip access-list standard name Access-list Of| O|§2 M-8 L|C}
deny {source [source-mask] | StLO| & 2| &7t/ H & X|H5tH =H
any}[log] or permit {source [source- | OIT &2 AL SAAHRE
mask] | any}{log] A-gL ot
Exit THEE0NM 2O0H2 gLt

Y 18 ZEOM Cf

)

YES 2SI = 7hsT Access-list & ZHE L LY.
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3240} 43

o

ip access-list extended name Access-list 0| O] &2 X8 LICt
{deny | permit}  protocol StLEO| &2 S 7/ AR X F5tH =
source O f+d2 Wzl SR07E

source-mask destination

ZEYLICEH MB[A9FEHTOS)=
destination-mask

ME|AREE o0jghLCt.
[precedence  precedence] [tos
Exit T8 REOM 23 O LILH.

Access-List & TH=
Access-List 38 =

=
518 O BT} A o B2 MW + UsLITH

S pnk
Access-List 2 TF=T Access-List 2| 2 £ 20| 7|2X 22 AAH HE 2E0| ZohE LT}
OFASTE MO 1P ZAE T dMA SF0|M M2FE|H 255.255.255.255 7F OtAF =

2zt

OIE{I{|O| A 0f| Access-List &

Access list & PtE 20 Y= QAHEHO|AQ =3 QIHHO|AN ME 2 4+ USL|CH

CIEHO|A 14 EEOA Chs 33 S 2AdIHAL.

HHOf 449
ip access-group name Access 1E2|0|E2 YE=HTHL
Access-list = 23 QIEHO|ALQL E3 QIEHO|ANM ALY 5= JUEL|CH 23 QIHI o[
HE HMA 529 B2 143 24 F Access-List Of| 2t TjZI0| &4 =l FAE 2Holsfobgt
2T Access-List 2| F% 2R E A9K|= S &S LCE Access-List | M FAE
5185tH AT EQol= T2l M2l E ASZYLICE AMA FZEUM FAE 585X e H
ATEQOE IS AXSD ICMP EE & 4 Q= HAIX|E gtetstLCt.

=2 1 -

Q|F QIEEO[AS] HE Access-list 2| B2 IfZIO| =4 =L KO AHEO[AZ 228 &
LZEQ 0= ML S F0f wet Iizlof flE FAE =S &Y HML 559 F2
2t LK 4 FO| ANLAZAEE AL AML FFOM F2F 51 E5HH
SZELO7L HZS HYLICH AMHL SEOM =25 HESHA| P 2ZEQ 0= IS
AMStD ICMP =2 g 5= @lE HAIXIE gretet L Ct



TCP /UDP ZE T HZE X| 5t E 7|Hb |P Access-List

rir
H

{deny | permit} {tcp | udp}

source source-mask [ { [src_portrange begin-port end-port] | [ {gt | It } port ]}] destination

destination-mask [ { [dst_portrange begin-port end-port] | [ {gt | It } port ] }] [precedence

precedence] [tos tos]

ZE YIS B2IDI0] Access-List & 7-dot= 49 LS A0l T[St A2,

o ZUX[o| HQt FHX| URO|M Access-List & 7457 !l ZE
HeIE X|E5t= S-S ALESHH Tl 2|AAT7F AH|E|7[0f Y2
T40| Al & 4= UCL 0] BL SHZOM ZE HLRIE XY St=
HAIS ALESlOf S5l CHE ZEO|M ZEE X|HSts WAIS ALESH
g

o IE HQ IHIZ ASIH B2 2|AAT ABEHLICHL ZE HE
ZHYS HF o] AE8F ER0|= Access-list Of| A{ O]t CHE
TS XA &= gl&UCt

TCP/UDP ZE ZHE S X|YSt= ZE 7|8t IP Access-List.

If

CI2o| OHOA X EHR| 2 A TCP 7t SAE 130.2.1.2.2] SMTP Of| 9 ZAS =2 tL|C},

ip access-list extended aaa
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface f0/10

ip access-group aaa
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P AMLHO =5 HE

IP Access Control List &

TEQ ACLEE

ACLO| T+8& =0f= otLt O]del X &&= HY
global £& ZE 79 REO|M CtF S &S

config

interface g0/1

[no] {ip | ipv6} access-group name

[<cr> | egress | [stat-packet | stat-

TEE P/ IPve HMA BES

OIE{ I O] A0f X ZS} ALt 2IE{H O] A0 A

byte] | A48,
Egress & ACL O] Ot HIRE Higto 2
xgeg oot

exit =E2Y 74 ZE=E SotgL(Ct

exit EXEC ZEZ FotZL|ct

write THE ML
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RIP T35}

N 2

Ol 4H0M= RIP BES T85t= LES 2YYLICE RIP B0 CHSH Rt
W82 "HEHI ZEEZ FY HZ"9 RIP BF"S HISHAIR

22 e EE ZZEE RIP)2 Ot% o= AEE|= LHE AHOIEQOl Z2EZ (IGP)O|H
FE2 42 RYQ A2 HELRIAO HEELICEH RIP &= RFC 1058 0ff LtR= 1A QI 72| HEH
28 Z2EEQLC
RIP = UDP T§Zl2| Broadcast & AE5I0] 2t2E HEE wetetL|C 2t 2QIX0|A 2t E
HEO| YOOI E= 30 £0HCEH A E L|CH AQ|X[7F 180 & LHOf| 217 22(X|2| YOHO|E HEE
X RSIH AX|= AF 22X 2R E HO[E0 A= 2E "AHEYE + Q&' 2=
HAIRLICE YOO|E FE7t CHZ 120 & LHO| TS| =AIE[X] (o™ AQX|= 2t
HOIE0M B2E AfHgtLCt.
RIP= 2| 7§58 AH85t o2 =2l 7IF X2 #de =FeLILh § = A0 & &4
X EE JANM 7t = 29K =L CH Y HZE WE/AS 2ty JHEX|l= 0 YUt
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ip ospf message-digest-key keyid md5 | MD5 2152 AHESt2{H OSPF 7t 2agL|Ct
key
ip ospf passive ZEO|M hello HA|IX|Q| #EHE Tt Ct

N2 CH2 22|15 WEYZ0A OsPF 74

OSPF = HIEXAS] 22| D|L|0{E Cf31 22 EHLZ LhgLCh.
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®  Broadcast L E3 (Ethernet, Token Ring, FDDI)

() Non-broadcast 2f CtE H = L E /3 (SMDS, Frame Relay, X.25)

®  Point-to-point U E /A (HDLC, PPP)

X.25 U Frame-relay HEYI= MEEH proadcast 7|52 HSELICE map BHS S
broadcast UIE A0 ML =F OSPF E FHELICE. map HHO| CHEH XhM|sH LH82
Al

WAN HE0| =0 map O tiet 2¥S =5
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OSPF HERI 7 74

HEXHIZt £t 22|H O|C|0] FAHO| 228i0] HEYIE Broadcast W ER A E= non-
Broadcast & Ct&E H2d HE/]AZ 74 & == JUASLICL O] 7|52 AL8SIH HEYIE
FAUSHA 74 & &= UASLCE Broadcast HIE®/AE non-Broadcast X HE| BN A
HEHIZ 78 & = USLICE Broadcast HIEQ 0| x.25 =2 20| S SMDS 2t
#2 non-Broadcast HIEQZE 74 & =& JUELICL O 7|52 neighbor 2| +8E

E =
20|8tA gL Ct XFA|SH Lf 2 non-Broadcast HIERA 2| OSPF 710 CHSH LS
x

Broadcast U/ E®/3 X+ non-Broadcast HIE A0 non-Broadcast X HE| HA|A
HESIE F+d5t= A2 F 71| WE ALK Zhof| 7Hat 23 7F EXSCD THESA L
HESAZI A2d HEHYID 7H8st= AYULCH Ol 42

H|&0| & o] E7| IfE0f HHMXMYLICt &2 Broadcast X CHE AMA HEQIE
f22Hoz O=d 7 HEYI=Z 74

F

o UZQ

2t = UASLICE H[E2 ESH7| fI3H non-
Broadcast X! HE| HMA HEQJIE X ¢ HERAZ 74 & &= ASULCL 22 E
29X = 7Hy 23 E 8ol 2t E YEE ME ngh g = AT
OSPF X|H 2 CHE X|HO| HZ5t= QAHLO|AE= X|H 7t (point-to-multipoint) HES 3
IHHO|AZ Fo|ELICh OAAS WS AE H2E DL HlL
Non-broadcast X ZE| HM A HERI E= X|F 7 HEKA2| L OSPF
point-to-multipoint HIE A 0f|l= CHE3t 22 0|FO| A& LT
[ point-to-multipoint network& A 74 & = JASLICH

[ Point-to multipoint network= A HA| HIEQ S| EEEX|7I HR5IX| gteE=z
H| 0| XL}

i
et
+
30

b
r
i

® O ME[E 4 ALICH JH YAV MISIEEE HAL AL X5 =
CIE{HO|A T BEON CH2 B Mo OSPF LIEYA R¥S FATLIC

CIETO|& 718 REOM HES A0 OSPF HIEXAS RES Fd5HY

=
o

FYof uy

ip ospf network {broadcast | non-broadcast | | OSPF 2| HEfQ| HEQIZ Fdsict

{point-to-multipoint [non-broadcast] }}

Broadcast network & StLIS| AQ|X[Q| | E Q0|
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o7 XS g5t

g 7hs%h Area Of7 B0l & 2135, Area 3 7|2 2t 8 Q9f 7t0| g L}
52 A5 HSE J|HIOZ BILCH AF Area 2 27 H27t MEEX| Y& Area YL|CH
ABR 2 7|2%tE d-dgL

AEE Area Of E0{7t7] o 2 BE. At Area 2|F2| 2|F HEYAO AF Area 2
AAY = JASLICH OSPF AF0| X| ot 7|62 A8t AH Area 0N 7|2 BEE
ArgoljorgtL|Ct AE Area Off E0{7t7| fI8ll LSA & F7t2 Z0|2{H ABROIA M Q82
MEdSOFgh L Ct

=2
area area-id authentication simple OSPF Area ©| 2152 &3ttt

area area-id authentication message-digest | MD5 2152 915 OSPF 2 X|™gtL|C}.

SLIet

=

area area-id stub [no-summary] Stub Area 2 9

area area-id default-cost cost A Area 2| 7|2 FE 42 FHTLICH

OSPF AreaOf| M 2| 228 Q9F H1d

0| 7|52 AtR3IH ABR 2 LCI2 X|do =2 Qo AZE Broadcast & %=
OSPF OlA| ABR 2 2= Y EQAE CtE Area 2 £ Broadcast 2FL|LCt. €
HER3 Hz7t =XAHCE RHiEl= 42 ABR2 78510 Q% ZEE CHE Area 0f

broadcasting 22 2= £ #Helel E= HESIE =2 & & ASLLL

2K 8 REOM B FE S 250 T4 BRE oA

Bof 4y

=
area area-id range address mask Q9 Area 2| FAH

e = 22 8% 4

A2} CHE Area O A OSPF Area O 2 28 E [f, 2t A2 Q& LSA W o2 Q81|
Broadcast € LICt J2{Lt EH FA& Area 2 2 & 5= U= G2 E Broadcast St S
AQK|E R & 4= QUSL|CE O] S OSPF ¢ AE H|O|EHo|AQ| 37|12 EQLLCE

AQIK| 7Y BEOIM CHS YBS Ut Q% P2 FHBAAIL.



Hadof gy
summary-address  prefix mask [not| A FZE CIRE FAQ OIATE

advertise] HYtL|C} st 2tREE

7|2 32

ASBR 0| M= OSPF Z 2 Area 0 S0{7}7| Qldl| 7|2 B2 E 4-dsljof otL|Ct.

OSPF Area 0 42 & H|ZSIE & AKX E #+45IH Q27 Xt S2 2 ASBR O] & L|C}
Jd2{L} 7|2 ASBR 2 7| & G2 E 4/ d5IX| 240t OSPF 228 Area O S0{ZL|LCH

ASBRO| 7|2 28 Y95t 8 29X 719 REOM L5 FS 2Lt

g0 H

default-information originate

o

SH ASBR 7|2 28 ddst=E

e
i
n

[alwavs]

Loopback OIE{H[O|AS E3 A2 IDAIEY

OSPF = QIHH|O| A0 P& Z|THO| £4E IP F2E 29X ID 2 AERLICHL IP F2E
AZSt= QAHLO[AV} L2 SE = ML IP T2 f-’FI El B2 OSPF ZE2M2AE
M 22X 1D & CHA| Alttstn 2 QIETO|A0M 2t YES CiA| BELIC

QIHEO| AT} P FAZ FHEH AX|= 1P FAEIDE r%z L|Ct. Loopback

OIE{H|O| A= HINZ Ch2 MEHTL 2| X| RELCH matM 2t 8 Ho| &2 ™ H YLt

29X SMHSZ Loopback QIE|HO|AS ALQIX| ID Z AFEEIL|CH E5H AKX ID 2

*lEH IP FAE MEHSIL|CE Loopback QIE{H|O| AT} QIO ™ AQX|o| 2 Zto| IP FATt
AR[X| 1D 2 ZtFELCHL S5 AHEO|AE AHESt2{ 1 OSPF £ X|Hdt= A

=75 gk

=228 FZ ZEOM CHE BHZ AN IP Loopback 2ETHO[AE FHSHHAIR.
B oy
interface loopback 0 Loopback QIE{I{O|AE Mgt

QIEmo|A T+ REE AlEtetH T

ip address jp-address mask QO] A0 IP FAE FHILICE

OSPF &2| 57t 7+

el S22 B 29X e 29K A50 22 2128 2P| UE +ES LIEYLC
getqoz | S7H2 0 OflA 255 AFO[Q] F=RL Tt At}
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aad

L7t JOrELCE 2te

—

|

—

of
EALE Y=/ Of OF gL,

OI'J

7t0| 255 91 AL 2t & AA HET}

r> mju

+8
2| &

A o>

OSPF & M| 7kX| 3F2| MZ CIE 22| 37t (Area ZF W LH-QIF)E ALETILICE 3t X[ H 9
BEE intra-area 422t £ FLULCEH CHE XF2 = 7= BEE inter-area 422t 2 &L CL
CHE 228 T2 EZ Area 0| A 24 2| ZEE external-area Z22t1D $HL|CH 2 29| 9
71282 110 YLICH

T HA T

2K 8 ZEOM Chg S HAStH OSPF 2| 72| s 9 eLICh.

k- lyl 29

distance ospf [intra-area diist7] [inter-area Area L} B Z, Area 7t 42 2|8
distZ] [external dist3)

BRol | A2l ¢S YL

BE AitE #let B0l g

OSPF 7t EBZX| $17 FHE SAISHTL A|A0] AZHE HPIFX] XI91 AIZ 4 QUsLICH BISEO= SRS
AAISHS 21242 7Y B S UBLICE ASIK| TN BEOIN TS BHS

0

24
o

o ek
timers delay-timer de/aytime 2t 8 ALtol X|SIA|ZtEs FEeLIC
timers hold-timer holdtime 2t 8 Aol x| 7HA S FTLICL

OSPF ZL|HE & RA|E43}7|

HERRZ SAZENE Ip 228 HOIE, 7HAl X O O|EH O A2 L& O
SdELUL 2= BE= WERYA 2|2 A8 HEHSID HERYHR =M E
2ot HERRR =E9 HE 7tsdS =5t 2o HE/IE

=)
sitots 28 =0 =kE 4L

2= 2tRE A SEE EAISHE T Otg YE S HdASHUA|R.
839 2%
Show ip ospf [process-id] OSPF ZZMAS| HEE BA|BL|CH
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Show ip ospf [process-id] database OSPF GO E{ H| O] A0f CHSH MO HEE
HA|SHL|C

show ip ospf [process-id] database B

[router] [/ink-state-id]

show ip ospf [process-id] database

[router] [self-originate]

show ip ospf [process-id] database

[router] [adv-router [/jp-address]]

show ip ospf [process-id] database

[network] [/ink-state-id)

show ip ospf [process-id] database

[summary] [/ink-state-ia]

show ip ospf [process-id] database

[asbr-summary] [/ink-state-id]

show ip ospf border-routers ABR 1 ASBR 72| 2t & HIO|E0 LiF

=2 HEAIZLLCL

show ip ospf interface

-
5}

OSPF QIE{Lf|O| A0 CH

FEE BAIFLCL

show ip ospf neighbor

QIE{H| O] A0f It2t OSPF 2| neighbor Of
et §EE AL CL

debug ip ospf adj

OSPF 21 7= ZAE ZLIHI LI

debug ip ospf events

OSPF QIHH|O|A Bl QI OJHIE
S LI gL CY.

debug ip ospf flood

OSPF H|O|E{H|0] 22| Z=1pE LI FL|CY.

debug ip ospf Isa-generation

OSPF 9| LSA 482 ZL|H&EgL|Ct

debug ip ospf packet

OSPF HA|X| & ZL|E{TtL|C}

debug ip ospf retransmission

OSPF 2| IAIX| T{THES ZLIEHFLCY.

debug ip ospf spf
debug ip ospf spf intra

debug ip ospf spf inter
debug ip ospf spf external

OSPF o| SPF A4t A2 E L & THLICE

debug ip ospf tree

OSPF O| SPF E2| 7AS DL E{2stL|C},

OSPF & VLSM 4 O |

OSPF &
OFA 304 A

Q_J_|.I-| oz

1Y B2= VISM 2 XL VISM 2 83l M2 CHE 2IHH 0| A2 Ef%
SYot HEQS S E AL8E & ASLICH Wt 1P F27F MEED F
EELCH BHS oo M= 30 At2| MEU



OFAF7E A ELICE 2 Xj2] 4 SU2 23 ZEQ| TAE T4 802

O|2E|0f ULLICEH F JHS| BAE FAZ ZEBHL|LC}

interface vlan 10

ip address 131.107.1.1 255.255.255.0
I 8 bits of host address space reserved for ethernets
interface vlan 11

ip address 131.107.254.1 255.255.255.252
I 2 bits of address space reserved for serial lines
I Router is configured for OSPF and assigned AS 107
router ospf 107
I Specifies network directly connected to the router

network 131.107.0.0 255.255.0.0 area 0.0.0.0

OSPF B=2t d= wHjjo| 719 o

OSPF = LH& A2|X|, ABR(Area Bounder Router) % ASBR(Autonomous System Border Router)
tof 25 metsloF gL Ch &[4 740l A OSPF 7|8t AR[X|= 7|2 Oi7 B FE22 A=
o

= AFLICE 2AES QoA ¥ELU

mot

CtE2 Ml 7ER 18 O RILI T
N BiR o= 712X 2l OSPF 32 B FLICL
T B Ol= AtE 2t Y A90K], ABR X ASBR 2 Ats A|AHE0| 5= WS 2oL

M B o= 2= 72 OSPF =715 Ar85ts HE S 2o FLICH

7|2 OSPF +4 o
CHS OO M = ZHEESE OSPF & 785t S B ELICH B2 TENA Y3 B
90 I} O|H4l QIE{L|O|A 0 = Area 0.0.0.0 Of HZASIMUA|L. SHH RIPE OSPF 2 EL{ ALt
OSPF E RIP 2 EHL|C}

|0

interface vlan 10
ip address 130.130.1.1 255.255.255.0
ip ospf cost 1

interface vlan 10
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ip address 130.130.1.1 255.255.255.0
router ospf 90

network 130.130.0 .0 255.255.0.0 area O
redistribute rip

router rip

network 130.130.0.0

redistribute ospf 90

=
alil

2t E AQ|X|, ABR & ASBR Q| 7|2 3 of|A|

CHS GMol M= Ul 7He| 1P 2 HRIO Wl 709 Area ID 7t HHEZEL|C} 2t 8 T2 MA (109)7F
ZHMSEICE Y| 72| area &= area10.9.50.0, area 0, area 2 X area 3 &/ L|C}. Area 10.9.50.0, 2 &
ol OtAT &= T4 HRZE XIZE LT}

Area 0 0= 2= UHEAIZL ZELICE

w

router ospf 109
network 131.108.20.0 255.255.255.0 area 10.9.50.0
network 131.108.0.0 255.255.0.0 area 2
network 131.109.10.0 255.255.255.0 area 3
network 0.0.0.0 0.0.0.0 area 0
I'Interface vlan10 is in area 10.9.50.0:
interface vlan 10
ip address 131.108.20.5 255.255.255.0
I Interface vlan11 is in area 2:
interface vlan 11
ip address 131.108.1.5 255.255.255.0
I Interface vlan12 is in area 2:
interface vlan 12
ip address 131.108.2.5 255.255.255.0
I Interface vlan13 is in area 3:
interface vlan 13
ip address 131.109.10.5 255.255.255.0
I Interface vlan14 is in area 0:
interface vlan 14
ip address 131.109.1.1 255.255.255.0
I'Interface vlan 100 is in area O:
interface vlan 100
ip address 10.1.0.1 255.255.0.0
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HER/R Area T8 B2l 7|52 =M7I ALE=2 FY =Mt St
29K = &AM et 1P F4 7 OkA3 0] HE XA ZLICE AAMSH LIE2 OSPF

SR RN E L PNTS

N HM HEXYT Area 2 2SI A2, Area ID 10.9.50.0 0f CH =

[E{[O] A A E4l 131.108.20.0 2 131.108.20.0 Y L|Ct. O|CY QIEHO|AE 022
FEILICH et QIE I 0]AE 10.9.50.0 Area Off L& LILCE

B Area Ol M= CHE QIE{HO|AE 24157 QldH O ZE2MAT XHEHE|H
E{HO|A7F 1 2 YX|ghL|Ct wha2tA QIEHO|A 12 Area 2 & HZALICL

>

[¢]

o 4n 4 .

r

CHE UERR Area & A& ZXA[AIZLICE OHX|8 HEAS Area B2 0]20|0H, O] = LIMX|
2= QEMO|ATZ HIERA Area 0 0ff HZAEILH= AS 20| CL

L A Q| X0 A2 ABR 1} ASBR o] E&tsH 1A

ChE o= & OSPF Ats A0 O3 29X & 85t dES 2HELH tHS
g2 #38 oof tiet HERR EZ22XE ENE LI

AREA 0 | AREA 2|
imilic| =

e Ied PO [: 202 96. 20F. 41

— T B— — T F—

e, 168, 10, 31

Virtual-1ink

192, 168, 10, @2

182 16, 20U, i

L

14, 164, 2, 32 192, 163, M. 85

[h: 20, 96, 20, 52 Tr: Il 96, PE, B3

AREA 1 AREA O
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flel o mat AKX E FESHHAIR.

RTA :
interface loopback 0
ip address 202.96.207.81 255.255.255.0
!
interface vlan 10

ip address 192.168.10.81 255.255.255.0
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!
interface vlan 10
ip address 192.160.10.81 255.255.255.0
!
router ospf 192
network 192.168.10.0 255.255.255.0 area 1
network 192.160.10.0 255.255.255.0 area 0
!
RTB :
interface loopback 0
ip address 202.96.209.82 255.255.255.252
!
interface vlan 10
ip address 192.168.10.82 255.255.255.0
!
interface vlan 11
ip address 192.160.20.82 255.255.255.0
|
router ospf 192
network 192.168.20.0 255.255.255.0 area 1
network 192.168.10.0 255.255.255.0 area 1
!
RTC :
interface loopback 0
ip address 202.96.208.83 255.255.255.252
[
interface vlan 10
ip address 192.163.20.83 255.255.255.0
!
interface vlan 11
ip address 192.160.20.83 255.255.255.0
|
router ospf 192

network 192.168.20.0 255.255.255.0 area 1
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network 192.163.20.0 255.255.255.0 area 0

ABRO]| 2&5H OSPF T35 |

CEZ2= ABR 7+ Zteiof CHot A L|Ct
® |2 OSPF M3}17|

® F= FHioH|

ChE2 72 78 UYL/

(1) Ol 0 ~3 Off CHSH =4 He

4
0z

() 2= QIEIOo|ANAM OSPF 23}

() ZArea X HERFQ 25 HEMZ 7Y

4) 33 SEf &f X 7|E} QIHIO|A Oj7f Ha 7

*kn.
StLES| Y HHE S ZIZt ALES10 Q1T D7 ot A Y2 dSIM R
StLto| S AHESH0] O|2{3t D7+ e &= JUSLICH

® HE FA FLd(Area 0)

HzZ et 2HHE o Y2 ChEar 25 LIC

® |GRP ZZQ}RIP A2 E HYZESIO] OSPF Of7ff B A

(HES, HES FY, Bl O X el E%)% YL

® |GRP AZ2 OSPF ZE RIPO| HIZSIMA|L. .

CHZ2 OSPF 2| 782 Of A L|Et.

interface vlan 10
ip address 192.168.20.81 255.255.255.0
ip ospf password GHGHGHG

ip ospf cost 10
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interface vlan 11
ip address 192.168.30.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf retransmit-interval 10

ip ospf transmit-delay 2
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ip ospf priority 4
!
interface vlan 12
ip address 192.168.40.81 255.255.255.0
ip ospf password abcdefgh
ip ospf cost 10
|
interface vlan 13
ip address 192.168.0.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf dead-interval 80
|
router ospf 192
network 192.168.0.0 255.255.255.0 area 0
network 192.168.20.0 255.255.255.0 area 192.168.20.0
network 192.168.30.0 255.255.255.0 area 192.168.30.0
network 192.168.40.0 255.255.255.0 area 192.168.40.0
area 0 authentication simple
area 192.168.20.0 stub
area 192.168.20.0 authentication simple
area 192.168.20.0 default-cost 20
area 192.168.20.0 authentication simple
area 192.168.20.0 range 36.0.0.0 255.0.0.0
area 192.168.30.0 range 192.42.110.0 255.255.255.0
area 0 range 130.0.0.0 255.0.0.0
area 0 range 141.0.0.0 255.0.0.0

redistribute rip
RIP 2 4 EQ3 192.168.30.0. T&

router rip
network 192.168.30.0

redistribute ospf 192
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BGP +/d5}7]

O o= &7 HOIESIOl Z=2EZ (BGP)Z 70 THol 2 FL Lt
BGP H&Of Ciot AtAMot LHE2 "BGP H " MM S EXRSHMA|2. BGP & RFC1163, 1267 X 1771 0| H2|
El Exterior Gateway Protocol (EGP) 2IL|Ct. BGP & AF&SIEH XpX| A|AE(AS) 7H0)| 2R E ME S-S oF
LICt 2t2 8 ME} S ALESHH R ZQI0| Xhs 22| A|A"” 710 2t ME HEE Xtse=

ru|r|

A Ol A

T Mg

wak gt QUEL|CH
e
BGP 7l &

BGPOIM &4 2= HERA Hz ZE27t S1tcts Xt& HHE| A|A- S5 (as-path) A 7|EF £ SE2
ESSLICH 22|09 AQK| AZEQ|0= BGP 4 A X|$HL|C}H BGP = RFC1771 0f ™ 2| &[0
UESLICH BGP 9| 7|2 7|s2 HEXIE natst= AYL|Ct
AS 2t 8 HIO| =0 Cist HEE Z5st0] CHE BGP A|AEDF G Jhsst HE. AS 2128 HIO|=0| CHst
HEEAS 92 082 75t AS HZ 22 Solf AS g 2t 8 M2 N ESI= O AHEE ==
A&L|CH BGP A 4 = CIDR € X|QIBIL|CH CIDR S Q2 AEE 0HE0] 212 E Ho|22 A7|E
ZQIL|CH et £ HEYIA7F MMELICH CIDR € BGP HEYA SejAQ| /ES FASD Ip 1H-
Broadcast 2 X|EL|C} CIDR 2 OSPF, IGRP & RIP2 £ S8 M&gtL|Ct
EGP = &&=l MO 7|52 2 IGP 2F CHEL|CL BGP &= AZE NOf5H7|9Ist of 2] 7tX| MEfX gt S
XSt ct

® OITDH A REHE2| Access-listE AMESI REE 22| Q510 IHZEE ZH AL

® ospf U ript 22 S5 IGRPR} &= ZE38I2H distribute 3HS AFE3I0] HZE M2
B = LI T 2k 228 EIH A5 JdELIth BGP d2= 32 £

BGP = 3
Sl “OF01 dd g 5 ASLCL BGPEZ Y GAl route-mapS AHESIH =229

® A2FOM BGP 22| M =2& =T BGP d=22| & IS distance T O
£ A8oto] T ESHAlIR.
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ol

, BEIHIGPO| S M
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2 dEE L
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upd

S0 BIRE7I HEYA B ¢
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=

o=

22 4 =97t 27U 22 220 o3 22 ET} 4

743l Bt E T} Bix Mg

25

12 (IGP <EGP <INCOMPLETE)7} X

MEfEL|CY,

MED 2{0| 7} &2 d=27F HMA HEHELICE bgp always-comp

o
are-med7t 2-d2tE[0] AKX RS M MED f Hlile= S AT ASS| R0 Cf

L ct.

o

AL
=4 0| ¢

Origin

IBGP

2=
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=
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=
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=
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BGP B2 M & & dztst 7

=222 79 ZE0M B 38 S &d5to] BGP 2 HHE ZdeigL )

FYof CL:

router bgp autonomous-system 22 E 79 ZE0|A BGP 2t E

=

Z2MAE 29Ut

network network-number/masklen [route- HEQIE 22 XX A|A-HCE HEAIGtD
map BGP H|O|=0f F7tatL|C}.

ozt
!

d HESZS FHO ALES}0] 1P HEJIE ¢ & Ijf ofH
=X MO & = AgU . 342 IGP2t BT YL Ol & =

AN
RIPZZEZ2 HERR S ALESHY YHO0IEZ HEE = /XIS 2FLIC

s

E

UASLIEE & RAM I E2

2)  network BES ArRSI0] IGP AZ2E BGP 2t E HO|E0] =7t & 4= &L
F7} MEd ARSEO 2 redistribute

2FRE 2IAATE A THS3 LIEYS BHO| 43S 2L

o od

Tuot

[

YL M SE YL

BGP Neighbor T+

Qe 2t HEE metsta{ ™ BGP YO|H & 46O 2FL|Ct.
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clear ip bgp address 53 BGP ¢ZAS MMt

BGP 2t IGPs 7t°| &7|=t 74

AS 7} Rt4Iol AS E Sl Ml BMf AS O M HEE ELe 22 AS2 W& 228 MEf= AS 7t CHE AS Of
broadcasting Ste 2t FEeF YX| SHOFELICE O] S0f, AS2| 2 E 2tRHILIGP E Sl 42 E
&ot7| ol AS £ BGP Ol A] L5 2tRE7L 2t E & = gl 2t FEE =4 & &= Y& LICH
BGP 2} IGP AtO|Q] &7|3tH= AS Lo 2 & IGP 2t E7t 2t HEE Lotd Wi7tX| BGP 7} 2t
2

=
HHEE Broadcast O $tCH= AR LICH S7|3ts 7|28 o2 2d3tE L C}

-

o' Z20l= BGP 2t IGP 7t2| &7(3tE +¥ & a7t
HESI=E S EEIX| BALL AS O 2 & BI-2E 7L BGP

B
FlaEH 2IGP= RS BRE =8 & + U2H BGP

—_



FYof ek

no synchronization BGP 2f IGP AFO|0f| & 7|2t

HJ|ﬂJ
g
o
0

S7I2HE F2 g W BGP MM S X[R2{H “clear ip bgp” BHS HAsHOF LT
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E|AHLE BGP MM 2Z M7t 7|2 AS B2E YGLLICE BGP OA IGP 2 327t HEE|H EBGP & S
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aspath-list-name {in | out }

BGP ZHE F4gL|C}

ip access-list 3

| neighbor distribute-list =

Bol
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ip access-list standard access-/ist-name

Defines an access list.

router bgp autonomous-system

Enters the router configuration mode.

neighbor {jp-address } distribute-list

access-list-name {in | out }

Establishes a BGP filter.
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neighbor {jp-address} prefix-list

BGP filter & 2HSL|C}.
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autonomous-system [autonomous-system ...]

"BGP g AHX| A|AE OffF|” M S FZOHYAIL.

Route Reflector +A338}7|

IBGP A ZAS £0|= £ CHE B2 reflector & T85H= A YL|CH

Route reflector 2| |0 = Z2I0|AE peer 2t AS 2| CHE 2} (H|-220|AE mOo)o| &= IELE
LHelLIC} Route reflector &= £ 12 AL0|Q] ZEE HHHSILICE Route reflector & 22I0|YE IO =
ZHAHE FHELCH H|-2 20| E T|0j= 24T35| HZAE|0{of gLt 20| E Tm0oj= AX 3|

a2 2= flgut S2AH2 220|UEE CHE S H2H2| IBGP M 22 ALt S4BHK]|

Route reflector 7t 2t & HEE +=4SIH Ot 2 S F;HTSL|CE

® QE BGP MM AEANO HE2E DE Z2I0|HEQ} H|-220|ME I|0| 2 Broadcast 2L
Ct.

® H| SE0|YE HEOM = EC0|HEE HZEE Broadcast gfL|Cl.

® S2H0|AE0A 2= S20|2E Ho B
ctO|21E 0] = 2tHs| A Z 81
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H

Lt HES A0l 22 2t HE Reflector 2 745t 0|2 2tRHE S2I0[UERE X|HSIYAIR.

CEL Ck:

27 2t2HE route-reflector 2 748t

neighbor 22I0|AE = X|"ZgfL|C}.

neighbor /p-address route-reflector-client

StLES| AS Ol = Lt B & reflector 7t JAELICH B £ reflector & IBGP Aﬂﬁ A2EME M| g 0 O E
route-reflector & A 2|THL|Ct YEIXH O Z ZAUSH S 2{AEO 2C10|AHEN = StLtO| route-reflector Tt
UEL|CH 2 A2EHE route-reflector 2| 2t 2E ID 2 MHEEL|C}H O|F3E F7t6tn T L =E90| HOE
oot ™ StLtel S {AHO| 2] 7HO| route-reflector 7t AS 5= USLICE O] B SHAH BE ZE2
reflector & 4 HIE 22{AH ID 2 7/dl{0F A= reflector 7t 5Lt SHAEHS| CHE HZ reflector 2
QUOIO|E HEE MY & = QEL|ICH ST 222 HO| 2 & route-reflector = 27X S| AL YD

S 2ot S2HO|UE m[of B H| Z2t0|AE peer & 7HA[L AUO{OFRELILY.

route-reflector 7t S 2HO|| A Ltz HHS HASIH ID & FISHUAIR.
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“BGP Route Reflector 7/ Of| X" Al M
6. peers S=5}7|

BGP neighbors 0 shutdown

29

neighbor {ip-address } shutdown

BGP neighbor 0f| shutdown & &&EtL|C},

Run the following command to activate the neighbor:

eyl k)
no neighbor {ip-address } shutdown BGP neighborg g stgtL|Ct,
HE|-Z 2F2| mo| #45}7
ol mojL J|EHoz MY AZE Yo YojopeLct
e BEE 2Ysto ZE g 2/F ToE - deL T
FHo] 493
neighbor {ip-address } ebgp-multihop ttl BGP 2| neighbor & HE| & 2| peer £
T
BGP 22| 32 F45}7|
e Ael= 2R Z2EZ0| fM &% 5Yst= HIYLICL BGP = 2§ A2l W& #HEl 3 22
Hel & 3 7HX| RS #e| H2|E AFEELL 2 F BGP Of|A st5 ot 2= 2/F ZHElE EolE Lo
LH& BGP Ol ot o 2= WR HElE E0ELLL 22 d20= 22 H2[7F EA|lE UL BGP B2
Ze| He|E gt B Chs S dstuA L.
FHo 293
distance bgp external-distance BGP route 22| 2|2 LABHL|C}.
internal-distance local-distance
BGP Z=2| ZE| HE|E +F5te A2 AL LILE 2f AHE|= B= SHRE Z2EZ9| |20
OOk gtLICE W& HEls 2= 37X 28 Z2EZ9| |2t Z0{0F gL .
BGP timer ="35}7|
BGP keepalive & hold-time timer & +=7d5l2{H Ct3 HE S HASHHA| 2,
339 ks
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2AE o] E= T 252 keepalive &

holdtime EfO|HE F-dBLICH (B - X)

neighbor [ijp-address [ peer-group

name]j timers keepalive holdtime

no neighbor timer &S A& 3t0] BGP neighbor &= 1|0 1E2| EtO|HE
7| 2422 CHA] A|RFefL ot

=

Ct2 AS 9| 42 MED H|u

MED & Ol = S0|A x| Z2E MEsoF & [} &= Oj7f H-LICH Bl WX X2 MED ¢tS
7t g2t MA gL o

J|2XoR AIMo| BRIt ME E If MED HlDE SUBAS S| FE S0 B SYELCH P2 Mo
ARIGO| MED & HIDE 4 U2 7Y ¥ 4+ UsLITH

CHE AS 2| B2 7F MED H|R & Aot H oS B2 2SI

FYof L

bgp always-compare-med ASC| 4Z 7t MED H|RE =&gtL|C}.

BGP ZL|H St 7 A|E017

22| A= BGP of 2t H|O[S0|Lf CFE HIO[HH|0|A2| LIS HOLELD AXg 4= ASLICE ME S

Al
g=o| Us BAl E = ASH L

BGP 222 H|O|= 5! H|O|E{#|0] & X[27]

22| REOM OS BB S &S0l 1% Al HIO|S == BGP HIO|EH|O| A X[27] 23 % ¢

o
— - T -dH=2
B,

FHo 293
clear ip bgp * DE BGP ¢ZAS MHTLICL
clear ip bgp as-number XEE A& A A=o| BGP HEE2

clear ip bgp address X'gEl 0|29 BGP HZ S MP-d&L|C,
clear ip bgp address soft XEE Ol %9 E012= E&= LWe

HlO|E{H|O| A& K| L Lt

clear ip bgp aggregates 42 A B0 49 & B2E X[
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clear ip bgp networks

HEXI o o3 48 &l =&

NI

clear ip bgp peer-group name

Peer 2| 1E0|E2 X|SL|C}

clear ip bgp redistribute
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FHo ]
show ip bgp A|AEI0] BGP route table 2 EO{&L|CE,
show ip bgp prefix HEE LAt 5521
AX|St= 25 HAIBLCE
show ip bgp community ARUEl £d0 i 84 BEE
HEAlRLICH

show ip bgp regexp regular-expression

show ip bgp network

XM El BGP Z2E HA|TL|CH

show ip bgp neighbors address

XgEl o|29 Tcp HZ Sl BGP A0 Cist

AtMet SEE EAIRLCH

show ip bgp neighbors /address]

[received-routes | routes | advertised-routes]

£74%t BGP neighbor 22 H|Z dE2E

HEA[ZLICL

show ip bgp paths

D= BGP 42 FEE HO|HH| O] A0

HEA[RLICE

show ip bgp summary

D= BGP & MENE EAITLICE

RFE NOIM ZHE 2ot ™ BGP A2 F=H, BGP BEE 8510 42 =4l X d= MHS
BHIOF SUICH O TS SR
Command K
debug ip bgp * UM Ql BGP HEE FH LI
debug ip bgp all DE BGP MEE FXBL|CH
debug ip bgp fsm BGP 7|4 MEHE FHTL|C

debug ip bgp keepalive

BGP Keepalive HA|X|& F& LI}

debug ip bgp open

BGP open HIA|X| & =X BtL|Ct

debug ip bgp update

BGP 2UIO|E HIA|X|E FXE gLt

=2 T g

BGP ++d Of| X|

BGP route-map O Al

CHS OO M & route-map 2 AESI0] E0{2

HOEL|CH QI 2t E 140.222.1.1 O A =41 8t
aaa = 200 2 LXAZLLCH 2ZZ 24 =2/ 250

HE LI,

Az

EHH S
H=

2O £42 0|2 2tRHU M =Tt &
= Q2| JIFXE /35t ASPATH U A A
o2 AMTH|CH AEJ HEE|H L2 42

7t

2=
=



router bgp 100

neighbor 140.222.1.1 route-map fix-weight in

neighbor 140.222.1.1 remote-as 1
|
route-map fix-weight permit 10
match as-path aaa
set local-preference 250
set weight 200
|
ip as-path access-list aaa permit ~690$

ip as-path access-list aaa permit ~1800

CHS O0lAM B2 © freddy o & B &=2 X Al&
127 2 TS & B &52 O =S THES}

o

router bgp 100
neighbor 1.1.1.1 route-map freddy out
!
ip as-path access-list abc permit ~690_
ip as-path access-list xyz permit .*
!
route-map freddy permit 10
match as-path abc
set metric 127
!
route-map freddy permit 20

match as-path xyz

L2 route-map 2 ol MESiM 4Y &l Z2E

router bgp 100

redistribute rip route-map rip2bgp

route-map rip2bgp
match ip address rip
set local-preference 25

set metric 127
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set weight 30000
set next-hop 192.92.68.24
set origin igp

!

ip access-list standard rip
permit 131.108.0.0 255.255.0.0
permit 160.89.0.0 255.255.0.0
permit 198.112.0.0 255.255.128.0

BGP neighbor 74 0f

CHS OOl Af BGP 2t Ef= AS109 Off £efL|C AS109 = F 72| HESIE F=ELCH 2t*H0=

QF O|R (CHE ASOff U3), LHF Ol (5¥et AS Hm 2) 8l Q7 0|2 & 3 712| 0|R0| }U&

router bgp 109
network 131.108.0.0
network 192.31.7.0
neighbor 131.108.200.1 remote-as 167
neighbor 131.108.234.2 remote-as 109
neighbor 150.136.64.19 remote-as 99

neighbor-7|4t BGP Z=2ZE2| 0f

L|Ct.

L= 2 neighbor 7|Et BGP 2= EE 2| O ZL|Lt. as-path 2| HMA FE test1 S S10t=

2R E+E 715X 100 2 ¥ELICH as-path 2] WH A F5 test2 & S ZEHSH=
0|2 193.1.12.10 22 ®& & £ US| Tt

N
OMEHR 2 HMA B2 test3 2 E06HE 2= 0| 2H2E 193.1.12.10 (A 5 &

AL

router bgp 200
neighbor 193.1.12.10 remote-as 100
neighbor 193.1.12.10 filter-list test2 out
neighbor 193.1.12.10 filter-list test3 in

ip as-path access-list test1 permit _109_

ip as-path access-list test2 permit _200$

ip as-path access-list test2 permit A100$

ip as-path access-list test3 deny _690%

ip as-path access-list test3 permit .*
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I E -based BGP 2| route Z E 0f
CtE OOl M= ZE e1 /02 27 HWMAE Soff 2HE EHE2 EO0FLICL

router bgp 122

filter vlan10 in access-list acl

S G0N E HMA S filter-network S MM A = filter-gateway HS
Z2E A0l EHYSI0 HERYIA Hoot HO|ELO| FAE 242t HHSI= %“?:1% 29

rulru
>
oo
O
=}
Ft|
E

router bgp 100

filter vlan100 in access-list filter-network gateway filter-gateway

CS Ol = prefix list filter-prefix 2t prefix list filter-gateway & AME510] HEX 3T HZ 9}
AO|EQIOl F=AE 212 HHESIH ZEOM A0 Z2E EHYSI= LE-ES 20FLCL

router bgp 100

filter * in prefix-list filter-prefix gateway filter-gateway
prefix-list 7|8t 2 TH T4 o

Ch2 o= 7|2 42 0000 /0 7t AREJASE B FL L
ip prefix-list abc deny 0.0.0.0/0

Lt O = prefix- 35.0.0.0/8 1t €X[5t= 427t 5{&EE EOlELIC

ip prefix-list abc permit 35.0.0.0/8

Ct= O A0 AM= / 8 Ol A / 24 AtO|2] ZO|E 7t%! prefix Bt BGP ZE M A0 A {8 & L|C}

router bgp
network 101.20.20.0

filter * in prefix max24

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

ChE G0N 2B = 25 428 EH YA prefix Z0[7F 8~ 24 AtO] 2
B2 B 5 gLt

router bgp 12

filter * in prefix-list max24
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ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

CtS Ol = prefix Z0|7} 24 0|52l AZ7F & 192/8 Of| A S{EE S 2O FL|C

ip prefix-list abc permit 192.0.0.0/8 le 24

CHS O = prefix 20|17t 25 & =utot= B27F 4 192/8 A 3{ &&= Eo{ELICH

ip prefix-list abc deny 192.0.0.0/8 ge 25

CHS Ol = prefix 20|17t 8 ECt 311 24 HCt X2 AZ7 5|82 20 FLCt

ip prefix-list abc permit 0.0.0.0/0 ge 8 le 24

CHS Ol EFAF Z2017F 25 & =aot= 427t AR EleS 2E0EL L

ip prefix-list abc deny 0.0.0.0/0 ge 25

Chs Ol= WESR3I 10/8 2 = 27t ARLUSE 2L CH
A 2eiA HES3 10.000/8 o A3 7 32 H{ERLD HALL 2o H
RDE HAZ7t ARE L

ip prefix-list abc deny 10.0.0.0/8 le 32

CHS GO M= HIEQR 204701 / 24 O OFAS Z0[7} 25 8 X2 RE AEIL HREEQYSS
HOELIC

ip prefix-list abc deny 204.70.1.0/24 ge 25

Chg o= 2E 327t o 8&8s B FLICh:

ip prefix-list abc permit any
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LS o= &0 redistribute static = AR 193. . * . * 22 M&S=0| AMEE LT}
ip route 193.0.0.0 255.0.0.0 null 0

!

router bgp 100

redistribute static

o| StLt Ol o B2t X[ & Helof £33 o3 90 W2 BGP 22 E H|O| =0 HA
YLICE A B2= A8ALAS 2l A= ZHFE|N BA| EOAM &2 & 5 U= atomic

router bgp 100

aggregate 193.0.0.0/8

CHE Ol= &A Z2 193. * * *& £ 21} Broadcast 0| Al 2E Neighbor 22 EOfl CHEE XpAf st
d2E HMotots EEE E0FL O

router bgp 100

aggregate 193.0.0.0/8 summary-only

BGP Z £ reflector 4 0f

CH22 Z 2 reflector 72| O 2LIC} RTA, RTB, RTC % RTE & &8t AHX| A|AH AS 200 Off £8HLICE RTA £ 22
reflector &2 S}X| 2t RTB & RTC & 42 reflector 7|%% EFEHSL|CE RTE &= YEHA Q1 IBGP O| 2 YLICt RTD &
AS100 O] &30 RTA 2t°| EBGP ¥ Z2 P TLICt 182 ChSat 25 Lot
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RTA 7+/d:

interface vlan110

ip address 2.0.0.1 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

!

router bgp 200

neighbor 2.0.0.1 remote-as 200 /*RTC IBGP*/
neighbor 2.0.0.1 route-reflector-client
neighbor 3.0.0.1 remote-as 200 /*RTB IBGP*/
neighbor 3.0.0.1 route-reflector-client
neighbor 5.0.0.1 remote-as 200 /*RTE IBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
network 11.0.0.0/8

|

ip route 11.0.0.0 255.0.0.0 2.0.0.12

RTB 74 :

interface vlan110

ip address 3.0.0.2 255.0.0.0

!

router bgp 200

neighbor 3.0.0.1 remote-as 200 /*RTA IBGP*/
network 13.0.0.0/8

ip route 13.0.0.0 255.0.0.0 3.0.0.12

RTC 7+ :
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interface vlan110
ip address 2.0.0.2 255.0.0.0
!
router bgp 200
neighbor 2.0.0.1 remote-as 200 /*RTA IBGP*/
network 12.0.0.0/8
|

ip route 12.0.0.0 255.0.0.0 2.0.0.12
RTD #4:

interface vlan110

ip address 4.0.0.2 255.0.0.0

I

router bgp 100

neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/
network 14.0.0.0/8

!

ip route 14.0.0.0 255.0.0.0 4.0.0.12
RTE #4d:

interface vlan110

ip address 5.0.0.2 255.0.0.0

!

router bgp 200

neighbor 5.0.0.1 remote-as 200 /*RTA IBGP*/
network 15.0.0.0/8

!

ip route 15.0.0.0 255.0.0.0 5.0.0.12
BGP At& Zg Al o

ChE 082 AHX| A A|IA" #+42 EOo{FLICL RTA, RTB X RTC = IBGP &2 BHEL|CH
RTA, RTB % RTC & AHY XHX| A|AE 65010 Off £2HLICH RTE = AFE XpX| AJAE 65020 Of
£ BFLCE RTE & RTA = XHA| 28 A|AH] 0| M EBGP G2 S #MTLICL

AS65010 X AS65020 & AHX| At A|AEES FTETL|CH REX| 28 A|A"> o Mz = AS
200 YL|Ct. RTD &= AS100 Off £gtL|C} RTA E &3 RTD 2F AS200

7+ofl EBGP ¢ 0| - E L T}
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RTA T4d:

interface vlan110

ip address 1.0.0.1 255.0.0.0

|

interface vlan111

ip address 2.0.0.1 255.0.0.0

|

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

|

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.2 remote-as 65010 /*RTB IBGP*/
neighbor 2.0.0.2 remote-as 65010 /*RTC IBGP*/
neighbor 5.0.0.2 remote-as 65020 /*RTE EBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
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RTB ++:

interface vlan110

ip address 1.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.2 remote-as 65010 /*RTC IBGP*/

RTC ++/d:

interface vlan110

ip address 2.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.2 255.0.0.0

!

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 2.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.1 remote-as 65010 /*RTB IBGP*/

RTD #+d:

interface vlan110

ip address 4.0.0.2 255.0.0.0

!
router bgp 100
neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/

RTE +d:

interface vlan110
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ip address 5.0.0.2 255.0.0.0

!

router bgp 65020

bgp confederation identifier 200

bgp confederation peers 65010

neighbor 5.0.0.1 remote-as 65010 /*RTA EBGP*/

9. route-map BGP community £42] 0f

CH22l 0= B O] route map set-community 2 neighbor 2| Lt7t= A& 171.69.232.50 £
YO O|ESte0 AHEELUCHL §EF HRLUEl 4 2t no-export eUM2A =25 aaa 2l 22 E S

T = ASUCH O E Z2= 44X Broadcast & =& e LT}

Ir

EEAHRUEl 54 22 AS200 2| BGP MM AEMIL XAISCE At A|AH RE ZEE
Broadcasting St& A2 WX gLt

router bgp 100
neighbor 171.69.232.50 remote-as 200
neighbor 171.69.232.50 send-community

neighbor 171.69.232.50 route-map set-community out

route-map set-community 10 permit
match ip address aaa

set community no-export

!

route-map set-community 20 permit

LS OOl M route map set-community B & 0{ = neighbor 171.69.232.90 2| =&

B25 YUOIESIE O ArSELICH S ¢tE HRLIEl £d 2t 20022

TASIMAIR. CH2 A2 = M4 Broadcasting S =3 $tL| Tt
route-map bgp 200

neighbor 171.69.232.90 remote-as 100

neighbor 171.69.232.90 send-community

neighbor 171.69.232.90 route-map set-community out

I

route-map set-community 10 permit

match as-path test1
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set community-additive 200 200

!

route-map set-community 20 permit
match as-path test2

!

ip aspath-list test1 permit 70$

ip aspath-list test2 permit .*
Chg o= 222 MED 3 22 24 =918 2F 2HRHM FdgLct

HRUEl &8 2ol wat 171.69.232.55. A FLIE| S5 com1 1t X|3h= ZE Z 22| MED £ 8000 22
TggH . of B20l= & LIEl £0[ "100 200 300" X "900 901"
=7t 2etd 4 AS UL 0|2 FR0= O E &9 40| UE + AFHLL

HARUE S5 com2 £ El= 22 2Z 24 =98 500 22 gLt

2 28 =22 5022 FHSIMAIR. [2tA 0|2 171.69.232.55 9| LIHX| ZE HZ2o| 2E 2
250 L

router bgp 200

neighbor 171.69.232.55 remote-as 100
neighbor 171.69.232.55 route-map filter-on-community in
!

route-map filter-on-community 10 permit
match community com1

set metric 8000

!

route-map filter-on-community 20 permit
match community com?2

set local-preference 500

!

route-map filter-on-community 30 permit
set local-preference 50

I

ip community-list com1 permit 100 200 300
ip community-list com1 permit 900 901

ip community-list com2 permit 88

ip community-list com2 permit 90
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SFEL|O] IP Subnet B2

e

-

SFEQ| 0] IP Subnet 2= P 2| M2 mstnf SAFSIL|CEH SLEL| 0] IP Subnet Z27}
SHABIE|X| %2 EF 1P FATF S B MY HAIX] 2o EA|ELICH 50| JAoH
HAIX|I7t SFEQIOE S MEELICE siE &=0] 2™ HA[X|7} CPUR ©E & Ch&
AZEQIOE S MLt

SIEQIO] IP Subnet A2 =0 &= CH4 Subnet, OtA3, CHS 2| IP 4, QHL0|A S0|
ZSHEILICEH SHEQ0f IP Subnet BE7F ESHE| M (P FHA| 7} MTjst = A

IP Subnet 42 &52 ZQITHL|CH YX| @E | YA HAIX|= O & IP FALp LA

l:l

g0 X8 AHLO|AE Sl Y ™ ELICE SE=0] IP Subnet 32 &=0| g2
M2l S flof HAIXIZt CPu 2 H&E L

SIEROf IP Subnet Z20|= At & &2 & 7HX|7t ASLILE =8 EZEOM= SHERO
IP Subnet 328 #8522 YL L SHX| MEUH [ 2l 0237t = e E &52
HX TEEIO{OF LT Ats REOM A[AE2 LT B2E 5=/ Subnet 320
XSS 2 FIrLCh SHESIOf Subnet 27F AR E|H 25 AL Ats o2 R ELCL

SIEQ0] IP Subnet A2 T1/435}7|

SLESIO] 1P Subnet Z2 TABHE B CHS TS S 8SHIAIR.

cHA| LYl 29
1 [no] ip exf StESQIOf IP MEU 2t 8 S &3t £
HigdatetLct
2 [no] ip exf down-up-threshold ZCHEHS O <Number>7r2o| D2t |
<Number> exf 7| 55 g43letLct
3 [no] ip exf exclude-slot <S/ot/D> exf 7| 52| SlotiD & Z=&etL{Ct

SEQ)|O] IP Subnet 22 2| B =I5t

Bof 2y
show ip route ox 42 FHYEE BoELCL
IP-PBR T4
IP-PBR 7+

IP-PBR 2 29X Ho| SIEH O E S £2ZEQO PBR 7|52 T LIL
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PBR 2 I 7|gt 2t S LIEIYLICE PBR & AFESHH AL&At= 2R E 29

3
ZZEZ0| ot EF M0 o|E & = ASLICE 2ZEY O 7|8 PBR 2 LS A 3 A4S
X
A

ANotnze HHAS X AYYLCE YHo| H= D20 Chol tHZ 82l IP T2 £ ZES
X8 = ASLICH PBR22E HHAS X AStD M X/ D210 o2 74| Lt & IP =&
L= ZES HEYUM

B2 Yo o5 X gE ChZ & = ARP 7L 0[0] b5 & ZR0|2 IP-PBR 20| E77t =ot1
SIS Al0] B0 ZhE g = AS L CL TfAI0] IP-PBR M-S TESHH SHEQ0] =0
I{ZlS 20| X’83t= CHg & (NAP) 222 M TEY L O Z2M A& CPU 7 HSSHK|
= StEHOOf 2o 2tz E LT IP-PBRO| 2f3f ZRE & I{A2 7t =2 4 =/E
7FXI0H 1P-PBR T+ &1t LX|SHX| E= L2 STO| CPU 2 ZQ/ Y ELIL.

G IP-PBR 2 IP ACL ‘M1t CHg & IP =2 FHS X[AZLICE o3 749 thg 0| T+ 9=
M B S0t g 50| MEYE LTt IP-PBR 2 ot A9X| HOj| o3 doikl= S7t 2t ES

A AU StEH A & 2t 0= 71 40| 2RsHX| gEL T

IP-PBR 2 Ct2 M 2t 8 FPS XAgH

L route-map WORD

° match ip address WORD

] set ip next-hop XX X X [load-balance]
IP-PBR 2 22 H2| FM 2t dut =5 CHELICL IP-PBR 2 &3

C
MEistn Ru3t CHS B0 $OB WS H2|: 2HRE Q) Y 2252 Hutx ol
A El

IP-PBR & 3t/H| 2 d 3t

HHo My
ip pbr IP-PBR 7|'SEASIILICH (7|2 H o= Hlgs YLt
no ip pbr IP-PBR H|EHg et LI Ct.

IP-PBR 2 7| 2H 22 H|Z gt SEfYLIC.

Ty 5 22

IP-PBR 2 745l2{H LSS SESIYAIR.:
ACL 47d;

route map 4 ;
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port 0| route ma

8
ACL S Pt=2{H O3 HEE AR
BHo| odd
ip access-list standard net7 ACL T8 BEE A|ZStD ACLE FolgtLtt.
route-map = ST CHZ BHES HASIHAIR.
Fdo] g
route-map pbr route-map 74 ZEE A|EEL|CH
match ip address access-/isfprefix-list Match-up X 4.
set ip next-hop A.5.CD IPIZS| Ot & FAE TETLIC
P bl mEO|M B 2UE NBHAT 13 WIS ABHIAL.
HEo] dF
interface QIEmo|A +d REZ
interfacevian_name =0{ L Cf.
ip policy route-map ZEOM FM 2t EE MLt
route-map_name

A
T

MVC 2L EHZ % |X &

EXEC ZEOAM O BHE &

Ao M2

o =
iyl 2%

show ip pbr RIP 40| CHot WEE HAISH= O A ELICE.

show ip policy IP-PBRO| X &8&|= ZEE HO|FL|C.

show ip pbr policy IP-PBR S7} 22 0| Cigt EE HAISI= O
A& E LT

debug ip pbr IP-PBRQ| C|H & ALRX|E %t e HZ2 25
ol Ar8ELICt.

IP-PBR O] HAE|X| Gi= L7t EAIE LC

switch#show ip pbr

IP policy based route state: disabled

No pbr apply item
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No equiv exf apply item

IP-PBR &l 2HEE 2= O|0[H & Ll 25U

switch#show ip pbr

IP policy based route state: enabled

No equiv exf apply item

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

IP-PBR MM 2t & HE = of2ffet Z&L|Ct:

switch#show ip pbr policy

IP policy based route state: enabled

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

St 2t e 27t or2fof Ltef S LICE:

switch#show ip pbr exf

IP policy based route state: enabled

Equiv EXF has 1 entry active.
Entry sequence 1, handle c1f95b0
Dest ip: 1.1.0.0/16
90.0.0.3

192.168.213.161
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IP-PBR T’ Of| X

221K 8.

ip pbr

interface vlan1

ip address 10.1.1.3 255.255.255.0
ip policy route-map pbr

!

ip access-list standard ac1
permit 10.1.1.21 255.255.255.255
!

ip access-list standard ac2
permit 10.1.1.2 255.255.255.255
!

route-map pbr 10 permit

match ip address ac1

set ip next-hop 13.1.1.99

!

route-map pbr 20 permit

match ip address ac2

set ip next-hop 13.1.1.99 14.1.1.99 load-balance

SRl

29{X|= VLANT Ol A =41 o T 2l0f ChHol ZM 2t Eds HEYLICH &2 1P 7H10.1.1.21 0|2

ChE 201 13.1.1.99 ¢ Tj2I0f CH3H &2 1P 7k 10.1.1.2 1 THZL0f Cf H =X pbr 20 0 H8;

set ip next-hop Ol = load-balance 07§ =7t 7| MZ0 22X B2 FHX| Ip =40 e}
AHEOZ 131,199 ££ 141199 & E7+2 Me4gtL|C.
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Multi-VRF CE 72

e
7t AP (VPN)2 Of2] 22t0|QE HERQIAZL ISP oM HSdt= HYES 37 & U=
oS WS M SeL|ch YHtA o2 StLES| VPN 2 ISP 2| 2t EOA S8 2t E HO0l22
SHote 2E0|UE HERA Eez FHELC 2 220|UE HEYI= ISP HEYR
X AHHO|A0 HHEH ISP FX|= 2t AIHI|0[AZ VPN 2t E HIO| 21 HAZATL Tt
SHLES| VPN 228 HIO| 22 VRF (VPN 228 / M2 H 0| 2)Q LTt
VRF & 2HIHOZ MPLS VRF VPN It 22 P (Prowder Edge) ZX|0f| H=E L|C}. PE = O 2
VPN £ X[ &30 ZH VPN Ol = IP FA7F AE A= S8H 2 1P F& 70| JASLCH OHE
Z2t0|HEQ| VPN 2 PE 9| Eré QIE{IH O] & % HAZSh= gHH PE = T2 =4 ZEOf e}
AArr g 2t Hol2E T
LS VRF CE= O{2f 22I0|HE HEXIE PEOA CEZ HZASI= &YUS MAHSHs ARE, CE
|:|| PEE E?E;‘ﬂ.f | % |7<-| Elﬂ |:||- OIOD:|EI|_||:|. o| I:II-I:HOE PE | zE E|_¢_ﬁ7|-
MNEELCH €3t CE&= 2f VPN Of| Cist VRF 2t2 8 HO|E2 || 22[ZL|CE S2t0[QE

HEIS A2 HAN CEOAM EE & CHZ IO ISP HERIASE SH S = PER

I—|¢EI |_| |:|-

MCE 9&S5t= 29X CHE ZEE Solf CHE S20|YE HESQAE ¢4 of 30| ZEE
VPN 2t Ho| 21} HZASILICE (FAF ZH[E VLAN ZEO| VRF 714 O X| gL Ch.

MCE 7|52 Ch7i Ci++2 MPLS-VRF VPN UIES|= 2| 0| X|0f H{X|&E LTt Multi-VRF CE, MPLS

go]2 A2[d X MPLS MO AES2| 7|52l Ml 7tX| 7|s2 SEXEYLICH O& 1.1 & MPLS-VRF
VPN HEYIE EFL|C}

Switch

2! 1.1 MPLS-VRF VPN W E Q32| MCE Switch

CERte| 4= 4

Multi-VRF CE AQ|X[= Ol 88X 2tRE Z2EZES Sl CEQR| 28 4% = JASL|CL
CEE 2t2H £= O|Eul AQX|7} & £ QEL|CL X dE[& 228 TZEZ 0= OSPF RIP &
BEIGRP 7t =&t & L|CE MCE 29 X[ 8N 228 28 X|gL|C}



Zs17| fIs MZ CHE VLAN ZE 7t

A4
E = VRFQF ##H0| JO{OFRHLICE CE &

E =
| =
QLT VPN 2 ¥ ZSH= O AFEE|= VLAN ZE
£ X 2Lt gi&Lch

PE 90| 32 7Y

MCE 29| X| (MCE)= StLt O] 2| PEE HZAY 5= UAX|T MCE R HAE PE= 25 VRFE
TS| OFSIL|CE MCE = CE 25 E MCE 7t H1S ZZ22 PEO| ME38D PE2EE A2
S20|E YEYAS F2E st&giLCt
BGP OSPF, RIP % BEIGRP O 242 £X 2}9& T2 E2S E3] MCE 9 PE 210 VRF 2t2ES
T = JUSLICL EE VRFE2E o2 14 & & JSLCH

AHIM O Z MCE @ PE = AMZ CIE X}2 A|AHIO| 238 C}. H2FA EBGP 2 AF23H0 MCE 2f
PE 7H0l VRF 2t EZS TASHE B 0[0] 2A{Q| A Lt

Multi-VRF CE %+

7|2 VRF 4

Is 7|12 4

VRF VRFE 7|28 o 2 H|Zd3l HEfL|Ct

H2E 427 7|2 2t S HOlE0 FHELICH

VRFO| VPN &H&F A Route-distinguisher”| = H| 243t (RD).

23/ =8 228 Yo YELITH RT).

X VRF 42 %= 10240

VRF port N/A.

IP Express Forwarding SIEQIO] Ip 2t B2 3t £|o| UAX| AELICL

MCE 7+ =

VRF 74

VPN Z2 74

PE 2t CE AtO|2] BGP B &2 TA3}7|
PE @t CE Zt2| VRF ¢4 0l
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MCE 4

VRF 7t

L} EE= Ch=2| VRF &

g5t Chg EHAE 3§

S PNEN

CEL

29

Switch# config

29K 9 REZ SofYLCh

Switch_config# ip vrf vrf-name

VRFE ‘445t VRF 714 ZEZ SO{ZL|Ct.

vrf-name: Z[C{ 31 X2 VRF 0| &

Switch_config_vrf# rd route-distinguisher

route-dstinguisherS 144 8tL|Ct.

route-distinguisher: 42 LHXE
L0 QN ID nn £ 1P} nnE P ELICEH.

olojguct At

Switch_config_vrf# route-target
{ export | import | both }

route-target-extened-community

C

e/ £8 VRF K<

ot

& & VPN

N/ 2
mjo

2HELICH

route-target-extended-community: At& =09l D2}
Lt 2 Pt HE g E L

Switch_config_vrf# interface /intf-name

IHIo|& 71 RE2 SO{ZHCH

intf-name: QIE{I|0|A Q| O|E& o|O|gtL|LCt,

Switch_config_intf# ip vrf forwarding vri-name

VRF2t 13 QIE|H| 0| A5 HZTLICH

vfi-name: VRFQ| O|&& 2|0|gtL|C}.

Switch_config_intf# exit

QIEmO|A 71 REE =L

Switch_config# ip exf

ip SIEQIO 2t S ARE.

Switch_config# show ip vrf

[ brief | detail | interface ] [ vr-name]

VRF HEE ZolgtL|Ct

Switch_config#no ip vrf vr-name

A= VRF & VRFRF L3 QIE{TO|A ZHo| EAE

APH| gL T,

vfi-name: VRFQ| O|&& 2|0|&tL|C

Switch_config_intf# no ip vrf forwarding L3 QE{ M O|AL VRF 72| 2A|

i

A

ot

FLICE

[ vrif-name ]

VPN 22 14

Z 2= BGP OSPF, RIP, BEIGRP = 1 AZ209| 74
UAELICH OS2 CHE 22 +41t



Note:
S210|HE HEKXAO AZASHY| {8 MCEOf| 2t EZt 2 4E[H 2t &
ZZEZO| VRF £ & X[YloFetL|Ct VRF = 02 FX[of] 719 & 27t

A& L

o ek

Switch# config 22K 7 BEZ SO0{ZLLC.

Switch_config# router ospf OSPF-VRF HEE A|EStD 7+ REZ SO{Z LT}

process-id vrf vrf-name

Switch_config_ospf# network network-number OSPF HEQ 3, o223 & EY IDE FolgLCh

network-mask area area-id

Switch_config_ospf# redistribute bgp ASV X9 El BGP HESQ/ZE OSPF HESIAZE MEEL|C
Switch_config_ospf# exit OSPF 7 ZEE Z=gLCL

Switch_config# show ip ospf OSPF ZEZEZ0|| CHg WEE EHAMLLICE
Switch_config# no router ospf process-id OSPF-VRF 2t 8 #d2 ArHgtLC

VPN ZZ T1°d PE 9 CE AMO|9| BGP HZE +4

(e 7 YHS BISUAL.
HE@o] a4y
Switch# config 22X 4 ZEZ ST
Switch_config# router bgp A& A2"> HD E X|H50 BGP ZE2EEZS
AlEtStD BGP 4 B2E T Y.

autonomous-system-number

Switch_config_bgp# bgp log-neighbor-changes | BGP 0|2 R#HZ0| L3t 7|2 & A|=tgtL|Ct,

Switch_config_bgp# address-family ipv4 vrf VRF address-familyQ| 74 ZEZ S0{ZFL|C}
vrf-name
Switch_config_bgp_af# redistribute ospf OSPF 22 & HEE BGP WEYIAZE HME.

ospf-process-id

Switch_config_bgp_af# network network- BGPO|| 2lsf| HiZ k&= HER D Wz et OtAT
numberyprefix-length ZO|E FdgLrt.
Switch_config_bgp_af# neighbor address neighbor 2| BGP neighbor 2} ASHZ &

MSHL|C
remote-as ASN TdgLct.
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Switch_config_bgp_af# exit-address-family address-family2| 7+ ZE F&.

Switch_config_bgp# exit BGP #+d ZEE Z=TL|CL

Switch_config# show ip bgp vpnv4 BGP-VRF 228 HEE =QlgtL|Ct.

[all|rd | vrf]

Switch_config# no router bgp ASNV BGP 2t E TME AXELICE

PE @} CE 7tQ| VRF & =0l

E S CEQ VRF S =0I8l2{™ VRF S M1}t &4 PING HEHE AFRSIMA| 2.

o] EL

Switch# ping —vrf vrfname jp-address VRFO| =AE PING Eg &gt ot

MCE /8 Of| X

08 212 7tehst VRF HEQAE 2O FLICEH ST S2 & 25 Multi-VRF CE A/ X| L C}
S11, 512 8 S13 2 VPN1 Off £3tH, S21 W S22 = VPN2 O] &6t 257F 028 FHX| QL Cf,
OSPF ZE2= CEQF 178 AHX|Zt0| A E|0{0stH BGP A 2= CE @ PE AtO|0f
T4 = of O L Ct.

st PE S2

: L L : VPN1
e s13
- Gon GO/ 4®
| GO)2 — GI1  Gl2 — GOJ2 |
S12 f o - ;
; - . § VPN
i . . ; 522
6o - . i
GO/3 §4SGO/1 ] )
VPN2 | - . é
s21 |

% 2.1 MCE 78 ofX|

34



CEE gZots =2[H 2HH 0|22 VLAN £4 F48:

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

IP =4 8 VLAN QIHI0|AE FdgtL(Ct
Switch_config# interface VLAN11
Switch_config_v11# ip address 11.0.0.2 255.0.0.0

Switch_config_v11# exit

CE2f 174 HX| Atole] 2o Z2EZ F14:

Switch_config# router ospf 101

Switch_config_ospf_101# network 11.0.0.0 255.0.0.0 area 0

Switch_config_ospf_101# exit

MCE-S1 #+/4

Multiple-VRF CE ZX|0|AM VRF & Fd&FLICE.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 100:1
Switch_config_vrf_vpn1# route-target export 100:1
Switch_config_vrf_vpn1# route-target import 100:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 100:2
Switch_config_vrf_vpn2# route-target export 100:2
Switch_config_vrf_vpn2# route-target import 100:2

Switch_config_vrf_vpn2# exit

2mouw gEQ 27X TE

i

Switch_config# interface loopback 0

Switch_config_|0# ip address 101.0.0.1 255.255.255.255

TASID FoE TEQ

L2E BGP ZE2EEO| EIRH D2



Switch_config_|0# exit

SI2S1MMEF0/12EZE 8, S212 G0 /4 ZEE S|, PEE G0 /2 ZEE S
Aggct

Switch_config# interface gigaEthernet 0/1

Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/4
Switch_config_g0/4# switchport pvid 15

Switch_config_g0/4# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQ|X|9| L3 VLAN ZEE T4t VRF & VLAN ZEOf HQIHs D |p FAE g8t Ch
S12 % 7iel =2|x ZE 2l VLAN21 It VLAN22 & &3l PE E HZA-LICE VLANTT It
VLAN15 2| & ZE = ZtZf VPN1 If VPN2 & HZg L Lt

Switch_config# interface VLAN11

Switch_config_v11# ip vrf forwarding vpn1

Switch_config_v11# ip address 11.0.0.1 255.0.0.0

Switch_config_v11# exit

Switch_config# interface VLAN15
Switch_config_v15# ip vrf forwarding vpn2
Switch_config_v15# ip address 15.0.0.1 255.0.0.0

Switch_config_v15# exit

Switch_config# interface VLAN21
Switch_config_v21# ip vrf forwarding vpn1
Switch_config_v21# ip address 21.0.0.2 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2
Switch_config_v22# ip address 22.0.0.2 255.0.0.0
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Switch_config_v22# exit

CE 2t 24 FX| ALO|2] OSPF B2 7.
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 11.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 100

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 15.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 100

Switch_config_ospf_2#exit

PE o CE ALO|2| EBGP B2 4.
Switch_config# router bgp 100

Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# redistribute ospf 1
Switch_config_bgp_vpn1# neighbor 21.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 22.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 4.
Switch_config# vlan 1,11-12,21-22

A9Rlo] HEY F2 Mg B

Switch_config# ip exf

37



PE T

VRF on PE T+4:

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 200:1
Switch_config_vrf_vpn1# route-target export 200:1
Switch_config_vrf_vpn1# route-target import 200:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 200:2
Switch_config_vrf_vpn2# route-target export 200:2
Switch_config_vrf_vpn2# route-target import 200:2
Switch_config_vrf_vpn2# exit

2 1IH
- =

HH
Switch

PIHEO|AE 2t H AHXIE FESHA|2:
config# interface loopback 0
Switch_config_l0# ip address 102.0.0.1 255.255.255.255

Switch_config_l0# exit

PEQICEE HZst= 2218 UHIOA P4 :G1 /110Gl /2= 22 STt s2 & FFSLICh
Switch_config# interface gigaEthernet 1/1

Switch_config_g1/1# switchport mode trunk

Switch_config_g1/1# interface gigaEthernet 1/2

Switch_config_g1/2# switchport mode trunk

Switch_config_g1/2# exit

S12 AZAsHE PE Ol L3 VLAN QIEHO[AE Pt Ch
Switch_config# interface VLAN21

Switch_config_v21# ip vrf forwarding vpn1

Switch_config_v21# ip address 21.0.0.1 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2

Switch_config_v22# ip address 22.0.0.1 255.0.0.0
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Switch_config_v22# exit

S2 & PZ3h= PE 2| L3 VLAN QHHO|AE FdgtL Ch
Switch_config# interface VLAN31

Switch_config_v31# ip vrf forwarding vpn1

Switch_config_v31# ip address 31.0.0.1 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.1 255.0.0.0

Switch_config_v32# exit

EBGP of PE 714:
Switch_config# router bgp 200

Switch_config_bgp# bgp log-neighbor-changes
Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# neighbor 21.0.0.2 remote-as 100
Switch_config_bgp_vpn1# neighbor 31.0.0.2 remote-as 300

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# neighbor 22.0.0.2 remote-as 100
Switch_config_bgp_vpn2# neighbor 32.0.0.2 remote-as 300
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 2 #4310 MEUY 28 HME2 gdatetL
Switch_config# vlan 1,21-22,31-32

Switch_config# ip exf
MCE-S2 4

VRF 74
Switch#config
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Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 300:1
Switch_config_vrf_vpn1# route-target export 300:1
Switch_config_vrf_vpn1# route-target import 300:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 300:2
Switch_config_vrf_vpn2# route-target export 300:2
Switch_config_vrf_vpn2# route-target import 300:2

Switch_config_vrf_vpn2# exit

Fou FEQ 22|X RES AN RIY BEO FAZ BGP TRESC| ASH DZ

Switch_config# interface loopback 0
Switch_config_l0# ip address 103.0.0.1 255.255.255.255

Switch_config_l0# exit

S2=F0/12EE %6H S132 ¥ZSt1 G0 /3 ZEE Sl S22 & HZStN G0/ 2 EEE

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 41

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/3
Switch_config_g0/3# switchport pvid 46

Switch_config_g0/3# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQK|Q| L3 VLAN ZEE M3} VRF £ VLAN ZEO| HIQIES D |p FAZ ATHL|CH
S2 = £ 7o =2| ZE QI VLAN31 I VLAN32 £ E38ff pE £ HZASLICE F 7o ZE 9l

VLAN41 I} VLAN46 2 Z+ZF VPN1 If VPN2 & S Z L C}
Switch_config# interface VLAN41

Switch_config_v41# ip vrf forwarding vpn1
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Switch_config_v41# ip address 41.0.0.1 255.0.0.0

Switch_config_v41# exit

Switch_config# interface VLAN46
Switch_config_v46# ip vrf forwarding vpn2
Switch_config_v46# ip address 46.0.0.1 255.0.0.0

Switch_config_v46# exit

Switch_config# interface VLAN31
Switch_config_v31# ip vrf forwarding vpn1
Switch_config_v31# ip address 31.0.0.2 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.2 255.0.0.0

Switch_config_v32# exit

CE 2t 024 K| AO|2] OSPF B2 T4,
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 41.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 300

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 46.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 300

Switch_config_ospf_2# exit

PE 2t CE AO|2| EBGP B E T.
Switch_config# router bgp 300
Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization

Switch_config_bgp_vpn1# redistribute ospf 1
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Switch_config_bgp_vpn1# neighbor 31.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 32.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 244,
Switch_config# vlan 1,31-32,41,46

A9X|o] MEU F2 TES et

Switch_config# ip exf

S22 7+

CEQl E2|A QAHMO|AS| VLAN £dE T35t 2IHI|O[A g0o/1 & 83l S22 2F S2 &
AES A2

Switch_config# interface gigaEthernet 0/1

Switch_config_g0/1# switchport pvid 46

Switch_config_g0/1# exit

IP =2 8L VLAN QBT O[AF TG RLIL.
Switch_config# interface VLAN46
Switch_config_v46# ip address 46.0.0.2 255.0.0.0

Switch_config_v46# exit

CE 2} 02 ZX| Atole] 28 Z2EE T4
Switch_config# router ospf 103
Switch_config_ospf_103# network 46.0.0.0 255.0.0.0 area 0

Switch_config_ospf_103# exit
VRF g4 HAE

S1O0|A PING HEHS MaSL0] S1.1F S11 AFO|Q] VPNT HZA S SQISIAMA| 2.
Switch# ping -vrf vpn1 11.0.0.2
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--- 11.0.0.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms

Testify the connectivity between S1 and PE:
Switch# ping -vrf vpn1 21.0.0.1

--- 21.0.0.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms
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HSRP ZE2EZ 1A

e

HSRP = 7|2 7 0|EQ0| IP FAE TAE |EEE 802 LAN O A IP ZAE0| CHEH K EHAY

52 Maotd =2 HERA 71882 MEdte #E LE LI HSRP =

7tE80 S| ESHA| B 1P ERfE S 2t ERLILE Of IEIO[AE AESHHE

0

2HPE| CIE{H0|AS S ALZSt0] £t 7hy BHRE E& 7|2 o|EQI0l B
LAN O SAEO| M3 & ¢ RUELICE HSRP 7F WIET = NIBE 4o 74

L— O

7t 2R EE FEE Ef

IP F=AE MSEHCE HS
IPHERI F&S Arﬂ%
HME5te s & 2R EQ
HSRP = X| & & E+$E1
7] 2E2 MAC R IP F
2= YHl= 2tRH *'uH

UDP 7|8} hello THZlS ELfOE

_I_

0|.J ;9 F|F
oF o nH
- |I9_|'
L

|ru§

rulruf"
=
Q=
Q_I-
-
=

|-|II
A2 gy o

n
>|-_

Control Message Protocol) 2]
H| g ot LT

_OI 7*7<| St MEREl Cf7| 2t &
ofL|Ct st 22 CH7| 2t E 7t MEHE LICE HSRP &
X5t 2 O] 2tRHE X|785t7| fIs BE| IHAE
|Ct QIE{ O] A0 Al HSRP & 3t ICMP (Internet
M HAIX|7F 7|2 F o2 ST QI @ 0] A0 CHaY

—?—7}01| FEl&= 7H MAC (Media Access Control) =22t
o] 9| HSRP 7 2t E7t 7t 2R E S| MAC F22F
f” 2t E= EMSHA| ELCHL M2 HYS

Al

HSRP = EZ & , E2 B2 FDDI % ATM LAN HIEQI3 £ X|SHX| &1 O|Eul y A E

0|'

o|H4l / VLAN HERINAM 7o

P A HE.

Il

HSRP Z2EZ 714 Xtgl 22

HSRP T2 EZ =M}
HSRP 1& S5 8& 74

HSRP ZR2EZ T4 &Y

HSRP T2 EZ A2

CIE{I| O] A HSRP Z2EEZS &dolsta{T , E42 QAHM oA 4 ZHEO|AM ofef BHEZ
T-dshoF gLt
g ag
standby [group-number ip [ip- hsrp ZEEE 243}
address/maskjsecondary]]
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HSRP 1& 55 82 48
HSRP 18 498 T4dotafdl, @Al 2 stLtel B Ho|2 T4 Lo of2folA & B S5
TS OFFLICY :

cE ek

standby [group-
numben timers hellotime holdtime

HSRP E}O|TY D{7f HE TGSt AI2.

standby [group-numbern mac-

address mac-address

HSRP & 74 MAC FAE FHTHUAIR.

standby [group-numben priority priority

standby [group-
number preempt [delayde/ayi

T4 hsrp preempt X| A timer.Local 2t
ME XA EOIH 2 2 2tREE
W R[shoFet L Ct.

standby [group-numben track type

number [interface-priority]

hsrp & 8 QHHO|A =5
=% OIE|H 0| A7} ALY} B HSRP

20| HagL o,

;L

o
e

jo
0x

shLch.

=
A
e

rx

2

standby [group-

numben authentication string

hsrp W2 F2d HALE AS5H7| fIo HSRP
adE U8 EXMEE PEgLH

standby [group-numben timers number

HEF71E FELHLICL

Hello timer Of

S AFBBHO] T4 U AE| RS els
B3 49
show interface vlan <1-4094> HSRP M2 & 2tolghL|ct
show standby [interface interface- | HSRP & Ef HEE =QIEL|CE SME F}510]
numberibrief | detail] X2 stolstL|C).
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HSRP g 2| 0f
Cra22 et QI HSRP 7+ O &l Y LICH WERXA MOAHE 171.16.6.0/24 2] 2 AEE=

L3SW#1 1t L3SW#2 E Sl Al 1 1t MH 2 Off YN ATHL|CH L3SW#1 1F L3SW#2 = HSRP
T3 Sl HHEE0| 7|2 A O|ES 0| O]F=t(Hot-standby)E XS g LICH

=] iServer‘I Server2

4

L3SW#1 I _:: :2‘ L3SWi#2
HSRP

17116.6.0/24 .~

ﬁ L2SW#3
I

[T
L
I,
1)
[T
L

Host1 Host2 Host3

& 2-1HSRP 74

L3SW#1 HSRP 74 L3SW#2 HSRP 4
Interface vlan 1 Interface vlan 1
ip address 171.16.6.5 255.255.255.0 ip address 171.16.6.6 255.255.255.0
standby 1 preempt standby 1 priority 95
standby 1 ip 171.16.6.100 255.255.255.0 standby 1 ip 171.16.6.100 255.255.255.0
T il 13 291K 7k IP7H171.16.6.100 2 HSRP A& gL Ct.

gL
L3SW#1 2| 7| & %’—*d$$l°| 100 O| X| 2t L3SW#1 O] R MA&=2(0| 2t 95 QIL|C} [I}2}A,

e
M= 7 =2 L3SW#1 0] 2d3tk|0f AO|EQI0|Z2 S&StL, L3SW#2 & CH7| &Ef7t & LICE

L3SW#1 7} 2|7t M7 ChRE|H CH7|SEfRXE L3sw#2 7F 243} £|0f HO|EY0|=2
S&SL(CH
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VRRP M

VRRP 7 &

VRRP (Virtual Router Redundant Protocol)= 02| 2t EHE Bt2H MY IE2 2 AMESIY

HEZ ALEXI0A 7t AOIEY O] 2tRHE M3a & = UASLICHL 2HRE ZX|

ZZEZO| X ALK %= 49 ALEXOA RELLICH MEISH 2tRE S CHA| EX[SHAHLt

0F LHE A NMS 2HRHE Xts et g 5= 97| 2L o

VRRP £ 714 MAC $22} VRRP &3l 2t2H 1&0| 373}

MSELCE VRRP =0| 22 E IE0|A 02l 2tRHE MH7 M
StREHE o FA7E MY 250 7ty MAC F4 o1 Ij S =415t 0 METLICE VRRP 7t

T 2tRHCe| R E HX[5IH VRRP 2t2HE SHLIE MER F 2t*HE MEISIO] Y
E° MAC ¥ IP E & LT}

VRRP &l 0|9 2tRE{= Sock Raw HE| FHAEE 7|HO Z Advertise IS &5t

07| 2t E+= o|2fst 2l MTLCE 7| 2+2E = Timer out M7 L|Z1t Preempt

HALUES Sl 7|2 2t 922 & = JASLLCH 2H2HE 24T5| AH85t2H

QIE{Ho| A0 o2 7o Ch7| CH?| 282 78 & = USLCh

S VRRP = O|HH / I§AE O|FY / VLAN

HAE X|JSHX| S LTt

VRRP = RFC2338 0 M9o| &=l |ETF VRRP & &0 2|8 X|H & L|Ct.

[E

REZS XA EE SN EZ

VRRP &£ 0f

AN
g =0 2lAF L Ol =E7FVRRP g5 &3l 2 F UERI0 AZstH= 8%
otLtel 2t B 7t Faot|H OHE 2R EI s 2 X YS QAL

=~
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Unicom 20

network

Telecorm 28

e

12l 3 -1 VRRP O Z2|#|0|M

VRRP &0
VRRP 7tet BIREH S5 Z2ES
/2 7Ha 1P
VMAC 7t MAC 2
VRRP Router VRRP & &3t 2t2H
Virtual Router HEQAQSl CtE 220N 7te 2tREHE 2 == VRRP 1 &

/P Address Owner

VRRP VIP of Cist QIE{m|O|A0 M| IP & F/d35I= VRRP 2t H

Virtual Router | ¥ VRRP 1&2| HIO|EHE MESt= & 2t H

Master

Primary IP Address | £ w1780 et QAEHO|AL] FA FojA MEHE |p FA YtH o=z
RN B P FAYLICH

Virtual Router | OtAH 2t2EHIt £5% & O HO|H MY 2H2HE AL S

Backup MEIE|= Of 7] 2t2H
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II—
~

VRRP 8

VRRP &3}

VRRP Off gt A[ZF 54
VRRP t& 2E 749
VRRP 0f Chet 238 =AtE 9
VRRP St #Z0f Ciet Heot 19
A—|X—| o :I.L)g
CHE QIEHO|AE FH & £l dot 74
s EXtE 7Y
VRRP EL|E & 8 /A £
VRRP 7§ & ¢
VRRP g2}
¥ 2%

[no] vrrp group-number ip [jp-address

netmask [secondary]]

VLAN QIHEO|A R E

VRRP £ 2-d%t5t7 L} Hig-gatet Lt .
VRRP 2| A[ZF -
- y
[no] vrrp group-number timers CHRI7L = E& 0.1 &= EH9|(dsec) Q!
advertise <7-255>|<dsec <5-360>> VRRP 9| A|ZtE gLt
VRRP && 2E T4
2y y
[no] vrrp group-number timers learn VRRP &5 REE AMetL|C}
VRRP 9| Description 2Xt€ -4
] a9
[no] vrrp group- VRRP O] Cist 4 2XIE S
number description 7TEXT Tdgct

VRRP St 4 2 0f| CHot #ot

|'O|-
|'O|-

:I'L M
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E

29

[no] vrrp group-number priority <7-
255>

7|2 B9 9 of7| BtLEE MeHs}|
915) VRRP 2+ E 04 & T} 7|

SME=RE 74 TLICHTI24 100)

MY BE

7

EE

[no] vrrp group-
number preempt [delay <7-254>]

ZzE

im}
rm

XM=
=

rot

F S 7Y

7
°

¥

ol

[no] vrrp group-number track

type numberinterface-priorit/]

ro
ol

k)

[no] vrrp group-

number authenticationstring

29
WY Z2EZ IjA WA ST
JE°| BHE 2t*HE 2ASst= Hl
MEEE 2T EXAES HEELIL

VRRP EH 2¢l & RX| H=
Bd 49
show vrrp [interface /nterface- | ®X| VRRP 2| A& MEfE HA|TL|CE

numbenibrief | detail]

debug
numbergroup-

numben all | packets | events | errors

vrrp [interface /nterface-

3 /2| VRRP O|HIEE C|B{ gLt




VRRP 7+ 0f

Chg HEHS EEZX0M ST HERHIS & MEH2 242 Xpilo] A O] EQ 0|
(HIOIERI0] A 2t HO|EQ|0] B)E AE5H0] QAE LU0 HAASHK|TE H O] ERO] A 2t HO|EY O
B= MZ ti7I It StLte] AO|EQOf (StLte| 2t E)7F nF LIE CHE dtLt= =
MEUoM 2Lt

=1 P Serverl Server2 | (=) i

L2SWH#2

L3SW#1 étz_. L3SW#2
VRRP !
G1/5 VID 2: 100.1.1.0/24 _x"ngs

VID 3: 200.1.1.0/24."

Host1 Host2 Host3
100.1.1.101 100.1.1.102 200.1.1.103

1% 3 -2 Eh= VRRP O E2|# 0|4 EEZX|
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L3SW#1 VRRP T+

L3SW#2 VRRP T+4

vlan 2-3
interface gi 1/5
switchport mode trunk
!
interface vlan 2
ip address 100.1.1.5 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 120
vrrp 3 description line1-master
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
interface vlan 3
ip address 200.1.1.5 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 110
vrrp 6 description line2-backup
vrrp 6 authentication line2pwd
vrrp 6 preempt

vrrp 6 timers advertise dsec 15

vlan 2-3
interface gi 2/5
switchport mode trunk
!
Interface vlan 2
ip address 100.1.1.6 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 110
vrrp 3 description line1-backup
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
Interface vlan 3
ip address 200.1.1.6 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 120
vrrp 6 description line2-master
vrrp 6 authentication line2pwd

vrrp 6 preempt

vrrp 6 timers advertise dsec 15

L2SW#3 7+

vlan 2-3

interface Gigaethernet0/21
switchport mode trunk
interface Gigaethernet0/22
switchport mode trunk

|

interface Gigaethernet0/1
switchport pvid 2

!

interface Gigaethernet0/2
switchport pvid 2
interface Gigaethernet0/3

switchport pvid 3
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Multicast

O] 0ol X& Multicast 2t 8 ZEEZS S F95H= L0 Cis AYSLICE Multicast 2t &
FHO| LHE2 "Multicast 2t E FH" 222 HRSIUAIR
MEHQ P ME2 StLIe| ZAE T T S AE QL SAISHALY (unicast 84l) & S AEQ}
EM & 4= Q& L|Ct (Broadcast E41). Multicast 7| &S AF23IH 3t SAET UE SAEQ
HAIXE B = JASLICE O] ZAEE= OF FdRI0[2t gLk

= TI-HA dE = AR CHe & 2 (224.0.0.0 ~

239.255.255.255) Y LIEF. Multicast | A|X
ME X F HHE HISHK| &L L ¢ )‘._| *.JXFE Multicast S8 EEJE.'—_*.'E
detuch 29 ARRL2 O F0 7f°'+F | @10 Multicast HIA|X|E 2 &= ASL|CH 2Lt
MAts 82| HAIXIE 27| ™ol 1&E0i Ztsiof gLt 1§ 82 7+l #A=
HYLCh AEE= AMEX] 20| 7tYSHAL AF0M SE & = ASLCHE I8 29
|X|Qt HZ0ll= K20 RELICE B 22 ZAEE 02 182 R0 ?
J59 #Ejet OF FERQ == AlZtof w2t CHE LI

IP Multicast 7|2 "2 Cf Cf ZE|OC|0f 38 =2 -0 HeCh

Multicast 2+ & QI Al

22| BtRE Q| BIRE AZEY 00| Multicast 2+ EI0f| CHS Atet

00I-
o
Hl
oo
il
I
in

® IGMP= LANOIA 2tREet S AE ZH0| HddEH O&8 #d& 2AE FH5t= O

A2 E L LT,
® OLNKE ZtEHst EZZ2 XM AR El= HHA Multicast 7= & LICH Multicast Z9 22
AMHstn cpuet HEE S gtN o 2 FofstL|C}

® PIM-DM, PIM-SM % DVMRP= S Multicast 2} & T2 EZQL|Ct 2}2H

H
2tof| H e Multicast 2t 8 HO[E2 BtES0 Multicast M HS A BtL|CT.
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Multicast & X =5

7|2 Multicast 8 22 5&

IGMP T &gl =&

SR Ol IGMP £

IGMP H2| 74 73

IGMP Querier Zt2 +°d

IGMP2| A|TH S AJZF LA

OrX| 2} IGMP & |9l #HE| 7+4 +4

X IGMP 7+

IGMP SA| HAH 552 74

PIM-DM T+ &g =&

EfO| 0 ZE3}7|

PIM-DM H A X|7&
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® Multicast 2t & A|Z} (E=)

o TTL A Zt 7o (MEE At

® 1% multicast M F& (ME AR
o X multicast 42 T4 (ME AL
® Multicast A T4 (MEH AMEh

® Multicast =& 718 (ME§ Ath

® Stub Multicast 22 +4 (ME Atgh
® Multicast 22 ZL|E{Z 1t FX| &2

—~

rx
i
=
0%

~



PIM-SM T+d &g =&

e X RP T

e 7| BSR 4

e [fi7|RP 74

® PIM-SM Multicast 2t & EA|

® PIM-SMO|A 2t&3H Multicast A2 X[ 27|

DVMRP 7+ el &

Jfu

3 M

dE Q g
ZEO| A0l |eaf-node T+
42 ZH 74

DVMRP Unicast A2 HA|
DVMRP multicast 22 HA|

DVMRPO|M &t&SH multicastd 2 X[ 27|

JO
T

55



7|2 Multicast 2FEl M

Multicast 2+ & A|ZtS}H|

2t E AZEQ|0{7} Multicast HAIX[E HEE 5= AUA St Multicast 2t E S
AIZFsfOpL|CH MY 4 ZEOM TS HASHO] Multicast HIAIX] ES A|ZFL|CH.

]
Bo| ek

ip multicast-routing IP 2t & Multicast A|ZHS}7|

ZEO|M Multicast 7| = F4817|

Multicast 2t & ZZEZ0| ZEO|A HAZ|H IGMP 7} siY ZEO|A = SHELICH Multicast
2} E T2 EZ0|= OLNK, PIM-DM, PIM-SM % DVMRP 7} ZgHE L|C},
StLEC| Multicast 2t E Z2EE Tt U LEOM HdALEE S EE LTt 2t H7t
o2 Multicast =0 Q1S HZSIH CHE ZEO|AM CHE Multicast ZEEESS AL Lt
2t E AZEQ|0{7} Multicast A 2t2H (MBR)Z & & =& UX[BH 7t-S3SHCHH
o

02 Multicast 2t 8 ZEEZS 5L
LE Multicast 2t 8 Z2EZO| A Aot S 22 = JSLCH
0|2 =0, PIM-DM I} BIDIR PIM-SM O| SA|0| M| S 50| LMsHL|Ct

PIM-DM A|Zt5}7|

CIS Malslo] ZEO|A PIM-DM 2 & multicast dense 7| 52 & 3}stL|C},

2Eo ek
Interface vlan vian-id VLAN 74 ZEE A|ZfgL(C
PIM-DM O] 2& S 2l
ZE Y ZEOM P

2R E ZTZNAE 25

ip pim-dm

o
I
o

PIM-SM A|ZtS17|

PIM-DM & 2&3t1 PIM-DM Multicast & 2-d2ot2{H Chg 2 S +ATHU AL
H

%12101 M

=
Interface vlan vian-id VLAN 74 REE A|ZFSEL|C}
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PIM-SM £ & d3}0f o5t= ZE
ip pim-sm

2 S0{7tn
EE R4 0N P

M-SM Multicast
2R E T2NAE Yottt

TTL &A &t 8

ip multicast ttl-threshold

YHES AW ZEE S0 g 5= U= Multicast HIAIX[Q] TTL
LA o2 FELLCE 7|2 YA 2F 12 AFHESHE ™ no ip multicast ttl-threshold B& 2
HASYA L.
o 29
ip multicast ttl-threshold tt/-value ZEO TTL A e et
Off %l

ChE oo M= Bt2[XH7F ZEOIM TTL YA 2

=} = HFEH ©
{2 dote LRSS
interface vlan 1

ip multicast ttl-threshold 200

b2 Multicast 27|52 Fas}H7|

ip multicast mroute-cache &3
T’ detL|Ct tHE Multicast T E

EO|M B2 Multicast ME 7|5S
2{™ no ip multicast mroute-cache HHS
HASHYAIR.

o=

CEL My
ip mroute-cache

LEO| HE

Multicast ™

Of| =

CtS o= 22| X7 ZEOM 12 Multicast ME 7|82 F

interface vlan1

ABHe

dyS 20 FLCL

no ip mroute-cache

AAH IP Multicast A5} |

ip multicast boundary H&#E HAH5I ZEO| ZH Multicast & F+-d&LICt T E
BAE FA282A™ no ip multicast boundary &2 HASIMA|L. & HEY T 0 A
AHE B HEES A B L0 AL

g & FYS MU CH
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B0|

29

ip multicast boundary access-/ist

QIE{H[O| A0 A multicast & T+ LIC

interface vlan 1

ip multicast boundary acl
ip access-list standard acl

permit 192.168.20.97 255.255.255.0
IP Multicast =& T445}7]

ip multicast helper-map B &2

HERZOM & 7H2| Broadcast HE

HHES F/A8t2{H no ip multicast helper-map &

AlSH310] Multicast 2 S

AHE S0 Multicast
3 E AZATLICH

2 Al
s o

o
ey
>
>
to

Bof

Interface vlan vian-id

ip multicast  helper-map

group-address access-list

broadcast

VIAN 78 2ES
ip multicast helper 3 &S

Broadcast M| A|X| £ Multicast HIA|X|2
HatgkL|Ct,

ip directed-broadcast

X|&td Broadcast & &{£%tL|Ct.

ip forward-protocol udp [por{

Broadcast HEQ 3o 2XX|E HZASI= OFHX|

HAIXIE TS HE FISHLICE
%8 2HRE0 [HSS Sk

BYol

Interface vlan vian-id

VLAN 78 REE A&

ip directed-broadcast

X2k broadcast & &

ip multicast

broadcast-address access-list

helper-map group-address

Hzie

ip multicast helper &2 T4510]
multicast M| A|X| £ Broadcast HA|X| 2

getetL Ch

[ =

ip forward-protocol udp [port]

AKX E HEROGI=E ZEHMS

IIJIrLI

B L}

od

Of| =

Chs ol

ip multicast helper &
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2R E Fd2 ChEdt Z2EL0H Xgd HAIXIE M2[5H7] /o] | HM & 2R E2| e0
ZEOf ip directed-broadcast @& & FdLICE. ip multicast helper-map Broadcast
230.0.0.1 7

testacll 2 AF2380 AA F=A 192.168.20.97/24 0| A CHA =4 230.0.0.1 2| Multicast
HAIXZ2 M& &l LE #HS 4000 O] UDP Broadcast HA|X| S Bigt & o~ UEL|CH

g5k AKX E M2lst7| fls OHX|8 5 2t EQ| e1 ZEO ip directed-broadcast ¥ =
T-g8L L} ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2 & 74310 ZE

M7} 4000 O] AA FATL192.168.20.97/24 Q1 CH& =4 230.00.1 2 CHYO| U=
Broadcast HIA|X| 2 H3t & = UL L|CH address 172.10.255.255.

22 Broadcast HIEQIAE HZst= A HAH 5 2tRHOAM S XS TASIUAIR.
(BHE7H VLAN ZE0| 74 =0 US)

interface vlan 1

ip directed-broadcast

ip multicast helper-map broadcast 230.0.0.1 testacl

ip pim-dm

|

ip access-list extended testacl permit udp 192.168.20.97 255.255.255.0 any ip

forward-protocol udp 4000
Broadcast HHE¥{A 2| A X|E HASt= OHX|H-F 2tREHO| T2 s> TLICE.

interface vlan 1

ip directed-broadcast

ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2
ip pim-dm

I

ip access-list extended testacl2 permit udp 192.168.20.97 255.255.255.0 any

ip forward-protocol udp 4000
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Stub Multicast @2 F438}7]

ol
=x

ip igmp helper-address
E2E 7 U

ip pim-dm neighbor-filter &

o
d2

ABHSEY stub multicast

stub EFREQF ZAET HAE ZEOM CFE XS =ASHHAIR.
Bol L
Interface vlan vian-id VLAN T+ B EE A|EfEtL|Ct
: . IPigmp BHS TABLICH YEHAES M
ip igmp helper-address
o EEFAE FUYBASEHO| HAIK B
destination-address
Y 2t2Het stub 2tRHIt AZE ZEOM CHE X Y2 s LICL
Bof Ck:

Interface vlan vian-id

VLAN __I_LA'I El: = A|X|-o|-|__| |:|-

ip pim neighbor-filter access-/ist

Stub 2FE{ 0| ZE PIM O A|X]|

=

=

o
=

ZHI

fLIC

Of| A
ChZa 20| 2t*H A2t B E #ELICH
Stub 2t E A 71
ip multicast-routing
interface vlan 1
ip pim-dm
ip igmp helper-address 10.0.0.2
B4 2196 B 7Y
ip multicast-routing
ip pim-dm

ip pim-dm neighbor-filter stubfilter
ip access-list stubfilter

deny 10.0.0.1
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Multicast 2 2 L|HE Sl |FX|E5}7|

Multicast ZH A2t 2t 8 HIO|= X| 27|

EZ WA £ 2t E HOIS0| REHA B2 B2 1Y WHES Aokl
ZE[ZEOM LS H-SHUAIL.
B0l 4y

clear ip igmp group [type interfacel IGMP 7{AlQ] &t =& X| LICt

nl
o
ru||1

o
N
mjo
Pal
o
I
ful

clear ip mroute /pim-dm [sm group- Multicast 2+

address | source-address]

Multicast 2t7 8 H|O|& X A[2E S7 &2 &AL

>

>
>
oo

T
13
mjo

IP Multi 2t2 8 H|O|S, 7§A| EE& Tl O|E{H| O] 20f CHet XtM|et S &= 2
et HERS 2 E siZste ol ==0] Ut

Che S HASHY multicast 2t S0 CHSt 74 25 EAILIC

o
CEL CL:

show ip igmp groups [type number | |GMP-cache of HEIHAE I&§2 BAIGLIC.

group-address) [detail]

show ip igmp interface [fype number  |2IE{HO| A0 IGMP THEEE BEA|ZLICH

show ip mroute mfc HE|AHLE TEAAME BAZLICH

show ip rpf [ucast | pim-dm | pim-sm ] RPF HE5 EA|EL|CL

source-address
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IGMP T-43}7|
e

IGMP

IGMP (Internet Group Management Protocol)& Multicast group A S 22|5h= O AHBEl&=
Z2EZYLICL IGMP £ 2AE St A9 55 Zelols HIHEY ZREZYLICL SAE
Z0M IGMP Z2EZ2 SAE, Multicast 1& T4&0

XpA10] %% Multicast 1ES E05h= LRI S AETF AQX|Q] 2| BA|X|0f 8ESI=
VS F YL 29K STHOM IGMP Z2EZ2 IGMP X[ &

AQIX|7F 24 HEQYAO Y= SAEQ| Multicast 12 A4 ID & &&=

O ZAEQ| B HAIX|Of M2t MEE Multicast 1& TE¥ HEE

St SRS AL L

|‘-|

_|

4> o
0x %

0

AKX 74 IGMP Bt H Z2EZES X[ A5H7| 20 multicast 2t E ZZEZ 0| XY
HEQFL| multicast 15 T Chst I H& & £ JAo0 ALK& Multicast A XS
Mesx| o828 Z™SLICE &, AQX|7t IP HA|X| 2] Multicast Z2MAE X|2E 5= UA

Sl2{ M Multicast 2HR & T2 EZ 1}
IGMP 2t REH Z2EZZ X|/USI=E 22X E FJslof LTt 21X AAA 22X = =4 HH

2l IGMP 2t H Z2EZW HH 3 IGMP & K| ALt
IGMP O CHet S && QI A&t HEHO0| Y &L|CH IGMP-Router Z2EZ2| 7|52 Multicast
28 Z2EESZ SOl AIZELC
OLNK
eS| Lo IGMP O] RS 3 T2EE OLNK)2 CHE ZT2ZESHY A4S &g

ZE2MATE Q7] {20 Multicast 228 Z2EZF0| 0 <

OLNK £ Bt EEZX|0M HAls5tH Z2 20t 22 -’F 9'*'—| Ch & Z2MATE Sl= PIM-
DM ZZEZ1 OHX7IX|2 OLNK & IGMP & 74 )2 HE S Mgty EE2X| #HPo

2l RPF QIHHHO|AE FA| 2-E = USLICE O|2{st A O 2 OLNK = Multicast M &S

HESH Multicast 228

T2 EZO| MO HAX|7t CHYFS XXt A LX|gLCH
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IGMP T+43}7|

S IGMP HHE HZA

XISMA IGMP Z2EZ0|= M Z7HX| A B{F 0] JELICh SiE RFC = RFC1112, RFC2236 &
RFC3376 2 LICt IGMP V1 2 Multicast 1& 78S
7|238t= 7|50 X|ILICE IGMP V2 = K™ El Multicast 12 T4
Helstd, IGMP EAEZL Multicast AE2 MY If 5 HAIXIE 445t
O PR HY X|gg thE & 4= ASLICL IGMP V3 Ofl= &4 A
Multicast 1& T4 & ID £ YHI0|EStD |FX| &e|st= F7t 7|50
[AELICEH IGMP V3 2| IGMP 2t2E ZZEZ2 IGMP V1 X IGMP V2 8] SAE H1t 2HHE}HA|
SEHEILICH AAA O] AKX AZEQOE= 3 70| IGMP HTO| IGMP 2R EH Z2EZS
X| &gt
MZ CHE QETO|A0|M IGMP-Router 7|5S 74 & & ASFLICH (MZ CHE 2 HEH 0|20
T E Multicast 2R E T2 EZ0[ IGMP 2t H 7|52 Al%feh. d2|1 CHE HHQ| IGMP &
CHE QIEHO| A0 MAle &= ASL|C

= ot HEIE HZSHE ZE T SILIO| AT IGMP 2t H
LI T},

o III>

AN
Multicast 29|X|= &

s AME E 5= U

[I|>

Chg BES 2ASI0 ZEOA IGMP-Router Z2EEZ2| M S HEGL|CH

=

ol

o ek

EoM M¥FOl IGMP HES

3

ip igmp version version_number

rE H

ot

FLICE

IGMP #H 2| 7+4 F+d

SX IGMP 2t2H Z2EZO| HH M7t F 0| A 80| Multicast 29|X|= IGMP 2H%H
7|80] A|ZHE ZEO|M E78 A|ZtOtCtH IGMP 2t 2| AKX E 2 = JASLCHL 8BS FAE=
224.0.0.1 YL|C} Multicast 2 X[2] X2 IGMP TAENA 210 HA|X|E 7+ QA
HEXIQ| Zt IGMP ZAETL &% Multicast 152 WHetsts ZAQL|CH Lt 2| HAIXIE
EU& 2+22 IGMP #2| ZtZ0|2ta LTt IGMP Query Interval (IGMP # 2| 7t24) O47H
ML 2 o2 PHE HLR AQK|E HX| IGMP SAE 7L &3 Multicast 1S 0| Ot HEE
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FA| =418 2= QUELICEH IGMP Query Interval (IGMP #2| ZH2) 07 BTt 22 o2
THE 42 dX HEK/I0AM IGMP HA|X|2] Z&0| Z7tetLCt.

e BEE A5 ZEOM IGMP H2| Zt4 8 =FeL ot
Bof gy
#7h QIEIH 0| 200 A IGMP 2| 2142

ip igmp query-interval t/me
p igmp query AFBILICH (S - %)

IGMP 2|29 ZtA Fd3t7|

IGMP 2} RH Z2EZ9) H'|7‘1 2 % HP‘* 30 CHal IGMP 2t R H Z2EZES 25 LHE
29X[7 S22 HEAIO A H2l =2 S dEsiort L Ct

Querier = #H2| HAIXE 2 5= A= 22X E Q0| LICEH (AHY IGMP-Router Z2E-Z0|
gdat B AfX|o] ZEQL|CH, BHE2 StLte| HEY A0 = StLto| Ha|7t ASLHLH F,
StLtel A{X|THIGMP 2| HIAIX|E E'E LTt Multicast

28 TEEZ2 IGMP-Router V1 Ol A IGMP 2| HAIX|E ' AKX E Z27F5H7| 20
IGMP-Router V1 Off Tt 2| 2 X} MEHO| @i& LTt

IGMP-Router V2 % IGMP-Router V3 O & 523t querier &Y

H} A
O =

FAE IR AQK[7F HEH AL querier LICE querier 7F OFH AR X|= querier 2] EME
= A

7|Z5H7] ?loh AIAE MEohof ZLICE S5 A|ZHO] Z=MET E &2 P FAZ AX[0M
IGMP H2| HAIX|E =4 & W7HX| B HE2| 2IX|7t querier 2 B#gHLIC

IGMP-Router V2 4% CHE2 AHESIO CHE 2| ¢tdS +4 & =+ ASFLHO

of

Hof el

C}E queriers o ZtA 2 FMHBHLICH (BHR] : X).

ip igmp querier-timeout #/me

IGMP-Router V1 2| A2 CtE #2|9| 7tAH2 £27t & LICt IGMP-Router V3 2| 2,
T2EF XNOf s ZEE7| W20l 24 8 & 5+ el&LCh

£|C IGMP S AlZH 24

IGMP-Router V2 3 IGMP-Router V3 2| A2 M4 =l IGMP 8t 32| HA|X|S| E4 HO|H
LE= IGMP S2EQ| A0 §F AlZtE =ERLLL 5, IGMP SA2E= 778 & At SE

AlZHol 2tz E[7] o S HAIXIE £LHOF ot O] it Ha| HAIX|Z7L +=MERASS
LIEFRHLICE Z|Cf SE AlZH0] 2 ¢z F#dE 8% Multicast 15 T+J& 2| #HEO0|
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RIGELITE 20) S AlZHS & 3oz RHetE Haf HEAI0IM IGMP HAIXIS SE0|
SIHtLITH
a:

Z|CH IGMP 8 & AlZH2 IGMP # 2| ZHA ECt BfofoF grL|Ct =|Cf S& AlZt 2t0| #2| ZtH =L}
3H AAE2 query-interval-1 O CHSH X|CH S & A|ZHS AH52 2 FTHLICt IGMP-Router V2
X IGMP-Router V3 2| 42 QIEHO|A 4 REO|A

Ct.

CHS P2 AWSLCH AT IGMP ST AIZS TAORIH T3S FUBYAIR,
Byol gy
Z|o IGMP S& AlZH (EHRIE)E

ip igmp query-max-response-time time
T

IGMP-Router V1 2| AL, %[CH IGMP OE.* A2t Z2EF KHM0f Qs 27 & LICt wa2tA o
HZH2 |GMP-Router V1 O M= £ ol& LI CF.

DRX|3f 18 A 0| Cfst IGMP 2| 747 44517

IGMP-Router V2 3 IGMP-Router V3 2| 22 &7 Multicast &0l CHSE O& & F2| OAIX]|7F
TSRS OX|Y 28 A0 el 7H40] 2 AEQ| x| E A2 2 ALEELCL &, IGMP
SAEE OF 8 Hel HAIXZE £=AEASS LIEIW= OrX|2 28 89| 20 SE
AlZto| Bt E|7] Mol ' HA|X|E EL{OFgLICt IGMP 2 AETL 2| BA|X|of SE &
=t gitts AS SHstH 7|E 244 O|=0of ojA|X|of SESHX| & LICt O] BS Multicast
22X =

MNEE Multicast 18 782 FEE A0 ELLICL OMX|2 O& A9 FH2| 7+40| 2
U2 2 FEE 42 Multicast 18 T+ RQ| HAO| X|AE LT oX[2 O F F-d &2l #al
7hA40| 22 o2 e 42 M WERAIoA IGMP HIA|X|Q] E&0| Z7+gtLICt

IGMP-Router V2 3 IGMP-Router V3 2| 42 QIEHHO|A 4 ZEO|M LSS HAHSHH OFX|Sf
8 #M|9 IGMP #HE| 2t4 2 FdeL|Ch

FYof

nx
of

o . , OpX|2 28 A2 IGMP HE| 2+
ip igmp last-member-query-interval t/ime

(Tl 22l )2 FE-LCh

Qro| H&2 IGMP-Router V1 0| A & FESHA| Y& L|CH
X IGMP 7

IGMP-Router ZZ2ZEZ0|| 9|8l ALl 7|5 20 = AKX ZEAS EAN Multicast A&
TS X YJELICt IGMP SAEQ| AL Multicast 18 AR 2HA 7} CHE £ QS L|CLH IGMP
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DAET} Multicast & group? O|2F £330, Multicast HIA|X[E =41 A| Multicast 1&

group1 Ol Multicast HA|X|E 2 L|CH 27 A|ZHO| X[LIH Multicast 1& 2 1& 20| &£& =
A2 M Multicast L& 2 Off Multicast HIA[X[E &350 Multicast & 2 Off 2 L{Ct CHE
A|ZHO] X|LIH IGMP @A E = Multicast 10l £3HX| 42 5 UAELICH [MatA, Multicast &
o e Chstot

2o "&X Multicast 1&"1 &2 ZEZF MH Multicast &0 £35S 1A= 42 Multicast
ZIRE Z2EZEL2 TEE Multicast 1E2| Multicast HIA|X| 2 && $£AIStD ELj= ZEZ
HEl AN FA0N

A& ELICE IGMP-Router V3 2t O & 2 2te|= & FX Multicast 1E2 X|
Multicast HIA|X|E $FASIEE 71 & = JESLICEH F, Multicast HIA|X| 7} =41 & [ AA TH
7|50 =7+ Lt

ot

QI HO|A 1 HEOA CHg S 2dst0] ZEO st X Multicast &S TS LICH

B3

2

gy

fjo

ip igmp static-group { *| group-addressy | ZE2| X Multicast 1& &4

N MSHL|C
{include source-address | <cr>'} TS

IGMP SA|- Y& 22 1

e EEOHH IGMP V2 7t A|AtE| D L ETF AZE HEQZAO IGM
M o

AL2K|0| Leave HAIX|E ERLICE Leave HIAIX|E
HAIXIE EWf 2AEO|M Multicast &4 8= Multicast B A[X| 7} ZEOf
gHRIgtL|CH SA| WE 7|50| #EE0f A2 T IGMP 2 AEQF Multicast 2

84z A HaUt o8 E Multicast 1& T8 & ID o HAIts LT

P
2L IGMP SA|-&tE E28 1HSI0 IGMP SAEQ| SA|-HE7|58 FE = ASL Tt
IGMP V2 o] ™0 [t2H SAEJF E™ Multicast 152 HE [ SAEE= T E Multicast
Al 3 3 Multicast 22 X|=
2

S nk

YYo= MY 79 REL AHHO[A 79 HEOM & 78 & 5 AFLCH HY 714

REOM FEE B 24 =9= AHYO[A 719 REOM FEE FH 24 =20
o

ESUCH MY 78 ZE0M HEE HS TgstH

IHIO|A T+ REO|M TEE HHO| MafgL|Ct HHO| QIHHO|A 7 REOM NS

THEH MY 29 ZEOM FEE HEE2 QEHEOIA 7 REO FEE HHS ANEL
IGMP-Router V2 2| A% QIEHO|A T HEOM CtE BES HASHY IGMP

SA-gE 552 YL

- 1=

0
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o

Hol EL:

IGMP EAEO| TS Multicast IS0 A SA|

ip igmp immediate-leave group-list
. LI7h= 7158 F8ste dMA BES
list-name P7he 7158 Fosts ML Z52

AL O

o -

list-name O|2}= EZ IP Access-list &

ip access-list standard /ist-name
PHE LT

BT Access-list 7+ ZE0|A
M EE| 7|58 TS IGMP 2AEQ|

) M
permit source-address -
PFEAE PAELIC

O|™ HHE2 |GMP-Router V1 X IGMP-Router V3 0= S & 8}X| %&L|Ct
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IGMP E4 74

DE FE2 Vian ZEOM IGMP 5§42 +HeL
IGMP H{T A9l of

A9 KMol IGMP-2IRH Z2EE

Ol | IGMP-2IRE ZZ2E
HAO| IGMP-2IRE Z2EEZS
ZR2EZE X7| H{HO| Z2 IGMP-

F|O

52 A IGMP S AEQ} S $HE| K|
E|X| §=Ct mate X HESZo| A= O
AQAX|T e 42 £ M| IGMP-2HRH
LEH ZZEZZ HAG|OF B Ct

T 1T O 1
r,—_l

_._

Q

=
=
[

o°=*

OP

_U
—|—

ZHE|XH7H IGMP-2H2 EH V1 X IGMP-2H2E V2 & Adlist= AQX|7F 2 AQX|7F HAE
HESIO ACts AS L0 JACtD 7HESHH, B2|Xt= IGMP-E2I2H ZE2EZ HHL
V2 HE 2 IGMP-2HE 2 Of| A HAsloF fL|Ct.

ip igmp version 1
2= A IGMPHE| 24 74 ¢f

CHS o= IGMP #2| ZtA 2 50 X& gt Y S 20 F LI

ip igmp query-interval 50
IGMP Querier 2t 14 0f

CHS 0= IGMP Querier Zt2€ 100 X2 $Hdl= WS Ho|FL|C}

ip igmp querier-timeout 10
IGMP Z|t S& AlZH O K]

CHS Ol= A IGMP & AlZHE 15 X2 #sts WY E 20F L Ct

ip igmp query-max-response-time 15
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OpX|G 18 A0 Chet IGMP Hal 742 20| of

o= oolA= OrX[2 285 +dR2 IGMP HE| 2t S 2000ms 2 +=Fot= S 2o FLICh

ip igmp last-member-query-interval 2000
HH IGMP 74 of| K

220 CHE B2 S

X Multicast 152 714 -2 CHE Oi7f Bl
f aE 2O FLCH

Mol o 4 UBLICE CHS oIFlE CH2 B of

= — O o

I
=t
iz

z o
2
oA

(NI

ip igmp static-group *

IP

rin

Ol 7+ E™2 2= HH Multicast AE2 T+Id & LICE Multicast 228 ZEEE2 &
multicast H|A|X| & interface vlan 1 22 ™ &

ip igmp static-group 224.1.1.7

O|™ '8 B2 interface vlan 1 0| A multicast 1& 224.1.1.7 & +H8LCL &
SIH I 0| &A= multicast A& 224.1.1.7 O £ LICH Multicast 2t 8 Z2EZ2 Oy LY
Multicast A& 224.1.1.7 2 ©& = 2= IP Multicast H|A|X| £ interface vlan 1 22 M=
AYL|C,

interface vlan 1

ip igmp static-group 224.1.1.7 include 192.168.20.168

7|1E HE 142 QI H O|A ethernet 0/0 Off A Multicast A& 224.1.1.7 2 745t
Multicast & 2| source-filter & 192.168.20.168 2 Ho|&tL|Ct. =, A HH 0| A& Multicast &
224.1.1.7 Off 25Xt 192.168.20.168 2| IP Multicast MIA|X| BF S=AIBHLIC} Multicast 2H &l
ZZEZ2 192.168.20.168 0| A =AIZ|10 OpE LY Multicast & 224117 2 & &l IP
Multicast HIA|X| £ QIE{H O|A O|ull 0/0 22 MESH= Z{QlL|C},

QIHMO|A 18 BEON CHS Y2 MBS0 192.168.20.169 O Al OFX|Bt2 2 Multicast &
224117 2 ™% &l IP Multicast HA|X|S $=A1FL|CH

ip igmp static-group 224.1.1.7 include 192.168.20.169

7|1 B2 03 &8 FAE FOH| A8l o] ¥ HAE & UASLCH

oz
i
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Multicast Z&0|A Multicast 18§ BE= 58 AL FAQ} BE A& FA0 T
sAlOf 7 & = YUSLICL 0|7 0 AFE = BHE MEELICL O E &
ip igmp static-group 224.1.1.7 E2 & o = ip igmp static-group 224.1.1.7
include 192.168.20.168 BHZ H&SIH ip igmp B HO| HAE LTt

HA 1E 224.1.1.7 =% 192.168.20.168 = 4=k E L|C}

IGMP SA|-8E 55 78 04l
Lt 00 A= immediate-leave 7|52 AHESHY interface Vian 1 O|A LAl SX|E| =5 Access-
list & 7435t IGMP §ﬁ§9l IP =2 192.168.20.168 =
Access-list Off =7tot= &S 2E0{FLILE 0] 95 AHESHH IP 271 192.168.20.168 2
IGMP S AE0|M 54 SE| 7|52 MY 5 USLICH
interface vlan 1
ip igmp immediate-leave imme-leave
exit
ip access-list standard imme-leave

permit 192.168.20.168
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PIM-DM A

PIM-DM 7§ &

Protocol Independent Multicast Dense Mode (PIM-DM)& Z8 2 E2| Multicast
228 T2 EZQLICE 7|22 2 Multicast 227 Multicast HIO|HE EL{7|
AZSHH 20 Qo] B& HESRIR =7} HO|EHE =AgL T} M2tA PIM-DM 2
Multicast IJZlS Broadcast M ZEZ MESL|Ct Multicast 22 7f H|O|EHE

27| AESHEH 22X = RPF QEHO|AS Koot Z& PIM g5} QIEH 0|~ 2

Multicast THZl 2 MEFELICE o|2{st A2 PIM-DM =0 QI 2E HESZA
L E= 0|43 Multicast lLHi’JE A g = QELICH Multicast ZHE =
2F

—_ =
AZsH7| Qs ALk 182 aA SO SiE5hE Multicast 2t E &5

S, G2 H-dsljof gLt EfOE' EIE=N(Y G)Oil Multicast 2A FA Multicast
& T4, 24 AHE oA 55, Efo|0 2 208 ZahetL|Cf

EX HEYA MOAHE Multicast 1E T 0| 2™ PIM-DM 2 pruning §E2E 21
HE/Z NOAHEE AASt= Y AHHO|AE FE| o CHS pruning HEFE gL Ch
pruning & Efl= X2 A|ZF EFO[TO]| S EtL Tl EFO|HZF A|ZF ZDHE|H pruning & E{ 7t CHA|
TE SEf7t 2| Multicast H|O|E{= O] 27| & el ME & 5= ASLICH ES pruning
MEJOl = Multicast 22 X Multicast 120 Ch3H HE7F S0f QLELICE pruning S0
Multicast 1& T2 0| LIELIH PIM-DM 2 &9 B E2| pruning &Ef7} A[ZH Z=1tHE[Of
pruning

HENZF MOl E W7EX| Z|THE[X] 0 2O HAIX|E &9 REE HeteL T}

AASTOES OB GOl HEE U= oL A HR-B QK= 212E €& (5,
G2 M2 nd FEE F7|H 22 2 Broadcast Eg|
OFEIL|CH PIM-DM O] AfEf A2 DAl B2 |2 AE

Broadcast E2[2| pruning O] A|Zt Z=1tE|[X| FE & THL|CH

o
>I-II

CHE HM A HERZOAM DR MEHO| = PIM-DM 2 L5t 22 EE ZYSLIC

o HIEXO=R MEL|= Multicast TH2lS LX|5t7]| o) LRl MHXE MESH= FF
AL A |
® add/prune A HFHLSZZ ALESI0] 55 7t/ FE| BEE SO0|MA.

o ST IX X7| HYS ARt HAHLSE X7 AR
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PIM-DM EO Q0| A PIM-DME F7|H2 2 HAllst= AQX[= Hello BEE F7|HOZ HLY

e CIXSE PIM AKX E AESL LT
o ZAY 2|Z HEIS 2l AKX

® Multi-access U ER IO A X|HE 2HRE{(DR)E MEHTL|CE

IGMP v1 2t 28t & PIM-DM 2 DR MEiZ gL|Ct QIEH 0|2l ZE PIM QIF 2H2E 7t DR
M =28 XAStH M =27t =2 QF 2tREH7I DR ZE MEELICHL @M =27l Z2H
OIE{HO|A P 2tO| Z|CH QI QI 2tRE{ 7t DR 2 MEHEILICH @M =27} 0{2] 2tRE 2] Hello

HA[X|O EA|ZIX| 2™ QIEHHO|ATZL 7k 2 1P 242 7t 227t DR ZE MEIEL|CE

22{X|2| PIM-DM v2 = CIDR, VLSM & IGMP v1-v3 2 X[ g L|C}

PIM-DM F+45}7]
EFO| 43} 7|

228 ZTZEZ2 Hello HA|X|2f State-Refresh H O] HA|X|Q| H& HI=E THCHsEI| Q|8 of 2
il EfO|HE AERICE Hello HIAIX|E T&Edt= 2t 2 2F oA 7 SHEA 48 2

UEX R0 S Dl’él'—lﬁf.

29K 718 REOM Chg BBS 2SO EfO|HE ZESMUAIR!

N

Bo| Ck:

ip pim-dm hello-interval QIH I 0|~ Y neighbor 225 Hello
HAMZXIE SAlsteE 2H4 (= BHehS
gL

ip pim-dm state-refresh| £25 2F AZS= W HW-5 29(X/2
A

origination-interval

PIM-DM 2| &Ef M= nH MO EE= 7[2Hoz 2] ZE0|AM e Lo AHH oA 44
AN x 7 *

[ o
REO #8 FE2 228 Y st A MM & £22X7F F7 MR JEf M2 1Y
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HAIXIE 22 I YAEE ZEO| 0T HEFHLICE Chg £9(X[Q] 3% A2 HE M2
oy HAIXIE M2l 7| YLet

ok
no ip pim-dm state-refresh disable ZEOIM MEf MZ 2F HAIXIE
gt o AELCH
ip pim-dm state-refresh ZEOM SE M2 0HE HAXIE
origination-interval Bljagrg 748 FdgL L

LE 1y 22

PIM-DM & 7|2X o= TE2 222 143K YaLch &
22 9l Multicast 274 LE|Z 222 meBtLCh 0Tt 222 OIEHO0[A 74 20|
2AsfoF SHLiCt

HEYT MIHMES| AQIK| Ei A9IX|7k PIM-DM B0 &7tst

= g AloeE 2F
2HEY 552 #dolor gHCh €7 180 22 SYS Sitots A= sAI6tAHLE 51852

Multicast 84 Z2EE FF= -do0f Lt

BEo 29
ip pim-dm neighor-filter Y 22 352 A
ip multicast boundary Multicast ZAOIM ZEHY 55 DHELICH

DR M &=2| 7 d45}7|

IGMP v1 Tt S2H40fl DR MEj0| BRELCE 7|2HO=2 DR M 29

12 FdE Lot eleHo|AL ZE PIM Q17 22 EH7t DR 24 —’.E%’-I% A otH =2 2
=9I 7t7l 91 2t H7t DRE MEfEL|CH @M =97t 22

OIETOI 1P 20| HTh 91 917 1S E7} DR 92 HEHEILIC 24 2217} ofaf 22 o] Hell
BIAIK|Ofl EAIE|X| @O OIE{Ho|AT} 7V 2 P 242 71X

29 E{7} DR O &2 MEE LY,

CIE|E0]A T4 RO Che BHS MUBIAIQ,

= =
Bof 4y
I . A8E ZEOM 2Z DROj| CHet 24
ip pim-dm dr-priority
=9 & Lt
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(5.G) X[ 27|

O

100

F

=

o

=

at2gl Blo]

ol
o1
K

2 27 MRT 9|

clear ip mroute pim-dm {* | group [sourcel)| 22 MRT OlM Z= (S, G)

o AHE & LICE

[

2 YAEZ ZEO A PIM-DM

Multicast 2t E ZTZEZ0| o|d|
Xt

3

=
[=]

s

I.

Lct 8

19)
b

A

7
Q)
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PIM-SM T35} 7|

PIM-SM 7§ &

Protocol Independent Multicast Spare Mode (PIM-SM)+&
2IRE TZEZQLICL PIM-SM =0 Q10| A PIM-SM & A&sl=

—
F7|H 22 Hello Y28 W& Lt 22 XS 2IYLICH

|>
>
it
_0
<L
c
o

o QT3 PIM-SM 29X & ZHSHY AL,

o LT AN HERJAIOM XFE 2H2E DRE MR LCL

ChS O30t 20l DR 2 =0l / HE| HAIX[E Multicast E2|o| W&o 2 ZH AAE O &
TS AASIALE RIE HZAEl multicast 2A2| H|O|E{ £ muticast £HY E2|2 EHL|CH

(*, G) Join -

(S, G)Registration Unicast 1 Shared Tree

(S, G) Join > . Source Tree—m
(S, G)Registration™ [pnicast

Data stream =% L

12l 5.1 PIM-SM 2| &0 bt

PIM-SM 2 Multicast HfZ E2|E THS0| Multicast T{ 22 M BL|CH Multicast 2% E2|=
S ECQt 2|EH 42 Eglol F OAERE &7 & £ JUELICE Shared Tree = 1& G2 RP E
2 EZ A3} Shortest Path Tree = Multicast

£ FEZ METLILE PIM-SM 2 EA|El join / prune 2EE &3l Multicast

Eg|E &1 |X] 2|2 Ch 28 5-1 1 Z0] DR O| =4I F0|A Join HIAIX|E

St3 DR2 & B2 RPOf| e 2t Z0M (%, G) - 7t TAIX]

E20 7tUAULICEH AA SAE Multicast HAIX|E D0 ME5IH 24 SAEQ]

2 &5 HAIX|0f If7|X|=} =/ 0 DR O] 2[3H RP 0] Unicast & L{C}.

>
>

o 4> =

NCo4o > H

El
=
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O Lhg RP £ &2 SAEQ| I{7|X| E[X| &2 1%

—

%
HYLCL RP = 220 X[E Z= E2|0f FO5H7| 24}

S& E2E M2t 18 780
(S, G) - Z2A HAX|E a2 g2z K

o
A & APIK2 EYLCH Of o2 A0 IjZl2 Ij7| Y =X 1 2EH = EEI% (2t
RP 2 TEELICE A BIM Multicast CIlO|E{ 7t =&5HH RP = S8 SX| HAIX|E 222 DR O

21 DRE &5 W7|X| ZEMAE SX|FLLE 0|2 AA9| Multicast H|O|E{= ‘| ol

i 7|3 E|X| EX|TH AAO| X[EH ZE M JHE W2t RP E MS E CHS RP 7t 37 E2|E Met
Zt AF BHOA HESLICE Multicast HIO|E{ 7t ZR5IX| 42 B2 DR2 Prune HA|X|E
& G 2| RP & &4l Multicast t0f 37 E2[E MAHELICH

PIM-SM & RP MEH S & QIX|SEL|C} StLf O] &fe =& BSR O PIM-SM =0 Q10| A
TEELCH EF 80 e} =2 BSR SO0 A BSR 2 MEHE &= QJUEL|CL £ 2 RP &= PIM-SM
SHQIOA T ELICE Ol2{$t ZE RP £ RP 2] FAL Multicast A&2 Z&sHE T2l S
BSR Off Uni-casting & L|Ct BSR 2 YHS| 22 Rp & (48t 1& o= AE =g
REAE™M HAXE AAEHCE Yottt SFEAERY HA|X|= A =0 210j A
MEE UL AKX = RFEAEY HAX|E #=4510] MYELICE DRO| 2 A
O FERe BHAO st ENME &2 2 DRO| 152 2t*E &50| gle
LielE2 8 18 FAE FE RPO| OfESL|CH 23 CE DR 2 Join / prune HA|X|E
RPEZOZE STHE Multicast & L|Ct. OIX|2 2 Z, DR 2 S5 HA|X|0f| Multicast CIO|EH{ &
I§7| ™35t 0|2 RP O Unicasting 8 LILCt.

ot
do fr
Hu

ot o
|>
[m
o

CF.
INEES
=

S Fﬂ ot

rs

rlo
els
>

PIM-SM A3} 7|

PIM-SM A|Zt517]

ChE S HASHA VLAN 2 EHEHO[A0M PIM-SM 2 H#510] sparse ZEO|M ZE| FHAE
75E gLt

BYof oy

QIE{I|0|A T4 ZEO|A PIM-SM HE|

ip pim-sm IfAE 2tRE ZT2NAE QIEIo|A

2 GBS AL

BSR T/d5}7|

PIM-SM = QIO A ZA BSRS M & &= & L|CH

VLAN QIETO|& REOM O FES AT LICH
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o

3ol

29

ip

no

pim-sm bsr-border

ip pim-sm bsr-border

VLAN QIE{I{|O| A0 ZH BSR 2 MATHC

PIM-SM Multicast 2 HA|

[source-address] [summary]

o 29
show ip mroute pim-sm [group-address] tt& BB= 2ASIH PIM-SMOIM st ot
multicast 42 YEE &elgtch

Multicast 22 EE 22 PIM-SM X[ 27|

*

= 245t PIM-SM O A st oF ZE[HAE B2E K| 4
Bo| Ck:
PIN-SM CHf3t R0 Ch2h REMSH B

clear ip mroute pim-sm

group-address ] [source-address]

[
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3 O

PIM-SM 74

A CtE olM= & 702l 29IXI7F PIM-SM ZE| IHAE BRE 9
YRS EoFLIC

>

of

291K A:

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

]

interface vlan1

ip address 192.166.1.142 255.255.255.0

ip pim-sm

ip pim-sm dr-pri 100

ip rip 1 enable

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
ip rip 1 enable

ip pim-sm

!

router rip 1

version 2
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22K B:

!

ip multicast-routing

I

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

ip pim-sm dr-pri 200

|

interface vlan 2
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ip address 192.168.21.144 255.255.255.0
ip pim-sm

BSR T+ Of|(Vlan ZE 0| 7+85I= EB9)

Ct

gjo

Ol &= A9X|e] BSR TS EOFL|CL.

29X A

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

|

interface vlan1

ip address 192.166.1.142 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
physical-layer speed 128000

ip pim-sm

ip rip 1 enable

|

router rip 1



29X B:

!

ip multicast-routing

I

interface Loopback0

ip address 192.168.100.144 255.255.255.0
ip pim-sm

!

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.144 255.255.255.0

ip pim-sm



IPv6e TEEZ 7N

IPv6 ZE2EEZ T4

2t E9| IPve FTA& 2 SN A HO|ATE Ot VLAN QIEHHO| A0 M B M-8 & L|C}
IPv6 ZEZEEEZ2 7|2 MENOM AMEE = QUESLICEH IPve Z2E 22 VLAN QI E{ I O] A0f A

A& 8foFst= B0l

|FI

EESES WX VLAN QHEO|A 4 REOA Z-d3tslOFetLICt. IPv6

rir

DT2EZ S A8 E ALBALZ}L IPve TAE FdslfoFgtL|Ct VLAN QIE{ I O| A0 A &0 =
StLE| IPve FA7F TG E|H VLAN QI T O|A & IPve TiZI2 X5t CHE IPve AL S4
g = A&

IPv6 ZEEZS AFESIEH AL A= L2 2 Y S 2tEsiofgtLCh

VLAN QIETHO| A& 71 REOM MOk StLto| IPve T2 T35}7|

IPv6 23}

IPv6 =& T4

Pv6 o= IPve TS 2 Qe Uy A5 Z28ots H AEELIEL IPve F200= Ml 7HA|

& 7|2 g4 el
Unicast 2001:0:0:0:0DB8:800:200C:417A/64 | 2001 : 0: 0:0: 0DB8 : 800 : 200C :
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2= 572 S EE BAISHH T EXEC ZE0|AM O S HASUAIR
CEL CL:

RIPng QIAE A0 Ot FA 212 EE
show ipv6 rip process-id summary

show ipv6 rip jprocess-id database RIPng QIAEAC BE AZE HA|GLICH

show ipv6 rip process-id interface
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debug ipv6 rip send
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debug ipv6 rip recv
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debug ipv6 rip msg R
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interface VLAN2
no ip address
no ip directed-broadcast
ipv6 address 4444::4444/64
ipv6 enable
ipv6 rip 2 enable
ipv6 rip 2 split-horizon
!
router ripng 2
redistribute static

exit

Al B:
interface vlan 2
no ip address

no ip directed-broadcast

ipv6 address 4444::2222/64
ipv6 enable
ipv6 rip 1 enable
ipv6 rip 1 split-horizon
!
router ripng 1
redistribute static
exit
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ipv6 ospf retransmit-interval seconds 0|2 AtolQ| LSA MT & ZtAS FggtL|Ct.
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ipv6 ospf transmit-delay seconds OSPFv3 QIE{T| O] 20| M LSAE T&SL7| et
X Alztg AgLCh.

ipv6 ospf priority number 2I2E 2 OSPFv3 DR 2H2EQ| @M &2
gLt
ipv6 ospf hello-interval seconds Hello {22 ™&E OSPFv3 QIE{H|0| A 9|

ipv6 ospf dead-interval seconds OSPFv3 TjZI0| QI 2R HZRE
o

CHE UWEXI0|A OSPFv3 78

OSPFv3 2 =2|H HESRIA DIC|H & Ct& M 7HX| FE LisLICh
° HEE I|AE H ERA(Ethernet, Token Ring, FDDI)
° = HEC J|AE Gl HE| BN A | ELF(SMDS, Frame Relay, X.25)

®  Point-to-point H ES®/3 (HDLC, PPP)

OSPF HIE®{A 7 78

HEL37} ofE 22| Ojciof RH0|E AT

g0

0| HRE J|AE HEQT, = ER2E JAE HEYA
Ei e M2 HEYAR YEYIES TN F S USUTH MaM YEYIES SAH T
HERIIE = HEEE J{AE S HE| HMA E&= X25 =Y 20| E= SMDS HEHAL Z42 EEE
HAE HEYAZ 24 4 ASLICH £ 0|22 TAO| TrastEct,

= H2C HAE 9 HE ML YEYIE DALY S Ao BLEOIC 74 FATE UL full-mesh
HEZ7t Uk FHESOFE LI B2 40|22 HEYAE T vs 3fLte| EYAR TS L|CH

CITYSHA| B2 2R EH AtO|0|A 2t FE= 73 E Sof e & = UL
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OSPFv3 point-to-multipoint QIHI0|AE ZAEQ| 03] ZEE T4 == multipoint-to-point

QIEHO|A2 Y = AL = ERE HAE o OSH D WESRR = Y HEXNIE that

®  point-to-multipoint HIE® 3= DR & ‘“A-d5tX| n #+4517| &L L.

e OlZtt TR HERIA=LC HIHYLICL 7hy A7 HUfdtEEt: HES /A

mot

AL
e

2REC HERA RH2 BEEE J|AE RAYLICL

OSPFv3 =0 Qlo| O{7ff B o

T8 7tset =M of7f Eof= 2T, A8 FY X A 7|2 29 2R E0 tist 7S X X|EO|

28 FY2 2F Z2E0| 90| HiZ & & }lSS A0 il ABR2 28 S0 S0{7t= 7|2

9% F2E WHGHOl A Y0 XK Y| o YEYIL SM T 4

- =

)
)
ot
s
o
o)
wn
0
M

>

T
2
x

A
o
Ot
rir
I
0x
mjo
>_

FEotE M A8 SHOAM 7|2 B2E AEOHOFLICH A8 FH22 HEE[= LSAs &

F7t2 Z0|2{H ABR Ol CHEH 29 7|5

fjo

A & & AL

2t H 79 ZEOM O S 25t =02 o7 S P EStAlR:

HIY a9
area area-id stub [no-summary] 28 g "ot
area area-id default-cost cost AH FYo| 7|2 ZBEQ| CostE T+HTLILCE.
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2R E T4 BEOIM S BYS Awotol =09l o

CEL CL:

area area-id virtual-link nejghbor-ID [dead- | 7t& @3 E F4TiL|Ct.
interval dead-value][ hello-interval hello-

valuel[ retransmit-interval retrans-

valuel[ transmit-delay dly-value]

OSPFv3 =0 QI0A ZE Q9 F+d

0| 7152 AtESIH ABR 2 CI2 X|¥oz o A=

-1 O

mjn

HE2C A

(=13

2 == ASLICE OSPFv3 O A ABR 2

[m

|
_l
|
i
inl
M
0
19
|o
u
T
ulf
[n
=".é
Im

area area-id range jpv6-prefix /prefix-length | F29 22 ZZ2 HE FITLICE
[advertise | not-advertise]

M
o

Az ot

-

A2} CI2 2} E YA OSPFv3 2IREl Qoo z EAE|H 2t ZE27} QB |[SAR CHEOog2 HERCE

HAEFLUCE Q2L 2HREOINO| BHRET T4 WIS EHTIES 2R ES THY £ UBLICL 0|24

o= T

HEAI

SA o= OSPFv3 HE SEf HIOIEH 0|22 A7|5
2t H 79 ZEOM O ¥

32 Lo 9% Y2E THGYAIL:
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CEL CL:

summary-prefix jpv6-prefix /prefix-length stLto| @O Az of B2 JHAEDSH|C}.

72 32 4

ASBR 2 OSPFv3 2t2 & Fo| S0{7t7| 28l 7|2 B2 & Y-gsfioretLCt O3 WOt 242 7+ OSPFv3

T QUEE Agstn0| 2tRE= XSS 2 ASBR O| & L|CH d2{Lt ASBR 2

Im
i
i
Hl
et

2o

02

SIS

7|22 = OsPRv3 2t E S0 S0{7t7] 23l 7|= 428 d-g5HA| &Lt

| =

Fou OIHHO|A0M B2 ID HESHY|

OSPFv3 2 EI2E ID 2 %|C IPv4 TAE AFETLICE IPv4 TAE AZASI= IEH I 0] AT} CHR E[ 7Lt IPv4

Fa7t MM EH OSPF Z2MAE=0| M 22 EQ| ID & CHA| A4t 2= QIHH 0|20 2t 8 BEE

T

ChAl M &Lt

FE QIEH 0|20 1Pv4 FAZF TEE BF 2tPE = BN FEHO| IPv4 F4Z ID 2 AHERLICH
FO QIEHO[AYH HHE TR E[X] 282 2teF HI0|Z0] 37 eFEM LIt

et E= BHA ID 2 RXH QIHEHO[AE MESIAHL RE 28 QIHHO|A0M %[O IPv4 F25 D2

HSE A O
|_E°EI-_|_N1

>

B OIE{H|O| AT} QIO™ BtRE 9| IPv4 FTA7t 2t2FH ID 2 AF2ELCH EX

o>
|FI

L|C}.

il

IHHO| A5 AFESEY| 2l8) OSPFv3 2 A1 8E =+ S LC

PRI QT 0|AS RStEH 22 7Y RCUN TS FYS UHHIAL:

R CL:

interface loopback num S8 OIEHO|AE M5t I EH o[

ip address jp-address mask QIE{T 0| A0 IPv4 TAE HIEZHLICE
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OSPFv3 2| Management Distance 73

Management Distance = 2t2 & & 4220 M2 =F5 2|0[gL|Ct YO 2 Management

Distance = 0 Ol A{ 255 AFO|2| H=QLICt 240| 25 42| +=F2 RO LT Management Distance 7}

ox
HL
k>
[>
rir
=
hu

_gl-
4>
o
kl

=

I

n
I
o

255 ¢l %2 228
OSPFv3 2 Al 7tX| Z&F2| Management Distance, & =09l 7t L& =09l S8l Q& & AtE3tL|LCE
EHQo AEE W8 =0Q ARt 0L Ct CHE =0 Qo) Cist 22 E =0l ¢t ZA=22tngtL|ch e

2t?E Z2EZOM TS & 25 F ZREtnYL O 4 SR F22| 7|24f2 110 YLICh.

ot E €1a2[Fo| EfolH T

EEEX BZ YEE WD SPFE A K XES THE + YSLCL T o] 5ol Spp
Y25 Molo| 222 THE S5 ALICE

2t H 78 ZEOM S S 2o HAIR.

HHo ad
timers delay de/aytime areaOf| A 2t 8 Ln2|F0] Ciet X[ 7.
timers hold holdtime SYoM 2t2E Lng|Fol XA 7HHES
TdgtL ot

OSPFv3 2L|HT S |X| 22

HAl g #As HEHS 4 =20= Ip 2t E HOIZ2 WE, 7Hd S CIO|EH|O[ A7} ZetE LY.

olg{gt FF2 E= MEAZI HERA 2|2 &S HESI HESRA EXE diZdt=s o =50 E

27



show ipv6 ospf [process-id| OSPFv3 2t E Z2 N A0| Ciot L HEE BAIT

show ipv6 ospf [process-id] database OSPFv3 Cl|O|E{H| O] A0f CHZ HEE HAISL|CE

show ipv6 ospf [process-id] database

[router] [adv-router router-ia)

show ipv6 ospf [process-id] database

[network] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-prefix] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-router] [adv-router router-ia)

show ipv6 ospf [process-id] database

[external] [adv-router router-id]

show ipv6 ospf [process-id] database

[link] [adv-router router-id]

show ipv6 ospf [process-id] database

[intra-prefix] [adv-router router-idl

show ipv6 ospf interface OSPFv3 QIE{T| 0| A0 Ciot HEE mA|RLICH
show ipv6 ospf neighbor OSPFv3 QI &t=0] Chet YEE mAIZL|CL

show ipv6 ospf route OSPFv30f| CHot 2t HEE HA|RLICH

show ipv6 ospf topology OSPFv3 EZEX|E HA|ZLICE

show ipv6 ospf virtual-links OSPFv3Q| 714 EAE HEAISL O

debug ipv6 ospf BE OSPFv3 3% ZELIHERLICE

debug ipv6 ospf events OSPFv3 O|HIEE D L|E{ErL(CE

debug ipv6 ospf ifsm OSPFv3 QIE{H 0| A2| MEf A|ABRS BLIHTLCE
debug ipv6 ospf Isa OSPFv3 LSAOI| CHEH 2tE S2S ZLE L
debug ipv6 ospf nfsm OSPFv3 21 K| &Ef A|lAES DLH LT}
debug ipv6 ospf nsm 22| 2&0| OSPFv30l| Y2l "HEE B L EELICE
debug ipv6 ospf packet OSPFv3 I{A2 ZL|HTLICE

debug ipv6 ospf route OSPFv30f| CHot 2t 8 HEE 2L ERL|CE
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OSPFv3 74 0f

OSPFv3 B2 & 749 o

ox
HL
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el
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OSPFv3 2 %2 L& 2t2E, ABR & ASBR ZH0]| %
2tREEs ZE O B71 7|28 AM8st 2150|gle d<0f ZagL )
Ct2& ul 7kX] 74 Off & LIk

X HM o= 7|2 OSPFv3 T30l CHe HES EojE L o

= HW o= 2R E{0l Of 2 7HC| OSPFv3 ZEMAE A £ Q182 HO|EL|C}
Ml R ool M= OSPFv3 2 At8St0] ZEE =0ldts 2 E 2o FLCL

Hl #H® o= OSPFv3 7t FAE #dst= EES 20FLCHL

7|2 OSPFv3 7+ 0f

Ch2 Ofl= ZtErst OSPRV3 fd& EO0|FLCL O] oo M= Z2M A 90 & E/d3tst O|H Ul QIE{H 0jA
02 B9 0.0.0.0 0l AZA3t 12 RIPng 2 OSPFv3 Off HiZ3St1 OSPFv3 & RIPng Off HYZZ S OFgfL| T,

ipv6 unicast-routing

|

interface vlan 10

ipv6 address 2001::1/64
ipv6 enable

ipv6 rip 1 enable

ipv6 rip 1 split-horizon

ipv6 ospf 90 area 0
ipv6 ospf cost 1

!

router ospfv3 90
router-id 1.1.1.1
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redistribute rip 1
!
router ripng 100

redistribute ospf 90

Multiple OSPFv3 ZZM|A T

The following example shows that two OSPFv3 processes are created.

ipv6 unicast-routing
!
!
interface vlan 10
ipv6 address 2001::1/64

ipv6 enable

ipv6 ospf 109 area O instance 1
ipv6 ospf 110 area O instance 2
!
!
interface vlan 11
ip address 2002::1/64

ipv6 enable

ipv6 ospf 109 area 1 instance 1
ipv6 ospf 110 area 1 instance 2
I
|
router ospfv3 109
router-id 1.1.1.1
redistribute static
|
router ospfv3 110

router-id 2.2.2.2
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Zf AHHO| A= Of2] OSPFv3 ZZA A0 &8 4= AUX|2 AEHHO|AT7F Of2] OSPFv3 ZZA A0 &0t F2

Z} OSPFv3 Z2 M A= M2 CHE QAAHA0| 3 G 3HOFRt LT,

A 7 of

Ct

gjo

Ol = THe OSPRv3 At& A0 02 2tREHE Fd%ts B S 20FH O o5 282 74 oo

Oist HIEQ/R EEZX|E 20 FELCH

6::2/64 6::1/64

area ( area 1

floAM 2ot 270 Mt 2t HE FEotEAL:

R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 10
ipv6 enable
ipv6 ospf 1 area 0O
|
ipv6 route 2001::/64 6:2
|
router ospfv3 1
router-id 1.1.1.1

redistribute static

R2 :

interface vlan 10
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ipv6 enable

ipv6 ospf 1 area 1
!
|
router ospfv3 1

router-id 2.2.2.2

Browsing the routing table of R2:
R2#show ipv6 route
(0] 6:/64[1]
[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
o 2001::/64[1]
[110,150] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80::/10[1]
is directly connected, L,Null0
C fe80::/64[1]
is directly connected, C, VLAN10
C fe80::2e0:fff:fe26:a8/128[1]
is directly connected, L, VLAN10
C ff00::/8[1]
is directly connected, L,Null0

7
9]

Area 12 A 9oz Fd:
R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
interface vlan 1

ipv6 enable

o ¥y ZY0M R27I H2 HEE 5= AE L 5
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ipv6 ospf 1 area O
|
ipv6 route 2001::/64 6:2
!
router ospfv3 1
router-id 1.1.1.1
area 1 stub

redistribute static

R2 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
!
router ospfv3 1
router-id 2.2.2.2

area 1 stub

R2 9| 2t2 & H|O|=:

R2#show ipv6 route
o] /0[]

[110,11] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
(0] 6:/64[1]

[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80:/10[1]

is directly connected, L,Null0
@ fe80::/64[1]

is directly connected, C, VLAN10
C fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
C f00::/8[1]
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is directly connected, L,Null0

A8 Q0| ABRO| 7|2 ZRE YAHOR UMD ASELSAS 2F Yo
2HREO) 2 4 UCKD BE Y & UL

by 33 74

o
g Tyt

CHS O MO M= THY AHE OSPFv3 A|AHRIOIA 7ty 23

ofoll et HIERIR E22XE EHFLICE

/64 6::1/64/7

Y S>>
= g
area 1

area (

80| Wef 2R HE THEotdAlL.

R1 :
interface vlan 10
ipv6 address 101::1/64

ipv6 enable

ipv6 ospf 1 area 1
!

interface vlan 1
ipv6 address 6::1/64

ipv6 enable

ipv6 ospf 1 area 0

!
ipv6 route 2001::/64 6::2

router ospfv3 1
router-id 200.200.200.1
area 1 virtual-link 200.200.200.2
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redistribute static

R2 :
interface vlan 10
ipv6 address 101::2/64

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 1
ipv6 address 888::8/64

ipv6 enable

ipv6 ospf 1 area 2
!
!
router ospfv3 1
router-id 200.200.200.2
area 1 virtual-link 200.200.200.1

OSPFv3 H|O|H{ 2| 2FE:
R1#show ipv6 ospf neighbor
OSPFv3 Process (1)

Neighbor ID  Pri  State Dead Time Interface Instance ID
200.200.200.2 1 Full/DR 00:00:35 VLAN10 0
200.200.200.2 1 Full/ - 00:00:36  VLINKT 0O

R2#show ipv6 ospf neighbor

OSPFv3 Process (1)

OSPFv3 Process (1)

Neighbor ID  Pri State Dead Time Interface Instance ID
200.200.200.1 1 Full/Backup ~ 00:00:36 VLAN10 O
200.200.200.1 1 Full/ - 00:00:37  VLINKT 0
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Zf 2R E2l 2t e HO|=:

R1#show ipv6 route

C

6::/64[1]

is directly connected, C,VLAN1
6:1/128[1]

is directly connected, L, VLAN1
101::/64[2]

is directly connected, C, VLAN10
101::1/128[2]

is directly connected, L, VLAN10
101::2/128[2]

[110,10] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
888:./64[2]

[110,20] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
2001::/64[1]

[1,0] via 6:2(on VLANT)
fe80::/10[2]

is directly connected, L,Null0
fe80::/64[2]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:2d98/128[2]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLAN1
fe80::2e0:fff:fe26:2d99/128[1]

is directly connected, L, VLAN1
ff00::/8[2]

is directly connected, L,Null0

R2#show ipv6 route

o)

C

6:/64[1]

[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::/64[1]

is directly connected, C, VLAN10
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101:1/128[1]

[110,10] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::2/128([1]

is directly connected, L, VLAN10
888::/64[1]

is directly connected, C, VLANT
888:8/128[1]

is directly connected, L, VLAN1
2001::/64[1]

[110,150] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
fe80::/10[1]

is directly connected, L,Null0
fe80::/64[1]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLANT
fe80::2e0:fff:fe26:a9/128[1]

is directly connected, L, VLAN1
ff00::/8[1]

is directly connected, L,Null0
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BFD ++4

e
BFD (Bidirectional Forwarding Detection)= @3 E= IP 2t &8 Z Y AZZ MESHA E X[t
DLEHESH: O AFE L& 2ZE HESRA 22 BX HAHLE MEYLICE 7|& HESRAS Hs2
SEMAIZ]7] QB oI Z2EE 72t S T E WEA ZX|SH0] Ci7| A XHES MESHAH 5 &
ASLICH
BFD £ & A|A" 7Ho| MM E FHSH T A|AH 7Ho| tar ME ZE2E TLEHSHD &9 of#
ZZEES M3 = ASULCL MSE &4 e Z2EZ2 NMO| 7= BFD O SETLICE Al 3HE
Hola HAHLUZE Soll M0 +HE = EFX| AlZh LHOf| Z|{ 22 E BFD MO I{AS +=ASHK| Z5EAHLt
518 Bl YA 22 =0istE &4 B o2 i3l =7t EME €e U CH O3 CHS0| At slilE M2l E
sl AQ Z2REZZHTEL|CE

BFD 718 & ¥

Port BFD &4 3}

Port BFD = 7|28 2 ZM3te|X| & LICH
Port BFD 7t 243t & Z2EE5 S 74 & BFD 7t HEEHUCt

ChS HHOIS MBSO BFD & 243} SHMAIR
2% 0f 89
Interface vlan vian-id VLAN 7t R EE A|Z&fstL|Ct
bfd enable <cr> | min_tx <tx_value> BFD ZEE =AM ststL|C},

min_rx <rx_value> multiplier <m_value>]
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HEE0f ESE S SYLICH MH0| =g
& =, BFD MO Izl 2 Y & tA2 2 WEE|0f H&Ect AES 2oettt. BFD M2 4 S, BFD

S A S dE A2 Eot IjAl ueks S 2P Ch 20X Q1 BFD A0 0] EtO|H &

MM SE{O FE2FX| 10 AN EX] QA2 SOl =L &= JASLICH MZ CHE BFD MM &0 A2
EfO|H &2 SENCE s S EtO|HE CHE 5= LS LICEH BFD MO IfAQ| M& 7H42 24
min_tx_interval 1t IO min_rx_interval AFO|2| X|C{ ZtRULICEH F, H{u™ =2 220 M& v E

BIAl AlZH2 T{o] BFD MO I{ZI0f A Z[Of BFD M|O] TiZlo| gy & ©& A S &ot thE FXAIY Ut
2 AEQ| min_tx_interval 2 =2|H 2Z AE0|A BFD HOf m{zle] X H& ZtA42 Hojel F EER
Mg & mals =4 & M7k =8 5 gleLz S7tst7] ol ZX| AlZHo] |o{oA ZOf
NS =25 ¢ 20| BFD SM 222 H& 7tA42l OFX| o mofe| HA Efo|M7F AlZh =1t

2 + Ay

2Z AEO|M min_rx_interval O] Z25tH HO{o] F ZEO| o3 27d & TS =4 & W7tx| =22
BAAIZEE 282 + 222 m[ofofM BFD MO {22 & 2tH0| 22 BXA|7t 2oty o g &

NS BEHC A[Z. O2{LE min_tx_interval O] Z4-5(T, BFD H[Of TjZle] 2% &4 ¢HA2 SA &2 &

2= ALE min_rx_interval 0| 37}5tH 2 Z EFX| AZHO] ZA| F7tgtL LT,

Port BFD #Z| ZE =3}

ZE BFD Hol BEE 72X o2 wastE|x YBLITh

2O REOME 2 A[ARO| CHE A[ARTe] HZ S =2olst= SEH o dEs 7t

m

i

7P LICE BFD MM0] LT E8 AIL-OAM Al & AZ HAZE 2ROHK| o™ A[AF-2 BFD

— O -

MO 2 &S SR AIHR AHZ HAZF 2ot A[LE0A A|L-2 &2 A2 BDF O

T BH T
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A3} Echo
Fe| X

o

b

=

k=1
A
M
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s}
i

.

=, BFD 02 E X
(o)

Port BFD

=
[

7
g}

A
o

.|
bfd echo enable <cr>/<number>

bfd demand enable

AAEIS BFD HE| B

BFD O 27} &
min_echo_rx_interval Of 9

Ao et MEE L

ZE BFD 0



BFD ZE QIZ Al
BFD ZE Q152 J|2Ho2 FAste|X| ettt

oI X7t 7ts&[7] "ol 54

S A

S HOES S B 4

= o
4850 585

UAELICt 2{L} BFD YO 7} 7tE &

FYEH F EHEY|ol S Y 7 = CHE #40| BFD H|O|H o] B0 &S O|X|X| QESL(Ct.
o 2 S5 H O Y E 2 vian QI EH 0| A0 A HESIMAIR
FHO 2449
bfd authentication-mode [md5 | BFD Q& 7|52 ArERLICH
meticulous md5 | simple ] <key id>
<key>
BFD M & 0l
BE 242 SUSAB OH YBS AW

show bfd interfaces /details]

BFD7I &43} =

HEAIRLCE.

show bfd neighbors /[details]

A2 0f BFD O|RE HEAIZLICE.

BFD 7+ O
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A

interface vlian1

ip address 1.1.1.1 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 100

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.2 remote-as 200

neighbor 1.1.1.2 fall-over bfd

!

B:

interface vlian1

ip address 1.1.1.2 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 200

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 fall-over bfd
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