
 

 

 

 

 

SFC6000 ᾋᵖּכ  

ở↑■ ἏᶕἉ 

 

SFC6006 

SFC6010 

  



ᶙ  

1 ◌ Ἇ♩ כẈ 

1.1 ᾅ─   ἒ♬ 

1.2 ᾎ▬ ♣ ♩ˤ Ợ  

1.3 ҵ∑ᵦ ͙‫ 

1.4 ᶘᴖ‡ ᶛӥ 

1.5 ᶘᴖ‡ ἵ 

1.6 ἒ♬ ♇◑ 

2◌ ͖ṒἏ♩ 

2-1◌ ᾋᾂ  ̒ᵖ Ἇ♩ 

2.1.1 ▀ ̕ᵙ ἒ♬ 

2.1.1.1 ▀ ᾎᾅ  ̕ᵙ  

2.1.1.2 ▀ ᾎᾅ  ᶘᴖ‡ 

2.1.1.3 ὡҿ╖ᴛ ▀ ᾎ▬ 

2.1.1.4 ἵ ≢‡ ‰ҥ╪  

2.1.1.5 ἒ♬ ‰ҥ╪  (◑ẋ╥ Configuration Update)  

2.1.1.6 FTPŋ  Ợ↔ ⁴ ἵ ≢‡ ḓ ἒ♬ ‰ҥ╪  ὡ  

2.1.2 ͖Ṓ ᾋᾂ  ̒ᵖ Ἇ♩ 

    2.1.2.1 ╪җС IP לἵ ἒ♬ 

    2.1.2.2 Ӱ  ˿ᴛ ἒ♬ 

    2.1.2.3 Ping╙ Ợ↔ ⁴ Л √  ⁷˺ Ữ  ᾅ  

2.1.3 HTTP Ἇ♩ 

    2.1.3.1 HTTP ἒ♬ 

    2.1.3.2 HTTP ἒ♬ ₉Ⱡ 

2-2◑ ḈВ ἒ♬ 

2.2.1. VTY Ἇ♩ ἲˉ 

  2.2.2 Ἇ♩ ϼ↑ 

   2.2.2.1 Line ̓ interface ʼ╥ ́̕ 

2.2.3 ᶘѮ  Ḑ ┘ּק ṏὝ 



2.2.4 VTY Ἇ♩ ₆♫ 

2-3 ◌ И −  ̒ᵖ Ἇ♩ 

 2.3.1 SNMP Ἇ♩ 

2.3.1.1 ἵˌ 

2.3.1.2 SNMP ἒ♬ Ͽ↔ 

2.3.1.3 ἒ♬ ₉Ⱡ 

 2.3.2 RMON Ἇ♩ 

    2.3.2.1 RMON ἒ♬ Ͽ↔ 

 2.3.3 PDP Ἇ♩ 

2.3.3.1 ἵˌ 

2.3.3.2 PDP ἒ♬ Ͽ↔ 

2.3.3.3 PDP. ἒ♬ ₉Ⱡ 

 2-4 ◑ SSH ἒ♬ 

2.4.1 ἲˉ 

2.4.1.1 SSH Server 

  2.4.1.2 SSH Client 

  2.4.1.3 ͙ѫ 

2.4.2 Ἇ♩ ϼ↑ 

 Ḣḹ ἒ♬ ᶜᴜ שּ╬ 2.4.2.1

2.4.2.2 ♪͐Ⱡ‡ ἒ♬ ᶜᴜ 

ᾎʼ ̓╥ ˃⁄ ҍ שּ╬ 2.4.2.3  ἒ♬ 

ᾎҵ ᾎʼ⁄ ҍ◓ שּ╬ 2.4.2.4  ἒ♬ 

2.4.2.5 SSH Server ♠↔ 

2.4.3 SSH server Ἇ♩ ₆♫ 

    2.4.3.1 ♪͐Ⱡ‡ (Access Control List) 

    2.4.3.2 ̯Ἓἒ♬ 

3 ◌. ╩ ╧ᾂ Ἇ♩ 

 3-1 ◑ ἵˌ 

╬ ∟תּ 3.1.1    ╪ᾅ ┬  

   3.1.2 ╬ ╪ᾅ ἒ♬ ἵˌ 

3-2 ◑ ╬ ╪ᾅ ̯Ἓ 

   3.2.1 ╬ ╪ᾅ ̑  ἶἛ ̯Ἓ 

    3.2.1.1 ἒᶘ ʺ 

    3.2.1.2 ҍ⁵  ̯Ἓ 

    3.2.1.3 ᾎʼ ּ⁷ת ̯Ἓ 

   3.2.2 ╬ ╪ᾅ╥ ᶛѱ ᵠ ḓ ̕ᵙ 

    3.2.2.1 ╬ ╪ᾅ Ữ  ╬ 

    3.2.2.2 ╬ ╪ᾅ ͙  ḓ ợⱠ 



    3.2.2.3 ╬ ╪ᾅ ꜙᴮ ḓ Ἓ  

   3.2.3 бᵙ♠ ╬ ╪ᾅ ἒ♬ 

    3.2.3.1 Null ╬ ╪ᾅ ἒ♬ 

    3.2.3.2 Loopback ╬ ╪ᾅ ἒ♬ 

    3.2.3.3 Aggregation ╬ ╪ᾅ ἒ♬ 

    3.2.3.4 Vlan ╬ ╪ᾅ ἒ♬ 

    3.2.3.5 SuperVlan ╬ ╪ᾅ ἒ♬ 

3-3 ◑ ╬ ╪ᾅ ̯Ἓ ₉ 

   3.3.1 ̑↔ ἶἛ╥ ╬ ╪ᾅ ̯Ἓ 

    3.3.1.1 ╬ ╪ᾅ Description ₉Ⱡ 

    3.3.1.2 ╬ ╪ᾅ Shutdown ₉Ⱡ 

4 ◌.  Ἐ ʷ Ἇ♩ 

 4-1 ◑  ṒΌ 

   4.1.1 ἵˌ 

   4.1.2 ṒΌ  ᶜᴜ ̯Ἓ 

   4.1.3 ṒΌ  ̯Ἓ ͙ 

    4.1.3.1 IPלἵ₮ MAC  ἵ╥ ḕ╬ӹ ̯Ἓל

 4-2 ◑  ἒ♬ 

 4-3 ◑  ṒΌ 

 4-4 ◑ Storm Control ͙ѫ ἒ♬ 

 4-5 ◑ ἶҵ Ⱡ   

 4-6 ◑ ᴴ  Ḣּת  

5 ◌. ᶶᵖ♅ ╢ Ἐ Ἇ♩ 

 5-1 ◑ ᶹᵙ♠╬ ╬ ╪ᾅ╥ Ἓ ἒ♬ 

   5.1.1 ╪җС ╬ ╪ᾅ ἒ♬ 

    5.1.1.1 ╪җС ╬ ╪ᾅ ἐ  

    5.1.1.2 ἶҵ ἒ♬ 

    5.1.1.3 Duplex ᶛӥ ἒ♬ 

    5.1.1.4 Flow Control ἒ♬  

6 ◌. ╩ ╧ᾂ ḵ⌐ Ἇ♩ 

 6-1 ◑ ╬ ╪ᾅ Ḹ─ ἒ♬ 

   6.1.1 ╬ ╪ᾅ Ḹ─ ἒ♬ ▬‰ 

    6.1.1.1 ╬ ╪ᾅ Ḹ─╥ ╪  

    6.1.1.2 ╬ ╪ᾅ Ḹ─ ᶛӥᴛ ө‡ʺ͙ 

    6.1.1.3 ἒ♬ ₉Ⱡ 

7 ◌. VLAN Ἇ♩  



 7-1 ◑ Vlan ἒ♬ 

   7.1.1 Vlan ἵˌ 

   7.1.2 Vlan ἒ♬ ▬‰ ᶜᴜ 

   7.1.3 Vlan ἒ♬ ▬‰ 

    7.1.3.1 Vlan ʺ / ợⱠ 

    7.1.3.2 ᾅ─   ἒ♬ 

    7.1.3.3 Vlan ╬ ╪ᾅ ỸἛ / ợⱠ 

    7.1.3.4 SuperVlan ╬ ╪ᾅ ἒ♬ 

    7.1.3.5 Vlan╥ ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

   7.1.4ἒ♬ ₉Ⱡ  

8 ◌. STP Ἇ♩ 

 8-1 ◑ STP ἒ♬ 

   8.1.1 STP ἵˌ 

   8.1.2 SSTP ἒ♬ ▬‰ ᶜᴜ 

   8.1.3 SSTP ἒ♬ ▬‰ 

    8.1.3.1 STP ɒ ӥ ἐ  

    8.1.3.2 STP Ἓ ₮ ẋ Ἓ  

    8.1.3.3 ᾅ─  ↕ἐὣ─ ̯Ἓ 

    8.1.3.4 Hello time ἒ♬ 

    8.1.3.5 Max-Age ᾎʼ ἒ♬ 

    8.1.3.6 Forward Delay ᾎʼ ἒ♬ 

    8.1.3.7  ↕ἐὣ─ ἒ♬ 

    8.1.3.8 Path Costἒ♬ 

    8.1.3.9 Auto-Designated port ἒ♬ 

    8.1.3.10 STP Ữ  ᶛѱ ᵠ 

   8.1.4 Vlan STP ἒ♬ 

    8.1.4.1 ˌ⅝ 

    8.1.4.2 Vlan STP ἒ♬▬‰ 

   8.1.5 RSTP ἒ♬ ▬‰ ᶜᴜ 

   8.1.6 RSTP ἒ♬ ▬‰ 

    8.1.6.1 ᾅ─ ╥ RSTP Ἓ ₮ ẋ Ἓ  

    8.1.6.2 ᾅ─  ↕ἐὣ─ ἒ♬ 

    8.1.6.3 ♣Ҁ ּ⁷ת ᾎʼ ἒ♬ 

    8.1.6.4 Hello time ἒ♬ 

    8.1.6.5 Max-Age ᾎʼ ἒ♬ 

    8.1.6.6 Path Cost ἒ♬ 

    8.1.6.7  ↕ἐὣ─ ἒ♬ 

    8.1.6.8 Protocol ṉ  ♠↔ ╬ ͙ 

8-2 ◑. MSTP ̯Ἓ 



   8.2.1 MSTP ̩ ⅝ 

    8.2.1.1 ἵˌ 

    8.2.1.2 MSTP ҵᶉ╬ 

    8.2.1.3 IST, CST, CIST ḓ MSTI 

    8.2.1.4  ⁵  

    8.2.1.5 MSTP BPDU 

    8.2.1.6 Ό♬ Ữ  ╬ 

    8.2.1.7 Hop ́ụ 

   8.2.2 MSTP ἒ♬ ▬‰ ᶜᴜ 

    8.2.2.1 MSTP  ᶛӥ Ἓ  

   8.2.3 MSTP ͙ ṕ ἒ♬ 

    8.2.3.1 ͙ṕ MSTP ἒ♬ 

    8.2.3.2 MSTP Ἓ  ḓ ẋ Ἓ  

    8.2.3.3 MSTP Area ἒ♬ 

    8.2.3.4 Network Root ἒ♬ 

    8.2.3.5 Secondary Root ἒ♬ 

    8.2.3.6 Bridge Priority ἒ♬ 

    8.2.3.7 STP ᾎʼ ᵰˌṉὡ ἒ♬ 

    8.2.3.8 Network Diameter ἒ♬ 

    8.2.3.9 Maximum Hop ́ụ ἒ♬ 

    8.2.3.10  ↕ἐὣ─ ἒ♬ 

    8.2.3.11 ╥ ˿ᴛ ẋ↔ ἒ♬ 

    8.2.3.12  ⁷˺ ┬  ̯Ἓ 

    8.2.3.13 MSTP  ᶛӥ Ἓ  

    8.2.3.14 Protocol Conversion ╬ ḓ Restarting 

    8.2.3.15 MSTP ♬Ṓ ╬ 

9 ◌. Port Mirroring Ἇ♩ 

9-1 ◑ Port-Mirroring ἒ♬ 

   9.1.1 Port Mirroring ▬‰ ᶜᴜ ἒ♬ 

   9.1.2 Port Mirroring ἒ♬ ▬‰ 

    9.1.2.1 Port Mirroring ἒ♬ 

    9.1.2.2 Port Mirroring ♬Ṓ ᾎ 

10 ◌. MAC דἲ ╧Ẅ ἳἘ Ἇ♩ 

 10-1 ◑ MAC לἵ ἶἛ ἒ♬ 

   10.1.1 MAC לἵ ἒ♬ ▬‰ ᶜᴜ 

   10.1.2 MAC לἵ ἒ♬ ▬‰ 

    10.1.2.1 Static MAC לἵ ἒ♬ 

    10.1.2.2 MACלἵ╥ Aging ᾎʼ ἒ♬ 



    10.1.2.3 Vlan ̑┬ MAC לἵ ἒ♬ 

    10.1.2.4 MAC לἵ ͙ 

    10.1.2.5 ┬ҿ MAC לἵ ּת↕͙ 

11 ◌. Link Aggregating Ἇ♩ 

 11-1 ◑ Port Aggregation ἒ♬ 

   11.1.1 ˌ⅝ 

   11.1.2 Port Aggregation ἒ♬ ▬‰ ᶜᴜ 

   11.1.3 Port Aggregation ἒ♬ ▬‰ 

   11.1.3.1 Port Aggregation ╥ бᵙ♠╬ Channel ἒ♬ 

   11.1.3.2 ᶹᵙ♠╬ ╥ Aggregation ἒ♬ 

   11.1.3.3 Port Aggregation ἒ♬  Load Balance ἒ♬ 

   11.1.3.4 Port Aggregation ╥ ᶛѱ ᵠ 

12 ◌. GVRP Ἇ♩ 

 12-1 ◑ GVRP ἒ♬ 

   12.1.1 ἵˌ 

   12.1.2 ἒ♬ ᶜᴜ 

    12.1.2.1 GVRP ἒ♬ ᶜᴜ 

   12.1.3 GVRP ἒ♬ ▬‰ 

12.1.3.1 ♣⁵ GVRP Ἓ  ḓ ẋ Ἓ  

12.1.3.2 ╬ ╪ᾅ⁄Ἄ GVRP Ἓ  ḓ ẋ Ἓ  

12.1.3.3 GVRP╥ ᶛѱ ᵠ ḓ ♩ˤ 

12.1.4 ἒ♬ ₉Ⱡ 

13 ◌. GMRP Ἇ♩ 

13-1 ◑ GMRP ἒ♬ 

   13.1.1 ἵˌ 

   13.1.2 ἒ♬ ▬‰ ᶜᴜ 

   13.1.3 GMRP ἒ♬ ▬‰ 

    13.1.3.1 ♣⁵ ̯Ἓᶛӥ⁄Ἄ GMRP Ἓ  ḓ ẋ Ἓ  

    13.1.3.2 ⁄Ἄ GMRP Ἓ  ḓ ẋ Ἓ  

    13.1.3.3 GMRP ᶛѱ ᵠ̓ ̕ᵙ 

   13.1.4 ἒ♬ ₉Ⱡ 

14 ◌. IGMP-snooping Ἇ♩ 

14-1 ◑ IGMP-Snooping ἒ♬ 

   14.1.1 IGMP-snooping ἒ♬ ᶜᴜ 

    14.1.1.1 Vlan⁄ IGMP-Snooping ἒ♬ Ἓ  ḓ ẋ Ἓ  

    14.1.1.2 Vlan⁄ Static Multicast לἵ ʺ ḓ ợⱠ 

    14.1.1.3 Vlan╥ ⱠΩ ἒ♬ 



    14.1.1.4 Ӯᴜ ӈ ҍỮ לἵ ′╪ Multicast ᶉᾎּתᵑ ᵠ Ѥ ͙ѫ ἒ♬ 

    14.1.1.5 IGMP-Snooping ╥ Router-age ἒ♬ 

    14.1.1.6 IGMP-Snooping ╥ ╞҆ᾎʼ ╪ᵾ ̯Ἓ  

    14.1.1.7 IGMP-Snooping ╥ ᵙ ▬Ἓ ἒ♬ 

    14.1.1.8 IGMP-Snooping ╥ ᶛѱ ᵠ ḓ ̕ᵙ 

15 ◌. 802.1x Ἇ♩ 

15-1 ◑. 802.1x ἒ♬ 

   15.1.1 802.1x ἒ♬ 

   15.1.2 802.1 x802.1 

    15.1.2.1 802.1x  ╬ּש ἒ♬ 

    15.1.2.2 802.1x ѻַשּ╬  א ▀♬ 

    15.1.2.3 802.1x ID  ♬ҍ ᾎʼ ἒ שּ╬

    15.1.2.4 802.1x ◓ ╬ּש ἒ♬ 

    15.1.2.5 802.1x ♣Ἶ ẍҵ ἒ♬ 

    15.1.2.6 802.1x Ợ↔▫ ḕ╬ӹ ἒ♬ 

    15.1.2.7 802.1x ⁄ ҍ  ♬Ḣḹ ἒ שּ╬ 

    15.1.2.8 802.1x ⁄ ҍ ┬ שּ╬   ἐ  ḓ ἒ♬ 

    15.1.2.9 802.1x ́♬ ἒ♬ 

    15.1.2.10 802.1x Guest Vlan ἒ♬ 

    15.1.2.11 ѻַא Л √  ӥ Ợ↔ Ḣּת ἒ♬ 

    15.1.2.12 ͙ṕ 802.1x ἒ♬ ḓ ѻᾎ ᾎ▬ 

    15.1.2.13 802.1x ╬ּש ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

    15.1.2.14 802.1x ἒ♬╥ ₉ 

16 ◌. Mac address List Ἇ♩ 

16-1 ◑ MAC לἵ ᵙᾅ  ἒ♬ 

   16.1.1 MAC ᵙᾅ  ἒ♬ ̯Ἓ 

    16.1.1.1 MAC ᵙᾅ  ỸἛ 

    16.1.1.2 MAC ᵙᾅ  ἒ♬ ᶜ 

    16.1.1.3 MAC ᵙᾅ  ♠↔ 

17 ◌. VLAN Access list Ἇ♩ 

17-1 ◑ Vlan Access List ἒ♬ 

18 ◌. IP Access List Ἇ♩ 

18-1 ◑ ᶹᵙ♠╬ ͙ḙ╥ IP Access List ἒ♬ 

   18.1.1 IP ᶉᾎּת ᵠ 

   18.1.2 IP Access list ▀ḙἛ̓ ◑Ἓ 

   18.1.3 Access List ⁄ ♠↔ 

   18.1.4 Access List ◑Ἓ╥ ₉ 



   18.1.4.1 ͙ḙ╥ IP Access Listᵑ TCP/UDP ⁄Ἄ╥ ᵠ ּת∟ 

   18.1.4.2 ͙ḙ╥ IP Access Listᵑ TCP/UDP⁄Ἄ ּת♬ӈ ᴛ ᵠ ּת∟ 

19 ◌. И −  ᴘ  Ἇ♩ 

19-1 ◑ IPלἵ ἒ♬ 

19.1.1 IP ἵˌ 

19.1.1.1  IP 

19.1.1.2  IP ג↕  ᴛ  

19.1.2  IP לἵ ▬‰ ᶜᴜ ̯Ἓ 

19.1.3  IP לἵ ἒ♬ 

19.1.3.1  Л √  ╬ ╪ᾅ⁄Ἄ IP לἵ ̯Ἓ ͙ 

19.1.3.2  Л √  ╬ ╪ᾅ⁄Ἄ ἐ  IP לἵ ̯Ἓ ͙ 

 ╬ ἵ ̯Ἓל  19.1.3.3

↕ג  19.1.3.4  ᴛἝᾅ ̯Ἓ 

19.1.3.5  Broadcast ᶉᾎּת ᵙ ̯Ἓ 

19.1.3.6  IP לἵ ּת♬ ḓ ┬ּת ͙ 

19.1.4 IP לἵ ₉Ⱡ 

19-2 ◑ DHCP ̯Ἓ 

19.2.1 ἵˌ 

19.2.1.1 DHCP ♠↔ᵰ  

   19.2.1.2 DHCP ╪♩ 

19.2.1.3 DHCP ↔‡ 

 19.2.2 DHCP Client ̯Ἓ 

   19.2.2.1 DHCP Client ̯Ἓ▬‰ 

   19.2.2.2 DHCP Client ̯Ἓ╥ ₉ᾎ 

  19.2.3 DHCP ἌḲ ̯Ἓ 

   19.2.3.1 DHCP ἌḲ Ͽ↔ ̯Ἓ 

   19.2.3.2 DHCP ἌḲ ̯Ἓ ͙ 

   19.2.3.3 DHCP ἌḲ ̯Ἓ ₉ᾎ 

19-3 ◑ IP Ἄẋᾅ ̯Ἓ 

  19.3.1 IPἌẋᾅ ̯Ἓ ͙ 

   19.3.1.1 IP ⁷˺ ̕ᵙ 

19.3.1.2 ᵰˌṉὡ Ἓѫ ̯Ἓ 

19.3.1.3 IP Л √  Ṓὡתּ┬ ḓ תּ 

19.3.2 Access-List ̯Ἓ ͙ 

  19.3.2.1 IP ᶉᾎּת ᵠ 

  19.3.2.2 IP Access-List ר ḓ ◑͙ѫ 

  19.3.2.3 ╬ ╪ᾅ⁄ Access-List ᵑ ♠↔ ͙ 

19.3.3 ᶹᵙ♠ ᵑ ͙ḙ╖ᴛ  IP Access-list ̯Ἓ 

  19.3.3.1 IP ᶉᾎּת ᵠ  



  19.3.3.2 IP Access List╥ ר ḓ ◑͙ѫ 

  19.3.3.3 ╬ ╪ᾅ⁄ Access-List ᵑ ♠↔ ͙ 

20 ◌. ׇ→  Ἇ♩ 

20-1 ◑ RIPἒ♬ 

   20.1.1ˌ⅝  

   20.1.2 RIP ▬‰ ᶜᴜ̯Ἓ 

   20.1.3 RIP ▬‰ ̯Ἓ 

    20.1.3.1 RIP ᾎ▬ ͙ 

    20.1.3.2 Broadcast Ѿ▀ ᴛ͎ע ‰ҥ╪  ҵᴜ RIP ג↕  ↔ 

↕ג 20.1.3.3      ͙⁄ Offset ╙ ♠↔ 

    20.1.3.4 ╪ᵾ ⱳ♬ 

    20.1.3.5 RIP Ḳ♣ Ḵ ♬תּ  ͙ 

↕ג 20.1.3.6     Ἓ שּ╬   

↕ג 20.1.3.7     תּ͔ –⅝  ͙ 

    20.1.3.8 ἵᾅ IP לἵ╥ ╬ּתּ͔ ש ͙ 

    20.1.3.9 ҍ ˿ᴛ ὡ ̯Ἓ 

    20.1.3.10 Horizon Ṫ  Ἓ  ֞Ѥ Ṫ  Ⱡ 

    20.1.3.11 RIP ┬ּת ḓ ̕ᵙ ͙  

   20.1.4 ̯Ἓ ₉Ⱡ 

20-2◑ BEIGRP ̯ Ἓ ͙ 

20.2.1  ˌ⅝ 

20.2.2  BEIGRP ̯ Ἓ ▬‰ ᶜᴜ 

20.2.3 BEIGRP ̯ Ἓ▬‰ 

20.2.3.1  BEIGRP Ἓ  

20.2.3.2  ҍ⁵  Ợ↔ ⅝̯ Ợ  ̯Ἓ 

20.2.3.3  BEIGRP ꜙ ˞ᵙ╥ ́ὡ ⱳ♥ ͙ 

20.2.3.4  ₡ ἥ╙  ꜙ ˞ᵙ ⱳ♥ 

20.2.3.5  ▫ҿ ˿ᴛ ⅝– Ợ↔ Ⱡ  

↕ג  20.2.3.6  ⅝– Ợ↔▫ ♬╥ 

20.2.3.7  ♣Ҁ ˿ᴛ ἒ♬ 

20.2.3.8  ѻᵐ BEIGRP ᵰˌ ṉὡ ̯Ἓ ͙ 

20.2.3.9  BEIGRP ɒ ѱ ᵠ ḓ ┬ּת Ṓὡ 

20.2.4 BEIGRP ̯Ἓ ₉Ⱡ 

20-3◑ OSPF ἒ♬ ͙ 

20.3.1  ˌ⅝ 

20.3.2  OSPF ̯ Ἓ ▬‰ ᶜᴜ 



20.3.3  OSPF ̯ Ἓ ▬‰ 

20.3.3.1  OSPF ᾎ▬  ͙

20.3.3.2  OSPF ╬ ╪ᾅ ᵰˌṉὡ ̯Ἓ ͙ 

20.3.3.3  OSPF ᶹᵙ♠╬ ѻᵐ Л √  ̯Ἓ ͙  

20.3.3.4  OSPF Л √  ┬  ̯Ἓ ͙  

20.3.3.5  OSPF Area ᵰˌ ṉὡ ̯Ἓ 

20.3.3.6  OSPF Area⁄Ἄ ג↕  ⅝– ̯Ἓ 

20.3.3.7  ♣Ҁ ג↕  ⅝– ̯Ἓ 

20.3.3.8  ͙ṕ ˿ᴛ ỸἛ 

20.3.3.9  Loopback ╬ ╪ᾅᵑ  ˿ᴛ IDἐ  

20.3.3.10 OSPF ˞ᵙ ̕ᵙ ̯Ἓ 

↕ג 20.3.3.11  ́ụ╙ ─  ╪ᵾ ̯Ἓ 

20.3.3.12  OSPF ɒ ѱ ᵠ ḓ ┬ּתṒὡ 

20-3◑ OSPF ̯ Ἓ ₉Ⱡ 

20.3.4.1  VLSM ̯ Ἓ ₉Ⱡ 

20.3.4.2  OSPF ˿ ᴛ ₮ ˿ᴛ Ḥ  ̯Ἓ╥ ₉ 

20.3.4.3  ABR ᾅ─ ⁄Ἄ ṓ◌  OSPF ̯ Ἓ 

20-4◑ BGP ̯ Ἓ ͙ 

   20.4.1 ˌ⅝ 

    20.4.1.1 BGP ἵˌ 

    20.4.1.2 BGP ˿ ᴛ ἐ  

   20.4.2 BGPἒ♬ ‰ᶴ 

    20.4.2.1 BGP ͙ ṕ Ἓ ̯Ἓ ͙ 

    20.4.2.2 BGP Ữ─ Ἓ ̯Ἓ ͙ 

   20.4.3 BGP ɒ ѱ ᵠ ḓ ┬ּתṒὡ ͙ 

   20.4.4 BGP ἒ♬╥ ₉Ⱡ 

21 ◌. VRRP ̬Ἐ ͖ 

21-1 ◑ VRRP ̯ Ἓ 

   21.1.1 ˌ⅝ 

   21.1.2 VRRP ̯ Ἓ ▬‰ 

   21.1.3 VRRP ̯ Ἓ ▬‰ ͙ 

    21.1.3.1 ⁄Ἄ VRRP╥ Ἓ ₮ ẋ Ἓ  

    21.1.3.2 VRRP ╬ּש ᶛӥ ̯Ἓ 

    21.1.3.3 VRRP ↕ἐ ὣ─ ἐ♩ ̯Ἓ 

    21.1.3.4 VRRP ↕ἐ ὣ─ ̯Ἓ 

    20.1.3.5 VRRP ײ ˃ ̯Ἓ 

    20.1.3.6 VRRP ɒ ѱ ᵠ ḓ ┬ּתṒὡ 



    20.1.3.7 VRRP ἒ♬ ₉Ⱡ 

22 ◑. Multicast ̯Ἓ 

22-1 ◑ Multicast ˌ⅝ 

   22.1.1 Multicast ג↕  ╬ᾏ 

   22.1.2 Multicast ג↕  ̯Ἓ ▬‰ ᶜᴜ 

    22.1.2.1 ͙ṕ Multicast ̯Ἓ ▬‰ ᶜᴜ 

    22.1.2.2 IGMP ̯Ἓ ▬‰ ᶜᴜ 

    22.1.2.3 PIM DM ̯Ἓ ▬‰ ᶜᴜ 

    22.1.2.4 PIM SM ̯Ἓ ▬‰ ᶜᴜ 

    22.1.2.5 DVMRP ̯ Ἓ ▬‰ ᶜᴜ 

22-2 ◑ ͙ṕ Multicast ג↕  ̯Ἓ 

   22.2.1 Multicast ג↕  ᾎ▬ ͙ 

   22.2.2 ⁄ Multica st ͙ѫ ̯ ͙ 

    22.2.2.1 OLNK ᾎ▬ ͙ 

    22.2.2.2 PIM DM ᾎ▬ ͙ 

    22.2.2.3 PIM SM ᾎ▬ ͙ 

   22.2.3 TTL ▐́ ˃ ̯Ἓ 

   22.2.4 ẖᵐ Multicast √ӹ ἵ ͙ 

   22.2.5 ♬♠ Multicast ˿ᴛ ̯Ἓ ͙ 

   22.2.6 IP Multicast ˿́ ̯Ἓ ͙ 

   22.2.7 IP Multicast ἶҵ Ⱡ‡ ̯Ἓ ͙ 

   22.2.8 IP Multicast ҵ↕Ḉ ̯Ἓ ͙ 

   22.2.9 Multicast ˿ᴛ ᶛѱ ᵠ ḓ ┬ּתṒὡ ͙ 

22-3 ◑ IGMP ἒ♬ 

   22.3.1 ἵˌ 

   22.3.2 IGMP ἒ♬ 

    22.3.2.1 ◓ IGMP Ḳ♣ ṉ˿ 

    22.3.2.2 IGMP Query ʼ˶ ̯Ἓ 

    22.3.2.3 IGMP Querier ʼ˶ ̯Ἓ 

   22.3.3 IGMP ҍ ╞҆ ᾎʼ ̯Ἓ 

   22.3.4 ᵡּתᵢ ͎ᴹ ̯Ἓ∟⁄ ҍ  IGMP ᵙ ʼ˶ ̯Ἓ ͙ 

   22.3.5 ♬♠ IGMP ̯Ἓ 

   22.3.6 IGMP ּסᾎ Ḣ  ᶜᴜ ̯Ἓ 

   22.3.7 IGMP Ἓ ̯Ἓ╥ ₉Ⱡ 

22-4 ◑ PIM DM ̯Ἓ 

   22.4.1 PIM DM ἵˌ 

   22.4.2 PIM DM ̯Ἓ 

    22.4.2.1 ╪ᵾ ὡ♬ ͙ 

    22.4.2.2 Ữ  Ựᴛ ̆  ̯Ἓ 



    22.4.2.3 ᵠ ᶜᴜ ἒ♬ 

    22.4.2.4 DR ↕ἐὣ─ ἒ♬ ͙ 

    22.4.2.5 ṓ (S,G) Ⱡ˞ 

   22.4.3 PIM-DM ̯Ἓ Ữ ⁄ Ựᴛ ̆  ₉Ⱡ 

22-5 ◑ PIM SM ̯Ἓ ͙ 

   22.5.1 PIM SM ἵˌ 

   22.5.2 PIM SM ̯Ἓ ͙ 

    22.5.2.1 PIM SM ᾎ▬ ͙ 

    22.5.2.2 ̆♬ RP ̯Ἓ ͙ 

    22.5.2.3 ₉ẋ BSR ̯ Ἓ ͙ 

    22.5.2.4 ₉ẋ RP ̯Ἓ ͙ 

    22.5.2.5 PIM SM Multicast ˿ᴛ ᾎ 

    22.5.2.6 Multicast ˿ᴛᵑ PIM SM ⁄Ἄ ּת↕͙ 

   22.5.3 ἒ♬ ₉Ⱡ 

    22.5.3.1 PIM SM ἒ♬ ₉Ⱡ (ᾅ─ Ѥ Vlan port ᴛ ̯ἛӇ‡ ▓ѻ.) 

    22.5.3.2 BSR ἒ♬ ₉Ⱡ (ᾅ─ Ѥ Vlan part ᴛ ̯ἛӇ‡ ▓ѻ) 

23 ◑. QoS ̯Ἓ 

23-1 ◑ QoS ̯Ἓ ͙ 

   23.1.1 ˌ⅝ 

    23.1.1.1 QoS ˌШ 

    23.1.1.2 P2P QoS ᶛҨ 

    23.1.1.3 QoS Queue ╥ QoS Queue ῼ̆ᵙּצ 

   23.1.2 QoS ̯Ἓ ▬‰ ᶜᴜ 

   23.1.3 QoS ̯Ἓ ▬‰ 

    23.1.3.1 ♣⁵ QoS ↕ἐ ὣ─ ҍ͙ ⁸ ̯Ἓ 

    23.1.3.2 QoS ↕ἐ ὣ─ ҍ͙⁸╥ ҍ⁵  ̯Ἓ 

    23.1.3.3 QoS ↕ἐ ὣ─ ҍ͙⁸⁄ ҍ  ▀♬ ́  Ἓ̯ ר♣ 

    23.1.3.4 QoS ↕ἐ ὣ─ ҍ͙⁸⁄ ҍ  ᾅ  Ἓ̯ ר ת

    23.1.3.5 ╥ ͙ṕ CoS˃ ̯Ἓ 

    23.1.3.6 ╥ CoS ↕ἐ ὣ╥ ҍ͙ ⁸ ̯Ἓ 

    23.1.3.7 QoS ♣ר ᵰ  ἒ♬ 

    23.1.3.8 QoS ♣ר ᵰ  ̯Ἓ ἒᶘ 

    23.1.3.9 QoS ♣ר ᵰ ╥ ▀ Ѥ ҥ╪ ᵒ ̯Ἓ 

    23.1.3.10 QoS ♣ר ᵰ ╥ ▀ Ѥ ҥ╪ ᵒ⁄ ҍ  ▬‰ ̯Ἓ 

    23.1.3.11 ⁄ QoS ♣ר ♠↔ 

    23.1.3.12 QoS ἒ́ ᵰ  ╪ẇ ᾎ 

    23.1.4.1 ⁄ QoS ♣ר ᵒ⁄ Ⱡ  ̯Ἓ ͙ 

24 ◌. 2 ˾  Џ ᴘ  ̬Ἐ 

24-1 ◑ Layer 2 ᴛ  В ̯Ἓ ͙  



   24.1.1 ἵˌ 

   24.1.2 Layer 2 ᴛ  В ̯Ἓ ͙ 

   24.1.3 Layer 2 ᴛ  В ̯Ἓ ₉Ⱡ 

25 ◌. Ӣ≈„ IP Subnet ˼ᴘ ̬Ἐ 

25-1 ◑ ӥ≢‡ IP Subnet ˿ᴛ ̯Ἓ 

   25.1.1 ӥ≢‡ IP Subnet ˿ᴛ ̯Ἓ ▬‰ 

    25.1.1.1 ˌ⅝ 

    25.1.1.2 ӥ≢‡ IP Subnet ˿ᴛ ̯Ἓ ͙ 

    25.1.1.3 ӥ≢‡ Ip Subnet ˿ᴛ╥ Ữ  ╬ ͙ 

   25.1.2 ̯Ἓ ₉Ⱡ 

26 ◌. ̎˳ ḟּק ̬Ἐ 

26-1 ◑ ̑˶ Ḣּת ̯Ἓ 

   26.1.1 ˌ⅝ 

   26.1.2 ̑˶ ₉Ḣ ̯Ἓ ▬‰ 

   26.1.3 ̑˶ ₉Ḣ ̯Ἓ 

 ᵰˌ ṉὡ ̯Ἓ תּ ˶̑ 26.1.3.1    

    26.1.3.2 ̑˶ Ḣּת ┬  ̯Ἓ 

    26.1.3.3 ̑˶ Ḣּת ͙ѫ ᾎ▬ 

    26.1.3.4 ̑˶ ₉Ḣ Ữ  ♩ˤ 

   26.1.4 ̑˶ ₉Ḣ ̯Ἓ ₉Ⱡ 

27 ◌. ṏῶ Ἇ♩ 

27-1 ◑ AAA ἒ♬ 

   27.1.1 AAAˌ⅝ 

    27.1.1.1 AAA ṒΌ Ἄẋᾅ 

    27.1.1.2 AAA╥ ◑♩ 

    27.1.1.3 AAA╥ ∟ᵙ 

    27.1.1.4 ᶉἵӥ ᵙᾅ  

   27.1.2 AAAֿב  ̯Ἓ 

    27.1.2.1 AAA ֿב  ̯Ἓ╥ ˌ⅝ 

   27.1.3 AAA ╬ּש ̯Ἓ ▬‰ ᶜᴜ 

   27.1.4 AAA ╬ּש ̯Ἓ ▬‰ 

    27.1.4.1 AAAᵑ Ợ↔ ⁴ ᴛ͎╬ ╬ּש ̯Ἓ 

    27.1.4.2 ♬ Ѿ́⁄Ἄ    Ṓ  Ἓ  

    27.1.4.3 AAA ╬ּש╙ ─  ḤЎᶉᾎּת ̯Ἓ 

    27.1.4.4 AAA ╬ּש Ợ↔▫ ╪ᵒ ┬ҵ ͙ 

    27.1.4.5 AAA ╬ּש Ợ↔▫    ┬ҵ ͙ 

    27.1.4.6 Ợ↔▫ ╪ᵒ ╬ּש ἒ♬ 

    27.1.4.7    Ἓ  



   27.1.5 AAA ╬ּש ̯Ἓ ₉ 

   27.1.6 AAA ╬ּש ̯Ἓ ▬‰ ᶜᴜ 

   27.1.7 AAA ╬ּש ̯Ἓ ▬‰ 

    27.1.7.1 AAAᵑ Ợ↔ ⁴ EXEC ̾  ̯Ἓ 

   27.1.8 AAA╬ּ₉ שⱠ 

   27.1.9 AAA ̯Ἓ ▬‰ ᶜᴜ ́ụ ͙ 

   27.1.10 AAA ̯Ἓ ▬‰ ́ụ ͙ 

    27.1.10.1 AAAᵑ Ợ↔ ⁴ ̯Ἓ ⁷˺ ́ụ ͙ 

    27.1.10.2 AAAᵑ Ợ↔ ⁴ Л √  ̯Ἓ ˭ụ ͙ 

    27.1.10.3 AAA ‰ҥ╪  ́ụ ͙ 

    27.1.10.4 AAA ╪ᵒ′Ѥ ́♬ •Ⱡ ͙ 

27-2 ◑ RADIUS ̯ Ἓ ͙ 

   27.2.1 ἵˌ 

    27.2.1.1 RADIUS ἵˌ 

    27.2.1.2 RADIUS ▬ҿ 

   27.2.2 RADIUS ▬‰ ᶜᴜ ̯Ἓ 

   27.2.3 RADIUS ▬‰ ᶜᴜ ̯Ἓ 

   27.2.4 RADIUS ▬‰ ̯Ἓ ͙ 

    27.2.4.1 RADIUS ἌḲ ᾐ╖ᴛ ♣  ̯Ἓ 

    27.2.4.2 ͕̑ ‰ Ṋ RADIUS Ἓ╙ Ợ↔ ҵᴜ ᾅ─  ̯Ἓ 

    27.2.4.3 RADIUS ʺ ּת♬ 

    27.2.4.4 RADIUS ╬ּתּ ש♬ 

    27.2.4.5 RADIUS ́  ♬תּ ♬

   27.2.5 RADIUS ̯ ἛỢ  

    27.2.5.1 RADIUS ╬ּש ḓ ̾  Ṩ⁴ Ⱡ 

27-3  שּ╬ ⌠ ◑

   27.3.1 ˌ⅝ 

 שּ╬ ⌠ 27.3.1.1    

́ שּ╬ ⌠ 27.3.1.2      

 Ἓ̯ שּ╬ ⌠ 27.3.2   

    27.3.2.1 ♣⁵ ̯Ἓ 

    27.3.2.2 ╬ ╪ᾅ ἒ♬ 

Ἓ שּ╬ ⌠ 27.3.2.3      

ᶛѱ שּ╬ ⌠ 27.3.3    ᵠ ḓ ┬ּת ̕ᵙ 

    27.3.3.1 ♣⁵ ̯Ἓ ♩ˤ 

    27.3.3.2 ╬ ╪ᾅ ἒ♬ ♩ˤ 

    27.3.3.3 Ợ↔▫ Ữ  ♩ˤ  

    27.3.3.4 ˆⱠ♠╖ᴛ Ợ↔▫ Ⱡ˞ ͙ 

 Ἓ ₉Ⱡ̯ שּ╬ ⌠ 27.3.4   



28 ᾂש .◌  ̬Ἐ ̒ᵖ 

28-1 ᾅױ ◑  ̕ᵙ ̯Ἓ 

   28.1.1 ˌ⅝ 

ᾅױ 28.1.2     ̯Ἓ ▬‰ ᶜᴜ ̕ᵙ 

ᾅױ 28.1.3     ̕ᵙ ̯Ἓ ▬‰ 

ᾅױ 28.1.3.1      ́ ͙ 

ᾅױ 28.1.3.2      ᵣө͙ 

ᾅױ 28.1.3.3      ̯Ἓ ͙ 

    28.1.3.4 ҍ͙ ͎ᴹ╥ ᶛѱ ᵠ Ữ  

    28.1.3.5 SNMPᵑ Ợ↔ ᾅױ ⁴  ̕ᵙ 

    28.1.3.6 Webᵑ Ợ↔ ᾅױ ⁴  ̕ᵙ 

29 ◌. Fast Ethernet -Ring  ̬Ἐ̐ ṏ Ḷ 

29-1 ◑ Fast Ethernet-Ring ╥ ̯Ἓ̓ Ṓ ḹ 

   29.1.1ˌ⅝ 

   29.1.2 Ethernet Ring ╥ ̕ᴐ ˌШ 

    29.1.2.1 ᵠ Л √  Яӥ╥ ⁵  

    29.1.2.2 ᵠ Л √  ╥ ⁵  

    29.1.2.3 Ⱡ‡ Vlan ̓ Data Vlan 

    29.1.2.4 MAC לἵ ╪ẇ ⁄╪︣ 

    29.1.2.5 ᵠ Л √ ╥ ₰♣  Ữ  

   29.1.3 ERPS⁄ Ợ↔ӇѤ ᶉᾎּת ┬  

   29.1.4 ╪җС ᵠ╥ Ṓ Ḣḹ 

   29.1.4.1 ᵡᾅ  Яӥ⁄ ҍ  ᴴ  ‡ḓ Ⱡ תּ 

   29.1.4.2 ╪ҿ Яӥ╥ ᵠ  ѻ⇔ ᶉᾎּת 

   29.1.4.3 ╪ҿ Яӥ╥ ᵠ  ṓ∟  

29-2 ◑ Fast Ethernet Ring ̯Ἓ  

   29.2.1 Fast Ethernet Ring╥ ͙ṕ̯Ἓ 

   29.2.2 Fast Ethernet Ring ᴛ  ̯Ἓ⁄ ҍ  ̆ Ợ  

   29.2.3 Fast Ethernet Ring ̯Ἓ ▬‰ 

   29.2.4 Fast Ethernet Ring ̯Ἓ 

   29.2.4.1 ᵡᾅ  Яӥ ̯Ἓ 

   29.2.4.2 ╪ҿ Яӥ ̯Ἓ 

   29.2.4.3 ᵠ Л √   ̯Ἓ 

   29.2.4.4 ᵠ Л √  Ṓ  ᴛ ╥ Ữ  ╬ 

30 ◌. DHCP Snooping Ἇ♩ 

30-1 ◑ DHCP-Snooping ἒ♬ 

   30.1.1.1 IGMP-Snooping Ἓ ₮ ẋ Ἓ  

   30.1.1.2 Vlan⁄Ἄ HDCP Snooping Ἓ  



   30.1.1.3 Vlan⁄Ἄ DHCP Snooping Ἓ  

   30.1.1.4 DHCP-ᾐᴧ ╬ ╪ᾅ⁄ ╬ ╪ᾅ ἒ♬ ͙ 

   30.1.1.5 ḕ╬ӹ ╪ẇ╥ ẖᵐ ‰ҥ╪  ͙ѫ Ἓ ₮ ẋ Ἓ  

   30.1.1.6 Vlan⁄Ἄ DAI Ἓ  

   30.1.1.7 ARP-Trusting ╬ ╪ᾅ⁄ ҍ  ╬ ╪ᾅ ἒ♬ 

   30.1.1.8 Vlan⁄ ἵᾅ IPלἵ ᶛѱ ᵠ Ợ↔ ἒ♬ ͙ 

   30.1.1.9 Vlan ṉ  Ἓ  (╪ ͙ѫ╙ ּת∟ Ѥ ◑ẋʺ ⅝) 

   30.1.1.10 ᾐᴧ Ѥ ᶛѱ ᵠ IP ἵᾅ לἵ ╬ ╪ᾅ ἒ♬ 

   30.1.1.11 Vlan ṉ תּ͔ ╙ Ѥ ╬ ╪ᾅ ἒ♬ 

   30.1.1.12 DHCP-Snooping Option82 ἒ♬ 

   30.1.1.13 DHCP-Snooping Option82  ♬  ἒ♬ 

   30.1.1.14 ḥ‰↔ ḕ╬ӹ ╬ ╪ᾅ TFTP ἌḲ ̯Ἓ 

   30.1.1.15 ḥ‰↔ ḕ╬ӹ ╬ ╪ᾅ ▀╪ᵒ ἒ♬ 

   30.1.1.16 ḥ‰↔ ḕ╬ӹ ╬ ╪ᾅ ╬ ͙ ─  ʼ˶ ̯Ἓ 

   30.1.1.17 ╬ ╪ᾅ ḕ╬ӹ ὡҿ ̯Ἓ 

   30.1.1.18 L2 ᾅ─ ⁄ ♣Ҁ Ѥ DHCP  

   30.1.1.19 DHCP-Snooping ᶛѱ ᵠ ḓ ┬ּ̕תᵙ 

   30.1.1.20 DHCP-Snooping ̯Ἓ╥ ₉Ⱡ 

  



 

1◌. Ἇ♩ כẈ 

╪ ᶷἌѤ  Ḵ , ἒ♬ ͙ ♣⁄ ⅝  ♥  ḓ ᶘᴖ‡ᵑ ░ᴏ  ╬ ╪ᾅ╥ ἵˌᵑ 

⁴ ᾅ─ ᵑ ╛ ̯Ἓ  ԅ ⅝  ♬Ṓᵑ Ⱡ̑ ѱѻ. 

1.1 ᾅ─   Ḵ  

ᾅ─  ᾒⱠ  Ḵ Ѥ <Type> <Slot>/<Port > ᾏ╖ᴛ Ӈ‡▓╖ᶒ ѻ╛ ẋ̪ ╥ ┬

 ḓ ╪ᵒ╙ ♠‡ й ᾋѱѻ. 

╬ ╪ᾅ  ╪ᵒ – ᾎ 

10M Ethernet  Ethernet E 

100M Ethernet  Fast Ethernet F 

1000M Ethernet / 1GigaEthernet  Giga Ethernet G 

10GigaEthernet TGiga Ethernet T 

Ἓ╥ ◑ ᾈᴡ Ḵ̯ ר Ѥ Ữ 0 ░ѱѻ. ϮᵾּתѤ 1⁄Ἄ ᾎ▬ ⁴ ⅍ ⁄Ἄ ₡ᵐ

╖ᴛ ́ἶ Ӌѱѻ. 

ҿ▀  ◑ ᾈᴡ╥  Ḵ Ѥ ῷמ⁄Ἄ ─ᴛ, ⅍ ⁄Ἄ ₡ᵐ ╖ᴛ 1Ṩ  ᾎ▬ ⁴ Ḵ

ʺ ᵰ˵ ︡ѱѻ. 

Note. 

ᶛӢ╥ Ѥ ῷמ⁄Ἄ ─ᴛ, ⅍ ⁄Ἄ ₡ᵐ ╖ᴛ ὣἌҍᴛ Ḵ  .Ӌѱѻ ♬תּ ʺ

 

1.2 ᾎ▬ ♣ ♩ˤ Ợ  

ᾅ─ ᵑ   ἒ♬╙ ͙ ♣⁄ ѻ╛Ѿ́ᵑ ╬ ᾕᾎ₡. 

· ὡҿ╖ᴛ ᾅ─ ⁄ ἒ♬╙ ѱѻ. 

· PC ḈВ ᴛ͎ע╙ ᾒ   ἒ♬ ѱѻ. 

· IP Л √ ╥ ᴛ ⁄ ӻג IP לἵ ́ ╙ Ἕ−ѱѻ. 

1.3 ҵ∑ᵦ ͙‫ 

ᶹ╛ (?) ֞Ѥ Ḣ  ᵑ Ợ↔ ᶔἌ ᶛӧ ᶘᴖ⁄ ҍ  ̕ᴐ ♬Ṓᵑ .ὡ ▓ᾋѱѻ ╙‫ 

· ◓ ᶘᴖ ᶛӥ⁄Ἄ Ợ↔  ὡ ▓Ѥ ᶛӧ ᶘᴖ╙ Ϯ⁸ ᴎᶔ ᶹ╛ ᵑ ░ᴏ ᾕᾎ

₡. 

Switch> ? 

· ῼ̆▓Ѥ ᶷ▫ᵑ ░ᴏ ̆ ᶹ╛ (̑ḥ′╪)ᵑ ░ᴏ ⁴ ◓ ῼᴎֿב ᶷ▫ᴛ ᾎ▬

Ѥ ᶘᴖ‡ ᶜᴜ╙ .ὡ ▓ᾋѱѻ ╙‫ 



Switch> s? 

· ᶘᴖ‡ᵑ ░ᴏ  ѻ╛ ̑ḥ̓ ᶹ╛ ᵑ ░ᴏ ⁴ ᶘᴖ ᵰˌṉὡ ᶜᴜ╙ ʺⱨ₪

ѱѻ. 

Switch> show ?  

· ─  ủ  ᵑ ыᵎᶔ ╪♣⁄ ░ᴏ  ᶘᴖ‡ʺ ᾎ Ӌѱѻ. ─  ủ  ᵑ 

́ἶ ыᵎᶔ ░ᴏ  җ ᵤ╘ ᶘᴖ‡ᵑ Ṗ ὡ ▓╖ᶒ, ῷמ  ᵑ ыᵎᶔ ◓ ᶘ

ᴖ‡ ѻ╛⁄ Ϯ₡Ѥ ᶘᴖ‡ᵑ Ṗ ὡ ▓ᾋѱѻ. 

 

1.4 ᶘᴖ‡ ᶛӥ 

ᶘᴖ‡ ג╬╥ ╬ ╪ᾅ⁄Ѥ ѻ‚  ᶛӥʺ ▓ᾋѱѻ. ѻᵐ ᶘᴖ‡ ᶛӥᵑ Ợ↔ ⁴ ᾅ

─ ╥ ѻᵐ ̯Ἓ ⅝ἵᵑ ̯Ἓ  ὡ ▓ᾋѱѻ. Ợ↔ ʺѫ  ᶘᴖ╘ ◓ Ợ↔ַא╬ ᶛӥ⁄ 

ӻג ѻᵓѱѻ. ᶹ╛ (?)ŋ  ░ᴏ ᶔ בֿ‡ל ᶛӥ⁄Ἄ ♠↔ ʺѫ  ᶘᴖ ᶜᴜ╙ ὡ ╙‫ 

▓ᾋѱѻ. ѻ╛ ⁄ἌѤ ▫ל Ợ↔ӇѤ ᶘᴖ ᶛӥ ░ѱѻ. 

ᶘᴖ‡ ᶛӥ ♪͐ Ḣḹ ╬ ╪ᾅ ᾏ ꜙᴮ Ḣḹ 

ˁᾎ ᶛӥ 

(Moniter  Mode)  

♣∟╙   

ŗCtrl+pŘŋ  ░ᴏ 

Monitor#  Type ŗquitŘ 

Ợ↔▫ ᶛӥ 

(User Mode) 

ᴛ͎╬ Switch> Type ŗexitŘ or ŗquitŘ 

̕ᵙ▫ ᶛӥ 

(Admin Mode)  

Ợ↔▫ ᶛӥ⁄Ἄ ŗinputŘ ֞Ѥ 

ŗenableŘ ᶘᴖ‡ᵑ ░ᴏ 

Switch# Type ŗexitŘ or ŗquitŘ 

̯Ἓ ᶛӥ 

(Global Mode)  

̕ᵙ▫ ᶛӥ⁄Ἄ 

ŗconfigŘ ᶘᴖ‡ᵑ ░ᴏ 

Switch_config# Type ŗexitŘ or ŗquitŘ 

ŗCtrl+zŘ╖ᴛ ̕ᵙ▫ 

ᶛӥᴛ ҹῷ˂ѱѻ. 

╬ ╪ᾅ  

ἒ♬ ᶛӥ 

̯Ἓ ᶛӥ⁄Ἄ interface ᶘᴖ

‡ᵑ ░ᴏ ᾕᾎ⅝. 

Switch_config_f0/1#  Type ŗexitŘ or ŗquitŘ 

ŗCtrl+zŘ╖ᴛ ̕ᵙ▫ 

ᶛӥᴛ ҹῷ˂ѱѻ. 

 

Ⱡ ӈ ᶘᴖ╥ ─ ᶘᴖ‡Ѥ ʻ ᶘᴖ ᶛӥ⁄Ἄ Ợ↔  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ᵑ ░ᴏ Ѥҥ ᶷⱠʺ ▓╖ᶔ ╬ ╪ᾅ ᾏ╙ ╬ ̆ ᶹ╛ (?)ŋ  ░ᴏ ⁴ 

Ợ↔ ʺѫ  ᶘᴖ‡ ᶜᴜ╙ ╖ᾕᾎ₡. 

◄ᶣӈ ᶘᴖ ᶛӥ ╪˞Ϯ ◄ᶣӈ ̯ᶷ╙ Ợ↔ ַא▀ ὡ ▓ᾋѱѻ. 

ѻ╛ ₉ᾎ⁄Ἄ ᾎᾅ  ᴟ  ṉ˿, ᶘᴖᶛӥ ṉ˿╙ Ϯ Єѱѻ. 

Switch> enter  

Password: <enter password>  



Switch# config  

Switch_config# interface f0/1  

Switch_config_f0/1# quit  

Switch_config# quit  

Switch# 

 

1.5 ᶘᴖ‡ ἵ 

ᶘᴖ‡ᵑ ἵ ˞Ϯ ͙ṕ ἒ♬╖ᴛ ҹῷʺᴎᶔ √ӥᵑ ʺ ᾕᾎ₡. 

ᶘᴖ‡  ⁄Ѥ ′ᾋѱѻ. 

₉ᵑ ө‡, no ip routing  

 

1.6 ἒ♬ ♇◑ 

ᾎᾅ  ◓ᾎ▬ ֞Ѥ ♣∟ Ѿ ᾎ ∟מ ̯Ἓ╙ ṓ̯  ὡ ▓ҵᴜ ̯Ἓ ṉ˿ Ợ ╙ ♇◑

‒ ѱѻ. write  ᶘᴖ‡ᵑ Ợ↔ ⁴ ̕ᵙᶛӥ ֞Ѥ ̯Ἓ ᶛӥ⁄Ἄ ̯Ἓ╙ ♇◑  ὡ ▓

ᾋѱѻ. 

  



 2◌. ͖ṒἏ♩ ᾋᾂ  ̒ᵖ Ἇ♩  

2.1.1 ╪ ̒ᵖ Ἇ♩ 

2.1.1.1 ╪ ᾋᾂ  ̒ᵖ 

Ώ╖ᶒ ▀ ╪ᵒ╘ ҍἵᶷ תᾎ ᶉᶛᵙ⁄ ♇◑ӇѤ ▀╥ ╪ᵒ╘ 20▫ᵑ Еּמ

▫ᵑ ̯Ṫ  .Ώᾋѱѻ תּ

2.1.1.2 ╪ ᾋᾂ  ᶕᴓ„ 

ᶛӧ ᶘᴖ‡Ѥ ̴╘ ͒Ῥ  ╪ᶒ ͙ Ѥ ᵰˌṉὡ ░ѱѻ.  

ΎὍ ̖ Ř[ ]Ř╥ Ͽ↔╘ ἐ  Ợ ░ѱѻ. 

ᶕᴓ„ Ἇᶕ 

format  ▀ ᾎᾅ ╙ ᵶ ̆ ᶛӧ ҥ╪ ᵑ ợⱠ ѱѻ. 

dir [ ╪ᶕ] ▀ ḓ Ӱᴇ ᵙ ╪ᵒ╙ ᾎ ѱѻ. Ř[]Ř͙  Ό╥ ▀ ╪ᵒ╘ ⁴ᴎ ᶷ▫ᴛ ᾎ

▬ Ѥ ▀╙ ᾎ Ѥ ˦╙ ╥Ḉ ѱѻ. ▀╘ ѻ╛ ᾏ╖ᴛ ᾎ Ӌѱѻ. 

ự╬Ḵ  ▀╪ᵒ < ▀> ͝╪ ἒ♬ӈ ᾎʼ 

delete ╪ᶕ ▀╙ ợⱠ ѱѻ. ▀╪ Ⱶ◓ Ώ╖ᶔ ᾎᾅ תּ ⁄Ἄ ѱѻ. 

md dir╧ᵏ Ӱᴇ ᵙᵑ ᵣӬѱѻ. 

rd dir╧ᵏ Ӱᴇ ᵙᵑ ợⱠ ѱѻ. Ӱᴇ ᵙʺ Ⱶ◓ Ώ╖ᶔ ᾎᾅ תּ ⁄Ἄ ѱѻ. 

more ╪ᶕ ▀╥ Ͽ↔╙ ᾎ ѱѻ. ▀ Ͽ↔╙  ╪ּתᴛ ᾎ  ὡ ′Ѥ ˿↕ ╪

 .Ṋᴛ ᾎ Ӌѱѻתּ

cd ◓ ▀ ᾎᾅ ╥ ˿ᴛᵑ ṉ˿ ѱѻ. 

pwd  ◓ ˿ᴛᵑ ᾎ ѱѻ. 

 

2.1.1.3 ὝҼ╓ᴘ ╪ ᾋ□ 

monitor# boot flash < local_Filename> 

╪♣ ᶘᴖ╘ ⁴ױ ᾅ─  ἵ ≢‡ʺ Ӊ ὡ ▓Ѥ מᾎ⁄Ἄ ᾅ─  ἵ

≢‡ᵑ ᾎ▬ Ѥ ˦░ѱѻ. 

ᵭˉṆὝ Ἇᶕ 

ᵭˉṆὝ Ἇᶕ 

Local_filename ᾎ ᶉᶛᵙ⁄ ♇◑ӈ ▀ ╪ᵒ╖ᴛ Ợ↔▫Ѥ ▀ ╪ᵒ╙ ░ᴏמ  ‒ 

ѱѻ. 

 

Ἇ♩ ₆♫ 

monitor#boot flash switch.bin  

2.1.1.4 ἲ ≈„ ‭Ң╧  

Ợ↔▫Ѥ ╪ ᶘᴖ‡ᵑ Ợ↔ ⁴ ᾅ─  ᾎᾅ  ἵ ≢‡ᵑ ᴛ  ֞Ѥ ∟˶╖ᴛ 



ѻ⇔ᴛӥ ⁴ Ḳ♣ ‰ҥ╪  ֞Ѥ Ợ↔▫ ♬╥ ͙ѫ Ḳ♣(₉: ҥ╪     Ӯ)╙ 

ὡ ▓ᾋѱѻ. ᶛѱ ╙‫  ᶛӥ⁄Ἄ ἵ ≢‡ ‰ҥ╪ ⁄Ѥ ӎʺּת Ḣḹ╪ ▓ᾋѱ

ѻ. 

1) TFTPŋ   ‰ҥ╪  

monitor# copy tftp flash [ ip_addr] 

╪ ᶘᴖ‡Ѥ TFTP ἌḲ╥ ▀╙ ᾎᾅ ᾎᴛ ṓỢמ ╥ Ѥ ˦░ѱѻ. ᶘᴖ╙ 

░ᴏ ᶔ ᾎᾅ ╘ ∟˶ ἌḲ ╪ᵒ̓ ∟˶ ▀ ╪ᵒ╙ ░ᴏ  ᵑתѤ ᶉᾎּג

ᾎ ѱѻ. 

ᵭˉṆὝ Ἇᶕ 

ᵭˉṆὝ Ἇᶕ 

Ip_addr  TFTP ἌḲ╥ ip לἵ ░ѱѻ. 

ἵʺ ′╖ᶔ ṓỢᶘᴖ╪ ᾒלӈ IP♬תּ ӈ  IPלἵᵑ ░ᴏ Ѥ ᶉἝג

Ϯ ʺתּ Ϸѱѻ. 

 

Ἇ♩ ₆♫ 

ѻ╛ ₉ⱠѤ ἌḲ⁄Ἄ ▄╘ main.bin  ▀╪ ἌḲ⁄Ἄ ▄ ̆ ᾅ─ ⁄ ♇◑Ӈ

Ѥ ▀ᶘ╘ switch.bin ╖ᴛ ṉ˿ ⁴ ♇◑ Ѥ ˦╙ Ṓ⁴ּׁשѱѻ. 

 

monitor#copy tftp flash  

Prompt: Source file name[]?main.bin  

Prompt: Remote -server ip address[]?192.168.20.1 

Prompt: Destination file name[main.bin]?switch.bin  

Please wait ŏ. 

#################################################################  

TFTP:successfully receive 3377 blocks ,1728902 bytes   



 

ᴑ  ᾐ ᴛוֹ (2  ŕ zmodem 

ḈВ ᴛ͎ע╘ WINDOWS 95, NT 4.0╥ ╪  ḈВ ᴛ͎ע ╪˞Ϯ 

WINDOWS 3.X╥ ḈВ ⁄Ḁᴆ╪Ἢ ᴛ͎ע ▀ ὡ ▓ᾋѱѻ. 

 

monitor#download c0 switch.bin  

Prompt: speed[9600]?115200 

ἶҵᵑ 115200╖ᴛ ὡ♬ ᾕᾎ₡. ѻᾎ ⁷˺   ╪ ḈВ( ḈВ⁄Ḁᴆ╪

Ἢ)╥ ♣Ἶ ᶉќ⁄Ἄ ▀ ♣Ἶ╙ ἐ ᾕᾎ₡. ▀ ṒϿ͙ ҍ Ữ▫ʺ ѻ╛̓ 

ˉ╪ Ϯ Ϸѱѻ. 

 

͎ᵝ 1-1. ▀ ṒϿ͙ 

▫Ợ⁄Ἄ Ⱡ̑ Ѥ ᾅ─  ἵ ≢‡ ŗmain.binŚ╥ ♣  ˿ᴛᵑ ▀╪ᵒ ░ᴏ

Ữ▫⁄ ░ᴏ ̆ Zmodem╙ ᴛ ᴛ ἐ ᾕᾎ₡. ▀╙ ṒϿᴎᶔ ṒϿ͙

ᵑ ᵚ ᾕᾎ₡,  

▀ ♣Ἶ ᶔ ѻ╛ ♬Ṓʺ Ϯ Ϸѱѻ. 

 

ZMODEM: Successfully receive 36 blocks ,18370 bytes 

 

ἵ ≢‡ ‰ҥ╪ ʺ ₰ᴮ Ӈ‴ѻѤ ˦╙ Ϯ Ͽᶒ ╪ ḈВ 

( ḈВ⁄ Ḁᴆ╪Ἢ)╥ ♣ἾἶҵѤ 9600╖ᴛ ◓ἒ♬ Ӈ‡‒ ѱѻ. 

 

2.1.1.5 ἒ♬ ‰ҥ╪ (◑ẋ╥ Configuration  Update) 

ᾅ─  ̯Ἓ╘ ▀ᴛ ♇◑Ӈ̆ ▀ ╪ᵒ╘ startup-config ░ѱѻ. ἵ ≢‡ ‰

ҥ╪ ₮ ┬Ợ  ᶘᴖ╙ Ợ↔ ⁴ ̯Ἓ╙ ‰ҥ╪   ὡ ▓ᾋѱѻ. 



1) TFTPŋ   ‰ҥ╪  

monitor # copy tftp flash startup-config  

ᴑ  ᾐ ᴛוֹ (2  ŕ zmodem 

monitor#download c0 startup -config  

2.1.1.6 FTPŋ  Ợ↔ ⁴ ἵ ≢‡ ḓ ἒ♬ ‰ҥ╪  

config #copy ftp flash [ ip_addr | option ] 

FTPŋ  Ợ↔ ⁴ ̑ᾏ ᴛ͎ע ̕ᵙ⁄Ἄ ἵ ≢‡ ḓ ἒ♬╙ ‰ҥ╪  ᾕᾎ₡. 

ŗcopyŘ ᶘᴖ‡ᵑ Ợ↔ ⁴ FTPἌḲ⁄Ἄ ᾅ─ ᴛ ▀╙ ѻ⇔ᴛӥ ̆, ᾅ─ ╥ 

▀ ᾎᾅ ⁄Ἄ FTP ἌḲᴛ ▀╙ ‰ᴛӥ ᾕᾎ₡. ᶘᴖ╙ ░ᴏ ᶔ ᾎᾅ ⁄Ἄ 

∟˶ ἌḲ ╪ᵒ̓ ∟˶ ▀ ╪ᵒ╙ ░ᴏ  .ᵑ ᾎ ѱѻתѤ ᶉᾎּג

copy{ftp:[[[//login -name:[login -

password]@]location]/directory]/filename}|flash:filename>}{flash<:filename>|ftp:[[[//lo

gin-name:[login -password]@]location]/directory]/filename}<blksize><mode><t ype>  

ᵭˉṆὝ Ἇᶕ 

ᵭˉṆὝ Ἇᶕ 

login -nam  FTP ἌḲ╥ Ợ↔▫ ╪ᵒ 

ӈ Ợ↔▫╥ ╪ᵒ╪ ′╖ᶔ ŚBnoxś ᶘᴖ╙ ᾒ♬תּ    Ợ↔▫ ╪ᵒ

╙ ░ᴏ Ϯ ʺתѤ ᶉᾎּג Ϸѱѻ. 

login -password  FTP ἌḲ╥ ẋḌḴ  

  ӈ♬תּ ʺ ′╖ᶔ ŚBnoxś ᶘᴖ╙ ᾒ      ᵑ ░ᴏ Ѥ ᶉג

Ἕּתʺ Ϯ Ϸѱѻ. 

nchecksize  ▀ ͙Ѥ ἌḲ⁄Ἄ ╬ Ӈּת Ώᾋѱѻ. 

vfr  MPLSŋ ∟תּ  Ѥ ◑ ⁄ ҍ  vrf ḕ╬ӹ ͙ѫ╙ Ⱡ̑ ѱѻ. 

blksize  ҥ╪  ♣Ἶ ẇᴜ╥ ͙ (͙ṕ˃: 512) 

ip_addr  FTP ἌḲ╥ IP לἵ 

ἵʺ ′╖ᶔ ŚBnoxś ᶘᴖ╙ ᾒלӈ IP♬תּ    IP לἵᵑ ░ᴏ ג

Ѥ ᶉᾎּתʺ Ϯ Ϸѱѻ. 

active  Ἓ ᶛӥ⁄Ἄ FTPἌḲ⁄ ⁷˺ Ѥ ˦╙ ╥Ḉ ѱѻ. 

passive ὡҿ ᶛӥᴛ FTPἌḲ⁄Ἄ ⁷˺ Ѥ ˦╙ ╥Ḉ ѱѻ. 

type  ҥ╪  ♣Ἶ ᶛӥ ἒ♬ ѱѻ.(ascii or binary)  

Ἇ♩ ₆♫ 

ѻ╛ ₉ⱠѤ ŗmain.binŘ ▀╪ ἌḲ⁄Ἄ ▄ ̆ ᾅ─ ⁄Ἄ switch.bin╖ᴛ ṉ˿Ӈ

‴╛╙ Ṓ⁴ּׁשѱѻ.  

config#copy ftp flash  

Prompt: ftp user name[anonymous]? login -nam 

Prompt: ftp user password[anonymous]? login -password 

Prompt: Source file name[]?main.bin  



Prompt: Remote -server ip address[]?192.168.20.1 

Prompt: Destination file name[main.bin]?switch.bin  

or 

config#copy ftp://login -nam:login -password@192.168.20.1/main.bin flash:switch.bin 

#################################################################  

################################################# ################  

FTP:successfully receive 3377 blocks ,1728902 bytes 

config#  

 

Note:  

1) FTPἌḲʺ ▬ҿ Ώ╙ ԅ ҍ͙ ᾎʼ╪ ͝‡︡ѱѻ. ╪ ᶷⱠѤ TCP ᾎʼ ꜙᴮ תּ

ᾎʼ(͙ṕ 75S)╖ᴛ ╬  ḛỸ ᶔ TCP ⁷˺ ᾎʼ╙ ὡ♬ ͙ ─⁄ ŗip tcp 

synwait-timeŘ ͒ᴛḶ ᶛӥ⁄Ἄ ᶘᴖ╙ ̯Ἓ  ὡ ▓ᾋѱѻ. 

↔ᵣ. Ợתּ  .ΏѤ ˦╪ ꜜᾋѱѻ תּ

2) ▀Ṩ Л √  ᾐ╥ ⱳˠ⁄Ἄ FTPŋ  Ợ↔ ᶔ ҥ╪  ♣Ἶ ἶҵʺ Ữҍ♠╖ᴛ 

Ѣᵜ ὡ ▓ᾋѱѻ. Ữ╥ ̓ᵑ ♥♠ ᴎᶔ ♣Ἶ ẇᴜ╥ ͙ᵑ╖‫ ˭ ⱳ♬

 ὡ ▓ᾋѱѻ. ͙ṕ ͙Ѥ 512╪ᶒ ҍṨṪ╥ Л √ ⁄Ἄ ẋ̪♠ и╘ ▬ҿ 

ἶҵᵑ Ṓ◑ ѱѻ. 

 

 

 

 

 

2.1.2 ͙ṕ ᾎᾅ  ̕ᵙ ἒ♬ 

2.1.2.1 ╪җС IP לἵ ἒ♬ 

monitor#ip address < ip_addr> < net_mask>  

╪ ᶘᴖ╘ ╪җС╥ IP לἵᵑ ̯Ἓ ѱѻ.  

͙ṕ לἵѤ 192.168.0.1 ╪̆ <net_mask>Ѥ 24bit  ░ѱѻ. 

ᵭˉṆὝ Ἇᶕ 

ᵰˌṉὡ ἒᶘ 

ip_addr  ╪җС╥ IP לἵ ░ѱѻ. 

net_mask  ╪җС╥ ἌẄС ᵡᾅ  ░ѱѻ. 



 

Ἇ♩ ₆♫ 

monitor#ip address 192.168.1.1 255.255.255.0 

 

2.1.2.2 ӭ  ׇ→  Ἇ♩ 

monitor#ip route default < ip_addr>  

╪ ᶘᴖ╘ ͙ṕ ˿ᴛᵑ ̯Ἓ Ѥҥ Ợ↔Ӌѱѻ. ͙ṕ ˿ᴛѤ Ϯᵣ ̯Ἓ  ὡ ▓

ᾋѱѻ. 

ᵭˉṆὝ Ἇᶕ 

ᵰˌṉὡ ἒᶘ 

ip_addr  ˭╪ ≢╪╥ IP לἵ ░ѱѻ. 

 

Ἇ♩ ₆♫ 

monitor#ip route default 192.168.1.1  

! 

monitor#ip route default 192.168.0.254  

 

 

 

2.1.2.3 Ping╖ ╧↑ ⁭ И −  ⁴˷ ừ  ᾂ  

monitor#ping < ip_address> 

╪ ᶘᴖ╘ Л √ ╥ ⁷˺ Ữ ᵑ ᾅ  Ѥ ˦░ѱѻ. 

ᵭˉṆὝ Ἇᶕ 

ᵰˌṉὡ ἒᶘ 

ip_addr  ᶜ♠ּת╥ IP לἵ ░ѱѻ. 

 

Ἇ♩ ₆♫ 

monitor#ping 192.168.20.100  

PING 192.168.20.100: 56 data bytes 

64 bytes from 192.168.20.100: icmp_seq=0. time=0. ms 



64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms  

64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms  

64 bytes from 1 92.168.20.100: icmp_seq=3. time=0. ms 

---- 192.168.20.100 PING Statistics----  

4 packets transmitted, 4 packets received, 0% packet loss  

round -trip (ms) min/avg/max = 0/0/0  

 

2.1.3. HTTP Ἇ♩ 

2.1.3.1 HTTP Ἇ♩ 

· HTTP Ἄẋᾅ╥ Ἓ  

· HTTP Ἄẋᾅ╥ ὡᾐ ҍ͙  Ḵ  ὡ♬ 

· HTTP Ἄẋᾅ╥  Ἕᾅ ẋḌḴ  ♬ἒ ♬תּ 

· HTTP Ἄẋᾅ⁄ ҍ   Ἕᾅ Ⱡ‡ ᶜᴜ 

1) http ἉẈᾂᵎ Ἐ  ѮѸ. 

HTTP ἌẋᾅѤ ͙ṕ♠╖ᴛ ẋ Ἓ  Ӈ‡ ▓ᾋѱѻ. 

HTTP ἌẋᾅѤ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ ͒ᴛḶ ᶛӥ⁄Ἄ ̯Ἓ╙ Ἓ  ѱѻ. 

ᶕᴓ„ ͖Ѩ 

ip http server  http ἌḲᵑ Ἓ  ѱѻ. 

2) HTTP ἉẈᾂ╢ Ὕᾍ Ҋ͖  ḱ  Ὕ♩ ѮѸ. 

HTTP Ἄẋᾅ╥ ὡᾐҍ͙ Ѥ 80 ░ѱѻ. HTTP Ἄẋᾅ╥  Ḵ Ѥ ͒ᴛḶ 

ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ╪↔ ⁴ ṉ˿/ἒ♬╪ ʺѫ ѱѻ. 

ᶕᴓ„ ͖Ѩ 

ip http [ port number]  http Ἄẋᾅ╥ ὡᾐҍ͙ ᵑ ṉ˿ ἒ♬ ѱѻ. 

3) HTTP ἉẈᾂ╢ password ♥ἳ Ἇ♩ ͖ 

HTTPѤ  Ἕᾅ   ᴛ enable╙ Ợ↔ ѱѻ. HTTP  Ἕᾅ⁄ ҍ ὡ ╙שּ╬ 

ᴎᶔ    Ợ↔╙ ἒ♬ ‒ ѱѻ.    enable╘ ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ ͒ᴛḶ 

ᶛӥ⁄Ἄ ἒ♬ Ӌѱѻ. 

ᶕᴓ„ ͖Ѩ 

enable password [line]  HTTP enable ẋḌḴ ᵑ ἒ♬ ѱѻ. 

4) HTTP ἉẈᾂ› Ҋ   Ἒᾂ ♫„ ᶙᴙ ּק♩ 

HTTP ἌḲ⁄ ҍ  ᾅ ╥  Ἕᾅᵑ Ⱡ‡ ͙ ─  ѻ╛⁄ ҍ   Ἕᾅ Ⱡ‡ ᶜ

ᴜ╙ ּת♬  ὡ ▓ᾋѱѻ. HTTP Ἄẋᾅ╥  Ἕᾅ Ⱡ‡ ᶜᴜ╙ ּת♬ ᴎᶔ ͒ᴛḶ 

ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ₡ 



ᶕᴓ„ ͖Ѩ 

Ip http access -class 

STRING 

http⁄ ҍ   Ἕᾅ Ⱡ‡ ᶜᴜ╙ ּת♬ ѱѻ. 

 

2.3.1.2 HTTP Ἇ♩ ₆♫ 

ѻ╛ ₉Ⱡ⁄ἌѤ http Ἄẋᾅ ᴛ ͙ṕ (80)╙ Ợ↔ ̆  Ἕᾅ לἵѤ 

192.168.20.0/24ᴛ Ⱡ Ӌѱѻ. 

· Access control List  Ἇ♩ 

ip access-list standard http -acl 

permit 192.168.20.0 255.255.255.0 

· ͏ᴘḳ ᶘӢ›Ἁ╢ Ἇ♩ 

ip http access -class http-acl 

ip http server  

  



2-2◌. ḅЏ Ἇ♩ 

2.2.1 VTY Ἇ♩ 

ᾎᾅ ╘ Ślineś ᶘᴖ‡ᵑ Ợ↔ ⁴ ḈВ ᵰˌṉὡᵑ ̯Ἓ ѱѻ. 

╪ ᶘᴖ╙  ḈВ⁄ ᶔ⁄ ᾎӇѤ ̯Ἓ╙ ⱳ♥  ὡ ▓ᾋѱѻ. 

2.2.2 Ἇ♩ ϼ↑ 

╪ ᾎᾅ ⁄Ѥ ♪ἶ ʺѫ  Ḣḹ╘ 4ʺּת╥ ┬ ╪ ▓ᾋѱѻ. 

 : console( Ἱ), aid(ּת∟), asynchronous(ẋҿ͙) and virtual terminal( ʺỮ ḈВ) 

ᾎᾅ ᵡѻ ѻᵐ ┬ ♥♠ .ᾋѱѻ▓ ╪╬ג ╥  ̯Ἓ⁄ ҍ ἌѤ ѻ╛ ἵ ≢‡ ḓ 

ӥ≢‡ ̯Ἓ ΌϿἌᵑ ⱳ ᾕᾎ₡. 

♪ἶ ┬  ╬ ╪ᾅ ἒᶘ Ḵ  

CON(CTY) Console ἒ♬╙ ─  ᾎᾅ ⁄ ᴛ͎╬ 0 

VTY Virtual and asynchronous С, X.25 PAD, HTTP, ḓ ᾎᾅ ╥ 

(₉:╪җС ḓ ֹוᴑ )ᵑ  ᴛ͎╬ 

 ὡ ▓ᾋѱѻ. 

1~32 

2.2.2.1 Line ̐ interface ʹ╢ ̒˾ 

1) ҿ͙ ╬ ╪ᾅ₮ VTY ג╬ ʼ╥ ́̕ 

ʺỮ ḈВ ג╬╘ ᾎᾅ ⁄Ἄ  Ἕᾅ ͙ ─  ҿ͙ ╬ ╪ᾅᵑ Ⱡ̑ ѱ

ѻ. VTY ג╬╙  ᾎᾅ ⁄Ἄ ⁷˺ ᶔ ᾒⱠᴛ ╬ ╪ᾅ╥ ʺỮ ⁄ ⁷˺ 

Ӌѱѻ. ʻ ҿ͙ ╬ ╪ᾅ⁄ἌѤ ᵤ╘ ʺỮ ʺ ▓╙ ὡ ▓ᾋѱѻ. 

₉ᵑ ө‡, ⁴ױ С╪ ╬ ╪ᾅ(╪җС ֞Ѥ ֹוᴑ ╬ ╪ᾅ)⁄ ⁷˺ Ѥ ˿

↕ VTY ̯Ἓ╙ ─  ѻ╛ Ѿ́ᵑ ὡ ‒ ѱѻ. 

á ἐ ̯Ἓ ᶛӥᴛ ᴛ͎╬ ᾕᾎ⅝. 

   ₡ᵆ1: ḈВ ᵰˌṉὡᵑ ̯Ἓ ᾕᾎ₡. 

   VTY ̯Ἓ⁄ ҍ ἌѤ 2.4♥ ŗVTY ̯Ἓ ₉Řŋ  ⱳ ᾕᾎ₡. 

2.2.3 ᶘѮ  Ḑ ┘ּקṏὝ 

Show line  ╙ ᾒ ⁴ VTY ̯Ἓ ╬ ᾕᾎ₡. 

2.2.4 VTY Ἇ♩ ₆♫ 

ᴟ ᵑ ᾎ Ώ̆ ᶛӧ VTY╥ ᶔ ҉ ἐ ὡ Ⱡ תּ ╙ ἵ Ѥ Ḣḹ╙ Ṓ⁴ּׁש

ѱѻ. 

config#line vty 0 32  

config_line#length 0   



2-3◑. Л √  ̕ᵙ ἒ♬ 

2.3.1 SNMP ἒ♬ 

2.3.1.1 ἵˌ 

SNMP ᾎᾅ ⁄Ѥ ѻ╛̓ ˉ╪ ᵑ Ϯя ὡ ▓ᾋѱѻ. 

· SNMP ̕ᵙᵑ ─  ᶔ (NMS) 

· SNMP ⁄╪♣  (AGENT) 

· ̕ᵙᵑ ─  ͙ṕ ♬Ṓ (MIB) 

SNMPѤ ╞↔ ᴛ͎ע ́ ⁄Ἄ ▬ҿ Ѥ ᴛ  ░ѱѻ. SNMP ̕ᵙ ̓ ⁄╪♣  ʼ⁄ 

 ᾏ╙ Ⱡ̑ ѱѻ. 

SNMP ̕ᵙ♠╬ ᶔ╖ᴛ Л √  ̕ᵙ ᾎᾅ (CiscoWorks₮ ˉ╘ NMS)╥ ▀Ṩʺ Ӊ ὡ ▓

ᾋѱѻ. ⁄╪♣  ḓ MIB ╘ ᾎᾅ ⁄ ♇◑ Ӌѱѻ. ᾎᾅ  SNMPᵑ ̯Ἓ ͙ ♣⁄ Л √  

̕ᵙ ̓ ⁄╪♣  ʼ╥ ́̕ᵑ ♬╥ ‒ ѱѻ. 

SNMP ⁄╪♣ Ѥ MIB ṉὡᵑ ѱѻ. 

SNMP ̕ᵙ ╘ ╪ױ  ṉὡ╥ ˃╙ ╬ ˞Ϯ ὡ♬  ὡ ▓ᾋѱѻ. 

̕ᵙ ╘ ⁄╪♣ ⁄Ἄ ṉὡ ˃╙ ʺⱨ₡˞Ϯ ṉὡ ˃╙ ⁄╪♣ ⁄ ♇◑  ὡ ▓ᾋѱѻ. ⁄╪

♣ Ѥ MIB⁄Ἄ ҥ╪ ᵑ ὡ︡ ѱѻ. MIB╘ ◑  ᵰˌ ṉὡᴛ Л √  ◑ẋ╥ ҥ╪  ḽ╪

ᾅ ░ѱѻ. ֞  ⁄╪♣ Ѥ ̕ᵙ▫╥ ᴛӹ ֞Ѥ ҥ╪  ̯Ἓ ⅝ ⁄ ╞҆  ὡ ▓ᾋѱѻ. 

SNMP ⁄╪♣ Ѥ ̕ᵙ ⁄ ף╙ ṒЂ ὡ ▓ᾋѱѻ. Trap╘ Л √ ╥ ♬ Ữ ᵑ Ϯ Ͽ

Ѥ ˿Ṓ ḓ ʻꜙ ♬Ṓᵑ SNMPᴛ ♣Ἶ ѱѻ. Trap╘ Ṩ♠♥  Ợ↔▫ ╬ּש, ◓ᾎ▬, ᵠ  ́  

Ữ ( Ἓ /ẋ Ἓ ), TCP ⁷˺ ḓ ꜙᴮ, ╬♪ ᾎᾅ  ⁷˺ ֞Ѥ ▌‡Ḳᵜ ὡ ▓Ѥ ͙  ⅝אַ 

╪ḿ ᵑ Ϯ Ђ ὡ ▓ᾋѱѻ. 

1. SNMP ῼᵝ 

Ṋ  ╪ḿ ʺ ḛỸ ᶔ ᾎᾅ ╘ SNMP ̕ᵙᾎᾅ ⁄ ŗinformŘ╙ ṒЄѱѻ. ₉ᵑ ө‡, ⁄

╪♣  ᾎᾅ ╪ ẋ♬Ữ Ữ ᵑ ˁּת ᶔ SNMP ̕ᵙᾎᾅ ╖ᴛ ♬Ṓᵑ ṒЄѱѻ. SNMP ῼᵝ

╘ Trap╖ᴛ ᵙӇ˞Ϯ ⅝ ╙ ṒЁ ˦╙ ῼᵜ ὡ ▓ᾋѱѻ. ◑ẋ⁄ἌѤ Trap╙ ὡᾐ  ԅ ╞

҆╙ ṒϿּת Ώ╖ḃᴛ ὡᾐ ╘ Trap╪ ὡᾐ Ӈ‴ѻ̆ ᾐ  ὡ ′ᾋѱѻ. ӻגἌ Trap╘ 

ᾐᴧ  ὡ ′ᾋѱѻ. ╪⁄ ẋ , SNMP ̕ᵙᾎᾅ  ⁄Ἄ ŗinform requestŘ╙ ὡᾐ Ѥ SNMP 

̕ᵙᾎᾅ ⁄Ἄ SNMP♬Ṓ⁄ ҍ  ╞҆╖ᴛ PDUŋ  Ợ↔ ѱѻ. ̕ᵙᾎᾅ ⁄Ἄ ŗinform 

requestŘ╪ ὡᾐӇּת Ώ╖ᶔ ⁄ ʺ ♣ἾӇּת Ώᾋѱѻ. ◑ẋ⁄ἌѤ ╞҆╙ ṒϿּת Ώ╖ᶔ 

ŗinform requestŘ╙ѻᾎ ṒЂ ὡ ▓ᾋѱѻ. ͎׳ ѻ╛ ῼᵝ╘ ̕ᵙᾎᾅ ⁄ ҵҀ  ὡ ▓ᾋѱ

ѻ.  

♬Ṓ ⅝ ╘ Ṓѻ ᾐᴧἛ╪ и͙ ԅᶷ⁄ ᾎᾅ  ḓ Л √ ╥ җ ᵤ╘ ▫∟╙ ἵẋ ѱѻ. 

⁄ .Ἶ Ӊ ԅ ͙ Ӌѱѻ♣ ╘ף ʺ ὡᾐӇ˞Ϯ ⅝ ᾎʼ╪ ̓ Ӊ ԅּͥת ŗinform 

requestŘᵑ ᶉᶛᵙ⁄ ♇◑ ‒ ѱѻ. ֞  Trap╘ Ḵᵣ ♣ἾӇ̆ ŗinform requestŘѤ ⁴ױ 

Ḵ ◓♣Ἶ Ӊ ὡ ▓ᾋѱѻ. ◓♣Ἶ ŗinform requestŘѤ Л √  ᾐ⁄ ʺʺ Ӈḃᴛ җ ᵤ╘ 



Ṩ ᵑ ┬ḛ ѱѻ. ֞  Ḵ ◓♣Ἶ Ӊ ὡ ױḴᵣ ♣ἾӇ̆ ŗinform requestŘ╘ ⁴ ╘ף 

▓ᾋѱѻ. ӻגἌ ף ḓ ῼᵝ ⅝ ╘ Ό♬Ἓ̓ ᵙἵᾅ ʼ⁄ ͌ ѱѻ. SNMP ̕ᵙ תּ┬ ╙

ᾎᾅ ⁄Ἄ ᶛӧ ּתᵑ ˭ ὡᾐ ‒ Ѥ ˿↕ ŗinform requestŘ╙ Ợ↔  ὡ ▓ᾋѱѻ. Л

√ ╥ ᾐװ╙ ↕ἐᾎ ̆ ᶛӧ ּתᵑ Ḛ╙ ⅝ʺ ′╖ᶔ Trap╙ Ợ↔  ὡ ▓ᾋѱѻ.  

SFC6000 Series ᾅ─ Ѥ ףᵣ ּת∟ ᵣ ŗinform requestŘ⁄ ҍתּ  ◑╙  

Ⱡ̑ ѱѻ. 

 

2. SNMP Version 

SFC6000 Series ᾅ─ Ѥ ѻ╛ SNMP Ḳ♣╙ ּת∟ ѱѻ: 

· SNMPv1 ŕ ʼѾ  Л √  ̕ᵙ ᴛ  

RFC1157⁄ ♬╥ӈ ╬ С ר ᴛ  ░ѱѻ. 

· SNMPv2C ŕ RFC1901⁄ ♬╥ӈ SNMPv2╥ ͎ᴹ ͙ḙ ̕ᵙ ᴆ▐√ . 

           ╬ С ᾅ  ᴛ  

SFC6000 Series ᾅ─ Ѥ ѻ╛ SNMPҵ ּת∟ ѱѻ. 

· SNMPv3 ŕ RFC4310⁄ ♬╥ӈ ʼѾ  Л √  ̕ᵙ ᴛ  Version3. 

SNMPv1╘ ͎ᴹ ͙ḙ ṒΌ ᾏ╙ Ợ↔ ѱѻ. IP לἵ ͙ḙ╥  Ἕᾅ Ⱡ‡ᶜᴜ 

ḓ   ᵑ ╪↔ ⁴ MIB⁄  Ἕᾅ  ὡ ▓Ѥ ̕ᵙ  ͎ᴹ╙ ♬╥ ѱѻ. 

SNMPv3╘ Л √ ᵑ   ╬ּש ḓ   ╥ ⱳ ╙  ◑ ⁄ ҍ  Ṓ

Ό  Ἕᾅᵑ Ⱡ̑ ѱѻ. 

SNMPv3⁄Ἄ Ⱡ̑ӇѤ ṒΌ ͙ѫ╘ ѻ╛̓ ˉᾋѱѻ. 

· ᶉᾎּת ᶴ˺Ἓ ŕ ╪ ♣Ἶ ַא⁄ ṉⱳӇּת Ώ Ѥּתᵑ ╬ ѱѻ. 

┬ ʺתŕ ᶉᾎּ שּ╬ ·  ἵᾅ╬ּת ╬ ѱѻ. 

·    ŕ ╥ Ͽ↔╪ Ӈᶔ ᾍ╬Ӈּת Ώ╘ (ҍỮ◑ẋ)⁄Ἄ ╙ 

Ṗ ὡ ′ᾋѱѻ. 

SNMPv3╘ ṒΌ ᶛҨ̓ ṒΌ ᴆṁ╙ ᶛӎ Ⱡ̑ ѱѻ. ṒΌᶛҨ╘ Ợ↔▫ ḓ Ợ

↔▫ʺ Ữל Ѥ ͎ᴹ⁄ ҍ  ἒ♬ӇѤ ╬ּר♣ ש░ѱѻ. ṒΌ ᴆṁ╘ ṒΌ ᶛҨ 

Ͽ⁄Ἄ ↔ӇѤ ṒΌ ὡר░ѱѻ. ṒΌ ᶛҨ̓ ṒΌ ᴆṁ╥ ⱳ ╘ SNMP 

╙ ᵙ  ԅ Ợ↔ӇѤ ṒΌ ᶉ ѱּצ╙ ˺♬ ѱѻ. ╬ּש ḓ    ḓ שּ╬ ,

    .ṒΌ ᶛҨ╙ Ợ↔  ὡ ▓ᾋѱѻ תּʺἝ ╥╛′ שּ╬ ,╛′ 

̕ᵙ▬‰ ᾅ ╪Ἢ╪ ּת∟ Ѥ SNMP Ḳ♣╖ᴛ SNMP ⁄╪♣ ᵑ ̯Ἓ ‒ 

ѱѻ. ⁄╪♣ Ѥ ⁴ױ ̕ᵙ♠╬ ᶔ⁄Ἄ ᾐ╙  ὡ ▓ᾋѱѻ.  

 



3. MIB ּת∟ 

ᾎᾅ ╥ SNMPѤ ᶛӧ MIBII ṉὡ(RFC1213⁄Ἄ ѻᴷ ₉♬)₮ SNMP ף

(RFC1215⁄Ἄ ѻᴷ ₉♬)╙ ּת∟ ѱѻ. SFC6000 Series ᾅ─ Ѥ ʻ ᾎᾅ ╥ 

̆┬  MIB ◑╙ ּת∟ ѱѻ. 

 

2.3.1.2 SNMP ἒ♬ ▬‰ 

· SNMP Ṓ͙ ἒ♬ 

· SNMP community ⁄ ҍ   Ἕᾅ Ⱡ‡ ▬Ἓ ֞Ѥ ὡ♬ 

· ᾎᾅ  ̕ᵙ▫╥ ⁷ד ḓ ᾎᾅ  ─  ̯Ἓ 

· SNMP ⁄╪♣  ҥ╪  ╥ ҍ ͝╪ ♬╥ SNMP Ữ  ᶛѱ ᵠ 

· SNMP trap ἒ♬ 

· SNMP ḕ╬ӹ ἵᾅ לἵ ̯Ἓ SNMPv3 ͎ᴹ ἒ♬ 

· SNMPv3 Ợ↔▫ ἒ♬ 

· SNMPv3 EngineID ἒ♬ 

 

1. SNMP Ṓ͙ ἒ♬ 

SNMP Ṓ͙Ѥ MIB⁄ ҍ   Ἕᾅ ̾ (incloud / excloud) ╙ Ⱡ‡ Ѥ ˦░ѱѻ. 

ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ ἒ♬╙ ̯Ἓ ᾕᾎ⅝. 

ᶘᴖ‡ ἒᶘ 

snmp-server view [name oid] 

[exclude | include]  

Ṓ͙ ͙ѫ╥ ╪ᵒ,OID ּת♬ MIB╥ ─ 

ᵙ ֞Ѥ ╪ẇ╙ ʺ ̆ ╪ᵒ⁄ ˍ

 ᾏṊ▫╥  Ἕᾅ ̾ ♬תּ ╙ ѱѻ. 

Exclude :  Ἕᾅ ˞Ṩ 

Include :  Ἕᾅ ↔ 

SNMP Ṓ͙ ͙ѫ⁄Ἄ  Ἕᾅ  ὡ ▓Ѥ ─ ︡ ╘ MINˌ ᵑ ŗExcludeŘ ̩

ᴛ ּת♬ ̆ ŗIncludeŘ Ѥ Ϯᵾּת ˌ ᴛ Ϯћѱѻ. ̯ἛӇּת Ώ╘ ˌ Ѥ  Ἕ

ᾅᵑ  ὡ ′ᾋѱѻ. 

SNMP Ṓ͙͙ѫ╙ ̯Ἓ   SNMP  Ἕᾅ ʺѫ  ͎ᴹ ╪ᵒ╙ ּת♬   ͎ᴹ

╥  Ἕᾅ  ὡ ▓Ѥ ˌ ╥ ─ ︡ ╙ Ⱡ   ὡ ▓ᾋѱѻ. 

 

 

 



 

2. ♪͐Ⱡ ╙ ─  SNMP community  ˃╥ ▬Ἓ ֞Ѥ ὡ♬ 

SNMP community ╥ ᶷ▫⁸╙ Ợ↔ ⁴ ̕ᵙᾎᾅ ̓ ◑ẋỢ╪╥ ́̕ᵑ ♬╥  

ὡ ▓ᾋѱѻ. Community ᶷ▫⁸╘ ̕ᵙᾎᾅ ╪ ◑ẋ⁄ ᴛ͎╬  ὡ ▓˭ Ѥ 

  ₮ ┬Ợ ѱѻ. Community ᶷ▫⁸̓ ̕ᴐ ⁴ Ϯ ╪Ữ╥ ἶἛ╙ ּת♬  ὡ 

▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server community string [view 

view-name] [ro | rw] [word]  

͎ᴹ╥ community ˃╙ ♬╥ ѱѻ. 

Ϯ ֞Ѥ ⁴ױ ˌ╥ ͎ᴹ ᶷ▫⁸╙ ̯Ἓ  ὡ ▓ᾋѱѻ. ŗnoŘ ᶘᴖ‡ᵑ Ợ↔

ӈ Communi♬תּ ⁴ ty ᶷ▫⁸╙ Ⱡ˞ ᾕᾎ₡. Communit y ᶷ▫⁸╙ ̯Ἓ Ѥ Ḣ

ḹ╘ ŗSNMP ᶘᴖŘ ṨṪ╙ ⱳ ᾕᾎ₡. 

 

3. ᾎᾅ  ̕ᵙ▫╥ ⁷ד Ḣḹ ḓ ᾎᾅ  ─  ἒᶘ ἒ♬ 

SysContact₮ SysLocation╘ ᾎᾅ  ͎ᴹ⁄Ἄ╥ ̕ᵙ ṉὡѤ MIB ╪ᶒ ʻʻ╥ ◑

ẋ╥ ID˃̓ ─ ᵑ ♬╥ ѱѻ. ╪ ♬ṒѤ Configᵑ Ἄ  Ἕᾅ  ὡ ▓ᾋ

ѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ Ợ↔  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server contact [text] Яӥ╥ ᵠ  ̕ᵙ▫⁄ ҍ  ᶷ▫⁸╙ ἒ♬ ѱ

ѻ. 

snmp-server location [text] Яӥ ─ ╥ ᶷ▫⁸╙ ἒ♬ ѱѻ. 

 

4. ◑ẋ⁄Ἄ ṒϿѤ SNMP ҥ╪  ╥ ҍ ͝╪ ♬╥ 

⅝  ֞Ѥ ╞҆╙ Ḛ╖ᶔ ҥ╪  ╥ ҍ ͝╪ᵑ ̯Ἓ  ὡ ▓ᾋѱѻ. ͒ᴛ

Ḷ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server packetsize byte-count  ҥ╪  ╥ ҍ ͝╪ᵑ ἒ♬ ѱѻ. 

 

5. SNMP Ữ  ᶛѱ ᵠ 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ ◄ᶣӈ Community ᶷ▫⁸ ᶜ, ⁄ױ 

ὡ ḓ ṉὡᵑ ẋᴡ  SNMP ᴏ/░ᴏ ́ᵑ ᶛѱ ᵠ  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

show snmp  SNMP╥ Ữ ᵑ ᶛѱ ᵠ ѱѻ. 

 



6. SNMP trap ἒ♬ 

ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ SNMP trap╙ ṒϿҵᴜ ᾎᾅ ⁄ ἒ♬  ὡ ▓ᾋѱѻ. 

(ӎḴ  ἒ♬╘ ἐ  Ợ  ▐) 

· Trap╙ ṒϿҵᴜ ᾎᾅ  ἒ♬ 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾅ ╙ף ⁴ ᴛ ṒϿҵᴜ ἒ♬╙  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server host host community -

string [trap -type]  

Trapᶉᾎּת╥ ὡᾐ▫ᵑ ּת♬ ѱѻ.. 

snmp-server host host 

[traps|informs]{version {v1 | v2c | v3 

{auth | noauth | priv } }}community -

string [trap -type]  

Trapᶉᾎּת╥ ὡᾐ▫, Ḳ♣, Ợ↔▫ ╪ᵒ

♬תּ ╙ ѱѻ. 

̆. SNMPv3╥ ף╥ ˿↕ ᾅ ʺ 

ᵑ ὡᾐתᶉᾎּ ף ҵᴜ ̯ἛӇּת ♣⁄ 

ᾅ ⁄ ҍ  SNMP ⁪ֿב IDᵑ ̯Ἓ 

‒ ѱѻ. 

ᾎᾅ ╪ ᾎ▬Ӈᶔ SNMP ἒ♬╘ ▫ҿ╖ᴛ ᾒ  Ӌѱѻ. ᶛӧ ┬ ╥ Trap╪ Ἓ  Ӌѱѻ. 

ŗsnmp-server host ŗ ᶘᴖ‡ᵑ Ợ↔ ⁴ ‡Ԑ ᾅ ʺ ‡Ԑ ꜙᵆ╥ Trap╙ ὡᾐ ♬תּ תּ   

ὡ ▓ᾋѱѻ. 

▀Ṩ Trap╘ ѻᵐ ᶘᴖ╙  Ⱡ‡ ‒ ѱѻ. ₉ᵑ ө‡, ╬ ╪ᾅᵑ ⁸˞Ϯ ѿ╙ ԅ 

SNMP ᵠ ╬ ṒϿᴎᶔ ╙ף  ╪ᾅ ἒ♬ ⁄Ἄ ŗsnmp trap link -statusŘ ᶘᴖ‡ᵑ ᾒ

⁴ ᵠ Ἓ ╙ף   ‒ ѱѻ. 

Trap╙ ὡᾐ ᴎᶔ ᾅ ʺ ŗsnmp-server host ŗ ᶘᴖ╙ ̯Ἓ ‒ ѱѻ. 

· Trap╥ ᾒ ♬ᵰˌṉὡ ὡ ╬אַ ͙ 

ἐ ♠╬ ᶜ╖ᴛ Trap╪ ᾎ▬ӇѤ ἵᾅ ╬ ╪ᾅ, ᶉᾎּת ╥ ͝╪ ֞Ѥ ʻ ᾅ ╥ ◓

♣Ἶ ʼ˶ ˃╙ ּת♬  ὡ ▓ᾋѱѻ. Trap╥ ᾒ  ᵰˌṉὡᵑ ὡ♬ ᴎᶔ ͒ᴛḶᶛӥ⁄Ἄ ѻ╛ 

ἐ ♠ ᶘᴖ‡ᵑ Ợ↔  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server trap-source [interface]  Trap╪ ᾎ▬ӇѤ ἵᾅ ╬ ╪ᾅᵑ ּת

♬ ̆ ᶉᾎּת╥ ἵᾅ IPלἵᵑ ἒ♬

ѱѻ. 

snmp-server queue-length [length]  Trap╪ ▓Ѥ ʻ ᾅ ⁄ ҍ  ᶉᾎּת 

╥ ͝╪ᵑ ▬Ἓ ѱѻ. (͙ṕ˃ : 10) 

snmp-server trap-timeout [seconds]  ◓♣Ἶ ҍ͙⁸⁄Ἄ Trap╙ ◓♣Ἶ  ẍ

ҵᵑ ♬╥ ѱѻ. (͙ṕ˃ : 30 ) 

7. SNMP ḕ╬ӹ ἵᾅ לἵ ἒ♬ 

ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ SNMP ᶉᾎּת╥ ἵᾅ לἵᵑ ἒ♬ ᾕᾎ₡. 



ᶘᴖ‡ ἒᶘ 

snmp source-addr [ip address] SNMP ᶉᾎּת╥ ἵᾅ לἵᵑ ἒ♬ ѱ

ѻ. 

 

8. SNMPv3 ͎ᴹ╥ ἒ♬ 

͎ᴹ╙ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ‡ᵑ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

snmp-server group [groupname {v1 | 

v2c |v3 [auth | noauth | priv]}][read 

readview][write writeview] [notify 

notifyview] [access access-list] 

SNMPv3͎ ᴹ╙ ̯Ἓ ѱѻ. 

͙ṕ♠╖ᴛ ╬ С ─ ᵙ╥ ᶛӧ 

ᶜ ᵣ ▄╙ ὡ ▓ᾋѱѻ. 

 

9. SNMPv3 Ợ↔▫ 

ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ᴛ  Ợ↔▫ᵑ ̯Ἓ  ὡ ▓ᾋѱѻ. ̕ᵙ▫ʺ ◑ ⁄ ᴛ

͎╬ ᶔ ◑ ⁄ ̯Ἓӈ Ợ↔▫ ╪ᵒ̓   ᵑ Ợ↔▫⁄˭ ῼᴎ‒ ѱѻ. Ợ↔▫

╥ ṒΌ ὡר╘ Ợ↔▫ʺ ἶ  ͎ᴹ╥ ṒΌὡרṒѻ и˞Ϯ ˉῷ‒ ѱѻ. ͎ᴅ

 .ὡ ′ᾋѱѻ  ̓ ╙שּ╬ Ώ╖ᶔ Ợ↔▫Ѥ תּ

ᶘᴖ‡ ἒᶘ 

snmp-server user username 

groupname {v1 | v2c | v3 [encrypted] 

[auth {md5 | sha} auth -password ]} 

[access access-list] 

SNMPv3╥ ᴛ  Ợ↔▫ᵑ ἒ♬ ѱѻ. 

ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ∟˶ Ợ↔▫ᵑ ̯Ἓ  ὡ ▓ᾋѱѻ. ◑ ʺ ∟˶Ⱡ‡ ᾅ

╪Ἢ⁄ ף╙ ṒϿ‒ Ѥ ˿↕, Ⱡ‡ ᾅ ╪Ἢ ID╬ּש╙ ὡ ᶔ Ợ↔▫ᵑ ̯

Ἓ ‒ ѱѻ. ∟˶ Ợ↔▫╥ Ợ↔▫ ╪ᵒ̓   Ѥ Ⱡ‡ᾅ ╪Ἢ╥ Ợ↔▫ ╪ᵒ

̓   ₮ ˉῷ‒ ѱѻ. ͎ᴅּת Ώ╖ᶔ Trap╙ ὡᾐ  ὡ ′ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server user username 

groupname {v1 | v2c | v3 [encrypted] 

[auth {md5 |  sha} auth-password ]} 

[access access-list] 

SNMPv3╥ ∟˶ Ợ↔▫ᵑ ἒ♬ ѱѻ. 

̆ : ∟˶Ợ↔▫ᵑ ̯Ἓ ͙ ♣⁄ ∟

˶ SNMP ⁪ֿב IDᵑ IP לἵ╥ Ⱡ‡ᾅ

╪Ἢ⁄ ̯Ἓ ‒ ѱѻ. 

10. SNMPv3 ⁪ֿבID ἒ♬ 

SNMP ⁪ֿבIDѤ SNMP ⁪ֿב╙ ᾏṊ Ѥҥ Ợ↔Ӌѱѻ. ͙Ⱶ╥ SNMP ̕ᵙᾎᾅ  

ḓ ◑ẋѤ SNMPv3 ᴆ▐╥ SNMP ⁪ֿב⁄ Ӈ‡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

snmp-server engineID remote ip -

address [udp -port port -number] 

∟˶ SNMP ⁪ֿב╥ ἒ♬ Ḣḹ░ѱѻ. 



engineid -string  

 

2.3.1.3 ἒ♬ ₉Ⱡ 

1. ₉ᾎ (1) 

snmp-server community public RO  

snmp-server community private RW  

snmp-server host 192.168.10.2 public  

· ᶛӧ MIB ṉὡᵣ ▄╙ ὡ ▓Ѥ ̑┬ ᶷ▫⁸╙ ἒ♬ Ѥ Ḣḹ 

· ᶛӧ MIB ṉὡᵑ ▄̆ ΰὡ ▓Ѥ Community ᶷ▫⁸╙ ˌ╬↔╖ᴛ ἒ♬

Ѥ Ḣḹ 

Community  ᶷ▫⁸╙ Public╙ Ợ↔ ⁴ ᾎᾅ ╥ MIBṉὡᵑ ▄╙ ὡ ▓ᾋѱѻ. 

֞  Community ᶷ▫⁸╙ Private ˭ ἒ♬ ⁴ MIB ṉὡᵑ ▄‡ ᾎᾅ ⁄ ῠ͙ 

ʺѫ  MIB ṉὡᵑ ░ᴏ  ὡ ▓ᾋѱѻ. 

─╥ ᶘᴖ╘ ᾎᾅ ╪ Trap╙ ṒϿ‒  ԅ Community ᶷ▫⁸╙ Public ˭ ּת

♬ ⁴ Trap╙ 192.168.10.2╖ᴛ ṒϿ˭ Ӌѱѻ. ₉ᵑ ө‡, ◑ẋ╥ ʺ ѻ⇔Ữ

ʺ Ӈ‴ѻᶔ ◑ẋ⁄ἌѤ 192.168.10.2ᴛ ᵠ ѻ⇔ Trap♬Ṓᵑ ṒЄѱѻ. 

 

 

2. ₉ᾎ (2) 

snmp-server engineID remote 90.0.0.3 80000523015a000003 

snmp-server group getter v3 auth  

snmp-server group setter v3 priv write v -write  

snmp-server user get-user getter v3 auth sha 12345678 

snmp-server user set-user setter v3 encrypted auth md5 12345678 snmp -server 

user notifier getter remote 90.0.0.3 v3 auth md5 abcdefghi  

snmp-server host 90.0.0.3 informs version v3 auth notifier  

snmp-server view v-write internet included  

 

─╥ ₉ᾎѤ SNMPv3╙ Ợ↔ ⁴ ◑ẋᵑ ̕ᵙ Ѥ Ḣḹ╙ Ṓ⁴ּׁשѱѻ. ͎ᴹ 

SetterѤ ◑ ᵑ ἒ♬  ὡ ▓Ѥ ḙᶔ, ͎ᴹ GetterѤ ◑ ♬Ṓᵑ ῷ Ṗ ὡ ▓ᾋ

ѱѻ. Ợ↔▫ ἒ♬ Ợ↔▫ʺ ͎ᴹ User̋  ͎ᴹ Setter⁄ ἶ  ԅ Ợ↔▫ Get-user

Ѥ ͎ᴹ getter⁄ ἶ ѱѻ. 

get-user╥ ˿↕ ṒΌ ὡשּ╬ ╘רӇּתᵣ   Ӈּת Ώ̆   Ѥ 12345678╪ᶒ 

   Ḣᾏ╘ ŗshaŘŋ  Ợ↔ ⁴   ᵑ ѱѻ. 



Set-user╥ ˿↕ ṒΌ ὡשּ╬ ╘ר ḓ   Ӈ̆   Ѥ 12345678╪ᶒ    

Ḣᾏ╘ ŗmd5Řᵑ Ợ↔ ⁴   ᵑ ѱѻ. 

◑ẋ⁄Ἄ Key eventʺ ḛỸ ᶔ username notifiy ᵑ Ợ↔ ⁴ ̕ᵙ▫╥ ᾅ Ѥ 

90.0.0.3⁄˭ ῼᵝ ᶉᾎּתᵑ ṒЄѱѻ. 

 

2.3.2 RMON ἒ♬ 

2.3.2.1 RMON ἒ♬ ▬‰ 

RMON ἒ♬ ▬‰╘ ѻ╛̓ ˉᾋѱѻ. 

· ᾅ─ ⁄ ҍ  rMON ˿Ṓ ͙ѫ ἒ♬ 

· ᾅ─ ⁄ ҍ  rMON ╪ḿ  ͙ѫ ἒ♬ 

· ᾅ─ ⁄ ҍ  rMON ́ ͙ѫ ἒ♬ 

· ᾅ─ ⁄ ҍ  rMON ͙ᴜ ͙ѫ ἒ♬ 

· ᾅ─ ╥ rMON ἒ♬ ᾎ 

 

1. ᾅ─ ╥ rMON ˿Ṓ ͙ѫ ἒ♬ 

Command line ֞Ѥ SNMP NMSᵑ  rMON ˿Ṓ ͙ѫ╙ ̯Ἓ  ὡ ▓ᾋѱѻ. 

SNMP NMSᵑ  ̯Ἓ Ѥ ˿↕ ᾅ─ ╥ SNMPᵑ ̯Ἓ ‒ ѱѻ. 

˿Ṓ ͙ѫ╪ ̯Ἓӈ  ◑ Ѥ ᾎᾅ ╥ ▀Ṩ ́ ˃╙ ᶛѱ   ὡ ▓ᾋѱѻ. 

ѻ╛ Ѥ rMON ῼז ͙ѫ╙ ἒ♬ Ѥ Ḣḹ╙ Ṓ⁴ּׁשѱѻ. 

ᶘᴖ‡ ἒᶘ 

configuration  ͒ᴛḶ ᶛӥᴛ ө‡˂ѱѻ. 

rmon alarm index variable interval 

{absolute | delta} rising -threshold 

value [eventnumber] falling -threshold 

value [eventnumber] [owner string]  

RMON ῼז ᶜ╙ ʺ ᾕᾎ₡. 

IndexѤ ˿Ṓ ᶜ╥ ự╬░ѱѻ. ┬  Ḹ─Ѥ 

1~65535 ░ѱѻ. 

Variable╘ ᶛѱ ᵠ ӇѤ MIB╥ ˍ ░ѱѻ. ᾎ

ᾅ ⁄Ἄ ┬  MIBˍ ⁴‒ ᶒ, Integer, 

Counter, Gauge ֞Ѥ Time Ticks┬ ╥ Objects

ᵣ ּת  ὡ ▓ᾋѱѻ. 

Interva╘ Ỵ ᵠ╙ ─  ᾎʼ ἠἪ░ѱѻ. Ѿ─

Ѥ  Ѿ─╪ᶒ ┬  ˃╘ 1⁄Ἄ 4294967295 Ợ

╪ ░ѱѻ. 

Absolute Ѥ MIBˍ ᶛѱ ♪וֹ ╙˃ ╖ ᵠ Ѥ 

ҥ Ợ↔Ӌѱѻ. Ҩ Ѥ ӎ Ỵ ᵠ Ợ╪⁄Ἄ MIB 

₡Ẅⱡ ╥ ˃ ṉ˿╙ ᶛѱ  Ѥҥ Ợ↔Ӌѱ

ѻ.  

ValueѤ ˿Ṓʺ ỸἛӉ ԅ ▐́ ˃░ѱѻ.  

╪ḿ  Ḵ Ѥ ▐́ ˃⁄ ҵҀ ╙ ԅ ỸἛӇѤ 

╪ḿ ╥ index˃░ѱѻ. ╪ḿ  Ḵ Ѥ ἐ Ợ



 ░ѱѻ. 

Owner string ╕ ῼז⁄ ҍ  ♬Ṓᵑ ἒᶘ ѱѻ. 

exit ̕ᵙ▫ ᶛӥᴛ Ӈҹῷ˂ѱѻ. 

write  ἒ♬╙ ♇◑ ѱѻ. 

rMON ˿Ṓ ᶜ╪ ̯Ἓӈ  ◑ Ѥ ּת♬ӈ OID ˃╙ ʺⱨ₪ѱѻ. 

Ӧӈ ˃╘ alarm ┬ (♥ҍ ֞Ѥ Ҩ )⁄ ӻג ╪♣ ˃̓ ẋ̪Ӌѱѻ. 

Ӧӈ ˃╪ ╪♣ ˃Ṓѻ ̆ Ữᾍ ▐́ ˃╖ᴛ ּת♬ӈ ▐́ ˃╙ ̓ Ѥ ˿↕ ╪

ḿ  Ḵ ʺ index Ḵ ╬ ╪ḿ . (╪ḿ  Ḵ ʺ 0╪˞Ϯ ╪ḿ  Ḵ ʺ index Ḵ

ʺ Ӊԅ ╪ḿ ʺ ḛỸ  (╛Ώ תּ

ṉὡʺ ּת♬ӈ OIDᵑ ᶜ Ữҍʺ ᶴ זὡ ′╖ᶔ ╪ ╥ ῼ ╙‫ ᴛ ἒ♬Ӌѱѻ. 

ҿ▀  ự╬╖ᴛ ˿Ṓ ᶜ╙ ̯Ἓ ͙ ─  rmon alarm╙ ⁴ױ Ḵ ᾒ ᶔ ᵡּתᵢ 

̯Ἓᵣ ̓♠░ѱѻ. ῷᶴ׳ rmon alarm╥ indexҵ ᾒ ▀Ώῷ ╬Ҧᾅʺ ҿ תּ  

ῼז ᶜ╙ ἵ  ὡ ▓ᾋѱѻ. 

2. ᾅ─ ↔ rMON ╪ḿ  ἒ♬ 

ѻ╛ ⁄Ѥ rMON ╪ḿ ᵑ ̯Ἓ Ѥ Ѿ́ʺ Ϯ₮▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

configuration  ͒ᴛḶ ᶛӥᴛ ө‡˂ѱѻ. 

rmon event index [description string] 

[log] [owner string] [trap community]  

RMON ╪ḿ  ᶜ╙ ʺ ᾕᾎ₡. 

IndexѤ ╪ḿ  ᶜ╥ ự╬░ѱѻ. ┬  Ḹ─Ѥ 

1~65535 ░ѱѻ. 

Description ╘ ╪ḿ ⁄ ҍ  ♬Ṓᵑ ╥Ḉ ѱ

ѻ.  

LogѤ ╪ḿ ʺ ḛỸӉ ԅ╥ ᴛ͎ ╪ẇ⁄ ♬

Ṓᵑ ʺ Ѥ ˦╙ ╥Ḉ ѱѻ.  

Trap╘ ╪ḿ ʺ ḛỸӉ ԅ Trapᶉᾎּתʺ ỸἛӊ

╙ ╥Ḉ ѱѻ.  

Community Ѥ Community ╪ᵒ░ѱѻ. 

Owner string ╕ ῼז⁄ ҍ  ♬Ṓᵑ ἒᶘ ѱѻ. 

exit ̕ᵙ▫ ᶛӥᴛ Ӈҹῷ˂ѱѻ. 

write  ἒ♬╙ ♇◑ ѱѻ. 

rMON╪ḿ ʺ ̯Ἓӈ ⁄Ѥ rMON ˿Ṓʺ ḛỸ  ԅ rMON ╪ḿ  ᶜ╥ ҵᶉ╬ 

eventLastTimeSentŋ  SysUpTime╖ᴛ ἒ♬ ‒ ѱѻ. 

Log ἶἛ╪ rMON ╪ḿ ᴛ ἒ♬Ӈᶔ ᶉᾎּתʺ ᴛ͎ ╪ẇ⁄ ʺ Ӌѱѻ. Trap ἶἛ

╪ rMON╪ḿ ᴛ ἒ♬Ӈᶔ ף ᶉᾎּתʺ ᷾ѱ  ╪ᵒ╖ᴛ ♣ἾӋѱѻ. rMON╪ḿ

ᵑ ⁴ױ Ḵ ᾒ ⁴ ҿ▀  indexᴛ ╪ḿ  ᶜ╙ ̯Ἓ ᶔ ᵡּתᵢ ̯Ἓᵣ ♠↔Ӌ

ѱѻ. rMON╪ḿ  indexᵑ ᾒ ⁴ indexʺ ҿ▀  ╪ḿ  ᶜ╙ ἵ  ὡ ▓ᾋѱ

ѻ. 

 

 

 



 

3. ᾅ─ ╥ rMON ́ ἒ♬ 

rMON  ́ ͎ᴹ╘ ◑ ╥ ᶛӧ ⁄ ҍ  ́ ♬Ṓᵑ ᶛѱ  Ѥҥ Ợ↔Ӌѱѻ. 

rMON  ́ᵑ ̯Ἓ Ѥ Ѿ́Ѥ ѻ╛̓ ˉᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

configuration  ͒ᴛḶ ᶛӥᴛ ө‡˂ѱѻ. 

interface iftype ifid   ᶛӥᴛ ө‡˂ѱѻ. 

iftype╘ ᶛӢ ┬ ╙ ╥Ḉ ѱѻ. 

IfidѤ ╥ IDᵑ ╥Ḉ ѱѻ. 

rmon collection stat index [owner 

string]  

⁄Ἄ ́ ͙ѫ╙ Ἓ  ѱѻ. 

indexѤ ́╥ ự╬╙ ╥Ḉ ѱѻ. 

owner string ╘ ́⁄ ҍ  ♬Ṓᵑ ἒᶘ

Ѥ ˦░ѱѻ. 

exit ͒ᴛḶ ᶛӥᴛ ҹῷ ˂ѱѻ. 

exit ̕ᵙ▫ ᶛӥᴛ ҹῷ ˂ѱѻ. 

write  ἒ♬╙ ♇◑ ѱѻ. 

ҿ▀  ự╬╙ Ợ↔ ⁴ ́ ᶜ╙ ̯Ἓ ͙ ─  ŗrmon collection stat ŗ ᵑ ⁴ױ Ḵ 

ᾒ ᶔ ᵡּתᵢ ̯Ἓᵣ ♠↔╪ Ӌѱѻ. ŗrmon collection stats indexŘŋ ᾒ ⁴ 

indexʺ ҿ▀  ́ ᶜ╙ ἵ  ὡ ▓ᾋѱѻ. 

4. ᾅ─ ⁄ ҍ  rMON ͙ᴜ ἒ♬ 

rMON  ᾅ ᵙ ͎ᴹ╘ ◑ ╥ ⁄Ἄ ѻᵐ ᾎʼ ἠἪ╥ ́ ♬Ṓᵑ ὡ︡ Ѥҥ 

Ợ↔Ӌѱѻ. rMON ́ ͙ѫ╘ ѻ╛̓ ˉ╪ ̯ἛӋѱѻ. 

ᶘᴖ‡ ἒᶘ 

configuration  ͒ᴛḶ ᶛӥᴛ ө‡˂ѱѻ. 

interface iftype ifid   ᶛӥᴛ ө‡˂ѱѻ. 

iftype╘ ᶛӢ ┬ ╙ ╥Ḉ ѱѻ. 

IfidѤ ╥ IDᵑ ╥Ḉ ѱѻ. 

rmon collection history index [buckets 

bucket-number] [interval second] 

[owner owner -name] 

⁄Ἄ ́ ͙ѫ╙ Ἓ  ѱѻ. 

indexѤ ᶜ╥ ự╬╙ ╥Ḉ ѱѻ. 

╪ᴏ ᶜ╖ᴛ ὡ︡ӈ ᶛӧ ҥ╪ ⁄אַ 

Ἄ ᾐ Ḳ  Ḵ  ᶜ╙ ♇◑ ‒ ѱ

ѻ. ╪ױ  ́ ˃╙ ─ ͙‫  ╪җС

╥ ᾅ ᵙ ᶜ╙ ῷ Ṗ ὡ ▓ᾋѱ

ѻ. ͙ṕ˃╘ 50ˌ ░ѱѻ. 

ӎḴ Ѥ ˶▀ᴛ ́ ҥ╪ ᵑ Ṓ Ѥ 

ʼ˶╙ ╥Ḉ ѱѻ. ͙ṕ ˃╘ 1800  

░ѱѻ. 

owner string ╘ ́⁄ ҍ  ♬Ṓᵑ ἒᶘ

Ѥ ˦░ѱѻ. 



exit ͒ᴛḶ ᶛӥᴛ ҹῷ ˂ѱѻ. 

exit ̕ᵙ▫ ᶛӥᴛ ҹῷ ˂ѱѻ. 

write  ἒ♬╙ ♇◑ ѱѻ. 

rMON͙ᴜ ᶜ╪ ʺӇᶔ ◑ Ѥ ּת♬ӈ ⁄Ἄ 2 ᵡѻ ́ ˃╙ ʺⱨ₪ѱѻ. 

́ ˃╘ ♬Ṓ ᶜ╖ᴛ ╪ᴏ ᶜ⁄ ʺ Ӌѱѻ. rMON ὡ︡, ͙ᴜ, ự╬╙ ⁴ױ Ḵ 

ᾒ ⁴ ҿ▀  ự╬╖ᴛ ͙ᴜ ᶜ╙ ̯Ἓ ᶔ ᵡּתᵢ⁄ ἒ♬ К╘ ˃ᵣ ♠↔ Ӌѱ

ѻ. 

rMON ᾅ ᵙ indexᵑ ᾒ ⁴ indexʺ ҿ▀  ᾅ ᵙ ᶜ╙ ἵ  ὡ ▓ᾋѱ

ѻ. 

Я : 

Ḳ  Ḵ ╥ ˃╪ Ўᶴ ˞Ϯ ʼ˶( )╪ Ўᶴ ▬╘ ˿↕ ╘ Ўᶴ ᵤ╘ ˿↕Ѥ ᾎ

ᾅ ╥ ἵᾅᵑ Ợ↔ ѱѻ. 

5. ᾅ─ ╥ rMON ἒ♬ ᾎ 

show ᶘᴖ‡ᵑ ᾒ ⁴ ᾅ─ ╥ rMON̯Ἓ╙ Ṓ⁴ּׁשѱѻ. 

ᶘᴖ‡ ἒᶘ 

show rmon [alarm] [event] [statistics] 

[history]  

̯Ἓ ♬Ṓᵑ ᾎ ѱѻ. 

Alarm╘ ῼך ᶜ╥ ̯Ἓ╙ ᾎ Ѥ 

˦╙ ╥Ḉ ѱѻ. 

EventѤ ╪ḿ  ᶜ╥ ̯Ἓ╙ ᾎ ̆ 

╪ḿ  ḛỸ⁄ ╥  ỸἛӇ̆ ᴛ͎ ╪ẇ

⁄  ӈ ᶜ╙ ᾎ Ѥ ˦╙ ╥Ḉ 

ѱѻ. 

Statistics Ѥ ◑ ʺ ⁄Ἄ ὡ︡ Ѥ 

́ ᶜ ḓ ́ ˃╥ ̯Ἓ╙ ᾎ Ѥ 

˦╙ ╥Ḉ ѱѻ. 

History Ѥ ⁄Ἄ ᾐ ּת♬ӈ ʼ˶╖

ᴛ ὡ︡ Ѥ ͙ᴜ ᶜ ḓ ́ ˃╥ ̯

Ἓ╙ ᾎ Ѥ ˦╙ ╥Ḉ ѱѻ.  

 

 

  



 

2.3.3 PDP ἒ♬ 

2.3.3.1 ἵˌ 

PDPѤ Л √  ◑ ᵑ ּת Ѥҥ Ṋ  Ợ↔ӇѤ 2́  ᴛ  ░ѱѻ. PDPѤ 

NMS(Network Management Service) ⁄Ἄ ╪Ḉ ῼᴎֿב ◑ ╥ ᶛӧ ╬♪ ◑ ᵑ ˤ

ự Ѥ ҥ Ợ↔Ӌѱѻ. PDPŋ  Ợ↔ ᶔ SNMP Ữҍ לἵ ḓ ╬♪ ◑  ┬ ╙ ῼ 

ὡ ▓ᾋѱѻ. PDPŋ ◑ ṉל   ᵑ ˁּת   NMSѤ Л √  ᴛּתᵑ ‫

͙ ─  SNMPᵑ  לṉ ◑ ᵑ ⅝̯  ὡ ▓ᾋѱѻ. 

SFC6000 SeriesѤ PDPŋ   ╬♪ ◑ ᵑ ּת  ὡ ▓ּתᵣ SNMPᵑ  ╬♪ 

◑ ᵑ ⅝̯  ὡѤ ′ᾋѱѻ. ӻגἌ ╪ױ  ᾅ─ Ѥ Л √  ˿́⁄ ─ ‒ 

ѱѻ. ͎ᴅּת Ώ╖ᶔ ₰♣  Л √  ᴛּתᵑ ─ὡ ′ᾋѱѻ. ᾅ ╙‫ Ữ╥ 

PDPѤ ╪җС̓ ᶛӧ SANP⁄Ἄ ̯ἛӉ ὡ ▓ᾋѱѻ. 

◓ PDPŋ ∟תּ  Ѥ ᾅ─ Ѥ ѻ╛̓ ˉ╘ ┬ ╖ᴛ Ṫᵆ  ὡ ▓ᾋѱѻ. 

 

2.3.3.2 PDP ἒ♬ Ͽ↔ 

· ᾅ─ ╥ ͙ṕ PDP ̯Ἓ 

· PDP ײ ḓ ♬Ṓ ♇◑ᾎʼ ἒ♬ 

· PDP╥ Ḳ♣ ἒ♬ 

· ᾅ─ ⁄Ἄ PDP╥ Ợ↔╙ ─  ♠↔ Ḣḹ 

· ᾅ─  ⁄Ἄ PDP╥ Ợ↔╙ ─  ♠↔ Ḣḹ 

· PDP ᶛѱ ᵠ ḓ ̕ᵙ 

 

1. ᾅ─ ╥ ͙ṕ PDP ̯Ἓ 

͙ѫ ͙ṕ ἒ♬ 

PDP ͙ṕ ἒ♬ Ữ  Disable 

PDP  ἒ♬ Ữ  Disable 

PDP clock (ᶉᾎּתᵑ ṒϿѤ ẍҵ) 60 seconds 

PDP information saving  180 seconds 

PDP version 2 

 

 

2. PDP ײ ḓ ♬Ṓ ♇◑ ᾎʼ ἒ♬ 



͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ PDP̋  ᶉᾎּתᵑ ṒϿ̆ PDP ♬Ṓ ♇◑ ᾎ

ʼ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

pdp timer [seconds] PDP̋  ᶉᾎּתᵑ ṒЂ ẍҵᵑ ἒ♬ ѱѻ. 

pdp holdtime [seconds]  PDP ♬Ṓ ♇◑ ᾎʼ╙ ἒ♬ ѱѻ. 

 

3. PDP Ḳ♣ ἒ♬ 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ PDP Ḳ♣╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

pdp version [1 | 2]  PDP Ḳ♣╙ ἒ♬ ѱѻ. 

 

4. ᾅ─ ⁄Ἄ PDP ♠↔ ͙ 

PDPѤ ͙ṕ ̯Ἓ⁄Ἄ Ἓ Ӈ‡ ▓ּת Ώᾋѱѻ. PDPŋ  Ợ↔ ᴎᶔ ͒ᴛḶ ̯Ἓ ᶛӥ

⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

pdp run ᾅ─ ⁄Ἄ PDPŋ  ♠↔ ѱѻ. 

 

5. ᾅ─ ╥ ⁄Ἄ PDP ♠↔ ἒ♬ 

PDPѤ ͙ṕ ̯Ἓ⁄ἌѤ Ἓ  Ӈ‡▓ּת Ώᾋѱѻ. ᾅ─ ⁄Ἄ PDP̋  Ἓ  ӈ  

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ⁄Ἄ PDPŋ  Ἓ   ὡ ▓ᾋ

ѱѻ. 

ᶘᴖ‡ ἒᶘ 

pdp enable  ᾅ─ ╥ ⁄Ἄ PDPŋ  ♠↔ ѱѻ. 

 

6. PDP╥ ᶛѱ ᵠ ḓ ̕ᵙ 

̕ᵙᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ PDPŋ  ᶛѱ ᵠ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

show pdp traffic  ᾅ─ ʺ ὡᾐ ḓ ♣Ἶ Ѥ PDP ᶉᾎּת 

ὡᵑ ᾎ ѱѻ. 

show pdp neighbor [detail]  ᾅ─ ʺ ╬♪  ◑ ᵑ ᾎ ѱѻ. 

 

2.3.3.3 PDP ἒ♬ ₉Ⱡ 

₉Ⱡ 1: PDP Ἓ  



   config# pdp run  

config# int f0/0  

config_f0/0#pdp enable  

₉Ⱡ 2: PDP ײ ḓ ♬Ṓ ♇◑ ᾎʼ ἒ♬ 

   config#pdp timer 30  

config#pdp holdtime 90  

₉Ⱡ 3: PDP Ḳ♣ ἒ♬ 

   config#pdp version 1  

₉Ⱡ 4: PDP ♬Ṓ ᶛѱ ᵠ 

   config#show pdp neighbors  

Capability Codes:R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H - Host, I - IGMP, r ŕ 

Repeater 

Device ID Local IntrfceHoldtmeCapabilityPlatform Port ID  

joeEth 0 133 4500 Eth 0  

samEth 0 152 R AS5200 Eth 0  



4◑. SSH ἒ♬ ᶘᴖ‡ 

2.4.1 ˌ⅝ 

2.4.1.1 SSH Server 

SSH ἌḲᵑ  SSH ג╪… ₮ ◑ ʼ ṒΌ ḓ   ӈ ᾐ ⁷˺╙ ỸἛ  ὡ 

▓ᾋѱѻ. ⁷˺⁄Ѥ С̓ ˉ╘ ͙ѫ╪ ▓ᾋѱѻ. SSHἌḲѤ des, 3des ḓ blowfishᵑ 

    ῼ̆ᵙּתּ ╙צ∟ ѱѻ. 

2.4.1.2 SSH client  

SSH ג╪… Ѥ SSH ᴛ ᴛ ᾒ ӇѤ ╞↔ ᴛ͎ע░ѱѻ. SSH ג╪… Ѥ 

  ḓ שּ╬ ᵑ Ⱡ̑  ὡ ▓╖ḃᴛ SSH ג╪… Ѥ Ό♣ Ώ╘ Л תּ √  ⱳ

ˠ⁄Ἄ ᾒ ӇѤ ◑ ∟תּ ҵ SSH ἌḲᵑג Ѥ ᾐ ◑  ֞Ѥ ◑  ʼ╥ ᾐ╙ Ṓ

ѱѻ. SSH ג╪… Ѥ des, 3des ḓ blowfishᵑ     ῼ̆ᵙּתּ ╙צ∟

ѱѻ. 

2.4.1.3 ͙ѫ 

SSH ἌḲ ḓ SSH ג╪… Ѥ Ḳ♣ 1.5ᵑ ּת∟ ѱѻ. ӑѻ ἢ ╞↔ ᴛ͎ע⁄Ἄᵣ 

 .ѱѻ ∟תּ

2.4.2 ἒ♬ Ͽ↔ 

 Ḣḹ ᶜᴜ ̯Ἓ שּ╬ 2.4.2.1

SSH ἌḲѤ ᴛ͎╬ ╬ּש ᶛӥᵑ Ợ↔ ѱѻ. SSH ἌḲѤ ͙ṕ♠╖ᴛ ͙ṕ ╬ּש Ḣḹ 

ᶜᴜ╙ Ợ↔ ѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ Ḣḹ ᶜᴜ╙ ̯Ἓ שּ╬ ⁴ ѱ

ѻ. 

ᶘᴖ‡ ἒᶘ 

Ip sshd auth_method [STRING] ╬ּש Ḣḹ ᶜᴜ╙ ̯Ἓ ѱѻ. 

 

2.4.2.2 ♪͐ Ⱡ‡ ᶜᴜ ̯Ἓ 

◑ ╥ SSHἌḲ⁄ ҍ  ♪͐╙ Ⱡ‡ ᴎᶔ SSHἌḲ⁄ ҍ  ♪͐ Ⱡ‡ ᶜᴜ╙ ̯Ἓ

‒ ѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙  ♪͐ Ⱡ‡ ᶜᴜ╙ ̯Ἓ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

Ip sshd access-class [STRING] ♪͐ Ⱡ‡ ᶜᴜ╙ ἒ♬ ѱѻ. 

 

 ᾎʼ ̓ ˃ ̯Ἓ שּ╬ 2.4.2.3

…╪ג ₮ ἌḲ ʼ⁄ ⁷˺╪ ἒ♬ӈ  ἒ♬ӈ ᾎʼ Ͽ⁄ ╬ּש╙ ᾍ╬  ὡ ′╖ᶔ 

ἌḲѤ ⁷˺╙ ϝᾋѱѻ. ѻ╛ ᶘᴖ╙  ̯Ἓ ᾎʼ ̓ ˃╙ ̯Ἓ ѱѻ. 



ᶘᴖ‡ ἒᶘ 

Ip sshd timeout ᾎʼ ̓ ˃╙ ̯Ἓ שּ╬ [0-65535]  ѱѻ 

 

 ♬ᾎҵ ὡ ἒ◓ שּ╬ 2.4.2.4

ᾒ ҍ ⁄שּ╬   ᾎʼ╪ ҍ ᾎʼ╙ ̓ ᶔ SSHἌḲѤ Ự ⁷˺╪ ἒ♬Ӈּת ΏѤ 

Ώᾋѱѻ. ҍ ◓ᾎҵ ὡѤ ͙ṕ♠╖ᴛ 3░ѱѻ. ͒ᴛḶ ᶛӥ תּ ᾎҵ◓ ╙שּ╬ 

⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ѻᾎ ᾎҵ ╙שּ╬ ⁴ Ѥ ҍ ᾎʼ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Ip sshd auth-retries [0 ѻᾎ ᾎҵ ╙שּ╬ [65535- Ѥ ᾎʼ╙ ̯Ἓ ѱѻ 

 

2.4.2.5 SSH ἌḲ Ợ↔ 

SSH ἌḲѤ ͙ṕ♠╖ᴛ ẋ Ἓ  Ӈ‡ ▓ᾋѱѻ. SSHἌḲʺ Ἓ  Ӈᶔ ◑ Ѥ rsa  

ᵑ ᾡ╖ᴛ ỸἛ  ѻ╛ ג╪… ╥ ⁷˺ ⅝ ╙ ὡᾐ ѱѻ. ̓♬╘ 1~2Ṫ ♬ҵ 

ἵ⅝ Ӌѱѻ. ͒ᴛḶ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ SSH ἌḲᵑ Ἓ  ѱ

ѻ. 

ᶘᴖ‡ ἒᶘ 

Ip sshd enable SSH ἌḲᵑ Ợ↔ ѱѻ. 

  Ѥ 1024bitᴛ ỸἛ Ӌѱѻ. 

 

2.4.3 SSH ἌḲ ἒ♬ ₉ᾎ 

ѻ╛ ̯Ἓ⁄ἌѤ IPלἵʺ 192.168.20.40╬ hostᵣ SSHἌḲ⁄ ♪ἶ  ὡ ▓ᾋѱѻ. ᴛ  

Ợ↔▫ ҥ╪ ḽ╪ᾅѤ Ợ↔▫ IDᵑ ̯Ṋ Ѥ ҥ Ợ↔Ӌѱѻ. 

2.4.3.1 ♪͐Ⱡ‡ ᶜᴜ 

ip access-list standard ssh -acl 

permit 192.168.20.40 

2.4.3.2 ͒ᴛḶ ᶛӥ ἒ♬ 

aaa authentication login ssh -auth local  

ip sshd auth -method ssh -auth 

ip sshd access-class ssh-acl 

ip sshd enable  



 3◌ ╩ ╧ᾂ Ἇ♩  

3-1◑ ἵˌ 

╪ ◑⁄ἌѤ ᾅ─ ʺ ̯Ἓ Ѥ ѻ‚  ꜙᵆ╥ ╬ ╪ᾅᵑ Ḥ↕̆ ѻ‚  ╬ ╪ᾅ ┬

⁄ ҍ  ̯Ἓ ♬Ṓᵑ ⱳ Ѥ ҥ ҵ∑╪ Ӌѱѻ. ╪ ◑⁄Ἄ Ợ↔ӈ ᶛӧ ╬ ╪ᾅ ᶘᴖ⁄ 

ҍ  ▫Ἕ  ἒᶘ╘ ╬ ╪ᾅ ̯Ἓ ᶘᴖ╙ ⱳ ᾕᾎ₡. ╪ ◑⁄Ἄ Ϯ₡Ѥ ѻᵐ ᶘᴖ ▀

╘ ἒᶘἌ╥ ѻᵐ ṨṪ╙ ⱳ ᾕᾎ₡. ἵˌ⁄Ѥ ᶛӧ ╬ ╪ᾅ ┬ ⁄ ♠↔  ὡ ▓Ѥ 

ᾐ ♬Ṓʺ  Ӌѱѻ. 

╬ ӇѤ∟תּ 3.1.1 ╪ᾅ ┬  

╬ ╪ᾅ ┬ ⁄ ҍ  ♬ṒѤ ѻ╛ ᵑ ⱳ ᾕᾎ₡. 

░ ▬‰ ⱳ 

Ethernet interface  

Configures Ethernet interface.  

Configures fast Ethernet interface.  

Configures gigabit Ethernet interface.  

╪җС ╬ ╪ᾅ ̯Ἓ 

Logical interface  

Loopback interface  

Null interface  

VLAN interface 

SuperVlan interface 

бᵙ♠ ╬ ╪ᾅ ̯Ἓ 

Loopback ╬ ╪ᾅ₮ Null ╬ ╪ᾅѤ Layer-

3⁄Ἄᵣ ̯Ἓ Ӌѱѻ. Ợ↔▫Ѥ Layer-2ᾅ─ ⁄

Ἄ VLAN ֞Ѥ SuperVLAN╬ ╪ᾅᵑ ̯Ἓ  

ὡ ▓ᾋѱѻ. 

Aggregation interface  бᵙ♠ ╬ ╪ᾅ ̯Ἓ 

╬ ╥ӇѤ ӎ ꜙᵆ∟תּ ╪ᾅѤ ╪җС ╬ ╪ᾅ₮ бᵙ♠ ╬ ╪ᾅʺ ▓ᾋѱѻ. ╪

җС ╬ ╪ᾅ ┬ ╬ ᾐ ר ╘ ╪ᾅ ḓ ᾅ─ ⁄ ἒ ӈ ╬ ╪ᾅ ӥ ֞Ѥ 

╬ ╪ᾅ ᶛӢ⁄ ӻג ѻᵓѱѻ. бᵙ♠ ╬ ╪ᾅѤ ҉ ᶹᵙ♠ ◑ ʺ ′Ѥ ╬

╪ᾅᴛ Ợ↔▫ʺ ὡҿ╖ᴛ ἒ♬ ѱѻ. 

ᾅ─ ╬ җС╪ ∟תּ ╥ ╪ᾅѤ ѻ╛̓ ˉᾋѱѻ. 

· Ethernet interface  

· Fast Ethernet interface 

· Gigabit Ethernet interface  

ᾅ─ ╬ ♠бᵙ ∟תּ ╥ ╪ᾅѤ ѻ╛̓ ˉᾋѱѻ. 

· loopback interface  

· null interface  

· aggregation interface  

· VLAN interface 

3.1.2 ╬ ╪ᾅ ἒ♬ ἵˌ 

ѻ╛ ἒᶘ╘ ᶛӧ ╬ ╪ᾅ╥ ̯Ἓ ᴛἝᾅ⁄ ♠↔Ӌѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ╬ ╪ᾅ 

̯Ἓ╙ ὡ ᴎᶔ ѻ╛ Ѿ́ᵑ ὡ  ᾕᾎ₡. 



(1) řinterfaceŚᶘᴖ‡ᵑ ᾒ ⁴ ╬ ╪ᾅ ̯Ἓ ᶛӥᴛ ө‡ʺἌ ̯Ἓ╙ ᾎ▬ ᾕᾎ₡. 

╪ԅ ᾅ─  ᴟ Ѥ řconfig_Ś₮ Ѿ  ╬ ╪ᾅ ᴛ ̯Ἓ Ӌѱѻ. ᶛӢ Ḵ ₮ 

╬ ╪ᾅ╥ Ὠ▫ᵑ Ợ↔ ᾕᾎ₡. Ḵ Ѥ ἒ (exworks) ֞Ѥ ╬ ╪ᾅ ӥʺ ᾎ

ᾅ ⁄ ʺ Ӊ ҍ ּת♬ Ӌѱѻ. ╪ ╬ ╪ᾅᵑ ᾎ ᴎᶔ řshow interfaceŚ ᶘᴖ‡ᵑ 

ᾒ  ᾕᾎ₡. ◑ ∟תּ ʺ Ѥ ʻ ╬ ╪ᾅѤ ѻ╛̓ ˉ╪ ▫  Ữ ᵑ Ⱡ̑ ѱѻ. 

Switch#show interface  

GigaEthernet1/1 is down, line protocol is down  

Hardware is Fast Ethernet, Address is 0009.7cf7.7dc1 MTU 1500 bytes, BW 10000 Kbit, D LY 1000 usec, 

 reliability 255/255, txload 1/255, rxload 1/255  

 Encapsulation ARPA, loopback not set  

 Auto-duplex, Auto-speed 

 input flow -control is off, output flow -control is off  

 ARP type: ARPA, ARP Timeout 04:00:00 

 Last inpu t never, output 17:52:52, output hang never  Last clearing of "show interface" counters 

never 

 Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0  

 Queueing strategy: fifo  

 Output queue :0/40 (size/max)  

 5 minute input rate 0 bits/sec, 0 packets/sec  

 5 minute output rate 0 bits/sec, 0 packets/sec  

  1 packets input, 64 bytes, 0 no buffer  

  Received 0 broadcasts, 0 runts, 0 giants, 0 throttles  

  0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored  

  0 watchdog, 0 multicast, 0 pause input  

  input packets with dribble condition detected  

  packets output, 64 bytes, 0 underruns  

  0 output errors, 0 collisions, 1 interface resets  

  0 babbles, 0 late collision, 0 deferred  

  0 lost carrie r, 0 no carrie r, 0 PAUSE output  

  0 output buffer failures, 0 output buffers swapped out  

gigabit Ethernet interface g1/1 ╙ ̯Ἓ ᴎᶔ ѻ╛ Ͽ↔╙ ░ᴏ ᾕᾎ₡. 

    Interface gigaEthernet0/1  

    ᾅ─ ⁄Ἄ Ṓ⁴לѤ ᴟ Ѥ řconfig_g0/1Ś ░ѱѻ. 

 

Note :  

╬ ╪ᾅ ┬ ̓ ╬ ╪ᾅ Ḵ  Ợ╪⁄ ̑ḥ╙ ʺ  ⅝ʺ ′ᾋѱѻ. ₉ᵑ ө

‡, ─╥ ⁄Ἄ řg1/1Ś ֞Ѥ řg 1/1Ś╪ ᶛӎ ҿ▀ ѱѻ. 

1. ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ╬ ╪ᾅ ̯Ἓ ᶘᴖ╙ ̯Ἓ  ὡ ▓ᾋѱѻ. ѻ‚  

ᶘᴖ╘ ╬ ╪ᾅ⁄Ἄ ᾒ Ӊ ᴛ  ḓ ╞↔ ᴛ͎ע╙ ♬╥ ѱѻ. ╪ ᶘᴖ

╘ Ợ↔▫ʺ ╬ ╪ᾅ ̯Ἓ ᶛӥᵑ ꜙᴮ ˞Ϯ ѻᵐ ╬ ╪ᾅᴛ ♣   ԅʺ

  .Ӌѱѻ תּ┬ תּ



2. ╬ ╪ᾅ ̯Ἓ╪ ₰ᴮӇᶔ ѻ╛ ◑╥ ř╬ ╪ᾅ╥ ᶛѱ ᵠ ḓ ┬ּ̕תᵙŚ ⁄Ἄ 

řshowŚᶘᴖ╙ Ợ↔ ⁴ ╬ ╪ᾅ Ữ ᵑ ᾅ  ᾕᾎ₡. 

 

3-2◑ ╬ ╪ᾅ ἒ♬ 

3.2.1. ╬ ╪ᾅ╥ ̑  ἶἛ ̯Ἓ 

ѻ╛ Ͽ↔╘ ᶛӧ ┬ ╥ ╬ ╪ᾅ⁄Ἄ ᾒ Ӊ ὡ ▓Ѥ ᶘᴖ╙ ἒᶘ ̆ ╬ ╪ᾅ╥ 

̑  ἶἛ╙ ̯Ἓ ѱѻ. ̯Ἓ  ὡ ▓Ѥ ╬ ╪ᾅ╥ ̑  ἶἛ⁄Ѥ ╬ ╪ᾅ ἒᶘ, 

ҍ⁵  .Ӯ╪ ▓ᾋѱѻ ⁷תּ ,

3.2.1.1 Description  ἒ♬ 

҉ ╬ ╪ᾅ⁄ řDescriptionŚ╙ ʺ ⁴ ╬ ╪ᾅ₮ ⁷˺ӈ ᵑ ͙• Ѥ

ҥ ҵ∑╪ Ӌѱѻ. řDescriptionŚ╘ ╬ ╪ᾅ╥ Ợ↔╙ ᾏṊ Ѥҥ ҵ∑ Ӈ̆ ╬

╪ᾅ ̆ ↔╖ᴛᵣ Ợ↔Ӈᶒ ╬ ╪ᾅ╥ ͙ѫ⁄Ѥ ₅ ╙ Ḉ  .Ώᾋѱѻ תּ

ᶘᴖ‡ ἒᶘ 

description [string]  ◓╥ ╬ ╪ᾅ⁄ ἒᶘ╙ ʺ ѱѻ. 

₉ᵑ ө‡, ╬ ╪ᾅ ἒᶘ ʺ₮ ̕ᴐӈ ₉ⱠѤ ѻ╛ ◑ ř╬ ╪ᾅ ἒᶘ ₉Śŋ  

ⱳ ᾕᾎ₡. 

 

3.2.1.2 Bandwidth ἒ♬ 

Ữ─ ᴛ ╘ ҍ⁵  ♬Ṓᵑ Ợ↔ ⁴ ▬‰ ˺♬╙ ὡ  ѱѻ. ѻ╛ ᶘᴖ╙ Ợ

↔ ⁴ ╬ ╪ᾅ╥ ҍ⁵ ╙ ̯Ἓ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Bandwidth [kilobps]  ◓╥ ╬ ╪ᾅ⁄ ἒᶘ╙ ʺ ѱѻ. 

ҍ⁵ ↕ג ╘  ᵰˌṉὡ ▀ Ỏ╪ᶒ ᾒⱠ ᶹᵙ♠ ╬ ╪ᾅ╥ ᾐ ἶҵ⁄Ѥ ₅

╙ Ḉ  .Ώᾋѱѻ תּ

 

3.2.1.3 Time Delay ἒ♬ 

Ữ─ ᴛ ╘ ҿ▬ ˺♬╙ ὡ ͙ ─  ᾎʼ ּ⁷ת ♬Ṓᵑ Ợ↔ ѱѻ. ╬ ╪

ᾅ ̯Ἓ ᶛӥ⁄Ἄ ╬ ╪ᾅ╥ ᾎʼ ּ⁷ת╙ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

delay [tensofmicroseconds]  ◓ ̯Ἓӈ ╬ ╪ᾅ╥ ᾎʼ ּ⁷ת╙ ἒ♬ ѱ

ѻ. 

ᾎʼ ּ⁷ת╥ ̯Ἓ╘ ₡ֹו ♬Ṓ ᵰˌṉὡ░ѱѻ. ╪ ᶘᴖ╙ Ợ↔ ᶔ ╬ ╪ᾅ╥ ᾒ

Ⱡ ᾎʼּ⁷ת╙ ⱳ♬ Ѥ ˦╘ ῷѷѱѻ. 



 

3.2.2 ╬ ╪ᾅ╥ ᶛѱ ᵠ ḓ ̕ᵙ 

ѻ╛ ▬‰╘ ╬ ╪ᾅᵑ ᶛѱ ᵠ ̆ ̕ᵙ  ὡ ▓ᾋѱѻ. 

· ╬ ╪ᾅ╥ Ữ  ╬ 

· ╬ ╪ᾅ ͙  ḓ ợⱠ 

· ╬ ╪ᾅ╥ Ἓ  ḓ ꜙᴮ 

3.2.2.1 ╬ ╪ᾅ╥ Ữ  ╬ 

ᾅ─ Ѥ ἵ ≢‡ ḓ ӥ≢‡╥ Ḳ♣, ╬ ╪ᾅ Ữ  Ӯ ╬ ╪ᾅ ♬Ṓ₮ ̕

ᴐӈ ᶙʺּת ᶘᴖ╙ Ṓ⁴ּׁשѱѻ. ѻ╛ Ѥ ╬ ╪ᾅ ᶛѱ  ᶘᴖ╥ ▀Ṩᵑ Ϯ⁸

ѱѻ. ╪ ᶘᴖ⁄ ҍ  ἒᶘ╘ ř╬ ╪ᾅ ̯Ἓ ἒ♬Ś╙ ⱳ ᾕᾎ₡. 

ᶘᴖ‡Ѥ ѻ╛̓ ˉᾋѱѻ 

ᶘᴖ‡ ἒᶘ 

show interface [type [slot/port]  ╬ ╪ᾅ Ữ ᵑ ᾎ ѱѻ. 

show running -config  ◓ ἒ♬ Ữ ᵑ ᾎ ѱѻ. 

 

3.2.2.2 ╬ ╪ᾅ ͙  ḓ ợⱠ 

бᵙ ╬ ╪ᾅᵑ ҿ♠╖ᴛ ἒ♬ ̆ ợⱠ  ὡ ▓ᾋѱѻ. ╪Ѥ ─ ╬ ╪ᾅ 

ḓ В  ӈ ╬ ╪ᾅ⁄ҵ ♠↔ Ӌѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ╬ ╪ᾅᵑ ͙

̆ ợⱠ ᴎᶔ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

no interface [type [slot/port]  ᶹᵙ♠ ╬ ╪ᾅᵑ ͙  ˞Ϯ ʺỮ ╬

╪ᾅᵑ ợⱠ ѱѻ. 

 

3.2.2.3 ╬ ╪ᾅ Ἓ  ḓ ẋ Ἓ  

╬ ╪ᾅʺ ẋ Ἓ Ӈᶔ ╬ ╪ᾅ╥ ᶛӧ ͙ѫ╪ Ợ↔ Ṭʺѫ ˭ Ӈᶒ ╬

╪ᾅ╥ ᶛѱ ᵠ ᶘᴖ‡ᴛ ╬ ╙ ԅ⁄ Ợ↔ Ṭʺѫ  ╬ ╪ᾅᴛ ᾎ Ӌѱѻ. 

╪ ♬ṒѤ ҿ♠ ג↕  ᴛ ╙  ѻᵐ ᾅ─ ᴛ ♣Ἶ Ӊ ὡ ▓ᾋѱѻ. ╬

╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ╬ ╪ᾅᵑ Ἓ /ẋ Ἓ  ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ

₡. 

ᶘᴖ‡ ἒᶘ 

shutdown  ╬ ╪ᾅ╥ ẋ Ἓ  

no shutdown  ╬ ╪ᾅ╥ Ἓ  

 



řshow interfaceŚᶘᴖ̓ řshow running -configŚ ᶘᴖ╙ Ợ↔ ⁴ ╬ ╪ᾅʺ ẋ Ἓ  Ӈ‴

Ѥּ⁴ תṨᵑ ╬  ὡ ▓ᾋѱѻ. řshow interfaceŚᶘᴖ‡ᵑ Ợ↔ ᶔ ẋ Ἓ ӈ ╬ ╪

ᾅѤ řadministratively down Ś ╖ᴛ ᾎ Ӌѱѻ. 

▫Ἕ  Ͽ↔╘ ѻ╛ ₉Ⱡ╬ ř╬ ╪ᾅ ẋ Ἓ  ₉ⱠŚŋ  ⱳ ᾕᾎ₡. 

 

3.2.3 бᵙ♠ ╬ ╪ᾅ ἒ♬ 

╪ ♥⁄ἌѤ бᵙ♠ ╬ ╪ᾅᵑ ἒ♬ Ѥ Ḣḹ⁄ ҍ  ἒᶘ ѱѻ. Ͽ↔╘ ѻ╛̓ ˉᾋ

ѱѻ. 

· Null ╬ ╪ᾅ ἒ♬ 

· Loopback ╬ ╪ᾅ ἒ♬ 

· Aggregation  ╬ ╪ᾅ ἒ♬ 

· Vlan ╬ ╪ᾅ ἒ♬ 

 

3.2.3.1 Null  ╬ ╪ᾅ ἒ♬ 

♣  ᾎᾅ ╘ Ϯ╥ Null ╬ ╪ᾅᵣ╙ ּת∟ ѱѻ. ͎ ͙ѫ╘ ҍṨṪ╥ ⇔₅ Ⱡ

⁄Ἄ ♠↔ӇѤ Null◑ ╥ ͙ѫ̓ ┬Ợ ѱѻ. Null ╬ ╪ᾅѤ Ữ Ợ↔  ὡ ▓

ᵣ ᾐ ♬Ṓᵑ ♣Ἶתּ ˞Ϯ ὡᾐ ╬ .Ѥ Ώᾋѱѻתּ ╪ᾅ ̯Ἓ ᶘᴖ řno ip 

unreachableŚ╘ Null  ╬ ╪ᾅ⁄Ἄ Ợ↔  ὡ ▓Ѥ ┬▀  ᶘᴖ░ѱѻ. Null ╬

╪ᾅѤ ᾐ╙ ᵠ Ѥ ἐ ♠ ᶉἵӥᵑ Ⱡ̑ ѱѻ. ּס, ∟ ΏѤ Л תּ √  

ᾐ╙ Null╬ ╪ᾅᴛ ג↕   ὡ ▓ᾋѱѻ. Null╬ ╪ᾅѤ ♪͐ Ⱡ‡ ᶜᴜ╖

ᴛ ͙ѫ  ὡ ▓ᾋѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ Null╬ ╪ᾅᵑ ּת♬  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

Interface null 0  Null  ╬ ╪ᾅᵑ ỸἛ ѱѻ. 

Null  ╬ ╪ᾅѤ ╬ ╪ᾅ ┬ ╙ ᵰˌ ṉὡᴛ Ѥ ᶛӧ ᶘᴖ⁄ ♠↔  ὡ 

▓ᾋѱѻ. ѻ╛ ỢᴗѤ IP 192.168.20.0 ג↕ ╙ ─  Null ╬ ╪ᾅᵑ ̯Ἓ Ѥ Ḣ

ḹ╙ Ṓ⁴ּׁשѱѻ. 

    ip route 192.168.20.0 255.255.255.0 null 0  

 

 

 

 



3.2.3.2 Loopback ╬ ╪ᾅ ἒ♬ 

Loopback  ╬ ╪ᾅѤ ʺỮ╥ ╬ ╪ᾅ ░ѱѻ. ΩṨ ╬ ╪ᾅʺ ꜙᴮӈ ˿↕⁄

ҵ Ữ BGPἝἪ╙ ́ἶ ҿ▬ ѱѻ. Loopback ╬ ╪ᾅѤ BGP ḈВ לἵᴛ Ợ

↔ Ӊ ὡ ▓ᾋѱѻ. ѻᵐ ᾅ─ ʺ Loopback ╬ ╪ᾅ⁄ ҵҀ ᴎᶔ Loopback  ╬

╪ᾅ לἵᴛ ג↕ ╙ Broadcast ҵᴜ ҿ♠ ג↕  ᴛ ╙ ̯Ἓ ‒ ѱ

ѻ. Loopback ╬ ╪ᾅᴛ ג↕  ӈ ᶉᾎּתѤ ᾅ─ ᴛ ◓ ג↕  Ӈ‡ ᴛ ⁄Ἄ 

ᵙ Ӊ ὡ ▓ᾋѱѻ. Loopbackʝѱ ╪ᾅᴛ ג↕  Ӈּתᵣ ҍỮ Loopback ╬

╪ᾅ╥ IPלἵʺ ῷѳ ˿↕, ҉ ᶉᾎּתѤ ợⱠӋѱѻ. ּס, Loopback ╬ ╪ᾅѤ 

Null ╬ ╪ᾅᴛ ▬ҿ Ӌѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ Loopback  ╬

╪ᾅᵑ ּת♬ ̆ ╬ ╪ᾅ ̯Ἓ Ữ ᵑ ░ᴏ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Interface loopback [number]  Loopback ╬ ╪ᾅᵑ ỸἛ ѱѻ. 

 

3.2.3.3 Aggregation  ╬ ╪ᾅ ἒ♬ 

₡Ḳӈ ҍ⁵ṓ╖ᴛ ╬  Ѿ▀ ╪җС ╬ ╪ᾅʺ ᶛ▫ו ˿↕ Aggregation  ╬

╪ᾅᵑ Ợ↔  ὡ ▓ᾋѱѻ. ҿ▀  ἶҵᴛ ⁴אַ╪ ♣ ╥ˌ ױ ╬ ╪ᾅᵑ ᶶ‡Ἄ 

ҍ⁵ṓ╙ ˭ Ữ ᾎ  ὡ ▓ᾋѱѻ. 

Aggregation  ╬ ╪ᾅᵑ ♬╥ ᴎᶔ ѻ╛ ᶘᴖ╙ ░ᴏ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Interface port -aggregator [number]  Aggregation  ╬ ╪ᾅᵑ ỸἛ ѱѻ. 

 

3.2.3.4 Vlan ╬ ╪ᾅ ἒ♬ 

VLAN ╬ ╪ᾅѤ ᾅ─ ↕ג ╥  ╬ ╪ᾅ ░ѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ VLAN ᶘ

ᴖ╘ ҍỮ לἵʺ VLAN⁄ ▓Ѥ IP ╙ ᵙ Ѥ Ḣḹ╙ ♬╥ Ώ̆ Layer-2́ תּ

╥ VLANᵣ ᾎᾅ ⁄ ʺ ѱѻ. VLAN ╬ ╪ᾅʺ ′╖ᶔ ╪ױ  ┬ ╥ 

╪ ợⱠӋѱѻ. VLAN ╬ ╪ᾅᵑ ♬╥ ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Interface vlan [number]  VLAN ╬ ╪ᾅᵑ ỸἛ ѱѻ. 

 

3.2.3.5 Super VLAN ╬ ╪ᾅ ἒ♬ 

Super VLAN ͙ὥ╘ ѻ╛̓ ˉ╘ ᶉ ѱּצ╙ Ⱡ̑ ѱѻ. ҿ▀  ᾅ─ ╥ ѻᵐ 

VLAN⁄ ▓Ѥ ᾅ ᵑ ҿ▀  IPv4 ἌẄС⁄ ҉ ̆ ҿ▀  ͙ṕ ˭╪ ≢╪ᵑ Ợ

↔  ὡ ▓ᾋѱѻ. ӻגἌ ᵤ╘ IP לἵʺ ♇◑ Ӌѱѻ. Super VLAN ͙ὥ╘ VLAN╪ 

ҿ▀  ̕ᵙ ╬ ╪ᾅᵑ Ợ↔ ̆ ᾅ ʺ ҿ▀  IPv4 Л √  ἠἪ̓ ˭╪  

≢╪ᵑ Ợ↔ Ѥ ͎ᴹ⁄ ѻᵐ VLAN╖ᴛ Ḥ  ѱѻ. Super VLAN⁄ ἶ Ѥ VLAN╙ 



SubVLAN╪̆ג ѱѻ. SubVLAN╘ IP לἵᵑ ̯Ἓ ⁴ ̕ᵙ ╬ ╪ᾅᵑ ἵ┬  

ὡ ′ᾋѱѻ. 

SuperVLAN ╬ ╪ᾅᵑ ̯Ἓ   SuperVLAN╬ ╪ᾅ╥ IPלἵᵑ ̯Ἓ  ὡ ▓

ᾋѱѻ. SuperVLAN╬ ╪ᾅѤ ѻᵐ ₮ ̯Ἓ  ὡ ▓Ѥ ג↕  ╪͙ҵ 

ѱѻ. 

  

ᶘᴖ‡ ἒᶘ 

[no] Interface Supervlan 

[index] 

SuperVLAN╬ ╪ᾅ ̯Ἓ ᶛӥᴛ ө‡˂ѱѻ. ּת♬ӈ 

SuperVLAN╬ ╪ᾅʺ Ⱶ◓ Ώ╖ᶔ ᾎᾅתּ ⁄Ἄ 

SuperVLAN╬ ╪ᾅᵑ ỸἛ ѱѻ. 

indexѤ SuperVLAN ╬ ╪ᾅ╥ ự╬░ѱѻ. ┬  

˃╥ Ḹ─Ѥ 1⁄Ἄ 32Ợ╪ ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ SuperVLAN ╬ ╪ᾅᵑ ợⱠ 

 ὡ ▓ᾋѱѻ. 

[no] subvlan [setstr] [add 

addstr] [remove remstr]  

SuperVLAN⁄Ἄ SubVLAN╙ ̯Ἓ ᾕᾎ₡. 

ʺӈ ─ VLAN╘ ̕ᵙ ╬ ╪ᾅᵑ ἵ┬  ὡ ′

˞Ϯ ѻᵐ SuperVLAN⁄ ἶ  ὡ ′ᾋѱѻ. ͙ṕ╘ 

SuperVLAN⁄Ἄ SubVLAN╪ Ӈ‡ ▓ּת Ώᾋѱѻ. 

Sub ᶘᴖ‡Ѥ Ϯᵣ Ợ↔  ὡ ▓ᾋѱѻ. 

řsetstrŚ╘ SubVLAN ᶜᴜ╙ ἒ♬ Ѥ ˦╙ ╥Ḉ ѱѻ. 

₉ᵑ ө‡, List 2,4,-6╘ VLAN2,4,5,6╙ Ϯ Єѱѻ.  

řaddŚѤ ∟מ╥ SubVLANc ᴜ⁄ VLANᶜᴜ╙ ʺ Ѥ 

˦╙ ╥Ḉ ѱѻ 

řaddstrŚ╘ ─₮ ˉ╘ ᾏ╥ ᶷ▫⁸╙ ╥Ḉ ѱѻ. 

řremoveŚѤ ∟מ╥ SubVLANc ᴜ⁄Ἄ VLAN ᶜᴜ╙ ợⱠ

Ѥ ˦╙ ╥Ḉ ѱѻ. 

řremstrŚѤ ─₮ ˉ╘ ᾏ╥ ᶜᴜ╥ ᶷ▫⁸░ѱѻ. 

řnoŚ ᶘᴖ‡Ѥ SuperVLAN⁄Ἄ SubVLAN╙ ợⱠ Ѥ ˦

╙ ╥Ḉ ѱѻ, řnoŚᶘᴖ‡╘ ─ ᶘᴖ̓ Ζ Ợ↔  

ὡ ′ᾋѱѻ. 



3-3◑. ╬ ╪ᾅ ἒ♬ ₉Ⱡ 

3.3.1 ̑  ἶἛ╥ ╬ ╪ᾅ ̯Ἓ 

3.3.1.1 ╬ ╪ᾅ ἒᶘ ₉Ⱡ 

ѻ╛ ₉Ⱡ⁄ἌѤ ╬ ╪ᾅ₮ ̕ᴐӈ ἒᶘ╙ ʺ Ѥ Ḣḹ╙ Ṓ⁴ּׁשѱѻ. ╪ ἒᶘ

╘ ̯Ἓ ▀ ḓ ╬ ╪ᾅ ᶘᴖ╙ Ӱᾅ ᴆ╪⁄Ἄ Ϯ Ϸѱѻ. 

   Interface vlan 1 

   Ip address 192.168.1.12 255.255.255.0 

 

3.3.1.2 ╬ ╪ᾅ ẋ Ἓ  ₉Ⱡ 

ѻ╛ ₉Ⱡ⁄ἌѤ ╪җС ╬ ╪ᾅ 0/1╙ ẋ Ἓ  Ѥ Ḣḹ╙ Ṓ⁴ּׁשѱѻ. 

   Interface GigaEthernet0/1 

   shutdown  

ѻ╛ ₉Ⱡ⁄ἌѤ ╬ ╪ᾅᵑ Ἓ  Ѥ Ḣḹ╙ Ṓ⁴ּׁשѱѻ. 

   Interface GigaEthernet0/1 

   no shutdown  

  



 4◌  Ἐ ʷ Ἇ♩  

4-1◑.  ṒΌ 

4.1.1 ἵˌ 

 ṒΌ╘ ♪͙͐ѫ╙ Ⱡ‡  ὡ ▓ᾋѱѻ. ̯Ἓ⁄ ӻג ♬ Ḹ─⁄Ἄ ᵑ ᾒ  

ὡ ▓ᾋѱѻ. ╥ ṒΌ MAC לἵᵑ ̯Ἓ ⁴ ╥ ṒΌ ͙ѫ╙ Ἓ   ˿↕, Ṓ

Ό MAC לἵʺ Ό♣ Ώ╖ᶔ  ṒΌ╥ ─ḙ╪ ḛỸ תּ ѱѻ. ѻᵐ ─ḙ ᶛӥ⁄ ӻג 

ⱳ ᵑ ‒ ѱѻ. 

ṒΌ ⁄Ѥ ѻ╛̓ ˉ╘ ͙ѫ╪ ▓ᾋѱѻ. 

· ṒΌ MAC לἵ╥ ˌ  ὡᵑ ἒ♬ 

· ṒΌ MAC לἵ╥ ♬♠ ἒ♬ 

ṒΌ ⁄ ̆♬ MAC לἵ╥ ♬♠ ἒ♬ ḓ ˌ ὡ╥ ּת♬╪ ′ѻᶔ ҿ♠ MAC 

ἵᵑ ᾋל ѱѻ. 

· ṒΌ  ─ḙ╪ ḛỸ ᶔ ─ḙӈ  ợⱠ 

╪ ♥⁄ἌѤ ᾅ─ ╥ ṒΌ ᵑ ἒ♬ Ѥ Ḣḹ⁄ ҍ  ἒᶘ ѱѻ. 

4.1.2  ṒΌ ᶜᴜ ἒ♬ 

· MAC לἵ₮ IP לἵᵑ ḕ╬ӹ ⁴ ἒ♬ ᾕᾎ₡. 

4.1.3  ṒΌ ἒ♬ 

4.1.3.1 MAC לἵ₮ IP לἵ╥ ḕ╬ӹ ἒ♬ 

ᾅ─ ╥ IP לἵ₮ MAC לἵᵑ ⁄ ḕ╬ӹ ˞Ϯ ӑ ַא Ϯᵣ ḕ╬ӹ  ὡ ▓ᾋ

ѱѻ. 

Note: 

IP לἵʺ ╥ MAC לἵ⁄ ḕ╬ӹ ӈ  ḕ╬ӹ ӈ MAC לἵ₮ Ӈּת ΏѤ IP 

 .ἵᵑ ᵠ ѱѻל

 ̯Ἓ ᶛӥᴛ ө‡ʺἌ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ṒΌ ⁄ ҍ  ἒ♬╙ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

switchport port -security bind {ip A.B.C.D | 

mac H.H.H} 

IP לἵ / MAC לἵᵑ ⁄ ḕ╬ӹ ᾕ

ᾎ₡. 

 

 

4-2◑  ἒ♬ 

♬Ữ♠╬ ˿↕ ╪җС ╬ ╪ᾅѤ ῼ ὡ ′Ѥ ᶉᾎּתᵑ ╪җС ╬ ╪ᾅʺ ▓Ѥ VLAN



⁄ Ẅᴛӥ ᾅ  ѱѻ. ˿↕ ӻג ᶉᾎּתᵑ ♣Ҁ  ὡ ′ᾋѱѻ. 

 

ᶘᴖ‡ ἒᶘ 

switchport block {unicast|multicast| 

broadcast} 

╬ ╪ᾅѤ ┬ѱ ᾅ , ᶁ ᾅ , Ẅ

ᴛӥ ᾅ  ᶉᾎּתᵑ ♣Ҁ  .Ώᾋѱѻ תּ

no switchport block {unicast | multicast | 

broadcast} 

╬ ╪ᾅѤ ᶛӧ ᶉᾎּתᵑ ♣Ҁ ѱѻ. 

 

4-3◑.  ṒΌ 

♬Ữ♠╬ ˿↕ ᾅ─ ╥ ѻᵐ  Ợ╪⁄ ╙ ▫┬ᴠ˭ ♣Ҁ  ὡ ▓ᾋѱѻ. ‡Ԑ ˿

↕⁄Ѥ ѻᵐ  Ợ╪╥ ╙ ♣Ҁ  ὡ ′ᾋѱѻ. Port isolation  ͙ѫ╘  Ợ╪╥ 

 ᵒ╙ Ѿ  ὡ ▓ᾋѱѻ. Port isolation ╪ ▓Ѥ Ѥ Ἄᴛ ᾐ  ὡ ′ᾋѱѻ. 

╘ Port isolation ╪ ′Ѥ  Ợ╪ ֞Ѥ Port isolation  ₮ non-Port isolation  Ợ╪⁄Ἄ ♬

Ữ♠╖ᴛ ♣ҀӉ ὡ ▓ᾋѱѻ. 

 

ᶘᴖ‡ ἒᶘ 

switchport protected  Port isolation ἒ♬ 

no switchport protected  Port isolation  ἒ♬ Ⱡ 

 

4-4◑. Storm control  ͙ѫ ἒ♬ 

ᾅ─  Ѥ ┬ѱ ᾅ (Mac לἵ ˤự ᾒ ), ᶁ ᾅ  ֞Ѥ Ẅᴛӥ ᾅ  ᶉᾎּתᴛ

Ṩ ─ἶ♠╪̆ ẋ♬Ữ♠╬ ̑˶╙ Ḛ╙ ὡ ▓ᾋѱѻ. ╪ ˿↕ ᾅתּ   ╘ ♣  ᾅ─  

⁄ ᶴᵙʺ Ӌѱѻ. Ữ╙ •Ⱡ ͙ ─  ἒ♬╪ ּת∟ Ӈ‡‒ ѱѻ. 

 

ᶘᴖ‡ ἒᶘ 

storm -control {broadcast | multicast | 

unicast} threshold count  

Ẅᴛӥ ᾅ  | ᶁ ᾅ  | ┬ѱ ᾅ

‡ᵑ Ⱡתἶ♠╬ ᶉᾎּתּ ╥ ѱѻ. 

no storm-control {broadcast | multicast | 

unicast} threshold  

storm-control  ἒ♬╙ Ⱡ ѱѻ. 

  



4-5◑.  ἶҵ Ⱡ  

̯Ἓ╙  ΩṨ/ϿṨ מ ╥ ἶҵᵑ Ⱡ‡  ὡ ▓ᾋѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ מ ╥ ⁴  ἶҵᵑ Ⱡ‡ ᾕᾎ₡. 

 

ᶘᴖ‡ ἒᶘ 

Interface g0/1  ╬ ╪ᾅ Gi0/1╖ᴛ ө‡˂ѱѻ. 

[no] switchport rate -limit band  [ingress | 

egress] 

⁄ ҍ מ   ἶҵ Ⱡ‡ᵑ ̯Ἓ

ѱѻ. řbandŚѤ Ⱡ‡ מ   ἶҵ ░ѱ

ѻ. 

řingressŚѤ ө‡₡Ѥ מ ⁄ řegressŚѤ 

ϮʺѤ מ ⁄ ₅ ╙ Ḉ ѻѤ ˦╙ 

╥Ḉ ѱѻ. 

 

4-6◑. Port Loop  Detection  

ἒ♬╙ ⁴ ⁄Ἄ ᴴ ʺ ḛỸ Ѥּ⁴ תṨᵑ ˁּת  ὡ ▓ᾋѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ  ̯Ἓ╙ ░ᴏ ᾕᾎ₡. 

 

ᶘᴖ‡ ἒᶘ 

[no] keepalive [ Ⱡ] ᴴ  ˁּתᵑ ᾒ ѱѻ. 

keepalive period  ᴴ  ˁּת ͙ʼ╙ ἒ♬ ѱѻ. ┬ Ḹ─Ѥ 

0⁄Ἄ 32767 ░ѱѻ. 

  



 5◌. ᶶᵖ♅╩ ╢ Ἐ Ἇ♩  

5-1◑. ᶹᵙ♠╬ ╬ ╪ᾅ╥ Ἓ ἒ♬ 

5.1.1 ╪җС ╬ ╪ᾅ ἒ♬ 

╪ ♥⁄ἌѤ ╪җС ╬ ╪ᾅᵑ ̯Ἓ Ѥ Ḣḹ⁄ ҍ  ἒᶘ ѱѻ. SFC6000 Series ᾅ─

Ѥ 10/100/1000 Mbps╥ ̆ἶ ╪җС ╬ ╪ᾅᵑ ּת∟ ѱѻ. ▫Ἕ  ̯Ἓ╘ ѻ╛̓ ˉ

ᾋѱѻ. 

Ḵ  Ѿ́Ѥ ὡ Ợ ╪ᶒ ѻᵐ Ѿ́Ѥ ἐ  Ợ ░ѱѻ. 

5.1.1.1 ╪җС ╬ ╪ᾅ ἒ♬ 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ╪җС ╬ ╪ᾅ ̯Ἓ Ữ ᴛ ө‡˂ѱѻ. 

ᶘᴖ‡ ἒᶘ 

Interface fastethernet [slot/port]  Fastethernet  ╬ ╪ᾅ⁄ ♪ἶ ѱѻ. 

Interface gigaethernet [slot/port]  Gigaethernet  ╬ ╪ᾅ⁄ ♪ἶ ѱѻ. 

řshow run interface fastethernet Ś ᶘᴖ‡ᵑ ╪↔ ⁴ ╪җС ╬ ╪ᾅ╥ Ữ ᵑ ╬ 

ᾕᾎ₡. řshow run interface  gigaethernetŚ ᶘᴖ‡ᵑ ╪↔ ⁴ ͙ʺẋ  ╪җС ╬

╪ᾅ╥ Ữ ᵑ ╬ ᾕᾎ₡. 

5.1.1.2 Rate ἒ♬ (Speed) 

╪җС ἶҵѤ ▫ҿ Ữ ֞Ѥ ╬ ╪ᾅ⁄Ἄ ἒ♬╙ ⁴ ̯   ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

speed [10/100/1000/auto]  ╪җС ╬ ╪ᾅ⁄ 10M, 100M, 1000M  

╘ Auto -negotiation ╥ ₪Ἢ╙ ╪↔

⁴ Rate˃ ╙ ἒ♬ ѱѻ 

no speed Rate ₪Ἢ╙ ợⱠ ѱѻ. ͙ṕ ἒ♬╬ 

auto-negotiation ╖ᴛ ҹῷ˂ѱѻ. 

Note: 

SFP╥ ἶҵѤ ̆♬Ӈ‡ ▓ᾋѱѻ. ₉ᵑ ө‡, GBIC ḓ GE-FX╥ ἶҵѤ 1000M╪̆ 

FE-FX╥ ἶҵѤ 100M ░ѱѻ. SFP ἶҵ ᶘᴖ ѻ╛⁄ ▫ҿ ᵰˌṉὡʺ ▓╖ᶔ ▫ҿ 

Ữ ͙ѫ╙ Ợ↔  ὡ ▓ᾋѱѻ. ͎ᴅּת Ώ╖ᶔ Ữ  ὡ ′ᾋѱѻ. ͙ṕ ̯Ἓ⁄Ἄ

Ѥ ͙ʺẋ  ╬ ╪ᾅ╥ ▫ҿ Ữ╙ Ἓ   ὡ ▓ּתᵣ 100Mbps ╬ ╪ᾅ╥ 

▫ҿ Ữ╘ ẋ Ἓ  ░ѱѻ.  



5.1.1.3 Duplex ᶛӥ ἒ♬ 

͙ṕ ̯Ἓ⁄Ἄ ╪җС ╬ ╪ᾅѤ ▫ҿ Ữ╙  ♣ ╪ַא ֞Ѥ ḙ ╪ַא╖ᴛ Ӊ 

ὡ ▓ᾋѱѻ. ╪ ᶘᴖ╘ SFP ╬ ╪ᾅ╥ Duplex ᶛӥѤ Ữ Auto ░ѱѻ. 

ᶘᴖ‡ ἒᶘ 

duplex [ full | half | auto ]  ╪җС╥ Duplex ᶛӥᵑ ἒ♬ ѱѻ. 

no duplex ͙ṕ ̯Ἓ╙ ѻᾎ ᾎ▬ ѱѻ. Duplex ᶛ

ӥѤ Auto -negotiation ░ѱѻ. 

 

5.1.1.4 Flow-Control  ἒ♬ 

╬ ╪ᾅʺ Full-duplex ▀ ԅ, ᵒⱠ‡Ѥ 802.3x ♬╥ ⁴ PAUSE ᴆ▐╙  

ᾒ Ӌѱѻ. ╬ ╪ᾅʺ ḙ ╪ַא ᶛӥ╬ ˿↕ Flow-control╘ Ḥ ╙  ᾒ Ӌѱ

ѻ. 

ᶘᴖ‡ ἒᶘ 

flow-control on | off  ╬ ╪ᾅ╥ Flow-control╙ ᾒ ˞Ϯ 

Ϟ ὡ ▓ᾋѱѻ. 

no flow -control  ͙ṕ ̯Ἓ╖ᴛ ҹῷ˂ѱѻ. ╬ ╪ᾅ⁄

Ѥ flow-control ╪ ′ᾋѱѻ. 

 

  



 6◌. ╩ ╧ᾂ ḵ⌐ Ἇ♩  

6-1◑ ╬ ╪ᾅ Ḹ─ ἒ♬ 

6.1.1. ╬ ╪ᾅ Ḹ─ ̯Ἓ 

6.1.1.1 ╬ ╪ᾅ Ḹ─╥ ╪  

╬ ╪ᾅᵑ ἒ♬ Ѥ ̓♬⁄Ἄ ˉ╘ ┬ ╥ ⁄ ҿ▀  ἶἛ╙ ἒ♬ ‒ 

Ѥ ˿↕ʺ ▓ᾋѱѻ. ʻ ⁄Ἄ ḙṓӇѤ ̯Ἓ╙ ͙ ─  ╬ ╪ᾅ Ḹ─ ἒ

♬ ᶛӥᵑ Ⱡ̑ ѱѻ. ҿ▀  ἒ♬ ᵰˌṉὡᴛ ҿ▀  ┬  ḓ ᾈᴡ Ḵ  / 

ᵑ ̯Ἓ  ὡ ▓ᾋѱѻ. ╪ᴅ˭ ᶔ ▬‰ת ╪װ‡ ө˭ Ӌѱѻ. 

Note :  

    ╬ ╪ᾅ Ḹ─ ᶛӥᴛ ө‡ʺᶔ ᶛӥ⁄ ӈ ╬ ╪ᾅʺ ἒ♬ Ӈ‡ 

    ▓‡‒ ѱѻ. 

 

6.1.1.2 ╬ ╪ᾅ Ḹ─ ᶛӥᴛ ө‡ʺ͙ 

řinterface rangeŚ ᶛӥᴛ ө‡ʺ͙ ─  ѻ╛ ᶘᴖ‡ᵑ ᾒ  ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Interface range type slot/<port1 - port2 

| port3>[ , <port1 - port2|port3>]  

╬ ╪ᾅ Ḹ─ ᶛӥᴛ ᾎ▬ ѱѻ. 

╪ ᶛӥ⁄  ӈ ᶛӧ Ѥ ѻ╛ 

ⱳˠ⁄ ▀  ѱѻ. 

ᾈᴡ Ḵ Ѥ ᾈᴡ╖ᴛ ἒ♬ Ӌѱѻ. 

╪   Ӛ╥  Ḵ Ѥ port1̓ 

port2 Ợ╪╪˞Ϯ port3̓ ˉῷ‒ ѱ

ѻ. Port2Ѥ port1Ṓѻ ▬ῷ‒ ѱѻ. 

╪  ֞Ѥ ό    Ӛ⁄ ̑ḥ╪ 

▓‡‒ ѱѻ. 

 

6.1.1.3 ἒ♬ ₉Ⱡ 

ᾈᴡ 0 ḓ ╪җС 1,2,3,6,8,10,11,12ŋ  ⁴ ѻ╛ ᶘᴖ‡ᵑ  ╬ ╪ᾅ ̯

Ἓ ᶛӥᵑ ᾎ▬ ᾕᾎ₡. 

  Switch_config# interface range 1 ŕ 3 , 6 , 8 , 10 ŕ 12 

  Switch_config_if_range# 

  



7◌ VLAN Ἇ♩ 

7-1◑. VLAN ἒ♬ 

7.1.1 VLAN ἵˌ 

Virtual LAN(VLAN)╘ Ϯ ╪Ữ╥ LAN⁄ ▓Ѥ бᵙ♠╖ᴛ Л √   ӈ ◑  ͎ᴹ╙ ᵦ

ᶒ ᾒⱠᴛ ҿ▀  ᵠ ⁄ ⁷˺Ӈ‡ ▓Ѥ ˦ ᴀ ᾐ  ὡ ▓ᾋѱѻ. ᾒⱠᴛ ⁴ױ LAN

Ἕ͎ᶀ ⁄ ─  ѱѻ. 1999Ц IEEEѤ VLAN ̯  ᴛⱡ ᵑ ר  ͙ ─  IEEE 

802.1Q ᴛ ♬Ό╙ ἒ ר  ᾋѱѻ. VLAN╘ ᶹᵙ♠ ⁷˺ ҍᾐ бᵙᵑ ͙ḙ╖ᴛ 

ḃᴛ Ợ↔▫/ ᾅ  ̕ᵙ, ҍ⁵  ҉ ḓ ᵙἵᾅ ♠ ⁄ ᵰ↕ ┬⁷ ѱѻ. 

Virtual LAN⁄Ѥ ѻ╛̓ ˉ╘ ┬ ╪ ▓ᾋѱѻ. 

·  ͙ḙ╥ VLAN: ʻ ᶹᵙ♠ ᾅ─  Ѥ  Ἕᾅ ᶜᴜ╖ᴛ VLAN∟╙ ּת♬ ѱѻ. 

· 802.1Q ᴄ  ᶛӥѤ ╬ ╪ᾅ⁄Ἄ ּת∟ Ӌѱѻ. 

·  Ἕᾅ ᶛӥ ╬ ╪ᾅʺ ּת∟ Ӌѱѻ. 

 ͙ḙ VLAN╘ ᾅ─ ∟תּ ʺ Ѥ VLAN╥ ─ ︡  ҉ Ϯ╥ ᵑ אַ 

Ѥ ˦░ѱѻ. ╪ VLAN ─ ︡ ⁄ Ϯ╥ VLANᵣ ▓Ѥ ˿↕ ╪ Ѥ Access  

░ѱѻ 

· VLAN Ἄ↔ Ḹ─Ѥ ╬ ╪ᾅ⁄Ἄ ּת∟ Ӌѱѻ. 

VLAN ↔ ᵰˌṉὡѤ ʺ ἶ  VLAN Ḹ─ᵑ Ⱡ‡ Ѥ ҥ Ợ↔Ӌѱѻ. VLAN ͎

ʺ ′Ѥ ᵰˌṉὡѤ VLAN ͎ʺ ′Ѥ ╙ ҉ VLAN⁄ ṒϿҵᴜ ᵑ ἒ♬

Ѥҥ Ợ↔Ӌѱѻ. 

 

7.1.2 VLAN ἒ♬ ▬‰ ᶜᴜ 

· VLAN ʺ / ợⱠ 

· ᾅ─   ἒ♬ 

· VLAN ╬ ╪ᾅ ỸἛ / ợⱠ 

· SuperVLAN ╬ ╪ᾅ ἒ♬ 

· VLAN╥ ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

 

7.1.3 VLAN ἒ♬ ▬‰ 

7.1.3.1 VLAN ʺ / ợⱠ 

▀ḙ♠╖ᴛ VLAN ╪̆ג Ѥ Virtual LAN╘ ᾒⱠ ─ ⁄ Ữ̕′╪ ҿ▀  ἐ⁄ 

⁷˺Ӈ‡ ▓Ѥ ˦ ᴀ ᾐ Ѥ ▀ᴐ╥ ̑  ⅝̯Ợ ᾅ בֿʺ ╙  ͎ᴹ ░ѱѻ. 



VLAN╘ physical LAN̓ ҿ▀  ἶἛ╙ ˇּתᵣ ҿ▀  LAN Ἕ͎ᶀ גΏҗ תּ▓ ⁄

ҵ ꜙѾ ᾅ ╪Ἢ╙ Ζ ͎ᴹ   ὡ ▓ᾋѱѻ. VLAN⁄Ѥ ⁴ױ ˌ╥ ʺ ▓╙ 

ὡ ▓╖ᶒ ᶛӧ ┬ѱ ᾅ , ᶁ ᾅ  ḓ Ẅᴛӥ ᾅ  ᶉᾎּתѤ ҿ▀  VLAN⁄

Ἄ ḈВᴛᵣ ♣Ҁ Ӊ ὡ ▓ᾋѱѻ. ʻ VLAN╘ бᵙ♠ Л √  ░ѱѻ. ҥ╪ ʺ 

ѻᵐ VLAN⁄ ҵҀ ᴎᶔ ג↕  ֞Ѥ Ẅᵙּתᴛ ♣Ҁ ‒ ѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ VLAN╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

vlan [vlan-id]  VLAN ἒ♬ ᶛӥᴛ ө‡˂ѱѻ.(VLAN╙ ỸἛ) 

name [string]  VLAN╥ ╪ᵒ╙ ἒ♬ ѱѻ. 

vlan vlan-range ҿᾎ⁄ ⁴ױ ˌ╥ VLAN╙ ỸἛ  ὡ ▓ᾋѱѻ. 

no vlan [vlan-id] vlan -range Ϯ ╪Ữ╥ VLAN╙ ợⱠ  ὡ ▓ᾋѱѻ. 

VLAN╘ VLAN ̕ᵙ ᴛ  GVRPŋ   ҿ♠╖ᴛ ʺ ḓ ợⱠᵑ  ὡ ▓ᾋѱѻ. 

 

7.1.3.2 ᾅ─  ╥ ἒ♬ 

ᾅ─  Ѥ  Ἕᾅ ᶛӥ, ᴄ  ᶛӥ ḓ dot1q Вᶛӥᵑ ּת∟ ѱѻ. 

·  Ἕᾅ ᶛӥѤ ╪ ʺ Ϯ╥ VLAN⁄ᵣ ꜙἶӇᶒ ͎ʺ ′Ѥ ╪җС ᴆ

▐ ᵣ Ἶὡᾐ ╙ Ϯ Єѱѻ 

· ᴄ  ᶛӥѤ ╪ ʺ ѻᵐ ᾅ─ ⁄ ⁷˺Ӈ‡ ▓̆ ͎ʺ ▓Ѥ ╪җС 

ᴆ▐╙ ṒϿ̆ Ḛ╙ ὡ ▓╛╙ Ϯ Єѱѻ. 

· dot1q -tunnel ᶛӥѤ ὡᾐӇּת Ώ╘ ╙ ͎ʺ ′Ѥ ╖ᴛ ʼל ѱѻ. 

ᾅ─  ╘ ▫ҿ╖ᴛ ╥ pvidᵑ Ự ͎ᴛ ʺ ḃᴛ ᾅ─ ʺ Л √

⁄ ⁷˺ӈ ѻᵐ VLAN Ἢ╙ ᶴᾎ  ὡ ▓ᾋѱѻ. ͎׳ ѻ╛ ╘ ҿ▀  

̆ˍ╥ ѻᵐ ἌẄ Л √ ⁄ ▓Ѥ ѻᵐ ᴛ ṉ˿ ′╪ ♣ҀӋѱѻ. ᶘ ♣

Ἶ╘ ╪ױ  Ḣᾏ╖ᴛ ᾒ Ӌѱѻ. 

ʻ ⁄Ѥ Ϯ╥ ͙ṕ VLAN ḓ PVIDʺ ▓╖ᶒ ⁄Ἄ ὡᾐӈ VLAN ͎ʺ 

′Ѥ ᶛӧ ҥ╪ Ѥ VLAN╥ ҥ╪  ⁄ ἶ ѱѻ. ᴄ  ᶛӥѤ ᵑ ⁴ױ 

VLAN╖ᴛ ʼל  ὡ ▓╖ᶒ ♣Ҁ   ꜙᵆ₮ ⁄ ♣Ἶӈ ╥ ͎ ὡ 

֞Ѥ ͎ʺ ′Ѥ VLAN ὡ ḓ ʺ ἶ  VLAN ᶜᴜ╙ ἒ♬  ὡ ▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᾅ─  ᵑ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

switchport pvid [vlan -id]  ᾅ─ ⁄ PVIDŋ  ἒ♬ ѱѻ. 

switchport mode access | trunk | dot1q -tunnel ᾅ─  ᶛӥᵑ ἒ♬ ѱѻ. 

switchport trunk vlan -allowed [vlan -id | all]  ᾅ─ ⁄ ↔  VLAN╙ ּת♬ ѱѻ. 

switchport trunk vlan -untagged [vlan -id]  ᾅ─ ⁄ Ѿ  VLAN╙ ּת♬ ѱѻ. 

Note :  ᶛӧ ᾅ─ ʺ dot1q -tunnel╙ ּת∟ Ѥ ˦╘ ῷѷѱѻ. 



      ▀Ṩ ᾅ─ Ѥ ╪ ͙ѫ╙ ♣⁵ ♠╖ᴛ Ἓ /ẋ Ἓ  Ѥ ͙ѫᵣ ּת∟ ᶒ 

      ѻᵐ ⁄ ҍ  ѻᵐ ♣ר╙ ἒ♬  ὡ ′ᾋѱѻ. 

dot1 q-tunnel╙ ♣⁵ ♠╖ᴛ Ἓ  Ѥ ᶘᴖ‡Ѥ ѻ╛̓ ˉᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

Double-tagging  ᾅ─  ♣⁵╖ᴛ Ἓ  ѱѻ. 

 

7.1.3.3 VLAN ╬ ╪ᾅ ỸἛ / ợⱠ 

VLAN ╬ ╪ᾅѤ Л √  ̕ᵙ ֞Ѥ Layer-3́ ↕ג ╥  ͙ѫ╙ ᾒ ͙ ─

 ἒ♬  ὡ ▓ᾋѱѻ. VLAN ╬ ╪ᾅѤ IP לἵ₮ ᵡᾅ ᵑ ּת♬ Ѥ ҥ Ợ↔Ӊ 

ὡ ▓ᾋѱѻ. ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ VLAN ╬ ╪ᾅᵑ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] interface vlan [vlan -id]  VLAN ╬ ╪ᾅᵑ ỸἛ /ợⱠ ѱѻ. 

 

7.1.3.4 SuperVLAN ╬ ╪ᾅ ἒ♬ 

SuperVLAN ͙ὥ╘ ѻ╛̓ ˉ╘ ᶉ ѱּצ╙ Ⱡ̑ ѱѻ. ҿ▀  ᾅ─ ᵑ ᾒ Ѥ 

ѻᵐ VLAN╥ ᾅ ᵑ  IPv4ἌẄС⁄ ҉  ὡ ▓ᾋѱѻ. ӻגἌ ᵤ╘ IP ל

ἵʺ ♇◑ Ӌѱѻ. SuperVLAN ͙ὥ╘ Ἄᴛ ѻᵐ VLAN╙ Ϯ╥ VLAN ͎ᴹ╖ᴛ Ṫ

ᵆ ּׁשѱѻ. ╪ ͎ᴹ╥ VLAN╘ ҿ▀  ̕ᵙ ╬ ╪ᾅᵑ Ợ↔ ѱѻ. ᾅ Ѥ 

ҿ▀  IPv4 Л √  ἠἪ̓ ˭╪ ≢╪ᵑ Ợ↔ ѱѻ. SuperVLAN⁄ ἶ Ѥ VLAN

╙ SubVLAN╪̆ג ѱѻ SubVLAN╘ IP לἵᵑ ἒ♬ ⁴ ̕ᵙ ╬ ╪ᾅᵑ ἵ

┬  ὡ ′ᾋѱѻ. ᶘᴖ ת╙  SuperVLAN╬ ╪ᾅᵑ ἒ♬  ὡ ▓ᾋѱѻ. 

SuperVLAN ἒ♬ Ѥ ♥ Ѥ ѻ╛̓ ˉᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] interface supervlan [index]  ╬ ╪ᾅ ̯Ἓᶛӥᵑ ᾎ▬/ợⱠ[no] 

ѱѻ. ּת♬ӈ SuperVlan ╬ ╪ᾅʺ ′

╖ᶒ ᾎᾅ ⁄Ἄ SuperVlan╬ ╪ᾅᵑ 

ỸἛ ѱѻ. IndexѤ SuperVlan╥ ự╬░

ѱѻ. ┬  ˃╥ Ḹ─Ѥ 1⁄Ἄ 32 Ợ╪ ░

ѱѻ. 

[no] subvlan [setstr] [add addstr] [remove 

remstr]  

SuperVlan⁄Ἄ SubVlan╙ ̯Ἓ/ợⱠ[no] 

ѱѻ. ʺӈ ─ VLAN╘ ̕ᵙ ╬

╪ᾅᵑ ἵ┬  ὡ ′ᾋѱѻ. ∟מ Ữ ⁄

Ἄ SuperVlan⁄Ѥ SubVlan╪ Ӈּת Ό

ᾋѱѻ. ᵰḴ Ϯ╥ ─ ᶘᴖ ᵣ Ợ↔ 

 ὡ ▓ᾋѱѻ. řsetstrŚ╘ SubVlan ᶜᴜ╙ 

ἒ♬ Ѥ ˦╙ ╥Ḉ ѱѻ ₉ᵑ ө‡, 

List 2,4-6╘ VLAN 2,4,5,6╙ Ϯ Єѱѻ 



řaddŚѤ ∟מ╥ SubVlanᶜᴜ⁄Ἄ Vlanᶜᴜ

╙ ʺ Ѥ ˦╙ ╥Ḉ ѱѻ řaddstrŚ╘ 

─₮ ˉ╘ ᾏ╥ ᶷ▫⁸╙ ╥Ḉ ѱѻ. 

řremoveŚѤ ∟מ╥ SubVlanᶜᴜ⁄Ἄ Vlan 

ᶜᴜ╙ ợⱠ Ѥ ˦╙ ╥Ḉ ѱѻ. 

řremstrŚ╘ ─₮ ˉ╘ ᾏ╥ ᶜᴜ╥ ᶷ▫

⁸ ░ѱѻ. SuperVlan⁄Ἄ ᶛӧ SubVlan╙ 

ợⱠ  ὡ ▓Ѥ Ḣḹ╪ ′ᾋѱѻ. No ᶘᴖ

‡Ѥ ѻᵐ ─ ᶘᴖ̓ Ζ Ợ↔  ὡ 

′ᾋѱѻ. 

SuperVLAN╬ ╪ᾅᵑ ̯Ἓ   SuperVLAN ╬ ╪ᾅ╥ IP לἵᵑ ̯Ἓ  ὡ 

▓ᾋѱѻ. SuperVLAN╬ ╪ᾅѤ ѻᵐ ₮ ᵡ ↕ג ᴛ ̯Ἓ  ὡ ▓Ѥתּʺ  

 ╪͙ҵ ѱѻ. 

 

7.1.3.5 VLAN╥ ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

VLAN╥ ̯Ἓ ḓ Ữ ᵑ ᶛѱ ᵠ ᴎᶔ ̕ᵙᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show vlan [id x | interface inff]  VLAN╥ ἒ♬ ˃̓ Ữ ᵑ Ṓ⁴ּׁשѱѻ. 

show interface [vlan | supervlan] x  VLAN/SuperVLAN╥  Ữ ᵑ Ṓ⁴ּׁשѱѻ. 

 

 

7.1.4 ἒ♬ ₉Ⱡ 

Ợ↔▫PC1~PC6╘  1~6╙  ᾅ─ ᴛ ⁷˺ ѱѻ. ╪ PC╥ Л √ Ѥ 

192.168.1.0/24 ░ѱѻ. PC1~PC3͎ ᴹ̆ PC4~PC6͎ ᴹ╘ Ἄᴛ ѻᵐ Layer-2 Ẅᴛӥ ᾅ  

ҵᶉ╬⁄ ─ ᵣ PC1~PC6╘ Ἄᴛ Ping╙ ὡתּ ̆ IP 192.168.1.100╙  ᾅ─ ᵑ 

̕ᵙ  ὡ ▓ᾋѱѻ. ╪ᴅ˭ ᴎᶔ  1-3╘ VLAN1╖ᴛ 4-6╘ VLAN2ᴛ ἒ♬ ‒ 

ѱѻ. ͎׳ ѻ╛ SubVLAN╖ᴛ VLAN1̓ VLAN2ᵑ SuperVLAN⁄ ʺ ‒ ѱѻ. ᾅ─

⁄Ἄ ѻ╛ ἒ♬╙ ὡ ‒ ѱѻ. (ʻ ╬ ╪ᾅ╥ default VLAN╘ 1╖ᴛ ἒ♬Ӈ‡ ▓ᾋ

ѱѻ) 

 

interface fastethernet 0/4  

switchport pvid 2  

! 

interface fastethernet 0/5  

switchport pvid 2  

! 

interface fastethernet 0/6  



switchport pvid 2  

! 

interface supervlan 1  

subvlan 1,2 

ip address 192.168.1.100 255.255.255.0 

ip proxy -arp subvlan 

! 

  



8◌. STP Ἇ♩ 

8-1◑ STP ̯Ἓ 

8.1.1 STP ἵˌ 

─ḙ╖ᴛ ѱѻ. ᾅ͙ ╙ר Spanning-Tree Protocol(STP)╘ IEEE802.1D ר  Stack

╘ Ϯᵾּת Л √ ⁄ ҍ  Ѿ▀ Spanning-Tree Nodeᴛ Ϯ Ϯᶒ ᶛӧ StackᵴḲѤ ҿ

▀  Bridge IDᵑ Ợ↔ ѱѻ. Ҁᵙ ᶘᾎ ─ΏѤ  ᾅ תּ Ѥ ↔‡Ѥ Ҷᵞᾒג   

ᾅ─ ₮ ᾅ─  Stack╙ Ϯ Єѱѻ. STPѤ Spanning -Tree Algorithm ╙ Ợ↔ ṓאַ ⁴

ӈ ⁷˺ Л √ ╥ ᾅ─  Ϯᵑ Spanning -Tree Rootᴛ ἐ ѱѻ. Algorithm ╘ Ἓ

ӈ ╥ ⁵ ⁄ ӻג ʻ ╥ ₅⁵╙ ҉ ⁴ Layer-2ᾅ─ ╥ Л √ ᵑ ᴴ  

′Ѥ Ữ╥ Л √  ˿ᴛᵑ ́ụ ѱѻ. 

STPѤ Л √ ╥ ᴴ ᵑ Ḣּת ᶔἌ ˿ᴛ╥ ַאṓ╙ Ⱡ̑ Ѥ Layer-2 Link ̕ᵙ ᴛ

 ░ѱѻ. Layer-2 ╪җС Л √ ʺ Ⱡҍᴛ ▬ҿ ᴎᶔ ӎ Station Ợ╪⁄ Ϯ╥ 

Ἓ  ˿ᴛ ᵣ Ⱶ◓  ὡ ▓ᾋѱѻ. End-station  ʼ╥ ⁴ױ Ἓ ˿ᴛᴛ ╬  Л √ ⁄ 

ᴴ ʺ ḛỸ ѱѻ. Л √ ⁄ ᴴ ʺ ▓╖ᶔ End-Station⁄ ַאṓӈ ᶉᾎּתʺ ὡᾐ Ӊ 

ὡ ▓ᾋѱѻ. ֞  ᾅ─ Ѥ ⁴ױ Layer-2 ╬ ╪ᾅ⁄Ἄ End-Station MAC לἵᵑ ᾋ 

 ὡ ▓ᾋѱѻ. ╪ױ  ⱳˠ╘ ṬΌ♬  Л √ ᵑ מ ѱѻ. Spanning-Tree ▬‰╘ 

End-Station⁄Ἄ ᶘ ḃᴛ Ѿ▀ LAN Ἕ͎ᶀ  ֞Ѥ ⁴ױ Ἕ͎ᶀ ╥ ᾅ─  LAN⁄ 

⁷˺Ӈ‡ ▓Ѥּ⁴ תṨᵑ ˁּת  ὡ ′ᾋѱѻ. 

STPѤ Spanning-Tree Algorithm ╙ Ợ↔ ṓ ⁷˺ӈ Лאַ ⁴ √ ╥ ᾅ─  Ϯᵑ 

Spanning -Tree╥ Rootᴛ ἐ  ѱѻ. ╪ Algorithm ╘ Ἓ ᴛּ⁵  ╥ת ⁄ ӻ

ʻ ⁄ ⁵ ג ╙ ҉ ⁴ Layer-2Л √ ╥ Ữ╥ ᴴ  ′Ѥ ˿ᴛᵑ ́ụ ѱ

ѻ. 

Spanning-Tree(STP)Ѥ IEEE802.1D⁄ ♬╥Ӈ‡ ▓ᾋѱѻ. ╪Ѥ Ѿ▀ Spanning-Tree ר

⁄Ἄ ⁴ױ Bridgeᴛ ̯Ἓӈ LAN ᴛּתᵑ Ѿὣ ⁴ Л √  ᴴ ʺ ḛỸ Ώ תּ

ҵᴜ ̆ Л √ ╥ Ό♬♠╬ ▬ҿ╙ Ṓ◑ ѱѻ. STP ḓ ҉ Protocol╥ Algorithm

ҟ Bridging LAN╙ ʼѾנ ╘  ⁷˺╙ Ợ↔ Ѥ Ἓ ᴛּתᴛ ̯Ἓ ѱѻ. Ἓ 

ᴛּת⁄Ἄ ▀Ṩ Bridging portѤ ᴆ▐╙ ♣Ҁ  ὡ ▓ᾋѱѻ. ▀Ṩ Ѥ ♬  Ữ

⁄ ▓̆ ᴆ▐╙ ♣Ἶ  ὡ ′ᾋѱѻ ▀Ṩ Ѥ ♬  Ữ ⁄ ▓̆ ᴆ▐╙ ♣Ἶ

 ὡ ′ᾋѱѻ. ◑  Ữ ⁄ ▓Ѥ Ѥ ᴛּת⁄Ἄ ꜙ˺ Ӊ ὡ ▓ᾋѱѻ. ◑ ʺ 

ẋ ═♠╪˞Ϯ Л √ ⁄ ʺӇ˞Ϯ Л √ ⁄Ἄ Ⱡ˞Ӈᶔ ♬Ữ♠╬  ♣Ἶ Ữ

ᴛ ṉ˿╪ Ӌѱѻ. STP ᴛּת⁄Ἄ BridgeѤ Rootᴛ Ṗ ὡ ▓ᾋѱѻ. ᶛӧ LANἠἪ

⁄Ἄ Bridging  Ѥ Л √  ἠἪ╥ ҥ╪ ᵑ ᴴ ᴛ ♣Ҁ ѱѻ. Ѥ Л √  

ἠἪ╥ ּת♬ӈ ᴛ ᾎ ѱѻ. ʺ ▓Ѥ ẄᵙּתѤ LAN╥ ּת♬ӈ Ẅᵙּתᴛ ʼל

Ӌѱѻ. RootѤ Rootʺ ⁷˺ Ѥ ᶛӧ Л √  ἠἪ╥ ּת♬ӈ Bridge ░ѱѻ. ʻ 

Bridge╥ ⁄Ἄ Root⁄ ʺ◑ ʺͥ⇔ ʺ Bridge Root  ░ѱѻ. Root  ḓ 

ӈ (Ợ↔ ʺѫ♬תּ  ˿↕)ᵣ ♣Ἶ Ữ  ░ѱѻ. ѻᵐ ┬ ╥ Ѥ ꜙᴮӇּת Ώּת

ᵣ Root  ֞Ѥ ּת♬ӈ ʺ ῷѷѱѻ. ↕ᵙѤ ╪ө ᵑ ҍ͙ ̆ג Ṩᵓѱ



ѻ. ѻ╛ ᵰˌṉὡѤ Ό♬ ӈ Ἓ ᴛּת╥ ̯ⱳᵑ ˺♬ ѱѻ. 

ѻ╛ ᵰˌṉὡѤ Ό♬  ӈ Ἓ ᴛּת╥ ̯ⱳᵑ ˺♬ ѱѻ: 

(1) ʻ Ẅᵙּת╥ ᾏṊ▫ 

(2) ʻ ╥ Path Cost 

(3) Ẅᵙּת╥ ʻ ⁄ ҍ   ᾏṊ▫ 

Spanning-Tree ╥ Priority ˃╘ Л √  ᴛּת╥  ─ מ ₮ ╙ ̓ᾎ

Ѥ ─ ᵑ Ϯ Єѱѻ. Ữ─ ↕ἐὣ─(ᾏṊ▫ ˃╪ ʺ◑ ▬╘ Bridge)ʺ Rootᴛ ἐ

 Ӌѱѻ. ʻ Bridge╥ ⁄ Root Path Cost╪ ▓ᾋѱѻ. ּס, Root⁄Ἄ Bridgeּͥת╥ 

ᶛӧ ╥ ˿ᴛ ẋ↔ ́ ַא ἵ˃░ѱѻ. ʻ Л √  Ἕ͎ᶀ  ӈ Ѥ♬תּ ╥

Л √  Ἕ͎ᶀ ⁄ ⁷˺Ӈᶒ ἵ Path Costᵑ ˇѤ ᵑ Ϯ Єѱѻ. ᾅ─ ╥ ӎ 

ʺ Loop╥ ▀ṨṪ╬ ˿↕ Spanning-Tree╥ Port Priority ḓ Path Cost ἒ♬╘ ‡Ԑ 

⁄ ♣Ҁ ̆ ▓Ѥ Ữ ⁄ ▓̆ ‡Ԑ ʺ Ѿ Ữ ⁄ ▓Ѥּתᵑ Ⱡ‡ ѱѻ. 

Spanning-Tree ╥ Priority˃╘ Л √  ᴛּת╥  ─ מ ₮ ╙ ̓ᾎ

Ѥ ─ ᵑ Ϯ Єѱѻ. ˿ᴛ ẋ↔ ˃╘ ╥ ἶҵᵑ Ϯ Єѱѻ. 

SFC6000 Series ᾅ─ Ѥ Spanning-Tree 802.1 ╬רD(STP)₮ 802.1W(RSTP)╥ ӎʺּת 

ᶛӥᵑ ּת∟ ѱѻ. ֞  VLAN ḓ MSTP Spanning -Tree ᴛ ⁄ ӻג STP ᶛӥᵑ 

ἒ♬ Ѥ ˦╙ ּת∟ ѱѻ. 

▫Ἕ  Ͽ↔╘ 2◑╥ řSTP ᶛӥ ḓ ᶛҨ Śŋ  ⱳ ᾕᾎ₡. 

╪ ◑⁄ἌѤ ᾅ─ ∟תּ ʺ Ѥ ר Spanning-Tree ᴛ  ̯ἛḢḹ╙ ἒᶘ ѱѻ.  

Note: ╪ ᶷἌѤ 802.1D(STP) ḓ 802.1W(RSTP)ŋ  SSTP ḓ RSTPᴛ –  ѱѻ. 

      SSTPѤ Ѿ▀ ᾐ◑ ᵙᵑ ╥Ḉ ѱѻ. 



8.1.2 SSTP ἒ♬ ▬‰ ᶜᴜ 

· STP ᶛӥ ἐ  

· STP╥ Ἓ  ḓ ẋ Ἓ  

· ᾅ─ ╥ Priority ἒ♬ 

· Hello time ἒ♬ 

· Max-Age time ἒ♬ 

· Forward Delay time ἒ♬ 

· Port Priority  ἒ♬ 

· Path Cost ἒ♬ 

· Auto -Designated port  ἒ♬ 

· STP Ữ  ᶛѱ ᵠ 

8.1.3 SSTP ἒ♬ ▬‰ 

8.1.3.1 STP ɒ ӥ ἒ♬ 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ STP ɒ ӥᵑ ̯Ἓ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree mode (sstp | rstp)  STP╥ ᶛӥᵑ ἒ♬ ѱѻ. 

 

8.1.3.2 STP╥ Ἓ  ḓ ẋ Ἓ  

Spanning-TreeѤ ͙ṕ♠╖ᴛ Ợ↔ ҵᴜ ἒ♬╪ Ӈ‡ ▓ᾋѱѻ. Л √  

ᴛּת⁄ ᴴ ʺ ′ѻ̆ ᾐ Ѥ ˿↕⁄ᵣ Spanning-Treeŋ  řDisableŚᾕᾎ₡. 

Spanning-Treeŋ  ẋ Ἓ  ᴎᶔ ѻ╛ Ѿ́ᵑ ὡ  ᾕᾎ₡: 

ᶘᴖ‡ ἒᶘ 

no spanning -tree  STPŋ  ẋ Ἓ  ѱѻ. 

Spanning-Treeŋ  Ἓ  ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree  STPŋ  ᾒ  ѱѻ. (͙ṕ˃ : SSTP) 

spanning-tree mode {sstp | rstp}  STP ɒ ӥᵑ ἒ♬ ѱѻ. 

 

8.1.3.3 ᾅ─ ╥ ↕ἐὣ─ ἒ♬ 

ᾅ─ ╥ Priority  ᵑ ̯Ἓ ̆ Stack╥ Ҷᵞ  ᾅ─  ֞Ѥ ᾅ─ ʺ Root ᾅ─

ᴛ ἐ  Ӊ ʺѫἛ╙ и▀ ὡ ▓ᾋѱѻ. 



ᾅ─  Priorityᵑ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree sstp priority  [value] ᾅ─ ╥ Priority  ˃╙ ἒ♬ ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ Ӈҹᵞ

ѱѻ. (͙ṕ˃ : 32768) 

 

8.1.3.4 Hello Time ἒ♬ 

Ợ↔▫Ѥ Hello time ╙ ṉ˿  Rootᾅ─ ʺ ♣Ἶ  STP ҥ╪  Ѿ─ Ợ╪╥ 

ʼ˶╙ ἒ♬  ὡ ▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ SSTP╥ Hello time ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree sstp hello -time  

[value] 

SSTP╥ Hello time ╙ ἒ♬ ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ Ӈҹᵞ

ѱѻ. (͙ṕ˃ : 4s) 

 

8.1.3.5 Max-age time  ἒ♬ 

SSTP╥ Max-ageᵑ Ợ↔ ⁴ ◓̯Ἓ╙ ᾎҵ ͙ ♣⁄ Spanning-tree ἒ♬ ᶉᾎ

ᵑ ὡᾐתּ ─Ώ̆ ᾅ תּ ʺ ҍ͙ Ѥ ᾎʼ( )╙ ̯Ἓ ѱѻ. 

Maximum -aging time ╙ ἒ♬ ᴎᶔ ѻ╛ Ѿ́ᵑ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree sstp max -age  

[value] 

SSTP╥ Max-ageᵑ ἒ♬ ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ Ӈҹᵞ

ѱѻ. (͙ṕ˃ : 20s) 

 

8.1.3.6 Forward Delay ᾎʼ ἒ♬ 

SSTP╥ Forward-delayᵑ ̯Ἓ ⁴ Spanning-Tree╥ Learning ḓ ὡᾐҍ͙ Ữ

⁄Ἄ ♣Ҁ Ữ ᴛ ṉ˿ ͙ ♣⁄ ╬ ╪ᾅʺ ҍ͙ Ѥ ᾎʼ( )╙ ˺♬ ѱ

ѻ. 

ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ SSTP╥ Forward delay time ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree sstp for ward-time 

[value] 

SSTP╥ Max-ageᵑ ἒ♬ ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ Ӈҹᵞ

ѱѻ. (͙ṕ˃ : 15s) 

 



8.1.3.7  ↕ἐὣ─ ἒ♬ 

Loopʺ ḛỸ ᶔ Forwarding Ữ ᴛ ᵣө ╬ ╪ᾅᵑ ἐ  ԅ Spanning-

Tree̋  Port Priority ᵑ Ợ↔ ⁴ ↕ἐὣ─ᵑ Ợ↔ ѱѻ. ἐ  ↕ἐὣ─ʺ и

╘ ╬ ╪ᾅ⁄ җ и╘ Priority  ˃(ϻ╘ ˃)╙ ҉ ̆ ᵡּתᵢ⁄ ἐ  ↕

ἐὣ─ ˃(и╘ ˃)╙ ҉  ὡ ▓ᾋѱѻ. ᶛӧ ╬ ╪ᾅ╥ ↕ἐ ὣ─ ˃╪ 

ˉ╖ᶔ Spanning-TreeѤ ʺ◑ ϻ╘ Priority˃╙ ˇ̆ ▓Ѥ ╬ ╪ᾅᵑ 

Forwarding Ữ ᴛ ᵣө̆ ѻᵐ ╬ ╪ᾅᵑ Ѿ ѱѻ. 

ѻ╛ ᶘᴖ╙ ╪↔ ⁴ ╬ ╪ᾅ⁄ Port-Priority  ˃╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree port -priority  [value] ҉ Port╥ priority ˃╙ ἒ♬ ѱ

ѻ. 

řnoŚ ᶘᴖ‡ᴛ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning-tree sstp port -priority  

[value] 

҉ port╥ SSTP priority ˃╙ ἒ♬ 

ѱѻ. řnoŚ ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ 

Ӈҹᵞѱѻ. (͙ṕ˃ : 128) 

 

8.1.3.8 Path Cost ἒ♬ 

ѻ╛ ᶘᴖ‡ᵑ ╪↔ ⁴ ʻ Ợ↔ port⁄ ἒ♬ ᾕᾎ₡: 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree cost [value]  ҉ port╥ Costᵑ ἒ♬ ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning-tree sstp cost [value]  ҉ port╥ SSTP Cost ˃╙ ἒ♬ 

ѱѻ. řnoŚᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ Ӈ

ҹᵞѱѻ. 

 

 

 

 

8.1.3.9 Auto -Designated Port  ἒ♬ 

▫ҿ╖ᴛ ּת♬ӈ Ѥ SFC6000 Series ᾅ─ ╥ ὡ ͙ѫ░ѱѻ. ╪ ͙ѫ╙ 

Ợ↔ ᴎᶔ ג╬ ӥʺ BPDUŋ  Auto -Designated Portᴛ ▫ҿ ♣Ἶ ⁴ MSU╥ 

Ṩ ᵑ ת▀ ὡ ▓ᾋѱѻ. Auto -Designated Port͙ѫ╘ STP ᶛӥ⁄Ἄ ̓♠░

ѱѻ. ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ SFC6000 Series ᾅ─ ╥ Auto -

Designated Port╥ ͙ѫ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 



[no] spanning-tree designated-auto Auto -Designated Port  ͙ѫ╙ Ἓ  

ѱѻ. 

řnoŚ ᶘᴖ‡ᴛ ͙ѫ╙ ẋ Ἓ  ѱ

ѻ.. 

 

8.1.3.10  STP Ữ  ᶛѱ ᵠ 

STP ̯Ἓ ḓ Ữ ᵑ ᶛѱ ᵠ ᴎᶔ ̕ᵙ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ

₡. 

ᶘᴖ‡ ἒᶘ 

show spanning-tree Ợ↔ַא╬ ╬ ╪ᾅ⁄ ҍ Ἄᵣ STP╥ ♬Ṓᵑ 

Ṓ⁴ּׁשѱѻ. 

show spanning-tree detail  ╬ ╪ᾅ ♬Ṓ⁄ ҍ  ▫Ἕ  ⅝–╙ Ṓ⁴ּׁש

ѱѻ. 

show spanning-tree interface ╬ ӈ♬תּ  ╪ᾅ⁄ ҍ  spanning-tree ♬Ṓ

ᵑ ᾎ ѱѻ. 

  



 

8.1.4 VLAN Spanning-Tree ἒ♬ 

8.1.4.1 ˌ⅝ 

SSTP ᶛӥ⁄Ἄ ♣  Л √ ⁄Ѥ Ϯ╥ STP ⁪ ᵙᵣ ▓ᾋѱѻ. STP╥ ᾅ─

  Ữ Ѥ ᶛӧ VLAN⁄Ἄ Ữ ᵑ ˺♬ ѱѻ. Л √  ╪VLAN ױ⁴ ⁄

▓Ѥ ˿↕ Ѿ▀ STP₮ Л √  ᴛּתᵑ Ṫᵙ ᶔ Л √ ╥ ▀Ṩ ᾐ◑

 ʺ ḛỸ  ὡ ▓ᾋѱѻ. ᾅ─ Ѥ ♬ᶜ♠╥ VLAN⁄Ἄ Ҷᵞ♠╬ SSTPŋ  ᾒ

⁴ ʺ ѻᵐ VLAN⁄Ἄ ѻᵐ Ữ ᵑ ┬ּת ̆ VLANʼ⁄ ᴛӥ ͌ ╪ 

─Ӈҵᴜ ѱѻ. ᾅתּ┬ Ѥ ҍ 30ˌ╥ VLAN⁄Ἄ Ҷᵞ♠╬ STPŋ  ᾒ  

ὡ ▓ᾋѱѻ. ѻᵐ VLAN ᴛּתѤ STP⁄ ╥  Ⱡ‡Ӈּת Ώᾋѱѻ. 

 

8.1.4.2 VLAN STP ἒ♬ ▬‰ 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ VLAN╥ SSTP ἒ♬╙ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree mod pvst  Vlan ͙ḙ╥ STP ᶛӥᵑ ᾎ▬ ѱѻ. 

[no] spanning-tree vlan [vlan -id] ּת♬ӈ VLAN⁄ STPŋ  ἒ♬ ѱѻ. 

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning-tree vlan [vlan -id] 

priority [value]  

҉ Vlan╥ STP╥ ↕ἐὣ─ᵑ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning -tree vlan [vlan -id] 

forward -time [value]  

҉ VLAN⁄ Forward-time╙ ἒ♬ ѱѻ. 

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning -tree vlan [vlan -id] 

max-age [value]  

҉ VLAN⁄ max-age ti me╙ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning -tree vlan [vlan -id] 

hello-time [value]  

҉ VLAN⁄ hello-time╙ ἒ♬ ѱѻ. 

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

 ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ ╥ ἶἛ╙ ̯Ἓ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree vlan [vlan -id] 

cost [value : 1-200000000] 

♬ӈ VLAN╥ cost ˃╙ ἒ♬תּ ⁄ ѱѻ. 

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

[no] spanning-tree vlan [vlan -id] 

port -priority [value : 0-240] 

ӈ VLAN╥ Priorityᵑ ̯Ἓ♬תּ ⁄ ѱѻ..  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

ᶛѱ ᶛӥ ֞Ѥ ̯Ἓᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ӈ VLAN╥ STP Ữ♬תּ ⁴

ᵑ ╬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

show spanning-tree vlan [vlan -id]  VLAN⁄ ἒ♬ Ӈ‡▓Ѥ STPỮ ᵑ ╬ ѱѻ. 

8.1.5 RSTP ἒ♬ ▬‰ ᶜᴜ 



· ᾅ─ ╥ RSTP Ἓ  ḓ ẋ Ἓ  

· ᾅ─ ╥ Priority  ἒ♬ 

· Forward Delay ᾎʼ ἒ♬ 

· Hello ᾎʼ ἒ♬ 

· Max-age ἒ♬ 

· Path Cost ἒ♬ 

· Protocol  ṉ  ♠↔ ╬ ͙ 

8.1.6  RSTP ἒ♬ Ḣḹ 

8.1.6.1 ᾅ─ ╥ RSTP Ἓ  ḓ ẋ Ἓ  

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ╬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mode rstp  RSTPŋ  Ἓ  ѱѻ..  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

 

8.1.6.2 ᾅ─ ╥ ↕ἐὣ─ ἒ♬ 

ᾅ─ ╥ Priorityᵑ ἒ♬ ̆ ἒ♬ ᾅ─ ╥ Root ᾅ─ ᴛ ἐ  Ӊ ὡ ▓ҵᴜ 

ѱѻ. 

ᾅ─ ╥ ↕ἐὣ─ᵑ ̯Ἓ ᴎᶔ ͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp Priority  

[value] 

RSTP╥ ↕ἐὣ─ᵑ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

 

Note : ♣  Л √ ⁄Ἄ ᶛӧ Bridge╥ Priorityʺ ҿ▀  ˃╙ Ợ↔ ᶔ ʺ◑ 

▬╘ MAC לἵᵑ ʺֿב ᾅ─ ʺ Root Bridgeᴛ ἐ Ӌѱѻ. RSTP ᴛ ╪ 

Ợ↔ӇѤ Ữ ⁄Ἄ Ẅᵙּת╥ ↕ἐὣ─ ˃╪ ὡ♬Ӈᶔ Spanning-Treeŋ  ѻᾎ ́

ụ ѱѻ. (Bridge╥ Priority╥ ͙ṕ˃ ἒ♬╘ 32768 ░ѱѻ.) 

 

 

8.1.6.3 Forward Delay ᾎʼ ἒ♬ 

ᵠ ╥ ₡ᵆᴛ ╬  Л √ ʺ Spanning-tree ̯ⱳᵑ ѻᾎ ́ụ Ѥ ˿↕ 

ᾐ ̯Ἓ ᶉּתּתѤ ♣  Л √ ᴛ ♣Ҁ Ӊ ὡ ′ᾋѱѻ. Ựᴛ ἐ  Root-

Port₮ ּת♬ӈ Portʺ ҥ╪  ♣Ҁ╙ ּסᾎ ᾎ▬ ᶔ ▀ᾎ♠╬ ˿ᴛ╥ Loopʺ 



ḛỸ  ὡ ▓ᾋѱѻ. ӻגἌ ╪ Protocol ᶉ ל╪ ʺ̰ ╥ꜙ▀ ╘ ѱּצ╙ 

ѱѻ. Root-port₮ ַאʼ portʺ ҥ╪  ♣Ἶ╙ ᾎ▬ ͙ ♣╥ Ữ (Forward-

delay ᾎʼ)ʺ ּתϮᶔ Spanning-tree ♬Ṓᵑ ♣Ҁ ͙ ᾎ▬ ѱѻ.  ╪ 

Forward-delay ᾎʼ╘ Ựᴛ ̯Ἓӈ ᶉᾎּתʺ ♣  Л √ ᴛ ♣ҀӇҵᴜ ѱ

ѻ. Bridge╥ Forward-delay Ἓ╘ ᾅ─  Л √ ╥ ͙₮ ̕ᴐӋѱѻ. ▀ḙ

♠╖ᴛ Л √  ͙ʺ ὡᴜ Forward-delay ᾎʼ╥ ˃╙ ͝˭ ἒ♬ ‒ 

ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp forward -

time [ value] 

RSTP╥ forward -delay ᾎʼ╙ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

Note : Forward -delay ᾎʼ╙ ẋ̪♠ ▬╘ ˃╖ᴛ ̯Ἓ ᶔ ▀ᾎ♠╬ ˿ᴛʺ җ 

ὡ ▓ᾋѱѻ. Forward-delay ᾎʼ╙  ˃╖ᴛ ̯Ἓ פֿ‡͝ ᶔ ᾎᾅ פ₡ ╪

ҿΌ ⁷˺╙ ◓ˌ ᶣ תּ  ὡ ▓ᾋѱѻ. Ợ↔▫Ѥ ͙ṕ ˃╙ Ợ↔ Ѥ ˦╪ ꜜ

ᾋѱѻ. (͙ṕ˃ : 15 ) 

 

8.1.6.4 Hello ᾎʼ ἒ♬ 

♠♥  Hello ᾎʼ╙ Ợ↔ ᶔ Bridgeʺ ᵤ╘ Л √  ᵙἵᾅᵑ ּת Ώ̆ תּ

ҵ Л √ ╥ ᵠ  ₡ᵆᵑ ˁּת  ὡ ▓ᾋѱѻ.  

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp hello -time  

[value] 

RSTP╥ hello ᾎʼ╙ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

Note : Ợ↔▫Ѥ ͙ṕ ˃╙ Ợ↔ Ѥ ˦╪ ꜜᾋѱѻ (͙ṕ˃ : 4 ) 

 

 

 

 

 

8.1.6.5 Max-age ἒ♬ 

Max-ageѤ ᾅ─ ʺ ◓̯Ἓ╙ ᾎҵ ͙ ♣⁄ Spanning-tree ἒ♬ ᶉᾎּתᵑ ὡ

ᾐ Ώ̆ ҍ͙ תּ Ѥ ᾎʼ( ) ░ѱѻ.  

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp max-age RSTP╥ max-ageᵑ ἒ♬ ѱѻ.  



[value] [no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

͙ṕ˃╙ Ợ↔ Ѥ ˦╙ ̾◑ ѱѻ.  

Note : Max-ageᵑ ▬╘ ˃╖ᴛ ̯Ἓ ᶔ Spanning-tree ́ụ╪ ẍḴ  ᶒתּ

Spanning-tree ᵠ ╥ BlockỮ ᵑ ◑ ᴛ ʼל  ὡ ▓ᾋѱѻ. Max-ageᵑ  

˃╖ᴛ ̯Ἓ ᶔ ᵠ  Ữ ᵑ ᶘ ˭ ╬  ὡ ′ᾋѱѻ. (͙ṕ˃ : 20 ) 

 

8.1.6.6 Path Cost ἒ♬ 

Spanning-tree╥ Path CostѤ ╬ ╪ᾅ╥ ἶҵ⁄ ╬  ὡ ▓ᾋѱѻ. Loop

ʺ ḛỸ ᶔ Forwarding Ữ ᴛ ᵡө ╬ ╪ᾅᵑ ἐ  ԅ Spanning-Tree̋  

Costᵑ Ợ↔ ѱѻ. ᶀ♇ ἐ  ╬ ╪ᾅ⁄ ϻ╘ Cost˃╙ ҉ ̆ ᵡּתᵢ

╖ᴛ ἐ  ╬ ╪ᾅ⁄ и╘ Costᵑ ּת♬  ὡ ▓ᾋѱѻ. ᶛӧ ╬ ╪ᾅ

╥ Cost ˃╪ ˉ╖ᶔ Spanning-TreeѤ ʺ◑ ϻ╘ Cost˃╙ ˇѤ ╬ ╪ᾅᵑ 

♣Ҁ Ữ ᴛ ᵣө̆ ѻᵐ ╬ ╪ᾅᵑ Ѿ ѱѻ.  

╬ ╪ᾅ ἒ♬ ᶛӥ⁄Ἄ ╬ ╪ᾅ╥ Cost˃╙ ἒ♬  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp cost 

[value] 

RSTP╥ costᵑ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

Note : ╪җС ╥ ↕ἐὣ─ᵑ ὡ♬ ᶔ Spanning-treeᵑ ѻᾎ ́ụ ѱѻ. 

Ợ↔▫Ѥ ͙ṕ˃╙ Ợ↔ ̆ RSTP ᴛ ╪ ◓ ╪җС╥ ˿ᴛẋ↔╙ ́ụ

ҵᴜ  ˦╙ ̾◑ ѱѻ. 

╥ ἶҵʺ 10Mbps╪ᶔ ╪җС ╬ ╪ᾅ╥ Path CostѤ 2000000 ░ѱѻ. 

╥ ἶҵʺ 100Mbps╪ᶔ ╪җС ╬ ╪ᾅ╥ Path CostѤ 200000 ░ѱѻ. 

 

8.1.6.7 Port Priority  ἒ♬ 

ᴴ ʺ ḛỸ ᶔ Forwarding Ữ ᴛ ᵣө ╬ ╪ᾅᵑ ἐ  ԅ Spanning-

treeʺ ╥ ↕ἐὣ─ᵑ Ợ↔ ѱѻ. ᶀ♇ ἐ  ╬ ╪ᾅ⁄ ↕ἐὣ─ʺ 

ϻ╘ ˃╙ ּת♬ ̆ ᵡּתᵢ⁄ ἐ  ╬ ╪ᾅ⁄ ↕ἐὣ─ʺ и╘ ˃╙ ּת♬ 

 ὡ ▓ᾋѱѻ. ᶛӧ ╬ ╪ᾅ╥ ↕ἐὣ─ ˃╪ ˉ╖ᶔ Spanning-TreeѤ ʺ

◑ ϻ╘ ╬ ╪ᾅ Ḵ (MAC)ᵑ ʺֿב ╬ ╪ᾅᵑ ♣Ҁ Ữ ᴛ ᵣө̆ ѻᵐ 

╬ ╪ᾅᵑ Ѿ ѱѻ. 

҉ ╬ ╪ᾅ ἒ♬ ᶛӥ⁄Ἄ Port-priority ˃╙ ἒ♬  ὡ ▒ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree rstp port -

priority  [value] 

RSTP╥ port -priority ᵑ ἒ♬ ѱѻ.  

[no]ᶘᴖ‡ᴛ ҉ ἒ♬╙ ợⱠ ѱѻ. 

Note : ╪җС ╬ ╪ᾅ⁄ Port-Priorityᵑ ὡ♬ ᶔ Spanning-Treeŋ  ѻᾎ ́



ụ ѱѻ. (͙ṕ˃ : 128) 

 

8.1.6.8 ᴛ  ṉ  Ợ↔ ╬ 

RSTP ᴛ ╙  ᾅ─ Ѥ ▀ꜙ╥ ᴛ  ṉ  ᶉ ѱּצ╙ ╪↔ ⁴ ͙

Ⱶ╥ 802.1D(STP) ᾅ─ ₮ ⁷˺  ὡ ▓ᾋѱѻ. ᾅ─ ╥  ╬ ╪ᾅʺ 

STP╥ ̯Ἓ ♬Ṓᵑ ὡᾐ ᶔ ╬ ╪ᾅѤ STP ᵣ ♣Ἶ Ѥ ╬ ╪ᾅᴛ 

ṉ Ӌѱѻ. ╬ ╪ᾅʺ STP  Ữ ʺ Ӈᶔ ╪ ╬ ╪ᾅʺ җ ╪Ữ 

802.1D STP BPDUŋ  ὡᾐ ╬ ҵגΏҗ תּ ╪ᾅʺ RSTP Ữ ᴛ ҹῷʺּת Ώ

ᾋѱѻ. ╬ ╪ᾅᵑ RSTP ɒ ӥᴛ Ӈҹᵙᴎᶔ řspanning-Tree rstp migration -

checkŚ ᶘᴖ╙ Ợ↔ ⁴ ѻ╛╙ ὡ  ὡ ▓ᾋѱѻ. ╬ ╪ᾅ⁄Ἄ ᴛ  

ṉ ˤỢ ᴛἝᾅᵑ Ἓ  ѱѻ. 

Note: IEEE 802.1D 2004 RSTPŋ ∟תּ  Ѥ ᾅ─ ᵣ řmigration-checkŚ ᶘᴖ‡ᵑ 

 .ѱѻ ∟תּ

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ RSTP ṉ  ╬╙ ◓ᾎ▬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree rstp migration -

check 

ᴛ  ṉ   ╬╙ ᶛӧ ⁄Ἄ ◓

ᾎ▬ ѱѻ. 

̯Ἓᶛӥ⁄Ἄ ҉ ╥ ᴛ  ṉ  ˤỢᵑ ὡ   ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

spanning-tree rstp migration -

check 

ᴛ  ṉ   ╬╙ ҉ ⁄Ἄ ◓

ᾎ▬ ѱѻ. 

 

 

8-2◑ MSTP ἒ♬ 

8.2.1 MSTP ˌ⅝ 

8.2.1.1 ἵˌ 

MSTP(Multiple Spanning Tree Protocol) Ѥ Bridge LAN⁄Ἄ ʼѾ ̆ ₰Ṉ  

ᴛּתᵑ ᵣӥѤ ҥ Ợ↔Ӌѱѻ. MSTPѤ STP(Spanning Tree Protocol) ḓ 

RSTP(Rapid Spanning Tree Protocol)₮  Ӊ ὡ ▓ᾋѱѻ. STP₮ RSTP ɒ ӎ 

ѾҶ STP ᴛּתᴛ ᵣө ὡ ▓ᾋѱѻ. ᶛӧ VLANᶉᾎּתѤ ┬▀  STPŋ  

 ♣Ҁ Ӌѱѻ. STPѤ Ўᶴ Ѣᵙ˭ ╬ᾏӇ̆ RSTPѤ Handshake ᶉ ѱּצ╙ 

 ẖᵎ̆ Ό♬♠╬ Л √  ᴛּתᵑ Ṓ◑ ѱѻ. MSTPѤ RSTP╥ ẖᵐ 

Handshake ᶉ ѱּצ╙ Ợ↔ ѱѻ. ҿᾎ⁄ MSTPѤ ѻᵐ VLAN╙ ѻᵐ STP⁄ 

Ḥ  ⁴ Л √ ╥ ⁄ᵑ ỸἛ  ὡ ▓ᾋѱѻ. MSTPתᴛּ ױ⁴ ⁄  Ỹ

Ἓӈ Л √ ⁄Ἄ ѻᵐ VLAN╥ ᴆ▐╙ ѻᵐ ˿ᴛᵑ  ♣Ҁ  ὡ ▓╖ḃ



ᴛ VLAN ҥ╪ ╥ ͌ ╙ ᾒ   ὡ ▓ᾋѱѻ. VLAN╪ STPŋ  Ḥ Ѥ ᶉ

ѱּ̓צ Ҁᵙ MSTPѤ ⁴ױ VLAN╙ Ϯ╥ STP ᴛּת⁄ Ṫụᾎ  ᵤ╘ 

VLAN╙ ּת∟ Ѥҥ ⅝  STPŋ  ̓♠╖ᴛ ת▀ ὡ ▓ᾋѱѻ.   

8.2.1.2 MSTP Domain 

MSTP⁄Ἄ VLAN̓ STP̓ ╥ ́̕Ѥ MSTP ̯Ἓ ╪ẇ╙  ἒᶘӋѱѻ 

MSTP ἒ♬ ╪ẇ, ἒ♬ ╪ᵒ ḓ ἒ♬Ḵ Ѥ MSTP ̯Ἓ╥ ᾏṊ▫ ⁵ ╙ ѱ

ѻ.  

Л √ ⁄Ἄ ҿ▀  MSTP̯ Ἓ ᾏṊ▫ʺ ▓Ѥ Ữ  ⁷˺ӈ ẄᵙּתѤ ҿ▀  

MSTP ₅⁵╖ᴛ  Ӌѱѻ. ҿ▀  MSTP ₅⁵╥ BridgeѤ Ữ ҿ▀  VLAN

╥ ̯Ἓ╙ ˇ˭ Ӈḃᴛ VLAN ᴆ▐╪ MSTP ₅⁵⁄ ♣ἾӇҵᴜ ѱѻ. 

8.2.1.3 IST, CST, CIST and MSTI 

͎ᵝ2.1╘ 3ˌ╥ MSTP ₅⁵̓ 802.1D(STP)ŋ  ᾒ Ѥ ᾅ─ ᵑ Ѥ 

MSTP Л √ ᵑ Ṓ⁴ּׁשѱѻ. 

 

͎ᵝ 2.1 MSTP ᴛּת 

(1) CIST 

̑  ḓ ϿṨ Spanning-Tree(CIST)Ѥ ᶛӧ Ѿ▀ ᾅ─  ḓ Ữ  ⁷˺ӈ LAN

╖ᴛ ̯Ἓӈ Spanning-Treeŋ  ╥Ḉ ѱѻ. ╪ױ  ᾅ─ Ѥ ѻᵐ MSTP₅

⁵⁄ ἶ  ὡ ▓ᾋѱѻ. ♣ ♠╬ STP ֞Ѥ RSTPŋ  ᾒ Ѥ ᾅ─  ▀ ὡ 

▓ᾋѱѻ. MSTP₅⁵⁄Ἄ STP ֞Ѥ RSTPŋ  ᾒ Ѥ ᾅ─ Ѥ ҉ ּ⁵ת⁄ 

▓Ѥ ˦╖ᴛ ʼל Ӌѱѻ. Л √  ᴛּתʺ Ό♬ӈ ⁄ ♣  CIST̋  

CIST Root Bridgeᵑ ἐ ѱѻ. ϿṨ CIST Root BridgeѤ ʻ ₅⁵⁄Ἄ ἐ

Ӈᶒ, ╪Ѥ ₅⁵ַאᾔ⁄Ἄ CIST Rootּͥת Ѿ ˿ᴛ ░ѱѻ. 

(2) CST 

ʻ MSTP ₅⁵╙ Ѿᵦ ᾅ─ ᴛ ṒѤ CST(Common Spanning Tree)Ѥ ᶛӧ 

ŗѾ▀ᾅ─ Řŋ  ⁷˺ Ѥ Spanning-Tree ░ѱѻ. ͎ᵝ2.1⁄Ἄ Ṗ ὡ ▓ӭ╪ 

₅⁵1, 2 ḓ 3̓ STP ᾅ─ Ѥ Л √  CSTŋ  ̯Ἓ ѱѻ. 

(3) IST 



IST(Internal Spanning Tree)Ѥ MSTP ₅⁵⁄ ▓Ѥ Cost╥ ▀Ṩ, ּס IST₮ CST

ʺ CISTŋ  ̯Ἓ Ѥ ṨṪ╙ Ϯ Єѱѻ. 

(4) MSTI 

MSTPŋ   Ἄᴛ ѻᵐ VLAN╙ ѻᵐ Spanning-tree⁄ Ṫụᾎ  ὡ ▓ᾋѱ

ѻ. ͎ױᶔ ⁴ױ Spanning-tree ╬ᾅ ᾅʺ ᵣө‡︡ѱѻ. ▀ḙ♠╖ᴛ No.0 

Spanning-tree╬ᾅ ᾅѤ ♣  Л √ ᴛ ◑Ӊ ὡ ▓Ѥ CISTŋ  ╥Ḉ 

ѱѻ. No.1⁄Ἄ ᾎ▬ Ѥ ᶛӧ Spanning-tree ╬ᾅ ᾅѤ ♬ ₅⁵⁄ᵣ ▓

ᾋѱѻ. ʻ Spanning-tree ╬ᾅ ᾅѤ ⁴ױ VLAN̓ Ζ Ṫụ Ӊ ὡ ▓ᾋ

ѱѻ. ∟מ Ữ ⁄ἌѤ ᶛӧ VLAN╪ CIST⁄ ṪụӇ‡ ▓ᾋѱѻ. 

MSTP ₅⁵╥ MSTIѤ Ҷᵞ♠░ѱѻ. ʻʻ╥ ᾅ─ Ѥ ▫ᾐ╙ Root Bridgeᴛ 

ᵣө ὡ ▓ᾋѱѻ.  

 

8.2.1.4  ⁵  

MSTP⁄Ἄ Ѥ RSTP₮ ẋᾌ  ⁵ ╙ ᶒ ʻʻ╥ ѻᵐ ⁵ ╙ ѱѻ. 

(1) Root Port  

Root-portѤ ◓ ᾅ─ ₮ Root-bridge Ợ╪╥ ˿ᴛᵑ Ϯ Ͽᶒ Root╥ 

Path CostѤ ἵ ░ѱѻ. 

 

 

͎ᵝ 2.2 Root port  

(2) Alternate port  

Alternate portѤ ◓ ᾅ─ ₮ Root-bridge Ợ╪╥ ḥ‰ ˿ᴛ ░ѱѻ. 

Root-port╥ ⁷˺╪ ┬ Ώ╘ Alternate port תּ Ѥ ▬‰ ַאѾ ′╪ ּסᾎ 

Ựᴛ⇔ Root-portᴛ ♣   ὡ ▓ᾋѱѻ. 

 

 



͎ᵝ 2.3 Alternate po rt  

(3) Designated port  

Designated port Ѥ ѻ╛ ּ⁵ת╥ ᾅ─  ֞Ѥ LAN╙ ⁷˺  ὡ ▓ᾋѱѻ. 

◓ LAN̓ Root-BridgeỢ╪╥ ˿ᴛ ░ѱѻ. 

 

͎ᵝ 2.4 Designated port  

(4) Backup port  

2ˌ╥ ᾅ─ ▀Ӈ˞Ϯ ӑ ᶛӎʺ ҿ˺⁷ ♪וֹ ʺ   VLAN⁄ ⁷˺Ӊ ԅ 

↕ἐὣ─ʺ ϻ╘ Ѥ Backup portʺ Ӈ̆ ѻᵐ Ѥ Designated port

ʺ Ӌѱѻ. Designated port ʺ ◑ ʺ ḛỸ  ˿↕ Backup portѤ 

Designated portᴛ ▬ҿ ⁴ ▬‰╙ ́ἶ ѱѻ. 

 

͎ᵝ 2.5 Backup port  

(5) Master port  

Master portѤ MSTP ₅⁵̓ CIST Root-bridge  Ợ╪╥ Ѿ ˿ᴛ ░ѱѻ. 

Master port Ѥ CIST ₅⁵⁄Ἄ Root-bridge╥ Root-port ░ѱѻ. 

 

͎ᵝ 2.6 Master port  

(6) Boundary port  

CIST╥ ˿́ ╥ ˌШ╘ MSTI╥ ˿́ ₮ –ʼ ѻᵓѱѻ. MSTI⁄Ἄ 

˿́ ╥ ⁵ ╘ Spanning-tree ╬ᾅ ᾅʺ ⁄Ἄ ◑Ӈּת Ώ╛╙ 

╥Ḉ ѱѻ. 



 

(7) Edge port  

RSTP ֞Ѥ MSTP⁄Ἄ Edge-portѤ Л √  ᾅ  ӇѤ˺⁷ ♪וֹ ⁄

ᵑ ╥Ḉ ѱѻ. ╪ Ѥ Л √ ⁄Ἄ ᴴ ᵑ ┬ḛ √ ♪וֹ Ώ̆ תּ

ӹ Ữ ᴛ ө‡ʾ ὡ ▓ᾋѱѻ. 

 

͎ᵝ 2.7 Edge port  

Ữ מ∟ ⁄Ἄ MSTP ḓ RSTPѤ ᶛӧ ᵑ Edge-portᴛ Ợ↔ Ώ╖ḃ תּ

ᴛ Л √  ᴛּתᵑ ᾐἶ ˭ ᵣө ὡ ▓ᾋѱѻ. ╪ ˿↕ ʺ ѻᵐ 

ᾅ─ ⁄Ἄ BPDUŋ  ὡᾐ ᶔ ʺ Edge Ữ ⁄Ἄ ♬Ữ Ữ ᴛ ◓ˌ Ӌ

ѱѻ. ʺ 802.1D STP BPDUŋ  ὡᾐ ᶔ Ѥ ӎḤ╥ ♣Ҁ ּ⁷ת ᾎʼ╙ 

͙ѻᵛ ѻ╛ ♣Ҁ Ữ ᴛ ө‡˂ѱѻ. 

 

8.2.1.5 MSTP BPDU 

STP₮ RSTP₮ ᵡ ᴛ MSTPŋתּʺ  ᾒ Ѥ ᾅ─ Ѥ BPDU(Bridge protocol 

data unit) ᵑ  Ἄᴛ ᾐ  ὡ ▓ᾋѱѻ. CIST ḓ MSTI⁄ ҍ  ᶛӧ ̯Ἓ 

♬ṒѤ BPDU⁄Ἄ ♣Ҁ  ὡ ▓ᾋѱѻ. ѻ╛  2.1̓  2.2Ѥ MSTP⁄Ἄ Ợ↔

Ѥ BPDU╥ ̯ⱳᵑ Ϯ⁸ ѱѻ. 

 2.1 MSTP BPDU 

Field Name Byte Number 

Protocol Identifier 1 ï 2 

Protocol Version Identifier 3   

BPDU Type 4   

CIST Flags 5   

CIST Root Identifier 6 ï 13 

CIST External Root Path Cost 14 ï 17 

CIST Regional Root Identifier 18 ï 25 

CIST Port Identifier 26 ï 27 

Message Age 28 ï 29 

Max Age 30 ï 31 

Hello Time 32 ï 33 

Forward Delay 34 ï 35 



Version 1 Length 36   

Version 3 Length 37 ï 38 

Format Selector 39   

Configuration Name 40 ï 71 

Revision 72 ï 73 

Configuration Digest 74 ï 89 

CIST Internal Root Path Cost 90 ï 93 

CIST Bridge Identifier 94 ï 101 

CIST Remaining Hops 102   

MSTI Configuration Messages 103 ~ 

 

 2.2 MST configuration ♬Ṓ 

Field Name Byte Number 

MSTI FLAGS 1   

MSTI Regional Root Identifier 2 ï 9 

MSTI Internal Root Path Cost 10 ï 13 

MSTI Bridge Priority 14 

MSTI Port Priority 15 

MSTI Remaining Hops 16 

 

8.2.1.6 Ό♬ Ữ  ╬  

MSTP ᾅ─ Ѥ ́ụ╙ ὡ ̆ ὡᾐӈ BPDU⁄ ӻג ▬‰╙ ẋ̪ ̆ ᵡּתᵢ

╖ᴛ ѻ╛╙ Ṓ◑ ѱѻ. 

· Ϯ╥ ᾅ─ ʺ ♣  Л √ ╥ CIST Rootᴛ ἐ♬ Ӌѱѻ. 

· ʻ ᾅ─  ḓ VLAN Ἕ͎ᶀ Ѥ CIST Root⁄ ҍ  ἵ Path cost ˿ᴛᵑ 

˺♬ ⁴ ₰Ṉ  ⁷˺╙ Ṓ◑ ̆ Loopᵑ Ḣּת  ὡ ▓ᾋѱѻ. 

· ʻ ₅⁵╘ CIST ₅⁵ Rootᴛ ♣ Ӌѱѻ. ᾅ─ ⁄Ѥ CIST Root⁄ ҍ  

ἵ Path cost ˿ᴛʺ ▓ᾋѱѻ. 

· ʻ MSTIѤ ᾅ─ ᵑ MSTI ₅⁵ Rootᴛ Ҷᵞ♠╬ ἐ ╙  ὡ ▓ᾋѱѻ. 

· ₅⁵ ḓ LAN Ἕ͎ᶀ ╥ ʻ ᾅ─ Ѥ MSTI Root⁄ ҍ  ἵ Path costᵑ 

˺♬  ὡ ▓ᾋѱѻ. 

· CIST╥ Root-portѤ CIST ₅⁵ Root₮ CIST Root Ợ╪╥ ἵ Path cost ˿

ᴛᵑ Ⱡ̑ ѱѻ. 

· CIST╥ Designated-portѤ LAN⁄ CIST Root⁄ ҍ  ἵ Path cost ˿ᴛᵑ 

Ⱡ̑ ѱѻ. 



· Alternated port₮ Backup portѤ ᾅ─ ,  ֞Ѥ LAN╪ ▬ҿ ˞Ώ תּ

Ϯ Ⱡ˞Ӊ ԅ ⁷˺╙ Ⱡ̑ ѱѻ. 

· MSTI Root-portѤ MSTI ₅⁵ Root⁄ ҍ  ἵ Path cost ˿ᴛᵑ Ⱡ̑ 

ѱѻ. 

· Master port Ѥ ₅⁵̓ CIST Root Ợ╪╥ ⁷˺╙ Ⱡ̑ ѱѻ. ╪ ּ⁵ת⁄Ἄ 

CIST ₅⁵ Root╥ CIST Root-portѤ ҉ ּ⁵ת╥ ᶛӧ MSTI╥ Master port

ᴛ ҿ▬ ѱѻ. 

8.2.1.7 Hop ́ụ 

MSTPŋ  Ợ↔ ᶔ ᾅ─ ʺ ᴛ  ṉ  ᶉ ѱּצ╙  ͙Ⱶ╥ STP ᾅ─

₮ Ζ ▬ҿ  ὡ ▓ᾋѱѻ. ᾅ─ ╥  ʺ STP ̯ Ἓ ᶉᾎּתᵑ ὡᾐ ᶔ 

Ѥ STP ᶉᾎּתᵣ ♣Ἶ ѱѻ. ҿᾎ⁄ STP ♬Ṓᵑ ὡᾐ Ѥ Ѥ ˿́ 

ᴛ ʼל Ӌѱѻ. 

Note : ʺ STP  Ữ ⁄ ▓╖ᶔ ʺ STP ᶉᾎּתᵑ җ ╪Ữ ὡᾐ  תּ

Ώҗגҵ Ѥ ▫ҿ╖ᴛ MSTP Ữ ᴛ ◓ˌӇּת Ώᾋѱѻ. ╪ ˿↕ 

řspanning-tree mstp migration -checkŚ ᶘᴖ‡ᵑ ᾒ ⁴ ʺ ᾋ  STP ᶉ

ᾎּתᵑ ּת↕̆ ᵑ MSTP Ữ ᴛ Ӈҹᵜ ὡ ▓ᾋѱѻ. RSTP ᴛ ╙ ᾒ

Ѥ ᾅ─ Ѥ MSTP ᶉᾎּתᵑ ᾏṊ ̆ ᵙ  ὡ ▓ᾋѱѻ. ӻגἌ MSTP ᾅ

─ Ѥ RSTP ᾅ─ ₮ Ζ ▬ҵ  ԅ ᴛ  ṉ ╪ ⅝  .Ώᾋѱѻ תּ

 

8.2.2 MSTP ἒ♬ ▬‰ ᶜᴜ 

· ͙ṕ MSTP ἒ♬ 

· MSTP╥ Ἓ  ḓ ẋ Ἓ  

· MSTP╥ ₅⁵ ἒ♬ 

· Л √  Root ἒ♬ 

· Secondary Root ἒ♬ 

· Bridge priority ἒ♬ 

· STP╥ ᾎʼ ᵰˌṉὡ ἒ♬ 

· Л √ ╥ ͙ ἒ♬ 

· ҍ Hop-Count ἒ♬ 

· Port priority  ἒ♬ 

· ╥ Path cost ἒ♬ 



· ╥ ⁷˺ ░ ἒ♬ 

· MST  ᶛӥ Ἓ  

8.2.2.1 MST- ᶛӥ Ἓ  

ᾅ─ ∟תּ ʺ Ѥ MSTP ᴛ ╘ IEEE802.1Sŋ  ͙ḙ╖ᴛ ѱѻ. ѻᵐ MSTP, 

 ᾎᾅ  ᾅ─ ∟תּ ʺ Ѥ MSTP₮  Ӈҵᴜ MSTP ᴛ ╘ MST 

ᶛӥ⁄Ἄ ▬ҿ  ὡ ▓ᾋѱѻ. MSTP ᶛӥ⁄Ἄ ᾒ ─ᾅ ╬אַ Ѥ ѻᵐ MSTP

╥ ᶉᾎּת ̯ⱳᵑ ᾏṊ ̆  ӈ MST₅⁵╥ ᾏṊ▫ᵑ ╬ ̆ MST ₅⁵╙ 

ἒ♬  ὡ ▓ᾋѱѻ. MST ᶛӥ ḓ STP ᶛӥѤ MSTP ᴛ  ṉ  ᶉ

ѱּצ╙ ͙ḙ╖ᴛ ѱѻ. ᾅ─ ╥  ʺ ᶛӥ⁄Ἄ BPDUŋ  ὡᾐ ᶔ 

Ѥ ▫ҿ╖ᴛ ᶛӥᵑ ṉ˿ ̆ BPDUŋ   ᶛӥᴛ ṒЄѱѻ. ר MST ᶛӥᴛ 

ᵑ ѻᾎ ᾎ▬ ᴎᶔ řspanning-tree mstp migration -checkŚ ᶘᴖ‡ᵑ ᾒ ᶔ Ӌ

ѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ MST ᶛӥᵑ Ἓ  ˞Ϯ ẋ Ἓ  

ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mst p mst-

compatible  

ᾅ─ ⁄ ҍ  MST ᶛӥᵑ Ἓ ѱѻ. 

No ᶘᴖ‡ᴛ MST ᶛӥᵑ ẋ Ἓ ѱѻ. 

Note: ᶛӥ╥ ל⅝͙ѫ╘ ᾅ─  ḓ ͙  MSTP ᾒ ᾅ─  MST₅⁵╙ ᵣӥ

Ѥ ˦░ѱѻ. ᾒⱠ Л √ ⁄Ἄ ᾅ─ ╥ ̯Ἓ╪ᵒ̓ ︡Ḵ ʺ ҿ▀ ╬ תּ

ᾕᾎ₡. ѻᵐ MSTP ᴛ ╙ ᾒ Ѥ ᾅ─ ᵑ CISTH ⁄ ̯Ἓ ⁴ ᾅ─ ʺ 

ᶉᾎּתᵑ ὡᾐ ⁴ ᶛӥʺ Ӈҵᴜ Ѥ ˦╪ ꜜᾋѱѻ. MST ᶛӥʺ Ἓ

Ӈ‡ ▓ּת Ώ╖ᶔ ᾅ─ ʺ ♣  BPDU  Ͽ↔╙ ╬  ╙↔Ώ̆ ͎ Ͽ תּ

▀ḙ RSTP BUDUᴛ ʺⱨ₪ѱѻ. ╪ᴅ˭ ᶔ ᾅ─ ʺ ⁷˺ӈ MST  ᾅ─ ʺ 

ˉ╘ ₅⁵⁄ ᾅ─ ᵑ Ḥ  ὡ ′ᾋѱѻ. ᶛӥ╥ Ѥ ͒ᴛḶ ᶛӥ ̯Ἓ⁄

Ἄ ᶛӥʺ ꜙᴮ ӈ ˿↕⁄ҵ ר MST BPDUŋ  ṒϿҵᴜ ▫ҿ╖ᴛ ◓ˌ  ὡ 

′ᾋѱѻ. ╪ ˿↕ řmigration -checkŚŋ  ᾕᾎ₡. 

· ᴛ  ṉ  ╬╙ ѻᾎ ᾕᾎ₡ 

· MSTP ᶉᾎּתᵑ ╬ ᾕᾎ₡. 

8.2.3 MSTP ἒ♬ ▬‰ 

8.2.3.1 ͙ṕ MSTP ἒ♬ 

Ἓ ͙ṕ ἒ♬ (͙ṕ˃ Setting) 

STP mode SSTP(PVST, RSTP, MSTP Ợ↔ X) 

Area name MAC לἵ╥ ᶷ▫⁸ 

Area edit level  0 

MST configuration list  ᶛӧ VLAN╘ CIST(MST00)⁄ ᵵ

Ӌѱѻ. 

Spanning-tree priority (CIST & all MSTI) 32768 



Spanning-tree port priority (CIST & all MSTI) 128 

Path cost of the spanning -tree port  

(CIST & all MSTI) 

1000Mbps : 20000  

100Mbps : 200000  

10Mbps : 2000000  

Hello Time  2  

Forward Delay 15  

Maximum -aging Time  20  

Maximum hop count  20 

8.2.3.2 MSTP╥ Ἓ  ḓ ẋ Ἓ  

STP ᴛ ᴛ╘ ͙ṕ♠╖ᴛ PVST ֞ Ѥ SSTP ɒ ӥ⁄Ἄ ᾎ▬ ѱѻ. Spanning-tree

ʺ ⅝ Ώ╙ ԅ ᾒ תּ  .ὡ ▓ᾋѱѻ  תּאַ ╙

ѻ╛ ᶘᴖ╙ ᾒ ⁴ STPŋ  MSTP ᶛӥᴛ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree Spanning -treeᵑ ͙ṕ ᶛӥᴛ Ἓ  ѱѻ. 

spanning-tree mode mstp  ᶛӥᵑ MSTPᴛ ἒ♬ ѱѻ. 

no spanning-tree ᶛӧ Spanning-tree ἒ♬╙ ẋ Ἓ  ѱѻ. 

  



8.2.3.3 MSTP Areaἒ♬ 

ᾅ─ ╥ MST ₅⁵╘ ̯Ἓ ╪ᵒ, ︡ Ḵ , VLAN̓ MSTI ʼ╥ ᵰ  ́̕╥ Ἕʺ

 תּʺ ἶἛ╖ᴛ ˺♬ Ӌѱѻ. ₅⁵ ̯Ἓ ᶘᴖ╙  ̯Ἓ  ὡ ▓ᾋѱѻ. Ἕ תּ

ἶἛ ַא Ϯᵑ ṉ˿ ᶔ ᾅ─ ʺ ▓Ѥ ₅⁵╪ ṉ˿ Ӌѱѻ. ∟מ Ữ ⁄Ἄ |MST 

̯Ἓ ╪ᵒ╘ ᾅ─ ╥ MACלἵ╥ ᶷ▫⁸░ѱѻ. ︡ Ḵ Ѥ 0╪̆ ᶛӧ VLAN╘ 

CIST(MST00)⁄ ᵰ ╪ Ӌѱѻ. ᶛӧ ᾅ─ ⁄Ѥ ̆┬╥ MACלἵᵑ ˇ̆ ▓╖ḃᴛ 

MSTPŋ  ᾒ Ѥ ᾅ─ Ѥ ∟מ Ữ ╥ ѻᵐ ₅⁵⁄ ▓Ѥ ˦░ѱѻ. Spanning-

tree mstp instance <instance -id> vlan <vlan -list> ᵑ ᾒ ⁴ Ự MSTIŋ  ᵣө̆ 

ӈ VLAN╙ ⁴͙⁄ ᵰ♬תּ  ὡ ▓ᾋѱѻ. MSTI̋  ợⱠӇᶔ ╪ױ  ᶛӧ VLAN╪ 

CIST⁄Ἄ ѻᾎ ᵰ Ӌѱѻ. ѻ╛ ᶘᴖ╙ ᾒ ⁴ MST ₅⁵ ♬Ṓᵑ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp name < string>  MSTP ╪ᵒ╙ ἒ♬ ѱѻ. 

<string> ╘ ᶷ▫⁸╙ ╥Ḉ ѱѻ. 

ҍ 32▫╥ ᶷ▫ᵑ Ợ↔  ὡ ▓╖ᶒ 

͙ṕ˃╘ MAC לἵ ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  

ὡ ▓ᾋѱѻ. 

[no] spanning-tree mstp revision <value>  MSTP Ḵ ᵑ ἒ♬ ѱѻ. 

<value>Ѥ 0~65535 ╪ᶒ ͙ṕ ˃╘ 0 

░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  

ὡ ▓ᾋѱѻ. 

[no] spanning-tree mstp instance 

<instance-id> vlan <vlan -list>  

VLAN╙ MSTI⁄ ᵰ ѱѻ. 

< instance-id>Ѥ MSITŋ  ╥Ḉ Ѥ 

spanning-tree╥ Ҷᵞ♠╬ ╬ᾅ ᾅ Ḵ

 ░ѱѻ. Ḹ─Ѥ 1~15░ѱѻ. 

<vlan-list>Ѥ spanning-tree⁄ ᵰ ӇѤ 

VLAN ᶜᴜ╙ ╥Ḉ ѱѻ. Ḹ─Ѥ 

1~409 ░ѱѻ. ŗ1,2,3Ř, ŗ1-5Ř, 1,2,5-10Ř̓ 

ˉ╘ Vlan͎ᴹ╙ Ϯ Єѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  

ὡ ▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ MSTP₅⁵╥ ἒ♬╙ ╬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show spanning -tree mstp region  MSTP ₅⁵╥ ἒ♬╙ Ṓ⁴ּׁשѱѻ. 

 

8.2.3.4 Л √  Root ἒ♬ 

MSTP⁄Ἄ ʻ spanning-tree in stance⁄Ѥ ↕ἐὣ─ ˃̓ ᾅ─ ╥ MAC לἵʺ 

ӈ Ẅᵙּת IDʺ ▓ᾋѱѻ. spanning-tree ᴛּתᵑ ἒ♬ Ѥ ҿΌ Ữҍ♠╖ᴛ 



♠╘ ẄᵟּתIDᵑ ʺֿב ᾅ─ ʺ Л √  Rootᴛ ἐ  Ӌѱѻ. MSTPѤ ἒ♬╙ 

 ᾅ─ ᵑ Л √  Root ᾅ─ ᴛ ἒ♬  ὡ ▓ᾋѱѻ.  

spanning-tree mstp <instance -id> root primary ᶘᴖ‡ᵑ ╪↔ ⁴ spanning-tree 

instance╥ ᾅ─  ↕ἐὣ─ ˃⁄Ἄ ʺ◑ ▬╘ ˃╖ᴛ ὡ♬ ⁴ ᾅ─ ʺ Rootᾅ─

ʺ Ӈҵᴜ  ὡ ▓ᾋѱѻ. ▀ḙ♠╖ᴛ ╪♣ ᶘᴖ╪ ᾒ  ӈ  ᴛ ╘ ◓ 

Л √  Root ẄᵙּתIDᵑ ▫ҿ╖ᴛ ╬  ѻ╛ ˃ 24576╬ ◓ ᾅ─ ʺ 

Spanning-tree╥ Rootʺ Ӈҵᴜ  ԅ ẄᵙּתID╥ ↕ἐὡ─ ӥᵑ 24576╖ᴛ ἒ

♬ ѱѻ.  Л √  Root╖ ↕ἐὣ─ ˃╪ 24576˃Ṓѻ ▬╘ ˿↕ MSTPѤ ◓ 

Ẅᵙּת╥ spanning-tree ↕ἐὣ─ᵑ Root╥ ↕ἐὣ─ ˃╬ 4096╖ᴛ ▫ҿ ἒ♬ 

ѱѻ. 4096╪גѤ Ὠ▫Ѥ Л √  ↕ἐ ὣ─ ˃╥ Ѿ́ ͝╪░ѱѻ. Rootᵑ ἒ♬  

ԅ ֹו˿ ─ ᶘᴖ╙ Spanning-treeЛ √ ╥ Л √ ᵒ╖ᴛ ᾒתּ   ὡ ▓ᾋ

ѱѻ. ╪ √ӥѤ ᾅ ѹ ᵙ ╬ᾅ ᾅ IDʺ 0 ▀ ԅᵣ ┬ ѱѻ. Л √ תּ 

ᵒ╪ ἒ♬Ӈᶔ MSTPѤ ♠♥  STP ᾎʼ ᵰˌ ṉὡᵑ ▫ҿ╖ᴛ ́ụ ⁴ Л √  

ὡᴒ╥ Ό♬Ἓ╙ Ṓ◑ ѱѻ. ᾎʼ ᵰˌ ṉὡ⁄Ѥ Hello ᾎʼ, ♣Ҁ ּ⁷ת ḓ ҍ 

ὡᶘ╪ Ӌѱѻ. Hello-time Ṩἶ ᶘᴖ╙ Ợ↔ ⁴ ͙ṕ ἒ♬╙ ҍ   Ựᴛ⇔ 

hello ᾎʼ╙ ἒ♬  ὡ ▓ᾋѱѻ.  

ᾅ─ ᵑ Л √  ᴴ ᴛ ἒ♬ ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp < instance-id> root 

primary <diameter  <net -diameter> hello -time 

<seconds> > 

─ӈ Spanning-tree instance⁄Ἄ ᾅ♬תּ

ᵑ Rootᴛ ἒ♬ ѱѻ. 

< instance-id>Ѥ 0~15 Ḹ─╥ Spanning-

tree instan ce Ḵ ᵑ Ϯ Єѱѻ. 

<net-diameter> Ѥ ἐ ♠ ᵰˌṉὡ╬ Л

√ ╥ ͙ᵑ Ϯ Єѱѻ. < instance-

id>ʺ 0▀ ԅ ̓♠░ѱѻ Ḹ─Ѥ 2-7░

ѱѻ. <hello -time> ╘ 1~10  Ợ╪╥ ᾎ

ʼѾ─ᵑ Ϯ Єѱѻ.  

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ MSTP ᶉᾎּתᵑ ╬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show spanning -tree mstp [instance <instance -

id>]  

MSTP Instance ᶉᾎּתᵑ ╬ ѱѻ. 

8.2.3.5 Secondary Root ἒ♬ 

Л √  Rootʺ ̯Ἓӈ ⁄Ѥ spanning-tree mstp instance -id root secondary ᵑ 

ᾒ ⁴ Ϯ ╪Ữ╥ ᾅ─ ᵑ Secondary Root ֞Ѥ Backup Root ᴛ ἒ♬  ὡ 

▓ᾋѱѻ. ♬ ╪┬ᴛ Rootʺ ▬ҿ ΏѤѻᶔ Secondary Rootʺ Л תּ √ ╥ 

Rootʺ Ӌѱѻ. ͙ṕ Root ̯Ἓ̓ Ҁᵙ ͙ṕ Root ̯Ἓ ᶘᴖ╪ ᾒ  ӈ  MSTP

Ѥ ᾅ─ ╥ spanning-tree Priority ᵑ 28672ᴛ ἒ♬ ѱѻ. ѻᵐ ᾅ─ ╥ Priority 



͙ṕ ˃╪ 32768╬ ˿↕, ◓ ᾅ─ Ѥ Secondary Rootʺ Ӊ ὡ ▓ᾋѱѻ. 

Secondary Rootᵑ ̯Ἓ  ԅ Ṓⱳᶘᴖ╬ diameter ḓ hello-time╙ ᾒ ⁴ STP 

ᾎʼ ᵰˌṉὡᵑ ‰ҥ╪   ὡ ▓ᾋѱѻ. Secondary Rootʺ Primary Rootʺ Ӈ‡ 

▬‰╙ ᾎ▬ ᶔ ᶛӧ ᵰˌṉὡʺ ▬ҿ ͙ ᾎ▬ ѱѻ.  

ᾅ─ ᵑ Л √ ╥ Secondary Rootᴛ ἒ♬ ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp < instance-id> root 

secondary <diameter  <net -diameter> hello -

time <seconds> > 

─ӈ Spanning-tree instance⁄Ἄ ᾅ♬תּ

ᵑ secondary Rootᴛ ἒ♬ ѱѻ. 

< instance-id>Ѥ 0~15 Ḹ─╥ Spanning-

tree instance Ḵ ᵑ Ϯ Єѱѻ. 

<net -diameter> Ѥ ἐ ♠ ᵰˌṉὡ╬ Л

√ ╥ ͙ᵑ Ϯ Єѱѻ. < instance-

id>ʺ 0▀ ԅ ̓♠░ѱѻ Ḹ─Ѥ 2-7░

ѱѻ. <hello -time> ╘ 1~10  Ợ╪╥ ᾎ

ʼѾ─ᵑ Ϯ Єѱѻ.  

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ MSTP ᶉᾎּתᵑ ╬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show spanning -tree mstp [instance <instance -

id>]  

MSTP Instance ᶉᾎּתᵑ ╬ ѱѻ. 

 

 

 

 

 

 

8.2.3.6 Bridge Priority  ἒ♬ 

˿↕⁄ ӻג Ẅᵙּת ↕ἐὣ─ᵑ ̯Ἓ ⁴ ᾅ─ ᵑ Л √  Root⁄ ֹו♪ ἒ♬  

ὡ ▓ᾋѱѻ. ─ ᶘᴖ ᴴ ᵑ ᾒ ─Ώ̆ ᾅ תּ ᵑ Л √  ᴴ ᴛ ἒ♬  

ὡ ▓╛╙ ╥Ḉ ѱѻ. ᾅ─ ╥ ↕ἐὣ─ ˃╘ ʻ spanning-tree instance⁄Ἄ Ҷ

ᵞ♠╖ᴛ ⇔₅Ӌѱѻ. ӻגἌ ᾅ─ ╥ ↕ἐὣ─ᵑ Ҷᵞ♠╖ᴛ ἒ♬  ὡ ▓ᾋѱѻ.  

ѻ╛ ᶘᴖ╙ ᾒ ⁴ Spanning-tree╥ Priorityᵑ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp <instance -id> priority 

<value>  

ᾅ─ ╥ ↕ἐὣ─ᵑ ἒ♬ ѱѻ. 

<instance-id>Ѥ 0 - 15 Ḹ─╥ ᾅ ѹ 



ᵙ ╬ᾅ ᾅ╥ Ḵ ᵑ Ϯ Єѱѻ. 

<value>Ѥ Ẅᵙּת╥ ↕ἐ ὣ─ᵑ Ϯ Є

ѱѻ. ѻ╛ ˃ ַא Ϯ ▀ ὡ ▓ᾋѱѻ. 

0, 4096, 8192, 12288, 16384, 20480, 24576, 

28672, 32768, 36864, 40960, 45056, 49152, 

53248, 57344, 61440 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

 

 

8.2.3.7 STP ᾎʼ ᵰˌṉὡ ἒ♬ 

STP╥ ᾎʼ ᵰˌṉὡѤ ѻ╛̓ ˉᾋѱѻ. 

· Hello Time  

ᾅ─ ʺ Л √  Rootᴛ ▬ҿ  ԅ Designated port ᴛ ἒ♬ ᶉᾎּתᵑ ṒϿ

Ѥ ʼ˶ ░ѱѻ. 

· Forward Delay 

STP mode - Block ⁄Ἄ Learning╖ᴛ Forwarding Ữ ᴛ ṉ˿ Ӊ ԅ Portʺ 

⅝ᴛ Ѥ ᾎʼ 

· Max Age 

Spanning-tree⁄ ҍ  ̯Ἓ ♬Ṓ╥ ҍ Ἓ  ᾎʼ░ѱѻ. Л √  ᴛ

Ṩ ╥תּ ᵑ ת╪ᴎᶔ ᾎʼ ᵰˌṉὡ⁄ ҍ  ѻ╛ ⅝̯Ợ ╙ ⱴ ‒ ѱ

ѻ. 

2 x (fwd_delay-1.0) × Max_age 

Max_age × (hello_time +1) x 2 

 

ᶘᴖ‡ ἒᶘ 

[no] spanning -tree mstp hello -time seconds  Hello time ᵰˌ ṉὡᵑ ἒ♬ ѱѻ. 

ᵰˌ ṉὡ Ѥ Hello time Ѿ─╪ᶒ 1 - 

10  Ợ╪░ѱѻ. ͙ṕ˃╘ 2 ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

[no] spanning -tree mstp forward -time 

seconds 

Forward Delay ᵰˌ ṉὡᵑ ἒ♬ ѱѻ. 

ᵰˌ ṉὡ╥ Ḹ─Ѥ 4 ~ 30 ░ѱѻ. ͙

ṕ˃╘ 15 ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

[no]  spanning-tree mstp max -age seconds Max Age ᵰˌ ṉὡᵑ ἒ♬ ѱѻ. 



ᵰˌ ṉὡѤ 6 ~ 40 ░ѱѻ. ͙ṕ˃╘ 

20 ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

 

Root ֞Ѥ Network Diameter ᵑ ἒ♬ ⁴ STP ᾎʼ ᵰˌṉὡᵑ ὡ♬ Ѥ ˦╪ ꜜ

ᾋѱѻ. Ựᴛ ἒ♬ӈ ᾎʼ ᵰˌ ṉὡѤ ╪♣ ὡᾏ╥ ⅝̯Ợ ὡר ╙  ҵגΏҗ תּ

┬ ѱѻ. ̯Ἓ╙ ὡ   ԅ Console╥ ῼל ⁄ז╥ ᾕᾎ₡. 

 

8.2.3.8 Network Diameter  ἒ♬ 

Network DiameterѤ Л √  ͋ᶛᵑ Ϯ ϿѤ Л √ ╥ ӎ ᾅ  Ợ╪╥ ҍ 

ᾅ─  ὡᵑ Ϯ Єѱѻ. Spanning-tree mstp diameter net-diameter ᶘᴖ╙ ᾒ

⁴ MSTP Network Diameter ╙ ἒ♬  ὡ ▓ᾋѱѻ. 

ᵰˌṉὡ <net -diameter>Ѥ CIST⁄ᵣ ┬ ѱѻ. ̯Ἓ  3ˌ╥ STP ᾎʼ ᵰˌ 

ṉὡᵑ ▫ҿ╖ᴛ ẋ̪ ⁴ Ữ─ ˃╖ᴛ ‰ҥ╪  ѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ net-diameterᵑ ̯Ἓ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp diameter <net -

diameter>  

net-diameterᵑ ἒ♬ ᾕᾎ₡. 

ᵰˌ ṉὡ net-diameter Ḹ─Ѥ ͙ṕ˃⁄

Ἄ 7░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

ᵰˌṉὡ net-diameterѤ ᾅ─ ╥ Ҷᵞ ἒ♬╖ᴛ ♇◑Ӈּת Ώᾋѱѻ. Network 

Diameter╙ ὡ♬ ⁴ ὡ♬  ԅᵣ ᾎʼ ᵰˌṉὡᵑ ♇◑  ὡ ▓ᾋѱѻ. 

 

8.2.3.9 Maximum Hop Count ἒ♬ 

ҍ Hop Count ᵑ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp max -hops <hop -

count>  

ҍ ╙ ἒ♬ ᾕᾎ₡. 

hop-count╥ Ḹ─Ѥ 1 - 40░ѱѻ.  

͙ṕ˃╘ 20░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

 

8.2.3.10 Port Priority ἒ♬ 

ᾅ─  ӎ  Ợ╪⁄ ᴴ ʺ ḛỸ ᶔ ↕ἐὣ─ʺ и╘ ʺ Forwarding Ữ



ʺ Ӈ̆ ϻ╘ Ѥ Block Ữ ʺ Ӌѱѻ. ᶛӧ ╥ ↕ἐὣ─ʺ ˉ╖ᶔ җ ▬

╘  Ḵ ᵑ ʺֿב ʺ ᶀ♇ Forwarding Ữ ʺ Ӌѱѻ.  

 ἒ♬ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ STP ╥ ↕ἐὣ─ᵑ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp <instan ce-id> port -

priority <priority>  

STP Port╥ Priorityᵑ ἒ♬ ѱѻ. 

<instance-id>Ѥ 0 - 15 Ḹ─╥ Spanning -

tree instance Num ╙ Ϯ Єѱѻ. 

<priority> Ѥ  ↕ἐ ὣ─ᵑ Ϯ Єѱ

ѻ. ѻ╛ ˃ ַא Ϯ░ѱѻ. 

0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 

176, 192, 208, 224, 240 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

[no] spanning-tree port -prio rity <value>   ᶛӧ Spanning-tree╥ instance⁄Ἄ  

↕ἐὣ─ᵑ ἒ♬ ѱѻ. 

<value>Ѥ  ↕ἐὣ─ᵑ Ϯ Єѱѻ. 

ѻ╛ ˃ַא⁄ Ϯ ░ѱѻ. 

0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 

176, 192, 208, 224, 240 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ MSTP ⁄ ҍ  ♬Ṓᵑ ╬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show spanning-tree mstp interface <interface -

id>  

MSTP  ♬Ṓᵑ ╬ ᾕᾎ₡. 

interface-idѤ  ╪ᵒ╙ Ϯ Єѱѻ. 

(₉ : "F0/1"ḓ "FastEtnernet0/3"). 

 

8.2.3.11 ╥ Path Cost ἒ♬ 

MSTP⁄Ἄ ╥ Path Cost╥ ͙ṕ˃╘ ⁷˺ ἶҵᵑ ͙ḙ╖ᴛ ѱѻ. ӎ ᾅ─

ʼ⁄ ᴴ ʺ ḛỸ ᶔ Path Cost╪ ♠╘ ʺ Forwarding Ữ ʺ Ӌѱѻ. Path 

Cost╪ ♠╙ὡᴜ ╥ ẋ═╪ иῷ︡ѱѻ. ᶛӧ ╥ ˿ᴛ ẋ↔╪ ˉ╖ᶔ җ 

▬╘  Ḵ ᵑ ʺֿב ʺ ᶀ♇ Forwarding Ữ ʺ Ӌѱѻ. 

 ἒ♬ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ╥ Path Cost╙ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp <instan ce-id> cost 

<cost>  

Port╥ path cost  ˃╙ ἒ♬ ѱѻ. 

< instance-id>Ѥ 0⁄Ἄ 15Ợ╪╥ 

Spanning-tree instanceḴ ᵑ Ϯ Єѱѻ.  



<cost> Ѥ port╥ Path costᵑ Ϯ Ͽᶒ 1

⁄Ἄ 200000000 ░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

[no] spanning-tree cost <value>   ᶛӧ Spanning-tree instance⁄Ἄ ╥ 

Path cost╙ ἒ♬ ѱѻ. 

˃╘ ╥ ˿ᴛ ẋ↔╙ Ϯ Ͽᶒ, Ḹ─

Ѥ 1⁄Ἄ 200000000░ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ 

▓ᾋѱѻ. 

 

8.2.3.12 Port Connection Type ἒ♬ 

MSTPּת∟ ᾅ─  Ợ╪⁄ ⁷˺╪ ֹ⁷ ♪ו˺╬ ˿↕ ᾅ─ Ѥ Handshake ᶉ ѱּצ

╙  ᾐἶ ˭ ⁷˺╙ ἒ♬  ὡ ▓ᾋѱѻ. Port Connection Type ╙ ̯Ἓ   

 ⁷˺╙ ʻʻ╥ ┬ ╖ᴛ ἒ♬ ᾕᾎ₡. ᴛ ╘ ‚Ḣ  ἶἛ⁄ ӻג ʻʻ

╥ ⁷˺╙ Ợ↔ ♬˺ ⁴Ṩᵑ תּ ѱѻ. ʺ ♣ ╪ַא ᶛӥ⁄Ἄ ▬ҿ Ѥ ˿↕ 

ᴛ ʼ ᴛ♩תּ ╪˺⁷ ╘  ᶛӥ⁄Ἄ אַ╪ ѱѻ. ʺ ḙ לʼ ̆ג╪

▬ҿ ᶔ ᴛ ╘ ⁷˺╪ ̑┬ ӈ ˦╖ᴛ ʼל ѱѻ. ʺ ⁷˺ Ѥ ᾅ─

ʺ RSTP ᴛ  ֞Ѥ MSTP ᴛ ╙ ᾒ Ѥ ˿↕ Port Connection Type ╙ 

ʻʻ(Point-to -point)ᴛ ἒ♬ ⁴ handshakeʺ ẖᵎ˭ ἒ♬ Ӈҵᴜ  ὡ ▓ᾋѱѻ. 

 ἒ♬ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ╪↔ ⁴ Port Connection Type ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

spanning-tree mstp p oint-to-point force -true  ⁷˺ ┬ ʼ (point ♩תּ ╙ -to-

point)╖ᴛ ἒ♬ ѱѻ. 

spanning-tree mstp point -to-point force -false  ⁷˺ ┬ ╙ ̑┬ᴛ ἒ♬ ѱѻ. 

spanning-tree mstp point -to-point auto  ▫ҿ╖ᴛ  ⁷˺ ┬ ╙ ╬ ѱѻ. 

no spanning-tree mstp point -to-point  No ᶘᴖ‡ᴛ ͙ṕ ἒ♬╖ᴛ ҹῷ˂ѱѻ. 

 

8.2.3.13 MSTP ᶛӥ Ἓ  

ᾅ─ ∟תּ ʺ Ѥ MSTP ᴛ ╘ IEEE802.1sŋ  ͙ḙ╖ᴛ ѱѻ. ѻᵐ MSTP, 

 CiscoỢ⁄Ἄ ּת∟ Ѥ MSTP₮ Ӈҵᴜ MSTP ᴛ ╘ MST ᶛӥ 

⁄Ἄ ▬ҿ  ὡ ▓ᾋѱѻ. MST ᶛӥ ⁄Ἄ ᾒ ─ᾅ ╬אַ Ѥ ѻᵐ MSTP╥ ᶉ

ᾎּת ̯ⱳᵑ ᾏṊ ̆, ӈ MST ּ⁵ת ᾏṊ▫ᵑ ╬ ̆ MST ₅⁵╙ ἒ♬  

ὡ ▓ᾋѱѻ. MST ᶛӥ ḓ STP ᶛӥѤ MSTP ᴛ  ṉ  ᶉ ѱּצ╙ 

͙ḙ╖ᴛ ѱѻ. ᾅ─ ╥  ʺ MST ᶛӥ ⁄Ἄ BPDUŋ  ὡᾐ ᶔ 

Ѥ ▫ҿ╖ᴛ Modeᵑ ṉ˿ ̆ BPDUŋ  MST ᶛӥᴛ ṒЄѱѻ. ר MST 

Modeᴛ ᵑ ѻᾎ ᾎ▬ ᴎᶔ spanning-tree mstp migration -checkᵑ ᾒ ᶔ 

Ӌѱѻ.  



͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ╪↔ ⁴ MST ᶛӥᵑ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] spanning-tree mstp mst -compatible  MST ᶛӥᵑ Ἓ  ѱѻ.  

no ᶘᴖ‡ᵑ ╪↔ ⁴ ἒ♬╙ Ⱡ˞  ὡ ▓

ᾋѱѻ. 

 

Note. ᶛӥ╥ ל⅝͙ѫ╘ ᾅ─  ḓ ͙  MSTP ᾒ  ᾅ─ ╥ MST₅⁵╙ ᵣ

ӥѤ ˦░ѱѻ. ᾒⱠ Л √ ⁄ἌѤ ᾅ─ ╥ ̯Ἓ, ╪ᵒ̓ ︡Ḵ ʺ ҿ▀  תּ 

╬ ᾕᾎ₡. ѻᵐ MSTP ᴛ ╙ ᾒ Ѥ ᾅ─ ᵑ CIST Root⁄ ̯Ἓ ⁴ ᶉ

ᾎּתᵑ ὡᾐ ⁴ ᾅ─ ʺ ᶛӥᴛ ө‡ʺҵᴜ Ѥ ˦╪ ꜜᾋѱѻ. MST 

ᶛӥ ʺ Ἓ  Ӈ‡▓ּת Ώ╖ᶔ ᾅ─ ʺ ♣  BPDU  ᵑ ˺ Ώ תּ

̆ ᵑ ▀ḙ RSTP BPDUᴛ ʺⱨ₪ѱѻ. ╪ᴅ˭ ᶔ ᾅ─ ʺ ⁷˺ӈ MST 

ᾅ─ ₮ ˉ╘ ₅⁵⁄ ᾅ─ ᵑ Ḥ  ὡ ′ᾋѱѻ. MST ᶛӥ╥ Ѥ ͒

ᴛḶᶛӥ⁄Ἄ ᶛӥʺ ꜙᴮӈ ˿↕ ר MST BPDUŋ  ϿṒϿҵᴜ ▫ҿ╖ᴛ ◓

ˌ  ὡ ′ᾋѱѻ. ╪ ˿↕ Migration -Checkŋ  ᾒ  ᾕᾎ₡. 

  



8.2.3.14 Protocol Conversion  ╬ ḓ Restarting 

MSTPŋ  Ợ↔ ᶔ ᾅ─ ʺ ᴛ  ṉ  ᶉ ѱּצ╙  ͙Ⱶ╥ STPᾅ─ ₮ 

Ζ ▬ҿ  ὡ ▓ᾋѱѻ. ᾅ─ ╥  ʺ STP ̯Ἓ ᶉᾎּתᵑ ὡᾐ ᶔ 

Ѥ STPᶉᾎּתᵣ ♣Ἶ ѱѻ. STP ♬Ṓᵑ ὡᾐ Ѥ Ѥ ˿́ ᴛ ʼל Ӌѱѻ. 

Note. ʺ STP  Ữ ⁄ ▓╖ᶔ ʺ STP ᶉᾎּתᵑ җ╪Ữ ὡᾐ Ώҗ תּ

ҵ Ѥ ▫ҿ╖ᴛ MSTP Ữג ᴛ ◓ˌӇּת Ώᾋѱѻ. ╪ ˿↕ řspanning-tree 

mstp migration -checkŚᵑ ᾒ ⁴ ʺ STP ᶉᾎּתᵑ ּת↕̆ ᵑ MSTP Ữ

ᴛ ṓ̯ ѱѻ. RSTP ᴛ ╙ ᾒ Ѥ ᾅ─ Ѥ MSTP ᶉᾎּתᵑ ᾏṊ ̆ 

ᵙ ѱѻ. MSTP ᾅ─ Ѥ RSTP ᾅ─ ₮ Ζ ▬ҿ  ԅ ᴛ  ṉ ╪ Ṭ ⅝

ѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᾅ─ ╥ ᶛӧ ⁄Ἄ ˁּתӇѤ ᶛӧ 

STP ♬Ṓᵑ ּת−ѱѻ. ( ʺ ˁּת  STP♬Ṓᵑ ּת∂ ˿↕  ἒ♬ᶛӥ⁄Ἄ ᾒ

) 

ᶘᴖ‡ ἒᶘ 

spanning-tree mstp migration -check ᾅ─ ╥ ᶛӧ ⁄Ἄ ˁּתӇѤ ᶛӧ STP♬

Ṓᵑ ợⱠ ѱѻ.  

( ʺ ˁּת  STP♬Ṓҵ ợⱠ) 

8.2.3.15 MSTP ♬Ṓ ╬ 

ᶛѱ ᵠ̓ ̯Ἓ ᶘᴖ ֞Ѥ  ̯Ἓᶘᴖ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ MSTP⁄ ҍ

 ♬Ṓᵑ ╬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

show spanning -tree MSTP ♬Ṓᵑ ╬ ѱѻ. 

(SSTP, PVST, RSTP ḓ MSTP⁄ ҍ  ♬Ṓᵑ 

╬  ὡ ▓╛) 

show spanning -tree detail  MSTP ♬Ṓ╥ ἝṨ Ợ ╙ ╬ ѱѻ. 

(SSTP, PVST, RSTP ḓ MSTP⁄ ҍ  ♬Ṓᵑ 

╬  ὡ ▓╛) 

show spanning -tree interface <interface -

id>  

STP ╬ ╪ᾅ ♬Ṓᵑ ╬ ѱѻ. 

(SSTP, PVST, RSTP ḓ MSTP⁄ ҍ  ♬Ṓᵑ 

╬  ὡ ▓╛) 

show spanning -tree mstp  ᶛӧ MST ╬ᾅ ᾅᵑ ˤỢ ѱѻ. 

show spanning -tree mstp region  MST ₅⁵ ̯Ἓ╙ ╬ ѱѻ. 

show spanning -tree mstp interface 

<interface -id>  

MST ╬ᾅ ᾅ⁄ ҍ  ♬Ṓᵑ ╬ ѱѻ. 

show spanning -tree mstp detail  MST ♬Ṓᵑ ╬ ѱѻ. 

  



9◌. Port Mirroring Ἇ♩ 

9-1◑ Port Mirroring ἒ♬ 

9.1.1 Port Mirroring ἒ♬ ▬‰ ᶜᴜ 

· Port Mirroring  ἒ♬ 

· Port Mirroring  ♬Ṓ ᾎ 

9.1.2 Port Mirroring ἒ♬ ▬‰ 

9.1.2.1 Port Mirroring ἒ♬ 

ᶘᴖ‡ ἒ ᶘ 

[no] mirror session <session_number> 

destination interface <interface -id> | 

source interface < interface-id [, | -] 

[both | rx | tx ] >  

Port Mirroring ╙ ἒ♬ ѱѻ. 

Session-NumberѤ Port Mirroring  Ḵ ░ѱѻ. 

Destination╘ ᴏ interface Port ░ѱѻ. 

SourceѤ Mirroring  ҍỮ Interface Port ░ѱѻ. 

Both | tx | rx ᴛ Data╥ ᵒ╙ ἒ♬ ʺѫ ᶒ, 

txѤ ░ᴏ, rxѤ ᴏ ҥ╪ ᵑ ╥Ḉ ѱѻ. 

noᶘᴖ‡ᴛ ἒ♬╙ ợⱠ  ὡ ▓ᾋѱѻ. 

Port Mir roring╙ ̯Ἓ ᶔ ᾅ─ ╥  ᵑ Ợ↔ ⁴  ͎ᴹ╥ מ ╙ ╬ 

 ὡ ▓ᾋѱѻ. 

Port Mirroring ╙ ̯Ἓ ᴎᶔ Config ᶛӥ⁄Ἄ ѻ╛ Ѿ́ᵑ ὡ ᾕᾎ₡. 

 

9.1.2.2 Port Mirroring  ♬Ṓ ᾎ 

Show ᶘᴖ‡ᵑ Ợ↔ ⁴ Port Mirroring ╥ ἒ♬ ♬Ṓᵑ ᾎ ѱѻ. 

ᶘᴖ‡ ἒ ᶘ 

show mirroring [session session_num] Port mirroring ⁄ ҍ  ̯Ἓ ♬Ṓᵑ ᾎ ѱѻ. 

Session_num╘ Mirroring  Ḵ  ░ѱѻ. 

 

  



10 ◌ MAC דἲ ╧Ẅ ḡ⁵ Ἇ♩ 

10-1◑ Mac address ἶἛ ἒ♬ 

10.1.1 MAC address ἒ♬ ▬‰ ᶜᴜ 

· Static MAC Address ἒ♬ 

· MAC Address Aging Time  ἒ♬ 

· VLAN ̑┬ MAC Address ἒ♬ 

· MAC Address Ṓ⁴͙ל 

· Dynamic MAC Address ּת↕͙ 

 

10.1.2 MAC Address ἒ♬ ▬‰ 

10.1.2.1 Static MAC address ἒ♬ 

Static MAC Address ᶜ╘ ᾅ─ ʺ ˿̓ Ώ̆ ὡҿ╖ᴛ ᵣ ợⱠ תּ  ὡ ▓Ѥ MAC 

Address ᶜ░ѱѻ. ▬‰ ᴛἝᾅ ַא ᾒⱠ ⅝̯ Ợ ⁄ ӻג Static MAC Addressᵑ 

ʺ ḓ ợⱠ  ὡ ▓ᾋѱѻ. 

Config ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ Static MAC Addressᵑ ʺ ̆ ợⱠ ᾕᾎ₡. 

ᶘᴖ‡ ἒ ᶘ 

[no] mac address -table static <mac-addr>  

vlan <vlan -id> interface <interface -id>  

♬♠ MAC Addressᵑ ʺ/ợⱠ ѱѻ. 

mac-addr╘ MAC Addressᵑ Ϯ Ͽᶒ, 

vlan-idѤ Vlan Ḵ (1~4094), interface-id

Ѥ Interface╥ ╪ᵒ╙ ╥Ḉ ѱѻ. 

No ᶘᴖ‡ᴛ ợⱠ  ὡ ▓ᾋѱѻ. 

 

10.1.2.2 MAC Address Aging Time  ἒ♬ 

ӈ Aging Time♬תּ  ҿΌ ҿ♠ MAC Addressʺ Ợ↔Ӈּת Ώ╖ᶒ ᾅ─ Ѥ ╪ MAC 

Addressᵑ MAC Address Table⁄Ἄ ợⱠᵑ ѱѻ. ᾅ─  MAC Address╥ Aging Time

╘ ⅝⁄ ӻג ̯Ἓ  ὡ ▓ᾋѱѻ(͙ṕ˃: 300sec). Config ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ 

Ợ↔ ⁴ MAC Address╥ Aging Time╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒ ᶘ 

[no] mac address -table aging -time [0 | 10 -

1000000] 

MAC Address╥ Aging Time╙ ἒ♬ ѱ

ѻ. 

0╘ MAC╪ ′╛╙ Ϯ Єѱѻ. ┬  

˃╘ Ѿ─ᴛ 10~100000ּͥת ░ѱѻ. 

No ᶘᴖ‡ᴛ ợⱠ  ὡ ▓ᾋѱѻ. 



10.1.2.3 VLAN ̑┬ MAC Address ἒ♬ 

Portʺ VLAN ̑┬ MAC Addressᴛ ̯ἛӇᶔ Port⁄Ἄ ᾋ  MAC AddressѤ ᶛӧ 

VLAN⁄ ̑┬ʺ Ӌѱѻ. ּס, ѻᵐ VLAN⁄Ἄҵ MAC Addressᵑ ╬ᾏ ѱѻ. VLAN⁄ ╥

 ̑┬ӇѤ MAC Addressᵑ ̯Ἓ ᴎᶔ Config ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ὡ  ᾕᾎ

₡  

ᶘᴖ‡ ἒ ᶘ 

interface Gi 0/1  

switchport shared -learning 

[no] switchport shared -learning 

ἒ♬  interfaceᵑ ░ᴏ ѱѻ. 

Port╥ MAC╙ ̑┬ Ѥ ἒ♬╙ ѱѻ. 

No ᶘᴖ‡ᴛ ợⱠ  ὡ ▓ᾋѱѻ. 

 

10.1.2.4 MAC Address Ṓ⁴͙ל 

⇔₅ ᴛἝᾅ⁄Ἄ ӰḲ͢ ḓ ̕ᵙʺ ⅝ ͙ ԅᶷ⁄ ᾅ─  MAC Address Table╥ Ͽ

↔╪ ⅝ ѱѻ. ᾅ─ ╥ MAC Address Table╥ Ͽ↔╙ ᾎ ᴎᶔ Showᵑ ╪↔ ⁴ 

ѻ╛ ᶘᴖ‡ᵑ ᾒ  ᾕᾎ₡. 

ᶘᴖ‡ ἒ ᶘ 

show mac address-table {dynamic 

[interface < interface-id> | vlan <vlan -id>] 

| static} 

ἒ♬  interfaceᵑ ░ᴏ ѱѻ. 

Port╥ MAC╙ ̑┬ Ѥ ἒ♬╙ ѱѻ. 

No ᶘᴖ‡ᴛ ợⱠ  ὡ ▓ᾋѱѻ. 

10.1.2.5 Dynamic Mac Address ּת↕͙ 

♇◑Ӈ‡ ▓Ѥ MAC AddressѤ ˿↕⁄ ӻג ợⱠʺ ʺѫ ‒ ѱѻ. 

ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ Enable ᶛӥ⁄Ἄ Dynamic MAC Addressᵑ ợⱠ ᾕᾎ₡. 

ᶘᴖ‡ ἒ ᶘ 

clear mac address-table dynamic 

[address mac-addr | interface interface -id 

| vlan vlan-id]  

Dynamic MAC Address ᶜ╙ ợⱠ ѱ

ѻ. 

Dynamic╘ ҿ♠╖ᴛ Ӧ Ѥ MAC 

Addressᵑ Ϯ Єѱѻ. Interface/ VLAN⁄ 

̑┬ӈ MAC Address ᵑ ợⱠ ѱѻ. 

Interface-idѤ interface Ḵ ░ѱѻ. 

Vlan-idѤ 1~4094 ░ѱѻ. 

  



11 ◌ Link  Aggregating Ἇ♩ 

11-1◑ Port Aggregation  ἒ♬ 

11.1.1 ˌ⅝ 

Trunking╪̆גҵ Ѥ Link Aggregation ╘ ╪җС ᾅ─ ⁄Ἄ Ợ↔  ὡ ▓Ѥ ₪Ἢ ͙ѫ╪

ᶒ Layer 2 Bridging ̓ Ζ Ợ↔ Ӌѱѻ. Link Aggregation ╘ Ѿ▀ Link⁄Ἄ ⁴ױ ╥ 

бᵙ♠ Ṏ ╙ ↔ ѱѻ. ʻ ᶹᵙ♠ ᵠ ╥ ♣  ҍ⁵ ╙ Ợ↔  ὡ ▓╖ḃᴛ ẋ ═♠

מ ╬ ↕ג  ╖ᴛ ҍ⁵ ╪ ϺẋӇּת Ώᾋѱѻ. ˺̓♠╖ᴛ ♣ ᾅױ  Ṓѻ ═♠

╖ᴛ 

↔Ӌѱѻ. Link Aggregation מ ╘ ╪ ᵤ╘ ἌḲ⁄ и╘ ҍ⁵ ╙ Ⱡ̑ ̆ Ѿ▀  

֞Ѥ ╪ẇ ◑ ʺ ḛỸ ↕ג ↕˿   ͙ѫ╙ Ⱡ̑ ѱѻ. 

 ӇѤ ͙ѫ∟תּ

· Static Aggregation Controlᵑ ּת∟ ѱѻ. 

бᵙ♠ ⁄ ᾒⱠᴛ ḕ╬ӹ  ὡ ▓Ѥּ⁴ תṨ⁄ ́̕′╪ ᶹᵙ♠ ᵑ бᵙ♠ 

⁄ ḕ╬ӹ ѱѻ. LACP Dynamic Aggregation ╥ Aggregation Control╪ ּת∟ Ӌѱѻ. 

LACP ᴛ  Ữ╙ Ѥ ᶹᵙ♠  ᵣ бᵙ ⁄ ḕ╬ӹ  ὡ ▓ᾋѱѻ. 

ѻᵐ Ѥ бᵙ♠ ⁄ ḕ╬ӹ Ӈּת Ώᾋѱѻ.  

· LACP╥ Aggregation Control╘ Dynamic ⁷ҿ╙ ּת∟ ѱѻ.  

ᶹᵙ♠ ʺ бᵙ♠ ⁄ ḕ╬ӹ Ӈҵᴜ ̯ἛӇᶔ LACP Ữ╙ Ợ↔ Ѥ ᶹᵙ♠ 

ᵑ бᵙ♠ ⁄ ḕ╬ӹ ѱѻ. ѻᵐ Ѥ бᵙ ⁄ ḕ╬ӹ Ӊ ὡ ′ᾋѱѻ. 

· Port Aggregation ╥ Traffic ᵒ╥ load balanceʺ ּת∟Ӌѱѻ. 

Port Aggregation  ⁷˺ ⁄Ѥ Aggregation Port╥ ҥ╪  ᵒ╪ ᶹᵙ♠ ⁄ Ṫụ  

Ӌѱѻ. 

11.1.2 Port Aggregation  ἒ♬ ▬‰ 

· Aggregati on⁄ Ợ↔ӇѤ бᵙ Channel ἒ♬ 

· ᶹᵙ♠ ╥ Aggregation  

· Port Aggregation   Load Balance ἒ♬ 

· Port Aggregation  ἒ♬  Ữ  ᶛѱ ᵠ 

11.1.3 Port Aggregation  ἒ♬ Ḣḹ 

11.1.3.1 Aggreg ation╥ бᵙ♠╬ Channel ἒ♬ 

ᶹᵙ♠ ᵑ ḕ╬ӹ ͙ ♣⁄ бᵙ ᵑ ἒ♬ ‒ ѱѻ. бᵙ♠ Ѥ 

ױ╪  ᶹᵙ♠ ᵑ ḕ╬ӹ⁄ ╥  Ἓӈ Channel╙ Ⱡ‡ Ѥ ҥ Ợ↔ Ӌѱѻ. 

бᵙ♠╬ Channel╙ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 



Interface port -aggreagator <id>  бᵙ♠╬ В ͎ᴹ╙ ỸἛ ѱѻ. 

 

11.1.3.2 ʋ ᵙ♠╬ ⁄ Aggregation ἒ♬ 

ᶹᵙ♠ Portᵑ бᵙ♠ Вᴛ Aggregation ױ⁴ ᴎᶔ Static ╘ LACP Protocol

╙ Ợ↔  ὡ ▓ᾋѱѻ. Static Aggregation ╙ Ợ↔ӇѤ ˿↕ ᶹᵙ♠ ╥ ᵠ ʺ 

ҿ▬╙ ‒ ᶒ Aggregation  Port₮ ᶹᵙ♠ Port╥ VLAN ἒ♬╪ ҿ▀ ‒ ᶒ, 

◓ Portʺ Aggregation Port ╥ ⱳˠ̓ ▀ Ѥּ⁴ תṨ ḓ ᶹᵙ♠ ₮ ⁷˺ӈ 

ʺ Aggregation  ⱳˠ̓ ▀ Ѥּ⁴ תṨ₮ ́̕ ′╪ Ѥ бᵙ♠ В⁄ 

Aggregation Ӈ‡‒ ѱѻ  

Aggregation  ἒ♬╥ ἐ  ⱳˠ: 

· ╥ ᵠ ʺ ▬ҿ ‒ ᶒ Ѥ Full-Duplex Mode ᴛ Ữ╪ Ӈ‡▓‡‒ 

ѱѻ. 

· ᶛӧ ᶹᵙ♠ Port╥ ἶҵѤ Aggregation Process ҿΌ ҿ▀ ‒ ѱѻ. ּס, Ἓ

̑♠╖ᴛ ︡́ӈ ᶹᵙ♠  Ϯ ▓Ѥ ˿↕ ӎḴ  ᶹᵙ♠ ╥ ἶҵѤ 

╛ ̯Ἓӈ ₮ ҿ▀ ‒ ѱѻ. ֞  ᶛӧ ᶹᵙ♠ ╥ VLANἶἛ╘ 

︡́ӈ ₮ ҿ▀ ‒ ѱѻ. 

 

LACP ╙ ѻ╛ ᶛӥ⁄Ἄ ⁷˺ӈ ʼ ̪  Ӌѱѻ: 

· Active ŕ ᵑ Active negotiating status ᴛ ᵣӬѱѻ. ╪ Ữ ⁄ἌѤ ᵑ 

LACP ╙ ṒϿ ∟˶ ₮ Ữ╙ ᾎ▬ ѱѻ. 

· Passive ŕ ᵑ ὡҿ Ữ Ữ ᴛ ּת♬ ѱѻ. ╪ Ữ  ⁄Ἄ ʺ ὡᾐ

Ѥ LACP ⁄ ╞҆ ▬ᵣ LACP Ữ╙ ᾎתּ  Ώᾋѱѻ. ╪ ᶛӥ⁄Ἄ תּ

В ͎ᴹ╘ ╬ ╪ᾅᵑ ⁷˺ ѱѻ. 

ӎ ʺ ᾎẄ Ḣᾏ╙ Ợ↔ ᶔ Aggregation ╪ ⁷˺Ӈּת Ώᾋѱѻ. ╪Ѥ 

‚  ʺ Aggregation ᴛἝᾅᵑ ᾎ▬ ͙ᵑ ͙ѻᵜ ˦╪͙ ԅᶷ░ѱѻ. 

VLAN ἶἛ: PVID, Trunk ἶἛ, VLAN ↔Ḹ─ ḓ VLAN ẋ ↔Ḹ─ 

ѻ╛ ᶘᴖ╙ Ợ↔ ⁴ ᶹᵙ♠ Port⁄Ἄ Aggregation ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Aggregator -Group < ID> mode (lacp / static)  ᶹᵙ♠ ╥ Aggregation ₪Ἢ╙ ̯Ἓ ѱ

ѻ. 

11.1.3.3 Port Aggregation ἒ♬  Load Balance ἒ♬ 

Load╥ ṪḤ Ḣḹ╙ ἐ ⁴ ᶛӧ ʺ ᶛӧ ᶹᵙ♠ ᵑ ἐ ⁴ ҥ╪  

מ ╙ ̑┬  ὡ ▓ҵᴜ ѱѻ. ᾅ─ Ѥ ҍ 6ʺּת╥ Load Balance Ḣᾏ╙ 

Ⱡ̑ ѱѻ. 



· src-mac 

Source-MAC לἵ⁄ ӻג Data Traffic╙ ̑┬ ѱѻ. ּס, ҿ▀  MACלἵᵑ 

ˇ̆▓Ѥ ᶉᾎּתѤ ᶹᵙ♠ ᵑ ̓ ѱѻ. 

· dst-mac 

Destination-MACלἵ⁄ ӻג ҥ╪ מ  ╙ ̑┬ Ѥ ˦░ѱѻ. ּס, ҿ▀  

MAC לἵ ἶἛ╙ ˇ̆▓Ѥ ᶉᾎּתѤ ᶹᵙ♠ ᵑ ̓ ѱѻ. 

· both -mac 

∟ṕ ḓ ҍỮ MACלἵ⁄ ӻג ҥ╪ מ  ╙ ̑┬ ѱѻ. ּס, ҿ▀  

MAC לἵ Ἓ╙ ˇ̆▓Ѥ ᶉᾎּתᵑ ᶹᵙ♠ ᵑ ̓ ѱѻ. 

· src-ip 

Source IPלἵ⁄ ӻג ҥ╪ מ  ╙ ̑┬ ѱѻ. ּס, ҿ▀  IPלἵᵑ ˇ̆

▓Ѥ ᶉᾎּתѤ ᶹᵙ♠ ᵑ ̓ ѱѻ. 

· des-ip 

Destination IPלἵ⁄ ӻג ҥ╪ מ  ╙ ̑┬ ѱѻ. ּס, ҿ▀  IPלἵᵑ 

ˇ̆▓Ѥ ᶉᾎּתѤ ᶹᵙ♠ ᵑ ̓ ѱѻ. 

· both -ip 

ҍỮ╥ Source IP, Destination IP⁄ ӻג ҥ╪ מ  ╙ ̑┬ Ѥ ˦░ѱѻ. 

 .Ѥ ᶹᵙ♠ ᵑ ̓ ѱѻתἵ ἶἛ╙ ˇ̆▓Ѥ ᶉᾎּל IP ,סּ

Load Balance Ḣᾏ╙ ̯Ἓ ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

Aggregator -Group load -balance Load balance╥ Ḣᾏ╙ ἒ♬ ѱѻ. 

 

Note :  

╪ ᶘᴖ╘ Load-Balance Ḣḹ╙ ּת∟ ∟תּ Ώ˞Ϯ Ϯ╥ Ḣḹᵣ תּ Ѥ ᾅ─

⁄ἌѤ Ợ↔  ὡ ′ᾋѱѻ. ╪ ᶘᴖ╙ Ợ↔ Ѥ ᾅ─ Ѥ ▫ ♠╖ᴛ ּת∟ӇѤ 

Load-Balance ᵣ ἐ  ѱѻ. 

 

11.1.3.4 Port aggregation ╥ ᶛѱ ᵠ 

EXECɒ ӥ⁄Ἄ Aggregation  Ữ ᵑ ᶛѱ ᵠ ᴎᶔ ѻ╛ ᶘᴖ╙ Ợ↔ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show aggregator -group  Port aggregation Ữ ᵑ Ṓ⁴ּׁשѱѻ. 

 

 



12◌. GVRP Ἇ♩ 

12-1◑ GVRP ἒ♬ 

12.1.1 ἵˌ 

GVRP(GARP VLAN Registration Protocol GARP VLAN)Ѥ 802.1Q ᴄ  ⁄Ἄ IEEE 

802.1Q  VLAN running & dynamic VLANỸἛ╙ Ⱡ̑ Ѥ GARP(GARP VLAN 

Registration Protocol GARP VLAN) ╞↔ ᴛ͎ע ░ѱѻ. 

GVRPŋ  Ợ↔ ᶔ ᾅ─ ʺ VLAN ̯Ἓ♬Ṓᵑ ѻᵐ GVRPᾅ─ ₮ ̪ ̆ Ṭ ⅝  

Ẅᴛӥ ᾅ  ḓ ῼὡ′Ѥ ┬ѱ ᾅ מ  ╙ Ⱡ˞ ̆ 802.1Q Trunk port ᵑ  ⁷

˺ӈ ᾅ─ ⁄Ἄ VLAN╙ ҿ♠╖ᴛ ỸἛ ḓ ̕ᵙ  ὡ ▓ᾋѱѻ. 

12.1.2 ἒ♬ ᶜᴜ 

12.1.2.1 GVRP ἒ♬ ᶜᴜ 

· GVRP ♣⁵ Ἓ  / ẋ Ἓ  

· ╬ ╪ᾅ⁄Ἄ GVRP Ἓ  / ẋ Ἓ  

· GVRP╥ ᶛѱ ᵠ ḓ ┬ּ̕תᵙ 

 

12.1.3  GVRP ἒ♬ ᶜᴜ 

12.1.3.1 GVRP ♣⁵ Ἓ  / ẋ Ἓ  

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ̯Ἓ╙ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no]  gvrp  GVRPŋ  Ἓ /ẋ Ἓ  ѱѻ. 

͙ṕ ἒ♬╘ Disable ░ѱѻ. 

 

12.1.3.2 ╬ ╪ᾅ⁄Ἄ GVRP Ἓ  / ẋ Ἓ  

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ  ᾕᾎ₡.  

ᶘᴖ‡ ἒᶘ 

[no]  gvrp  Interface╥ GVRPŋ  Ἓ /ẋ Ἓ  ѱ

ѻ. 

╥ GVRPŋ  Ἓ  ᴎᶔ ♣⁵ᶛӥ╥ GVRP̋  Ἓ  Ӈ‡▓‡‒ ᶒ 

Ѥ 802.1Q Trunk port ⁴‒ ѱѻ. ╪ Ѥ ͙ṕ♠╖ᴛ Ἓ  Ӈ‡▓ᾋ

ѱѻ. 

 



12.1.3.3 GVRP╥ ᶛѱ ᵠ ḓ ♩ˤ 

Exec ᶛӥ⁄Ἄ ѻ╛ ▬‰╙ ὡ  ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show gvrp statistics [interface port_list]  GVRP Statisticsᵑ ᾎ ѱѻ. 

show gvrp status  GVRP ♣  Ữ ♬Ṓᵑ ᾎ ѱѻ. 

[ no ] debug gvrp [ packet | event ]  GVRP ҥ╪   ḓ ╪ḿ  Debugᵑ 

Ἓ /ẋ Ἓ  ѱѻ. 

GVRP ♬Ṓ ᾎ : 

switch#show gvrp statistics interface Tthernet0/1  

GVRP statistics on port Ethernet0/1  

GVRP Status: Enabled 

GVRP Failed Registrations: 0 

GVRP Last Pdu Origin: 0000.0000.0000 

GVRP Registration Type: Normal 

GVRP ♣⁵ Ữ  ♬Ṓ ᾎ :  

switch#show gvrp statu  

gvrp is enabled! 

 

 

 

 

  



12.1.4 ἒ♬ ₉Ⱡ 

Switch A₮ Switch B╥ VLAN ̯Ἓ ♬Ṓᵑ ҿ▀ ˭ ᵣөᴎᶔ Switch A₮ Switch B⁄Ἄ 

GVRPŋ  Ἓ   ὡ ▓ᾋѱѻ. Л √  ̯Ἓ╘ ѻ╛̓ ˉᾋѱѻ. 

 

1) Switch Aʺ Switch B₮ ⁷˺ Ѥ interface 8ᴛ Trunk ̯Ἓ ѱѻ. 

SwitchA_config_g0/8# switch mode trunk  

2) Switch A╥ ♣⁵ GVRPŋ  Ἓ  ѱѻ. 

SwitchA_config# gvrp  

3) Switch A╥ interface 8⁄ GVRPŋ  Ἓ  ѱѻ. 

Switch_config_g0/8# gvrp 

4) Switch A⁄ VLAN 10, 20, 30╙ ̯Ἓ ѱѻ. 

SwitchA_config# vlan 10  

SwitchA_config# vlan 20  

SwitchA_config# vlan 30  

5) Switch Bʺ Switch A₮ ⁷˺ӇѤ interface 9ᴛ Trunk ̯Ἓ ѱѻ. 

SwitchB_config_g0/9# switch mode trunk  

6) Switch B╥ ♣⁵ GVRPŋ  Ἓ  ѱѻ. 

SwitchB_config# gvrp 

7) Switch B╥ interface 9⁄ GVRPŋ  Ἓ  ѱѻ. 

SwitchB_config_g0/9# gvrp  

8) Switch B⁄ VLAN 40, 50, 60╙ ̯Ἓ ѱѻ. 

SwitchB_config# vlan 40  

SwitchB_config# vlan 50  

SwitchB_config# vlan 60  

̯Ἓ╪ ₰ᴮӇᶔ Switch A₮ Switch B⁄ VLAN ̯Ἓ ♬Ṓʺ ʻʻ ᾎ Ӌѱѻ. 

─ӎ ᾅ ,סּ) ╥ VLAN10, 20, 30, 40, 50, 60╙ ╬  ὡ ▓ᾋѱѻ)  



13◌ GMRP Ἇ♩ 

13-1◑ GMRP ἒ♬ 

13.1.1 ˌ⅝ 

GARP ᶁ ᾅ  Ӯᴜ ᴛ (GMRP)Ѥ GARP(Generic Attribute Registration 

Protocol)╙ ͙ḙ╖ᴛ ѱѻ. ᾅ─ ╥ ᶁ ᾅ  MAC Table╙ ┬ּת ̕ᵙ Ѥ 

GARP ᶉ ѱּ⁴ ╙צ ᶁ ᾅ  ᶉᾎּתʺ Ẅᴛӥ ᾅ  Ӈּת ᶣ ҵᴜ 

͙ ԅᶷ⁄ Л √  ▫∟╙ ♥– ѱѻ. ᶛӧ GMRPּת∟ ᾅ─ Ѥ ѻᵐ ᾅ─ ᴛ

Ṩ  ᶁ ᾅ  MAC לἵ Ӯᴜ ♬Ṓᵑ ὡᾐ  ὡ ▓╖ᶒ ⁄ ◓ ♇◑ӈ 

ᶁ ᾅ  MAC לἵ Ӯᴜ♬Ṓᵑ ⁴ ᴛ  ᶁ  ᾅ  MAC לἵ Ӯᴜ ♬

Ṓᵑ ҿ♠╖ᴛ ‰ҥ╪   ὡ ▓ᾋѱѻ. ҿᾎ⁄ GMRP ּת∟ ᾅ─ Ѥ ᴛ  ᶁ

ᾅ  MAC לἵ Ӯᴜ ♬Ṓᵑ ѻᵐ ᾅ─ ᴛ ṒЂ ὡ ▓ᾋѱѻ. 

13.1.2 ἒ♬ ▬‰ ᶜᴜ 

GMRP ἒ♬ ▬‰ ᶜᴜ╘ ѻ╛ ▬‰╪  Ӌѱѻ. 

· ͒ᴛḶ ἒ♬ ᶛӥ⁄Ἄ GMRP Ἓ  / ẋ Ἓ  

· ⁄Ἄ GMRP Ἓ  / ẋ Ἓ  

· GMRP ᶛѱ ᵠ ḓ ̕ᵙ 

13.1.2 GMRP ἒ♬ ᶜᴜ 

13.1.2.1 ͒ ᴛḶ ἒ♬ ᶛӥ⁄Ἄ GMRP Ἓ  / ẋ Ἓ  

͒ᴛḶ ἒ♬ ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ὡ  ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] gmrp  GMRPŋ  Ἓ /ẋ Ἓ  ѱѻ.  

No ᶘᴖ‡ᵑ ╪↔ ⁴ ͙ṕỮ ᴛ Ӈҹᵞѱ

ѻ. 

GMRPѤ ͙ṕ♠╖ᴛ ẋ Ἓ  ░ѱѻ. 

13.1.2.2  Port⁄Ἄ GMRP Ἓ  / ẋ Ἓ  

ἒ♬ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] gmrp  GMRPŋ  Ἓ /ẋ Ἓ  ѱѻ.  

No ᶘᴖ‡ᵑ ╪↔ ⁴ ͙ṕỮ ᴛ Ӈҹᵞѱ

ѻ. 

port⁄Ἄ GMRPŋ  Ἓ  ͙ ♣⁄ ͒ᴛḶ ἒ♬ᶛӥ⁄Ἄ GMRPŋ  Ἓ ᾕᾎ₡. ͎ᴅּת Ώ

╖ᶔ ╥ GMRP̋  ▬ҿ  .Ώᾋѱѻ. GMRPѤ Trunk Port⁄Ἄ ἒ♬ Ӈ‡‒ ѱѻ תּ

Port╥ GMRPѤ ͙ṕ♠╖ᴛ Ợ↔ ҵᴜ ἒ♬ Ӈ‡ ▓ᾋѱѻ. 



13.1.3.3 GMRP ᶛѱ ᵠ ḓ ̕ᵙ 

̕ᵙᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show gmrp statistics [interface 

port_list]  

GMRP ́ ♬Ṓᵑ ᾎ ѱѻ. 

show gmrp status  ͒ᴛḶ ᶛӥ⁄Ἄ GMRP ♬Ṓᵑ ᾎ ѱѻ. 

[no] debug gmrp [packet | event]  GMRP  ḓ ╪ḿ ╥ Debug ╬ ѱѻ. 

 

· GMRP ́ ♬Ṓ ᾎ Ͽ↔ 

switch# show gmrp statistics interface fastethernet0/6  

GMRP statistics on port FastEthernet0/6  

GMRP Status: Enabled 

GMRP Frames Received: 54 

GMRP Frames Transmitted: 27 

GMRP Frames Discarded: 0 

GMRP Last Pdu Origin: 1234.5678.9abc 

· ͒ᴛḶ ᶛӥ⁄Ἄ GMRP ♬Ṓ ᾎ Ͽ↔ 

switch# show gmrp status  

GMRP is disable 

13.1.4 ἒ♬ ₉Ⱡ 

ѻ╛ ͎ᵝ╘ Л √  ⁷˺╙ Ṓ⁴ּׁשѱѻ. 

 

 

ᾅ─ A╥ VLAN ̯Ἓ♬Ṓᵑ ᾅ─ B╥ VLAN ̯Ἓ♬Ṓ₮ ҿ▀ ˭ ᵣөᴎᶔ ᾅ

─ A ḓ ᾅ─ B⁄Ἄ GMRPŋ  Ἓ  ᾕᾎ₡. ̯Ἓ╘ ѻ╛̓ ˉᾋѱѻ. 

1) ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ͒ᴛḶᶛӥ⁄Ἄ ᾅ─ A╥ GMRPŋ  Ἓ  ѱѻ. 

switch_config# gmrp  

2) ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ᾅ─ A╥ 8Ḵ ⁄Ἄ GMRPŋ  Ἓ  ѱѻ. 

switch_config_f0/8# gmrp  

3) ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ͒ᴛḶᶛӥ⁄Ἄ ᾅ─ B╥ GMRPŋ  Ἓ  ѱѻ. 

switch_config# gmrp  

4) ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ᾅ─ B╥ 9Ḵ ⁄Ἄ GMRPŋ  Ἓ  ѱѻ. 



switch_config_f0/9# gmrp  

5) ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ ᾅ─ B╥ 10Ḵ ⁄Ἄ GMRPŋ  Ἓ  ѱѻ. 

switch_config_f0/10# gmrp  

6) ᾅ─  B╥  ⁷˺  10⁄Ἄ ᾅ─  Bᴛ gmrp join ᶉᾎּתᵑ ṒЄѱ

ѻ. ᶉᾎּת⁄ Ӯᴜ ӈ ᶁ  ᾅ  MAC לἵѤ 01.00.00.00.00.99░ѱѻ. 

7) ᾅ─  A╥ ᶁ  ᾅ  MAC לἵ ╪ẇ╙ ╬ ⁴ MAC לἵ 

01.00.00.00.00.99⁄ ҍ  ᴆ ӥᵑ ᾋѱѻ. 

Note: 

1) ᾅ─ A╥ 8╪ ἶ  VLAN̓ ᾅ─ B╥ 9╥ VLAN╘ ᶛӎ ҿ▀  

VLAN╙  ѱѻ. Ἄᴛ ѻᵐ VLAN╘ Ἄᴛ ֹו♪ ᾐ╙  ὡ ′ᾋѱѻ. 

ᶛӧ ╪ᵾʺ ꜙᴮӇ͙ ♣⁄ ᾅ─ A⁄Ἄ ᶁ ᾅ  MAC לἵ ╪ẇ╙ ╬ ᾕᾎ₡. ὺ

˭ ̕   ὡ ▓ҵᴜ garp timer leaveall ╙ ᾒ ⁴ ӎ ᾅ─ ╥ ꜙᴮ ╪ᵾ ᾎʼ ̓ ˃╙ 

ҿᾎ⁄ ּשʺ ᾎ ѱѻ. (͙ṕ˃: 10 ) 

  



14◌ IGMP-Snooping Ἇ♩ 

14-1◑ IGMP-snooping  ἒ♬ 

14.1.1 IGMP-snooping  ἒ♬ ᶜᴜ 

IGMP-snooping╥ ▐ᶴѤ VLAN̓ ͎ᴹ לἵ ʼ╥ ́̕ᵑ ┬ּת ̆ Multicast  ṉ˿

̓ ҿᾎ⁄ ‰ҥ╪ ⁴ multi -Layer ͎ᴹ╥ ᴛּת ̯ⱳ⁄ ӻג Layer2 ᾅ─ ʺ 

ҥ╪ ᵑ ♣Ҁ  ὡ ▓˭ Ѥ ˦░ѱѻ. 

IGMP-snooping╥ ל⅝ ͙ѫ╘ ѻ╛̓ ˉᾋѱѻ. 

· Listening IGMP message 

· VLAN̓ ͎ᴹלἵ ʼ╥ ⁷˺ ╪ẇ╙ ┬ּת ̕ᵙ ѱѻ. 

· Flooding╪ ḛỸ Ώҵᴜ ᾅ תּ ╥ IGMP entity₮ Router╥ IGMP entityᵑ 

ҿ▀  Ữ ᴛ ┬ּת ѱѻ. 

 

Note. 

IGMP-snooping╘ query messageŋ  Ө̆ IGMP╥ ᶉᾎּתᵑ Ṓ̆ ─╥ ͙ѫ╙ ▬

ҿ ͙ ԅᶷ⁄ IGMP-snooping╘ Multicast router ⁄Ἄ ▬ҿ  ԅᶷ Ⱡҍᴛ ▬ҿ 

 ὡ ▓ᾋѱѻ. ּס, ᾅ─ Ѥ ͙ל♠╖ᴛ ג↕ ⁄Ἄ IGMP query ♬Ṓᵑ ὡᾐ

‒ ѱѻ. IGMP-snooping╥ router-age timerѤ IGMP-snooping╙ ⁷˺ Ѥ 

Multicast router ╥ query ᾎʼ Ṓѻ  ᾎʼ ˃╖ᴛ ἒ♬ Ӈ‡‒ ѱѻ. ŗshow ip 

igmp -snoopingŘ╙ ᾒ ⁴ ʻ VLAN╥ Multicast router ♬Ṓᵑ ╬  ὡ ▓ᾋ

ѱѻ. 

· VLAN⁄ IGMP-snooping ἒ♬ Ἓ /ẋ Ἓ  

· VLAN⁄ Static Multicast לἵ ʺ / ợⱠ 

· VLAN╥ ⱠΩ ἒ♬ 

· Ӯᴜӈ ҍỮ לἵ ′╪ Multicast ᶉᾎּתᵑ ᵠ Ѥ ͙ѫ ἒ♬ 

· IGMP-snooping╥ Router-age ἒ♬ 

· IGMP-snooping╥ ╞҆ᾎʼ ╪ᵾ ̯Ἓ 

· IGMP-snooping╥ ᵙ ▬Ἓ ἒ♬ 

· IGMP-snooping╥ ᶛѱ ᵠ ḓ ̕ᵙ 

· IGMP-snooping ἒ♬ ₉Ⱡ 

14.1.1.1  VLAN⁄ IGMP-snooping ἒ♬ Ἓ /ẋ Ἓ  

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ᾒ  ᾕᾎ₡. 



ᶘᴖ‡ ἒᶘ 

[no] i p igmp -snooping [vlan vlan -id]  VLAN⁄ igmp -snooping╙ Ἓ  ѱѻ. 

no ᶘᴖ‡ᴛ ͙ṕἒ♬╖ᴛ ѱѻ. 

VLAN╙ ּת♬ ỸἛӈ VLAN╙ ⁴ ᾎᾅ ⁄אΏ╖ᶔ Ϯַ תּ ╥ ᶛӧ 

VLAN╙ Ἓ  ˞Ϯ ẋ Ἓ   ὡ ▓ᾋѱѻ. ͙ṕ ἒ♬⁄Ἄ ip igmp -

snooping  ᶘᴖ╪ ̯Ἓӈ ˦ ᴀ VLAN╥ IGMP-snooping╪ Ἓ  Ӌѱѻ. 

Note: IGMP-snooping╘ ҍ 16ˌ╥ VLAN⁄Ἄ ᾒ  Ӊ ὡ ▓ᾋѱѻ. 

VLAN3⁄Ἄ IGMP-snooping╙ Ἓ  ᴎᶔ ᶀ♇ no ip igmp -snooping╙ ᾒ

⁴ ᶛӧ VLAN╥ IGMP-snooping╙ ẋ Ἓ   ѻ╛ ip igmp -snooping 

vlan3╖ᴛ ἒ♬   ♇◑ ‒ ѱѻ. 

14.1.1.2  VLAN⁄ Static Multicast לἵ ʺ / ợⱠ 

IGMPᵑ ּת∟ ΏѤ ᾅ תּ Ѥ static multicast לἵᵑ ἒ♬ ⁴ ҉ 

multicast  ᶉᾎּתᵑ ὡᾐ  ὡ ▓ᾋѱѻ. 

͒ᴛḶᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping vlan vlan_id 

static A.B.C.D interface intf  

VLAN⁄ static m ulticast לἵᵑ ἒ♬ ѱѻ. 

no ᶘᴖ‡ᴛ ἒ♬╙ ợⱠ ѱѻ. 

 

14.1.1.3 VLAN╥ ⱠΩ ἒ♬ 

Ἓ╖ᴛ ⱠΩʺ ⅝  VLAN╪ ̯Ἓӈ ˿↕ ᾅ─ Ѥ ⱠΩ ᶉᾎּתᵑ Ḛ╘  

Multicast Group ╥  ᶜᴜ⁄Ἄ ᵑ ợⱠ  ὡ ▓ᾋѱѻ. ӻגἌ ᾅ─

Ѥ ╪ᵾʺ ѻᵐ ᾅ ʺ Multicast⁄  Ӈ͙ᵑ ͙ѻᵜ ⅝ʺ ′ᾋѱѻ. 

ˉ╘ ⁄ ▓Ѥ ѻᵐ ᾅ ʺ ˉ╘ ͎ᴹ⁄ ἶ  ▓̆ Ợ↔▫ʺ ͎ᴹ╙ ԎϮ

̆ ᾘּת Ώ╘ ˿↕ ╪ Ợ↔▫╥ Multicast  ᾐ⁄ ₅  ╪ .ὡ ▓ᾋѱѻ ת ╙

˿↕ ⱠΩ ἒ♬ ͙ѫ╙ Ợ↔  ὡ ′ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping vlan vlan_id 

immediate -leave 

VLAN╥ ⱠΩ ἒ♬╙ ̯Ἓ ѱѻ. 

no ᶘᴖ‡ᴛ ἒ♬╙ ợⱠ ѱѻ. 

VLAN╥ ⱠΩ ἒ♬╘ ͙ṕ♠╖ᴛ ẋ Ἓ  Ӈ‡ ▓ᾋѱѻ. 

14.1.1.4 Ӯᴜӈ ҍỮ לἵ ′╪ Multicast ᶉᾎּתᵑ ᵠ Ѥ ͙ѫ ἒ♬ 

Multicast  ᶉᾎּת ҍỮ╙ ╙ ὡ ′╖ᶔ (DHL, ҍỮלἵʺ igmp -snooping╙ 

 ᾅ─  ἥ⁄ ӮᴜӇּת Ώ╛) ͙ṕ ᵙ Ḣḹ╘ VLAN╥ ᶛӧ ⁄Ἄ 

ᶉᾎּתᵑ ṒϿѤ ˦░ѱѻ. ἒ♬╙  ᴛἝᾅ Ḣḹ╙ ṉ˿  ὡ ▓ᾋѱѻ. 

ᶜ♠ּל תἵʺ ‡Ԑ ⁄ҵ ӮᴜӇּת Ώ╘ ᶛӧ Multicast  ᶉᾎּתѤ ợⱠ Ӌ

ѱѻ. 



ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping dlf -frames filter  VLAN╥ ⱠΩ ἒ♬╙ ̯Ἓ ѱѻ. 

no ᶘᴖ‡ᴛ ἒ♬╙ ợⱠ ѱѻ. 

Note: 

1) ᶛӧ VLAN⁄ ҍ  ἶἛ╪ ̯ἛӋѱѻ. 

2) ╪ ┬ ╥ ᶉᾎּתᵑ ᵙ ͙ ─  ᾅ─ ╥ ͙ṕ╘ Forward ░ѱѻ. 

(╪ ┬ ╥ ᶉᾎּתѤ VLAN Ͽ⁄Ἄ Ẅᴛӥ ᾅ  Ӌѱѻ.) 

14.1.1.5  IGMP-snooping╥ Router-age ἒ♬ 

Router-age ╪ᵾѤ IGMP query╥ Ợ↔ ⁴Ṩᵑ ᶛѱ ᵠ Ѥҥ Ợ↔Ӌѱѻ. 

IGMP ᶉᾎּתᵑ ṒϿ Multicast addressᵑ ┬ּת ѱѻ. IGMP-snooping╘ IGMP 

query ₮ ᾅ  ʼ╥ ᾐ╙  ▬ҿ ѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping timer router -

age timer_value 

IGMP-snooping╥ Route-Age˃╙ ̯Ἓ ѱ

ѻ. 

no ᶘᴖ‡ᴛ ͙ṕ˃╖ᴛ ѻᾎ ᾎ▬ ѱѻ. 

Note. 

╪ᵾ ἒ♬ Ḣḹ╘ IGMP ⅝ ▫₮ ⅝  ᾎʼ ἒ♬╙ ⱳ ᾕᾎ₡. 

╪ᵾѤ ᵙ ͙ʼṒѻ ▬˭ ἒ♬  ὡ ′ᾋѱѻ. ╪ᵾѤ ᵙ ͙ʼ╥ ἝḤ

ᴛ ἒ♬ Ѥ ˦╪ ꜜᾋѱѻ. IGMP-snooping╥ Router-age ͙ṕ˃╘ 260  ░ѱ

ѻ. 

14.1.1.6 IGMP-snooping╥ Response Time ╪ᵾ ἒ♬ 

Response Time ╪ᵾѤ IGMP ⅝ ▫ʺ ᶉᾎּתᵑ ṒЁ  ᾅ ʺ Multicast

ᵑ Ṓ̆ Ѥ Ữ  ᾎʼ░ѱѻ. ╪ᵾʺ ּתϱ  Ṓ̆Ἄ ᶉᾎּתʺ ὡᾐӇּת Ώ

╖ᶔ ᾅ─ Ѥ Multicast לἵᵑ ợⱠ ѱѻ. 

͒ᴛḶ ᶛӥ⁄Ἄ ѻ╛ ἒ♬╙ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping timer response -

time timer_value  

IGMP-snooping╥ ╞҆ᾎʼ ˃╙ ἒ♬ ѱ

ѻ. 

no ᶘᴖ‡ᴛ ͙ṕ˃╖ᴛ ѻᾎ ᾎ▬ ѱѻ. 

 

Note. 

╪ᵾ ˃╘ Ўᶴ ▬╖ᶔ Multica st ᾐ╪ ṬΌ♬ ︡ѱѻ. IGMP-snooping╥ 

╞҆ᾎʼ ͙ṕ˃╘ 10 ᴛ ἒ♬ Ӈ‡▓ᾋѱѻ. 



14.1.1.7 IGMP-snooping╥ querier  ἒ♬ 

IGMP-snooping╪ Ἓ  ӈ VLAN⁄ ᶁ  ᾅ ↕ג  ʺ ′╖ᶔ IGMP-

snooping╥ querier ͙ѫ╙ Ợ↔ ⁴ ᶁ  ᾅ ↕ג  ᵑ ᶛḢ ⁴ IGMP 

querier ᶉᾎּתᵑ ♬͙♠╖ᴛ ♣Ἶ  ὡ ▓ᾋѱѻ. (╪ ͙ѫ╘ ♣ ⁄ ♠↔Ӌѱ

ѻ. ּס, IGMP-snooping╪ ♣  ♠↔╖ᴛ Ἓ  ӈ VLAN⁄Ἄ Ἓ  ֞Ѥ ẋ

Ἓ   ὡ ▓ᾋѱѻ.) 

ᶁ  ᾅ ↕ג  ʺ LAN⁄ Ⱶ◓ Ώ̆ ᶁ תּ  ᾅ  ᵒ⁄ ג↕ ╪ 

⅝ ─Ώ╘ ˿↕ IGMP-snooping╙  ᾅ תּ ╥ ▫ҿ querier ͙ѫ╙ Ἓ

  ὡ ▓╖ḃᴛ IGMP-snooping╪ Ⱡҍᴛ ▬ҿ ѱѻ. 

͒ᴛḶ ἒ♬ ᶛӥ⁄Ἄ ѻ╛ ̯Ἓ╙ ὡ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

[no] ip igmp -snooping querier 

[address [ip_addr]  

IGMP-snooping╥ querierᵑ ̯Ἓ ѱѻ. ἐ

♠ ᵰˌ ṉὡ addressѤ ⱳ  ᶉᾎּת╥ ἵ

ᾅ IP לἵ░ѱѻ.  

no ᶘᴖ‡ᴛ ͙ṕ˃╖ᴛ ѻᾎ ᾎ▬ ѱѻ. 

IGMP-snooping╥ querier ͙ѫ╘ ͙ṕ♠╖ᴛ ẋ Ἓ  Ӈ‡▓ᾋѱѻ. 

ʺ  ᵙ ᶉᾎּת╥ IPלἵ╥ Default˃╘ 10.0.0.200 ░ѱѻ. 

Note. 

querier ͙ѫ╪ Ἓ  Ӈᶔ VLAN⁄ ᶁ ᾅ ↕ג  ʺ ▓Ѥ ˿↕ ҉ ͙ѫ

╪ ẋ Ἓ  Ӌѱѻ. ᶁ ᾅ ↕ג  ʺ ᾎʼ ̓Ӈᶔ ͙ѫ╪ ▫ҿ Ἓ  

Ӌѱѻ.. 

14.1.1.8  IGMP-snooping╥ ᶛѱ ᵠ ḓ ̕ᵙ 

ᶘᴖ‡ ἒᶘ 

show ip igmp -snooping  igmp -snooping  ἒ♬ ♬Ṓᵑ ᾎ 

show ip igmp -snooping timer  igmp -snooping╥ ᾎʼ ♬Ṓᵑ ᾎ. 

show ip igmp -snooping groups  igmp -snooping╥ ᶁ ᾅ  ͎ᴹ⁄ ҍ  

♬Ṓᵑ ᾎ 

show ip igmp -snooping statistics  igmp -snooping⁄ ҍ  ́ ♬Ṓᵑ ᾎ 

[ no ] debug ip igmp -snooping 

[ packet | timer | event | error ]  

igmp -snooping╥ , ᾎʼ, ╪ḿ  ╥ױ⁄ ,

ᾎᵑ Ἓ  ḓ ẋ Ἓ  ѱѻ. 

  



15◌. 802.1x  Ἇ♩ 

15-1◑ 802.1x ἒ♬ 

15.1.1 802.1x ἒ♬ ᶜᴜ 

· 802.1x  ╬ּש ἒ♬ 

· 802.1x ѻַשּ╬  א ἒ♬ 

· 802.1x ID ╬ּש ҍ ᾎʼ ἒ♬ 

· 802.1x ◓ ╬ּש ἒ♬ 

· 802.1x ♣Ἶ ẍҵ ἒ♬ 

· 802.1x Ợ↔▫ ḕ╬ӹ ἒ♬ 

· 802.1x ⁄ ҍ  ♬Ḣḹ ἒ שּ╬ 

· 802.1x ⁄ ҍ ┬ שּ╬   ἐ  ḓ ἒ♬ 

· 802.1x ́♬ ἒ♬ 

· 802.1x Guest VLAN ἒ♬ 

· ѻַא Л √  ӥ Ợ↔╙ Ḣּת ἒ♬ 

· ͙ṕ 802.1x ἒ♬ ḓ ѻᾎ ᾎ▬ 

· 802.1x ╬ּש ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

 

15.1.2  802.1x ἒ♬ 

15.1.2.1  802.1x  ╬ּש ἒ♬ 

802.1xѤ ˆⱠ ╬ּש ᾍ╬, ὡ ╬ּש ˞Ṩ, 802.1x╬ּש ᾎ▬ Ӯ╥ Ἕʺּת Ⱡ‡ Ḣḹ╙ 

♬╥ ѱѻ. ὡ ╬ּש ᾍ╬╪ה ʺ ╪Ḉ ╬ּש╙ ̓ ╛╙ ╥Ḉ ѱѻ. Ѥ 

җ ╪Ữ ╬ּש╪ ⅝ ╪Ώ╖ᶒ, ᶛӧ Ợ↔▫Ѥ ᵑ  ҥ תּ   Ἕᾅ Ⱡ‡ᵑ 

ὡ  ὡ ▓ᾋѱѻ. ╬ּש Ḣḹ╪ ⁄ ╥  ˁ Ӌѱѻ. ˆⱠ ╬ּש ˞ṨѤ ‡Ԏ  

ꜙᵆ╥ Ḣḹ╪ ♠↔Ӈ‡ҵ  ╬ּש╪ ̓Ӈּת Ώ╛╙ ╥Ḉ ѱѻ. ᵑ  ҥ

╪   Ἕᾅ Ⱡ‡ᵑ ὡ  ὡ ′ᾋѱѻ. 802.1x╬ּש ᾎ▬╪802.1 ʺ הx╬ּש ᴛ

╙ ᾒ Ѥ ˦╙ ╥Ḉ ѱѻ. ⁄  Ἕᾅ Ѥ Ợ↔▫⁄˭ 802.1x╬ּש╪ ♠↔

Ӌѱѻ. ╬ּש╙ ̓  Ợ↔▫ᵣ╪ ᵑ  ҥ╪   Ἕᾅ Ⱡ‡ᵑ ὡ  ὡ ▓ᾋ

ѱѻ. 802.1x╬ּש╙ ᾎ▬  ⁄Ѥ AAA╬ּש Ḣḹ╙ ̯Ἓ ‒ ѱѻ. 

802.1xŋ  ̯Ἓ ͙ ♣⁄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ 802.1x͙ ѫ╙ ᾒ ᾕᾎ₡. 

 



ᶘᴖ‡ ἒᶘ 

dot1x enable  802.1xŋ  Ἓ   

ѻ╛ ᶘᴖ‡ᵑ ᾒ ⁴ 802.1x╬ּש╙ ᾎ▬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x port -control auto  ⁄Ἄ 802.1x ᴛ Ⱡ‡ Ḣḹ╙ ἒ♬ 

aaa authentication dot1x {default |  list 

name} method  

AAA ╬ּ802.1 ╙שqᴛ ἒ♬ 

 ἒ♬ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ ַא Ϯᵑ ᾒ ⁴ 802.1x Ⱡ‡Ḣḹ╙ ἐ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1 x port -control auto  802.1x ╬ּש╙ Ḣḹ╙ ᾎ▬ 

dot1 x port -control force -authorized  ˆⱠ  ╬ּש╙ ᾍ╬ 

dot1 x port -control force -unauthorized  ˆⱠ  ╬ּש╙ Ⱡ 

 

15.1.2.2  802.1x ѻַשּ╬  א ἒ♬ 

802.1x╬ּש╘ Ѿ▀ ᾅ  Ợ↔▫╥ ╬ּש╙ ─  ˦░ѱѻ. ╪ ˿↕ ᾅ─ ᵑ Ợ↔

ᶔ ᶘ╥ Ợ↔▫ᵣ ╬ּש ḓ  Ἕᾅ Ⱡ‡ᵑ ὡ  ὡ ▓ᾋѱѻ. ╪♣ Ợ↔▫ʺ ╬ּש 

ḓ  Ἕᾅᵑ ꜙᴮ  ʺ .ḓ  Ἕᾅ  ὡ ′ᾋѱѻ שּ╬ ʺ▫↔Ώ╖ᶔ ѻᵐ Ợ תּ

802.1xᾅ─ ᵑ ּת∟ ─ΏѤ ᾅ תּ  Ӱḕ╪ᾅᵑ  ᵑ ⁴ױ ᾅ ⁄ ⁷˺

Ѥ ˿↕ ⁴ױ   Ἕᾅ ͙ѫ╙ ᾎ▬ ⁴ ᶛӧ ᾅ  Ợ↔▫ʺ  Ἕᾅ  ὡ ▓ҵ

ᴜ  ὡ ▓ᾋѱѻ. ʺ 802.1x ᾅ ─ᴛ ̯Ἓӈ  ╪ ᾅ╖שּ╬  Ѥ ⁴ױ ᾅ

 Ợ↔▫ᵑ ╬ּש ѱѻ. ╬ּש╪ ᾍ╬Ӈᶔ ᾅ ʺ ᾅ─ ᵑ   Ἕᾅ  ὡ ▓ᾋ

ѱѻ( ᾅ ╥ MACלἵѤ Ⱡ‡↔╖ᴛ Ợ↔ӊ). ╪ᴝ♠╖ᴛ 802.1xѤ ᾅ  Ợ↔▫ ὡ

ᵑ Ⱡ  ὡ ′ᾋѱѻ. Ợ↔▫ʺ Ợ↔▫╥ MACלἵᵑ  Ợ↔▫ ╬ּש╙ Ⱡ‡ ͙ 

ԅᶷ⁄ ᾅ  Ợ↔▫╥ ὡѤ ᾅ─ ╥ MACלἵ ╪ẇ╥ ͙⁄ ӻג Ⱡ Ӌѱѻ. 

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ 802.1xѻַא ᾅ Ἓ ╙שּ╬ 

ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x multiple -hosts 802.1x╥ ѻַשּ╬  א╙ ἒ♬ 

 

15.1.2.3 802.1x ID ╬ּש ҍ ᾎʼ ἒ♬ 

802.1x╬ּש ᾎ▬ ֞Ѥ 802.1x╬ּש╙ ѻᾎ ὡ ᶔ 802.1x̋  ˭ᾅ  ᾅ ⁄ ID╬ּש 

⅝ ╙ ♣Ἶ ѱѻ. Л √  ᶷⱠʺ ḛỸ ⁴ ⅝  ᶉᾎּתʺ ợⱠӇ˞Ϯ ּ⁷תӇᶔ ⅝

̯ Ợ  ᶉᾎּתʺ ѻᾎ ♣ἾӋѱѻ. ᶉᾎּתʺ ♬ ᾎʼ⁄ ḛỸ ᶔ ᶉᾎּתᵑ ṒϿ͙ 

─  802.1x,stopַתּא ḓ ID╬ּש╪ ᾒ ѱѻ. ѻᵐ Л √  ⱳˠ⁄ ӻג ID╬ּש ⅝

╥ ҍ ὡᵑ ◓ἒ♬ ╥ ⁄ἌḲ שּ╬ ʺἌḲ שּ╬ ⁴ ╬ תӇ‴Ѥּשּ╬   ὡ 

▓ᾋѱѻ. 

╬ ╪ᾅ ̯Ἓ ᶘᴖ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ID╬ּש ⅝ ╥ ҍ ᾎʼ╙ ἒ♬



ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x max-reg [count]  802.1x ID╬ּש ⅝  ҍᾎʼ ἒ♬ 

 

15.1.2.4  802.1x ◓ ╬ּש ἒ♬ 

Ḵ …╪ג ᾍ╬Ӈᶔ ╪שּ╬  ╥ ḹἛ╙ Ṓ◑ ͙ ─ …╪ג  ʺ ♬ ᾎ

ʼᵡѻ ╬ּשӋѱѻ. ╪ ˿↕⁄Ѥ ◓ ╬ּש ͙ѫ╙ Ἓ ‒ ѱѻ. ѻᾎ ╬ּש ͙ѫ

╙ Ợ↔ ҵᴜ ἒ♬   802.1x̋ ⅝ שּ╬ ᴛ╖♠͙ל  ╙ ᾅ ⁄ ♣Ἶ ѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ѫ╙ ̯Ἓ͙ שּ╬ ◓ ⁴  ὡ ▓ᾋѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1 x re-authentication ѫ╙ Ἓ͙ שּ╬ ◓   

dot1 x timeout re-authperiod  time  ♬ʼ╙ ἒ͙ שּ╬ ◓ 

dot1x reauth -max time  ѻᾎ ╬ּש╪ ᾒ  ˿↕ ◓ᾎҵ ὡ ἒ

♬ 

 

15.1.2.5  802.1x ♣Ἶ ẍҵ ἒ♬ 

802.1x╬ּש ᴛἝᾅ⁄Ἄ ҥ╪  ᾅ ʺ ᾅ ᴛ ♣ἾӋѱѻ. ᾅ  ╞҆╪ Ἓ̑

♠╖ᴛ ₰ᴮӇҵᴜ 802.1x♣Ἶ ẍҵᵑ Ⱡ‡ ⁴ ҥ╪  ♣Ἶ╙ ⱳ♬  ὡ ▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ ♣Ἶ ẍҵᵑ ̯Ἓ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x timeout tx -period [time]  802.1x ╥ ♣Ἶ ẍҵᵑ ἒ♬ 

 

15.1.2.6  802.1x Ợ↔▫ ḕ╬ӹ ἒ♬ 

802.1x╬ּש╙ ὡ  ԅ Ợ↔▫ᵑ ♬ ⁄ ḕ╬ӹ ⁴   Ἕᾅ ṒΌ╙ 

Ṓ◑  ὡ ▓ᾋѱѻ. ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ 802.1xỢ↔

▫ ḕ╬ӹ╙ ᾎ▬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x user-permit [xxxyyy]  ⁄ ḕ╬ӹ  Ợ↔▫ᵑ ἒ♬ 

 

 

15.1.2.7  802.1x ⁄ ҍ  ♬Ḣḹ ἒ שּ╬ 

802.1x╬ּש╘ Ἄᴛ ѻᵐ ⁄Ἄ Ἄᴛ ѻᵐ Ḣḹ╖ᴛ ὡ  ὡ ▓ᾋѱѻ. ͙ṕ ̯Ἓ

⁄Ἄ 802.1x╬ּש╘ ͙ṕ ᶉἌӥᵑ Ợ↔ ѱѻ. ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ 

ᾒ ⁴ 802.1x╬ּש Ḣḹ╙ ̯Ἓ ѱѻ. 



ᶘᴖ‡ ἒᶘ 

dot1x authentication method  [xxx] 802.1x ╬ּש Ḣḹ╙ ἒ♬ ѱѻ. 

 

15.1.2.8  802.1x ⁄ ҍ ┬ שּ╬   ἐ  ḓ ἒ♬ 

802.1x╬ּש╥ ┬ ╙ ἐ  ὡ ▓ᾋѱѻ. 802.1x╬ּש ┬ ╘ AAA╬ּש╪ CHAP╬ּש ֞

Ѥ Eap╬ּש╙ Ợ↔ Ѥּ⁴ תṨᵑ ˺♬ ѱѻ. Eap╬ּש╘ MD5ʺ ּת∟ Ѥ ᶛӥ₮ ҍ

͙ ᶛӥᵑ ּת∟ ѱѻ. CHAP╬ּש╪ ӈ ˿↕⁄Ѥ CHAP╬ּש╪ ᴛ ⁄Ἄ ỸἛӇ̆ 

CHAP╬ּש╪ Ӊ ԅ ╬ּש ἌḲ⁄Ἄ ᶷⱠʺ ḛỸ ѱѻ. ʻ Ѥ Ϯ╥ ╬ּש ┬

ᵣ Ợ↔ ѱѻ. ͒ᴛḶ ̯Ἓ╥ ╬ּש ┬ ╘ ͙ṕ♠╖ᴛ Ӌѱѻ. ʺ ╬ּש ┬

╖ᴛ ἒ♬ӈ ⁄Ѥ ͙ṕ ˃╙ ѻᾎ ᾒ ┬ שּ╬ ʺ Ώ╖ᶔ תּ ╙ Ợ↔ ⁴ 

┬ שּ╬ ╙ Ợ↔ ѱѻ. Eaff-tisѤ ♣▫ ╬ּשἌᵑ ╬ּ₅ ש◑╖ᴛ ʺⱨʺ̆, ṉ  ́  

ṒΌ(tls)╥ ӥ ἱ╪  ͋ ὡר ╙ ѱѻ. ӻגἌ ṒΌ╪ Ṓ◑Ӌѱѻ. 

͒ᴛḶ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ┬ שּ╬ ⁴ ╙ ̯Ἓ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

dot1x authen -type {chap  | eap} CHAP ֞Ѥ EAP ᴛ ἒ♬ ѱѻ. 

֞  ╬ ╪ᾅ ἒ♬ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x authentication type {chap  | eap} ͒ᴛḶ ᶛӥ⁄Ἄ CHAP ֞Ѥ EAPᴛ ╬ּש 

┬ ╙ ἐ  ѱѻ. 

 

15.1.2.9  802.1x ́ụ ἒ♬ 

802.1x╬ּש ḓ 802.1x́ ụѤ ҿᾎ⁄ ὡ  ὡ ▓ᾋѱѻ. ▬ҿ ᶉ ѱּצ╪ ᾍ╬ӈ ˿

╬ שּ╬ ╪ѫ͙ שּ╬ ,↕ ╪ᾅ⁄Ἄ Ἓ Ӈ‴Ѥּ⁴ תṨᵑ Ѿ ̆, ́ụ ὡʺ 

Ἓ ӈ ˿↕ AAA╬ ╪ᾅᵑ  ́ụ ⅝ ╙ ♣Ἶ ѱѻ. AAA╬ ╪ᾅʺ Ἓ

̑♠╬ ⅝ ╙ ♣Ҁ  ὡ ▓ᾋѱѻ. ́ụ╘ AAAᶛӢ⁄ ̯Ἓӈ ѻ‚  ́ụ Ḣḹ╙ 

 ὡ ▓ᾋѱѻ. ▫Ἕ  Ͽ↔╘ AAA̯Ἓ╙ ⱳ ᾕᾎ₡. ́ụ╪ ᾎ▬ӈ , ▫ᵢ╘ 

♬  ́ụ ♬Ṓᵑ ─ ͙‫  AAA╬ ╪ᾅᵑ  ἌḲᴛ ‰ҥ╪  ᶉᾎּתᵑ ♬

͙♠╖ᴛ ♣Ἶ ѱѻ. AAA̯Ἓ⁄ ӻג AAAᶛӢ╪ ‰ҥ╪  ᶉᾎּתᵑ ṒЂּ⁴ תṨᵑ 

˺♬ ѱѻ. ҿᾎ⁄ ᾅ─ ʺ ẋ♬Ữ♠╖ᴛ ẋ♬Ữ♠▀ ԅѤ ᾅ─ ʺ ♬Ữ♠╖ᴛ ▬

ҿ  ὡ ▓ҵᴜ ͙ 

─  X1╬ּש ͙ѫ╙ Ợ↔ ҵᴜ ἒ♬ ‒ ѱѻ. 

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ dot1 x́ụ╙ Ἓ ̆ ́ụ Ḣḹ

╙ ̯Ἓ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x accounting enable  802.1x ́ụ╙ Ἓ ѱѻ.  

dot1x accounting method {method 

name} 

́ụ Ḣḹ╙ ἒ♬ ѱѻ. 



 

15.1.2.10  802.1x Guest VLAN ἒ♬ 

Guest-VLAN╘ ג╪… ʺ ╞҆ …╪ג Ώ╙ ԅ תּ  ἵ ≢‡╥ ▀Ṩ  

Ἕᾅ ̾ (₉: …╪ג  ἵ ≢‡ ѻ⇔ᴛӥ)ᵑ Ⱡ̑ ѱѻ. Guest-VLAN╘ ᾎᾅ

⁄ ̯Ἓ Ӈ‡▓╙ ὡ ▓ᾋѱѻ. 

ᾒ שּ╬ :̆  ᶔ  Ἕᾅ ̾ ╪ ′ᾋѱѻ. 

♣⁵ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ˭ᾅ -vlan╙ Ợ↔ ҵᴜ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x guest -vlan ᶛӧ ⁄ Guest-VLAN╙ ἒ♬ 

ʻ ⁄Ἄ Gust-VLAN ID╥ ˃╪ 0╪ᶔ Guest-VLAN╪ ͒ᴛḶ ᶛӥ⁄Ἄ Ἓ  

Ӈ‡▓җגҵ Guest-VLAN╪ ▬ҿ  Ώ╙ ὡ ▓ᾋѱѻ.  ἒ♬ ᶛӥ⁄Ἄ תּ

Guest-VLAN IDʺ ̯Ἓӈ ˿↕⁄ᵣ Guest-VLAN╪ ҿ▬  ὡ ▓ᾋѱѻ. 

 ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ Guest-VLAN IDᵑ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x guest -vlan {id(1-4094)} ҉ ⁄ Guest-VLAN╙ Ợ↔ ҵᴜ ἒ

♬ 

 

15.1.2.11  ѻַא Л √  ӥ Ợ↔ Ḣּת ἒ♬ 

ѻὡ╥ Л √  ‡Ғ ᵑ Ợ↔ ⁴ ⁄╪♣ ᵑ Ḣּת ѱѻ.  ἒ♬ ᶛӥ⁄Ἄ 

ѻ╛ ᶘᴖ‡ᵑ ᾒ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x forbid multi -network-adapter ѻὡ╥ Л √  ‡Ғ ᵑ Ợ↔ ҵᴜ ἒ

♬ 

 

15.1.2.12  ͙ṕ 802.1x ἒ♬ ḓ ѻᾎ ᾎ▬ 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᶛӧ ͒ᴛḶ ̯Ἓ╙ ͙ṕ ̯Ἓ╖ᴛ ◓ᾎ▬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

dot1x default  ᶛӧ ͒ᴛḶ ̯Ἓ╙ ͙ṕ ̯Ἓ╖ᴛ ◓ᾎ▬ 

 

15.1.2.13  802.1x ╬ּש ἒ♬ ḓ Ữ  ᶛѱ ᵠ 

802.1x╬ּש╥ ̯Ἓ ḓ Ữ ᵑ ᶛѱ ᵠ ̆ ⱳ♬ ‒ Ѥ 802.1x ᵰˌṉὡᵑ 

╬ ᴎᶔ ̕ᵙᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show dot1x {interface ŏ.. } 802.1x ╬ּש╥ ̯Ἓ ḓ Ữ ᵑ ᶛѱ ᵠ 



 

15.1.2.14  802.1x ἒ♬ ₉Ⱡ 

ᾅ AѤ ᾅ─ ╥ F0/10 ⁄ ⁷˺ ѱѻ. ᾅ BѤ F/0/12 ⁄ ⁷˺ ѱѻ. 

ᶴἐ ἌḲ ᾅ ╥ IP לἵѤ 192.168.20.2 ░ѱѻ. Radius ἒ♬ Key˃ ╘ TST ░ѱѻ. 

Port F0/10╘ ♪ἶ Radius ╬ּש ḓ Ợ↔▫ ḕ╬ӹ╙ ἒ♬ ѱѻ. Port F0/12Ѥ eap ┬ ╥ 

ᴛ ♬ἒ ╙שּ╬  ̆ Port F0/12⁄Ἄ ᶁ ᾅ ᵑ Ợ↔ ҵᴜ ἒ♬ ѱѻ 

♆⁮ ̬Ἐ 

username switch password 0 TST 

username TST password 0 TST 

aaa authentication dot1x TST -F0/10 radius 

aaa authentication dot1x TST-F0/12 local  

interface VLAN1 

ip address 192.168.20.24 255.255.255.0 

radius-server host 192.168.20.2 auth-port 1812 acct -port 1813 radius -server key TST 

 F0/10  Ἇ♩ 

interface FastEthernet0/10  

  dot1x port -control auto  

  dot1x authentication method TST-F0/10 

  dot1x user-permit radius -TST 

 F0/12 Ἇ♩ 

interface FastEthernet0/12  

  dot1x multiple -hosts 

  dot1x port -control auto  

  dot1x authentication method TST -F0/12 

  dot1x authentication type eap   



 

16◌. MAC דἲ ᶙᴙ Ἇ♩ 

16-1◑ Mac address List ἒ♬ 

16.1.1 MAC List ἒ♬ ̯Ἓ 

16.1.1.1  MAC ListỸἛ 

⁄ MAC List╙ ♠↔ ᴎᶔ ᶀ♇ MAC List╙ ỸἛ ‒ ѱѻ. MAC List̋  Ỹ

ἛӇᶔ MAC List ἒ♬ ᶛӥ⁄Ἄ ѻ╛ MAC Access List╙ ἒ♬  ὡ ▓ᾋѱѻ. ѻ

╛ ▬‰╙ ὡ ⁴ ̾  ᶛӥ⁄Ἄ MAC List╙ ʺ ̆ ợⱠ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] mac access-list [name]  Mac listᵑ ʺ ˞Ϯ ợⱠ ѱѻ. 

[name]╘ Mac List╥ ╪ᵒ╙ ╥Ḉ ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ợⱠ  ὡ ▓ᾋѱ

ѻ. 

 

16.1.1.2  Mac List ỸἛ 

Permit/Deny  ᶘᴖ‡ᵑ Ợ↔ ⁴ Mac List╥ ↔ ֞Ѥ ˞Ṩ Listᵑ ἒ♬  ὡ ▓

ᾋѱѻ. Mac List⁄Ἄ ⁴ױ ˌ╥ Permit/Deny  Listŋ  ἒ♬  ὡ ▓ᾋѱѻ. Mac List

⁄ ἒ♬ӈ ⁴ױ ᶜ╥ MACᶜᴜ⁄ ̯Ἓӈ ⁴ױ ᶜ╥ ᵡᾅ Ѥ ҿ▀ ‒ ѱ

ѻ. ͎ᴅּת Ώ╖ᶔ ̯Ἓ╪ ◄ᶣӇ‴╙ ὡ ▓ᾋѱѻ(ѻ╛ ₉ᾎ ⱳ). ҿ▀  ᶜ

╘ ҿ▀  MACלἵᴛᵣ ̯Ἓ  ὡ ▓ᾋѱѻ. 

MACᶜᴜ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ▬‰╙ ὡ ⁴ MACᶜᴜ╥ ᶜ╙ ̯Ἓ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

[no] {deny | permit} {any | host src -mac-

addr} {any | host dst -mac-

addr}[ethertype]  

Mac list╥ ᶜ╙ ʺ ợⱠ ѱѻ. 

no ᶘᴖ‡ᵑ ╪↔ ⁴ ợⱠ  ὡ ▓ᾋѱ

ѻ 

ᶛӧ Mac-addressᵑ  ὡ ▓╛╙ ╥

Ḉ.  

Src-mac-addr╘ source Mac לἵ░ѱѻ. 

Dst-mac-addr╘ destination  Mac לἵ░ѱ

ѻ. 

Ethertype╘ ╪җС  ┬ ╙ ╥Ḉ ѱ

ѻ. 

 

  



 

Mac list configuration ₉ᾎ 

Switch_config#mac acce 1 

Switch-config -macl#permit host 1.1.1 any  

Switch-config -macl#permit host 2.2.2 any  

─╥ ἒ♬╘ source mac address לἵᵑ ẋ̪ Ѥ ˦╪ḃᴛ ᵡᾅ ʺ ҿ▀ ѱѻ. 

ἒ♬╪ ♬Ữ♠╖ᴛ Ӈ‴ᾋѱѻ. 

Switch_config#mac acce 1 

Switch-config -macl#permit host 1.1.1 any  

Switch-config -macl#permit any host 1.1.2  

Switch-config -macl#2003-11-19 18:54:25 rule conflict,  all the rule in the acl should 

match! 

─╥ ἒ♬╘ Ḵ  ╘ source Mac-addressŋ  ẋ̪ Ѥ ḙᶔ ӎḴ  ╘ 

destination Mac -addressᵑ ẋ̪ Ѥ ˦░ѱѻ. ӻגἌ Maskʺ ҿ▀ Ώ╖ḃ תּ

ᴛ ἒ♬╪ ♬Ữ♠╖ᴛ Ӈּת Ώᾋѱѻ. 

16.1.1.3  MAC List ♠↔ ͙ 

ỸἛӈ Mac listѤ ᶛӧ ᶹᵙ♠ ⁄ ♠↔  ὡ ▓ᾋѱѻ.  

ҿ▀  Mac-listᵑ Ϯ╥  ֞Ѥ ⁴ױ ⁄ ♠↔  ὡ ▓ᾋѱѻ. 

 ἒ♬ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ‡ᵑ Ợ↔ ⁴ Mac-listᵑ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

interface f0/1  

[no] mac access-group name  

ἒ♬  ⁄Ἄ ỸἛӈ Mac-listᵑ ⁄ 

♠↔ ˞Ϯ ♠↔ӈ Mac-listᵑ ợⱠ  ὡ 

▓ᾋѱѻ.  

 

  



17 ◌. Vlan Access List Ἇ♩ 

17-1◑ VLAN Access List ἒ♬ 

╪ ͙ѫ╘ Ợ↔▫ʺ VLAN⁄Ἄ Ṭ ⅝  ᶉᾎּתᵑ ᵠ ҵᴜ ҵ∑╙ ת ὡ 

▓ᾋѱѻ. ─╥ ἒ♬╘ и╘ ṒΌ╙ Ⱡ̑ ѱѻ. 

ʻʻ╥ VLAN Access ListѤ Ἄᴛ ѻᵐ ↕ἐὣ─ᵑ ʺֿױ⁴ ב Access Ⱡ‡ ᶜᴜ

(VLAN ACL)╖ᴛ ̯Ἓ Ӌѱѻ. ʻ Access Ⱡ‡ ᶜᴜ╘ ▀  ᶜ̓ ▬‰ ᶜ╖ᴛ 

̯Ἓ Ӌѱѻ. ▀  ᶜ╘ IP Access Ⱡ‡ᶜᴜ ֞Ѥ MAC Access Ⱡ‡ ᶜᴜ░ѱѻ. 

▀ ᶜ╪ ἒ♬Ӈ‡ ▓ּת Ώ╘ ˦╘ ᶛӧ Flowʺ ▀  ѻѤ ֽ╪ᶒ ▀  ᶜ

⁄ ҍ  Null IP/Mac access control list ʺ ἒ♬ Ӈ‡▓Ѥ ˦╘ ▀ ╥ ╙╛Ώ תּ 

Ḉ ѱѻ. ▀ ᶜ⁄ ҍ  IP/MAC Access control list ʺ ἒ♬╪ Ӈ‡▓╖ᶔ 

VLAN ACL ᶜ╪ ♬Ữ♠╖ᴛ ▬ҿ  Ώᾋѱѻ. Ϯ╥ IP/MAC Access control תּ

listʺ ἒ♬ӈ ˿↕ ᵡּתᵢ╪ ┬ ̆. Ϯ╥ permitӇѤ ᶜᵣ IP/MAC Access 

Control List⁄ ▓ᾋѱѻ. VLAN ACL╪ VLAN⁄ ♠↔ Ӊ ˿↕ ᶷⱠʺ ḛỸ Ώᾋ תּ

ѱѻ. ⁴ױ Ḵ⁄ VLAN ACL╙ ̯Ἓ permit ᶜ╙ ỸἛ ╥ˌ ױ⁴ ⁴  ὡ ▓ᾋ

ѱѻ. ╪ ͙ѫ╖ᴛ Forward ֞Ѥ Drop╙  ὡ ▓ᾋѱѻ. ╪ ͙ѫ╘ ͙ṕ♠╖ᴛ 

Forward ░ѱѻ. VLAN ACL╘ IP/MAC Access control list ₮ ▀ Ѥ Flow╥ ▬‰ 

ᶜ⁄ ♬╥ӈ ▬‰╙ ὡ  ѱѻ. VLAN ACL╘ VLAN ACL╥ ֹוᴑ Ḵ ⁄ ӻג 

ʻ VLAN ALC╙ Ợ↔ ᶒ VLAN ACL̓  ▀  .ὡ ▓ᾋѱѻ ▀ת ΏѤ Flowᵑ תּ

ױ╪  Ḣᾏ╖ᴛ Access control╪ ╪ᴴ‡︡ѱѻ. ּת♬ӈ Flowᵑ Deny ᴎᶔ ᶛ

ӧ Flowᵑ ♣Ҁ  ὡ ▓Ѥ VLAN ACL╙ ἒ♬ ̆. ─₮ ˉ╘ Ḣᾏ╖ᴛ DenyӇּת 

Ώ╘ Flowᵑ ♣Ҁ  ὡ ▓ᾋѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ VLAN Access Control Listᵑ ἒ♬ ѱѻ. 

ᶘᴖ‡ ἒᶘ 

Vlan access-map name seq  VLAN ͙ḙ Access Control Listᵑ ỸἛ ѱ

ѻ. 

ҿ▀  ᵰˌṉὡ ╪ᵒ╙ ʺֿב ᶛӧ ἒ♬╘ 

ҿ▀  VLAN ACL⁄ ἶ ѱѻ. ᵰˌṉὡ seq

Ѥ VLAN ACL⁄Ἄ ↕ἐὣ─ᵑ ╥Ḉ ѱѻ. 

͙ṕ˃╘ VLAN ACL+5╥ ʺ◑ и╘ ↕ἐὣ

─░ѱѻ. 

match <ip -acl | mac-acl> name  ▀ ӇѤ ᶜ╪ ּת♬ӈ VLAN⁄ ҍ  IP 

҉ ֞Ѥ MAC╙ ἒ♬ ѱѻ. 

action <drop | forward>  VLAN ACL╥ Drop ╘ Forwardᵑ ἒ♬ 

ѱѻ. ͙ṕ ˃╘ Forward ░ѱѻ.. 

vlan filter name vlan  VLAN╥ ╪ᵒ╪ ּת♬ӈ VLAN ACL╙ ♠↔ 

ѱѻ. ᵰˌṉὡ VLAN╘ ARP̋  ♠↔ӇѤ 

VLAN╙ ╥Ḉ ѱѻ. 

  



18◌. IP Access List Ἇ♩ 

18-1◑ ᶹᵙ♠╬ ͙ḙ╥ IP Access List ἒ♬ 

18.1.1 IP ᶉᾎּת ᵠ 

ᶉᾎּת ᵠ╘ Л √ ⁄ ╥ ᾒ ╙ Ⱡ‡ ҵᴜ ѱѻ ╪ Ⱡ‡͙ѫ╘ Л √

⁄Ἄ ♣Ἶ╙ Ⱡ ˞Ϯ Ợ↔▫ ֞Ѥ ◑ ᵑ  Ⱡ   ὡ ▓ᾋѱѻ. ̪ ӈ ּת♬

⁄ ╙ Ἓ ˞Ϯ ẋ Ἓ ᴎᶔ ג↕  ᾅ─ ʺ ѻ╛╙ ΌϿ ѱѻ.  

Access listѤ ѻ╛̓ ˉ╪ Ợ↔  ὡ ▓ᾋѱѻ.  

 

 ̧ ⁄Ἄ  ♣Ἶ Ⱡ‡ 

 ̧ ʺỮ ḈВ ג╬╥ ♪͐ Ⱡ‡ 

 ̧ ↕ג  ‰ҥ╪  Ͽ↔ Ⱡ  

 

╪ Ѿ́⁄ἌѤ IP Access Listŋ  ᵣө̆ Ợ↔ Ѥ Ḣḹ⁄ ҍ ⁴ ἒᶘ ѱѻ.. 

IP Access ListѤ IP לἵ╥ ↔ ḓ ּ͔ת ⱳˠ╙ ♠↔ ͙ ─  ͋ ♠╖ᴛ ἒ♬ӈ 

IP░ѱѻ. ג↕  ᾅ─ ╥ ROS ἵ ≢‡ (*ROSἵ ≢‡Ѥ ᴛṙ ⇔₅ Ⱡᵑ ╥

Ḉ)Ѥ Access List╥ לἵᵑ Ϯ῭ ᾅ ѱѻ.  Ḵ  ᵰ ⁄ἌѤ ἵ ≢‡ʺ 

דἵᵑ ὡל ♬˺ ᵑתּ Ṩ˞ תּ ѱѻ. ROS ἵ ≢‡Ѥ  Ḵ  ᵰ  ╪  ˿

͙ ͋ תּאַ ╙ ͙ ԅᶷ⁄ ⱳˠ⁄ ̕  ὣἌʺ ᵰ↕ ַא⅝ ѱѻ. ᵰ ӈ ͋ ╪ ′

ѻᶔ, לἵʺ ˞ṨӋѱѻ 

Access Listŋ  Ợ↔ ͙♣⁄ ѻ╛̓ ˉ╘ Ѿ́ᵑ ὡ ‒ ѱѻ. 

(1) Access List ╪ᵒ̓ ♪͐˿ᴛᵑ ּת♬ ⁴ IP⁞Ἕᾅ ᶜᴜ╙ ᵣӬѱѻ. 

20 ⁄ IP Access Listŋ  ♠↔ ѱѻ. 

18.1.2 Access List╥ ר ḓ ◑͙ѫ  

ᶷ▫⁸╙ Ợ↔ ⁴ IP Access Listŋ  ᵣӬѱѻ. 

Note  : 

IP Access List̓ ר  ◑ ʺѫ IP Access List ╘ ˉ╘ ╪ᵒ╙ Ợ↔  ὡ ′ᾋѱѻ. 

Global configuration  ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ IP Access Listŋ  ỸἛ ѱѻ.. 

ᶕᴓ„ Ἇᶕ 

IP Access-List ר ╪ᵒ ר IP access list╥ ╪ᵒ╙ ♬╥. 



deny {source [source-mask] | any} 

or permit {source [source-mask] | 

any} 

Ϯ╪Ữ╥ permit / reject  ♬תּ 

╪ ᾍ╬Ӈ‴Ѥּ⁴ תṨᵑ ˺♬ Ѥ 

 .IP Access-List ̯Ἓ ᶛӥ╥ ⱳˠ ר

Exit(ꜙᴮ) IP Access-List╥ ̯Ἓᶛӥ ᴛ͎ῷ∕ 

 

Global ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ◑ ʺѫ  IP Access-Listŋ  ᵣӬѱѻ. 

 

ᶕᴓ„ ᾏ  

IP access-list ◑ӈ ╪ᵒ  ip access-listᵑ ╪ᵒ╙ Ợ↔ ⁴ ◑

ʺѫ ҵᴜ ♬╥ 

{deny  | permit } protocol  

source source-mask 

destination destination -mask 

[precedence precedence] [ tos tos] 

{deny | permit } protocol any any  

ϫ ╧ừ╢ deny  or permit  ♩╢. 

◑ Access-list ⱳˠ╘  

IP ╥ ̓ ⁴Ṩᵑ ˺♬ Ѥ ̯Ἓ 

ᶛӥ (↕ἐ ὣ─Ѥ IP ╥ ↕ἐ ὣ

─ᵑ ╥Ḉ ᶒ, TOSѤ Ἄẋᾅ ┬ ╥ 

Ѿὣ  ӈ ░ѱѻ). 

ᴛ ╪ TCP / UDP╪ᶔ ♬ Ḹ─

╥ Ѿ▀  ֞Ѥ  14Ḵ╙ ּת♬

 ὡ ▓ᾋѱѻ.  

▫Ἕ  Ͽ↔╘ "Extensible Access List 

Example"╙ ⱳ ḕחѱѻ. 

Exit(ꜙᴮ) Access-list⁄Ἄ ᴛ͎ῷ∕ 

 Ἕᾅ ᶜᴜ╪ ᵣө‡ֿב ⁄Ѥ ʺ ӈ ṨṪ╪ ( ḈВ⁄ ♪ἶ ↔ ѻᶔ) ᶜᴜ ϥ

⁄ ʺӋѱѻ. ּס, ᶘᴖ תּ ⁄ת♬ Access-listᵑ ʺ  ὡ ′ᾋѱѻ. 

Ϯ ᶜ╙ ợⱠױ͎ ᴎᶔ ↔ Ⱡ ̓ ˞Ṩ Ⱡ ╙ ᾒ  ὡ ▓ᾋѱѻ. 

Note : 

Access-list╙ ᵣө ԅ Access-list╥ ϥ ṨṪ⁄ Ṓ╪ּת ΏѤ ↔ӇּתΏ╘ ᶷ◑╪ ▓

ѻѤ ˦╙ ͙• ᾕᾎ₡. ᵡᾅ ʺ ̕ᴐ IP לἵ Access-list⁄ ּת♬Ӈּת Ώ╘ ˿↕ 

255.255.255.255̋  ᵡᾅ ᴛ ʼלӋѱѻ. 



Access-list╙ ᵣӧ ⁄Ѥ ἐ╪Ϯ ⁄ ♠↔ ‒ ѱѻ. 

18.1.3 ŗ ⁄ Access-list ♠↔Ř 

Access-list ╙ ᵣӧ ⁄ Ϯ ╪Ữ╥  ֞Ѥ ᶜ⁄ ♠↔  ὡ ▓ᾋѱѻ. 

 ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ. 

ᶕᴓ„ ᾏ  

ip access-group  name  Access-list⁄ ᵑ ♠↔. 

͙Ⱶ ♣  Access-list ╥ ˿↕  ὡᾐ Access-list⁄ ˤỢ ╥ ∟ṕ לἵʺ 

╬Ӌѱѻ. ◑  Access-list ╥ ˿↕ ג↕  ᾅ─ Ѥ ҍỮ לἵҵ ╬ ѱѻ.  

Ἕᾅ ᶜᴜ⁄ ҍỮ לἵʺ ↔Ӈᶔ ἵ ≢‡Ѥ ╙ ́ἶ ᵙ ѱѻ.  Ἕᾅ 

ᶜᴜ╪ ҍỮ לἵᵑ ˞Ṩ ᶔ ἵ ≢‡Ѥ ╙ ợⱠ ̆ ICMP ᾅ ⁄ ҵҀ 

 ὡ ′ѻѤ ᶉᾎּתᵑ ḙ ѱѻ. 

 .ӈ  Ἕᾅ ᶜᴜ╪ ′╖ᶔ ᶛӧ ╪ ̓  ὡ ▓ᾋѱѻ♬תּ

18.1.4 ◑ Access-list╥ ₉Ⱡ 

18.1.4.1  ͙ḙ IP Access List╥ TCP/UDP ⁄ ̕  ᵠ ∟תּ 

ѻ╛̓ ˉ╘ ₉ᵑ ө ὡ ▓ᾋѱѻ. 

{deny | permit } {tcp | udp}  

source source-mask [ { [src_portrange begin -port end -port] | [ {gt | lt } port ] }] 

destination destination -mask [ { [dst_portrange begin -port end -port] | [ {gt | lt } port ] }]  

[precedence precedence] [ tos tos] 

╪ ˿↕ TCP ḓ UDP╥  l4Ѥ Access-list╙  Ⱡ‡  ὡ ▓ᾋѱѻ.  Ḹ

─ᵑ ♬╥ ⁴ Access-list╙ ̯Ἓ  ԅ ѻ╛⁄ ל╥ ᾕᾎ₡. 

(1) ᵑ ּת♬ ⁴ Source ḓ destination ⁄Ἄ Access-listᵑ ̯Ἓ  ˿↕ Ḹ─ 

Ͽ⁄ ▓╖ᶔ ̯Ἓַא⁄ ᵤ╘ sourceʺ Ợ↔Ӈ͙ ԅᶷ⁄ ▀Ṩ ̯Ἓ╪ ᾒ   

ὡ ▓ᾋѱѻ. ╪ ᶷⱠᵑ ˺ ᴎᶔ   Ḹ─₮ ѻᵐ ╥ Ḹ─ᵑ ּת♬

Ѥ ˦╪ ꜜᾋѱѻ. 

 

(2)  Ḹ─ ᵠ╙ Ợ↔ ᶔ ᵤ╘ ᵙἵᾅʺ ⅝ ѱѻ.  Ἕᾅ ᶜᴜ╘  

Ḹ─ ᵠ╪ ѻᵐ ╞↔ ᴛ͎תּ ⁄ע∟Ӌѱѻ. Ўᶴ ᵤ╘ Ḹ─⁄ ᵠ╙ 

Ợ↔ ͙ ԅᶷ░ѱѻ. 

 

18.1.4.2   ͙ḙ IP  Ἕᾅ╥ ᵠ╙ ּת∟ Ѥ  ͙ḙ IP  Ἕᾅ ᶜᴜ TCP / UDP ּת♬ 



 ᶜᴜ ᵠ ּת∟ ѱѻ. 

ѻ╛̓ ˉ╘ ˿↕  Ḵ  ᶘᴖ ת⁄Ἄ Ựᴛ ₡Ѥ TCP̋  ᾅ  130.2.1.2╥ SMTP

⁄ ⁷˺  ὡ ▓ᾋѱѻ. 

ip access-list extended aaa 

permit tcp any 130.2.1.2 255.255.255.255 eq 25  

interface g0/10  

ip access-group aaa  



19 ◌ И −  ᴘ  ̬Ἐ 

19-1◑ IP לἵ ἒ♬ 

19.1.1 IP ἵˌ 

19.1.1.1 IP ג↕  ᴛ  

Internet  Protocol  (IP)Ѥ Л √ ⁄Ἄ ᶷ▫ ᾏ╖ᴛ ҥ╪ ᵑ ̪ Ѥ ᴛ ░

ѱѻ.  IP⁄Ѥ לἵ ּת♬, Ṫụ , ◓͎ᴹ  ḓ ѻַא ₮ ˉ╘ ͙ѫ╪ ▓ᾋѱѻ. 

ѻᵐ IP ᴛ  (IP Protocol Cluster )╘ IPᵑ ͙ḙ╖ᴛ ѱѻ. Л √  ́ ⁄ 

▬ҿ Ѥ ᴛ ᴛἌ IPѤ לἵ ּת♬ ♬Ṓ₮ Ⱡ‡ ♬Ṓᵑ ̆ ג↕ ⁄ 

Ợ↔Ӌѱѻ. 

Transmission Control Protocol (TCP)Ѥ IPŋ  ͙ḙ╖ᴛ ѱѻ. TCPѤ ҥ╪  ♣Ἶ 

ᾎ ҥ╪  ḓ ♬Ṓ╥ ᾏ╙ ͋Ⱡ Ѥ ⁷˺ ּת  ᴛ ░ѱѻ. ֞  TCPѤ ҥ

╪ ⁄ Ἓ̑♠╖ᴛ ҵҀ ╛╙ ῼᵙѤ Ḣḹ╙ Ⱡ̑ ѱѻ. TCPѤ ᾎᾅ  ױ⁴ ╥

╞↔ ᴛ͎ע╪ ὡᾐ ӈ ҥ╪ ᵑ ʻʻ╥ ╞↔ ᴛ͎ע⁄ ʻʻ ṒЂ ὡ ▓͙ 

ԅᶷ⁄ ҿᾎ⁄ ᾐ  ὡ ▓˭ ѱѻ. 

ἵ Ἅ ᴛל ̓ ˉ╘ IP לἵ ּ1.3 ╘♬ת ♥ "IP לἵ ּת♬ ̯Ἓ"⁄Ἄ ἒᶘ

ѱѻ. ICMP, HSRP, IP ́ ḓ Ἓѫ ᵰˌ ṉὡ₮ ˉ╘ IP ἌẋᾅѤ 4 ◑ "̯ἛIP 

Ἄẋᾅ░ѱѻ. " 

19.1.1.2  IP ג↕  ᴛ  

↕ᵙ╥ ג↕  ᾅ─ Ѥ ʻ ᴛ ╥ ἵˌ⁄Ἄ ἒᶘ Ӊ ⁴ױ IP ג↕  ҿ♠ 

ᴛ ∟תּ ╙ ѱѻ. IP ג↕  ᴛ ╘ ӎ ʺּת ͎ᴹ Interior Gateway Routing 

Protocol (IGRP) ḓ Exterior Gateway Routing Protocol (EGRP)╖ᴛ ̯ṪӋѱѻ. ↕ᵙ╥ 

↕ג  ᾅ─ Ѥ RIP, OSPF, BGP ḓ BEIGRPŋ ∟תּ  ᶒ ⅝̯Ợ ⁄ ӻג RIP, OSPF, 

BGP ḓ BEIGRPŋ  ʻʻ ̯Ἓ  ὡ ▓ᾋѱѻ. ֞  ↕ᵙ╥ ᾅ─ Ѥ ѻַג א↕  

ᴛ ╙ ҿᾎ⁄ ̯Ἓ Ѥ ᴛἝᾅ, OSPF ᴛἝᾅ╥ ▐╥╥ ὡ (ᶉᶛᵙᵑ ṪḤ 

 ὡ Ѥ ˿↕), BGP ᴛἝᾅ, RIP ᴛἝᾅ ḓ ▐╥╥ ὡ╥ BEIGRP ᴛἝᾅᵑ ּת

∟ ѱѻ. redistribute ᶘᴖ╙ ᾒ ⁴ ѻᵐ ג↕  ᴛ ╥ ˿ᴛᵑ ◓ ג↕  

ᴛἝᾅ╥ ҥ╪ ḽ╪ᾅ⁄ ◓ṪḤ ᴛ ױ⁴ ̆  ᴛἝᾅ╥ ˿ᴛᵑ ⁷˺  

ὡ ▓ᾋѱѻ. 

 

IP ҿ♠ ג↕  ᴛ ╙ ̯Ἓ ᴎᶔ ᶀ♇ ̕ᴐ ᴛἝᾅᵑ ̯Ἓ ‒ ѱѻ. 

̕ᴐ Л √  ᵑ ҿ♠ ג↕  ᴛἝᾅ₮ Ữ  ▬↔ ҵᴜ ᵣӧ ѻ╛ 



⁄Ἄ ᾎ▬Ӊ ג↕  ᴛἝᾅᵑ ּת♬ ѱѻ. ╪ᵑ ─  ̯Ἓ ᶘᴖ ᶷἌ╥ ̯Ἓ 

Ѿ́ᵑ ♩ˤ  ὡ ▓ᾋѱѻ. 

↕ג (3)  ᴛ ╙ ἐ ѻ. 

 ̧ Л √ ╥ ͋ᶛ₮ ṓ◌Ἓ 

 ̧ ͤ╪ʺ ѻ‚  Л √  ⁴Ṩ תӉ ⅝ʺ ▓Ѥּ ∟תּ ʺ

 ̧ Л √ מ   

 ̧ Ό♣ ⅝̯Ợ  

 ̧ ᾐᴧἛ ⅝̯Ợ  

 ̧ ѻ‚  Ḣḹ 

 ̧ ͙  

 

─ ᶜ⁄ ҍ  ▫Ἕ  Ͽ↔╘╪ ♥⁄Ἄ ἒᶘ ↕ג .Ώᾋѱѻ תּ  ᴛ ө╙ 

ἐ  ԅ Л √  ⅝̯ Ợ ╪ ⱴӇ‡‒ ѻѤ ˦╙ ῼᴎӥᵞѱѻ. 

(4) IGRP 

Interior  Gateway Routing Protocol  (IGRP)Ѥ ▫  ᾎᾅ ╥ Л √  ҍỮ⁄ Ợ↔Ӌѱ

ѻ. ᶛӧ IP IGRPѤ ᾎ▬Ӊ ԅ Л √ ₮ ⁷˺Ӈ‡‒ ѱѻ. ʻ ג↕  ᴛἝᾅѤ Л

√ ╥ ѻᵐ ג↕  ᾅ─ ⁄Ἄ ‰ҥ╪  ᶉᾎּתᵑ ᶛѱ ᵠ ↕ג ҉ ̆  ᶉᾎּת

ᵑ ˉ╘ ᾎʼ Л √ ⁄Ἄ Broadcast ѱѻ. 

↕ג  ᾅ─ ∟תּ ʺ Ѥ IGRPѤ ѻ╛̓ ˉᾋѱѻ. 

 ̧ RIP 

 ̧ OSPF 

 ̧ BEIGRP 

(5) EGRP 

Exterior Gateway Routing Protocol (EGRP) Ἄᴛ ѻᵐ ▫═ ᾎᾅ  ʼ╥ ג↕  ♬Ṓ

ᵑ ̪ Ѥ ҥ Ợ↔Ӌѱѻ. ˿ᴛᵑ ̪ Ѥ ╪∕, ҵҀ ʺѫ  Л √  ḓ ּ⁵ת 

 ᾎᾅ  Ḵ Ѥ ▀ḙ♠╖ᴛ ̯ἛӇ‡‒ ѱѻ. ᾅ─ ∟תּ ʺ Ѥ EGRP ᴛ

╘ BGP░ѱѻ. 



19.1.2 IP ▬‰ ᶜᴜ ̯Ἓ 

IP ̯Ἓ╙ ─  ὡ♠╬ ⅝̯ Ợ ↕ג ╘  ᾅ─ ╥ Л √  ╬ ╪ᾅ⁄ IP 

ἵᵑ ̯Ἓל Ѥ ˦░ѱѻ. ╪ ˿↕⁄ᵣ Л √  ╬ ╪ᾅᵑ Ἓ   ὡ ▓╖

ᶒ IP לἵѤ ѻᵐ ᾎᾅ ̓ ᾐ  ὡ ▓ᾋѱѻ. ҿᾎ⁄ IP Л √  ᵡᾅ ᵑ 

╬ ‒ ѱѻ. IP לἵ ּת♬╙ ̯Ἓ ᴎᶔ ѻ╛ ▬‰╙ ₰ᴮ ‒ ѱѻ. 

Ḵ  ▀╘ ╥ᶴ Ợ ╪ᶒ ѻᵐ ▀╘ ἐ  Ợ ░ѱѻ. Л √ ⁄Ἄ IP לἵ ּת♬

╙ ᵣөᴎᶔ 1.4 "IP לἵ ּ₉ ♬תⱠ"ᵑ ⱳ ᾕᾎ₡. 

ѻ╛╘ IP לἵ ̯Ἓ ▬‰ ᶜᴜ░ѱѻ. 

 ̧ Л √  ╬ ╪ᾅ⁄Ἄ IPלἵ ̯Ἓ 

 ̧ Л √  ╬ ╪ᾅ⁄Ἄ ѻַא IPלἵ ̯Ἓ 

 ̧  ἵ Ἅל

 ̧ ↕ג  ᴛἝᾅ ̯Ἓ 

 ̧ Broadcast text ̕ᵙ ̯Ἓ 

 ̧ IP לἵ ˁּת ḓ ┬ּת ̕ᵙ 

19.1.3 IP לἵ ̯Ἓ 

19.1.3.1 Л √  ╬ ╪ᾅ IP לἵ ̯Ἓ 

P לἵѤ IP ᶉᾎּתᵑ ṒЂ ҍỮ╙ ˺♬ ѱѻ. ▀Ṩ IP ὡ לἵѤ ₉–Ӈ‡ ▓

╖ᶒ ᾅ  IP לἵ ֞Ѥ Л √ ↔ἵᴛ Ợל   ὡ ′ᾋѱѻ.  1⁄Ѥ IP לἵ 

Ḹ─, ₉– ӈ IP לἵ ḓ Ợ↔ ʺѫ  IP לἵ░ѱѻ. 

Type 

ἲ₫ ḵ⌐ ừד  

A 
0.0.0.0 

1.0.0.0 to 126.0.0.0 

127.0.0.0 

 ♬תּ

┬  

 ♬תּ

B 
128.0.0.0 to 191.254.0.0 

191.255.0.0 

 ┬  

 ♬תּ

C 
192.0.0.0 

192.0.1.0 to 223.255.254 

223.255.255.0 

 ♬תּ

┬  

 ♬תּ

D 224.0.0.0 to 239.255.255.255 Multicast לἵ 



E 
240.0.0.0 to 255.255.255.254 

255.255.255.255 

 ἵל –₉

Broadcast לἵ 

 

 

 

IP לἵ⁄ ҍ  ̑ᾏ♠╬ ἒᶘ╘ RFC 1166 ŗInternet DigitŘ ⱳ ᶒ Internet Service 

Provider(ISP)⁄ ᶷ╥  ὡ ▓ᾋѱѻ. ╬ ╪ᾅ⁄Ѥ ͙ṕ IPלἵʺ Ϯᵣ ▓╖ᶒ 

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ Л √  ╬ ╪ᾅ╥ ͙ṕ IP 

ἵ₮ Лל √  ᵡᾅ ᵑ ̯Ἓ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip address ip-address mask ╬ ╪ᾅ⁄ ᶉ╬ IP לἵᵑ ̯Ἓ 

ᵡᾅ Ѥ Л √ ᵑ Ϯ Ͽ̆ IPלἵ╥ ▀Ṩ░ѱѻ.  

Note  : ↕ᵙ╥ ᾅ─ Ѥ Л √  ᶷ▫ ὣἌ⁄ ӻג ʺ◑ и╘ ḕ╪ ⁄Ἄ ⁷ἶ♠

╖ᴛ ἒ♬ӈ ᵡᾅ  ᵣ ּת∟ ѱѻ. 

.1.3.2  Л √  ╬ ╪ᾅ ѻַא IP לἵ̯Ἓ  

ʻ ╬ ╪ᾅѤ ͙ṕ IP לἵ₮ ⁴ױ ─ IP לἵᵑ ⁴ ⁴ױ IP לἵᵑ ἵ

┬  ὡ ▓ᾋѱѻ. ѻ╛ ӎ ʺּת ˿↕⁄ ─ IP לἵᵑ ̯Ἓ ‒ ѱѻ. 

 ̧ Л √  Ἕ͎ᶀ ⁄ IPלἵʺ Ṫ  ↕˿ ╘Ώ תּ

₉ᵑ ө‡ ♬ бᵙ ἌẄС⁄Ѥ 254 ˌ╥ Ợ↔ ʺѫ  IP לἵ ᵣ ▓ּתᵣ ᶹ

ᵙ♠ Л √ ᵑ ⁷˺ ᴎᶔ 300 ˌ╥ ᾅ ʺ ⅝ ѱѻ. ╪ ˿↕ ᾅ─  

֞Ѥ ἌḲ⁄Ἄ ─ IP לἵᵑ ̯Ἓ ⁴ ӎ ˌ╥ бᵙ ἌẄС╪ ҿ▀  ᾒⱠ 

ἌẄС╙ Ợ↔  ὡ ▓˭  ὡ ▓ᾋѱѻ. 2́  Ẅᵙּתᵑ ͙ḙ╖ᴛ Ѥ ͙ 

Ѿ́ Л √ ╥ ҍṨṪ╘ ⁴ױ ἌẄС╖ᴛ Ṫ Ӈּת Ώᾋѱѻ. ─ IP לἵᵑ 

₤ḕᵎ˭ Ợ↔ ⁴ ͙ Ѿ́ Л √ ᵑ ⁴ױ ˿ᴛ ͙ḙ ἌẄС╖ᴛ Ϯя ὡ 

▓ᾋѱѻ. ̯Ἓӈ ꜙἶ IP לἵᵑ  Л √ ↕ג ╥  ᾅ─ Ѥ ҿ▀  ᾒ

Ⱡ Л √ ᵑ ⁷˺ Ѥ ⁴ױ ἌẄС╙ ╬ᾏ  ὡ ▓ᾋѱѻ. 

 ̧ ѻᵐ Л √ ⁄ ╥ ⁴ ᶹᵙ♠╖ᴛ Ṫᵙӈ Ϯ╥ Л √ ⁄ 2 ˌ╥ 

ἌẄС╪ ▓Ѥ ˿↕  

╪ ˿↕ Л √ ↔ἵᴛ Ợל ἵᵑ ꜙἶ IPל ╥  ὡ ▓ᾋѱѻ. ӻגἌ ᶹᵙ♠╖ᴛ 

Ṫᵙ ӈ бᵙ♠ Л √ ╥ ӎ ἌẄС╘ бᵙ♠╖ᴛ Ζ ⁷˺Ӌѱѻ. 

Note  : Л √  Ἕ͎ᶀ ↕ג ╥  ᾅ─ ⁄ ҍ ἵᵑ ̯Ἓל ─  Ѥ ˿↕ ˉ

╘ Л √  Ἕ͎ᶀ ╥ ѻᵐ ג↕  ᾅ─ ⁄ ҍ  ╪ ▬‰╙ ὡ ‒ ѱѻ. 



╩ ╧ᾂ Ἇ♩ ᶘӢ›Ἁ Ѹ╘ ᶕᴓ╖ ᾏ ⁭ И −  ╩ ╧ᾂ›Ἁ ש⁭ IP 

ἲᵎ ̬Ἐד ᾒᾋₓ. 

ᾏ  Ἇᶕ 

ip address ip-address mask secondary  Л √  ╬ ╪ᾅ⁄Ἄ ѻַא IP ל

ἵᵑ К╙ ὡ ▓ѻ. 

Note:  IP ׇ→  ᴘ ╧ ˼ᴘ ‭Ң╧  ♩ṏᵎ ♆Ἳ ѡ Ң ở↑ӆ Ԃ ⌐ IP 

 ἲѡ Ѹᵍ ḟᾌ╓ᴘ ᵖ ӆ Ὕ ▐ᾈѮѸד

É לἵ ἒ♬ ˺ḹ 

IPѤ IP לἵ ṪἍ̓ ˉ╘ ͙ѫ╙ ̯  ὡ ▓ᾋѱѻ. ѻ╛╘ לἵ ̯Ἓ╙ ╬

Ѥ Ḣḹ╙ Ϯ Єѱѻ. 

É לἵ ˺ḹ ᵣө͙ 

IP ◑ Ѥ ᴛ ἵ(ᴛל   Л √  Ἕ͎ᶀ  ₮ LAN╖ᴛ Ṋ  ̯Ṋ ӈ ◑ ) ₮ 

Л √ ◑)ἵל  ⁄ ─ ᵑ Ϯ ϿѤ Л √ ) ӎʺּתᵑ ʺּ̆ת ▓ᾋѱѻ. ᴛ

ἵѤ ᵠל  ́ ╥ ᶉᾎּת җ⁄ Ӈ‡ ▓╖ᶒ ᵠ  ́ ╥ ◑ ⁄Ἄ ▄̆ Ợ

↔ ḃᴛ ᴛ  ́ ἵѤ ᵠל ́  ̆גἵל ἵ░ѱѻ. ♣ᶷʺө╘ Ữ MACל ╥

Ṩᵓѱѻ. ╪Ѥ ᵠ  ́ ╥ MAC ─́ ἵᵑ ᵙל ╪ Ѥ ҥ Ợ↔Ӈ͙ ԅᶷ░

ѱѻ. 

₉ᵑ ө‡ ᾅ ʺ ╪җС╥ ◑ ₮ ᾐ ҵᴜ ᴎᶔ ◑ ╥ 48 ẋ  MACלἵ ֞Ѥ 

ᵠ  ́ ╥ ᴛ ‒ἵᵑ ῼῷל  ѱѻ. IP לἵ⁄Ἄ ᵠ  ́ ╥ ᴛ  ╙‫Ѥ Ḣḹ ἵᵑל

ARP (Address Resolution Protocol)̆ג ѱѻ. ᵠ  ́ ╥ ᴛ  ‫Ѥ ἵᵑל ἵ⁄Ἄ IPל

Ḣḹ╙ RARP (Reverse Address Resolution)̆ג ѱѻ. 

↕ᵙ╥ ᾎᾅ ╘ ӎʺּת ┬ ↔♠ ἵ ˺ḹ╙ ARP₮ Proxy ARPל ╥ ѻ. ARP₮ Proxy 

ARPѤ RFC(860)̓  RFC(1027)⁄ ʻʻ ♬╥Ӈ‡ ▓ᾋѱѻ. ARPѤ IPלἵᵑ ḈӰ‡ ᵰ Ϯ 

MACלἵ⁄ ᵰ Ѥҥ Ợ↔ ̆ IPלἵᴛ ARPѤ ҉ Ѥ MACלἵᵑ ᾋѱѻ. MAC 

ἵ ʼ╥ ᵰל ἵ₮ MACל ἵᵑ ῼ̆ ▓╖ᶔ IPל  ́̕ʺ ẖᵐ  Ἕᾅᵑ ─  ARP 

ᾎ⁄ ♇◑Ӌѱѻ. ͎ױᶔ IP ᶉᾎּתѤ ᵠ ́ ╥ ᶉᾎּת⁄ ︣ Ӈ‡ ᵡּתᵢ╖ᴛ Л

√ ᴛ ♣ἾӋѱѻ. 

 ̧ Static  ARP ᾎ ♬╥ 

ARP ₮ ѻᵐ לἵ ╬ ᴛ ╘ IP לἵ₮ MAC לἵ Ợ╪╥ Dynamic mapping ╙ Ⱡ̑

ѱѻ. ҍṨṪ╥ ᾅ ʺ ҿ♠ לἵ ╬╙ ּת∟ ḃᴛ ♬♠ ARP ᾎ ᶜ╘ ▀ḙ♠╖ᴛ 

⅝ ⅝ .Ώᾋѱѻ תּ  ˿↕ ♣  ̯Ἓ ᶛӥᴛ ♬╥  ὡ ▓ᾋѱѻ. ᾎᾅ ╘ Static ARP 

ᾎ ᶜ╙ Ợ↔ ⁴ 32 ẋ  IP לἵᵑ 48 ẋ  MAC לἵᴛ ṉ ѱѻ. ֞ ↕ג   ᾅ─

ᵑ ּת♬ ⁴ ѻᵐ ᾅ ⁄ ҍ  ARP ⅝ ⁄ ╞҆  ὡ ▓ᾋѱѻ. 

 



ARP ᶜ╙ ₅̯♠╖ᴛ Ⱶ◓ ♬Ώ╖ᴎᶔ ARP ᶜ╥ Ἓ ͙ʼ╙ ἒ תּ  ὡ ▓

ᾋѱѻ. ѻ╛ ӎ ┬ ╘ ̆♬ IP לἵ₮ MAC לἵ ʼ╥ ᵰ ╙ ̯Ἓ Ѥ Ḣḹ╙ Ṓ

 .ѱѻש⁴ּׁ

♣  ̯Ἓ ᶛӥ⁄Ἄ ѻ╛̓ ˉ╘ ᶘᴖ‡ᵑ ὡ  ὡ ▓ᾋѱѻ. 

ᶕᴓ„ Ἇᶕ 

arp ip-address hardware-address ARP ᾎ╥ IPלἵᵑ ♣ ♠╖ᴛ 

MACלἵᴛ ᵰ ѱѻ. 

arp ip-address hardware-address alias ג↕ ╥ MACלἵᵑ  ּת♬ӈ IP

⅝ ἵ╥ ARPל ⁄ ╞҆ ҵᴜ ג↕  

ᾅ─ ᵑ ּת♬ ѱѻ. 

╬ ╪ᾅ ̯Ἓᶛӥ⁄Ἄ ᶘᴖ‡ᵑ ᾒ ѱѻ 

ᶕᴓ„ Ἇᶕ 

arp timeout seconds ARP ᾎ⁄Ἄ ARP ᾎ ᶜ╥ ᾎʼ

╥ ̓ ᾎʼ╙ ἒ♬ ᾕᾎ₡. 

ᶘᴖ‡ show interfaceѤ ּת♬ ╬ ╪ᾅ╥ ARPM timeout╙ Ϯ Єѱѻ.  

ᶘᴖ‡ show arpѤ ARP ᾎ╥ Ͽ↔╙ ╬ ѱѻ 

ᶘᴖ‡ Clear arpѤ ᶛӧ ᶜ╥ arp ᾎᵑ ּת−ѱѻ.   

 ̧ Proxy ARP Ἓ  

ᾎᾅ  proxy ARP (RFC 1027╖ᴛ ♬╥)ᵑ Ợ↔ ⁴ ѻᵐ Л √ ⁄ ҉˿ᴛʺ ′Ѥ ᾅ

ᵑ MACלἵᴛ ʺⱨ₪ѱѻ. ₉ᵑ ө‡ ג↕  ᾅ─ ʺ ARP ⅝ ╙ ὡᾐ ̆ ͙Ⱶ ᾅ

₮ ҍỮ ᾅ ʺ ҿ▀  ╬ ╪ᾅ⁄ ⁷˺Ӈ‡ ▓ּת Ώῷ ג↕  ᾅ─ ʺ ҍỮ 

ᾅ ⁄ ҵҀ Ѥ ᶛӧ ˿ᴛ⁄ ARP ⅝ ╙ ὡᾐ ⁴ ╬ ╪ᾅᵑ ̓  ,↕˿ ΏѤ תּ

ᵠ  ́ ἵᵑ Ѥ ᴜᾎ ARP ╞҆╙ ṒЄѱѻ. ͎ ѻ╛ ͙Ⱶ ᾅל ╥ Ѥ ᶉᾎ

↕ג ᵑתּ  ᾅ─ ᴛ ṒϿ̆ ᾅ─ Ѥ ҍỮ ᾅ ᴛ ᶉᾎּתᵑ ♣Ҁ ѱѻ. ᴜᾎ ARP

Ѥ ͙ṕ♠╖ᴛ Ἓ Ӌѱѻ. 

ᴜᾎ ARPŋ  Ἓ ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip proxy -arp  Proxy-ARPŋ  ╬ ╪ᾅ⁄Ἄ Ἓ  

 ̧ ▫┬ᴛ⇔ ARP ͙ѫ ̯Ἓ 

ᾅ─ Ѥ ▫┬ᴛ⇔ ᶉᾎּתᵑ ♣Ἶ ⁴ ѻᵐ ◑ ╥ IP לἵʺ IP לἵ₮ ҹ Ѥּ⁴ תṨᵑ ῼ 

ὡ ▓ᾋѱѻ. ▫┬ᴛ⇔ ARP ᶉᾎּת⁄  ӈ ἵᾅ IP לἵ₮ ҍỮ IP לἵѤ ᶛӎ ᾅ─ ╥ 

ᴛ ἵѤ ᴛל ἵᾅ MAC ╥תἵ░ѱѻ. ᶉᾎּל   MAC לἵ░ѱѻ. 

ᾅ─ Ѥ ͙ṕ♠╖ᴛ ▫┬ᴛ╪ ARP ᶉᾎּתᵑ ᵙ ѱѻ. ᾅ─ ʺ ◑ ⁄Ἄ ▫┬ᴛ⇔ ARP ᶉ

ᾎּתᵑ ὡᾐ ̆ ᶉᾎּת⁄  ӈ IP לἵʺ ▫  IP לἵ₮ ҹ ᶔ ◑ ⁄ ARP ╞҆╙ ḙ

⁴ IP לἵʺ Ἄᴛ ҹ ╙ ῼᵞѱѻ. ҿᾎ⁄ ᾅ─ Ѥ IP לἵʺ ҹ ѻѤ ˦╙ ᴛ͎



ᴛ Ợ↔▫⁄˭ ῼᴎּׁשѱѻ. 

▫┬ᴛ⇔ ARP ᶉᾎּתᵑ ṒϿѤ ᾅ─ ╥ ͙ѫ╘ ͙ṕ♠╖ᴛ ẋ Ἓ Ӈ‡ ▓

ᾋѱѻ. ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᾅ─ ╥ ⁄Ἄ Ợ↔ ʺѫ  ARP ͙ѫ╙ 

̯Ἓ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

arp send -gratuitous  

 

 

 

╬ ╪ᾅ⁄Ἄ ARP ᶉᾎּת ᾎ▬ 

arp send -gratuitous interval value ▫ҿ ARP ᶉᾎּת ʼ˶╙ ἐ  

͙ṕ˃╘ 120  ░ѱѻ. 

É IPלἵ⁄ Host ╪ᵒ╙ ᵰ   

♬ IP לἵѤ ᾅ  ╪ᵒ̓ ▀   ὡ ▓ᾋѱѻ. ᾎᾅ ╘ telnet ֞Ѥ ping╙ 

ὡ   ὡ ▓Ѥ ᾅ  ╪ᵒ - לἵ ᵰ  ᾎᵑ ♇◑ ѱѻ. 

♣  ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᾅ  ╪ᵒ̓ IP לἵ ʼ╥ ᵰ תּ ╙

♬ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip host name address IPלἵ⁄ ᾅ ╪ᵒ╙ ̆♬ᾎ ѻ. 

↕ג  19.1.3.4  ᴛἝᾅ ̯Ἓ 

Л √  ⅝̯ Ợ ⁄ ӻג Ϯ ╪Ữ╥ ג↕  ᴛ ╙ ̯Ἓ  ὡ ▓ᾋѱѻ. 

↕ג  ᴛ ╘ Л √  ᴛּת⁄ ҍ  ♬Ṓᵑ Ⱡ̑ ѱѻ. BGP, RIP ḓ OSPF

₮ ˉ╘ IP ג↕  ᴛ  ̯Ἓ⁄ ҍ  Ͽ↔╘ ѻ╛ ♥⁄ ἵˌ ѱѻ. 

 

19.1.3.5  Broadcast ᶉᾎּת ᵙ ̯Ἓ 

Broadcast ᶉᾎּת╥ ҍỮ לἵѤ ᶛӎ ᾒⱠ Л √ ╥ ᶛӧ ᾅ ░ѱѻ. ᾅ

Ѥ Ṋ ⅝אַ ᵑ ᾏṊ  ὡ ▓ᾋѱѻ. ▀Ṩתἵᵑ  Broadcast ᶉᾎּל   ╬

С ᴛ ╙  ▀Ṩ ᴛ ╘ ▀Ṩ Broadcast ᶉᾎּתᵑ Ợ↔ ѱѻ. IP Л

√  ̕ᵙ▫╥ ל⅝ ▐ᶴ ַא ϮѤ Broadcast ᶉᾎּתᵑ Ⱡ‡ Ѥ ˦░ѱѻ. ╪ 

ᾎᾅ ӈ Л♬תּ סּ ,Broadcast ♬תּ ╘ √ ╥ Broadcastŋ ∟תּ  ѱѻ. ᾎᾅ ╪ 

Л √ ╥ ᶛӧSubnet Broadcastŋ ∟תּ   .Ώᾋѱѻ תּ

▀Ṩ ͙ Ѿ́ IPѤ ◓ Broadcast לἵ תּ ╙ר Ώᾋѱѻ. ╪ױ  IP⁄ 

╥   ӈ Broadcast לἵѤ ₰♣  Ὠ▫ "0"╖ᴛ ᾎӋѱѻ. ᾎᾅ ╘ ӎ ʺּת 

┬ ╥ ᶉᾎּתᵑ ҿᾎ⁄ ᾏṊ ̆ ὡᾐ  ὡ ▓ᾋѱѻ. 



 

ӈ Broadcast⁄Ἄ ᶹᵙ♠╬ Broadcastᴛ ↔ӈ ṉ♬תּ .1  

─Ѥ ͙ṕ♠╖ᴛ ợⱠӇ‡ ᾅתIP Broadcast ᶉᾎּ ♬תּ ʺ "Ἄẋᾅ ˞Ṩ ӊ" ᶉᾎ

╥ ⁄תּ  ̑˶╙ Ѿ ѱѻ. ּת♬ Broadcast̋  ᾒⱠ ᶉᾎּתᴛ ṉ ӇѤ ╬ ╪

ᾅ⁄Ἄ ּת♬ IP Broadcast ♣Ҁ ͙ѫ╙ Ἓ   ὡ ▓ᾋѱѻ. ♣Ҁ ͙ѫ╪ Ἓ

Ӈᶔ ╬ ╪ᾅᵑ ⁷˺ Ѥ Л √ ╥ ᶛӧ ּת♬ Broadcast ᶉᾎּתʺ ╬ ╪ᾅ

ᴛ ♣ҀӋѱѻ. ͎׳ ѻ╛ ᶉᾎּתʺ ᾒⱠ Broadcast ᶉᾎּתᴛ ♣ἾӋѱѻ. Broadcast 

ᶉᾎּת╥ ♣Ҁ╙ Ⱡ‡ Ѥ  Ἕᾅ ╪ẇ╙ ּת♬  ὡ ▓ᾋѱѻ. Ἕᾅ ╪ẇ╪ ּת

♬Ӈᶔ  Ἕᾅ ╪ẇ⁄Ἄ ↔ Ѥ IP ᶉᾎּתᵣ ּת♬Broadcast⁄Ἄ ᶹᵙ♠╬ 

Broadcastᴛ ṉ  Ӊ ὡ ▓ѻ. 

╬ ╪ᾅ ̯Ἓᶛӥ⁄Ἄ ּת♬ӈ Broadcast╥ ♣Ҁ╙ Ἓ Ἕ⅝ 

ᶕᴓ„ Ἇᶕ 

ip directed -broadcast  [access-list-

name] 

╬ ╪ᾅ⁄Ἄ ּת♬->ᶹᵙ♠╬ 

Broadcast ṉ ╙ ↔ ѱѻ 

2.  UDP Broadcast ᶉᾎּת ♣Ҁ 

ᾅ Ѥ ▀Ṩ UDP Broadcast ᶉᾎּת  ŋלἵ, ̯Ἓ ḓ ╪  oӮ⁄ ҍ  ♬Ṓ  ŋ˺♬ ѱѻ. ᾅ

 ̋▓Ѥ Л √ ⁄ UDP ᶉᾎּת  ŋ♣Ҁ  ἌḲ  ̋′Ѥ ˿↕ ᾅ Ѥ UDP ᶉᾎּת  ŋὡᾐ  

ὡ ′ᾋѱѻ. 

╪ ᶷⱠ  ŋ ˺  ͙─  ҉ ╬ ╪ᾅ⁄Ἄ ▀Ṩ ̯Ἓ╙ ὡ ⁴ ▀Ṩ ┬ ╥ Broadcast ᶉ

ᾎּת  ŋṒⱳ לἵᴛ ♣Ҁ  ὡ ▓ᾋѱѻ. ╬ ╪ᾅ⁄ ҍ ἵל Ṓⱳ ╥ˌ ױ⁴   ŋ̯Ἓ  ὡ 

▓ᾋѱѻ. 

UDP ҍỮ  ŋּת♬ ⁴ ♣Ҁ  UDP ᶉᾎּת  ŋ˺♬  ὡ ▓ᾋѱѻ. ◓ ᾎᾅ ╥ ͙ṕ ♣Ҁ 

ҍỮ Ѥ  137░ѱѻ. 

ᶉᾎּת ♣Ҁ╙ ↔  ̆ҍỮ לἵ  ŋּת♬ ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ

ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip helper -address address UDPѤ Broadcast ᶉᾎּתᵑ ↔.  

ҍỮלἵᵑ ּת♬ ѱѻ. 

♣  ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ♣Ҁ  ᴛ ♬תּ ╙ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip for ward-protocol u dp [port ] ♣Ҁ  UDP ᴛ ♬תּ ╙ ᾕᾎ₡. 



19.1.3.6  IP לἵ ּת♬ ḓ ┬ּת 

Л √ ᵑ ּת ᵙ̕ תּ┬ ̆ ᴎᶔ ѻ╛ ▬‰╙ ὡ ᾕᾎ₡. 

1. ᾎ₮ ͙ᴜ ̓ ҥ╪ ḽ╪ᾅ ּת↕͙ 

ᾎ, ᶜᴜ ֞Ѥ ҥ╪ ḽ╪ᾅ╥ ᶛӧ Ͽ↔╙ ּת∂ ὡ ▓ᾋѱѻ. ▀Ṩ ʺ ̓♠╪ּת Ώ

ѻ̆ Ỹʻ ᶔ ᵑ ּת∂ ὡ ▓ᾋѱѻ. 

̕ᵙ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ᾎ, ᶜᴜ ḓ ҥ╪ ḽ╪ᾅᵑ ּת↕ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

clear arp -cache IP₮ ARP╥ ᾎᵑ Ⱡ˞ ѱѻ. 

2. ᾎᾅ  ḓ Л √ ⁄ ҍ  ́ ҥ╪  ᾎ 

 ᾎᾅ ╘ IP ג↕  ╪ẇ, ᾎ ḓ ҥ╪ ḽ╪ᾅ₮ ˉ╘ ּת♬ӈ ́ ҥ╪ ᵑ ᾎ  

ὡ ▓ᾋѱѻ. ╪ױ  ᶛӧ ♬ṒѤ ́♠╬ ▫∟╥ Ợ↔ḹ╙ ῼ̆ Л √  ᶷⱠᵑ 

˺ Ѥ ҥ ҵ∑╪ Ӌѱѻ. ᾎᾅ ╘ ᶉᾎּתʺ Л √ ⁄Ἄ ᾒ Ӊ ԅ ʺ ҵҀ  ὡ 

▓Ѥ ˿ᴛ₮ ᶉᾎּתʺ ˢᵙѤ ˿ᴛᵑ ᾎ  ὡҵ ▓ᾋѱѻ. 

 

ᶛӧ ̕ᴐ ▬‰╘ ѻ╛̓ ˉ╘ ⁄ Ϯ⁸ Ӈ‡▓ᾋѱѻ. Ợ↔ḹ⁄ ҍ ἌѤ ŗIP ל

ἵ ᶘᴖ ּת♬Ř◑╙ ⱳ ᾕᾎ₡. 

̕ᵙ▫ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡.: 

ᶕᴓ„ Ἇᶕ 

show arp  ARP table╥ Ͽ↔╙ Ϯ Єѱѻ. 

show hos ts Hostname - IPᵰ ⁄ ̕  ᾎ ╪ẇ  

show ip interface [type number ] ╬ ╪ᾅ Ữ ᵑ Ϯ Єѱѻ. 

show ip route [protocol ↕ג [  ╪ẇ╥  Ữ ᵑ Ϯ Єѱѻ. 

ping {host | address } Л √  Яӥ⁄ ҵҀỮ ᵑ Ϯ Єѱѻ. 

19.1.4 IP לἵ  ₉Ⱡ 

ѻ╛╘ Interface VLAN 11⁄ IP לἵʺ ἒ♬ӇѤ ˿↕ᵑ Ϯ Єѱѻ. 

 interface vlan 11 

Ip address 202.96.2.3 255.255.255.0 



 

19-2◑ DHCP ἒ♬ 

19.2.1 ἵˌ 

DHCP (Dynamic Host Configuration Protocol) Ѥ ╬ С ᾅ ╥ ᵬ ̯Ἓ ᵰˌ ṉὡᵑ Ⱡ

̑ ѱѻ. DHCPѤ RFC 2131⁄ ἒᶘӇ‡ ▓ᾋѱѻ. DHCP╥ ʺ◑ ַא⅝  ͙ѫ╘ ╬ ╪

ᾅ⁄ IP לἵᵑ ḤṪ Ѥ ˦░ѱѻ. DHCPѤ IP לἵᵑ Ḥ Ѥ Ἕ ʺּת Ḣḹ╙ ּת∟ ѱ

ѻ. 

 ̧ ▫ҿ ṪḤ 

DHCP ἌḲѤ ₅̯ IP לἵᵑ ג╪… ⁄ ▫ҿ╖ᴛ Ḥ ѱѻ..  

 ̧ ҿ♠ Ḥ  

DHCP ἌḲѤ ג╪… ʺ ♬ ͙ʼ ҿΌ Ợ↔ ͙ ─  ֞Ѥ ג╪… ʺ Ợ↔

ἵᵑ ṪḤל IP תΏ╙ ԅּͥ תּ ѱѻ. 

 ̧ ὡҿ Ḥ  

DHCP ἌḲ╥ ̕ᵙ▫Ѥ IP לἵᵑ ὡҿ╖ᴛ ּת♬ ̆ DHCP ᴛ ╙ ╪ᵑ 

…╪ג ⁄ ṒЄѱѻ 

19.2.1.1 DHCP ♠↔ 

DHCP⁄Ѥ ⁴ױ ꜙᵆ╥ ╞↔ ᴛ͎ע╪ ▓Ѥҥ, ѻ╛̓ ˉ╘ ˿↕ Ợ↔ʺѫ ѱѻ. 

DHCP ג╪… ᵑ ̯Ἓ ⁴ IP לἵ, Л √  Ἕ͎ᶀ  ḓ ̕ᴐ ἵᾅ (̕ᴐ ˭╪

≢╪ Ӯ)ᵑ ╪җС ╬ ╪ᾅ⁄ Ḥ   ὡ ▓ᾋѱѻ. DHCP⁄  Ἕᾅ  ὡ ▓Ѥ 

ᾅ─ ᾅ ױ⁴ ʺ ᵑ ⁷˺ ᶔ ᾅ─ Ѥ DHCP ᵜᴆ╪ᵑ  DHCP ἌḲ⁄Ἄ IP 

ἵᵑ ʺⱨ₣ ѻ╛ ᾅל ἵᵑ Ḥל ⁄   ὡ ▓ᾋѱѻ. 

19.2.1.2 DHCP ╪♩ 

◓ ἵ ≢‡ Ḳ♣⁄ἌѤ ╪җС ╬ ╪ᾅ╥ DHCP ג╪…  ֞Ѥ DHCP 

…╪ג …╪ג Ӌѱѻ. DHCP∟תּ ʺ ᵑ ּת∟ Ѥ ͙ѫ⁄Ѥ ѻ╛̓ ˉ╘ ╪

♩╪ ▓ᾋѱѻ. 

 ̧ ̯Ἓ ᾎʼ Ѿ  

 ̧ ̯Ἓ ₡ᵆ ˁἵ 

 ̧ DHCP ἌḲᵑ  ▀Ṩ ◑ ╥ IP לἵ Ⱡ‡ 



 

19.2.1.3 DHCP ↔‡ 

DHCPѤ ἌḲ₮ ג╪…  ͙ḙ╖ᴛ ᶒ ʻʻ╘ ᾒ  ⱳˠ╪ Ⱶ◓ ѱѻ. 

 ̧ DHCP-ἌḲ 

IP לἵ ḓ ▐ҍᾎʼ̓ ˉ╘ DHCP ̕ᴐ ἵᾅᵑ Ḥ ̆ ◓Ỹ╙ ѱѻ. 

 ̧ DHCP- …╪ג   

  IP לἵ ♬Ṓ₮ ˉ╘ ᴛ  ᾎᾅ ╥ ◑ ⁄ ҍ  ♬Ṓᵑ DHCP ἌḲ⁄Ἄ 

  ♥ ╥‫Ѥҥ, ▐ҍ ᾎʼ╘ DHCP ҿ♠ ṪḤ ⁄ Ϯ ϮѤ ˌШ╪ѻ. 

 ̧ ▐ҍ ᾎʼ - ṪḤ ╪  IP לἵ╥ ┬  ͙ʼ. 

┬  ͙ʼ╪ ϥϮᶔ IP לἵѤ DHCP ἌḲ⁄ ╥  ◓ỸӋѱѻ. IP לἵᵑ ́ἶ 

Ợ↔ ᴎᶔ DHCP ג╪… ʺ IP לἵᵑ ѻᾎ ♠↔ ‒ ѱѻ. 

19.2.2 DHCP ג╪…  ̯Ἓ 

19.2.2.1 DHCP ג╪…  ̯Ἓ ‰ᶴ 

 ̧ IP לἵ Ḥ♬ 

 ̧ DHCP ἌḲ╥ לἵ ּת♬  

 ̧ DHCP ᵰˌṉὡ ̯Ἓ 

 ̧ DHCP ᶛѱ ᵠ 

1. IP לἵ Ḥ♬ 

VLAN ╬ ╪ᾅ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ╬ ╪ᾅ⁄ ҍ  DHCP ᴛ ╙ 

 IP לἵᵑ .‫ᾋѱѻ 

ᶕᴓ„ Ἇᶕ 

ip address dhcp  DHCP ᴛ ♬תּ ╙ ⁴  

╪җС ╬ ╪ᾅ╥ IP לἵᵑ  

̯Ἓ ѱѻ. 



2. DHCPἌḲ⁄ לἵᵑ ּת♬ 

▀Ṩ DHCP ἌḲ╥ לἵᵑ ῼ̆▓Ѥ ˿↕ ᾅ─ ⁄Ἄ ╪ױ  DHCP ἌḲ╥ לἵᵑ 

♬תּ ⁴ ᴛ  Ữ  ▬↔ ᾎʼ╙ ת▀ ὡ ▓ᾋѱѻ. ♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ 

ᶘᴖ╙ ᾒ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

ip dhcp -server ip-address DHCἌḲ╥ IPלἵᵑ ּת♬ ѱѻ. 

╪ ᶘᴖ‡Ѥ IP לἵ ░ᴏ╙ ─  ἐ ♠╬ ▬‰░ѱѻ. 

3. DHCP ᵰˌṉὡ ̯Ἓ 

⅝̯ Ợ ⁄ ӻג DHCP ᴛ ╪ Ữ  ▬↔╥ ᵰˌ ṉὡᵑ ⱳ♬  ὡ ▓ᾋѱѻ. 

♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

ip dhcp client minlease seconds ἵ ▐ҍ ᾎʼ ἒ♬░ѱѻ. 

ip dhcp client retransmit count  ᴛ ᶉᾎּת╥ ◓♣Ἶᾎʼ ἒ♬  

ip dhcp client select seconds ʼ˶╙ ἐ ♬תּ ⁴ Ἕ⅝. 

╪ ᶘᴖ╘ IP לἵᵑ ─ ͙‫  ⱳ▬╙ ὡ   ԅ ἐ ♠╬ ▬‰░ѱѻ. 

4. DHCP ᶛѱ ᵠ 

ᾅ─ ⁄Ἄ ╘ DHCP ἌḲ⁄ ҍ  ♬Ṓ  ŋ ╬ ᴎᶔ ̕  ᴝᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

show dhcp server ↕ג   ᾅ─ ʺ ῷѤ DHCP ἌḲ

♬Ṓᵑ ᾎ ѱѻ. 

 

̕ᵙᶛӥ⁄Ἄ ᶘᴖ‡ᵑ ᾒ ↕ג ⁴  ᾅ─ ⁄ Ợ↔ַא╬ IPלἵᵑ ╬ ѱѻ.. 

ᶕᴓ„ Ἇᶕ 

show dhcp lease ↕ג   ᾅ─ ⁄Ἄ  Ợ↔ַא╬ IPל

ἵ ᵙἵᾅ ḓ ♬Ṓᵑ ᾎ. 

DHCP ᴛ ╙ Ợ↔ ⁴ ╪җС ╬ ╪ᾅ╥ IP לἵᵑ ṪḤ Ѥ ˿↕  

ŗshow interface Řŋ  ᾒ ⁴ ╪җС ╬ ╪ᾅ⁄ ⅝  IP לἵᵑ Ἓ̑♠╖ᴛ ‫

‴Ѥּת ╬  ὡ ▓ᾋѱѻ.



 

19.2.2.2  DHCP ג╪…  ̯Ἓ ₉ᾎ 

1. IPלἵᵑ ḚѤ ˿↕ 

The foll owing example shows Ethernet1/1 ob tains an IP address through DHC P. 

! 

interface vlan 11 

ip address dhcp  

19.2.3  DHCP ἌḲ ἒ♬ 

19.2.3.1  DHCP ἌḲ ̯Ἓ Ͽ↔ 

DHCP ἌḲ Ợ↔  

DHCP ἌḲ ẋ Ἓ  

ICMP ˁּת ᵰˌ ṉὡ ̯Ἓ 

ҥ╪ ḽ╪ᾅ ♇◑ ₅⁵ ᵰˌ ṉὡ ̯Ἓ 

DHCP ἌḲ╥ לἵ  ̯Ἓ 

DHCP ἌḲ╥ לἵ ⁄ ҍ  ᵰˌ ṉὡ ̯Ἓ  

DHCP ἌḲ ᶛѱ ᵠ 

DHCP ἌḲ ♬Ṓ ּת↕͙ 

19.2.3.2  DHCP ἌḲ ̯Ἓ 

1. DHCP ἌḲ Ợ↔ 

DHCP ἌḲᵑ Ἓ ̆ IP לἵ₮ ˉ╘ ᵰˌ ṉὡᵑ Ḥ ᴎᶔ  

DHCP ג╪… ʺ ♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ (DHCP ἌḲѤ 

⁷ἶ♠╬ ▬‰ҵ ּת∟ ѱѻ. ▀ḙ DHCP ἌḲʺ Ḥ   ὡ ′Ѥ לἵ╥ ˿↕⁄Ѥ 

ip helper -addressʺ ̯Ἓӈ Ѥ DHCP ⅝ ╙ ♣Ҁ Ѥ ˦░ѱѻ). 

 



ᶕᴓ„ Ἇᶕ 

ip dhc pd enable  DHCP ἌḲ Ợ↔ 

2. DHCP ἌḲ ẋ Ἓ  

ѻ╛╘ DHCP ἌḲᵑ Ợ↔ ʺѫ ҵᴜ ̆ DHCP ג╪… ⁄ ҍ  IPלἵ ᵰˌ 

ṉὡ₮ ˉ╘ ṉὡᵑ ַתּא ᴎᶔ ѻ╛̓ ˉ╘ ᶘᴖ‡ᵑ ░ᴏ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

no ip dhcpd enable  DHCPἌḲ ẋ Ἓ  

3. ICMP ˁּת ᵰˌ ṉὡ ̯Ἓ 

ἌḲʺ ♣Ἶ Ӊ ԅ ṒЂ ICMP ᶉᾎּת╥ ᵰˌ ṉὡᵑ ⱳ♬  ὡ ▓ᾋѱѻ 

ἵ ˤự╙ ὡל ѱѻ. ♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ṒЂ ICMP ᶉᾎּת ὡᵑ ̯Ἓ ᴎᶔ ѻ╛╙ ὡ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip dhc pd ping packe ts pkgs ICMP ᶉᾎּת╥ ὡᴛ לἵ ˤự╥ 

ᾎʼ╙ ּת♬ ᾕᾎ₡. 

♣⁵ ̯Ἓᶛӥ⁄Ἄ ᶘᴖ╙ ᾒ ⁴ ICMPᶉᾎּת ╞҆ᾎʼ ̓ᾎʼ╙ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

ip dhc pd ping timeout timeout  ICMP ᶉᾎּת ╞҆╥ ᾎʼ ̓ ᾎ

ʼ╙ ּת♬ ᾕᾎ₡. 

4. ҥ╪ ḽ╪ᾅ ♇◑ ₅⁵ ᵰˌ ṉὡ ̯Ἓ 

♣╪⁄ ʺἵ ṪḤ ♬Ṓל  ҥ╪ ḽ╪ᾅ⁄ ♇◑ Ӊ ʼ˶╙ ̯Ἓ ᴎᶔ  

♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip dhc pd write -time time ἵ Ṫל   ♬Ṓʺ ⁄╪♣  D⁄ ♇

◑ӇѤ ʼ˶╙ ּת♬ ᾕᾎ₡. 

5. DHCP ἌḲ╥ לἵ  ̯Ἓ 

♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛╙ ᾒ ⁴ DHCP⁄ לἵ ╙ ʺ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

ip dhc pd pool name DHCP ἌḲ╥ לἵ ╙ ʺ ̆ ̯

Ἓᶛӥᵑ ░ᴏ ᾕᾎ₡. 



6. DHCP ἌḲ╥ לἵ ⁄ ҍ  ᵰˌ ṉὡ ̯Ἓ 

ἵᵑ ̯Ἓל ἵ ╥ ᵬל ἵ  ̯Ἓᶛӥ⁄Ἄ ᶘᴖ‡ᴛל ѱѻ.  

ᶕᴓ„ Ἇᶕ 

network ip-addr netsubnet  ▫ҿ Ṫᵆ⁄ Ợ↔ӈ לἵ ╥ ᵬל

ἵᵑ ̯Ἓ ᾕᾎ₡. 

▫ҿ Ṫᵆ⁄ Ợ↔ӇѤ לἵ Ḹ─ᵑ ̯Ἓ Ѥ ˿↕ ѻ╛ ᶘᴖ╙ ᾒ Ἕ⅝. 

ᶕᴓ„ Ἇᶕ 

range low-addr high -addr ▫ҿ ṪḤ⁄ Ợ↔ӇѤ לἵḸ─ᵑ 

̯Ἓ ᾕᾎ₡ 

ѻ╛ ᶘᴖ‡Ѥ ג╪… ⁄ Ḥ ӇѤ ͙ṕ˿ᴛᵑ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

default -router  ip-addr ŏ ͙ṕ ˿ᴛᵑ ̯Ἓ ᾕᾎ₡. 

…╪ג ⁄˭ Ḥ Ӌѱѻ. 

ѻ╛ ᶘᴖ‡Ѥ ג╪… ⁄ Ḥ ӇѤ DNSἌḲ לἵᵑ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

dns-server ip-addr ŏ DNSἌḲ לἵᵑ ̯Ἓ ѱѻ. 

ѻ╛ ᶘᴖ‡Ѥ ג╪… ⁄ Ḥ ӇѤ ҵᶉ╬╙ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

domain -name name Client⁄ ṪḤӇѤ ҵᶉ╬╙ ̯Ἓ

ѱѻ. 

ѻ╛ ᶘᴖ‡Ѥ ג╪… ⁄ Ḥ ӇѤ לἵ ▐ҍᾎʼ╙ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

lease {days [hours][minutes] | infinite } Client⁄ ṪḤ Ѥ לἵ ▐ҍ ᾎʼ

╙ ̯Ἓ ѱѻ. 

ѻ╛ ᶘᴖ‡Ѥ ג╪… ⁄Ἄ Ḥ ӇѤ Netbios ἌḲלἵᵑ ̯Ἓ ѱѻ. 

ᶕᴓ„ Ἇᶕ 

netbios -name-server ip-addrŏ Client⁄ Ṩᵆӈ NetbiosἌḲᵑ ̯

Ἓ ѱѻ 

ѻ╛ ᶘᴄ‡Ѥ MAC לἵʺ ӥ≢‡╬ ᾅ ⁄ IP לἵᵑ Ḥ ͙ ─  ˞Ṩ

ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ѱѻ. 

 

 



ᶕᴓ„ Ἇᶕ 

hw-access deny hardware-address ӥ≢‡ לἵᴛ ╬  IPלἵ Ḥ ᵑ 

˞Ṩ ѱѻ. 

7. DHCP ἌḲ ᶛѱ ᵠ 

̕ᵙ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ DHCP ἌḲ⁄ ҍ ἵ Ḥל ◓   ♬Ṓᵑ ╬

ᾕᾎ₡. 

  



 

ᶕᴓ„ Ἇᶕ 

show ip dhcpd binding   Ợ ἵ Ṫל   ᾎ ѱѻ. 

̕ᵙ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ DHCP ἌḲ⁄ ҍ  ◓ ᶉᾎּת ́ ♬Ṓᵑ 

╬ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

show ip dhcpd s tatistic  DHCP ἌḲ⁄ ́♬Ṓᵑ ợⱠ ѱ

ѻ 

8. DHCP ἌḲ ♬Ṓ ּת↕͙ 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ DHCP ἌḲ⁄ ҍ ἵ Ḥל ◓   ♬Ṓᵑ ợⱠ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

clear ip dhc pd binding {ip-addr|*} ּת♬ӈ לἵṪḤ♬Ṓᵑ ợⱠ ѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ⁴ DHCP ἌḲ⁄ ҍ  ◓ ᶉᾎּת ́ ♬Ṓᵑ ợⱠ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

clear ip dhc pd statistic  ◓ DHCP ἌḲ ᶉᾎּת ́♬Ṓᵑ 

ợⱠ ѱѻ. 

19.2.3.3  DHCP ἌḲ ̯Ἓ ₉ᾎ 

ѻ╛ ₉ᾎᶷ⁄ ICMP ּת ╥ ᾎʼ⁄ ̓ ᾎʼ╘ 200msᴛ ἒ♬Ӌѱѻ. לἵ 

 1╪ ̯ἛӇ̆ DHCP ἌḲʺ Ợ↔Ӌѱѻ. 

ip dhcpd ping timeout 2  

ip dhcpd pool 1  

network 192.168.20.0 255.255.255.0 

range 192.168.20.211 192.168.20.215 

domain -name my315 

default-router 192.168.20.1 

dns-server 192.168.1.3 61.2.2.10 

netbios-name-server 192.168.20.1 

lease 1 12 0 

ip dhcpd enable  



19-3◑ IP Ἄẋᾅ ̯Ἓ 

IPἌẋᾅᵑ ἐ ♠╖ᴛ ̯Ἓ Ѥ Ḣḹ╙ ἒᶘ ѱѻ. Ṓѻ җ ▫Ἕ  Ͽ↔╘  

ŗIP Ἄẋᾅ ᶘᴖ‡Ř ♥╙ ⱳ ᾕᾎ₡. 

19.3.1  IP Ἄẋᾅ ̯Ἓ ͙ 

IP Ἄẋᾅᵑ ἐ ♠╖ᴛ ̯Ἓ Ѥ Ḣḹ╘ ѻ╛̓ ˉᾋѱѻ.: 

 ̧ IP ⁷˺̕ᵙ ͙ 

 ̧ ᵰˌ ṉὡ⁄ ҍ  ͙ѫ ̯Ἓ ͙ 

 ̧ ͙ṕ ˭╪ ≢╪ ̯Ἓ ͙ 

 ̧ IP ᵬ ּת תּ┬ ̆ ͙ 

─╥ ▬‰╪ ὡѤ ῷѱּתᵣ ⅝̯ Ợ ⁄ ӻג ▬‰╙ ὡ   ὡ ▓ᾋѱѻ. 

19.3.1.1  IP ⁷˺ ̕ᵙ ͙ 

IP ᴛ ╘ IP ⁷˺╙ Ⱡ‡ ̆ ̕ᵙ Ѥ ▀ᴐ╥ Ἄẋᾅᵑ Ⱡ̑ ѱѻ. ╪

ױ  Ἄẋᾅ╥ ҍṨṪ╘ ICMP⁄ ╥  Ⱡ̑Ӌѱѻ. ג↕  ᾅ─  ֞Ѥ  Ἕ

ᾅ ἌḲʺ IP ᶉᾎּת җ⁄Ἄ ₡ᵆᵑ ˁּת ᶔ ICMP ᶉᾎּתʺ ᾅ  ֞Ѥ 

ѻᵐ ג↕  ᾅ─ ᴛ ♣ἾӋѱѻ. ICMPѤ RFC 792⁄Ἄ ♬╥Ӌѱѻ. 

ѻᵐ IP ⁷˺ ⱳˠ⁄ ӻג ѻ╛̓ ˉ╘ ▬‰╙ ὡ ᾕᾎ₡. 

1. ICMP ⁷˺ Ⱡ ᶉᾎּת ṒϿ͙  

ᾎᾅ ╪ ᶉᾎּתᵑ ὡᾐ ⁴ ˿ᴛ ′╛̓ ˉ╘ ᶉᾎּתᵑ ҍỮ╖ᴛ ṒЂ ὡ 

′Ѥ ˿↕, ᾎᾅ ╘ ἵᾅ ᾅ ⁄ ICMP⁷˺ Ⱡ ᶉᾎּתᵑ ṒЄѱѻ. ᾎᾅ

 ͙ѫ╘ ͙ṕ♠╖ᴛ Ἓ Ӈ‡ ▓ᾋѱѻ. 

╪ ͙ѫ╪ ẋ Ἓ ӈ ˿↕ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ 

҉ ͙ѫ╙ Ợ↔ ҵᴜ ἒ♬  ὡ ▓ᾋѱѻ. 

 

ᶕᴓ„ Ἇᶕ 

ip unreachables  ICMP⁷˺ Ⱡ ᶉᾎּתᵑ ♣Ἶ ᴎᶔ 

╪ ͙ѫ╙ Ợ↔ ҵᴜ ἒ♬ ѱѻ. 



2. ICMP ˿ᴛ ὡ♬ ᶉᾎּת ṒϿ͙ 

ʺϡ ᾅ ʺ ╪Ữ  ˿ᴛᵑ ἐ ѱѻ. ג↕  ᾅ─ ╥ ˿ᴛʺ ᾅ ⁄

Ἄ ᶉᾎּתᵑ Ḛ╖ᶔ ג↕  ╪ẇ╙ ╬  ѻ╛ ᶉᾎּתᵑ ὡᾐᶉᾎּת-╬

╪ᾅᵑ  ѻᵐ ג↕  ᾅ─ ⁄ ♣Ҁ ѱѻ 

 

ᾅ ₮ ˉ╘ Л √  Ἕ͎ᶀ ╬ ˿↕ ░ѱѻ. ╪ ˿↕ ג↕  ᾅ─ Ѥ ҍỮ̓ 

Ζ ᶉᾎּתᵑ ֹו♪ ѻᵐ ג↕  ᾅ─ ⁄ ṒϿѤ Ḣḹ╙ ἵᾅ ᾅ ⁄ ῼᴎ̆ל 

ᵙӰᴇἪ ᶉᾎּת⁄Ѥ ἵᾅ ᾅ ᴛᵑ ợⱠ˿ מ∟ ʺ ̆ ᶉᾎּת⁄ ᾎӈ Ṓѻ 

♬  ˿ᴛᵑ Ợ↔ ‒ ѱѻ. ҍṨṪ╥ ᾅ  ⇔₅ ⱠѤ ג↕  ╪ẇ⁄ 

ᾅ  ˿ᴛᵑ ʺ ѱѻ. ͎ױϮ ג↕  ᾅ─ Ѥ ג↕  ᴛ ╙  ♬ ╘‫

Ṓᵑ җ ᾐᴧ  ὡ ▓ᾋѱѻ. ӻגἌ ג↕  ᾅ─ ╥ ♬Ṓ⁄ ӻג ᾅ  ˿ᴛᵑ 

ʺ  .Ώᾋѱѻ תּ

╪ ͙ѫ╘ ͙ṕ♠╖ᴛ Ợ↔ ҵᴜ ἒ♬Ӈ‡ ▓ᾋѱѻ.  

HSRP(Hot Standby Routing Protocol) = Ữᾎ ҍ͙ ג↕  ᴛ  

HSRP̋  ╬ ╪ᾅ⁄ ̯Ἓӈ ˿↕ ▫ҿ╖ᴛ ẋ Ἓ Ӌѱѻ. ּתᵣ ╪͙ѫ╘ ▫

ҿ╖ᴛ ᾒ Ӈּת Ώ╖ᶒ ᴛ ╪ ▐╥ᴛ ἵ ӈ ˿↕⁄ҵ ▫ҿ╖ᴛ Ἓ Ӈ

  .Ώᾋѱѻ תּ

╪ ͙ѫ╙ Ợ↔ ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip redirec ts ICMP Ḣ  ὡ♬ ᶉᾎּת ♣Ἶ ↔ 

3. ICMP mask ╞҆ ᶉᾎּת ♣Ἶ 

ʺϡ ᾅ Ѥ Л √  ᵡᾅ ᵑ ῼῷ‒ ѱѻ. ♬Ṓᵑ ─ ͙‫  ᾅ Ѥ ICMP 

ᵡᾅ  ⅝  ᶉᾎּתᵑ ṒЂ ὡ ▓ᾋѱѻ. ג↕  ᾅ─ ʺ ᾅ ╥ ᵡᾅ ᵑ ╬

 ὡ ▓╖ᶔ ICMP ᵡᾅ  ╞҆ ᶉᾎּתᴛ ╞҆ ѱѻ. ͙ṕ♠╖ᴛ ג↕  ᾅ─

Ѥ ICMP ᵡᾅ  ╞҆ ᶉᾎּתᵑ ṒЂ ὡ ▓ᾋѱѻ. 

ICMP mask ⅝  ᶉᾎּתᵑ ṒϿᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ

ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip mask-reply ICMP mask ╞҆ᶉᾎּתᵑ ṒЄѱѻ. 



 תּ ᴛ MTU˿∟תּ  .4

ᾎᾅ ╘ RFC 1191⁄ ♬╥ ӈ IP ˿ᴛ╥ MTU ˁּת ◑ ᵑ ּת∟ ѱѻ. IP ˿ᴛ 

MTU ˁּת ◑ ᵑ Ợ↔ ᶔ ᾅ ʺ Ἄᴛ ѻᵐ ˿ᴛ╥ ҍ ♣Ἶ Ѿ─ (MTU)ŋ  

▫ҿ╖ᴛ ̆ ⱳ♬  ὡ ▓ᾋѱѻ. ẍḴ ↕ג   ᾅ─ Ѥ ὡᾐ ӈ IP ᶉᾎּת ͝

╪ʺ ᶉᾎּת ♣Ҁ ╬ ╪ᾅ⁄ ἒ♬ӈ MTUṒѻ  ˿↕ᵑ ˁּת ѱѻ. 

 IP ᶉᾎּתѤ Ṫ  Ӈ‡‒ ּתᵣ IP ᶉᾎּת╥ "ἝṪ  Ӈּת Ώ╘"ẋ Ѥ ◓ἒ♬

Ӌѱѻ. ӻגἌ ᶉᾎּתѤ Ṫ   ὡ ′ᾋѱѻ. ᶉᾎּתᵑ ợⱠ ‒ ѱѻ. ╪ ˿↕ 

↕ג  ᾅ─ Ѥ ICMP ᶉᾎּתᵑ ♣Ἶ ⁴ ᾒ  ♣Ҁ ╪┬ ḓ ♣Ҁ ╬ ╪ᾅ╥ 

MTUᵑ ͙Ⱶ ᾅ ⁄ ῼᵞѱѻ. ͎׳ ѻ╛ ͙Ⱶ ᾅ Ѥ ҍỮ⁄ ṒϿѤ ᶉᾎּת╥ 

͝╪ᵑ ⁴ת ˿ᴛ╥ ἵ MTUᵑ ⱳ♬ ѱѻ. 

˿ᴛ╥ ⁷˺╪ ϝ‡ּתᶔ ᶉᾎּתѤ ѻᵐ ἐ Ѥ ˦░ѱѻ. MTU ἵ˃╘ ∟מ ˿

ᴛ₮ ѻᵑ ὡ ▓ᾋѱѻ. ͎׳ ѻ╛ ג↕  ᾅ─ Ѥ ἵᾅ ᾅ ⁄ Ự ˿ᴛ╥ MTU

ᵑ ῼᵞѱѻ. IP ᶉᾎּתѤ ʺѫ   ˿ᴛ╥ ἵ MTUᴛ ︣ Ӈ‡‒ ѱѻ. ╪

ױ  Ḣᾏ╖ᴛ, Ṫ בֿ ╪ Ӈ̆ Ṓѻ ♠╘ ᶉᾎּתʺ ṒϿ˭ Ӈ‡ ᾐ ═╪ 

ỮӋѱѻ. ̕ᴐ ᾅ Ѥ IP ˿ᴛMTU ˁּתᵑ ּת∟ ‒ ѱѻ. ͎׳ ѻ╛ ג↕  ᾅ

─ ⁄ ╥  Ṓ ӈ MTU ˃⁄ ӻג IP ᶉᾎּת╥ ͝╪ᵑ ⱳ♬ ⁴ ♣Ҁ ̓♬⁄Ἄ 

Ṫ ╙ Ḣּת  ὡ ▓ᾋѱѻ. 

̕ᴐ ᾅ Ѥ IP ˿ᴛ MTU ˁּתᵑ ּת∟ ‒ ѱѻ. ͎׳ ѻ╛ ג↕  ᾅ─ ⁄ 

╥  Ṓ ӈ MTU ˃⁄ ӻג IP ᶉᾎּת╥ ͝╪ᵑ ⱳ♬ ⁴ ♣Ҁ ̓♬⁄Ἄ Ṫ ╙ 

Ḣּת  ὡ ▓ᾋѱѻ. 



 

5. MTU IPἒ♬ 

Maximum Transmission Unit (MTU) ѤIPᶉᾎּתᴛ ♣Ἶ╪ ʺѫ  ҍ ͝╪ᵑ ᵦ ѱѻ. IP 

ᶉᾎּת ͝╪ʺ MTUᵑ ̓ Ѥ ˿↕Ѥ ג↕  ᾅ─ ⁄Ἄ Ṫ ѱѻ. ╬ ╪ᾅ╥ 

MTU ˃╙ ṉ˿ ᶔ IP MTU ˃⁄ ₅ ▫ ѱѻ. IP MTUʺ MTU₮ ˉ╖ᶔ IP MTUѤשּׁ ╙

ҿ╖ᴛ MTUʺ ṉ˿ Ӊ ԅ Ựᴛ⇔ MTU₮ ҿ▀ ˭ ⱳ♬Ӌѱѻ. ͎ױϮ IP MTU╥ ṉ˿

╘ MTU⁄ ₅ ╙ Ḉ ╬ ◓ Ώᾋѱѻ. IP MTUѤ תּ ╪ᾅ⁄ ̯Ἓӈ MTUṒѻ  ὡ 

′ᾋѱѻ. ҿ▀  ᶹᵙ♠ ḈӰ‡ᵑ ⁷˺ Ѥ ᶛӧ ◑ ʺ ҿ▀  MTU ᴛ ╙ ʺⱨ

‒ Ѥ ˿↕⁄ᵣ ♬Ữ♠╬ ᾐ╙ ỸἛ  ὡ ▓ᾋѱѻ. 

♬ ╬ ╪ᾅ⁄Ἄ IP MTUᵑ ἒ♬ ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ

ᾕᾎ₡: 

ᶕᴓ„ Ἇᶕ 

ip mtu bytes ╬ ╪ᾅ╥ IP MTUᵑ ἒ♬ ᾕᾎ₡.  

6. IP ἵᾅ ˿ᴛ ╬ּש 

↕ג  ᾅ─ Ѥ ᶛӧ ᶉᾎּת╥ IP җᵑ ╬ ѱѻ. RFC 791⁄ ♬╥ ӈ IP Header ₪

Ἢ╙ ּת∟ ѱѻ. ♬  ἵᾅ ˿ᴛ, ὣ  ἵᾅ ˿ᴛ, ᾎʼ ᾅ ₮ ˿ᴛ⁄ ҍ  ͙ᴜ 

͎ᵙ̆ ᾅ─ ʺ ₪Ἢ╙ ◄ᶣ ἐ ѻᶔ ICMP ᵰˌ ṉὡᶷⱠ⁄ ҍ  ᶉᾎּתᵑ ἵᾅ 

ᾅ ⁄ ṒϿ̆ ᶉᾎּתᵑ ợⱠ ѱѻ. ἵᾅ˿ᴛ⁄Ἄ ᶷⱠʺ ḛỸ ᶔ ג↕  ᾅ─ Ѥ ἵ

ᾅ ᾅ ᴛ ICMP ⁷˺ Ṭʺ (ἵᾅ ˿ᴛ⁄ ᾒ ᵑ ╬ּת Ѥ ͒)╙ ṒЄѱѻ. IPѤ ἵᾅ 

ᾅ ʺ ᶉᾎּת⁄ ҍ  IP Л √ ╥ ˿ᴛᵑ ּת♬  ὡ ▓˭ ѱѻ. ּת♬ӈ ˿ᴛʺ ἵ

ᾅ ˿ᴛᴛ Ӌѱѻ. IP җ ₪Ἢ⁄Ἄ ἵᾅ ˿ᴛᵑ ἐ ♬תּ ⁴  ὡ ▓ᾋѱѻ. ג↕

 ᾅ─ Ѥ ₪Ἢ⁄ ӻג IP ᶉᾎּתᵑ ♣Ҁ ˞Ϯ ṒΌ ⅝̯ Ợ ⁄ ӻג ᶉᾎּתᵑ ợⱠ

‒ ѱѻ. ͎׳ ѻ╛ ג↕  ᾅ─ Ѥ ICMP ⁷˺  ὡ ′Ѥ ᶉᾎּתᵑ ἵᾅ ᾅ ᴛ 

ṒЄѱѻ. ג↕  ᾅ─ Ѥ ͙ṕ♠╖ᴛ ἵᾅ ˿ᴛᵑ ּת∟ ѱѻ. 

IP ∟ṕ ˿ᴛʺ ẋ Ἓ  ӈ ˿↕ ♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ IP ∟ṕ ˿

ᴛᵑ ╬ּש ѱѻ.  

ᶕᴓ„ Ἇᶕ 

ip source-route  IP ἵᾅ ˿ᴛ ̾  Ṩ⁴ 

7. IP╥ ẖᵐ ̪Ἐ ↔ 

IP ẖᵐ ̪Ἐ╘ ᾎᵑ Ợ↔ ⁴ IP ᶉᾎּתᵑ ♣Ҁ ѱѻ. ᾅ─ ʺ ♬ ҍỮ╖ᴛ ᶉᾎ

ᵑ ♣Ҁתּ ͙ ♣⁄ ᾎᾅ ↕ג ╘  ╪ẇ╙ ╬  ѻ╛ ˿ᴛ⁄ ӻג ᶉᾎּתᵑ ♣Ҁ

ѱѻ. ἐ  ˿ᴛѤ ᾎᾅ  ἵ ↕ג ╥‡≢  ᾎ⁄ ♇◑Ӌѱѻ. ▫╥ ᶉᾎּתʺ 

ҿ▀  ᾅ ᴛ ṒϿּתᶔ ᾅ─ Ѥ ג↕  ᾎ⁄ ♇◑ӈ ˿ᴛ⁄ ӻג ▫╥ ᶉᾎּתᵑ 

♣Ҁ ѱѻ. ᶉᾎּתʺ ♣Ҁ Ӊ ԅᵡѻ ҉ ˿ᴛ ᶜ╥ ♠ַא ὡ ˃╪ 1 ῭ ּשʺ ѱ



ѻ. ♠ַא ὡʺ ἒ♬ ˃̓ ˉ╖ᶔ ἵ ↕ג ‡≢  ᾎʺ ӥ≢‡ ג↕  ᾎ⁄ 

♇◑Ӌѱѻ. ҿ▀  ᾅ ⁄ ҍ  ѻ╛ ᶉᾎּתѤ ӥ≢‡⁄ ╥ ▀ .ҀӋѱѻ♣ ♪וֹ 

♬ ᾎʼ ҿΌ ᾎᵑ Ợ↔ Ώ╖ᶔ ᾎʺ ợⱠӋѱѻ. ἵ תּ ≢‡ / ӥ≢‡ ᾎ 

ᶜ╪ Ữ  ˃⁄ ҵҀ ᶔ Ự ҍỮ ᾅ Ѥ җ ╪Ữ ᾎ⁄ ♇◑Ӈּת Ώᾋѱѻ. ẖᵐ 

̪Ἐ╙ ↔ ˞Ϯ ּ͔ת ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡: 

 

ᶕᴓ„ Ἇᶕ 

ip route -cache ẖᵐ ̪Ἐ╙ ↔ ѱѻ 

no ip route -cache ẖᵐ ̪Ἐ╙ ↔  .Ώᾋѱѻ תּ

ἵ ≢‡ ᾎ ᶜ╪ ӥ≢‡ ᾎ⁄ ♇◑ Ӊ ԅ ⅝ ὡᵑ ̯Ἓ אַ♠ 

ᴎᶔ ♣⁵ ̯Ἓ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

ip  route -cache hit -

numbers  

hitnumber  

ἵ ≢‡ ᾎ⁄Ἄ ג↕  ᶜ╥ ♠ַא 

ὡʺ hitnumber ╥ ˃⁄ ҵҀ ᶔ ἵ ≢‡ 

ᾎ╥ ג↕  ᶜ╪ ӥ≢‡ ᾎ⁄ ג↕

 ᶜ╖ᴛ ♇◑Ӌѱѻ. 

8. ˉ╘ ╬ ╪ᾅ⁄Ἄ ẖᵐ IP ̪Ἐ ּת∟ 

ᾅ─ ʺ ὡᾐ ╬ ╪ᾅᵑ Ἶᾐ ╬ ╪ᾅ₮ ҿ▀ ˭ ╖ᴛᾬ ẖᵐ IP ̪Ἐ╙ 

∟תּ  ὡ ▓ᾋѱѻ. ▀ḙ♠╖ᴛ ג↕ ╥ ◓ἒ♬ ͙ѫ̓ ҹ ͙ ԅᶷ⁄ ╪ ͙ѫ

╙ Ợ↔  .ΏѤ ˦╪ ꜜᾋѱѻ תּ

ҿ▀  ╬ ╪ᾅ⁄Ἄ IP ג↕  ᾎᵑ ↔ ᴎᶔ ╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ

╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

ip route -cache same-interface ˉ╘ ὡᾐ/♣Ἶ ╬ ╪ᾅᵑ ʺֿב IP ᶉᾎ

↕ג ᵑתּ  ᾎ⁄ ♇◑ ѱѻ. 

19.3.1.2  ᵰˌ ṉὡ ̯Ἓ Ἓѫ 

1. TCP ⁷˺ ҍ͙ ᾎʼ ἒ♬ 

↕ג  ᾅ─ Ѥ TCP ⁷˺╙ ὡ   ԅ ҍ͙ ᾎʼ ҿΌ TCP ⁷˺╪ ᵣө‡ּתּת 

Ώ╖ᶔ TCP ⁷˺╪ ᾒ  ˦╖ᴛ ʼל ѱѻ. ͎׳ ѻ╛ ג↕  ᾅ─ Ѥ ᾒ  

TCP ⁷˺╥ Ữ─ ᴆṁ ᴛ͎ע⁄ ῼᵞѱѻ. TCP ⁷˺ ҍ͙ ᾎʼ╙ ἒ♬  ὡ ▓ᾋ

ѱѻ. ᾎᾅ ╥ ͙ṕ˃╘ 75 ░ѱѻ. ╪♣ ̯Ἓ╘ ᾅ─ ʺ ♣Ҁ Ѥ TCP ⁷˺⁄ 

₅ ╙ Ḉ ─Ώᾋѱѻ. ᾅ תּ  ▫ ⁄Ἄ ỸἛ ӈ TCP ⁷˺⁄ᵣ ₅  .ѱѻשּׁ ╙



͒ᴛḶ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ TCP ⁷˺ ҍ͙ ᾎʼ╙ ἒ♬ ᾕᾎ₡.: 

ᶘᴖ‡ ἒᶘ 

ip tcp synwait -time seconds TCP ⁷˺ ҍ͙ ᾎʼ╙ ἒ♬ ᾕᾎ₡. 

2. TCP windows╥ ͙ ἒ♬ ͙ 

͙ṕ ͙Ѥ 2000 ḕ╪ ░ѱѻ. ♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ͙ṕ 

TCP windows ͙ᵑ ṉ˿ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

ip tcp  window-size bytes TCP ╥ ͙ᵑ ἒ♬ ᾕᾎ₡. 

19.3.1.3  IP Л √  תּ ḓ תּ┬ 

1. ᾎ₮ ҥ╪ ḽ╪ᾅ ᶜᴜ╙ Ⱡ˞ ѱѻ. 

ᾎ, ᶜᴜ ֞Ѥ ҥ╪ ḽ╪ᾅ╥ ᶛӧ Ͽ↔╙ ּת∂ ὡ ▓ᾋѱѻ. ᾎ, ᶜᴜ ֞Ѥ 

ҥ╪ ḽ╪ᾅ╥ ◄ᶣӈ ҥ╪ ᵑ ּת∂ ⅝ʺ ▓ᾋѱѻ. 

◄ᶣӈ ҥ╪ ᵑ ּת↕ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

clear tcp s tatistics  TCP ́ ҥ╪ ᵑ ּת−ѱѻ. 

2. TCP ⁷˺ Ⱡ 

TCP ⁷˺╙ ϝ╖ᴎᶔ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡.: 

ᶘᴖ‡ ἒᶘ 

clear tcp {local host-name  

remote host-name | tcb address} 

 .ѱѻ−תּ ╙˺ӈ TCP⁷♬תּ

TCBѤ TCP Ⱡ‡ ẇᴜ╙ Ϯ Єѱѻ. 

3. ᾎᾅ  ḓ Л √ ⁄ ҍ  ́ ҥ╪  ᾎ 

ᾎᾅ ╘ ᾎ, ᶜᴜ ḓ ҥ╪ ḽ╪ᾅ⁄ Ͽ↔╙ ᾎ  ὡ ▓ᾋѱѻ. ╪ױ  ́ 

ҥ╪ Ѥ ́♠╬ ╥ Ợ↔ḹ╙ Ὸ ̆ Л √  ᶷⱠᵑ ˺ Ѥ ҥ ҵ∑

╪ Ӌѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. ▫Ἕ  Ͽ↔╘ "IP ᶘᴖ Ἄẋᾅ"ᵑ ⱳ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

show ip access -lists name  ᶛӧ ⁞Ἕᾅ ᶜᴜ╥ Ͽ↔╙ ᾎ ѱѻ 

show ip cache [ mask] [type number]  IP ᶉᾎּ̪ת  ӈ ᾎᵑ ᾎ ѱѻ. 

 



show ip socke ts ᾅ─ ⁄ ἵ  ♬Ṓᵑ ᾎ ѱѻ. 

show ip  traffic  IP ᴛ ⁄ ҍ  ́ ҥ╪ ᵑ ᾎ

ѱѻ 

show tcp  ᶛӧ TCP ⁷˺ Ữ ⁄ ҍ  ♬Ṓᵑ 

ᾎ ѱѻ. 

show tcp brief  TCP⁄ ҍ  ♬Ṓᵑ ʼר  Ϯ Єѱѻ. 

show tcp s tatistics  TCP ́ ҥ╪ ᵑ ᾎ ѱѻ. 

show tcp tcb TCP ⁷˺Ữ ♬תּ   ♬Ṓᵑ ᾎ ѱѻ. 

 

4. ӰḲ͢ ♬Ṓ ᾎ. 

Л √ ⁄Ἄ ᶷⱠʺ ḛỸ ᶔ ӰḲ͎ᵑ ᾒ ⁴ ӰḲ͢ ♬Ṓᵑ ᾎ  ὡ ▓ᾋ

ѱѻ. 

ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. ▫Ἕ  Ͽ↔╘ "IP ᶘᴖ Ἄẋᾅ"ᵑ ⱳ ᾕᾎ₡. 

ᶘᴖ‡ ἒᶘ 

debug arp  ARP⁄ ҍ  Ữ ▬↔ ♬Ṓᵑ ᾎ ѱѻ 

debug ip icmp  ICMP⁄ ҍ  Ữ ▬↔ ♬Ṓᵑ ᾎ ѱѻ. 

debug ip raw  ὡᾐ/ḛᾐ ӈ IP ᶉᾎּת⁄ ҍ  ♬Ṓᵑ ᾎ ѱ

ѻ. 

debug ip packet  IP⁄ ҍ  Ữ  ▬↔ ♬Ṓᵑ ᾎ ѱѻ. 

debug ip tcp  TCP⁄ ҍ  Ữ  ▬↔ ♬Ṓᵑ ᾎ ѱѻ. 

debug ip u dp UDP⁄ ҍ  Ữ  ▬↔ ♬Ṓᵑ ᾎ ѱѻ. 

19.3.2  Access List ̯Ἓ ͙ 

19.3.2.1  IP ᶉᾎּת ᵠ 

ᵠ ᶉᾎּתѤ Л √ ⁄Ἄ ╥ ╪ҿ╙ Ⱡ‡ Ѥ ҥ ҵ∑╪ Ӌѱѻ. Ḣḹ╘ 

♬ Ợ↔▫ ֞Ѥ ◑ ᵑ  Л √  ♣Ἶ ḓ Л √  Ợ↔╙ Ⱡ   ὡ ▓

ᾋѱѻ. ̪ ╬ ♬תּ  ╪ᾅᵑ  ╙ ┬ ˞Ϯ ᶴ ᴛ ᵣө͙ ─ ↕ג 

 ᾅ─ Ѥ Access-List╙ Ⱡ̑ ѱѻ. Access-ListѤ ѻ╛ ᶛӥ⁄Ἄ Ợ↔  ὡ ▓ᾋ

ѱѻ. 

╬ ╪ᾅ⁄Ἄ  ♣Ἶ Ⱡ‡ 

ʺỮ ḈВ ἐ ♪͐ Ⱡ‡ 



˿ᴛ ‰ҥ╪  Ͽ↔ Ⱡ  

╪ ♥⁄ἌѤ IP  Ἕᾅ ᶜᴜ╙ ᵣӥѤ Ḣḹ̓ IP Access-list╙ Ợ↔ Ѥ Ḣḹ⁄ ҍ

 ἒᶘ ѱѻ. 

IP Access-list╘ IP לἵᵑ ♠↔ ͙─ ͋ ╥ⱳˠ תּ͔ / ʺ  ♠╬ ︡ ░ѱѻ. 

ᾅ─ ╥ ROS ἵ ≢‡Ѥ ͋♬⁄ ӻג Access-List⁄Ἄ לἵᵑ Ϯ῭ ᾅ

ѱѻ.  Ḵ  ▀ Ѥ ROS̋ ♥˞ Ѥ֞ דἵᵑ ὡל  Ѥּ⁴ תṨᵑ ˺♬ ѱѻ.  

Ḵ  ˿͙ʺ ϥϮᶔ ROS ἵ ≢‡ʺ ˿͙ ͋ ╙ ꜙᴮ ѱѻ. ӻגἌ ⱳˠ╥ ὣ

Ἄʺ ַא⅝ ѱѻ. ͋♬╪ ▀  .ἵʺ ˞ṨӋѱѻל Ώ╖ᶔ תּ

ѻ╛ ᶜ⁄ ӻג Access-listᵑ Ợ↔ ᾕᾎ₡.  

(1) Access list ╥ ╪ᵒ̓ ⱳˠ╙ ּת♬ ⁴ ▬Ἓ ѱѻ. 

(2) Access list ᵑ ╬ ╪ᾅ⁄ ♠↔ ѱѻ.  

 

 ḓ ◑ ʺѫ IP  Ἕᾅ ᶜᴜ ᵣө͙ ר  19.3.2.2

ᶷ▫⁸╙ Ợ↔ ⁴ IP  Ἕᾅ ᶜᴜ╙ ᵣӬѱѻ. 

Note : 

↔Access-list ̓ ◑ Access-list⁄Ѥ ˉ╘ ╪ᵒ╙ Ợ ר  ὡ ′ᾋѱѻ. 

♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ  .Access-listᵣӬѱѻ ר ⁴

ᶘᴖ‡ ἒᶘ 

ip access-list s tandard name Access-List╥ ╪ᵒ╙ ♬╥ ѱѻ. 

deny {source [source-mask] | 

any}[log ] or permit {source [source-

mask] | any}[log ] 

Ϯ ╪Ữ╥ ↔ ḓ ˞Ṩ ⱳˠ╙ ּת

♬ ̆ ╥ ᾍ╬ ⁴Ṩᵑ ˺♬ ѱ

ѻ. 

Exit Access-List⁄Ἄ ᴛ͎ῷ∕ ѱѻ. 

♣⁵ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ⁴ ◑ ʺѫ  Access-Listr Ӭѱѻ. 

ᶘᴖ‡ ἒᶘ 

ip access-list extended name ◑ Access-List╪ᵒ╙ ♬╥ ѱѻ.  



{deny  | permit } protocol  

source 

source-mask destination  destination -

mask 

[precedence  precedence] [tos  

tos] 

[established ] [log ]{deny  | permit } 

protocol  

any any  

Ϯ ╪Ữ╥ ↔ ḓ ˞Ṩ ⱳˠ╙ ּת

♬ ̆  ᾍ╬⁴Ṩᵑ ˺♬ ѱѻ. 

Ἄẋᾅ–̕(TOS)Ѥ Ἄẋᾅ┬ ╙ ╥

Ḉ ѱѻ. 

Exit Access-List ᶛӥ⁄Ἄ ᴛ͎ῷ∕ ѱѻ 

Access-List╙ ᵣӧ ⁄Ѥ Ϯַא⁄ ʺӇѤ ṨṪ╙ ᶜᴜ ϥ⁄ К╙ ὡ ▓ᾋѱѻ. ּתּ ,ס♬ӈ 

Access-List ᶘᴖ ת╙ ʺ  ὡ ′ᾋѱѻ. ͎ױϮ  Ἕᾅ ↔ ᶜᴜ⁄Ἄ ᶜ╙ ợⱠ ᴎᶔ 

↔ Ό ̓ ˞Ṩ Ό ╙ ᾒ  ὡ ▓ᾋѱѻ. 

Note : 

Access-Listŋ  ᵣөᶔ Access-List╥ ϥ ṨṪ⁄ ͙ṕ♠╖ᴛ  ᾎ♠ ˞Ṩ ᶷ◑╪ 

Ӌѱѻ. ᵡᾅ ʺ Ữҍ IP ᾅ Ӈᶔ 255.255.255.255̋רἵ Access-list⁄Ἄ Ỹל   

ᵡᾅ ᴛ ʼלӋѱѻ. 

Access-Listŋ  ᵣӧ ⁄Ѥ ˿ᴛ ֞Ѥ ╬ ╪ᾅ⁄  Ἕᾅ ᶜᴜ╙ ♠↔ ‒ ѱѻ. 

▫Ἕ  Ͽ↔╘ 3.2.3 "╬ ╪ᾅ⁄ Access-List♠↔" ◑╙ ⱳ ᾕᾎ₡ 

19.3.2.3  ╬ ╪ᾅ⁄ Access-list ♠↔ 

Access-List╙ ᵣӧ ⁄ ░ᴏ ╬ ╪ᾅ ₮ ᴏ ╬ ╪ᾅᵑ ⁴ Ϯ ╪

Ữ╥ ╬ ╪ᾅ⁄ ♠↔  ὡ ▓ᾋѱѻ. 

╬ ╪ᾅ ̯Ἓ ᶛӥ⁄Ἄ ѻ╛ ᶘᴖ╙ ᾒ ᾕᾎ₡. 

ᶕᴓ„ Ἇᶕ 

ip access-group name {in | out}  Access listŋ  ♠↔ ѱѻ. 

Access-list╘ ░ᴏ ╬ ╪ᾅ₮ ᴏ ╬ ╪ᾅ⁄Ἄ Ợ↔  ὡ ▓ᾋѱѻ. ░ᴏ ╬

╪ᾅ╥ ר Access-List╥ ˿↕  ὡᾐ  Access-list⁄ ӻג ╥ ἸỮ

ӈ לἵᵑ ╬ ‒ ѱѻ. ◑  Access-list╥ ˿↕ ג↕  ᾅ─ Ѥ ҍỮ╙ ╬

ѱѻ. Access-list⁄Ἄ לἵᵑ ↔ ᶔ ἵ ≢‡Ѥ  ᵙᵑ ́ἶ ѱѻ. 

Access-list⁄Ἄ לἵᵑ ↔ Ώ╖ᶔ ἵ תּ ≢‡Ѥ ╙ ợⱠ ̆ ICMP ҵҀ 

 ὡ ′Ѥ ᶉᾎּתᵑ ḙ ѱѻ. 

ΩṨ ╬ ╪ᾅ╥ ר Access-list╥ ˿↕ ╪ ὡᾐӇ˞Ϯ Ⱡ‡ ╬ ╪ᾅᴛ 

↕ג  ӈ  ἵ ≢‡Ѥ Access-list⁄ ӻג ╥ ∟ṕ לἵᵑ ╬ ѱѻ. 

◑  Access-list╥ ˿↕ ג↕  ᾅ─ ҵ ὡᾐ ╥ Access-Listŋ  ѱѻ. 

Access-list⁄Ἄ לἵᵑ ↔ ᶔ ἵ ≢‡ʺ ╙ ṒЄѱѻ. Access-list⁄Ἄ ל

ἵᵑ ↔ Ώ╖ᶔ ἵ תּ ≢‡Ѥ ╙ ợⱠ ̆ ICMP ҵҀ  ὡ ′Ѥ ᶉᾎ

ᵑ ḙתּ ѱѻ. 



 .ӈ Access-list╪ ′╖ᶔ ᶛӧ ╪ ̓  ὡ ▓ᾋѱѻ♬תּ

19.3.2.4  ◑ ʺѫ  Access-list ╥ ₉ 

♠↔ӈ aaa ѻ╛  Ḵ Ự TCP̋ ╘ת    1023 ѻ╛⁄ ҍỮ ᵑ ⁷˺  ὡ 

▓˭ ѱѻ. ӎ Ḵ Ự TCP̋ ╘ת   ᾅ  130.2.1.2╥ SMTP ⁄ ⁷˺  ὡ 

▓ҵᴜ ѱѻ. 

  




