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SFC6426 Series =2 10/100/1000Mbps TP E 2} 100M/1G Base-XE X|{dtE SFP £20| Y= EOF 21T a|H
1717} O| Sl 22X LCt.

HOMMBHo| Eole 7lse #XE HOt 215 #E[F 1717t O|HU AKX A5l E SHE ME S E AlEStD
O|5/8I0|F REE ZHE & UASLICE Backbone & MHZ HZA Hot EZZX|0ME= {2 Hojg A

A H
A AIZH Y =2 Ho|H FZ2EE2 2E5H| {8l store-and-forwar

=
= A 2stol 22act EES Mot S2% HESRT =0 2= si2AGLICH

o
Pl
B>
T
>

Asdg =2 o4 gne|ES Sof 2ot 21T 22l 17]7F O[S £A2(X[= 8K2| CHE MAC FA7HA| QI4BE 2HE
=

Security Certified ﬂ
26-Port GE PoE Managed SW|tch

Security Certified
26- Pcrt GE Managed SW|tch

TP £ E
(1Gbps)
= N S-Ring, ERPS, PoE,
SFC6426HP 24 LE 24PoE (af/at)/ PoE 380W - 4 &R 0°C ~ 60°C
23,24 Port Combo
_ N S-Ring, ERPS,
SFC6426T 24 LE - 452 0°C ~ 60°C
23,24 Port combo
S-Ring, ERPS,
SFC6426T(DC) 24 ZE - 4 &R 0°C ~ 60°C 23,24 Port combo,
HE o|5=t X[
% oI A2l X UTPS} SFP7H ZE UHE 3Q0ts 2H EEES JHR|E NBYULICL B2 TEES 23H-24HEEOH, 22 =
EZ M8 mol= UTP 52 SFPtE A3t AR

®
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1.2. §E EH

Hot 7|5 A%|X| SFCe426 Al2|=

1.2.1. 22| ZE

1.2.1.1. SFC6426HP

B |EEE 802.3af/at 24 Port(1~24 Port)
W PoE I+ EZF: 380W

m 4 100/1000 BASE-X SFP slots

B 23,24 ZE Combo ZE

W UTP Port, SFP Slot 2Ef LED

LI

e}

1.2.1.2. SFC6426T

24 10/100/1000BASE-T RJ45 Copper ports

2 X dHEZ ?Ist 2 2 E 4 0|A(D-SUB 9Pin - female)

® 24 10/100/1000BASE-T RJ45 Copper ports
® 4 100/1000 BASE-X SFP slots

B 2324 ZE Combo ZE

M UTP Port, SFP Slot &E LED

m =

e}

1.2.1.3. SFC6426T(DC)

2 A AHEZ ?Ist 2 Q4 0|A(D-SUB 9Pin - female)

B 24 10/100/1000BASE-T RJ45 Copper ports
B 4 100/1000 BASE-X SFP slots
B 2324 ZE Combo ZE

m  UTP Port, SFP Slot &EH LED

|
2
rio
)

| =3t X|& (AC, DC)

| ]
N
ro
e

te| Sl dHE st 24 QB 0|A(D-SUB 9Pin - female)

®
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1.2.2. 38 7|

1.2.2.1. Layer2 7|5

B Store-and-Forward architecture®| &2 -1t runt/CRC filtering2 2= I{ZS MAHSHY HESQ A Y
g

B Storm Control X| ¥

- H2 C I A E(Broadcast) / B E|ZHAE (Multicast) / & = 2= S LI A E (Unknown unicast)

m  VLAN X[ ¥
- IEEE 802.1Q tagged VLAN
- Z|C§ 255742] VLAN 115, 4,0947H2| VLAN ID SO M ME Its
- Provider bridging (VLAN Q-in-Q, IEEE 802.1ad) X|&
- Private VLAN Edge (PVE)
-Z2EE 7|8 VLAN
- MAC F4 7|8t VLAN
- Voice VLAN
- GVRP (GARP VLAN Registration Protocol

m  Spanning Tree Protocol X| &
- |EEE 802.1D Spanning Tree Protocol (STP)
- |EEE 802.1w Rapid Spanning Tree Protocol (RSTP)
- |[EEE 802.1s Multiple Spanning Tree Protocol (MSTP), spanning tree by VLAN
- BPDU Guard

m  Link Aggregation X| &l
- 802.3ad Link Aggregation Control Protocol (LACP)
- Cisco ether-channel (static trunk)
- X|C§ 5742 Trunk &, Z Trunk & 2 %[0 874S] Z=E X| &

B ZEOZHI MBI I:1/N:1)

m EFP EZEQ fAMEESME 2HEZ ZLHY G| Yo ZE 02
B HZCEI|AE(Broadcast) FEE I|dt7| 3t B 2T 7|5

®
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1.2.2.2. Power over Ethernet (* SFC6426HP)

HOot 7|5 A%|KX| SFC6426 Al2|=

IEEE 802.3af/at Power over Ethernet PSE &=

ME4 Jt53t PoE 2 E : |EEE 802.3af/at

—_

~24 ZE = 2|0 30W K| ¥
PoE budget: 380W
PD(Powered Device) At ZX|

H3 2|28 XZE 79| M

Y

e X

1.2.2.3. MH|A EF (Quality of Service)

ZE G Ingress Shaper % Egress Rate Limit2 L= X|Of
2= AKX ZEOM 4742 &9l F(priority queues)

EfE 28

- |IEEE 802.1p CoS
- TOS / DSCP / IP Precedence of IPv4/IPv6 packets
- IP TCP/UDP E£E H3m

- U AP HESMS 58 Z=2OH

AAsH 2M =2/ U Weighted Round Robin (WRR) CoS & *H
Z} ZEO|A QoS ¥ In/Out CHEE X x|

AKX ZEO|N Traffic-policing X[ &

DSCP MEA| X| &

1.2.2.4. HE|F|AE (Multicast)

IPv4 IGMP Snooping v1, v2 5 v3 X| &l
IPv6 MLD Snooping v1 % v2 X| &
Querier ZE X| &l

IPv4 IGMP Snooping ZE ZE &

IPv6 MLD Snooping ZE ZEH &

Multicast VLAN Registration(MVR) X| &

®
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1.2.2.5. HOt
m 0
- RADIUS MH{Qt Z0| S%5l= L&A RADIUS 220 E
- TACACS+ 20 AMB X} FH& Q5
- RADIUS / TACACS+ A X} % Q15
- Guest VLAN2 SE2I0|HAEE MH|ATL HotE VLIANS 23

ol

B M2 Ao EE
- IP 7|8tel 2 MO & (ACL)

- MAC 7|Etel HZ MO 55

m  Source MAC / IP &4 HiOIE

Mot

]
=

e =+ 8l= DHCP MIA[X| EEHE S 9IS DHCP Snooping

n
mjo
N
2
>
X
O
=|I==|
]
o
i)
]

B S8 ARP A= E22E MAC FAL}IP =24 HIQIY

1.2.2.6. 22|

B Pv4 2 IPve Y AEH A2

B AKX 22| I 0| A
- Console / Telnet A{H| Command Line Interface
- #(http/https) MH|AE SO 29X 22
- SNMP v1, V2¢, & v3 A2(X| 22|
- SSH v2.0 AH| A 20t FH&
- HTTPS SSL/TLS v1.2 AH|A HOF H&%

m SNMP ZHE|
- 47§12 RMON 12 (0|H, &4,
3

- EHo|A E3 & & B
W |Pv6 IP Address / NTP / DNS 22|

m L&A Trivial File Transfer Protocol (TFTP) 220/ E

m P Fa S P BOOTP 5 DHCP
B ALE FRES

®
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- HTTP/TFTPE &% HYO Y 2EE /CIREE
-AAE WEE EE ST XTIZE QT 2M HE

- < o|O[X| X[
m  DHCP &20]
B DHCP Option82
m  DHCP AMH
B AREA ATt 52 Mo
B NTP (Network Time Protocol)
B Link Layer Discovery Protocol (LLDP) and LLDP-MED

B Network ZIEt

- ICMPv6 / ICMPv4 &2 Ping

Hot 7|5 A%|X| SFCe426 Al2|=

- Aol TE 7IE2 HMHY Aol ZME Aot E05t= HAHLSEE HS

e

L 22 ?/Bt SMTP / Syslog

]
ro
Y

]
=
1>
I

=3

W

1.2.2.7. 0|5 T A|AH|

B SFC6426T(DC)2 AC/DC 0|53t M2l X| &
- AC M&: 100~240Vac, 50/60Hz
- DC ™l :36~55Vdc

B Active-active 0|& M 11X ES

®
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1.3. H|E AY

Product SFC6426HP SFC6426T SFC6426T(DC)

Hardware Specifications

Copper Ports | 24 10/100/1000Mbps RJ45 auto-MDI/MDI-X Ports(23.24Port Combo)

Fiber Slots 4 100/1000 Mbps SFP Slots

Console 1 x D-SUB 9Pin(Female) serial port (Baud Rate : 115200)

< 2sec : No Action
Reset Button | <10sec : Default Reset (keep ip address)

>10sec : Factory Reset (All the configurations to default values)

Power AC 100-240V, 50/60Hz
] AC 100-240V, 50/60Hz
Requirements Or DC 38V~60V
Power AC 26W / AC 254W / AC 25.4W /
Consumption AC 441.1W AC 36W AC 36W
Operatin
P 9 0°C ~ 60°C
Temperature
Size (WxDxH) 440 x 300 x 44 (mm)

Switching Specifications

Switch
) Store-and-Forward
Architecture
Switch Fabric 52Gbps
Throughput 38.68Mpps
CPU CPU MIPS 24KEc CORE 416MHz
RAM/
128MB/16MB
Flash Memory
MAC
8K
Address Table
Data Buffer 4Mb
e %o

° @
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Flow Control

IEEE 802.3x pause frame for full duplex

Back pressure for half duplex

Jumbo Frame

9600bytes

Software Functions

Port

Configuration

- Port disable / enable
- Auto-negotiation 10/100/1000Mbps full and half duplex mode selection

- Flow Control disable / enable

Port Status

Display each ports speed duplex mode, link status, flow control status, auto-negotiation

status

Port-Based / 802.1Q Tagged Based VLAN, Up to 255 VLAN
groups

Q-in-Q tunneling

Private VLAN Edge (PVE)

VLAN MAC-based VLAN
Protocol-based VLAN
Voice VLAN
MVR (Multicast VLAN Registration)
Up to 255 VLAN groups, out of 4096 VLAN ID
Link IEEE 802.3ad LACP / Static Trunk
Aggregation | Supports 5 groups of 8-Port trunk
QoS 4 Priority Queue and traffic classification based on 802.1p priority, DSCP field in IP packet
IGMP/MLD IGMP (v1/v2/v3) Snooping, up to 255 multicast Groups
snooping MLD (v1/v2) Snooping, up to 255 multicast Groups
Access IP-Based ACL / MAC-Based ACL
Control List | Up to 123 entries
) Per port bandwidth control
Bandwidth
P Ingress : 500Kb ~ 1000Mbps
Egress: 500Kb ~ 1000Mbps
Port Mirror | One to Multi-port and the monitor mode is RX
RFC-1213 MIB-II
IF-MIB
RFC-1493 Bridge MIB
SNMP MIBs | RFC-1643 Ethernet MIB

RFC-2863 Interface MIB
RFC-2665 Ether-Like MIB
RFC-2819 RMON MIB (Group 1,2,3,9)

®
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Hot 7|5 A%|X| SFCe426 Al2|=

RFC-2737 Entity MIB

RFC-2618 RADIUS Client MIB
RFC-2933 IGMP-STD_MIB
RFC3411 SNMP-Frameworks-MIB
LLDP

MAU_MIB

Ring Protocol

ERPS, STR RSTP, MSTP, S-Ring

Inter-VLAN
Routing

Supported

Static Routes

32 IPv4 Routes

Standards Conformance

Network
Standards

IEEE 802.3 10Base-T Ethernet

IEEE 802.3u 100Base-TX/100Base-FX Fast Ethernet
IEEE 802.3z Gigabit Ethernet (SX/LX)

IEEE 802.3ab Gigabit 1000T

IEEE 802.3x Flow Control and Back pressure
IEEE 802.3ad Port trunk with LACP

IEEE 802.1D Spanning tree protocol

IEEE 802.1w Rapid Spanning Tree protocol
IEEE 802.1s Multiple spanning tree protocol
IEEE 802.1p Class of service

IEEE 802.1Q VLAN Tagging

IEEE 802.1ab LLDP

RFC 768 UDP

RFC 793 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 2068 HTTP

RFC 1112 IGMP version 1

RFC 2236 IGMP version 2

RFC 3376 IGMP version 3
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1.4. HIE 14 &

SFC6426 Series(SFC6426HP, SFC6426T, SFC6426T(DC))

Security Certified 1G Ethernet o
Managed Switch
Rack Mount E2}3l @)
- LEAE 0]
AC Power A O|& O
O|F & StLite FEIE|ALE &40 S2[H0f & B2 220 MEN F5FS ChA| ZFSH 2ALE Ti2|Fol| 2

[ ] [ ]
SOLTECH
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2. 2| M
2.1. B3 O o &

ol ZEXMH 37|

10/100/1000BASE-T Z E 247|
1G SFP £& 474

2324 LE B8 HE 440x300x44
2& ZTE 1) (mm)
RESET 22IX| 174

(S=E7|8 &)

SFC6426HP

10/100/1000BASE-T EE 2474
1G SFP £& 474

2324 XE EH XE 440x300x44
ZE ZE 1) (mm)
RESET 22IX| 174

(S=E7|8 k)

SFC6426T

10/100/1000BASE-T ZE 247
1G SFP &% 474

2324 XE EH XE 440x300x44
2 ZE 17§ (mm)
RESET 2| X| 17H

(S|t k)

SFC6426T(DC)
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2.2. LED S = AE}

HH O LeD= T, A" JE
gz

|_| E-|%|, X|Ct Ol |.|7=I'é>1

— =

Hot 7|5 A%|X| SFCe426 Al2|=

f, EE 25/UE|S U PoES] SUHQ! HEHS LIEHOl AZFA|S] X

ot2fiel D2 SFCe426A|2|=2| Zf M| Z0f CHet 29|X| LED EA|E 2O F L CL

A

0|
— L=

Mo

A

2.2.1. SFC6426HP

H SFce426HP

4 ]

8 0 12 M 16 118

PoE In<Usé

LMK (ACT

LED AbE
System POWER Green HE | switch ®€ on
10/100/1000Mbps 88 |UTP=E A2 JH
Link/ACT Green A | UTP ZE GIZ OF &l AbEY
uTp g2 O & &EH
(=22) HE | ZEo| pp7t AZE Ol HAUS BT B
PoE PWR Orange ag | EEO PO ABEX BAAL
HZEO MY A2 HHO| SFEX &S
HE PoE M F 7 IHES ZAS
SFP 100M/1Gbps BS | SFPEE AZ S
(23~26) LINK/ACT Green A5 | SFPEE O o Bl 4
(S HIO[Ef & El

®
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2.2.2. SFC6426T

H SFce426T

2 4 & & W 12 M

® LMK % ACT & @ 1000 ¥ 210100

LMK (ACT

System POWER Green S Switch & On
ds UTP ZE 7 AMEY
1000Mbps
Li k/AC[fl)— Green _ﬁ% UTP ZE gjed O._" E|_| QEH
in
UTP
(124 H2 HIO|E M2 AEY
10/100Mb HS | UTP ZE A7 AbEj
s
Li k/AC-l—p Orange 2r= UTP ZE O1Z OF &I AtEY
- MY | HolE ®& A
Hs SFP ZE OZ AE|
S 100M/1Gbps _ N
(23~26) LINK/ACT Green AE | SFP EE ¢Z O =l AbEj
H2 HIO|E{ A& AE)




ZZ8 SOLTECH USER GUIDE Hot 7|5 A%|X| SFCe426 Al2|=

2.2.3. SFC6426T(DC)

H SFce426T

2 4 & & W 12 M

® LMK % ACT & @ 1000 ¥ 210100

LMK (ACT

System POWER Green S Switch & On
ds UTP ZE 7 AMEY
1000Mbps
Li k/AC[fl)— Green _ﬁ% UTP ZE gjed O._" EI_| QEH
in
uTpP
(124 H2 HIO|E M2 AEY
10/100Mb HS | UTP ZE A7 AbEj
s
Li k/AC-l—p Orange 2r= UTP ZE O1Z OF &I AtEY
) MY | HolE ®& A
& SFP ZLE 7 ALEY
S 100M/1Gbps _ i
(23~26) LINK/ACT Green eSS SFP LE 1Z O =l ArEf
H2 HIO|E{ A& AE)
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2.3. Power input ¢ Z g

SFC6426A| 2| =(SFC6426HP, SFC6426T, SFC6426T(DC)) ME2| &

Mol met W& Ee AF s 27t = AgLth
- SFC6426, SFC6426T : AC T & &1 100~240V/50~60Hz 17}

- SFC6426T(DC) :

1. X|l= dol East 7[7|YLLh R0 &
0

m
k>
n=
A
rir
=
|m

A3 FRot= A2 SR = ASLILL

=
2. 28 A MA| AKX XIS LX[SHHE A Bl= MAIL E
£ 3}0] Ethernet SwitchE 238 = UASLICt
3 AFA|l B X|(Chassis Ground)= SZA38}0] M 7| HX|Q| 2%
AHSHe MAIYLICE 2 TR0 "X ot 2 S
HE dozd £ AL

®
SOL
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&7 EX= &Stk et 2

F g B2 UPS(Uninterrupted Power Supply)&X|E AtE3tE AS

HOt 7|5 AQX| SFC6426 Al2|=

o HE YHEIE A2,

DC 38V - 60V
e 3

ol
N

* \ AW

B | b

FAREALS| HERIRZL &

o

2o AI2. HIERIR |0

10

&

A& /3 Switch == M2 O{RE7F &2YEX| &=

YH| Ato|o] EAH MO| ZOrX|HA
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3. 223l HY

o M

SFC6426 Series MZ2| 7|2 7+ E0 Rack Mount E220| S2&|0| AEL|CL
O &&H0| 7tstL|Ct o2 O 3at 20| LA 22 HHE = SS & LIALE RS &HE

SFC6426 Series Rack Mount X%t B&

®
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4. HIE 4X

O] M MO0l Security Certified 1G Ethernet Managed Switch& A X[t SwitchOf| Cist G A= SH0) Cish A4
SLICL Ctg 252 1 MAlSte A2l EXto| et +=WSHMA|R. HAIEO0|LE MU0 Security Certified 1G

A
=]
Ethernet Managed SwitchE 2X|5t2{H Ctg THAE =5t A|.

> o

I A
4.1. SFC6426 Series A X| titH

1 CHA|
SFC6426HP/SFC6426T= 100 ~ 240Vac F & AA 2K =5
SFC6426T(DC)= 24~48Vdc or 100 ~ 240Vac M AA ZX 0| s&LICt

OHr

[>
-
aml

2 B

Security Certified 1G Ethernet Managed Switch 2F FH 2K ALO|0f 2% &8 S FAISHUAIL.

3 CHA
HEQ A X0 SwitchE HZstL Tt
Notice : Security Certified 1G Ethernet Managed SwitchOf| CH$H 1 Z-2 UTP Category 5E 114 O| 42| HEYA A

O|=0| EagtL(ct.

4 A
Switch M@ 35
A. Security Certified 1G Ethernet Managed SwitchOfl & #0|&2 SIZsUAI2.
B. ZMEO ™R A0 MY AHO|ES HAGLICL

Notice : Security Certified 1G Ethernet Managed Switch= M Bt ™ MR LED(Green)7t &4 AN A& L|CH

®
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4.2. SFP Transceiver 2 & A X| ttH

SFP ERA|H 2E (0|3} SFPEE)2 LA O Z Hot-pluggable and Hot-swappable 7|52 M3 LIt AME Xt SFP
slot0f] ZE2 E/5 %2 [ff Security Certified 1G Ethernet Managed Switch®| M & 11X| 0tz EL|Ct,

Plug-in the SFP Transceiver Module

CHE Switch, }|3 AH|O[4F0|L} DOICIO HHEE FASIY| O CHS Al S QIS Al
A HOIHE T& SFP &2 0| Z2 0|00 FHQUX| QIS

0| £ £0{ 1000BASE-SXO|-= 1000BASE-SX / 1000BASE-LX0{l+= 1000BASE-LXE HZd}jOF gFL|C}t

B. MK 0|2 EtR SFPEE [t LX|SH=X| 2OISIAMA|L.
1000BASE-SX SFPEE0f AZ3}24™ Multi-mode fiber /0|2 Duplex LC A4 E EtS A+E8H0F StL|CE.
1000BASE-LX SFPR2E0] ¢ ZA35}2{H Single-mode fiber /0|22 Duplex LC 7 4E{ EtS AHESHOF ThL|Ct.

4.3. 7ol &Y

i3

A. SFP 2E0| HERA #0|Z Duplex LC HHUEHE HZABIL|CY,
B. SFP 25 0| & X[ fiber NIC(O: Gigabit-O|HY AQ|X| = O|C|0{ B E)0f| BtCHHE 0| 2S HZATLICL
C. Switch®| MHO|A| SFP slot| LED LINK/ACTE O|83}0{, SFP 2 E0| NHZ ZH-SSH=X]| 2 QIS A| L,
D. @37t Mgt Z20= SFP slotl] HZREE 2QI5IM 2.
UE Fiber NICE “1000 Force’Z 23 BE A¥S

®
SOL

INFOMET INC.



SOLTECH USER GUIDE 2ot 7|5 £2{K| SFC6426 Al2|=

4.4. SFP Transceiver 2 & X|7{ tH

A AFERZE H A sFP 2E0| A= ZEO| X WEYA &30| A=K 2ASFAHL Switch/ZHE 2| 22|

OIE{HO|AZ E3|| PortZ Disabledt A2,

B. £ S 7| Fiber #0128 FHBtLICH
C +WOZ sFp BEQ| £H0|S HaLTh
D. 70|18 LC & ot BES Wy LICt

Notice : HHESHA CtEAHLL SFP 22| F4 2EE &1 22 NN WX Ok

=2 M Security Certified 1G Ethernet Managed Switch 3! SFP & £&2 &4 AlZ = ASLICL

e
=
fo

22X = IPZtH 2}, IPE ) PC, Z2IH, YA S2f IT ZH| YT AX|SHY 2t thtol IiZlE Melstd, WE
3 == $I0P01 o3 7o 2AF 2| 7HSMVLAN)S CHE £2AX|/2HRHE HESHAHL, M2 OE 34S 7%*?_”
EfTol da XHUM 7hS(VLAN) QEEHO[ A0 M2 LHE e A A= HEA ALO|
3}7| ?lote X5 2EE L

ﬂlﬂ_

AKX 2E2HFEOM AKX S 20| I M Ul HE|E ISt 2O MH|, H2|X}t 2SS flet 2F
K| 22| E 2 SNMP MH, A2 57|31 {1t NTP MH{ 7t Z8hEl 4= QUL 0|0 =, ME0f e} AQ K|
OlM MEste 7|s2 AMESH7| 215t 2%t F HA7t e ER 288E0 FIHNoZ NAIE = UL
MEZ2 7|X 2B A 7™ RTOS eCoS 3.0

- OpenSSL 7 1.1.1

- SSH 2.0 — Dropbear_2018.76

®
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n
-
al
=
Pt
]
x
ol

Zb|o| £7| 4%

0z
T
>

Hot 7|5 A%|X| SFCe426 Al2|=

EFIIEEER
B 7|24k H 2
2| X A admin
ZHE|X H 2 HD admin
SUDC HZA HUHDS admin 7|2 HE|At H[YHD
=& 2%t Baud rate : 115200
Data bits : 8
Parity : None
Stop bits : 1
SNMP B2t
Telnet Hl= M3}
SSH =M35t
HTTP/HTTPS gd3t HTTP redirection &3}
7|2 IPF2 192.168.10.100 MEU ObA S 255255.255.0
ILE ME| 2g%t
Z A Ol B - 2g%t

®
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5.2. WEB QIE{H{ 0] A

5.2.1. WEB Login

O HO|X|o M= & QIETo|A0| H&sts WS ATNRL CH

1. AF X ZH[Q| IPv4 FAE €1 QO{Of BhL|Ch,

2. W AO|Z2 S AHESHY] ZH|Q| LAN QIE{TH 0|20t pCo| HEEE AATILILCY
3. ZH|9l IPv4 FAE2 WEBOM H&ES A= L CH(ZE7(1P-192.168.10.100)

O &) 192.168.10.100 x  +
< C M (D) https//192.168.10.100

YEED HO|X|7} HA|E L.

el He 2o o8 x +

<« C A 72 88| hitps//192.168.10.100 O @ s

A

%710' HI_T_jHE A‘IZK‘IE'O-I OI}(| OJ['¢|_| |:|.'

347 192.168.10.1000 A1 FE(0f: H{ Y=, HAIX], 2871 5)5 =88t2{1 Al FY £ SLICH

U 42
AEM[3] Lot
| a3 \ okxist Ho|X| = £0717|
e =g|s
152 SHYUL
el He 2 0= x  + v.o= B %
<« C A TO RF | hips//19216810.100 o @ A==

0l MH{7}192.168.10.1002 & ASE + o0 ARH 2FHHAM Halot= 22 215A 7t Ot LT
AMHE 2 WYL 2 AEA7E HES 7IEA 1 7| 2 5 AL

192.168.10,100(PHH 8L K] %2)(2) 2 0| &

‘ Mg 5717| ‘ SFE S W O|X| 2 F 017t

ot

192.168.10.100(2 Mk X| §AZ)S SISt Ct.

°
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229! HO[X|7} Lttt

Login Device

O

User Id

Password

LOGIN

Max Connection : 0/3
00:21:6D:00:00:00

v2.3.0.3

WARNING!
Authorized users only.
All activity may be monitored and reported

AHE XL ID2} PasswordE &St 201 L CH(ZEY|HH ID-admin, PW-admin)

4. Hot7| 50| 502 FHQl B2 MZ 22 Al siE HA|IX|7F #A[E L CL

192.168.10.1002] A X|

### Please configure the admin password first!!! ###
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User Account Setting

First Login, You Must Change [admin] Password!!!

User 1D : EETN

MNew Password :

Confirm Password :

CHANGE PASSWORD

adminZ| g2 M22 H|ZH= S AE}ET 250 ASLILE

(B2 t/2ZAL, AL E4EAH7) 2850, 9A+2|0] ¢ 0| &|0{oF 2FELIC})

1

2780| 2tzE[H 20 StHO| LiSL| T

Login Device

O

User Id

Password

LOGIN

Max Connection : 0/3

00:21:6D:00:00:00
v2.3.0.3
WARNING!

Authorized users only.
All activity may be monitored and reported

D) @
SOLTECH
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5. YH| Y QH T ol A0 HEAS L

B | & sroeces w4 = & %
« O m A PO EE | i 192.168.10.100 A A m & @ R/ :‘ o

SFCE426HP™ GigaBit Ethernet Switch @'@ @6@@9

) ®
SOLTECH
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5.3. CLI Interface

5.3.1. CLI 7| & 7|=

O| HO|X|= CLI (Command Line Interface) BHO O M X}F AtEE|= 7|2 59 H¥E NS LLCL

7% ek
<> 22 XY Y2AHof ot T ZYLC Y, %X}, SSEXIE YoM a
() MEARES LEEILE ZISYLICE $3 5 $HRIE Moot sttt
[ ] MEARES LHEfLE ZISYLICH HHE MotX| ote SLc
() 4N Y22 A 7S P23 B YAsL
. Port QIEIH O A0 M ALBEE 7|52 EE HAE Hey & ALt

=2 03 g5 LEE I AFEE LI

1
A
>
tu
fr

HBO| ZHEHSE M Al AL EID FH|E B4 D12 AZBt0] AL LT,
MZo| mBE Console HO|ZE £A9IX|0] 2% ZEO| AZsD pcol Rs-232 EEO| AZBLICH
Chg Y 8 B4 TRIY0| 22 HlE T2 10 Tera TermS 01830 Y3 LZO|Ck,

1.AZIEEER ZIYMEPYS>AIZYEE)

2. COMS6:115200baud - Tera Term VT
HeF <EE | 2F(E HO©O) Fw E2TH)
Hojgm..

Z2W)...
2E(f)...
FIZEK)...
AIZ|ZEE()..
Proxy..
SSH...(H)
SSH 21E..(A)
SSH HE..(0)
SSH 7|8 E..(N)
TCP/IP.
2LEHG)...
S0 28L)
ViewMode password
FIHEED).-
HEB7|(S)
ZHHR7|(R)...

INFOMET INE.
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2. AN2YEE d™ (S 4™ 2 ot2fet 20| 11520022 4 74)

Tera Term: A|B|ZE2E HH >
ZEP): COME  ~ vy
=B 115200 “~
ElT={a)E 2 hit v | A
e ElfA): none v
AEH|E(3) | hit v E=H)

S EHIHIF: nane "
Hax|H
EI msec/char EI msec/line

.}___I: e _.,_.EICT.,_ s wi SR Tera Term: A S22 X
OTCPAP 192.168.10.251]
|1
Teln
SH S5HZ
Other
UN Et
@ AlZIZ(E) ZE(R): | COMB: USB Serial Port{COME)
[(=2 ] TPy SEUH)

o B2 M& AHO|IAL SEE7|=te| BR(ME2 HEH= 2FO0| LIEFE LI

=
= H/2Z2X A, EFEAZE Z2E 9~23A2 d7Y |0 OF ghLLCt.

T COMBG:115200bps - Tera Term VT

File Edit Setup Control Window Help

[Console] Username: admin
[Consolel] Password:

#: Please input a new admin password: ¥¥XXXXXXXX
#: Please input the new password AGAIN: xxxxxxxxxx
#: Save admin password to flash now 7 (yes/no):ves

###: Press ENTER to get started
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5. Consoled|| M& =l AEfRIL|Ct (ID-admin, PW-admin EE= O|0f| At H| L H )
HAAEE USH 20 Enabled YA AKX REZEZ TUBILCH (MAYEE $HH O ZolgtL|Ct)

T COMBE:115200bps - Tera Term VT

HeF =3@E 2306 HOO ZW L=SEH

=

[Consolel] Username: admin
Consolel] Password:

> enable
Password: X¥XXxXxxxxxx

# 1

5.3.3. Telnet

I Tera Term: Mew connection *
@TCP/IP Host: [192.168.10.100

[] History :

- T ort#: |23
Service: (@ Telnet Sl ’

(O SSH SSH version:  §5H2

(O Other :

IP version: AUTO

oK Cancel Help

Telnet2 22 HE/ZR & LR A= AFREAM 29X 50| 7hse Lt

Y 192.168.10.100:23 - Tera Term VT
H5(F

Ll
I+
xl
(L]
Ed
=

. i ( ) T =X T
S) HAO) EFWwW) LEE£ZMH)

[Telnet] Username: admin
[Telnet] Password:

HAQES UHS 20| Enable2 Y0 29X 2ELER TYUSLCLH (HAYES ot O =HQIgHL|CE)

INFOMET INE.
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5.3.4. SSH

Tera Term: M| 9 X
® TCPAP SAE(T) [EEAEEEDEDE v
218(0)

TCP ZE#(P):. (22
SSHHAEMN): SSH2 «
IPHENY: auTo ~

=0 4 SBLH)
Hob AT b
StAM2) known-host S22 M "192.168.10.100°H HEH EHFE 71X 2
WEULEL sHR T EF0| H&ME FaE = SFA9| known-host S§2|
A CHE 7| § 7R 2 dguUch el AREZLHE MHE EULHE SH ol _ >
A F AUsUch £
o] =
Srer o] WES 31§ known-host SEN 27I5IEE MESHD A4 A [ 1810 10 SIH E
SHAH, ChAlE 22 AR E 'R &0t Us0| EwEh
MEXLOIE [ -
orE(P): \ =
0] MH2| EAE3| XE2: 2o ZE71H (M)
Fingerprint hash algorithm: ()MD5 (@) SHA256 CIMoER HSH0)

SHAZ56:UGobAHI9qHGIRENI TrTahiEgKA2I TTcdrztsMyD AfC Authentication methods

(@) LI H FEd oOFFE 1]
+-——[RSA 1024]-——+ ~ = BEMAS Y 2200
() RSA/DSA/ECDSA/ED25519 3| 221(R)

rhosts 2E32I(33H1)(H)

(O Use keyboard-interactive to 10g in
O Pageant AHZ(A)

L1212 718 M 7|2 BH(R)
H&(C) HEEZS(D) HAZE(D)

INFOMET INE.
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5.4. CLI 7|2 ©

O| | O|X|= Command-Line Interface (CL)OIA AIEEl= 7|2 FHO 0 Cist dHS NS LICH

5.4.1. CLI 7| & A2 7|

v TAB7|

v Help
# help
YO Y A AN =X 228 78 YO =22E 2 + ASLICL
oref X|st= &=0| giCtE, =82 =52 H|0 A2H, =58 7S LEH
Of AHE 7t5% M2 &g &= UASLICH
F 7 7o =20l HSE UL
1. 88 =222 Y XS e |7 & B0 A& 7ts5tn, 2 7t
St QIXtofl Cisf EHetLICh (Of: 'show ?')
2 B E2%2 F0l AV YD oT YD YX|SH URE 2D A
= I HSE LT (o 'show pr?)
v 77
oAM= 771& +2H UE 7tse FFo{0f tiet =F 20| Lh= LT}
#7?
clear Reset functions
configure  Enter configuration mode
copy Copy from source to destination
delete Delete one file in flash: file system
dir Directory of all files in flash: file system
disable Turn off privileged commands
do To run exec commands in the configuration mode
enable Turn on privileged commands
erps Ethernet Ring Protection Switching
exit Exit from EXEC mode
firmware  Firmware upgrade/swap
help Description of the interactive help system
ip IPv4 commands
ipv6 IPv6 configuration commands
link-oam  Link OAM configuration
logout Exit from EXEC mode
more Display file

®
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HOt 7|5 AKX SFC6426 AlZ|=

no
ping
platform
reload
send
show
terminal
veriphy

Negate a command or set its defaults
Send ICMP echo messages

Platform configuration

Reload system.

Send a message to other tty lines
Show running system information
Set terminal line parameters

VeriPHY keyword

5.4.2. CLI 7| 2At& 2E
Clie 3o 440 met MEst RE0| 25 B AL CLI BH ZEQ| OA|= otzfet Zo| 2FE
Hy o
Command _ "
Prompt0| EAEE 7|2
Mode
¥=3
CHALCE 72X e HYE I
User Mode LSS AIAE HEE L Switch> Logout, Exit E &0
g = ASLT
Privileged AHEAF 2 E(User Mode)Of| A Switch# Exit, Logout, Disable
witc
Mode "enable” HHOE YHSIM Q. FHO.
Zg|dg|X| BE
Global (Privileged Mode)0i| A{ Exit, End
) ) . Switch (Config)#
Config Mode "configuration terminal” H3HO,
YHOE YHSIM .
228 74 2
(Global Config Mode)0i|A{ .
Interface . _ o Switch (config-if)# Exit, End
"interface <ZEHZ>" Switch (config-if-vian)# o 20
: ) N witch (config-if-vlan .
Config Mode | winterface <VLANEIZ >" <<
YHOE YHSIM .
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5.4.3. CLI 7|2 HEo

v Login

MEX=E MZ 20T I AAEXA} O| 51t H2HSE YHOF LT

[Console] Username: admin
[Console] Password:
>

v Logout

M AEAE 2O0kR StAL MZ22 AFEAtZ 2005t 2 10HR S L}

switch# logout
Exit BYE !l!
###: Press ENTER to get started

v' Enable

2E[X} Ho BHOE A3, "enable” HOE AFEY 5= UELICE

—

> enable

Password; x*x*x*x

22 X Hot BB E AHESX| ot H, "disable” BEOE ALEY =+ ASHICL

# disable

>

HEE SRS, "exit" YHOE AEL 5 USLICH

> exit
Exit BYE !!!
###. Press ENTER to get started

®
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=22 7152 AHSIEH Y, "Clear” BHOE AFBE = ASLICH

# clear ?
access Access management
access-list Access list
eps Ethernet Protection Switching.
erps Ethernet Ring Protection Switching
ip Interface Internet Protocol configuration commands
ipv6 IPv6 configuration commands
lacp Clear LACP statistics
link-oam Clear Link OAM statistics
lldp Clears LLDP statistics.
logging System logging message
mac MAC Address Table
mep Maintenance Entity Point
mvr Multicast VLAN Registration configuration
sflow Statistics flow.
spanning-tree  STP Bridge
statistics Clear statistics for one or more given interfaces

S F25HALL 7| 2422 2EOHE "no" BEUE AEY = ASLHICH

#no ?
debug Debugging functions
port-security  Port security (MAC limiter)

terminal Set terminal line parameters

v" Terminal

E{OE 2t D75 7St "terminal” BHOE AL = UELICL

# terminal ?
editing Enable command line editing

exec-timeout Set the EXEC timeout

help Description of the interactive help system
history Control the command history function
length Set number of lines on a screen

width Set width of the display terminal

®
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HA FQ AL HEE 2215t "show” HOE A8 = AFLLL

# show ?
aaa Authentication, Authorization and Accounting methods
access Access management
access-list Access list
aggregation Aggregation port configuration
audit-log System Audit Log message
clock Configure time-of-day clock
ddmi DDMI configuration
eps Ethernet Protection Switching
erps Ethernet Ring Protection Switching
green-ethernet  Shows green Ethernet status for the switch.
history Display the session command history
interface Interface status and configuration
ip Internet Protocol
ipmc IPv4/IPv6 multicast configuration
ipvé IPv6 configuration commands
lacp LACP configuration/status
line TTY line information
link-oam Link OAM configuration
lldp Display LLDP neighbors information.
logging System logging message
loop-protect Loop protection configuration
mac Mac Address Table information
mep Maintenance Entity Point

module-status Print Modulte Trhead Status

monitor Monitoring different system events

mvr Multicast VLAN Registration configuration
ntp Configure NTP

platform Platform configuration

poe Power Over Ethernet.

port-security  Port Security status - Port Security is a module with no

direct configuration.

privilege Display command privilege
process process

pvlan PVLAN configuration

qos Quality of Service

®
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radius-server  RADIUS configuration

rmon RMON statistics

running-config  Show running system information
scan-agent SCAN-AGENT Module

sflow Statistics flow.

snmp Display SNMP configurations
spanning-tree  STP Bridge

sring SRING Module

switchport Display switching mode characteristics
system system

tacacs-server ~ TACACS+ configuration
terminal Display terminal configuration parameters

user-privilege  Users privilege configuration

users Display information about terminal lines
version System hardware and software status
vlan VLAN status

voice Voice appliance attributes

web Web

v" Configure

T8 BEZ S0{7t2{™ "configure" Y2 ALESIA = USLICE

# configure ?
terminal  Configure from the terminal
# configure terminal

(config)#

v' Save-config

7R 278t ConfigE Startup-Configlfl MEe W BHES AFESHY & AELICH

o =
= 0l 20 A GOl AHEO| ZhsELIL.

# save-config

###: Running-config saved (by:1) !l
###: Running-config saved !!!

# copy running-config startup-config

Building configuration...

% Saving 930 bytes to flash:startup-config

®
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v' Copy running-config startup-config

I.

SAXH7EX| HF 8t Running-ConfigS Startup-Configdfl M&et [ HHS AFESHA 5= AUSLICE
2 H2 0| Privileged Z 0| A{TH AFRO| 745 BHL| LY,

# copy running-config startup-config
Building configuration...

% Saving 930 bytes to flash:startup-config

v" Dir

S FlashOf MEE|0f A= Confight@S 22{H "dir B S ALt = ASLICE

# dir
Directory of flash:
r- 1970-01-01 00:00:00 316 default-config
rw 1970-01-01 07:43:36 1083 startup-config
2 files, 1399 bytes total.

®
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SOLTECH USER GUIDE

H}

EH
o -d

6.1. System

Hot 7|5 A%|X| SFCe426 Al2|=

6.1.1. System Configuration

6.1.1.1. Information

27 Configuration>System>Information
29K E(O|E,fIXIS)E 2 UL

System Information Configuration

System Contact

System Name

System Location

System Information Configuration

=1 ek
AKX MEHEE 3L CH G2 E= A2 0~255XH7HK| & Jt
System Contact -
S Ct
AKX O|ES YUHTILICEH HE & X2 0~255AM7HK| €8 7+s6)
System Name
y T (rlss S8EUC ZHe 585K waLt
. ARK|Q YXHEE LT HE E= X2 0~255X 71K Y
System Location .
JtsetL Lt
Buttons
Avoly | Z2) A| MIZAIES HELC
ApolvaSave | Z22f A| BIZAIEHS X8O MABILICE
[Reset), 22) A BZAES 3 25tT 0| 2R ESEUCL

WEB &7 0| A]

v' System Contact

System Information Configuration

System Contact | | SOLTECH

System Name

System Location

®
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INFOMET INC.



SOLTECH USER GUIDE

v' System Name

System Information Configuration

HOt 7|5 AQ|X| SFC6426 Al2|=

System Contact

System Name TESTSWITCH

System Location

v' System Location

System Information Configuration

System Contact

System Name

System Location | | SOLTECH-LAB

CLI 27 of|A|

v' System Contact

(config)# snmp-server contact <line255>
(config)# snmp-server contact SOLTECH

v' System Name

(config)# hostname <host_name>
(config)# hostname TESTSWITCH

v' System Location

(config)# snmp-server location <line255>
(config)# snmp-server location SOLTECH-LAB

°
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6.1.1.2. IP

HOt 7|5 AKX SFC6426 AlZ|=

0+ Configuration>System>IP

IPZ2, Subnet Mask, Gateway, DNS, Static IP RouteE A& gtL|Ct,
IP Configuration
Mode Host  ~
DNS Server 0 | | No DNS server -
DNS Server 1 | | Mo ONS server -
DNS Server 2 | | Mo ONS server ~
DNS Server 3 | | Mo DNS server w
“DNSProxy | |
IP Interfaces
Delots | VLAN I Enable Falll;lwccltw‘ Current Lease Address — Mask Len: : Enable m::::: '.“.'urrantl.nml Address e | Mask Length
1 J 0 19216810101 24 ]
Add Interface
IP Routes
Dealete | Network | Mask Len, Gateway | Next VLAN
Add Route
IP Configuration
gof L
Mode I[P AEHO| Host, Router2 7t O{EE M TtL|CL
DNS Server O] 482 A%X|of o8 =& = DNS 0|2 M ofgfL|ct,
Al2”Ol A H T4 & DNS M HO| DNS @8 2g0|stn HEYT 9
DNS Proxy
Sot0o|HE EX|0f DNS ZHQIXtZ SEEtL|Ct,
IP Interfaces
gof L
Delete 7|E9] Ip QIE{If|0|AE AlK|SIE{H O] M2 MEATLICE
VLAN IP QIE{ T O] AQF 12HE VLANRLICE O VLAN ZE &= |P QIH{ I 0] A0
OHM|A BF A QLT
IPv4 DHCP Enabled O] HAAE MEHSIO] DHCPV4O]| SEI0|HEE AMETtL|CH
IPv4 DHCP DHCP 2|AE 7| ot Al AlZhE)RL(CH o] 7|Zto| BtE &M
Fallback Timeout El |Pv4 ATt IPv4 QIHIO|A FAZ AR EL|CH
IPv4 DHCP Current Lease 2 LeaseQt DHCP QIE{I|O|AQ| FAE HEA|RL|CE
IPv4 Address Ho=2 72 E MTls QM Oo|AL IPv4 A YLICEH
IPv4 Mask IPv4 & OtAS Q8% 42 IPv4 T4 0 ~ 30 H{EQL|C}
DHCPv6 Enable HAgAE MENSIO) DHCPv6E SEI0|HEE AFERILICE
DHCPv6 Rapid Commit HIAgAE MEISIO DHCPve M2 MEE 5= S LICH
DHCPv6 Current Lease DHCPv6 AMH{7} X Sote QIHMO|A FAE HOFL|CH

IPv6 Address

QIE{IH| 0| 29| IPv6e FAYLICE

IPv6 Mask

IPv6 HO|AM OpA3 HIE (Z2|EA ZO|). 532 4/2 I1Pve =20 L5y
1 ~ 128 H{EQL|C}.

IP Routes

°
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Hot 7|5 A%|X| SFCe426 Al2|=

g0 PPy
Delete JIE P A2E AHBI2B o] SM2 MegLITt
Network SxK| P YEYD AR T SAE Falch
o mpZ W2 4 JEE s YEYD Fao I HolYLITH 91
Mask Length 5 22 001A 32H| 0|0, 1Pve ZZ0f Tifaf 22t 128H|EQLICH

Gateway

Next Hop VLAN
(Only for IPv6)

IP AO|EQ0|2] IP
HO|EQ 0|t &
ozl viDe
Aot LT C}

Buttons

Add Interface AH P O|E.| J.l:" | %

Add Route |. AHE_E_ P %‘E% _DIS7|-E>';II-

R 2 Al SIS HBYLIC
(Rephsaie]. 22| A| BZAEE M BT XY
(Resst) 22y A| MZAIGS $14010 OF o2

g EXo

=i | o—

1 WXl 4,0952| &

A0l

FaYLIL,

EI%E‘ L Ct.

| IPv6 QIE{H O|A VLAN ID (VID)QL|C}.
Heet S

St IPve QIEHO| A7t R 2

WEB &7 0| A]

v IP Configuration

> Mode

. Mode Host

IP Configuration

Mode [Host ]

DNS Server 0 | | No DNS server

DNS Server 1 | No DNS server

DNS Server 2 | No DNS server

DNS Server 3 | | No DNS server

DNS Proxy O

. Mode Router
IP Configuration

Mode [Router v |

DNS Server 0 | | No DNS server

DNS Server 1 \ No DNS server

DNS Server 2 \ No DNS server

DNS Server 3 | | No DNS server

DNS Proxy (]

» DNS Server

. Configured IPv4 or IPv6
IP Configuration

Mode [Host v

DNS Server 0 | | Configured IPv4 or IPvé 8888

DNS Server 1 | | No DNS server

DNS Server 2 | [ No DNS server

DNS Server 3

[ No DNS server

DNS Proxy O

®
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v

Hot 7|5 A%|X| SFCe426 Al2|=

IP Configuration
Mode [Host ~]
DNS Server 0 | Configured IPv4 or IPv6 V\ 2001:4860:4860::8888
DNS Server 1 | | No DNS server v
DNS Server 2 | | No DNS server v
DNS Server 3 | No DNS server V\
DNS Proxy ]

From any DHCPvV4 Interfaces
IP Configuration

Mode ‘ Host ‘

DNS Server 0 \ From any DHCPv4 interfaces v \
DNS Server 1 | | No DNS server v
DNS Server 2 | | No DNS server V]
DNS Server 3 | | No DNS server ~]
DNS Proxy O

From this DHCPv4 Interfaces (VLAN1)

IP Configuration

Mode [Host +]

DNS Server 0 | | From this DHCPv4 interface v || 1
DNS Server 1 | No DNS server V\
DNS Server 2 | | No DNS server v]
DNS Server 3 | No DNS server V\
DNS Proxy O

From any DHCPvV6 Interfaces
IP Configuration

Mode [Host ~]

DNS Server 0 | | From any DHCPVE interfaces v |
DNS Server 1 \ No DNS server V\
DNS Server 2 | | No DNS server v]
DNS Server 3 \ No DNS server V\
DNS Proxy O

From this DHCPV6 Interfaces (VLAN1)

IP Configuration

Mode ‘Hosl v‘
DNS Server 0 | | From this DHCPv6 interface v | |1
DNS Server 1 | | No DNS server v
DNS Server 2 \ No DNS server V\
DNS Server 3 \ No DNS server V\
DNS Proxy O

» DNS Proxy

IP Configuration

Mode [Host  ~]
DNS Server 0 | | Configured IPv4 or IPv6 MIEEEE]
DNS Server 1 | [ No DNS server v]
DNS Server 2 | | No DNS server v
DNS Server 3 | | No DNS server v]
DNS Proxy

IP Interfaces

>  VLAN(O| 2E= M QHIO|AE 4

»

IP Interfaces

182 168 10101 F]

®
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HOt 7|5 AQ|X| SFC6426 Al2|=

IP Interfaces
Delete | VLAN [ DH | IPv4 | DHCPvE | I
| Enable | Fallback | Current Lease | Address | Mask Length | Enable [ Rapid Commit | Current Lease | Address | Mask Lei
[ 10 0 192,168,10.101 24 [
O 2 0 ]}

« DHCPv4 ZH 47 (E 52t DHCPv4 MH 2| SEHO|

IP Interfaces

e IPva =R 2 A%)

Delete Ib"l.l\N|

DHCPvG

C 102 168 10 101
2 30 2222 24

> IPv4
IP Interfaces
Delete | VLAN | DHCPV4 I TPvd | GREFVE I =
Enable | Fallback | Current Lease Address Mask Le Enable | Rapid Commit | Current Lease Addrass Mask Len:
1 ] 0 19216810101 24 I
2 0 2222 24 (]
Add Interface

v"IP Routes

> Add Route

. JlZeeds At Be
IP Routes
Delete | Network | Mask Length | Gateway | Next Hop VLAN
a 0.0.0.0 0 192.168.10.1 0
- N ARYS A E
IP Routes

Delete | Network | Mask Length | Gateway | Next Hop VLAN

a 2220 24 192.168.10.1 0

CLI 27 ofA|

v" IP Configuration
» Mode

. Mode Host

(config)# no ip routing

. Mode Router

(config)# ip routing

[ J
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> DNS Server

. Configured IPv4 or IPv6

(config)# ip name-server <0-3> <ipv4_ucast>
(config)# ip name-server 0 8.8.8.8

(config)# ip name-server <0-3> <ipv6_ucast>
(config)# ip name-server 0 2001:4860:4860::8888

. From any DHCPV4 Interfaces

(config)# ip name-server <0-3> dhcp ipv4
(config)# ip name-server 0 dhcp ipv4

. From this DHCPv4 Interfaces

(config)# ip name-server <0-3> dhcp ipv4 interface vlan <vlan_id>
(config)# ip name-server O dhcp ipv4 interface vian 1

. From any DHCPV6 Interfaces

(config)# ip name-server <0-3> dhcp ipv6
(config)# ip name-server 0 dhcp ipv6

. From this DHCPV6 Interfaces

(config)# ip name-server <0-3> dhcp ipv6 interface vlan <vlan_id>
(config)# ip name-server O dhcp ipvé interface vian 1

» DNS Proxy
(config)# ip dns proxy

v IP Interfaces

» VLAN

(config)# interface vlan <vlan_list>
(config)# interface vian 7

» DHCPv4

« DHCPv4 ZH O/A&H

(config)# interface vlan <vlan_list>

(config-if-vlan)# ip address dhcp

« DHCPv4 2 MY (29 S0 DHCPv4 AMH2| 2EO| oW pv4 FZ0 2 M)

(config)# interface vlan <vlan_list>
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(config-if-vlan)# ip address dhcp fallback <ipv4_addr> <ipv4_netmask>
timeout <uint>

(config-if-vian)# [p address dhcp fallback 192.7168.10.7107 255.255.255.0
timeout 30

> IPv4
(config)# interface vlan <vlan_list>

(config-if-vlan)# ip address <ipv4_addr> <ipv4_netmask>
(config-if-vian)# ip address 7192.168.10.101 255.255.255.0

v"IP Routes
> Add Route

- 7|2 2REE M8ols dR(EE WS HOIEROZ 2H)

(config)# ip route 0.0.0.0 0.0.0.0 <ipv4_addr>
(config)# ip route 0.0.0.0 0.0.0.0 192.168.70.7

- SHEREE AEStE ER(0HY HERR A IS AO|EHO|Z EH)

(config)# ip route <ipv4_addr> <ipv4_netmask> <ipv4_addr>
(config)# ip route 2.2.2.0 255.255.255.0 7192.7168.10.1

[ J
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6.1.1.3. System Time

|+ Configuration>System>System Time

O HO[X[OIA AlZHS 28 & AFLICE

o=

System Time

System Time Status

NTP Mode  |Disable

. 1970-01-05 T14:19:46
System time (Monday)

System Time Configuration

Time Setting
Year [ 2000 v|
Month |1 (Jan) v|
Date |5 v
Hours [14 v|
Minutes |19 v|

System Time Status

g0of My

NTP Mode NTP &ENS LEHRLICH

System time 29K o AlZtS LHEFRLIC

'‘NTP BE'7} Ed3tE|H 'A|ZH 270 HIZESHE LI

o
A2 AW g/dststE{H NTP REE H|ZM3IE dESHHAIR.

System Time Configuration

g9 pore
O I|O|X|= A|AE A7t MAS ASHE O AFRE LT
Year AZEH AR E MERSHL|C}
i H Month Al 212 MEHSHL|C
Time Setting as e L
Date A|E SRZ2 MESSHL T,
Hours AIEfA|ZHS MEHBELICE,
Minutes A|ZH 22 MESEL|C},
Buttons
Apply | 221 A| HAASHS M| C}

o=
[Reset]: 22l A 7Y S Z
(NTP | NTP 4% TO|X|2 0| S312{e S2isiM| 8.
[Refresh : H 0| K|S M2 1X|2{P 22
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WEB &7 0| A]

v

System Time Configuration

» Time Setting

Year(2000~2037)

Month(1~12)

Date(1~31)
Hours(0~23)

Minutes(0~59)

Time Setting
Year [ 2024 v|
Month [ 1 (Jan) v|
Date [1 ~|
Hours |[l V|
Minutes [10 ~|

Click the Apply button

NTP Mode

Disable

System time

(Monday)

2024-01-01 TOO:10:18

CLI 27 ofA|

v

System Time Configuration

» Time Setting

Year(2000~2037)

Month(1~12)
Date(1~31)
Hours(0~23)

Minutes(0~59)
Seconds(0~59)

(config)# clock system-time set <d> <t>

<date> Date yyyy/mm/dd, yyyy=1970-2037, mm=1-12, dd=1-31
<time> Time HH:mm:ss, HH=0-23, mm=0-59, ss=0-59
(config)# clock system-time set 2024,/01,/07 00:10:00
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6.1.1.4. NTP

Y+ Configuration>System>NTP

NTPMH O HSSt= AlZte 2otES dF L CL

NTP Configuration

Mode Disabled hd

Server 1

Server 2

Server 3

Server 4

Server 5

NTP Configuration
gof 4y
NTP SO 25 HELLICL
Mod Enable: NTP 22I0|HE REE 2HdotetL|Ct
ode ) gy
Disable: NTP 22}0|Q1E B E S H|Zds|etL|Ct
(Configuration>System>Time 2| Time Zoned°g0| &
NTP A_iH.lol KAE OIE1o|'|_||:}-
(DNSE 0| &3}= 42 Configuration>System>IPO|A{ DNSE 0| &
Server gL ct)
NTPAE 7} Q5 20| R_ASZ P Configuration>System>IPO|A{ IP
Routes 7|2 HO|EgJ0] 0| RstL|LC})
Buttons

Aenly; 2 Al BZAIES HBBILICH

—
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WEB &7 0| A]

v" NTP Configuration
» Mode

«  Enable(NTP 22I0|YE ZE FZ3 ALETILICH)

NTP Configuration

Mode Enabled V|
Server 1

Server 2

Server 3

Server 4

Server 5 | |

. Disable(NTP 2Z}0|E B E ZXt2 ALRSIX| Z&LICH)

=]

NTP Configuration

Mode Disabled v |
Server 1

Server 2

Server 3

|
|
Server 4 |
Server 5 ‘

»  Server

«  NTPMHQ|IP FAE ALE(NTP MH 2| IPv4 = IPv6 T
NTP Configuration

>
i
>
ol

gt
I
o

Mode | |Enabled v |
Server 1 | [216.239.35.0
Server 2 |

Server 3

|
Server 4 |
Server 5 |

+ NTP AMH2| DNSE AtE
NTP Configuration

Mode | |Enabled v |
Server 1 |time.google.{:om

Server 2 |

Server 3

Server 5

|
Server 4 |
|
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CLI 27 of|A|

v" NTP Configuration
» Mode

«  Enable(NTP 22I0|YE ZE FZ3 ALETILICH)

(config)# ntp

« Disable(NTP 22I0|E RE S22 ALESHA| & L|CH)

(config)# no ntp

»  Server

« NTPAMH AMH

(config)# ntp server <1-5> ip-address <domain_name> <ipv4_ucast>
<ipv6_ucast>

(config)# ntp server 1 [p-address 216.239.35.0

(config)# ntp server 1 [p-address time.google.com

ux
o
ot
ok
)

v M ol

Information MonitorOf|Af Q10| 7ts8tL|C}.

> WEB
WEB MENU Monitor>System>Information.

» CLI
# show ntp status

NTP Mode : enabled
Idx Server IP host address (a.b.c.d) or a host name string

time.google.com

u b w N =
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6.1.1.5. Time

HOt 7|5 AQX| SFC6426 Al2|=

A& Configuration>System>Time

YH| ?IX0f| HE AIZITHE

MASH A
=28

e

Time Zone Configuration

Time Zone Configuration

Time Zone

[ (UTC+09:00) Seoul

Hours

Minutes

Acronym

| ‘ (0 - 16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time | |Disab\ed

Start Time settings

Month

Date

Year

Hours

Minutes

End Time settings

Month

Date

Year

Hours

Minutes

Offset settings

Offset

K (1 - 1439) Minutes

Time Zone Configuration

g0

Time Zone
Hours

Minutes

Acronym

Daylight Saving Time Configuration

=y

k]
M MAXMSE Chfot A|ZHHE L gL C
‘& 2% SH2 EF AR H4Fo| tsE Lt
UTCERH Q| HX} A7
Ol ZEs 'y SMY M AL 7hsTLCH
UTCEREQ| HAL A ZHE).
Ol ZEs ' SMY M AL 7hHsTLCH
AHEAE AlZHTHOl FO{E HEE = ULt

a9

Daylight Saving Time

Week
Day/Date
Month

Daylight Saving TimeS A& gHL|C}.
Disabled: 742 A gLt

Recurring: Daylight Saving TimeS O =

=
Non-Recurring: Daylight Saving Time=
AlEStE ot S=E|

2ot 2l=s 2

L <=
I—TEAJ

HorLlch

A &5HE MEfRL

ct.

J
rl
rulo ru|0

Al&sts it s S dEELCH

=

_J
FI
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Hot 7|5 A%|X| SFCe426 Al2|=

Hours A EFSHE AlZtat Bl AZHS MEISEL|CE
Minutes A ESHE 20F ELHE 22 MESL|CH
Daylight Saving Time2| =7t A2t ()8 YL}
Offset o
(M9l 1-1439).
Buttons
[Avoly . 22| A| AN S H LTt
[Aebssave ), 22 A AR S Hgotn ML)
[Reset]: 23] A WZAIE S H 2310 0M Zto= HlE gL

WEB &7 0| Al

v' Time Zone Configuration
» Time Zone

(UTC+09:00) Seoul
Time Zone Configuration

Time Zone Configuration
Time Zone [ (UTC+09:00) Seoul v
Hours
Minutes
Acronym | | (0-16 characters )

Manual Setting
Time Zone Configuration

Time Zone Configuration
Time Zone Manual Setting ~
Hours 7 v
Minutes 10 v
Acronym ‘ ( 0-16 characters )

» Acronym
Time Zone Configuration

Time Zone Configuration
Time Zone [ (UTC+09:00) Seoul v
Hours
Minutes
Acronym |KOR_SEOUL | (0- 16 characters )

v' Daylight Saving Time Configuration
» Daylight Saving Time

Disable
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Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time | [Disabled v|

Start Time settings

Month
Date
Year
Hours
Minutes

End Time settings

Month
Date
Year
Hours
Minutes

Offset settings
Offset 1 (1 - 1439) Minutes

. Recurring
Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time | | Recurring ~
Start Time settings
Week 1 v
Day Mon ~
Month Jun ~
Hours 0 v
Minutes 0 ~
End Time settings
Week 4 v
Day Mon ~
Month Aug v
Hours 0 ~
Minutes 0 ~
Offset settings
Offset IE | (1-1439) Minutes

. Non-Recurring
Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time | |Non—Recurring ~
Start Time settings
Month May v
Date 1 v
Year 2023 v
Hours 0 v
Minutes 0 v
End Time settings
Month Aug v
Date 1 v
Year 2023 v
Hours 0 v
Minutes 0 v
Offset settings
Offset IK | (1-1439) Minutes
e %o
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CLI 27 of|A|

v" Time Zone Configuration
» Time Zone

. (UTC+09:00) Seoul

(config)# clock timezone " <-23-23> <0-59> <0-9>
(config)# clock timezone "9 0 1

. Manual Setting

(config)# clock timezone " <-23-23> <0-59> <0-9>
(config)# clock timezone " 7 10 0

» Acronym

(config)# clock timezone <word16> <-23-23> <0-59> <0-9>
(config)# clock timezone KOR_SEOUL 9 0 7

v" Daylight Saving Time Configuration
» Daylight Saving Time

. Disable

(config)# no clock summer-time

. Recurring

(config)# clock summer-time " recurring <1-5> <1-7> <1-12> <hhmm>
<1-5> <1-7> <1-12> <hhmm> <1-1439>
(config)# clock summer-time * recurring 1 1 6 00:00 4 1 8 00:00 60

. Non-Recurring

(config)# clock summer-time ” date <1-12> <1-31> <2000097> <hhmm>
<1-12> <1-31> <2000097> <hhmm> <1-1439>
(config)# clock summer-time " date 5 1 2023 00:00 8 1 2023 00:00 60
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2 &AM Information MonitorO| A 2t210| 7ts8tL|C}.

v' Daylight Saving Time Monitor

» WEB
MY = 3L HO|X[ofM =telo] 7L T

» CLI

# show clock detail

System Time: 2023-05-17T18:00:58+10:00
Timezone: Timezone Offset : 5401 ( 540 minutes)
Timezone Acronym : KOR_SEOUL
Daylight Saving Time Mode : Non-Recurring.
Daylight Saving Time Start Time Settings :
Week: 0
Day: 0
* Month: 5
* Date: 1
* Year: 2023
* Hour: 0
* Minute: 0
Daylight Saving Time End Time Settings :
Week: 0
Day: 0
* Month: 8
* Date: 1
* Year: 2023
* Hour: 0
* Minute: 0
Daylight Saving Time Offset : 60 (minutes)
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6.1.1.6. Log

0% Configuration>System>Log
Log HIAIX| X log Level2 MEEtL|CH

System Log Configuration

Server Mode Disabled ~|
Server Address
Syslog Level Informational hd |

System Log Configuration

g0 rE

SR

o
ot
S

mjo

AL SIS H™IH syslog HAIX| 7} syslog MHE H&

il

L|ct.

Enabled: Mt ZE 2 S AtESL|CH

Disabled: Mb| 2 E 22 ALESHK| & LICH

syslog MM Q| IPv4 A E FAE LIEFHLICE A2|X|7} DNS 7|52 A
3ot= 49 E0Ql 0| EY == UFLICE

syslog MHEZ 2'¥ A|X|Q] ZFE LIEML|CL

Audit: ZAHE 2" LCt.

Error: @&, ZALE ERL|CH

Server Mode

Server Address

Syslog Level Warning: 21, 27, ZAtE 2HL|CH
Notice: SX|AtY, 1, @F7, ZALE EHL|C}
Informational: &, SXAtY, 1, @F, ZALE EHL|C}
Buttons

Avoly ; 22| A HZEAIES ML
Apply&Save . _;.g! o
Reset | 22l A

WEB &7 0| Al

0% Configuration>System>Log
v' System Log Configuration
» Server Mode

. Disable

System Log Configuration

Server Mode Disabled hd |

Server Address

Syslog Level Informational hd |
e %o
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. Enable

System Log Configuration

Hot 7|5 A%|X| SFCe426 Al2|=

Server Mode

Enabled

Server Address

Syslog Level

Informational

> Server Address

. IPv4 Address (PC Address)
System Log Configuration

Server Mode Enabled v
Server Address | |192.168.10.130
Syslog Level Informational hd |
» Syslog Level
. Audit
System Log Configuration
Server Mode Enabled V|
Server Address | | 192 168.10.130
Syslog Level Audit v
. Error
System Log Configuration
Server Mode Enabled v ‘
Server Address | | 192.168.10.130
Syslog Level Error v
«  Warning
System Log Configuration
Server Mode Enabled hd |
Server Address | (192.168.10.130
Syslog Level Warning v|
. Notice
System Log Configuration
Server Mode Enabled v
Server Address | | 192.168.10.130
Syslog Level Notice i |

. Information

System Log Configuration

Server Mode

Enabled

Server Address

192.168.10.130

Syslog Level

Informational

CLI 27 of|A|

v

System Log Configuration

» Server Mode

®
SOL

INFOMET INC.



m SOLTECH USER GUIDE 2ot 7|5 £2{K| SFC6426 Al2|=

. Disable

(config)# no logging on

. Enable

(config)# logging on

» Server Address

. IPv4 Address (PC Address)

(config)# logging host <ipv4_ucast>
(config)# logging host 192.768.10.130

» Syslog Level

*  Audit
(config)# logging level audit

. Error

(config)# logging level error

e Warning

(config)# logging level warning

. Notice

(config)# logging level notice

. Information

(config)# logging level informational
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Hot 7|5 A%|X| SFCe426 Al2|=

6.1.2. System Monitor

6.1.2.1. Information

M Monitor>System> Information

2t

—

S

—

Lol St

mjo
fot

MACT2, AlZh H

= A
o T

J

(o]
AA

el

System Information

System
Contact SOLTECH
Name TESTSWITCH
Location SOLTECH-LAB
Hardware

MAC Address
Device Serial

00-21-6d-00-00-00

Time
System Date 1970-01-01T09:22:18+09:00
System Uptime 0d 00:22:18
Software
Software Version
Software Date 2023-07-28T16:09:26+09:00
System Temperature
Current 54.000'C (129.200'F)
Minimum 53.000'C (127.400'F)
Maximum 54.500°'C (130.100'F)
Average 54.000'C (129.200'F)
System Information
=3 4y
System AR[K|Q A|A” HEE BA|TLICH
Contact AKX MEYPEE AL C}
Name AR O|ES BAITL|CH
Location AKX /XHEE BAIR L CE
Hardware ARK|Q StEY O HEE BAIRL|CE
MAC Address AR|K|] MAC FAE EA|THL|CE
Device Serial A QK| 9| Serial HS & EA|EL|C}.
Time AR1K|Q] AlZEH

System Date

System Uptime
Software
Software Version

Software Data

%S AL A9X7
0£0%)O 2 FIBH AIZHS EAIFLCH

AK|7H SEELD QU AlZHS EABLICE
A9IX|9| AZEQO HEE HAIZLICH
£9IK|o| AZEYO] TS EAIZLICE

AQIX| AZEQOI7L MY B URME EATLICH
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System Temperature

290K|0 2= FEE EAZLIC

Hot 7|5 A%|X| SFCe426 Al2|=

Current 2K LHRO| HX 2% S HAILIC
Minimum ARK| RO FARE S BEAIZLICH
Maximum AKX LWl 2O 25 2h2 FEAIZ LT
Average 29| LR B2k gts BEAIZHCL
WEB 22l 0| A|
A0+ Monitor>System>Information
System Information
System
Contact SOLTECH
Name TESTSWITCH
Location SOLTECH-LAB
Hardware
MAC Address 00-21-6d-00-00-00
Device Serial
Time
System Date 1970-01-01T09:22:18+09:00
System Uptime 0d 00:22:18
Software

Software Version

Software Date 2023-07-28T16:09:26+09:00
System Temperature

Current 54.000'C (129.200'F)

Minimum 53.000'C (127.400'F)

Maximum 54.500'C (130.100'F)

Average 54.000'C (129.200'F)

CLI 221 0f|A|

v' System Information

TESTSWITCH# show version

# show version

MAC Address : 00-21-6d-00-00-00
Board Serial :

Previous Restart : Cool

System Contact : SOLTECH

System Name : TESTSWITCH
System Location : SOLTECH-LAB

System Time : 1970-01-02T07:24:10+09:00

MEMORY : Total=208355 KBytes, Free=181987 KBytes, Max=181905 Kbytes
FLASH : 0x40000000-0x40ffffff, 256 x 0x10000 blocks
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System Uptime  : 21:24:10

Active Image

Image : SONOS_2.4.0.1.dat (primary)

Version : SONOS (standalone) build 2.4.0.1 by Soltech Corp.
Date : 2023-07-28T16:09:26+09:00

Bank-Index : Bank0

Alternate Image

Image : SONOS_2.4.0.1.dat (backup)

Version : SONOS (standalone) build 2.4.0.1 by Soltech Corp.
Date : 2023-07-28T716:09:26+09:00

Bank-Index : Bank1

TESTSWITCH# show system temperature status

System Temperature Current: 39.500'C (103.100'F)
System Temperature min: 36.000'C (96.800'F)
System Temperature Max: 49.500'C (121.100'F)
System Temperature Average: 39.500'C (103.100'F)
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6.1.2.2. CPU Load

M Monitor>System>CPU Load
CPU ZEE SVG A ZE 0| 850 HA|TLICE

CPU Load Auto-rofrosh B
100ms 1% 1sec 0% 10sec 0% (all numbers running average)
75%
| 50%
|
|
|
|
|I_ 25%
|
|

Buttons

Auto-refresh i : HA%A HA Al F7|H22 HO|X| At M2 DA AHSSLICH

WEB =HQI 0f| A]

0+ Monitor>System>CPU Load

CPU Load fusosatesn B
100ms 0% 1sec 0% 10sec 0% (all numbers running average)
75%
! 50%
||
|| 25%
|
1
.."/\\ LL "r_“\ ) "'\\ /

CLI 221 0f|A|

# show system cpu status

Average load in 100 ms: 2%
Average load in 1 sec: 1%
Average load in 10 sec: 0%

°
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6.1.2.3. IP Status

M Monitor>System>IP Status

29X EEet HZAE CHE FH|ol YEE =ole & AL

IP Interfaces
Interface | Type | Address | Status

0OS:lo LINK. ~ 00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST>
OS:lo IPvd 127.0.0.1/8
OS:lo IPvE feB0::1/64
OS:lo IPv6  :1/128
WVLANT LINK 00-21-6d-00-87-32 <UP BROADCAST RUNNING MULTICAST=
VLAN1 IPv4 192.168.10.101/24
WVLAN1 IPvG fe80::221:6dff:-fe00:8732/64

IP Routes

Network | Gateway | Status
127.001/32 127001 <UPHOST=
22400014 127001 <UP>
1128 1 <UP HOST=

Neighbour cache

IP Address | Link Address
192.168.10.130 VLAN1:c0-18-50-7e-50-56
fe80::221:6dff fe00:6732 VLAN1:00-21-6d-00-87-32

IP Interface
20 2493
Interface QI I 0| A 0| O| S HAIRLICE
Type QIEI| O] &0 4 HAMES BAIRLIC
Address (B8 RYUHI0|A2| S FAE HAILIC
Status QI O] 20| HEHE HAILIC
IP Routes
20 k)
Network Routes®| SAE FAE HA|BHL|CH
Gateway Routes2| #|O|E 9)|0] FAE HEAIRLICL
Status Routes®| HEHE HA|EHLIC}
Neighbour cache
80| ay
IP Address Neighbour cacheQ| IPFEAE EA|TL|CE
Link Address Neighbour cache®| Link Address& HEA|gfL|Ct
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Buttons

[Refmh | 22y A| Ho|x|2 M2 DA,

WEB =HQI 0f| A]

IP Interfaces

Interface | Type | Address | Status
OSilo LINK  00-00-00-00-00-00 <UP LOOPBACK RUNNING MULTICAST=>
OSlo IPv4  127.0.0.1/8
0Oslo IPvG  :1/128
Osilo IPv6  fe80:1/64
VAN LINK  00-21-6d-00-87-32 <UP BROADCAST RUNNING MULTICAST=>
WVLAN1 IPv4  192.168.10.101/24
WLAN1 IPv6  feB80::221:6dff:fe00:8732/64
WVILAN2 LINK  00-21-6d-00-87-32 <UP BROADCAST RUNNING MULTICAST=>
VLANZ2 IPvd  2222/24
VLANZ2 IPv6  fe80::221:6dff:fe00:8732/64

IP Routes

Network | Gateway | Status
0.0.0.0/0 192.168.10.1 <UP GATEWAY HW_RT>
3.3.3.0/24 192.168.10.1 <UP GATEWAY HW_RT>

127.0.0.1/32 127.0.0.1 <UP HOST=>
2240004 127.0.01 <up>
21128 1 <UP HOST=>

Neighbour cache

IP Address | Link Address
192168 10130 VLAN1:c0-18-50-7e-50-56
fe80--221-:6dff fe00:8732 VLAN1:00-21-6d-00-87-32
fe80-221:6dff fe00:8732 VLAN2:00-21-6d-00-87-32

CLI 221 0f|A|

v IP Interfaces

# show interface vlan

VLAN1
LINK: 00-21-6d-00-87-32 Mtu:1500 <UP BROADCAST RUNNING MULTICAST >
IPv4: 192.168.10.101/24 192.168.10.255
IPv6: fe80::221:6dff:fe00:8732/64 <UP RUNNING>

VLAN2
LINK: 00-21-6d-00-87-32 Mtu:1500 <UP BROADCAST RUNNING MULTICAST>
IPv4: 2.2.2.2/24 2.2.2.255
DHCP: State: FALLBACK
IPv6: fe80::221:6dff:fe00:8732/64 <UP RUNNING>
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v

IP Routes

Hot 7|5 A%|X| SFCe426 Al2|=

# show ip route

0.0.0.0/0 via 192.168.10.1 <UP GATEWAY HW_RT>
2.2.2.0/24 via interface index 2 <UP HW_RT>
3.3.3.0/24 via 192.168.10.1 <UP GATEWAY HW_RT>
127.0.0.1/32 via 127.0.0.1 <UP HOST>
192.168.10.0/24 via interface index 1 <UP HW_RT>
224.0.0.0/4 via 127.0.0.1 <UP>

v" Neighbour cache

# show ip arp

192.168.10.1 (Incomplete)
192.168.10.130 via VLAN1:c0-18-50-7e-50-56

# show ipv6 neighbor

fe80::221:6dff:fe00:8732 via VLAN1: 00-21-6d-00-87-32
Permanent/REACHABLE
fe80::221:6dff:fe00:8732 via VLAN2: 00-21-6d-00-87-32
Permanent/REACHABLE
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6.1.2.4. Log

20 % Monitor>System>Log
Log HIAIX] X log Level2 &QITHL|CE

System Log Information

Level [Al M
Clear Level | All M

The total number of entries is 0 for the given level.

Start from 1D |1 |with |20 |entries per page.

ID | Level | Time | Message
Mo entry exists

System Log Information

80f T
Level MN2"l 20 5 o 2 HEDE Z0F E0{EL|Ct
Clear Level A" 20 3 ANE s deuct
ID AMa8 20 @59| IDE ENEL|CH
AL 20 =0 ¥ S 2OolELICH
Audit: A|AE 20| ZHAF £=F.
Error: A|AE 29| 8 5
Level Warning: A|AE 29| A1 &,
Notice: A|AEH 29| 2X|AME £=F,

o
Informational: A|AEl 23 HEO| =5,

Al B2 E 2E.
Time A28 20 gm0l AlZtE R F L
Message AL 23 =9 HAIXE EQFL T

Buttons

Auto-refresh L : A %A M3 Al F7| M2 HO|X| A& M2 DA S AFREL|CH

i

o

=o
muju
J
>
i
o
Pl
i
=
HU
k1
gt
HU
my
rE
oY
>
oot
rlo
by
>
ot
-
il

(k<] iy Al ORDt G20 £2, A|AE 27 8122 ofjo|E gt

=M BEAIRE O S =0 =, AL 20 53 YHO0IE L

nn

2 Sx) EAITE OHX 2 S 0|A ARfSto]
>l | JbsTh OX| 2 B 2ol DO BE, AIAE 21 #S2 YH0|E gLt

—
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Hot 7|5 A%|X| SFCe426 Al2|=

2ol

Off Al

A0+ Monitor>System>Log

v

System Log Information
System Log Information

Level

All hd

Clear Level

All hd

The total number of entries is 52 for the given level.

Start from \D|1 |wh‘h |20 |entries per page.

ID | Level | Time Message

1 Audit 1970-01-01T09:00:00+09:00 HW Base Test. CPU.Passed, DRAM Passed, FLASH:Passad, TCAM:Passed
2 Audit  1970-01-01T09:00:00+09:00 Audit Log Start, Image: [SFCE800GHP 2.4.0.1]

3 Info. 1970-01-01T05:00:01+09:00 SYS-BOOTING: Switch just made a cold boot.

4 Audit  1970-01-01T09:00:01+09:00 HW Power2 is connected (OK)

5 Notice 1970-01-01T09:00:02+09:00 LINK-UPDOWN: Intf. Vlan 1, changed state to down.
6 Audit  1970-01-01709:00:02+09:00 Intf. Port: 1 TEST Okl (CAP:0x1000303F)

7 Audit  1970-01-01T709:00:02+09:00 Intf. Pert: 2 TEST Okl {CAP:0x1000303F)

8 Audit 1970-01-01T709:00:02+09:00 Intf. Port: 3 TEST Oklll, (CAP:0x1000303F)

9 Audit  1970-01-01T09:00:02+09:00 Intf Port: 4 TEST Okl {CAP:0x1000303F)

10 Audit  1970-01-01T09:00:02+09:00 Intf. Port: 5 TEST Ok!ll, (CAP:0x1000303F)

11 Audit  1970-01-01T09:00:02+09:00  Intf. Port: 6 TEST Okl (CAP:0x1000303F)

12 Audit  1970-01-01T09:00:02+09:00 Intf. Port. 7 TEST Ok, (CAP:0x1000303F)

13 Audit  1970-01-01T09:00:02+0%:00 Intf. Port: & TEST Ok, (CAP:0x1000303F)

14 Audit  1970-01-01T09:00:02+09:00 Intf. Port: 9 TEST Ok!ll, (CAP:0x048E1031)

15 Audit  1970-01-01T09:00:02+0%:00 Intf. Port10 TEST Okl (CAP:0x048E1031)

16 Audit  1970-01-01T09:00:02+09%:00 Intf Port 11 TEST Oklll, (CAP 0x048E1071)

17 Audit  1970-01-01T0%:00:02+0%:00 Intf. Port:12 TEST Okl (CAP:0x048E1071)

18 Audit  1970-01-01T709:00:03+09:00 SNMP server Stop.

19 Audit  1970-01-01T05:00:03+09:00 TELNET server Stop

20 Audit  1970-01-01T709:00:03+09:00 PoE PoE-Controller-Chip:0Ok PoE:Type:AT.Count:8

> Level

. example notice

M Notice>[ Bi= Jui £ 22| (ZX|A 320t gol)
System Log Information
Level [ Notice v
Clear Level | All v
The total number of entries is 3 for the given level.
Start from 1D |5 |wh‘h |20 |enlries per page.
ID [ Level | Time Message
5 Notice 1970-01-01709:00:02+09:00 LINK-UPDOWN: Intf. Vlan 1, changed state to down.
21 Notice 1970-01-01T09:00:07+09:00 LINK-UPDOWN: Intf. GigabitEthernet 1/1, changed state to up(1G).
22 MNotice 1970-01-01T09:00:07+09:00 LINK-UPDOWN: Intf. Vlan 1, changed state to up.

» Clear Level

+  example notice

M EH

[ B |

Notice> H
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System Log Information

Level All hd
Clear Level | Notice A

The total number of entries is 49 for the given lavel.

Start from 1D |1 |wh‘h |20 |enlries per page.

ID [ Level | Time [ Message
Audit  1970-01-01709:00:00+09:00 H/W Base Test: CPUPassed. DRAM:Passed, FLASH:Passed, TCAM:Passed
Audit  1970-01-01709:00:00+09:00 Audit Log Start, Image:[SFC6800GHP 2.4.0.1]
Info. 1970-01-01T09:00:01+09:00 SYS-BOOTING: Switch just made a cold boot.
Audit  1970-01-01T09:00:01+09:00 H/W Power2 is connected (OK)
Audit  1970-01-01709:00:02+09:00 Intf. Port: 1 TEST Oklll, (CAP:0x1000303F)
Audit  1970-01-01709:00:02+09:00 Intf. Port: 2 TEST Ok!ll, (CAP:0x1000303F)
Audit  1970-01-01709:00:02+09:00 Intf. Port: 3 TEST Oklll, (CAP:0x1000303F)
Audit  1970-01-01709:00:02+09:00 Intf. Port: 4 TEST Ok!ll, (CAP:0x1000303F)
Audit  1970-01-01709:00:02+09:00 Intf. Port: 5 TEST Oklll. (CAP:0x1000303F)

)

)

)

)

Audit  1970-01-01T09:00:02+09:00 Intf. Port: 6§ TEST Ok, (CAP:0x1000303F
Audit  1970-01-01709:00:02+09:00 Intf. Port: 7 TEST Ok, (CAP:0x1000303F
Audit  1970-01-01T09:00:02+09:00 Intf. Port: 8 TEST Ok, (CAP:0x1000303F
Audit  1970-01-01T09:00:02+09:00 Intf. Port: 9 TEST Ok, (CAP:0x048E1031
Audit  1970-01-01T09:00:02+09:00 Intf. Port:10 TEST Oklll, (CAP:0x048E1031)
Audit  1970-01-01T09:00:02+09:00 Intf. Pert:11 TEST Ok!ll, (CAP:0x048E1071)
Audit  1970-01-01709:00:02+09:00 Intf. Port:12 TEST Okl (CAP:0x048E1071)
Audit  1970-01-01709:00:03+09:00 SNMP server Stop.

Audit  1970-01-01709:00:03+09:00 TELNET server Stop

Audit  1970-01-01709:00:03+09:00 PoE PoE-Controller-Chip:Ok PoE:-Type:AT.Count:8
Audit  1970-01-01709:00:11+409:00 HTTP server started on port 80.

531215 |2 1R 5 2 55 1R 121 o oo 1~ 1 b s v 1=

CLI 221 0f|A|

v

System Log Information

# show logging

Switch logging host mode is disabled
Switch logging host address is null
Switch logging level is info.

Number of entries on Switch 1:

Audit .53

Error :0

Warning :0

Notice :0

Info. 1

All : 54

ID Level Time Message

1 Audit  1970-01-01T09:00:00+09:00 H/W Base Test: CPU:Passed, DRAM:Passed,
FLASH:Passed, TCAM:Passed

2 Audit  1970-01-01T09:00:00+09:00 Audit Log Start, Image:[O| 0| X| T+ & dat]

3 Info. 1970-01-01T09:00:01+09:00 SYS-BOOTING: Switch iust made a cold boot.

L 1070 N1 N1TNO.AN.A1 . AA.AA 1 -

—rfadmin] logged on HTTP

53 Audit  1970-01-01T09:05:21+09:00 User [admin] logouted on Console
54 Audit  1970-01-01T09:05:39+09:00 User [admin] logged on Console
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>

>

Level

. example notice

Hot 7|5 A%|X| SFCe426 Al2|=

# show logging notice

Switch logging host mode is disabled
Switch logging host address is null
Switch logging level is info.

Number of entries on Switch 1:

Audit: 18
Error: O
Warning: 0
Notice: 4
Info.: 1

All: 23

ID Level Time Message

4 Notice 1970-01-01T00:00:02+00:00 LINK-UPDOWN: Intf. Vlan 1, changed state to down.

16 Notice 1970-01-01T00:00:06+00:00 LINK-UPDOWN: Intf. GigabitEthernet 1/4, changed state to up.
18 Notice 1970-01-01T00:00:08+00:00 LINK-UPDOWN: Intf. Vlan 1, changed state to up.

20 Notice 1970-01-01T00:00:35+00:00 LINK-UPDOWN: Intf. Vlan 1, changed state to up.

Clear Level

example notice

# clear logging notice
# show logging notice

Switch logging host mode is enabled
Switch logging host address is 192.168.10.130
Switch logging level is info.

Number of entries on Switch 1:
Audit: 18

Error: 0

Warning: 0

Notice: 0

Info.: 1

All: 19
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6.1.2.5. Detailed Log

Hot 7|5 A%|X| SFCe426 Al2|=

0% Monitor>System> Detailed Log

29K Al2”C ATt 20 HEE HISELIL

Detailed System Log Information

o] dl

Message

| No system log entry |

Detailed System Log Information

g0f uy
ID A28 20 et59| IDYLICE
Message AA" 23 gh=of HAIX| Lt
Buttons
Refresh

(28 AL IOIXIE M2 2

o2t

(o

SM EAIE[= OX S 250 B2, A[A" 20 2525 YH0|E
(A BAIRE O 250 B, A2 2O d5S ¢

=

o

DM BAIRE ORX S ES0IM AZSHO], A" 20

1| Jbs e opxig 2ol Dol B8, ALY 21

St
=1

L ch

GOl E gL},

g== YO oIE L Ch

#22 6|0l g

WEB =HQI 0| A]

0+ Monitor>System>Detailed Log

v" Detailed System Log Information

> ID

Detailed System Log Information

of[ 1]

Message

Audit
1970-01-01T09:00:00+09:00

Level
Time

Message H/\W Base Test: CPU:Passed, DRAM:Passed, FLASH:Passed, TCAM:Passed
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CLI 221 oA

v" Detailed System Log Information

> ID
# show logging <1-4294967295>

# show logging 1

Switch . 1

D 7

Level . Audit

Time . 1970-07-01709:00:00+09:00

Message: H/W Base Test: CPU:Passed, DRAM:Passed, FLASH:Passed, TCAM:Passed

® &
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6.2. Green Ethernet

6.2.1. Green Ethernet Configuration

6.2.1.1. LED

0+ Configuration>Green Ethernet>LED
O| H[O|X|= LEDQ| 517 W ALEAIZHE 23 = ASLCL

LED Power Reduction Configuration
LED Intensity Timers

Delete | Start Time | End Time | Intensity
) 100:00~|  [00:00v| [20 v| %

Maintenance

On time at link change | On at errors
10| Sec. O

LED Power Reduction Configuration
LED Intensity Timers

=3y 23

Delete =g At o] 4 MESLICh
Start Time LEDS| 81717t @ E L2 B R|7| ARG AL T
. LEDS| 47|17t ME2R 222 HFE= ALt
End Time . oo SO _
SHo 2Tt X FPEK| U2 ER s 7|2 2R ¥ ELC
Intensity LEDS| ZH=QILICE (100% = MK &, 0% = LED HZ)

Maintenance

gof ay
A
T

S) RXEF 7|7t SO LED ZEE A2 4Fstn A4S & UFLICH
On time at link change metM S8 Azt S LED7t 2T 228 AL8SIER X¥Y = US
HENZF HEEAHLE LED HEO| =

=

Z|of M 20| 7hs3t=F LEDE T3 = 7|50| gdztE 4

P A" 230 RIS E AS UEHT 2 ROAH BAISH:E

A0 Halgh = UFUCEL "F LY Al H7|"E A2 2N, A[LH
L

T M-
230 &7 7|5E BF LEDZt 100%= XA & L Ct.

On at errors

Buttons
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(hool . 22 A W ALES R gL
[Rophesave]: 22| A| WZARES X GotT MFBILICE
[Resel]: 22 A WZARES F 40T O/F YO HSYLIH

WEB &7 0| Al

0| Configuration>Green Ethernet>LED

v" LED Intensity Timers
»  Start Time, End Time, Intensity

e AM9 to PM6 Intensity 50
LED Intensity Timers

Delete | Start Time | End Time | Intensity
O [09:00v| [18:00v| [50 v]| %

A AZHE YD Save' HES S L O

LED Intensity Timers

Delete | Start Time | End Time | Intensity
O [09:00v| [18:00v| [50 v]| %
O [18:00v| [09:00v| [20 v| %

|t 20| LIMX| AlZt2 7|2 2780 HEELILH.

v Maintenance
» Ontime at link change(0~65535sec), On at errors
. F UMA| LED 10232 77|

Maintenance

On time at link change | On at errors

10 Sec.

CLI 27 of|A|

v' LED Intensity Timers
»  Start Time, End Time, Intensity

e AM9 to PM6 Intensity 50
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(config)# green-ethernet led interval <v_0_to_24> intensity <v_0_to_100>
(config)# green-ethernet led interval 9-18 intensity 50

v" Maintenance

» Ontime at link change(0~65535sec), On at errors

o QF HHMA|LED 10X 50 77|

(config)# green-ethernet led on-event { [ link-change <v_0_to_65535> ] [ error ] }
(config)# green-ethernet led on-event link-change 10 error

°
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6.2.1.2. Port Power Savings

HOt 7|5 AQX| SFC6426 Al2|=

A&+ Configuration>Green Ethernet>Port Power Savings

AQXo| ZE BHIISS 7Y ¥ 4

AL

Port Power Savings Configuration

| Optimize EEE for | Latency

v

Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach | EEE [1[2[3[4[5[6][7]8
* O O 0O OD0O0oO0ooo0ooag
1 0 O 0O O00oOO0oO0O00oOo
2 O ] 0O Doooogoo
3 O O 0O O0O0oOO0OO0o0OoOo
4 O O 0O O0OO0O0O0o0oag
5
6
7
8
Port Power Saving Configuration
g0 ok
EEEE XMool T 29X E 2Ests SHYUCH
Optimize EEE for Latency: EE{E X|HA[ZHS X2 E = S

Port Configuration

Power: A& HAUZ X X35t M

209 A
Port |X| ZE H [CF
. ActiPHYE @37t 8l2 M ZEQ| MU WFE WAo=

ActiPHY xS LT

PerfectReach T2 A0|E0| Y ZE MYHIZ FF= WAOR XFoLCH

AQIKX| ZEO| CHSH EEEE AFR3H= HE M o{gLCt
EEE EEEE O|HY HES(IOAM A Ecfd =0 et HEYI
c

EEE Urgent Queues

Buttons

X7 H| S AE Y 0f HFE 20

Mo AHIE F0|& 7lsgUCh

jt1IELE| T OO 2EHE £ e FA =g dES
|

29ttt jt1I5LEI7<I pod E1|

Aovly | 22| A WZAIEE HETLIC
(oisae), 32 A| BZAE N8 MFLIC
(Reset]. 22| A| BIZARYS F 400 0| ZLO2 ESYLITH
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WEB &7 0| Al

0+ Configuration>Green Ethernet>Port Power Savings

v" Port Power Saving Configuration
»  Optimize EEE for

. Latency
Port Power Savings Configuration

‘ Optimize EEE for | Latency v |

Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach | EEE [1[2[3][4[5[6[7]8
* O O 0O O0O0oO0O0O0Ooo
1 O O 0O 0o0oo0oooooo
2 O O 0O 00000 ooo
3 O O 0O 0o0oo0oooooo
4 O O 0O O0O0oO0O0O0Ooo
5
6
7
8

. Power

Port Power Savings Configuration

| Optimize EEE for | Power ~|

Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach [EEE [1][2[3[4[5[6[7]8
* O O 0O O0O00O000Oo
1 O O 0O OD0O00O0O0O0Oo
2 ad (] O 0000 0 o0
3 O O 0O O0oo0ooo0oooao
4 O O 0O O0000000
5
6
7
8
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» ActiPHY

Port Power Savings Configuration

| Optimize EEE for | Power v|

Port Configuration

EEE Urgent Queues
Port | ActiPHY | PerfectReach [EEE [1 [2[3[4[5[6[7[8
* O 0O Oo0oo0oooooo
O O 0Oo0oooobooo
O O O0oO0o0o0OO0oOoo
O 0O O0o0ooooooo
O 0O 0oogoggogoao

(== = R & B R S

> PerfectReach

Port Power Savings Configuration

| Optimize EEE for | Power v|

Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach [EEE [1[2[3[4[5[6[7[8
* O 0O 0Oo0oo0oo0oo0oooo
1 0 0O O0OO0o0oO0Oooo
2 0 O 0000 0o0ooo
3 O 0O Oo0ooO0Oooo
4 O 0O O00co0o0Oo0ooo
5
6
7
8

» EEE (Energy-Efficient Ethernet)

Port Power Savings Configuration

| Optimize EEE for || Power "”

Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach [EEE [1[2[3[4[5]6[7]8
* O 0 O0o0o000oQg
1 O O O00O00O000O
2 0 O O0000000
3 O O 0O0O000DO00oOo
4 O O O00O00O00Oo
5
6
7
8
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» EEE Urgent Queues

Port Power Savings Configuration

| Optimize EEE for | Power v|

Port Configuration

EEE Urgent Queues

Port | ActiPHY | PerfectReach [EEE [1[2[3[4[5[6[7[8

i g ] O0o0oo0oo0oooag

1 a O O000OD0ODOoOoo

2 O O ooaooao U 44

3 a O O000OD0ODOoOoo

4 a ] O0000®wao

5

6

7

8

CLI 27 ofA|

v" Port Power Saving Configuration
»  Optimize EEE for

. Latency

(config)# no green-ethernet eee optimize-for-power

. Power

(config)# green-ethernet eee optimize-for-power

» ActiPHY

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/71

(config-if)# green-ethernet energy-detect

» PerfectReach

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# green-ethernet short-reach

» EEE (Energy-Efficient Ethernet)

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# green-ethernet eee

» EEE Urgent Queues

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# green-ethernet eee urgent-queues <range_list>
(config-if)# green-ethernet eee urgent-queues 1,7
(config-if)# green-ethernet eee urgent-queues 5-6
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HOt 7|5 AQ|X| SFC6426 Al2|=

6.2.2. Green Ethernet Monitor

6.2.2.1. Port Power Savings

0+ Monitor>Green Ethernet>Port Power Savings

A9/%|0) ZE HI|S)

Port Power Savings Status

Port [ Link | EEE Cap | EEE Ena | LP EEE Cap | EEE In power save | ActiPhy Savings | PerfectReach Savings
1 ® . X X X X X
2 @ X X x
3 @ v X X X X X
4 4 \ X N X X X
5 @ X X X X b d b d
6 @ X X X X X X
I X X X X X X
8 @ % % % X X '
Port Power Saving Status
g0l 4y
Port =28 ZE HS LTt
, ZEO| Y3 MEjE BoiFU T
tink (54 - U3 9iZE, Wy - 33 9 BY)
EEE cap ZETLEEEE X @St=XE EOFLIC
EEE Ena I E EEE7t EY%tE| 0] JA=XIE EHFLCH
LP EEE cap 23 TEH7L EEES K| |St=A|E 2O FLIL,
EEE In power save ST EEEZ QIS TS Bof SQUX| LEHE EFLICE
Actiphy Savings AT ActiPhy2 Qlo T2 Bof SQUX| SEIE 2 FLICHL
PerfectReach Savings AT} PerfectReachZ QIS THE B ZUX| HEHE EA{FLICL

Buttons

Auto-refresh ' : HA%A K3 A| F7|H22 HO|X| AHE M2 DA AHSSHLICH
a

[Refmh |: 22 A| HO|X|E ME DX 22 #Z AEE 3
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB =HQI 0| A]

v

Port Power Saving Status

Port Power Savings Status

Port | Link | EEE Cap | EEE Ena | LP EEE Cap | EEE In power save | ActiPhy Savings | PerfectReach Savings
1@ \ \ X X . X
2 X bd X \
3 @ X X v X
4 . . . . X .
5 @ X e X X X X
6 @ X X % X % %
7 ® X X X bd X bd
s @ X X X X X X

v

Port Power Saving Status

# show green-ethernet

Interface Link Energy-detect Short-Reach EEE Capable EEE Enabled LP EEE Capable EEE In Power Save

GigabitEthernet 1/1 No Yes No Yes Yes No No
GigabitEthernet 1/2  Yes No Yes Yes Yes No No
GigabitEthernet 1/3 No Yes No Yes Yes No No
GigabitEthernet 1/4 Yes No Yes Yes Yes Yes Yes
10GigabitEthernet 1/1 No N/A  N/A No N/A N/A N/A
10GigabitEthernet 1/2 No N/A  N/A No N/A N/A N/A
10GigabitEthernet 1/3 No N/A  N/A No N/A N/A N/A
10GigabitEthernet 1/4 No N/A  N/A No N/A N/A N/A
e %o
L]
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6.3. Ports

HOt 7|5 AQX| SFC6426 Al2|=

6.3.1. Ports Configuration

6.3.1.1. Ports

0+ Configuration>Ports

M ZE 7S HAIZULH £ 24 ZEHFYE o = AU
Port Configuration Refrash
m| el e e T | |
: Module | - vent | Configured F:fﬁu 1nu|1m|m M.lq*:' o Enl:h| Prioty | Size Mode Check
. < - 0-7 10240 e v
1 ® ur Down At - x x o7 | 10240 Dhiscard v
2 @ ur 1Gidx Paste ~ 2 x 0.7 10240 Discand v
3 ® vute Down Aulo ~ -] x x 0-7 10240 Discard
4 $ utr 1Gidx At - <] x x 07| | 10240 Discard ~
& ® - Down Auto v X x 07 10240
8 ® - Down Auto - & * 0-7] | 10240
7 ® - Down Auto ] X X 0-7 10240
8 ® - Down Aute. ~ X X 0-7 10240
Port Configuration
gof Ay
Port =2|HQ ZE Mo LTt
Description ZEO| AFHYLIC Z[C 256AtZ O|RO{ T ZAHE LT
Link ZEO| Y3 HHE 0:1-’5|—IEf (SM =3 HE wZ =-YI AHZ &
n
7|7t DisableME} =724% = 23 HZA, Speed 8™ £
ZEQ| Z2|H & (Physical layer)2 2|0|L|Ct UTPRt SFP ZEE £57
PHY ELICE SFP ZEO| AR, MYUE H2 &2 20 £ FEI HAIEU
Ct.
Speed - Current ZEO| ¥} @3 {5 HIeLCH
XEE AKX ZEO| Cish AHE Jtsot @3 £ 5 MEiRLICE §7
ZEOM Xkl S0 HEAELCH 7ts S 2= O 25Utk
Disabled - 29|X| ZLEO| tz& =7+55t7 LICH
Auto - At E Y A3 2otk A1 2 ZES HATL
Ct.
10Mbps HDX-ZEE 10Mbps HDX 2 E 20 MM EHL|ct
10Mbps FDX-ZEE 10Mbps FDX ZE 20t MFEHL|C}
. 100Mbps HDX-EZEE 100Mbps HDX ZEZ2¢H 4L Ct
Speed - Configured = L
100Mbps FDX-ZEE 100Mbps FDX 2 EZ0F A¥etL|Ct
1Gbps FDX-ZEE 1Gbps FDX ZE20F Mgt CL
1Gbps C37 - ZEE 1Gbps CLAUSE37 At5 &t RE20H M-t
10Gbps FDX-ZEZE 10Gbps FDX ZEZ0F MFBHL|C},
2.5Gbps FDX - ZEZ 2.5Gbps FDX 2E20t M 3tL|C}
SFP_Auto_AMS - SFPe| £ 5 At52 2 ZF LI
&1 SFP At ZX|0l= BESE WO §leBZ o7|0f M= SFP
ROMEZ 0l S5 AFLLICE H#E2E SFP Xts ZX| H#O| g7
e %o
° &
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E.
ot
o Of

100-FX: 100-FX £ E9°| SFP ZE. Cu EE
1000-X: 1000-X £E=2| SFP ZE_ Cu
AMS ZEO|AM 1000-X =5 AtE
AMS 2 E0|M 1000-X =5 AL
AMS 2EO0|M 100-FX £EE At
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Advertise Speed Z(10M, 100M,

40 | i
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[m
rir
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r
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o
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S 20| UHE 4%, ZEC 8T 280 et EE2R HEES

Flow Control

> >

EfLi O, Current Tx &2
EbH LT

Rx A Tx 282 0| At He Zatof w2 2Lt

EER UEEHE2 I & -0 & S E/O{OF ghLCh

100FX BE2 Ats a2 X YK 27| 20, 100FX ZEOME EE

L HEE 7|50| g4 Higgs2 BEAIELH T

ZEO|M PFC(802.1Qbb @ M=% S & HO)7t 2datz|H, M= 2

HoM S5 Hoj7t ZMstELCt M2 ZEE Sl =2 B
PFC (Gt E= O 0|hE 8" = Aeh, 0§ £0f '0-3,72 '0,1,237'2

o|o|gtL|CE PFCE At Y2 Sofl XA L|X| 2&LCt PFCet 2t =

E Hojls 3YT ZEOAM SAIO g3t = glELCh

Maximum Frame Size

= M FdgLULt
Discard: 1612| 55 0|2 HZ - 5F0| Lot T = P2 H K|
. .. I Mz22 &S A=Y (7124
Excessive Collision Mode Restart: 16810 £ 0|3, Ho = % 12|SS XY= SHL|C}
Moo ANEE2 S0 LU B2 LY AL S 7|t = CHAl

EtherType/Length I EO| 22 E =2 Z0|7t = B2 oY =S
AR R E FLICE o[l I Y0l = EtherType HE7F Z gt
cjof o, o] = 240] 1535 0|5t I =2 Q) HO|2= 3 7|(HtO|
E o) LEtl= O AHEE &= UBLICH EtherType/Length EE7}
15355 CF 3, 0| EE & EtherType2E A &[0 2| YO IO|ZE0

HestE Z2EZS LIEY LI

Frame Length Check

®
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"I Y 20| =Hol0| 2EtE B2, EtherType/Length 2EZt A H| T O]
ZE ZOo|o X|SHA| 2B HO|2E 37|7} 1536 HEO| E 0|21 2|
22 ANELCE 2 Y 20| =el"o| Hj2getE 3, Za Y 20| =
X2 lel =2 YO MM K| FELCh & T2 20| 2 LX|Z 4
ME =2 g2 &M 7H2E o 7| F2X| @& LT

Buttons

[AoRl | 22 A| HiArete H LTt

[Apphasave : 22 A| iz Atetg M8t HEYLICH

[Reset]: S2f A] AR #4810 OF gto2 gSLCH

Riwh | 22) Al HOIXIS M2 DA 22 #Y AL Has

WEB A% 0| A]

v' Port Configuration

» Description

Fort Configuration Relresh
oo Speed Adv 1 ady spesd Contral PFC Maximum Frame
Port Description Link Modul I3 o Frame Collision Length
Current Configured Fdx | Hdx 1w|1oun||1@ E‘rl.blel Rx | ™ Ei'll:lle| Priority Size Mode Check
] HW TEAM o - 7] 7] ] 07 10240 B 0
1 HW TEAM . UTP  Down Auto v /] u X X 0 07 10240 Discard » 0
2 S TEAM UTP 16k Auto v /] ] X X ] 0.7 10240 Discard v
3 LABORATORY . UTP Down Auto - 0 X X 0 07 10240 Discard v O
4 COMFERENCE ROOM UTP  1GHx Auto v 0 X X | 0.7 10240 Discard » |
5 FINANCE TEAM . Down Auto v O X X 0.7 10240
] SALES TEAM| @ Down Auto - 0 5 X 0 07 10240 0
7 PORTT| @ - Down Auto v N X X 0 07 10240 O
8§ PORTE @ - Down Auto v 4 b4 07 10240
» Speed Configured
it Al =2 70 Ao C =g A ~ £
Auto-negotlatlonol 7|& gt0|H, CtE gt2 &, FEHAT n7ZEL|CH
Port Configuration
-y ) [ Speed [ Adv Duplex Advspeed | Flow Control | PFC [ ™: i Frame
P°"‘ L | LinE | PHY |"Gurrent | Configured | Fex | Helx | 10M | 100M | 1G | Enable | Curr Rx | Curr Tx | Enable | Prmnty | e Length Check
| ] ] 10240 [ v] 0
1 UTP  Down O e X O 0-7 10240 [Discard v | O
2 @ UTP  1Gfix (] % x ] 07 10240 [Discard v | O
3 UTP  Down | Ayt | O x x O 0-7 10240 Discard v O
a1 TP Down |igmbpsHOX | O x x O [ o] [ 1020] [Discard v] 0
s [ ] ute  Down  |youppsrnx | [m] X X [m 07| [ 10240 Discard v [m]
6 UTP  Down | 100Mbps HDX | O X X O 07 10240 [Discard v | (m]
7 UTP  Down | 100Mbps FDX | [m] X X [m] 07 10240 [Discard v | O
8 UTP  Down | Pe | ) X X ) 07 10240 [Discard | 0
9 Down | 16bps FDX | [m} x x [m} 07 10240 [}
10 Down | 1Gbps C37 0 X X 0 07 10240 0

» Advertise Duplex
UTP ZE — Speed Auto2t 70| 7t53tH, Full duplex?t SMH 2 MERE|0f FATELOf| LE

L|Cf.

Port Configuration Refresh |
sFp Speed 3 Adv speed Flow Control Excessive Frams
Port Description Link Module - - T (2T Collision Length
' Current Configured Fax | Hex 10M| "Iﬂﬂll 1G | Enable | Rx | Tx Made Check

s HW TEAM i b n < v 1

1 HwiEam| @ utP 1Gx [A ] 0 X X Distard D
2] SWTEAM| @ UTP 1GHdx | 2 o J x x | Discard v | L
3 LABORATORY| @ UTP Do 0 O 0o O 0O O X X Discard ~ | o

4 CONFERENCE ROOM| @ UTP Dovm B ®l @ 0 0O O x X | Diseard | O

5 FINANCE TEAM| ® Down X x 1

B SALES TEAM| @ - Down O 3 %

7 rorT 7| @ Do X X O

8 FORT 8| @ - Down ¥ ® B

e %o
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» Advertise Speed
UTP ZE - Speed Auto?t H7F0| 7+-53l0, Speed”| tHE 20| X o= MEAL[O| A ILIE L
off EILCt.

+  Speed - AUTO EFZah(ME=2(0f W2} 1Gfdx= AHZ)

Port Configuration Refresh

g HIW TEAM = ___~l & @ & & 8 0O o | 0
1 HWTEAM| @ UTP  1Gidx g 0 X X o | 0-7 10240 [Discard » 0
2 SWTEAM| @ UTP  Down  [Aun | /] (] X X a | 07 10240)  [Discard~| ()
3 LABORATORY| @ UTP Dewn  [OMmsFOX_v| O O O 0O O O X X o | 0.7 10240)  [Dscard » [m]
4 CONFERENCEROOM| @ UTP  Down  [100Mops FOX 0O 0 0 0o o x x 0O [ o 10240  [Discardv| )
5 FINANCE TEAM | @) 1G Down 0 X X o | 07 [ 1020 0
8 SALES TEAM| @) - Down  [Aul ~] 8 @ 8 O X X o | 07| | 10z40 0
7 PORT7| @ - Down  [Auto | 0 ox X ] [ 10240] u]
8 PoRT 8] @ - Down Aulo v B @ B & O X % [m] 0.7 10240 0
+  Speed - AUTO 1G M 2|(? =20l 2t 100mfdx 2 AHZ)

Fort Configuration

< HOW TEAM) o 5 o o 0 o | = )
1| HwiEaa @ utP 100 g 8 8 &8 O 0 x x O [ o w240  [Dscwdv] [
z | SWiEAM| @ UTP  Down 6 8@ 8 BB 0O x x 0O [ o 0240 [Dscadv| O
3| LABORATORY| @ UTP  Down  [tMepsFOX v| O O O O O O x x O [ o7 [ 1040 [oscasv| [
4 CONFERENCERCOM| @ UTP  Down g oo oo o x x  0O[__or 10240) [Discad~| [
5 FINANCE TEAM| @ 18 Down 5 B 8 B8 8 0 x x O [ o 10240 d
5 SAESTERM| @ - Down B8 u O x x 0O [__ o[ 1w o
7| PORT?, @ - Dewn [ame  v| ®m ®m B B =5 0O x x 0O [ o 10240 o0
il PoRT S| @ - Down B8 @ 8 B 0 x x [ o] 10240 (]
+  Speed - AUTO 1G, 100M M| 2| (%4 &= 20| 2t 10mfdx2 AHZ4)

Port Configuration

07 | ] = v

. HW TEAM < ~@m @ ®m O 0O O 0 0
1 HwTEAM| @ UTP  10fdx R - R - | 0O 0o O X X 8] 07 10240, [Discard v a]
2 SWTEAM| @ UTP Down Auto ~ @ & 8 & & O X ] 07 10240] | Discard v o
3 LABORATORY| @ UTP Down wpsFOX v] O O O O O 0O % X ] 07 10240  [Discard ~ ]
4 COMFERENGEROOM| @ uP. Dam  [tmMsFOx v| O O O O O O x x O 07) [__1w2%0] [Discae~| O
5 FNANGETEAM) @) 16 Down (Al v| O & B & o= 0O 9x x 0O oif [ 10za0] ]
5 SALESTEAM| @ - o e Y EVEEEE O Ese g o7 [ 10240, (8]
7 poRT 7| @ Dowm  [fuln v g ¥ x o 07 | to240] m]
o PORT 6| @ - Down Ao v 8 ® B =] X X ] 0.7 10240 0
»  Flow Control
. Flow Control Disable(default)

Port Configuration
. HIW TEAM o v @ @ @ @ @ O O 0.7 10240] <> v 0
1 HwWieaM, @ utP e (o v B B8 8 8 8 0D XX s} 07 10240)  [Duscand v 0
2 | SWTEAM, @ UTP  Down Ao v 8 8 o &8 8 0O X% 0 0.7 10240]  [Discard v (m]

I LABORATORY) @ UTP Down  [Auio v ] 0 X X 0 o7 10240)  [Discard v O
4 CONFERENCEROCM| @ UTP Down Aulo - @ 8 8 8 @8 O X X (] 0.7 0240] [Discad~| O
FINANCE TEAM| @ 16 Down Auto v 8] X X 8] 07| 10240 D
6 | suEsTEAM) @ Down farto “] @ O m @ 0D X X (] 0.7 10240 (m]
7 PORT_T, @ Down  Auto v 0 XX 0 0.7 10240 ]
8 | Fort 8] @ Down Auto | @ o B 8 O e X m] 0.7 10240 (m]
. Flow Control Enable
e %o
° °
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Port Configuration

cocoodocaoon

iscard
iscard
| Discard v |
Discard ¥
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Fort Configuration

- e W W @

Priority

Port Configuration
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Fort Configuration

gooooocooo

L+ hd
[Duscard v ]
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/]

efa|ans 0

w
-
-
w
-
v
v
w
v

212121222212

8533323¢

o

PORT B

PORT_T
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» Maximum Frame Size

(1518~10240bytes)

Port Configuration

a 8 a

oDo0Do0Oo0O0O0O0D

[Drscard v |
[Discard v |
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> Excessive Collision Mode(UTP 2t 4& 7/5)

. Discard(default)
Port Configuration

07 | 10240

g HIW TEAM| g g U O : ]
1 HWTEAM| @ UTP  1Cix  [Auo v @ /] B O A o 07| 10040 [Discadv| O
2 SWTEAM| @ UTP  Down ] O % 0 0.7 10240] [ Discand v (8]
3 LABORATORY| @ UTR  Down [0~ B @ g 0O X X 0 0.7 10240, [(Discadv| O
4 CONFERENCEROOM| @ UTP  Down /] O ¥ X O o7] | 1o2a0) 0
5 FINANCETEAM| @ 16 Down (Ao +] : 8] XX 8] 0.7, 10240/ 0
(3 SALESTEAM| @ - Down  [Aup & e XX 0 07 10240/ 0
7 PORT_!| @ - Down ) g O X ¥ O 0.7] 10240 o
g PORT S| @ - Down Auto - 4 - i X: X 0 07| [ 10240] m]
. Restart
Port Configuration Refresh

g HW TEAM a o (u] (m] 0
1 HWTEAM| @ UTP  15idx G O [u] XX o 0-7 10240/ [Restart v 0
2 SWTEAM| @ UTP Down /] a g o0 X e 0 07 10240, |Restant v | a
3| LABDRATORY| @ UTP Down g O X X ] 07 [ w240 [Restan v 0
4 CONFERENCEROOM| @ UTP  Down /] m 0 x x O 07) [ 10240] [Restanv] ()
5 | FINANCE TEAM| @ 16 Down 0 X X 0 07 [ 10240 0
6 | SALES TEAM| @ - Davm 0 X X 0 07 [ 1240 (]
7 PORT_T| @ Down ] X X ] 07 [ 10240 [u]
8 FoRT 8] @ - Down 0O x x 0 07 [ 1240 [u]
» Frame Length Check
Port Configuration

= HW TEAM| ] ] g 0O 0 07 wed0l e v [
1 HWTEAM| @ UTP  1Gfix m B B & & O X X o] 0.7] 10240, [Dscard » -]
2 Switan| @ TP Down @ 8 B B &8 0O x x O el [ a0 Reriv] @
3 LARORATORY| @ UTP Dawn Auto - [m] X ] [m] 0.7 10740)  [Restan v [u]
4 CONFERENCERGCM| @ UTP  Down  [Auwo “\| @ 8 8 8B 0 x x 0O 07 | 10240 [Restan~| [J
5 FiNancE TEAM| @ 15 Down Aulo - ¢ 3 | 3 O X X =] 07 10240, n]
& SALESTEAM| @ - Down  [Auto v E O X% 0 0-7) 10240 O
7 PORT 7| @ - Down ] X X 8] 07 [ 1024n] a
8 porT 8| @ - Down  [Auto -] © Ciomp e e e o7l | tom0] o]

CLI &7 oA

v" Port Configuration

» Description

(config)# interface 10GigabitEthernet/ GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# description <line>
(config-if) )# description H/W TEAM

» Speed Configured
Auto-negotiationO| 7|2 2{0|q, C+E {2 H-O0| 07 EL|C}
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(config)# interface 10GigabitEthernet/ GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# speed { 10g | 2500 | 1000-c37 | 1000 | 100 | 10 | auto { [ 10 ] [ 100 ]
[10001]}}

(config-if)# speed auto

(config-if)# speed 100

(config-if)# duplex <auto/full/half>
(config-if)# duplex auto
(config-if)# duplex full

»  Advertise Duplex
UTP 2 E - Speed Auto?t #780| 7t5, 8 &EiE FADEHO| YL T

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# speed auto

(config-if)# duplex auto <full/half/cr>
(config-if)# duplex auto
(config-if)# duplex auto full

» Advertise Speed
UTP ZE — Speed AutoZt 2780| 7t53t0H, 278 SEiE YATEH O ZE Lt

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# speed auto { [ 10 ] [ 100 ] [ 1000 ] } }
(config-if)# speed auto 10 100
(config-if)# speed auto 1000 100

(config-if)# duplex auto

»  Flow Control
. Flow Control Disable(default)

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# flowcontrol off

. Flow Control Enable

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/71

(config-if)# flowcontrol on

» PFC
. Enable, Priority

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

®
SOL
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(config-if)# priority-flowcontrol prio <0~7>
(config-if)# priority-flowcontrol prio 0-7
(config-if)# priority-flowcontrol prio 1,3,7

. Disable, Priority

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/71

(config-if)#no priority-flowcontrol prio <0~7>
(config-if)#no priority-flowcontrol prio 0-7
(config-if)#no priority-flowcontrol prio 1,3,7

» Maximum Frame Size
(1518~10240bytes)

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)#mtu 1518-10240
(config-if)#mtu 15718
(config-if)#mtu 10240

» Excessive Collision Mode(UTP 2 & & 7}5)

. Discard(default)

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/71

(config-if)# no excessive-restart

. Restart

(config)# interface GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# excessive-restart

» Frame Length Check
. Enable

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# frame-length-check

. Disable

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/1

(config-if)# no frame-length-check

®
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6.3.2. Ports Monitor

6.3.2.1. State

0| 5% Monitor>Ports> State

O HO[X|= A AKX ZE HEHOf Cigt /RS MSTLICH

P2

P4 P& P8 P10 P12 P14 P16 P18 P20 p22 P24
TECH
Down §§ Down §§ Down |} Down Down §§ Down § § Down §§ Down Down § | Down §§ Down §§ Down
"' o E gl Down “ Down “ Down | ‘ Down “ Down || Down “ Down | ‘ Down || Down “ Down “ Down |
P1 P3 P5 P7 P9 P11 P13 P15 P17 P19 P21 P23
State . Link Link
Disabled Down
(non-Max Speed) (Max Speed)

oo W ] [

Info. X Out Down 10M 100M 1G PoE
(Disabled) (Module-Out) (Link Down) (Link 10m) (Link 100m) (Link 1G) (PoE)

Port State Overview

1Yl 493
30| FE2EH AEU0| 7| 2ULE BF HPGE LT
reset 10X0|d FEH R AFUO| 7|2¢ULE HELH, IPE =73}
(192.168.10.100)2. 2 HZAE L|C}
Power Power2 G1ZSIH LEDO| £0] E{SL|C}
Buttons

[Ref=h |; 22 A O|XIS M2 1A,

INFOMET INE.
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WEB =HQI 0| A]

2|45 Monitor>Ports>State

P2 P14 P16 P22 P24
TECH

Down §§ Down | § Down Down §§ Down §§ Down §§ Down Down § § Down | § Down
- Down §§ Down Down §§ Down | Down §§ Down Down § | Down | i Down
LNeN

P13 P15 P21 P23

CLI 221 0f|A|

v Port State Overview

# show interface * status

Interface Mode Speed & Duplex Flow Control Max Frame Excessive Link MAC-Addr
GigabitEthernet 1/1 enabled  Auto  disabled 9600 Discard  1Gfdx 02:21:6D:00:00:00
GigabitEthernet 1/2 enabled  Auto  disabled 9600 Discard  Down 06:21:6D:00:00:00
GigabitEthernet 1/3 enabled  Auto  disabled 9600 Discard  Down 0A:21.6D.:00:00:00
GigabitEthernet 1/4 enabled  Auto  disabled 9600 Discard  Down OE:21.6D:00:00:00

e %o
2 @

INFOMET INE.
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6.3.2.2. Traffic Overview

A4+ Monitor>Ports> Traffic Overview
Ol HO|X|= A ALK ZE AEHO] CHSt 7HRE NS TLIC

Port Statistics Overview

[ Packets [ Bytes [ Errors [ Drops [ Filtered
| Received [ Transmitted | Received | Transmitted | Received | Transmitted | Received | Transmitted | Received
0

Port ‘ Description

160 [~ 19 [Cn He fe I [ —
[=N=l=N=lelel=l=]
cooDooooO

cooooooo
cCooooooo
CoOoOoODOoOO0O
cooDooooo
coooooO0O0
[=N=l=N=lelel=l=]
cooDooooO

Port Statistics Overview

g0 rE

Port =2 LEQL|CH S&|5}H Detailed Statistics HHO 2 0|5 8fL|LCT,
Description ZEOf CHe 2HYULICH
Packets ZEO =4 B MEE iz =Lt
Bytes ZEG #4 A MSE HO|E =YLt
Errors LEE $£E =y ot ST ME =YLt
Drops FAMEE SN SHOZ Qs AHE =Y =2 LTt
Filtered MY Z2MNAOM EHHE B 4 =Y +=Lct
Buttons

Auto-refresh HIAgA M3 Al F2|HC2 HO|X]| Ats MZE D&S AMHESHL T
_Refresh |: 22| A| H|O|X|E A2 DA

| Clear |. 28 | pE mEO| 712EE X|S.

WEB =HQI 0| A]

A4+ Monitor>Ports> Traffic Overview

Port Statistics Overview

P — \ Packets [ Bytes [ Errors [ Drops [ Filtered
° SCrpYon o ceived | Transmitted | Received | Transmitted | Received | Transmitted | Received | Transmitted | Received
1 1215 486 232396 220964 0 0 0 1] 148
2 0 0 0 0 0 0 0 1] 0
3 1 4 64 256 0 0 0 1] 0
4 0 0 0 0 0] 0 0 1] [0]
5 2561 1 163904 64 0 0 0 0 0
(5] 1783 4 114112 256 0 0 0 0 0
7 0 0 0 0 0 0 0 1] 0
8 545 5 34880 320 0 0 0 0 0
e %o
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CLI 221 0f|A|

v

Port Statistics Overview

# show interface GigabitEthernet 1/1-4 statistics packets

Interface Rx Packets Tx Packets
GigabitEthernet 1/1 4434 2280
GigabitEthernet 1/2 0 0
GigabitEthernet 1/3 1 5
GigabitEthernet 1/4 0 0

# show interface 10GigabitEthernet 1/1-4 statistics packets

Interface Rx Packets Tx Packets
10GigabitEthernet 1/1 6929 43
10GigabitEthernet 1/2 1783 4
10GigabitEthernet 1/3 0 0
10GigabitEthernet 1/4 545 5

# show interface GigabitEthernet 1/1-4 statistics bytes

Interface Rx Octets Tx Octets
GigabitEthernet 1/1 1015232 1238992
GigabitEthernet 1/2 0 0
GigabitEthernet 1/3 64 320
GigabitEthernet 1/4 0 0

# show interface 10GigabitEthernet 1/1-4 statistics bytes

Interface Rx Octets Tx Octets
10GigabitEthernet 1/1 443456 4008
10GigabitEthernet 1/2 114112 256
10GigabitEthernet 1/3 0 0
10GigabitEthernet 1/4 34880 320

# show interface GigabitEthernet 1/1-4 statistics errors

Interface Rx Errors Tx Errors

GigabitEthernet 1/1 3
GigabitEthernet 1/2 0
GigabitEthernet 1/3 0
GigabitEthernet 1/4 0

# show interface 10GigabitEthernet 1/1-4 statistics errors

Interface Rx Errors Tx Errors
10GigabitEthernet 1/1 0 0
10GigabitEthernet 1/2 0 0
10GigabitEthernet 1/3 0 0
10GigabitEthernet 1/4 0 0
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# show interface GigabitEthernet 1/1-4 statistics discards

Interface Rx Discards Tx Discards

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4

# show interface 10GigabitEthernet 1/1-4 statistics discards

Interface Rx Discards Tx Discards
10GigabitEthernet 1/1 0 0
10GigabitEthernet 1/2 0 0
10GigabitEthernet 1/3 0 0
10GigabitEthernet 1/4 0 0

# show interface GigabitEthernet 1/1-4 statistics filtered

Interface Rx Filtered
GigabitEthernet 1/1 1012
GigabitEthernet 1/2 0
GigabitEthernet 1/3 0
GigabitEthernet 1/4 0

# show interface 10GigabitEthernet 1/1-4 statistics filtered

Interface Rx Filtered

10GigabitEthernet 1/1
10GigabitEthernet 1/2
10GigabitEthernet 1/3
10GigabitEthernet 1/4
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6.3.2.3. QoS Statistics

5 Monitor>Ports>QoS Statistics

Ol HO|X|= & £2X| ZEQ| CrYot CH7[EO Higt SAE 20 ELCL

—

Queuing Counters

Port Qo a1 Q2 Q3 Q4 Q5 Q7
Rx| Tx |[Rx [ Tx |[Rx | Tx |[Rx [ Tx |[Rx [ Tx |[Rx [ Tx | Rx [ Tx | Rx [ Tx
1 0 0 0 0 0 O 0O 0 0O 0O 0O O 0O 0 0 O
2 0 0 0 0 0 O 0 0O 0O 0O 0O O 0 0 0 O
3 0 0 0 0 0 O 0O O 0O O O O 0O 0 0 O
4 0 0 0 0 0 O 0O O O 0O 0O O 0 0 0 O
5 0 0 0 0 0 O 0 O 0 0 0O 0 0 0 0 O
6 0 0 0 0 0 O 0 O 0O 0 0 0O 0 0 0 O
Z 0o 0 0 0 0O O 0O O O O O O O 0 0 O
8 0 0 0 0 0 O 0 0O 0 0O 0 0O 0 ©0 0 O
Queuing Counters
20 49
Port =2 ZEQL|Ct 228} H Detailed Statistics SFHOZ 0|5 TfL|LCL.
ZEG 8712 QoS th7[gOo| AELICH. Qo2 M =217t 7IF *2
n
Q o7l L ct
Rx/Tx A Y HEE DA =YL
Buttons
Auto-refresh k- HE A8 LCE
Rereen] 2 A| HO|XIE M2 1.
| Clear |. 22y \| oS mEO| 7I2HE x|
WEB 22! 0f| A]
5+ Monitor>Ports>QoS Statistics
Queuing Counters
Port Qo 1 Q2 Q3 Q4 Qb Q7
Rx [ Tx |Rx | Tx [Rx [ Tx |Rx [ Tx [Rx | Tx [Rx | Tx | Rx [ Tx | Rx | Tx
1 44 1 0 0 0 0O 0 0O ©0 0 0 0 0 0 0 309
2 s 1 0 0 O O 0 0O O 0 O0 0O 0O O O 3%
3 0 0 0O 0O 0O 0O 0 0O O 0 ©0 0 0O O 0 O
4 1.9 0 0 0 0O O O O O O 0 0 0 0 O
51323 12 0 0 0 0O 0 0O O 0 0 0 0 0O O O
6 0 0 0O 0O O O O O O 0O O0 0 O O O O
7 0 0 0O 0O 0 0 0 0O O 0 0 0 0O 0O O0 O
8 235 21 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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CLI 221 0f|A|

v' Queuing Counters

#show interface GigabitEthernet 1/1-4 statistics priority
GigabitEthernet 1/1 Rx Priority queue Tx Priority queue
Priority O 930 1
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
Priority 4 0 0
Priority 5 0 0
Priority 6 0 0
Priority 7 0 378
GigabitEthernet 1/2 Rx Priority queue Tx Priority queue
Priority O 511 1
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
Priority 4 0 0
Priority 5 0 0
Priority 6 0 0
Priority 7 0 356
GigabitEthernet 1/3 Rx Priority queue Tx Priority queue
Priority O 0 0
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
Priority 4 0 0
Priority 5 0 0
Priority 6 0 0
Priority 7 0 0
GigabitEthernet 1/4 Rx Priority queue Tx Priority queue
Priority O 1 95
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
Priority 4 0 0
Priority 5 0 0
Priority 6 0 0
Priority 7 0 0
# show interface 10GigabitEthernet 1/1-4 statistics priority
10GigabitEthernet 1/1 Rx Priority queue  Tx Priority queue
Priority O 1323 12
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
o %o
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Hot 7|5 A%|X| SFCe426 Al2|=

Priority 4
Priority 5
Priority 6
Priority 7

10GigabitEthernet 1/2

Priority O
Priority 1
Priority 2
Priority 3
Priority 4
Priority 5
Priority 6
Priority 7

10GigabitEthernet 1/3

Priority O
Priority 1
Priority 2
Priority 3
Priority 4
Priority 5
Priority 6
Priority 7

10GigabitEthernet 1/4

[eNeNoNe]
o O O o

Rx Priority queue

O OO O OO oo
O OO O OO oo

Rx Priority queue

O OO O OO oo
O OO O OO oo

Rx Priority queue

Tx Priority queue

Tx Priority queue

Tx Priority queue

Priority O 2356 21
Priority 1 0 0
Priority 2 0 0
Priority 3 0 0
Priority 4 0 0
Priority 5 0 0
Priority 6 0 0
Priority 7 0 0
o %o
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6.3.2.4. QCL Status

Hot 7|5 A%|X| SFCe426 Al2|=

2 0% Monitor>Ports>QCL Status

O] IO|X[0 M= CHE QCL AFEAIEE QCL #EE EOolELICt 2t W2 Fo|E QCE & HYYLICL SHEY 0O
Mo 2 Qs £ QCE 7t StEQIO 0 MBE|X| Y= A 50| ddeL|Ct 2k AQX[0M X|&5t=
QCE 2| [T 7= 256 Y LICt.
QoS Control List Status
User | QCE | Port F;;;:ae Cos [ DPL | B t|I°F:10P [DEI | Policy | “°nflict
Mo entries
QoS Control List Status
80 49
User QCL A AHE LIEHH LT
QCE QCE IDE LIEF- LT}
Port QCERl * Y& ZE S5 LtEFHL|CE
T Aol FES LIEFHLICH
Any DE o QY O LX|FLCH
Ethernet giherType Zaf| Q0| YX|EHL|C}H
Frame Type LLC LLC(=2| &3 X of) Zaj of Lx|gtLct.
SNAP SNAP(MEUI EEIX| AMA T2 EZ) T Ao LX|stL|Ct,
IPv4 IPv4 2| Qo) LX|ghL|Ct.
IPvé IPv6 Z2i| 0f| YX|BtL|Ct.
O 7H =2t = Ao L8t YKot A0 HEE= Y = Yo &
F &S LtEr L CL
CoS SaA MHAE EF8L L
. DPL EE M =9l dS 27
Action DSCP  pscp 242 E&8ILIC
PCP PCP it &F &Lt
DEI DEI /& #F&Lct
Policy — AcLMM iz a3}
QCLE RO B= HEHE BAIYLICL SHEY O 22202 SE ZED
. HOIM SREI7| 20| QCES F7I5t= Hl s 2|2AT AL B7ts
Conflict 549002 55 MHZ Yes2 BAIPLCH 552 35 ofZ HES
2 StEQIO] 2| AAE SHECEM SHET = USLICH
Buttons
Combined
Static
Voice VLAN
| Conflict DO EECH2 SE20|M QCL HEIS Mgt Ct
Auto-refresh - HI2 A X3 A| F7|H22 HO|X| AHE M2 DEES AHE LI
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| Resolve Conflct |, i QcL 20 Tf$t 55 HEf7 0 YLICH QCL B22 270t o Bast 2248

—

S Al L Ct

[ Refish | 22] A| BO|X| S A2 DA
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6.3.2.5. Detailed Statistics

0% Monitor>Ports>Detailed Statistics

Detailed Port Statistics Port 1 [Port 1+ | Auto-refresh [ |
Receive Total | Transmit Total
Rx Packets 0 Tx Packets 0
Rx O 0 Tx O 0
Rx Unicast 0 Tx Unicast 0
Rx Multicast 0 Tx Multicast 0
Rx Broadcas x Broadcas
Rx Pause * 8 ;x Eaus: ! 8
Receive Size Counters I Transmit Size Counters
Rx 64 Bytes 0 Tx 64 Bytes 0
Rx 65-127 Bytes 0 Tx 65-127 Bytes 0
Rx 128-255 Bytes 0 Tx 128-255 Bytes 0
Rx 256-511 B 0 Tx256-511 B 0
R: 5121023 gtye;s ] T: 512-1023 ;tye;s ]
R 1827 Bytes 0 TerszrByes 0
X - -
Receive Queue C S I it Queue Counters
Rx Q0 0 TxQ0 0
Rx Q1 0 T™xQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ3 0
Rx Q4 0 TxQ4 0
R a o Teas 0
Rx Q7 0 TxQ7 0
. ive Error C. | . Transmit Error Ci
Rx Drops 0 Tx Drops 0
Rx CRC!AI!gnment 0 Tx Late/Exc. Coll. 1]
R Overeree. o
Rx Fragments 0
Rx Jabber 0
Rx Filtered 0
Detailed Port Statistics Port n
80 a3
Receive and Transmit Total = TA =4 2 SAE 1f2le| YEE HEA[ZL|CH
Rx and Tx Packets 4l 8 ®E mjzlel =Lk
Rx and Tx Octets 4 81 & HIO|E =YLt
Rx and Tx Unicast A A HE FU HAE D2l LT
Rx and Tx Multicast 4 A WS EE| IHAE miZle] = L(T
Rx and Tx Broadcast A A FES BERE JHAE WAL YL Lt
Ry and Tx P PAUSE S%f2 LtEtHE S4 AETH0] ZEOM =41 EE S41 MAC
X an X Fause _
MO =2 e LTt
Receive and Transmit Size TN e - G o o
Count Sl S SME OIS 22| 2V|E2 2RO +YLIC
ounters
Receive and Transmit ol A oo e b= Aol
Q c ¢ A B SAME IfZlE REE 27 =YUCH
ueue Counters
Receive and Transmit Error | oA ol < h el ol
c FA S SUE A F o2z 2F/FE UL
ounters
Rx Drops =2 %|0f DropE AL = L|Ct
Rx CRC/Alignment CRCExE= Z8 72 o ME =2 Yof 7i4=QL(T,.
Rx Undersize FAE AO|=7F A2 = Yol =QL(Ch
Rx Oversize A E AO|=7F Zapot e (Y of =Lt
Rx Fragments T2 B2 CRCE +ME &2 = ol =Lt
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Rx Jabber &
Rx Filtered ™
Tx Drops =

=

Tx Late/Exc.

Buttons

o
Ot
>

[El

1R

T

o

L,

rot

—

Hot 7|5 A%|X| SFCe426 Al2|=

| 2 CRCE =4lE 7l = el 7H+=| L Ct
ZM20f ofsf EHYE +ME T Yol T4 LT
o 2oz Qi) EEE =2 Yol JH4-LItt
EE e S=2 o) E5E =2l T4 LC

OS2 HO|X] XAtF M2 1HES AUt

0% Monitor>Ports>Detailed Statistics

Detailed Port Statistics Port 1 [Port 1 v | Auto-refresh [ |
Receive Total Transmit Total
Rx Packets 2624 Tx Packets 553
Rx Octets 351169 Tx Octets 102221
Rx Unicast 668 Tx Unicast 553
Rx Multicast 693 Tx Multicast 0
Rx Broadcast 1263 Tx Broadcast 0
Rx Pause 0 Tx Pause 0
Receive Size Counters Transmit Size Counters
Rx 64 Bytes 1673 Tx 64 Bytes 308
Rx 65-127 Bytes 175 Tx 65-127 Bytes 70
Rx 128-255 Bytes 648 Tx 128-255 Bytes 71
Rx 256-511 Bytes 0 Tx 256-511 Bytes 56
Rx 512-1023 Bytes 128 Tx 512-1023 Bytes 26
Rx 1024-1526 Bytes 0 Tx1024-1526 Bytes 22
Rx 1527- Bytes 0 Tx 1527- Bytes 0
Receive Queue Counters Transmit Queue Counters
Rx Q0 2624 Tx Q0 0
Rx Q1 0 TxQ1 0
Rx Q2 0 TxQ2 0
Rx Q3 0 TxQ@3 0
Rx Q4 0 TxQ4 0
Rx Q5 0 TxQ§ 0
Rx Q6 0 TxQ6 0
Rx Q7 0 TxQ7 553
Receive Error C [ Transmit Error Counters

Rx Drops 0 TxDrops 0
Rx CRC/Alignment 0 Tx Late/Exc. Coll. 1]
Rx Undersize

Rx Oversize 0

Rx Fragments 1]

Rx Jabber 0

Rx Filtered 651

v Detailed Port Statistics Port

#show interface GigabitEthernet <port_type_list> statistics
# show interface GigabitEthernet 1/1 statistics
GigabitEthernet 1/1 Statistics:
Rx Packets: 2693 Tx Packets: 565
Rx Octets: 360643 Tx Octets: 104266
Rx Unicast: 683 Tx Unicast: 565
Rx Multicast: 717 Tx Multicast: 0
Rx Broadcast: 1293 Tx Broadcast: 0
Rx Pause: 0 Tx Pause: 0
Rx 64: 1714 Tx 64: 316

e %o
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Rx 65-127: 177 Tx 65-127: 71
Rx 128-255: 672 Tx 128-255: 72
Rx 256-511: 0 Tx 256-511: 57
Rx 512-1023: 130 Tx 512-1023: 27
Rx 1024-1526: 0 Tx 1024-1526: 22
Rx 1527- 0 Tx 1527- 0
Rx Priority O: 2693 Tx Priority O: 0
Rx Priority 1: 0 Tx Priority 1: 0
Rx Priority 2: 0 Tx Priority 2: 0
Rx Priority 3: 0 Tx Priority 3: 0
Rx Priority 4: 0 Tx Priority 4: 0
Rx Priority 5: 0 Tx Priority 5: 0
Rx Priority 6: 0 Tx Priority 6: 0
Rx Priority 7: 0 Tx Priority 7: 565
Rx Drops: 0 Tx Drops: 0
Rx CRC/Alignment: 0 Tx Late/Exc. Coll.: 0
Rx Undersize: 0
Rx Oversize: 0
Rx Fragments: 0
Rx Jabbers: 0
Rx Filtered: 675
#show interface 10GigabitEthernet <port_type_list> statistics
# show interface 10GigabitEthernet 1/1 statistics
10GigabitEthernet 1/1 Statistics:
Rx Packets: 1323 Tx Packets: 12
Rx Octets: 84672 Tx Octets: 768
Rx Unicast: 0 Tx Unicast: 0
Rx Multicast: 1322 Tx Multicast: 0
Rx Broadcast: 1 Tx Broadcast: 12
Rx Pause: 0 Tx Pause: 0
Rx 64: 1323 Tx 64: 12
Rx 65-127: 0 Tx 65-127: 0
Rx 128-255: 0 Tx 128-255: 0
Rx 256-511: 0 Tx 256-511: 0
Rx 512-1023: 0 Tx 512-1023: 0
Rx 1024-1526: 0 Tx 1024-1526: 0
Rx 1527- 0 Tx 1527- 0
Rx Priority 0O: 1323 Tx Priority O: 12
Rx Priority 1: 0 Tx Priority 1: 0
Rx Priority 2: 0 Tx Priority 2: 0
Rx Priority 3: 0 Tx Priority 3: 0
Rx Priority 4: 0 Tx Priority 4: 0
Rx Priority 5: 0 Tx Priority 5: 0
Rx Priority 6: 0 Tx Priority 6: 0
Rx Priority 7: 0 Tx Priority 7: 0
Rx Drops: 0 Tx Drops: 0
Rx CRC/Alignment: 0 Tx Late/Exc. Coll.: 0
Rx Undersize: 0
Rx Oversize: 0
Rx Fragments: 0
Rx Jabbers: 0
Rx Filtered: 0
e %o
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6.4. DHCP

HOt 7|5 AQX| SFC6426 Al2|=

6.4.1. DHCP Configuration

6.4.1.1. Server Mode

Y04 Configuration>DHCP>Server>Mode

O| HO[X|OME AlLE
Tgghct

9! VLAN B2 DHCP MHZE g /H|&

M3H7| |8l Global 2EQF VIAN ZEE

DHCP Server Mode Configuration

Global Mode

[ Mode | [Disabled v |

VLAN Mode

[ Delete | VLAN Range | Mode |

DHCP Server Mode Configuration
Global Mode
80 493
AN2®’ & 25 RES PRt
Mode Enabled: A|A &l & DHCP MH{E AFREtL|CE
Disabled: A|AH! & DHCP MH{E AM3X| §t&LICE
VLAN Mode
20 ck:
DHCP ME{ 7t 2ds} L& H|Z Y3} &£ VLAN EHQ|S LIEFHLICE A
B VLAN IDE & B VLAN ID 2L} ZtAHLt Zotof ghL|Ct,
T VLAN EH2[0f 8lLto| VLAN IDTF Z3tste Z 2, A MK 32 & ¢
WOl SHADH Q2SI ALE & O S = YSLICH
VLAN Range 7|Z VLAN IS HIZd3t ot= WH.
1. M22 VLAN #®?/E Add VLAN RangeZ ZF7}gtL|C}
2. H|Z83t VLAN HRIE &gtLct
3. Disabled ZES MEASHL| L},
4. Saves =2 HE ArgE X 8L
Z} VLANE & ZEE LIEHEL(C
Mode Enabled : VLANE DHCP MH S At2%tL|Ct
Disabled : : VLAN'Z DHCP MH & ALE3HA| @f&LICH
Buttons
| AddVIANRange | 22| A| |22 VLAN 9|2 XIHEL|Ch
[Aoly | Z2f Al HZASHS 3L
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(AeolvaSave | 22| A| BIZARYS M Gokn HFBLILL
a

o=
(Resel], 22| A WZAES 320t

Hot 7|5 A%|X| SFCe426 Al2|=

WEB &7 0| Al

v" Global Mode

> Mode

Disable
DHCP Server Mode Configuration

Global Mode

[ Mode | [ Disabled v | |

VLAN Mode
[ Delete | VLAN Range | Mode |

Add VLAN Range

Enable
DHCP Server Mode Configuration

Global Mode

[ Mode | [Enabled v ||

VLAN Mode
[ Delete | VLAN Range | Mode |

Add VLAN Range

v" VLAN Mode

»

Add VLAN Range

Enable
DHCP Server Mode Configuration DHCP Server Mode Configuration
Global Mode Global Mode
[ode | [Enbled | [Wiode] [Enabled ~ |
VLAN Mode VLAN Mode
Delete | VLANRange | Mode | [ VLANRange [ Mode |
| Delete | | |-|2 [Enabled v | 1-2 Enabled |
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Disable

DHCP Server Mode Configuration

Global Mode

[Mode | [Enabled v ||

VLAN Mode

Delete | VLAN Range

Mode

1-2
[beke) [—

Enabled

Add VLAN Range

HOt 7|5 AQ|X| SFC6426 Al2|=

DHCP Server Mode Configuration
Global Mode

[ Mode | [Enabled v ]

VLAN Mode
[ Delete [ VLAN Range | Mode |

Add VLAN Range

CLI 27 ofA|

v" Global Mode

> Mode

Disable

(config)# no ip dhcp server

Enable

(config)# ip dhcp server

v" VLAN Mode

» Add VLAN Range

Enable

(config)# interface vlan <vlan_list>

(config)# interface vian 1-2

(config-if-vlan)# ip dhcp server

Disable

(config)# interface vlan <vlan_list>

(config)# interface vian 1-2

(config-if-vlan)# no ip dhcp server

®
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6.4.1.2. Server Excluded IP

HOt 7|5 AQX| SFC6426 Al2|=

0+ Configuration>DHCP>Server>Excluded IP

O HO|X|= HM2= P T4
DHCP AH= X 2l& IP =&

A=

=

gt

£ DHCP S20|AEOf HHBHX| GhELIL.

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range

Add IP Range

DHCP Server Excluded IP Configuration

Excluded IP Address

g0f

M

=2 o

IP Range

chp

Held P Fao YIS
IPECH 2t AL} ZOFOf gLt

Helol Ml IP7t St E2
YHS AL = CF YH5HH & L L

SHCL W M MelE PE F

R A2l E

M HmeL = HRY F otLiof Tt

1

Buttons

AddIPRange | 8| A| 2L P HQE X|™SHL|CL

Al 22 A HAAIEHS

o
Apply&Save . _g.gl A| ch:)l

Resel . Z2f A| HZ AR S

M85t MYFLIC
in

2 K34

WEB &7 0| A]

v" Excluded IP Address
» Add IP Range

. IP Range

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete |

IP Range

Delete | [192.168.10.1

|-[192.168.10.101 |

Delete | [192.168.10.103 |-[192.168.10.130 |

Add IP Range

®
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DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
O 192.168.10.1 - 192.168.10.101
) 192.168.10.103 - 192.168.10.130
Add IP Range
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HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 27 oA

v" Excluded IP Address

» Add IP Range

IP Range

(config)# ip dhcp excluded-address <ipv4_addr> <ipv4_addr>
(config)# ip dhcp excluded-address 7192.168.10.7 192.168.70.107
(config)# ip dhcp excluded-address 7192.168.10.103 192.168.10.130

) ®
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6.4.1.3. Server Pool

Hot 7|5 A%|X| SFCe426 Al2|=

A& Configuration>DHCP>Server>Pool

O| I|O|X|= DHCP E2
DHCP 09 2t DHCP AH =

2|ty ch
P F2E Y SE0[AENH HERLCL

DHCP Server Pool Configuration
Pool Setting

[ Delete | Name | Type | IP | Subnet Mask | Lease Time |

| Add New Pool |

DHCP Server Pool Configuration

Pool Setting
gof Ay
E 0|52 #ddtMa. 3UE Koot ZE ZXHE S{EYLICH AtAS
Name HAEE Fd5t2H & 0|2 2E5t0 7 HOXZ Ol8e = UE
L|Ct.
E9| RS EAELICL
Network: 0{2{ 7§2| DHCP 2ZI0|HE0| MH|AE IP T4 E2 FHoF
Type L CH
Host: S2t0|E MEX} = SIEQ FAZ AHE 57 DHCP 2
2tO|HEE s MH|ATHL|Ct.
IP DHCP F4 E°| HEYI FAE HAILICE
Subnet Mask DHCP & E9| MEUl OtATE HA|GL|CE
Lease Time Z9| AL A|ZtE BEA|RLICH
Buttons

| Add New Pool |. AHE

Apply . E.EI A| 57
Apply&Save ‘: _;.r-__'l A| ﬁ
[Reset]: 22| A] 174
DHCP Pool Configuration

O| I|O|X|= DHCP E2°| 2= A

Fo

O ¢te2 == FLIC,.
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HOt 7|5 AQ|X| SFC6426 Al2|=

DHCP Pool Configuration

Pool

Setting

DHCP Pool Configuration

[[orce Test v ]|

DHCP_TEST
[None ~

1 days (0-365)
0 hours (0-23)
0 minutes (0-59)

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
None ~

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

None ~

Pool
20 a9
Name £ 0|52 AL8%}0l E2 MEgL Tt
Setting
g0f L
Pool Name MEdS 20| 0|52 BAIZLICH
29| RS X|EgLC
Network: 0{2{ 7§2| DHCP 22t0|HE 0| MH|AT Ip FA &S
Type olgct.
Host: S2t0|E A HX} L= SLEQIO FAZ AHE £7 DHCP 22t
O|EE IsH MH|ATELICE
IP DHCP F& E2| HIERT F2E XYM K.

® .
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Subnet Mask

Lease Time
Domain Name

Broadcast Address
Default Router
DNS Server

NTP Server

NetBIOS Node Type

NetBIOS Scope

NetBIOS Name Server
NIS Domain Name
NIS Server

Client Identifier

Hardware Address

Client Name
Vendor/Class Identifier

Vendor/Specific
Information

Buttons

[Avoly . 22l A| S

o
Apply&Save ‘: _;.; A| tﬂg

5
%
My
J
=
rE
N
>
ot
mjo

HT

Ot 715 A QK| SFC6426 Al2|=

DHCP 4 9| MEU OtAFE XYM Q.
SEO|AET} IP A ALY A|ZHS
X’gstM Q. (25 00| UCHA|ZH F5HTH)
Z2l0|YET} DNSE E8) SAE 0|22 sjMat [ ALsHof &
Zojel o2 X FtMa.

Z20[YUES| MEUIOM A8 T2 HEEY
X’EstM 2.

ZEo|HEQ| MEU| U 2HRHO| IP T4 S5 X[HGHA 8.
Z2H0|HEO| AHE 7453t =02 O|F A|AE(DNS) Ul A9
SE2 XEstM 8.

E2t0|E0| AHE 7t NTP AMHQ| IP & SES X[HIA 8.

RFC 1001/100201 @ HEH 2 T4 7H5T NetBIOS over TCP/IP 22t0|
HEE FEE = UZE NetBIOS L= 9 SMS X|HsIN .

RFC 1001/10020f o|=lCh2 S2}0| 91 E O] NetBIOS over TCP/IP 23
= O =5 XISHM( 2.

Mz = =M2 LHEE NBNS HY M S22 X|HsHA 8.

>
im

S2t0[AEQ| NIS =02l 0| F2 X|HSHM K.

Z20|HE AL 7HST NIS MH Q| IP T4 552 X|HHAM K.

Z0| REO| ZAEQl B ALY Z20[QIES| 17 AHXE X5t
Ne.

E9| RY0| =
£ X|E5tM 2.
E9| R0 ZAEQ AR AHEY S20|AEQ| 0|5 X F3HAM K.
DHCP 22I0|HETt

DHCP AlH{= DHCP £20|AHE 9|
k7| s X|

~
o
o MY A

2t A YLt
HIG SafA MEX o W2t HEHE 58 YEE XNG5tHa
ShL|CH

WEB A% 0| A]

O+ Configuration>DHCP>Server>Pool

v" DHCP Server Pool Configuration

> Add New Pool
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. Name
DHCP Server Pool Configuration

Pool Setting

O DHCP_TEST - - - 1 days 0 hours 0 minutes

Add New Pool

v" DHCP Pool Configuration
» Type

. Network

DHCP Pool Configuration

Pool

[Torcr_Test ]

Setting

DHCP_TEST
Network v
192.168.10.101 |
255255.255.0 |
1 days (0-365)

0 hours (0-23)

0 minutes (0-59)

0.0.0.0
0.0.0.0
0.000
0.000
0.0.0.0
0.00.0
0.0.0.0
0.0.0.0
0.0.0.0
0.00.0
0.0.0.0
0.0.0.0
None hd

0000
0.0.0.0
0.0.0.0
0.0.0.0
192.166.10.101
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

None v

v" DHCP Server Pool Configuration

» Type

® .
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. Network

DHCP Server Pool Configuration

Pool Setting
Subnet
Delete ‘ Name ‘ Type ‘ P ‘ Mask ‘ Lease Time
O DHCP_TEST Network 192.168.10.101  255.255.255.0 1 days 0 hours 0 minutes
Add New Pool

CLI 27 of|A|

v" DHCP Server Pool Configuration
» Add New Pool

. Name

(config)# ip dhcp pool <word32>
(config)# ip dhcp pool DHCP TEST

v" DHCP Pool Configuration
> Type

. Network

(config)# ip dhcp pool <word32>
(config)# ip dhcp pool DHCP_TEST

(config-dhcp-pool)# network <ipv4_ucast> <ipv4_netmask>
(config-dhcp-pool)# network 192.7168.10.707 255.255.255.0

(config)# ip dhcp pool <word32>
(config)# ip dhcp pool DHCP TEST

(config-dhcp-pool)# nis-domain-name <word128>
(config-dhcp-pool)# nis-domain-name 192.168.10.107

°
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6.4.1.4. Snooping

HOt 7|5 AQX| SFC6426 Al2|=

07 Configuration>DHCP>Snooping

DHCP Snooping Configuration

| Snooping Mode | |Di5abled v | |

Port Mode Configuration
Port |

ol

Trusted

Mode

[

Truste:
Truste:
Truste:
Truste:
Trusted
Trusted
Trusted

AiRana

[o.=TR I B B SR S T L S

DHCP Snooping Configuration

0]

uy

Snooping Mode

DHCP Snooping 2E 2&& LIEtHL|Ct

Enabled: DHCP Snooping 2 E 2t&5& & 3}etL|Ct.

DHCP Snooping 2E %30| 243t H DHCP 87 HA|X|= Trusted
2 MH™E mEZ0F £4A0| 7F58HL|C

Disabled: DHCP Snooping

Port Mode Configuration

g0f uy
Port =2 ZE B LT}
DHCP Snooping ZE ZEZ LIEtHL|CE
Mode Trusted: @EE ZE = DHCP HIAIX[E TEY = ASLICH
Untrusted: @8 E ZE= DHCP HIA|X|E e 5= lELICH
Buttons
(ool 22| A| HZAIS S B BEHLIC
[Apohssave]: 22| A WZAIS S HEstn HEFL
[Resel; 22| A| MZAISE #2817 0|M o2 &S

WEB &7 0| Al

v

» Snooping Mode

DHCP Snooping Configuration

®
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+ Disable (Default)

DHCP Snooping Configuration

| Snooping Mode | | Disabled v | |

Port Mode Configuration

Port |

Mode

*

0 = o oW R

shibaan

(

o
< <

<>

Truste
Truste
Truste
Trusted

(=}

Truste
Trusted
Trusted
Trusted

. Enable

DHCP Snooping Configuration

| Snooping Mode | |Enab|ed v | |

Port Mode Configuration

Port |

Mode

7
8

Trusted
Trusted
Trusted

=
=
Wy
]
=%
M EYESIEY RS RS RYIEY/KS

Trusted

v" Port Mode Configuration
> Mode

»  Trusted (Default)

DHCP Snooping Configuration

| Snooping Mode | |Enabled v | |

Port Mode Configuration

Port |

Mode

*

1
2
3
4
5
6
7
8

(

4 ESEYIEYd RYEYEYIEYIKS

=

Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted

Trusted

®
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. Untrusted
DHCP Snooping Configuration

| Snooping Mode | |Enab|ed v | |

Port Mode Configuration
Port [ Mode

* ol ~
1 |Trusted
2 |Untrusted v
3 |Trusted
4 |Trusted
5 |Trusted
6 |Trusted ~
w
w

7 | Trusted
8 | Trusted

CLI 27 of|A|

v" DHCP Snooping Configuration
» Snooping Mode

+ Disable (Default)
(config)# no ip dhcp snooping

. Enable

(config)# ip dhcp snooping

v" Port Mode Configuration
» Mode

e  Trusted (Default)

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/2

(config-if)# ip dhcp snooping trust

. Untrusted

(config)# interface 10GigabitEthernet/GigabitEthernet <port_type_list>
(config)# interface GigabitEthernet 1/2

(config-if)# no ip dhcp snooping trust

[ J
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HOt 7|5 AQX| SFC6426 Al2|=

6.4.2. DHCP Monitor

6.4.2.1. Server Statistics

0|55 Monitor>DHCP> Server> Statistics

O H[O|X|= Cl|O|E{ H|O| A FH2EH 2t DHCP AMHOf| o|df & U =4IEl DHCP HA|X|2| =& HA|gL|CE
DHCP Server Statistics
Database Counters
Pool | Excluded IP Address | Declined IP Address
0 0 0
Binding Counters
Automatic Binding | Manual Binding | Expired Binding
0 0 0
DHCP Message Received Counters
DISCOVER | REQUEST | DECLINE | RELEASE | INFORM
0 0 0 0 0
DHCP Message Sent Counters
OFFER | ACK | NAK
0 0 0
DHCP Server Statistics
Database Counters
20 ek
Pool 29|
Excluded IP Address X elst Ip F=a Heo| =
Declined IP Address HRE P FAO| £
Binding Counters
20 49
Automatic Binding HERA fY E0to| HielE =+
BaAE ZEHOIAEAA P F2E DY HlE S 5 B

Manual Binding

O350 A= I:||"<‘5I-|_| Ct.

S A
O] 2AE R Z2E g

Expired Binding

T

DHCP Message Received Counters

20 49
DISCOVER Z=4lEl DHCP DISCOVER HA|X| | =QL|C}.
REQUEST 2=l DHCP REQUEST HAX| 2] =QiL|C},
DECLINE =21 =l DHCP DECLINE HIA| X[ QI L|Ct.
RELEASE 2=AlEl DHCP RELEASE O A|X| Q| =@ L|C}.
INFORM =2 =l DHCP INFORM O A| X[ 2] £=QL|C},

®
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HOt 7|5 AQX| SFC6426 Al2|=

DHCP Message Received Counters

20 49
OFFER & El DHCP OFFER MA|X| Q] = L|C},
ACK &=l DHCP ACK TA|X| 2] s=QiL|C}.
NAK HESEl DHCP NAK AR =jL|C}.
Buttons
Auto-refresh -1 : X382 N3 Al 57522 TO|X| X5 M2 DA S AHSTILCH

[Refish | 22y A| T0|X|2 A2 DE

Clear

L] 28 Al DHCP HA[X] =41 7h2E S DHCP HA|X] 2 72 HE X[S LT

WEB =HQI 0| A]

M4+ Monitor>DHCP>Server> Statistics

DHCP Server Statistics

Database Counters

Pool | Excluded IP Address | Declined IP Address
1 2 0

Binding Counters

Automatic Binding | Manual Binding | Expired Binding
1 0 0

DHCP Message Received Counters

DISCOVER | REQUEST | DECLINE | RELEASE | INFORM
13 1 0 0 0

DHCP Message Sent Counters

OFFER | ACK | NAK
1 1 0

CLI 221 0f|A|

v" DHCP Server Statistics

# show ip dhcp server statistics

Database Counters

POOL 1
Excluded IP 2
Declined IP 0
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HOM 7|5 AQ|X| SFC6426 Al2|=

Automatic 1
Manual 0
Expired 0

DISCOVER 13
REQUEST 1
DECLINE 0
RELEASE 0
INFORM 0

OFFER 1
ACK 1
NAK 0

®
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6.4.2.2. Server Binding

HOt 7|5 AQX| SFC6426 Al2|=

A0+ Monitor>DHCP>Server>Binding
O| I|O|X|= DHCP S2t0|AE0f T3 W& BRI P S HAISLICE

DHCP Server Binding IP
Binding IP Address

[ Delete | P [ Type | State | Pool Name [ ServerID |

DHCP Server Binding IP

Binding IP Address

20 A
P DHCP E2t0|QE0 &Y= |p FAQLICEH SI5HH AN HHO|X| 2 O
=
HFQIE o] R L|Ct,
Type
P 7ts 82 XH&(Automatic), =& (Manual), ZHE (Expired) 2 L|Cf.
HFQIElof AbE{ RIL|CE,
State = L= . = .
7ts MEfE 2 (Committed), & (Allocated), Bt 2 (Expired) & LI Ct.
Pool Name HFOIE 2 MMstE 9| O] YLICH,
Server ID HERIE S MH|ASHE MB{Q| IP FAYL|CE
Buttons
Auto-refresh - : K| 28tA M3 A| F7|H o2 HO|X| XS MZE DES AFRTLICH

[ - O o =
Clear Expired - QE Otg £ HiQILIS XA Sla{H 22t}
e %o
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DHCP Server Binding IP Data

0|+ Monitor>DHCP>Server>Binding
O H|O|X|= I 2| &AM HIOIHE HEAIRL| LY.

DHCP Server Binding IP Data
Binding

[P ][192.168.10.102 ~ [

Binding IP Data

IP 192.168.10.102
Type Automatic
State Committed
Pool Name DHCP_TEST
Server ID 192.168.10.101
VLAN 1

Subnet Mask  255.255.255.0

Client ID Type FQON

Client ID Value sfc8000

MAC Address  00-12-8d-12-00-05

Lease Time 1 days 0 hours 0 minutes 0 seconds
Will Expired in 23 hours 20 minutes 45 seconds

DHCP Server Binding IP Data

Binding
20 ok
IP MEREl HEQIGO| |p FAQL|CH
Binding IP Data
20 ck:
IP DHCP S2t0|AE0| 2 & 1P FAYLICH
HiQlE ol R L Ct.
Type 7ts 82 A& (Automatic), =& (Manual), T2 (Expired) ! L| Ct.
HFQIE of AEF LTt
State 7t AElE = (Committed), & = (Allocated), BHE (Expired) ! L|C}.
Pool Name HolE S ' dst= E9| O|EYLICE
Server ID BRI S MH|ASH= MH{Q] 1P FAY LT
VLAN ID DHCP Z22t0[HETt £k QIE{H 0] A 2] VLAN IDYL|CH
Subnet Mask DHCP 22t0[AET} £5F QI I 0] 20| HOtAF QLT
. DHCP Z2ZI0[HE AlHXO| & YL|C}
Client ID Type Js 982 FQDN, MAC 2 -JLICH
Client ID Value DHCP SZt0|HE AlHX}O| ZfL|Ct.
MAC Address DHCP Z22t0|IE Q| SIEQIO FAYLICEL
Lease Time BRIl AT AlZtRIL|Ct.
Will Expired in HFQIYO| BEZE|Z|7HX] 2 AlZFILICE.
e %o
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB =HQI 0| A]

A0 7% Monitor>DHCP>Server>Binding

DHCP Server Binding IP
Binding IP Address

Delete | IP |

Type | State | PoolName | ServerID

O 192.168.10.102 Automatic Committed DHCP_TEST

192.168.10.101

A4+ Monitor>DHCP>Server>Binding>Click IP

DHCP Server Binding IP Data

Binding

[1P][192.168 10.102 v ] |

Binding IP Data

IP

Type

State

Pool Name
Server ID
VLAN

Subnet Mask
Client ID Type

MAC Address
Lease Time

192 168.10.102
Automatic
Committed
DHCP_TEST
192 168 10 101
1
2552552550
FQDMN

Client ID Value sfc8000

00-12-6d-12-00-05
1 days 0 hours 0 minutes 0 seconds

Will Expired in 23 hours 2 minutes 53 seconds

CLI =2l of| A|

v" DHCP Server Binding IP

# show ip dhcp server binding

IP: 192.168.10.102
State is committed
Binding type is automatic
Pool name is DHCP_TEST
Server ID is 192.168.10.101
VLAN ID is 1
Subnet mask is 255.255.255.0
Client identifer is type of FQDN

that is sfc8000

Hardware address is 00:12:6d:12:00:05
Lease time is 1 days 0 hours 0 minutes 0 seconds
Expiration is in 23 hours 33 minutes 17 seconds
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6.4.2.3. Server Declined IP

2 M= Monitor>DHCP>Server>Declined IP
O]l HO|X|= HEE IP FTAE EA|IBILCE

DHCP Server Declined IP
Declined IP Address

| Declined IP |
DHCP Server Declined IP
Declined IP Address
g0 a9
Declined IP HRE P Fao| SR YLC

Buttons

Auto-refresh L : H|A%A K3 Al F7|HO2 HO|X| AHE M2 DA AL ELIC}

Refeh |, 22 A HO|K|E M2 DA,

WEB =HQI 0f| A]

2 M= Monitor>DHCP>Server>Declined IP

DHCP Server Declined IP
Declined IP Address

Declined IP
192.168.10.102

CLI 221 0f|A|

v" DHCP Server Binding IP

# show ip dhcp server declined-ip

Declined IP Address

0001 192.168.10.102

®
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6.4.2.4. Snooping Table

HOt 7|5 AQX| SFC6426 Al2|=

M+ Monitor>DHCP>Snooping Table

O| I{|O|X| = DHCP AT D EJ} H|EH

DHCP 22t0|HEEE DHCP MHEREH S8R

(2Z VLAN QIE{H 0|2 |p

Dynamic DHCP Snooping Table

Fae MelgUct)

Start from MAC address ‘00-00-00-00—00-00

‘ . VLAN |O ‘wwth ‘20 ‘entr\es per page

[ MAC Address | VLAN ID | Source Port | IP Address | IP Subnet Mask | DHCP Server |

No more entries ‘

Dynamic DHCP Snooping Table
g9

MAC Address

OOI-

Source Port

IP Address

IP Subnet Mask
DHCP Server

Buttons

OOI-

00t

00t

AMEX MACE L
VLAN ID VLAN-ID7tUE= D
50| EAE&

FEO| A XL IP FAQLICE
FEO| AFE X} IP A EUl OFA ST,
F2O| DHCP MH F4

Auto-refresh i : HA A K3 A| F7|HOZ HO|X| AtE MZ DAES AHSELICH

(Rémh ). 22/ A BO|X|2 M2 D4,

(Clear]; 22y A| 12 M HABLIC

=

<< . 8% DHCP A5¥ Ho|2o| X B &=

=l SR EAIS)E PRS2 o

o

SOIM A% HOIES

ol M AlZSH= EIOl=S YHIOIERLIEL

8%

O] EgtLCY.
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WEB =HQI 0| A]

0|+ Monitor>DHCP>Snooping Table

Dynamic DHCP Snooping Table

Start from MAC address |00—00—DO-DO-00-00 | , VLAN |0 | with |2D | entries per page.

MAC Address | VLAN ID | Source Port | IP Address | IP Subnet Mask | DHCP Server
00-21-6d-05-f0-5¢ 1 192.168.10.102 2552552550 192168 10.101 (Local)

CLI 221 0f|A|

v" Dynamic DHCP Snooping Table

# show ip dhcp snooping table

Entry ID 1

MAC Address : 00-21-6d-05-f0-5¢
VLAN ID 1

Source Port : GigabitEthernet 1/1
IP Address :192.168.10.102

IP Subnet Mask  : 255.255.255.0
DHCP Server Address: 192.168.10.101 (Local)
Total Entries Number : 1

®
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6.4.2.5. Detailed Statistics

2 M| Monitor>DHCP>Detailed Statistics

O] HO[X|0|A DHCP &+EOf Chist SHE MSLIC

DHCP Detailed Statistics Port1

Receive Packets | Transmit Packets

Rx Discover 0 Tx Discover 0
Rx Offer 0 Tx Offer 0
Rx Request 0 Tx Request 0
Rx Decline 0 Tx Decline 0
Rx ACK 0 TxACK 0
Rx NAK 0 Tx NAK 1]
Rx Release 0 Tx Release 0
Rx Inform 0 Tx Inform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0
Rx Discarded Checksum Error 0

Rx Discarded from Untrusted 0

Dynamic Detailed Statistics Port n

g0f A

Rx and Tx Discover =41 8l SAEl Discover 2o =5 EA|THL|CH

Rx and Tx Offer M W EME offerTj AQ| =& EA|THL|C}

Rx and Tx Request =4 U SAE requestii 20| =& HAIRLICE

Rx and Tx Decline =41 8L ZAE declinelf 219 & EA|ZLICH

Rx and Tx ACK A1 8L ESMEACK A =8 EA|TL|CH

Rx and Tx NAK =41 8L EAE NAK 21| =5 EA|TL|Ct

Rx and Tx Release =M W EME Release WZIQ| =8 BA|TLIC

Rx and Tx Inform =M W EME Inform TS| =5 EAITL|CH

Rx and Tx Lease Query =4 2 SLEl Lease Query THZIQ| =& EA|RL|CE
Rx and Tx Lease Unassigned 241 8 S4IEl Lease Unassigned THZ1 2| =& HA|gL|CH
Rx and Tx Lease Unknown =41 8l £AEl Lease Unknown I 29| =& BEA|RL|C}
Rx and Tx Lease Active Al 8 EAME | ease Active THZIQ| =5 HA|THL|CH
Rx Discarded checksum error IP/UDP M3 FE ot H7| TfAel =Y L|Ct.

et

o~

met

4D
Q

rir

Rx Discarded from Untrusted

o
>.

=]
ZE M = HE{ T mZef = YLICf.

Buttons

(Combined _ v| . yeg 22st0f o S| FHIS XIFHLILH

Auto-refresh -

Rmh | 22 A HOIXIE ME B,

(Clear |. 22| A| 7t 2F ME4S FABHLTH
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB =HQI 0| A]

2 M5 Monitor>DHCP>Detailed Statistics

v" DHCP Detailed Statistics Port 1(Client/port1)

DHCP Detailed Statistics Port 1

Receive Packets Transmit Packets

Rx Discover 35 Tx Discover 29
Rx Offer 0 Tx Offer 1
Rx Request 28 Tx Request 1
Rx Decline 0 Tx Decline 0
Rx ACK 1 TxACK 28
Rx NAK 0 Tx NAK 0
Rx Release 0 Tx Release 0
Rx Inform 0 Tx Inform 0
Rx Lease Query 0 Tx Lease Query 0
Rx Lease Unassigned 0 Tx Lease Unassigned 0
Rx Lease Unknown 0 Tx Lease Unknown 0
Rx Lease Active 0 Tx Lease Active 0
Rx Discarded Checksum Error 0

Rx Discarded from Untrusted 0

CLI 221 0f|A|

v" DHCP Detailed Statistics Port 1(Client/port1)

GigabitEthernet 1/1 Statistics:

# show ip dhcp detailed statistics client/combined/normal-forward/relay/server/snooping
interface 10GigabitEthernet/GigabitEthernet <port_type_list>
# show p dhcp detailed statistics client interface GigabitEthernet 1/7

Rx Discover: 0 Tx Discover: 29
Rx Offer: 0 Tx Offer: 0
Rx Request: 0 Tx Request: 1
Rx Decline: 0 Tx Decline: 0
Rx ACK: Tx ACK: 0
Rx NAK: 0 Tx NAK: 0
Rx Release: 0 Tx Release: 0
Rx Inform: 0 Tx Inform: 0
Rx Lease Query: 0 Tx Lease Query: 0
Rx Lease Unassigned: 0 Tx Lease Unassigned: 0
Rx Lease Unknown: 0 Tx Lease Unknown: 0
Rx Lease Active: 0 Tx Lease Active: 0
Rx Discarded checksum error: 0
e %o
L J L ]
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6.5. Security

HOt 7|5 AQX| SFC6426 Al2|=

6.5.1. Switch Configuration

HME2 22 Z2lXt S ALEX| tigt AT 7S MSotH AEE A =0 et A8 #eto] £ gLt

A AY S AT

AFSZt O[S Tt HBt £F 02 AHEIE AQIKOIA 013 AHBAIE MAJE & USLIC

AFSAt 518 Holo] Mot £FL 1-15YLICE BB 27 2 155 BE IF0 Cfet ANAS sgotn FH0 of
st ZA MO HBHS ROIELICE ALSXF B2 Dg0| Het HFD 27ILt HO0LOF BLCE V|2 HOR A 4

F5h 97| M8 UNAS NFOD B +F 102 (RO IF0| het 947|-M7| AMAS HBHLICH £

ZEQIOl YR U B V| BAT 22 AIAH QK| B2 Mol W +F 157 WL YYo=

a|R AFOE BB SF 15, U ALBRE AFOIE Het +F 10, AAE AFOIE e +F 57 A DL

2t AZ0E CFS 59 TE0 Chol 10141 15 AfO[o A T4 TH5 3 915 A +20] ULITH
-2 7| HE

- T/ 97|

- HE/S7 97| BE

- HE/S 7 Y7|-27| (0 S KIS,

OIE{ O] A 0f| M2H AFEELICEH CLI Jet +=F2 2t /e HOA 2SeLICh ALEAL #ot

2 152 dot +=F 20t 3Lt Z0oF gLt

6.5.1.1. Users

2w Configuration>Security>Switch>Users

O| H|O[X|= & AEXtOY LTt 7HRE MS T Lt
SR B MHOIM CHE AHEALZ 2000l B2 HEtRME B2 = O EALL REFR ¢He
Logout & At&otH & LILt,

Users Configuration

User Name | Privilege Level
admin 15

| Add New User |
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Users Configuration

go

2L Ct

2o
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ol=
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HES 28 Add User2d H[O|X|7} LEZL|Ct.

Add MNew User

User F=7HA|

Add User

H| O X & LI L.

=
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F

= AFEAE 185

Of H O]

Add User

User Settings

[0

User Name

Password

Password (again)

Privilege Level

Add User
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=
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St7Lt 2 0]0[0foF gLt

7|2 280 2, R 1E2

HT
re

7|5 AQIK| SFC6426 Al2|=

1>
I

=
Y =72 S)0l= ALEAL Het

2 818ekn, A 47 102 A7I/2 | A
A8 /%l B22TERYO Y25, B
=& 157t 2ogLch
7|2 ol 2e| XtAE2 152 2 Y LCY.

Buttons

[Ronly; Z2f Al HFAREE ML

[Aepvesave]; 22 A| HZARES X882 MEE Lt

[Resel], 22| Al BIZAIE F2311 0| 3to2 gEYLICH

(Cancel]. 221 w17y Abgrg 340k SopLITt

[Defete User]; 24 A| #Axf AL XP7E AR & &3fL
[ Delete User Save | 22 A| $4%) AFGAF7 ARl &8 X MEELCH

WEB &7 0| A]

Y+ Configuration>Security>Switch>Users

<\

Users Configuration
» Add New User

e Add User (Click Add New User)

Add User
User Settings
User Name | test |
Password T
Password (again) [esssessens
Privilege Level |10 v

Users Configuration

User Name | Privilege Level
test 10
admin 15

. Edit User (Click User Name)

Edit User
User Settings
User Name | test ‘
Password [
Password {again} [T
Privilege Level |9 v
e %o
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Users Configuration

User Name | Privilege Level
fest 9
admin 15

CLI 27 of|A|

v" Users Configuration
» Add New User

. Add User / Edit User

(config)# username <word31> privilege <0-15> password unencrypted
(config)# username test privilege 10 password unencrypted

#: Please input a new password (plain): <line31>

#: Please input the new password AGAIN: <line31>

®
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6.5.1.2. Privilege Levels

0+ Configuration>Security>Switch>Privilege Level

O| H|O|X| = Privilege Level Off (2 AQX| HZ HehS AYTtLCt

i)

Privilege Level Configuration

Privilege Levels
Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
Read-only Read/write Read-only Read/write

Aggregation 5 -] X2 5 v 0]
DoMI
Debug
DHCP
DHCPv6_Client
Diagnostics
EPS
ERPS
ETH_LINK_DAM
Green_Ethernet 10~ 10 ~

P
IPMC_Snooping 10 v 10~

LACP
LLDP 10 ~

Loop_Protect
MAC_Table 10 ~

Maintenance
MEP 10 ~

MVR
NTP 10 ~

POE
Ports 10 ~

PrivateVLANs
QoS 10 ~

RMirrar
Security
sFlow
Spanning_Tree
System
veL
VLAN_Translation
VLANs
Voice_VLAN
XXRP 5 ~ 10~ 5 ~ 10 ~

Privilege Level Configuration

20f ek
3t 1B AEslE O|SYULICL (R0 A2, A 5 1B DY mER 7
GEX2H LR OAE2 o] 7o RES =L Ct
e 22 o33 #et =& AE2 AHAS| FolgtLth
System Contact, Name, Location, Timezone, Daylight Saving Time, Log.
Security Authentication, System Access Management,
Group Name Port (contains MAC based and the MAC Address Limit), ACL, HTTPS,
SSH, ARP Inspection, IP source guard.
P Ping= X 2/3t TA.
Port VeriPHYE H| 2|2t T A
Diagnostics Ping2t VeriPHY.
Maintenance CLIO| A System Reboot, System Restore Default, System Password,
Configuration Save, Configuration Load and Firmware Load.

..
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Hot 7|5 A%|X| SFCe426 Al2|=

WebOf| A Users, Privilege Levelsit ™ M|Maintenance.
Debug CLIOIIM S{EHE.
A8 A $EL ST EO| TSt Het £FD S O £Oto}
SiE 2AE0 ok AM A Aot ZdELT
Configuration Read-Only: 88& 27|20t & = AL = 58 L|CL
Privilege Level Configuration/Execute Read-Write: @82 211 £ = U&= AHDS BoTL|C}
Status/Statistics Read-Only: &Eff HEQ} E4 FEE 212 = UL E 5 TfL|Ct
Status/Statistics Read-Write: &fEi JEt 54 FEE 1 £ = U&= A2 £
gL (s AE X2 = US)
Buttons
Amoly ; 22| A| HZAIES ML
ApplydSave : 22l A| HZAALE S H8stn ML CH
[Reset]: 23] A WZAIS S H 2310 0M Zto= HlEg gL
WEB &7 0f A|
O+ Configuration>Security>Switch>Privilege Level
v' Privilege Level Configuration
Privilege Level Configuration
Privilege Levels
Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
Read-only Read/write Read-only Read/write
Aggregation 5 10 ~ 5 10 »
DOMI 15
Debug A
DHCP
DHCPv6_Client
Diagnostics
EPS
ERPS
ETH_LINK_OAM
Green_Ethernet
IP
IPMC_Snooping
LACP
LLDP
Loop_Protect
MAC_Table
Maintenance
MEP
MVR
NTP
POE
Ports
Private_VLANs
Qes
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v' Privilege Level Configuration

(config)# web privilege group {1} level {2} <0-15>

(config)# web privilege group DDM/ level configRoPriv 6

{1}

Aggregation DDMI DHCP DHCPv6_Client
Debug Diagnostics EPS ERPS
ETH_LINK_OAM  Green_Ethernet IP IPMC_Snooping
LACP LLDP Loop_Protect MAC Table
MEP MVR Maintenance NTP

POE Ports Private_VLANs QoS

RMirror Security Spanning_Tree System

VCL VLAN_ Translation VLANs Voice_VLAN
XXRP sFlow

{2}

configRoPriv configRwPriv statusRoPriv statusRwPriv
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6.5.1.3. Auth Method

0% Configuration>Security>Switch>Auth Method

Authentication Method Configuration

Client | Methods

console |local No hd v
telnet local W o hd no b
ssh local 0 N0 v
http local no b no e

Command Authorization Method Configuration

Client [ Method [ Cmd Lvi [ Cfg Cmd

console |no hd 0

o |
telnet no v D O
0

ssh no b

Accounting Method Configuration

Client [ Method | Cmd Lvi | Exec

console  |no hd

|
telnet no v \:\ O
L]

ssh no hd

Authentication Method Configuration

0] 4

ol

Authentication Method AFEXIZF 22| 22t0|HE QIEHO|AE Soff AX|0

&
Configuration 20l I ofEA ABE=XE #EE = AL

Client oiie 22| 2ol Eo HEFHL O

=
o
re

22(X|el 24 Af%ﬂ E1I0IE1 Hilolﬁé AL T}

ADIUS MHE AL83}10f elEetLCt.

Methods tacacs ACACS+ MHE AHE3] 2158t
HE MHE At A2 AF MH7t 2zEoI0l B2

O] AELICE O] B2 L3 HAQ| IEE"—IEf Zh Al 2l

EZOZ ANER Afﬂﬂ Sl = ASRE WK A
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Command Authorization Method Configuration

gof ay

Command Authorization A2 A7 AFE 7SS CL HEES Bk = e 7158
Method Configuration Mgt

Client Sig 22| S2to|AE HEE LT

=
7b7t B2 g et E LT ALEAtE AT =F0f mtat
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AZ MB7t QE2toI0l A ALBRHE H3H 20| Wt cL
20|l TSt QM2 HBHO| FOJE LICt

O +F L} E7L SY3H At +52 717 RE FHO|S
Cmd Lvi QITEILITH S8t 22 001A 15 AbOI LT
Cfg Cmd T4 Yol eIt ot
Accounting Method Configuration
20 Lk
Accounting Method YO U exec(212) ANS THE & ABLITH
Configuration
Client i #e| 22to|pEo| HE Lot
Che %t 3 dtLE 4FE 4 s
Method no A (Accounting)O| H| &g SHE LT
tacacs  AYES flol &2 TACACS+ MBS AFSRILICH
O +FECL E7L} 5L A3t +52 717l 2E Yolo| AHS
Cmd Lvl MBSt Q&3 242 00l A 15 Afo| Lt
AN Bt E BES Y THa.
Exec exec(20Q) AY 2 & gstetL|ct
Buttons
(ool 22| A| HZAIE S B BELIC
[AoohveSave | 22| A| #ZAIE S B B8 n HAFLICH
[Resel]: 22f A| HZAANES #4811 O Zto2 &S L|CH

WEB &7 0| A]

O+ Configuration>

Security>Switch>Auth Method

v' Authentication Method Configuration

Authentication Method Configuration

Client |
console
telnet
ssh

http

Methods
|radiu5 V| \Iocal V|

local
tacacs v

tacacs v
no v
tacacs v
radius v

w w

no

v N0 v

\Iocal v |

v Command Authorization Method Configuration

Command Authorization Method Configuration

Client | Method | Cmd Lvi | Cfg Cmd
console |tacacs v 15
telnet O

no v 0

]

ssh
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v' Accounting Method Configuration

Accounting Method Configuration

Client | Method | Cmd Lvl [ Exec

console |tacacs v |15 |
telnet tacacs v | 10 | O

ssh [no v | | O

CLI 27 of|A|

v' Authentication Method Configuration

(config)# aaa authentication login {1} {2}

(config)# aaa authentication login console tacacs radius local
(config)# aaa authentication login ssh tacacs local

(config)# aaa authentication login http radijus tacacs local

(config)# no aaa authentication login {1}
(config)# no aaa authentication login telnet

{1}
Console http ssh telnet

{2}

local radius tacacs

v Command Authorization Method Configuration

v

(config)# aaa authorization {1} tacacs commands <0-15> {2}
(config)# aaa authorization console tacacs commands 15 config-commands
(config)# aaa authorization telnet tacacs commands 70

(config)# no aaa authorization {1}
(config)# no aaa authorization ssh

{1}

console ssh telnet

{2}

config-commands <cr>

Accounting Method Configuration

(config)# aaa accounting {1} tacacs {2}
(config)# aaa accounting console tacacs commands 15 exec
(config)# aaa accounting telnet tacacs commands 70

(config)# no aaa accounting {1}
(config)# no aaa accounting ssh

{1}

console ssh telnet

{2}

commands <0-15> exec

°
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6.5.1.4. Telnet

HOt 7|5 AQX| SFC6426 Al2|=

0w Configuration>Security>Switch>Telnet

O| HO|X|= Telnet 2 AATHL|C}
Telnet Configuration
Mode | Disabled v |
Port(TCP) [23 |
Max Connection [1 v
Fail Blocking Time(s) | [300 |
Telnet Configuration
20 H
Telnet & SAFS LIEFRL|CE
Mode Enable: Telnet &%f2 &d3tet
Disable: Telnet 2t H|ZHgslgtL|Ct (7|22
Port(TCP) Telnet &S I8t TCP ZEE YHISIN L
Max Connection AR[K|0f Hd g 5= U SEIO|NE 5
) . . B0 AE=TF o] ¥ Hiffgt 4 KT AlZh F2%F 242 1020XM
Fail Blocking Time(s)
3600 (1Al ZHE HSHE LIt
Buttons
[Aeolv |, S| Al BIZARES HBELCH
Apdhssave ], 22| A| BZANES Hg3tD MALICH
(Resel: 22| A BZABE F282 0F go2 SEYLch

WEB &7 0| A]

YO+ Configuration>Security>Switch>Telnet

v' Telnet Configuration

> Mode

. Enable | Disable

» Port(TCP)

. Default 23

» Max Connection

. 112|134

Telnet Configuration

Mode Disabled v

Port(TCP) "Disabled

Max Connection | Enabled hd
Fail Blocking Time(s) | [300 |
Mode |Enabled v |

Port(TCP) [23 |
Max Connection | 1 A |
Fail Blocking Time(s) | 300 |

e %o

®
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»

Mode |Enabled +|

Port(TCP) [23

3
14

Fail Blocking Time(s)

. 10~3600sec

Max Connection |1—v|
Fail Blocking Time(s) | [N
2

Mode |Enabled v|

Port(TCP) [23

Max Connection [1

Fail Blocking Time(s) |300

HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 27 ofA|

v' Telnet Configuration

»

»

Mode

« Enable | Disable

(config)# ip telnet
(config)# no ip telnet

Port(TCP)

. Default 23

(config)# ip telnet port { <port> | default }
(config)# ip telnet port 23
(config)# ip telnet port default

Max Connection

. 112|134

(config)# ip telnet max-connection <connection_cnt>
(config)# ip telnet max-connection 2
(config)# ip telnet max-connection 1

Fail Blocking Time(s)

. 10~3600sec

(config)# ip telnet retry-block-time <block_time>
(config)# ip telnet retry-block-time 300
(config)# ip telnet retry-block-time 10

®
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6.5.1.5. SSH

HOM 7|5 AQ|X| SFC6426 Al2|=

A&+ Configuration>Security > Switch>SSH
O| H[O|X|= SSH & A gL|ct.

= =2od

S5H Configuration

Mode [Enabled w|
Port(TCP) |22 |
Max Connection [1 v
Fail Blocking Time(s) | |300 |
SSH Configuration
gof Ay
SSH 2E S-S LIEFR LT
Mode Enable: SSH &% 2 &dstetL|ct
Disable: SSH S22 H|2-d3tgtL|Ct
Port(TCP) SSH AMH|AQ| TCP ZE =
Max Connection AR|X|0f 2 7t 2E0|E =
. . . 2O AZ=Tt oz ¥ Aijg Z% X AlZh FRSH 42 10200 A
Fail Blocking Time(s) N
3600 (1A|ZH 2 HohE Lt
Buttons
[Rooly | 22| Al HZAISS R GBILIC
[ApohaSave ], 22| A| HMZAIES X3t XAFLICH
[Reset): Zal A| BIHAISS #AstD O ZO 2 ES LIt

WEB &7 0| A]

Y|+ Configuration>Security>Switch>SSH

v" SSH Configuration
» Mode

Enable | Disable

Mode [Enabled + |
Port(TCP) | Disabled
Max Connection Enabled v
Fail Blocking Time(s) UC

» Port(TCP)

«  1~65534 | 22(default)

Mode |Enabled w |
Port(TCP) |22 |
Max Connection [1 v|
Fail Blocking Time(s) | | 300 |

» Max Connection

®
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»

. 11213|4

Mode [Enabled + |

Port(TCP) |22 |
Max Connection

Fail Blocking Time(s)

'3
4
Fail Blocking Time(s)
. 10~3600sec
Mode |Enabled +|
Port{TCP) |22 |
Max Connection [1 v|
Fail Blocking Time(s) | | 300 |

Hot 7|5 A%|X| SFCe426 Al2|=

CLI 27 of|A|

v" SSH Configuration

> Mode

>

. Enable | Disable

(config)# ip ssh
(config)# no ip ssh

Port(TCP)

. 1-65534 | 22(default)

(config)# ip ssh port { <port> | default }
(config)# ip ssh port 22
(config)# ip ssh port default

Max Connection

. 11213|4

(config)# ip ssh max-connection <connection_cnt>
(config)# ip ssh max-connection 1
(config)# ip ssh max-connection 2

Fail Blocking Time(s)

. 10~3600sec

(config)# ip ssh retry-block-time <block_time>
(config)# ip ssh retry-block-time 10
(config)# ip ssh retry-block-time 300
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6.5.1.6. HTTPS

HOt 7|5 AQX| SFC6426 Al2|=

A% Configuration>Security>Switch>HTTPS

Of T O|X|of M= £2|X|2| HTTPS &

g2 785t oM ASMof ot ¥ & + AFUCL

HTTPS Configuration
Mode Enabled v
Automatic Redirect Enabled v
Certificate Maintain None v
v

Max Connection

3

Fail Blocking Time(s)

[300

Certificate Status

Switch secure HTTP certificate is presented

HTTPS Configuration
80

Mode

Automatic Redirect

Certificate Maintain

Certificate Pass Phrase

Certificate Upload

Enabled: HTTPS& 22 &4 3tgtL Lt
Disabled: HTTPSS A2 H|&d=
HTTPS Z|C|2M B E ZSXtg LIEFHL|CE
2CjdM B E = S B HTTP P2 XE82
(ModeZ} Enabled?! 4—?—01|‘:.ﬂ HE)

Enabled: HTTPS 2|C| &M
Disabled: HTTPS 2| |:|E_+H\_1

215 /Al Y2 Ch3a 22 7ttt HYSS Q0L

E HTTPSE S ZAEL|C}

None: X! XI-O'I 0-12

Delete: HAY 1S Al AfH|.

Upload: Q15A PEM Mt HZE.

(8 E2t2X £= URLE S8l 22EE =+
M

Generate: AHEQ— AtH M RSA Q15N

22| X[0f PEM I} o“'BI AZME YEERLICE

orofs ABSMeL 71! 7| 7F 2H Zetk[0foF B Lt

eIEMet 7iel 7|18 2 M F 712 ool A= E2 Linux2| cat

= AHE3H0] StLte| PEM It = Z

RSA QISM7F YL, LHREE2| 2[4 22 OH HH O A= DSA 21ZAM X]|
10| M HE| A& LI CHO: Firefox v37 & Chrome v39).

st w2 ot ZaUY Ef'

Web Browser: ¥l EE2t2XE &9

URL: URLEZ &3l QIEME YE2ETHL

HTTPS, TFTP, FTP & L|C}.

URL HAR <EZEZ>//[<AIEXIO|E>[<H|YHS >|@]<BAES[<EZE
>]l/<Z2>)/<TH20|S> YLict,

tfto/10.10.10.10/new_image._path/new_image.dat,

http.,//username.password@10.70.10.10.80/new_image_path/new_image.dat
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HOt 7|5 AQX| SFC6426 Al2|=

Q&S T2 0|52 2T (AZa?)
002 TYE HAE 2XIYLIT

»
g0
[>
I
o
é
o]
Hu
A
ox
rin
B
o
9
I'IJ
0
o
op =
m
>
59
o>
C
o

, ZAL(0-9), & (), Bt0|E ==
. Z|Ch 7'0|E 63At0|04, 5t0[Z2 A H

. AKX EQF HTTPS
Certificate Status

BE ﬂ_i*|°”—| Ef
M7t ® A& LICH(presented)

mju 0|>4 o|>| ol o:

Fail Blocking Time(s) x(1A|1Zh2 FBHElL| o,

ol
AKX Ot HTTPS QB M 7F MAIZIX| & LICt(not presented)
22X EoF HTTPS QIS M dd & LICH(generating)
Max Connection 22K|of] 2 7tsT SEH0[QE
201 A7t o] H HIfg 42 Xteh A2k f2 o 212 1020 A 3600

Buttons

[Aenly | 22| A HIZAIES X EELICH

[AepvaSave | 22y A| BZAIES X QStD MEELIC
[Resel]: 22 A| HIZAIEIS 314310 0| ZOE ESALICE

Refresh - E-”lel% AHE ini

o2t
o

SYPLICH 2ZOIMO| B AFES FAT 4

ULt

o

WEB &7 o] Al

Hlw Configuration>Security>Switch>HTTPS
v" HTTPS Configuration

> Mode

. Enable(default) | Disable

Mode Enabled A4

Automatic Redirect Disabled

Certificate Maintain Enabled |
Max Connection 3 v

Fail Blocking Time(s) | [300 |
Certificate Status Switch secure HTTP certificate is presented

» Automatic Redirect

. Enable(default) | Disable

Mode Enabled v
Automatic Redirect Enabled hd
Certificate Maintain Dizabled

Max Connection Enabled

Fail Blocking Time(s) | | 300

Certificate Status Switch secure HTTP certificate is presented

> Certificate Maintain

* None(default) | Delete | Upload | Generate

Mode Enabled ~
Automatic Redirect Enabled ~
Certificate Maintain None ~
Max Connection _
Fail Blocking Time(s) | | Delete
Certificate Status | Upload

| Generate

> Cert|f|cate Pass Phrase
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»

>

Mode Enabled hd
Automatic Redirect Enabled hd
Certificate Maintain Upload v
Certificate Pass Phrase | [«s«se. ]

Max Connection 3 hd
Fail Blocking Time(s) [300 |
Certificate Upload Web Browser v|
File Upload oY MY | HEE oY gE

Certificate Status Switch secure HTTP certificate is presented

» Max Connection

11234
Mode |Enabled ~

Automatic Redirect Enabled hd

Certificate Maintain None v
Max Connection
Fail Blocking Time(s)

Certificate Stat

Fail Blocking Time(s)

10~3600sec
Mode Enabled 4

Automatic Redirect Enabled hd

Certificate Maintain MNaone e
Max Connection 3 A
Fail Blocking Time(s) |3[]l]

Certificate Status Switch secure HTTP certificate is presented

»  Certificate Upload

Web Browser | URL
Mode Enabled A
Automatic Redirect Enabled A
Certificate Maintain Upload w
Certificate Pass Phrase | |«ssssees
Max Connection 3 -
Fail Blocking Time(s) [300 |
Certificate Upload | \Web Browser V|
File Upload

| Certificate Status | URL

File Upload | URL

Mode Enabled 4
Automatic Redirect Enabled 4
Certificate Maintain Upload v
Certificate Pass Phrase | | sss=sse-
Max Connection 3 hd
Fail Blocking Time(s) [300 |
Certificate Upload \Web Browser v|
File Upload Te HY [H9E T s
Certificate Status Switch secure HTTP certificate is presented
Mode Enabled ~
Automatic Redirect Enabled -
Certificate Maintain Upload -
Certificate Pass Phrase | |«ssssees
Max Connection 3 v
Fail Blocking Time(s) [300 |
Certificate Upload [URL ~|

HOt 7|5 AQ|X| SFC6426 Al2|=

URL

| tftp:1192.168.10 ;0x/new_image_path/new_image.dat

Certificate Status

Switch secure HTTP certificate is presented

[ J
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CLI 27 of|A|

v" HTTPS Configuration

» Mode
. Enable(default) | Disable

(config)# ip http secure-server
(config)# no ip http secure-server

» Automatic Redirect
. Enable(default) | Disable

(config)# ip http secure-redirect
(config)# no ip http secure-redirect

»  Certificate Maintain
. None | Delete | Generate | Upload

» Certificate Pass Phrase

(config)# ip http secure-certificate { upload <url_file> [ pass-phrase <pass_phrase> ] |
delete | generate }

(config)# ip http secure-server

(config)# ip http secure-certificate delete

(config)# ip http secure-certificate generate

(config)# ip http secure-certificate upload

tftp//192.7168. 10.xxx/hew_image_path/new_image.dat

(config)# ip http secure-certificate upload

tftp/192.168. 10.xxx/hew_image_path/new_image.dat pass-phrase password

» Max Connection

. 112|134

(config)# ip http max-connection <connection_cnt>
(config)# ip http max-connection 1
(config)# ip http max-connection

»  Fail Blocking Time(s)

. 10~3600sec

(config)# ip http retry-block-time <block_time>
(config)# ip http retry-block-time 10

(config)# ip http retry-block-time 300
(config)# ip http retry-block-time 3600

°
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6.5.1.7. Access Management

0% Configuration>Security>Switch>Access Management

Of TO|X|Of M MM 22| HIOlES TSt . 20 &5 = 16 7 LICH

Access Management Configuration

[itode ] [Orsabied |

[ Delete | VLAN ID [ Start IP Address | End IP Address | HTTP/HTTPS | SNMP | TELNET/SSH |

Access Management Configuration
Y| 4%
WM A B2 RE RS2 LIEFAL|CH
Mode Enable: M £ 22| RES gd3alefL|Ct.
Disable: M|~ 22| ZEE H|g-d3tetL|Ct
Delete eES AHELCE M Al B8 ELUCHL
VLAN ID Access Management Configuration CH$F VLAN IDS LtEFEH LT
Start IP address Access Management Configuration 2| A%} [P =AE LIEFHLIC
End IP address Access Management Configuration 2| £

P FAE LIEPYLICH
SAEQ| P FAT AR Fo IO Ut
A

HTTP/HTTPS SAELE HTTP/HTTPS QIE I 0| A S E8Y

o

= LIEFRLIC.
SAEQ[Ip FAILAELD Fa HM A= B2,
SNMP SAEE SNMP QIE{H0|AS Sof AIK|0| HA|AZ 4 UCHs 2GS LiES
ELCh
SAEQ P FAVFAER Fa HRO A= B2,
TELNET/SSH S AE &= TELNET/SSH QIHEHO|AE S3f A9|X|0ff HMAeh 5 ACk= A
= LIEFHLIC.
Buttons
[AdiNewEnty |, jymo oty pe| S22 X713t}
[Aooly |, 22 Al ZAIS S XL
[Aoohasave | Z2) A| #ZAISE HE3tn XEBILCH
[Resel; 22 A| MZAISS #2817 0|H o2 &gt

WEB &7 0| Al

0|+ Configuration>Security>Switch>Access Management

v" Access Management Configuration
L]
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> Mode

. Disable(default)

Access Management Configuration

[Hiode] [Dssies~]

[ Delete [ VLAN ID [ Start IP Address | End IP Address | HTTP/HTTPS | SNMP | TELNET/SSH |

. Enable

Access Management Configuration

[#ode ] [Enabicd o]

[ Delete | VLAN ID [ Start IP Address | End IP Address | HTTP/HTTPS | SNMP | TELNET/SSH |

» Add New Entry

Access Management Configuration

Enabled ~ |

Delete | VLAN ID | Start IP Address [ End IP Address [ HTTP/HTTPS | SNMP | TELNET/SSH |
[m] 1 192.168.10.1] | 162.168.10.135/ O
O 2| 2224 | 2.2.2.100| 0 0

v CLI 27 of|A|

v" Access Management Configuration

> Mode

. Disable(default)

(config)# no access management

. Enable

(config)# access management

» Add New Entry

(config)# access management <1-16> <1-4095> <ipv4_addr> to <ipv4_addr> [1}
(config)# access management 1 1 192.168.10.1 to 192.168.10.135 web telnet
(config)# access management 2 2 22.2.1 to 2.2.2.100 snmp

{1}

all snmp telnet web

®
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6.5.1.8. SNMP

HOt 7|5 AQX| SFC6426 Al2|=

6.5.1.8.1. System

o Configuration>Security> SNMP>System

Of H|O|X|Of M SNMP & T+d35HM| K.

SNMP System Configuration

Mode Disabled

Version SNMP v2c

Read Community | |def ro_pwd

Write Community | |def rw_pwd

Engine ID 800007e5017f000001

SNMP System Configuration

0] g
SNMP 2E %58 LIEFHL|CE
Mode Enable: SNMP R EZE 2 3}5tL| L}
Disable: SNMP 2 E 2 H|=ZHd5lgtL|Ct,
SNMP X[ B2 LIEHHL|CY,
Version "

SNMP v2¢c: SNMP X[ HP‘J%

SNMP v1: SNMP X| & HEZ 12 M-
2¢
SNMP v3: SNMP X[ HHZ 32

SNMP O O] HEOf HMAE ﬂﬂﬂ

. Bt LICH(YE = AL, 0~255AH
Read Community

HotNEe 8% E& O, 22Xt

SNMP OO|HEOf HMAE 518517| 2ot
EPHL|CH(YR = SAL 0~255%})
P {7 0| SNMPv1 EE= SNMPv2cQl 2202 &
BOtNEC 2% F& hAEX}, A7 Z&HE 8%t 0]40] R
£ LE

Write Community 0] WE= SNMP
=2—1

SNMPy3 AIEl IDE Hell L CF
A2 B IO =XH(16Tl H
Engine ID N
S| X| RELCH10~64K
ofl
Buttons

Apply |. - 22 A| HAAE S ML
Apply&Save | : _;.g' A| HA

o=
(Resel], 22| A WZAES 320}
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0] =& SNMP B 0| SNMPv1 EE= SNMPv2cQl 4202t M2 EL|C},
X7t Z3HE 8K} O] A0 HeBtLCt,
MI| Hot AR LE| EXHEE Lt
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=
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WEB &7 0| A]

0|+ Configuration>Security>SNMP>System

v SNMP System Configuration

> Mode

. Disable(default)

SNMP System Configuration

Mode Disabled v
Version SNMP v2c v
Read Community | |def ro_pwd |
Write Community | |def_rw_pwd |
Engine ID 800007e5017f000001
. Enable
SNMP System Configuration
Mode [Enabled v]
Version [ SNMP v2c v|
Read Community |def_ro _pwd |
Write Community |def_nu ' pwd |
Engine ID 800007e5017f000001
» Version
SNMP System Configuration
Mode Enabled h
Version SNMP v1 ~
Read Community | |def ro_pwd |
Write Community | (def rw_pwd |
Engine ID 800007e5017f000001
SNMP System Configuration
Mode Enabled v
Version SNMP v2c ~
Read Community | | def_ro_pwd |
Write Community | |def rw_pwd |
Engine ID 800007e5017f000001
SNMP System Configuration
Mode | Enabled v|
Version | SNMP v3 v|
Read Community | def ro_pwd
Write Community | def rw pwd
Engine ID | 800007e5017f000001 |
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» Community(vl/v2c)

»

. Read Community

SNMP System Configuration

Hot 7|5 A%|X| SFCe426 Al2|=

Write Community

Engine ID(v3)

> EPHIH(Secure OS)

Mode Enabled v
Version SNMP v2c v
Read Community | |test123 |
Write Community | | private |
Engine ID 800007e5017f000001
SNMP System Configuration
Mode Enabled v
Version SNMP v2c ~
Read Community | | public |
Write Community | | test234 |
Engine ID 800007e5017f000001
SNMP System Configuration
Mode [Enabled v]
Version | SNMP v3 v|
Read Community | public
Write Community | private
Engine ID | 800007e5017f000002 |
SNMP System Configuration
Mode Enabled v
Version SNMP v2c v
Read Community | | Security1 |
Write Community | | Security2 |
Engine ID 800007e5017f000001

CLI 27 of|A|

v SNMP System Configuration

> Mode

. Disable(default)

(config)# no snmp-server
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. Enable

(config)# snmp-server

» Version

(config)# snmp-server version {1}
(config)# snmp-server version v1

{1}

vl v2c v3

» Community(vl/iv2c)

. Read Community

(config)# snmp-server community v2c <word255> ro
(config)# snmp-server community v2c test123 ro

Write Community

(config)# snmp-server community v2c <word255> rw
(config)# snmp-server community v2c test234 rw

» Engine ID(v3)

(config)# snmp-server engine-id local <word10-64>
(config)# snmp-server engine-id local 800007e501 7000002

> EPFE 5(Secure OS)

(config)# snmp-server community v2c Security1 ro

(config)# snmp-server community v2c Security2 rw
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6.5.1.8.2. Trap

A% Configuration>Security>SNMP>Trap

O] WO XA SNMP Trap & Td5tM| K.

Trap Configuration

Global Settings

[iod ] Debied~]

Trap Destination Configurations

| Delete | Name [ Enable | Version | Destination Address | Destination Port |

| Add New Entry |

Trap Configuration
Global Setting
€0 o
Trap 2 £ A& LtEFRLCE
Mode Enable: SNMP Trap 2E2 2Hd3}¢tL|C
Disable: SNMP Trap 2 E & H|Zd3lgtL|Ct,

Trap Destination Configurations

of

B

89 29

Name E |2 LIEFHLICE

Ho
3 |';" 0
m 42
In| o
mjo
I
m
1
r
_|T|_

Enable Enabled: SNM

kal
Ol
mjo
2
ot
o
-
a

o Mo T

FerLlct

>4
gt O
0x
tor [

= x|
mjo
-
m
2 I% o
h

mo L |mjo
inl

Version

%)
Z
<
B}
<
[N}
0
%)
=z
<
o

m
i3

ba
o
T
rz
fjo
[}
(@]

SNMPv3: SNMP E&# X[ HTE 32
SNMP E& CHA& FAE LIEHRL

.

=]
Fa%tIpv4 FaAEs Ho2 FTEE 10T BB (xyzw)2E 28T £

o>

= 2 Rom, A MM EXts &
OF st1, A #m{et OtX|8t BXH= F()O|Lf CAl(-)7F OfL|OfOF
Destination Address 2tL|C}
IPve YO| 7bsTLICE IPve FAE FEE()2E TEE 1675 4Xt2[2
O|R0{7l g7} WEZ HA|Z|= 128HIE & olL|C
'fe80::215:¢5fffe03:4dc7' & L|Ct 7|2 "2 LK E 09
St HASt= St E0[0, oF HEF LIEHE =
CESH A Ol |pv4 FAE 0| 8310] LIE}
:192.1.2.34' 4 L|C},
SNMP E& Ci& ZEE LIEFHLICE SNMP OO|HE£E 0| ZEE 4
SNMP D A|X| & &Lt #2lE= 10| 655357HX| & LT},

nc
4
H-|
30
o>
I
Ix}
2
Ui
mn
o)

Destination port
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Buttons

(AddNew Entry |, 2 @ AFgX1E % 7FBHLICH,

(e HHE S 2 2/5IH SNMP Trap Configuration 20| & & L|C})
[Avply | Z2) A HZANES N EEHLIC}

[Apobssave]: 22| A WZAIE S HB3l0 & +§.+L|cr

[Reset): 22 A| HZAIYS 5{48tm O|F Zto 2 E|EE L,
SNMP Trap Detailed Configuration

Of T O| |0 A trap MF 2EE TdotHA2.

SNMP Trap Configuration
Trap Config Name
Trap Mode Disabled v
Trap Version SNMP v2c v
Trap Community def_trap_pwd
Trap Destination Address
Trap Destination Port 162
Trap Inform Mode Disabled v
Trap Inform Timeout (seconds) | |3
Trap Inform Retry Times 5
Trap Probe Security Engine ID
Trap Security Engine ID
Trap Security Name

SNMP Trap Event

System U= 0 warm Start U Cold Start
Link up ® none O specific O all switches
Interface [ *Link down @ none O specific O all switches

LLDP ® none O specific O all switches
Authentication | [ = [J SNMP Authentication Fail
Switch O=0sTP CJRMON

SNMP Trap Configuration
g0

nx
o

Trap Config Name Trap Td2| 0| &2 LIEFELICH

SNMP 2E A2 LIEHHL|CH
Trap Mode Enabled: SNMP 2 E S&& AHE%tL|CH
Disabled: SNMP 2 E S%& ALE3HX| k&L CH
SNMP E® X| &= HTS LIEr L CH
SNMP v1: ¥7 SNMP E#
SNMP v2c: &7 SNMP E& A 2C2 X| gLt
SNMP v3: &7 SNMP E#2 HH 32 X||gtL ot
SNMP ER THZIS 2 W} HJLUEl HMA EXES LIEHLICE
(YO, =Xt E2At, 2XE 20| Z|f255X7ts)

'

Trap Version

Trap Community

= o o
Trap Destination S22 IPFAE (xyzw)E A & = ASLIC
Address St QBS SAE 0|22 AR & & YSL|CH Q88 SAE 0|22
LIt (A-Z), At (0-9), H(), CHAI)SYHEE H #HK 2Xt= S0l
o %o
L ]
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S8 + glom F2RLC[o} BLICE E3H A WIS DX/ EXtE M Ei
Trap Destinati ‘ SNMP trap Hg EE LtEFELICH SNMP OO|MEE O] ZEE S
ra estination por At
P P SNMP BIAIXIE HAELICE EE HIE 101A 655357 LIk,
SNMP trap inform 2 E =S LIEFHL|CH
Trap Inform Mode Enabled: SNMP trap inform 2E& gHdstatL|ct

=
Disabled: SNMP trap inform ZE& H

. SNMP trap inform Ef20t2& LIEFH LT,
Trap Inform Timeout x)

S 2EE HE 0(X)BE 2147(X) X YL Ch,
Trap Inform Retry SNMP trap inform XHA| = S5 LIEFALICE
Times 518&= Hel= 05 H 2557HX| &L T

. SNMP trap probe 22t A%l D 2E XA S |_|»E|-LH|_||:+
Trap Probe Security PP HE

Engine ID

O
(%2}
Q
o
(0]
o
wn
Z
<
0
—
]
©
o
o
(on
(0]
i
_9_
e
]
o
|-n
n
ujn
jus
r° rul°+

0 |+

SNMP trap 20t ATl IDE l—fEf"" l—| Ef SNMPv3& HHEDS
28l USME AL SHY traps S informsS ® &L CH
0|2{%t traps X informsE @[3l 21/ot AT ID7F HRTL| T} "Trap Probe
Trap Security Engine Security Engine ID"7} /d%t[0] S U= ID7t Ats2 2 ZEHEL|CH
ID H 23t Z[0]Ue 22 o] HEo| X[HE D7 AHEE LT
O] EXtE e B 7Ho| 16Tl XLE T/ E|0{Of 5tH, 1001 A 64 AtO[2]
A2 B X E$E 740F gL ch CFgh MHTH0 £ FE S8 E X
ASLICH

SNMP trap 20t 0|52 LIEFHLICE SNMPv3E Q11 71 HE 2
Trap Security Name I8l USME AHESIY traps X informsS M &EtL|C traps X |nforms7|'

2930 A= 4% LFet 2oF 0|50 gL L}

mju

SNMP Trap Event
g0f My

QIE{HO|A O F0o| ERME g al/H[gdatetL|Ct.

System Warm Start; & AEtE EYE Sdsl/H|gdstetL|Ct,
Cold Start: EE AEIE EME g 3l/H|2d3tatL T
OIE{H0]A 129

|
(SNMP ZHA[7t 215 I ERES Y = A= AS LIEHLICH)
E

Interface Link Up: @3 & EYMZ M al/H|2dztatL|Ct
Link Down: @3 CH2 E&S Eda/dH|gdatetL|ct
LLDP: LLDP E& S 2-gsl/H|2-gstet L Tt
215 A9 EME LIEFHL|CE
Authentication SNMP Authentication Fail: SNMP E3 0IZ AMIj EHMZ

§I-A-I §|./|:|| S §|.<‘5I- |_| |:|-.
ARIX| IEQ EYE =

Switch STP: STP ER S 2do/H| 2 datetL T,
RMON: RMON E&S &-d3l/Hgd3tet Lt
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB &7 0| Al

A& Configuration>Security>SNMP>Trap

v" Global Setting

> Mode

. Disable(default)

. Enable

Trap Configuration
Global Settings

[ioda] Dsabea -]

Trap Destination Configurations

[ Delete | Name [ Enable [ Version | Destination Add

[ Destination Port |

Add New Entry

Trap Configuration
Global Settings

[Waga] [Erabied ~ |

Trap Destination Configurations

[ Delete [ Name [ Enable | Version | Destination Address [ Destination Port |

Add New Entry

v" Trap Destination Configurations

> Add New Entry

. Use SNMP v1

SNMP Trap Configuration

[ Trap Config Name | [TEST-123v] |

Trap Config Name TEST-123

Trap Mode Enabled v
Trap Version SNMP v1 ~|
Trap Community def_trap_pwd

Trap Destination Address 192.168.10.130

Trap Destination Port 162

Trap Inform Mode
Trap Inform Timeout (seconds) | 3
Trap Inform Retry Times 5
Trap Probe Security Engine ID
Trap Security Engine ID

Trap Security Name

SNMP Trap Event

Cold Start

System [J= & warm Start
Linkup O none O specific ® all switches
Interface [ *Link down O none O specific @ all switches
LLDP © none O specific @ all switches
Authentication | () @ SNMP Authentication Fail
Switch O+ @ sTP

RMON
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Trap Configuration
Global Settings

[Mode [ [Enabled ]

Trap Destination Configurations

[ Delete [ Name | Enable | Version | Destination Add [ Destination Port |
[} TEST-123 Enabled SNMPv1 192.168.10.130 182 ‘

. Use SNMP v2c

SNMP Trap Configuration
[ Trap Configuraton Name | [ TEST-123v| |

Trap Config Name TEST-123

Trap Mode Enabled v|

Trap Version SNMP v2c v

Trap Community def_trap_pwd

Trap Destination Address 192.168.10.130

Trap Destination Port 162

Trap Inform Mode Enabled v

Trap Inform Timeout (seconds) | 3

Trap Inform Retry Times 5

Trap Probe Security Engine ID Enable v

Trap Security Engine ID

Trap Security Name None v
SNMP Trap Event

System )= B9 Warm Start Cold Starf

Linkup O none O specific @ all switches
Interface [ =Link down O none O specific @ all switches

LLDP O none O specific @ all switches
Authentication | (] = E SNMP Authentication Fail
Switch O+ @EsTP RMON

Trap Configuration
Global Settings

[Wode [ [Enabied v ]|

Trap Destination Configurations

[ Delete | Name [ Enable [ Version | Destination Address | Destination Port |
(] TEST-123 Enabled SNMPv2c 192.168.10.130 162 |

CLI 27 ofA|

v' Global Setting
» Mode

. Disable(default)

(config)# no snmp-server trap

. Enable

(config)# snmp-server trap
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v' Trap Destination Configurations
» Add New Entry

. Use SNMP v1

(config)# snmp-server host <word32>
(config)# snmp-server host TEST-123

(config-snmps-host)#

(config-snmps-host)# shutdown

(config-snmps-host)# version {v1/v2/v3} <word255>
(config-snmps-host)# version v1 def trap_pwd

(config-snmps-host)# host { <v_ipv4_ucast> | <v_word> } [ <udp_port> ] [ traps |
informs ]
(config-snmps-host)# host 192.168.70.130 162

(config-snmps-host)# traps [ authentication snmp-auth-fail ] [ system [ coldstart ]
[ warmstart ] ] [ switch [ stp ] [ rmon ] ]
(config-snmps-host)# traps authentication snmp-auth-fail system switch

(config)# interface ( <port_type> [ <plist> ])
(config)# interface *

(config-if)# snmp-server host <conf_name> traps [ linkup ] [ linkdown ] [ lidp ]
(config-if)# snmp-server host TEST-123 traps linkup linkdown /ldp

. Use SNMP v2

(config)# snmp-server host <word32>
(config)# snmp-server host TEST-123

(config-snmps-host)#

(config-snmps-host)# shutdown

(config-snmps-host)# version {v1/v2/v3} <word255>
(config-snmps-host)# version v2 def trap_pwd

(config-snmps-host)# host { <v_ipv4_ucast> | <v_word> } [ <udp_port> ] [ traps |
informs ]
(config-snmps-host)# host 192.168.10.130 162 informs

(config-snmps-host)# traps [ authentication snmp-auth-fail ] [ system [ coldstart ]
[ warmstart ] ] [ switch [ stp ] [ rmon ] ]
(config-snmps-host)# traps authentication snmp-auth-fail system switch

(config-snmps-host)# informs retries <retries> timeout <timeout>
(config-snmps-host)# informs retries 5 timeout 3(default)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface *

(config-if)# snmp-server host <conf_name> traps [ linkup ] [ linkdown ] [ lidp ]
(config-if)# snmp-server host TEST-123 traps linkup linkdown Ildp
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6.5.1.8.3. Communities

HOt 7|5 AQX| SFC6426 Al2|=

0+ Configuration>Security>SNMP>Communities

O| H[O|X[0]| A SNMPv3 R/ LIE| HO|E2ES

TABIM Q. 82 QlEA 7| "Community" @ LTt

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
O def_ro_pwd 0.0.0.0 0.0.00
0 def rw_pwd 0.0.00 0000
SNMPv3 Community Configuration
80 a3
Delete Mg 52 MESIA . ME Al A E L CH
SNMPv3 OfO|HEO| Lot HMAE 518St= HFRUEl HMA 2XAES
Community Agguct of ARUEl EXE2 22 O|§22 M2|EH SNMPv1 E&
SNMPv2c 7L E| EAtE0]| Of-ZE LICE O] =2 GroupsOl S-S FLICH
S P SNMP HM|& oA FAS XL A4 OFAARb AP0 &
ouree NEUS FBHots O ALBE 4 s ST #olo| ax Fagct,
Source Mask SNMP W MA AA FA OFAFE X|™HTHL|CH

Buttons
| Add New Entry |. - MER ALEXIE =7}t Y
Aoy | 22| A HZASS H 8L

[RepveSave], 22f A| B1ZARS RGOt MEELIC

[Resel, 22| A| MIZAIES F12010 O[M ZHOR EISYLICH

WEB &7 0| Al

Y+ Configuration>Security>SNMP>Communities

v SNMPv3 Community Configuration

» Add New Entry

SNMPv3 Community Configuration

Delete | Community | Source IP_ | Source Mask

192.168.10.0
192.168.10.0

O def_ro_pwd
O def rw_pwd

255.255.255.0
255.255.255.0
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CLI 27 oA

v SNMPv3 Community Configuration

» Add New Entry

(config)# snmp-server community v3 <v3_comm> [<v_ipv4_addr> <v_ipv4_netmask>]
(config)# snmp-server community v3 def ro_pwd 7192.7168.10.0 255.255.255.0
(config)# snmp-server community v3 def rw_pwd 192.168.710.0 255.255.255.0

[ L]
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6.5.1.8.4. Users

| Configuration>Security>SNMP>Users
O] H|O| X0 A SNMPv3 AFEXF HIO| &2 FsiFMR. &5 A 7= AT D F AFEX}F O F Y LIT

SNMPv3 User Configuration

Delete Engine ID User Security Authentication | Authentication | Privacy Privacy
g Name Level Protocol Password Protocol | Password
O 800007e5017f000001  default_user NoAuth, NoPriv MNane MNone None MNone

SNMPv3 User Configuration

g9 =k

Delete AME 52 dHStR. M Al AHE U

BEAE2 16 Tl WA 02 O] R 07l B~ Z0 |040F St, At A3l ==
. ZEON BE FE HEEX RELIC
SNMPv3 Ot7[El X = B A| X] E‘&f% U AHEAR 7|8 2ot 2E (USM)E
AESEL, ANA MO E UsH View 7|8 M A HO| 2> (VACM)E
AHEELICE
USM &=0{M usmUserEnginelD 2 usmUserName O| &=2| 7| L|C}.
ZHEHSE 0| O| M E O Al usmUserEnginelD £ g4t silS 0f 0| E 9
snmpEnginelD 2t YLICE O] 2t ESH O] AL8XIIF 84 = U= ’F
SNMP A ZI9| snmpEnginelD ZtS 7HE & AELICH
Z, ALEAL AT D 7F A|AE AIEl D oF ZCHH 22 AFEXO| 1, CHELCHH
HH AFEXYLICH
0| &¢=2| 0|2 A= EXE YULICE O] &=-2 GroupsOfl &
User Name ch.
(20[1~32%t, B2 CH/IAEX}, =X E4EX}F AL 7LS)
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7ol He "2 ¢
(Z0]8~32%}, A& CH/AER}

fot

o

o o
1

Mo

mjo

1z

%

ot

Privacy Password

Buttons
Add New Entry |; A2 @ AR AHE Z7betLCh
(Aol 22| A| HHAISS B BEHLIC
[RophvaSave | 22| A| #ZAIE S B B8n MEFLIC

[Resel, 22| A| MZAIES F14010 O/H ZHOR ESELICL

WEB &7 0| A]

27 Configuration>Security>SNMP>Users

v SNMPv3 User Configuration
» Add New Entry

. NoAuth, NoPriv

SNMPv3 User Configuration

Delste Engine ID User Security Authentication | Authentication | Privacy Privacy
g Name Level Protocol Password Protocol | Password
800007e5017f000001 default_user NoAuth, NoPriv None None None None
| Delete | | 800007¢5017f000001| |  TEST-123| [NoAuth, NoPrivv
. Auth, NoPriv
SNMPv3 User Configuration
User Security Authentication | Authentication | Privacy Privacy
°°'°‘°| Engine ID | Name | Level Protocol Password ‘Frotocol Password
800007e5017f000001 default_user NoAuth, NoPriv None None None None
Delete | | 800007e5017f000001| |  TEST-123| |Auth, NoPriv  v| BT
SHA224
SHA256
SHA384
SHAS512
. Auth, Priv
SNMPv3 User Configuration
User Security Authentication | Authentication | Privacy Privacy
e —hls | Name | Level Protocol Password | Protocol Password
B800007e5017f000001 default_user NoAuth, NoPriv None None None None
Delete | | 800007e50171000001| |  TEST-123| [Auth, Priv v EEI sosniens| [AES v e
AES192
AES256
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CLI 27 of|A|

SNMPv3 User Configuration
» Add New Entry

. NoAuth, NoPriv

HOt 7|5 AQ|X| SFC6426 Al2|=

(config)# snmp-server user <username> engine-id <enginelD>
(config)# snmp user TEST-123 engine-id 800007501 7000001

. Auth, NoPriv

(config)# snmp-server user <username> engine-id <enginelD> [ { sha | sha224 | sha256 |
sha384 | sha512 } <auth_passwd>
(config)# snmp user TEST-123 engine-id 800007e5077f000001 sha ****#*#****

. Auth, Priv

(config)# snmp-server user <username> engine-id <enginelD> [ { sha | sha224 | sha256 |
sha384 | sha512 } <auth_passwd> [ priv { aes | aes192 | aes256 } <priv_passwd> ] ]
(config)# snmp user TEST-123 engine-id 800007e5017f000001 sha ********** prjy aes

ook o ok KAk

°
SOLTECH



SOLTECH USER GUIDE

6.5.1.8.5. Groups

0% Configuration>Security>SNMP>Groups

SNMPv3 1 E|0|22 TASLICE 2o Qleia

SNMPv3 Group Configuration

7| = Security Modeld} Security Name ¥

Hot 7|5 A%|X| SFCe426 Al2|=

| LICH.

Delete | Security Model | Security Name |

Group Name

O usm default_user |

default_rw_group

SNMPv3 Group Configuration

0] a9
Delete ANE 252 MEiSHM Q. M Al AN E L Ct,
Ol gt=o| 2Ot mEl S MEHSHL|CE,
vl SNMPv1S MEHBHL|CH,
Security Model —
y v2c SNMPv2cE MEHSHL|CY
usm User-based Security Model (USM)S MEiStL|CT.
Security Name HQt 0|52 AlYsts EXFEQLICE O] 52 Communities, Users®| G2
y MHSLITH (Z0]1~32%}, UE TNARRL £, 42X} AL THS)
JEL AlYste ZEXFEQLICE O] 22 AccessOl Feke FLCH

Group Name

Buttons

(AddNew Eniry|: A2 @ 188 Z7h3tLCH,

[Aenly | 22| A HIFAFES HEELICH

[RephveSave | 22| A| HAAIS S X880 MELIC

[Resel): Zal A| HZAIES F|2adtn 0| 2o 5|2

E427 ABTHS)

WEB &7 0| A]

2w Configuration>Security>SNMP>Groups

v SNMPv3 Group Configuration
» Add New Entry

. vl

®
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SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
usm default_user | default_rw_group |
" Delete | Vi v [public v| | default_ro_group|
[ public |
pnvate
. v2c

(Security Name 2 Communities 8/ F&= E&L/L})

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
usm default_user | default_rw _group|
| Delete | v2c v [ public v | default_ro _group|
 public |
private
4 usm

(Security Name2 Users 9 F&£ EigL/})

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
usm default_user default_rw_group |
Delete [usmv| [default_userv| | default_ro_group|
Goraut_usor

CLI 27 of|A|

v SNMPv3 Group Configuration

» Add New Entry

. vl
(Security Name2 Communities &/ &= &&L/C})

(config)# snmp-server security-to-group model { v1 | v2c | v3 } name <security_name>
group <group_name>
(config)# snmp-server security-to-group model vi name public group default ro_group

. v2c
(Security Name2 Communities 8/ &= Ef&L/L})
(config)# snmp-server security-to-group model { v1 | v2c | v3 } name <security_name>

group <group_name>
(config)# snmp-server security-to-group model v2c name public group default ro_group

« usm
(Security Name 2 Users 9/ §&£ &ZL/CF)

(config)# snmp-server security-to-group model { v1 | v2c | v3 } name <security_name>
group <group_name>

(config)# snmp-server security-to-group model v3 name default user group

default ro_group
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6.5.1.8.6. Views

HOt 7|5 AQX| SFC6426 Al2|=

M+ Configuration>Security>SNMP>Views

O| I|O| K]0 A SNMPV3 &

F2 O Gl A

- —1—

00t

=
=

HOolES

7= "5 0|&(View Name)"4d} "OID A E

Tt
E2|(OID Subtree)" ¥ L|Ct.

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree
default_view |included v| A

SNMPv3 View Configuration

0] Ay
Delete AN HE5S MESM . MZE Al AK| ELICE
ol 52 £ F59| 0|2 AEst= EXHE YLILCE
View Name 0| 22 Access Off gek2 FLICt
(Z0] 1~32 X}, Y& /2R, =X EFEXL AHEILS)
ol =2 sliE =9 7 FHS LIEFHLICE
included O| 7 6t9| E2|7t ZatE|0{OF &H2 LIEILY = MEH,
. excluded 0| 7 st Eg|7t X1|9|E|010F 2 LIEtL = M &,
View Type OlHIROZ H st2o| = 930" 2 " ed 2
AutMo 2 J a=9| 7 FYO0| 'excluded @ 4%, 7 78Ol 'included'?!
CtE 7 &=0| UA0{0F 5, i 'excluded’ & %‘ £ H0{LtE 0ID 519
Eg|E 7bXOF BfLLCt,
XEE 7o =71g MEER|Ql REE HO|stE= OIDY LICE
OID Subtree m PO N
(Z0]1~128%}, =X}, HE(*) AHEItS)
Buttons
Add New Entry |. 12 2 viewZ 27}8HL|C}
Apply | S22l A| HEAIEE "t}
[App'y&sa”e L 2E Al HEAR S M5t AEetL|Ch
[ Reset | S A HEALZ FA5H0 O™ Zfe 2 E|Z & L|CEH

WEB A% 0| A]

v

» Add New Entry

SNMPv3 Group Configuration

test_view(excluded SysName)

SNMPv3 View Configuration

Delete | View Name | View Type | OID Subtree

O test_view |included v A
test view |excludedv| 136121150

]
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CLI 27 oA

v SNMPv3 Group Configuration
» Add New Entry

» test view(excluded SysName)

(config)# snmp-server view <view_name> <oid_subtree> { include | exclude }
(config)# snmp-server view test view .1 include
(config)# snmp-server view test view .1.3.6.1.2.1.1.5.0 exclude
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6.5.1.8.7. Access

HOt 7|5 AQX| SFC6426 Al2|=

Y+ Configuration>Security>SNMP>Views

O TO[X|Ol M SNMPv3 M~ O &S FEE L &= A F|= "I& 0|5 (Group Name)",

"8 Ot B El(Security Model)", 12| "o 2| (Security Level)" ! L|C}.

SNMPv3 Access Configuration

[ Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name |

SNMPv3 Access Configuration

9 ok
Delete Mg =2 dESIA . ME Al AXE L CH
o gF2eig 2= AES AMEste =X Y LICH
Group Name 0| &= Groups?| &2 &Lt
(20| 1~32 X}, Y& CH/AZAL, A S AL ZHS)
o &F2oig =2 Hot ZHZ LIEM LT
any DE 20 R EZ & &pri(vi|v2cjusm).
Security Model vl SNMPV1E & &.
v2 SNMPv2cE & &.

Security Level

Read View Name

Werite View Name

Buttons

Add New Entry |. MEL SNMP &

[Apply 2| A| HAAES

Apply&Save ‘: _;.g! A|

| Reset P22 A HAA

- O

usm User-based Security Model (USM)2 &{&.
Olgd=2 e &= 2ot Z-S LIEFR LT

NoAuth, NoPriv No authentication and no privacy.

Auth, NoPriv  Authentication and no privacy.

Auth, Priv Authentication and privacy.
M S 2EE = A= MIB WM E 25t= MIB 72 0| F /LICt
O] gh=2 Views?| @22 Br&LICE
(20[1~32At, F& CH/22 A, A EFEXAFALEZLS)
o

AHE—E ﬂz 28 = le MIB 7§ X & F2l8t= MiB 72| O F YL

O ¢te2 &= gL
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WEB &7 0| A]

v SNMPv3 Access Configuration

» Add New Entry

. default_rw_group(test_view)

SNMPv3 Access Configuration

Delete [ Group Name | Security Model | Security Level | Read View Name | Write View Name
O default_rw_group any Auth, Priv

| test_viewv| | test_viewv|

CLI 27 of|A|

v SNMPv3 Access Configuration

» Add New Entry

+ default_rw_group(test_view)

(config)# snmp-server access <group_name> model { v1 | v2c | v3 | any } level { auth |
noauth | priv } [ read <view_name> ] [ write <write_name> ]

(config)# snmp-server access default rw_group model any level priv read test view write
test view
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6.5.2. Network Configuration

6.5.2.1. Limit Control

0% Configuration>Security>Network>Limit Control
O| I|O|X| & &3l Port Security Limit Control A|A8INt ZE MH S e &= EL|CH

PN

nE

2 ZE 2o A ofo]ds 8 = ASHEL

Limit Control 2 £ ZEO|A ALEXt =& H|otst= 7| s LICL
AP XHE MAC 22 VLAN ID 2 A -EE LT}
ZEO|A Limit Control O] 243%™, X st

k=3
Of =5 LltotM 58 SH0| +AE L Lt 52 ot 23 Hl 7HX| & ot + UG L e

* None, Trap, Shutdown, Trap and Shutdown

AQK|= ZE E0t0| 2M3tE ZEOM M MAC FA7F HEAE If 2E ZEJ IR 5 MAC T4 =2
TEEULCHL 28 ZTEE YT 20N 1M 7| 20 LIHX| ZET} 0|0 AHE 7ts3t 2E MAC FAE
ALETH B2 TR XS RO = Qe 497 2l = S L

Limit Control 22 ZEO|AM & E MAC FAE #2|5t= otf =2l Port Security 252 &8¢ L|Ct
Limit Control 7+42 A|AHE MANQt ZE & F Jje| MMo=z g E LTt

Port Security Limit Control Configuration

System Configuration

Mode | Disabled v
Aging Enabled | [
Aging Period 3600 seconds
Port Configuration
Port[ Mode | Limit | Action | State [ Re-open
R T 3
1 4 Disabled
2 4| |None ~  Disabled
3 4 Disabled
4 4| |None ~  Disabled
5 4 Disabled
6 4| |None v Disabled
7 4 Disabled
8 4| |None ~  Disabled
e %o
L]
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Port Security Limit Control Configuration

System Configuration

20 MY
Mod AQ[X| MAIOIA Limit Control O ZHAIBE[0] Q=X| OFLIX| = LIEFHLICE
ode Mooz HEMSIE A2, Mo $0l U T SEHS B AS}E L)
Aging Enabled MAE 82, EetE MAC F&e Aging 7| 2H0]| 2t AR E L.

Aging Enabled7t M2 &0 A= E2, 0 YHEE ALY Aging 7I2tE
HofgL|Ct CHE 280| MAC 45 E2357| 5 7|2 ZE 2ot
Aging Period A8Ste 8%, 7152 Ar8dte 2= 28 TOAM 7HE B2 Aging 71240
71 ZE HOHo| AFEE L
(Aging 7|7+ 105 H 9,999,9997tX| 2| =Xt2 MY 4= AELICH)
System Configuration

gof Ay

Port 70| MEL|= ZE HSQL|CH
O| ZEOf| A Limit ControlO] &83tE|0] JA=X|E HO{TL|CL O] 480t MY
DE D57} =24 5HE|0OF Limit ControlO] &8 & L|C},

Mode ZolsjoF & B2 CH2 RE0| S EE0] A Limit ControlS EAISISIX| 22
T2 ZE HOL 7|52 MY £ UCh= AYL| ot
O] ZEO|N EOotgt &= QL= X[t MAC T4 =Y L|C} O] == 10245 x1+gt
& & LICt MotE XSt s 2ste S20| A E LI}
Limit 22K|= MAC FA9| & FE VX1 o, B E ZEV U EOM F
AE ST Y| 20, o|0] AFE 7538 ZE MAC TAE AE8SH 42 4H
El XX E HSE = gl &= ASUCH
MAC =2 HM3Ho| ZESHH, A9 K| stLte] S22 g 5= ASL Tt
None S ZEO|AM Hst 0|42 MAC =AE S| 88HA| %2
o, F7H8 ol S S FSHR| #ELUCH
Trap s ZEO|A Limit + 17H2] MAC A7} 24X & H
SNMP ERZ M&gtL|Ct
AgingO| H|2td 42, ot Ho| sNmp E-EH M & Aging
O] 2 M3tel 42, Mote Zute UHotCE Af 22 SNMP
E#o| MEE LT,
Shutdown e ZEO|A Limit + 17H2] MAC AT HX[LH ZE
£ TEYLICH
Action O|2 QI8 EQEl B E MAC At ZEO|M MAHE L,
M2 Fae StEE X 25U
MXIo ZEQ| ATt FE|HO = HAGA,
MEgsiHets, ZE= Z2E HEfE §X[E L/ Ch
ZEE CIAl Z3{® A 74X| 20| ASLCH
1) AKX E MEL LT
2) LEL} AQ|X|0]| A Limit Control2 HI&4%}3t CHs
CHA| g stetLct.
3) "Reopen" HHES S /gtL|Ct
Trap&Shutdown il & ZEO| A Limit + 17H2] MAC F2 7} ZHX| | H 2[0
M A "Trap" & "Shutdown" SXH0| 2= =3 &l L|C},
State O] €2 Limit Control2| 2HO|AM & HIf ZEO| HEHE HO|FL|Ct HEl=
CHS Ul 7tX| 2t & StLHE 7HE == S LCH
e %o
L L ]
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Re-open Button

Buttons
[Aooly ], Z2) A| HZASY

A

o
Apply&Save ‘: _;.g! A| tﬂg

Hot 7|5 A%|X| SFCe426 Al2|=

Disabled Limit ControlO| GlobalOf| A H|Zt M atE|AALL SiY ZE
Ofl M H|ZH M 3} 2| S L T
Ready gt =2k X] RA/US S LIEFHALICE

2 & ActionOf| CH3H EA[E = UAELICH

sie ZEO|M Moo =2 S-S LIEFRHLICE

0| #Ef-= ActionO| None EE+= Trap2 2 A7 = 40Tt
HAIE = AFUCL

Limit Control0f| 2|sl ZE7} ZR2 |} SS LIEFHLICE

0| 4Ef & ActionO| Shutdown S+ Trap & Shutdown2 2
HYE ZdL0T BAIE = JAELICH

Ol RE0f o ZE ZS=2E H2, 3l ZEE LA 27| 98 Ol HES 2

gl = AS LI

Limit Reached

Shutdown

CHA ®7] BE2 S2/8tR HO|X| 7t 2 /XD 2,
OFF| MEIX| 2 WY A2 A + ASLITL

Mgerct
s ®gstn MaeL

WEB &7 0| A]

System Configuration

Mode | Disabled v
Aging Enabled | [ |
Aging Period 3600 seconds

v" System Configuration
» Mode
+ Disabled
+ Enabled

> Aging Enable

. Disabled

System Configuration

Mode [ Enabled ~|
Aging Enabled | [ |
Aging Period 3600 seconds

System Configuration

Mode | Enabled v

Aging Enabled | [ |

Aging Period 3600 seconds
e %o
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. Enabled

System Configuration

Mode | Enabled V|
Aging Enabled
Aging Period | [3600 | seconds

» Aging Period
(10 ~ 9,999,999 seconds)

System Configuration

Mode | Enabled V|
Aging Enabled
Aging Period | 9999999 | seconds

v" Port Configuration

» Mode
. Disabled
Port Configuration
Port | Mode [ Limit | Action [ State [ Re-open

= [ v 4| [« v
1 | Disabledw 4 one ~ Disabled
2 | Disabledw 4| | None ~ Disabled
3 |Disabledv 4 lone ~ Disabled
4 | Disabledv 4| | None ~  Disabled
5 |Disabledw 4 one ~ Disabled
6 |Disabledv 4| | None ~ Disabled
7 |Disabledw 4 one ~ Disabled
8 |Disabledv 4| | None ~ Disabled

. Enabled

Port Configuration

Port | Mode | Limit | Action | State [ Re-open
2 [ v | 4| <= -
1 [Enabled v| | 4| [None v| Ready
2 4| [None ~ Disabled
3 4| [None v Disabled
4 4| [None v Disabled
5 4| [None v Disabled
6 4| [None v Disabled
7 4| [None ~ Disabled
8 |Disabledv| 4| [None v Disabled
»  Limit (1 ~ 1024 MAC address)
e %o
® L]
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Port Configuration

Port| Mode [ Limit | Action | State | Re-open

= [ v | 1[]24| <> v

1 [Enabled v| | 1024| [None ~| Ready

2 4| [None v Disabled

3 4| [None v Disabled

4 4| None v Disabled

5 4| [None ~  Disabled

6 4| None v Disabled

7 4| [None v Disabled

8 [Disabledv| 4| [None ~ Disabled

> Action

. None | Trap | Shutdown | Trap&Shutdown

Port Configuration

Port| Mode [ Limit | Action | State [ Re-open

: (o v [ 1024] [ v

1 [Enabledv| |  1024| [Shutdown ~| Disabled
2 4+ [ECNEEEEEE Dissbled
3 a Disabled
4 4 Trap & Shutdown Disabled
5 4| [None v Disabled
6 4| | None v Disabled
7 4| [None v Disabled
8 |Disabledv| 4| [None ~ Disabled

CLI 27 ofA|

v' System Configuration
» Mode

. Disabled

(config)# no port-security

. Enabled

(config)# port-security

» Aging Enable

. Disabled

(config)# no port-security aging

. Enabled

(config)# port-security aging

« Aging Period
L ]

®
SOLT

INFOMET INC.



SOLTECH USER GUIDE 2ot 715 £21K| SFC6426 Al2|=

(10 ~ 9,999,999 seconds)

(config)# port-security aging time <v_10_to_9999999>
(config)# port-security aging time 9999999

v" Port Configuration
» Mode

. Disabled

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/7

(config-if)# no port-security

. Enabled

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/7

(config-if)# port-security

»  Limit (1 ~ 1024 MAC address)

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# port-security maximum [ <v_1_to_1024> ]
(config-if)# port-security maximum 1024

> Action

. None | Trap | Shutdown | Trap&Shutdown

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# port-security violation { protect | trap | trap-shutdown | shutdown }
(config-if)# port-security violation protect

(config-if)# port-security violation trap

(config-if)# port-security violation shutdown

(config-if)# port-security violation trap-shutdown
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6.5.2.2. ACL
ACLS Z2MALL Z2IYI 22 SH =34 | o2t B2 518
She AL HO| BB THBHE ACE HOIZE THELICH ACE DAL M3

4

HMol= s ACLOl ChHot M EXt7F 22| ASLICE Het2 58 Eiy JHH o
s

of
ACL 72 0|2 S0f Chs 4310l Choh ACES] M 2917k XIFEIE 3 0 BB + AsLIth HES

M

—
- =
MEO| HEE 2AE E= MH 50| JSLICH ACL2 LEIHo =z QIH2E EEfY S MO
1 ACLZ

Yo FARRLIC.

T8 ACL 7-81F B3 E M 7HX] 798 Z7hseh 440] S

ACL T2 7H B2 (HENUIM 7HY W2 (3tEh 202 M 297t XIYE YA 2 ACES BEAIFLICH $4
ZR| Y ARISHe ACEZH O REEhE SHLES| ACEOIMEH HFELICE AXISHE & BT ACES SHT Za Yo
N EX|(S18/745)2 85t 8T ACEY G1ZE FH2E{7L SIRBLICH ACEE $4 EEQ MM @/OrAS
W)o| BE ZT AAT 4+ USLICH ACE YHMO| MAEH SiT HMS ACL EE 40| YR2 EE 1F
I Y 4 UBLICH ACER THE 4 U of2f Bjfm47} ASLCH

ACL ZE 742 +M ZEO| Y8 DS TYots O AFSELICH Ol SUY EAT 74 252 ZES
JESkote O R8ULICH ET FMS ACL PHUIM YHBLCE 2 £4 ZEO o) CHS 24T 42
2¥E + Aot

o
o
>
Q
o

=)

« £ T H|BH7|(Rate Limiter)
o LE Z|C|& M (Port Redirection)
« O] (Mirror)

« 22(Logging)

& & (Termination)

{H 0|2 = ZEO|M ZQ|HO0| HEL|=X|(Permit) E= AR E[=X|(Deny)E Z27%t= O AFEE= =2

E
E MYS s{8YLICEL 7|2 Y2 A8 YU L

of Cis MEiS Chg 22| Q) RES MEsor & =H ot 2
Lk X[JEE 22 Y g2 o3 2540
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HOt 7|5 AQ|X| SFC6426 Al2|=

* Any
R P -
*ARP
*|Pv4
IPv6
MAC 7|8t ZEE S 1P Z2EF 7|8 HHIY2 HES =Zdj|g) /Y UE0 OGE A2z 298 = U
Ct.
6.5.2.2.1. Ports
A+ Configuration>Security>Network>ACL>Ports
Zf 29X ZEQ| ACL DH7H H+(ACE)E T I &L th
Of o7 = =2 0| £ ACE 2t LX|SHX| Gi= of ZEO|M 418 = Yol JeS D& LI
ACL Ports Configuration
Port [ Policy ID [ Action [ Rate Limiter ID | Port Redirect [ Mirror | Logging [ Shutdown | State | Counter
Disabled Y
* 0| [== v [<> v| Port 1 . [<> v| [== v| [<= v [<= ~| .
Port 2
Disabled Y
1 0| [Permitv] | Disabled v| Port1 (| [Disabledv| [Disabledv| |Disabledv| [Enabled v| 0
Port2 =
Disabled Y
2 | 0| [Permitv| | Disabled v| Port1 (| [Disabledv| [Disabledv| |Disabledv| [Enabled v| 0
Port2 =
Disabled Y
3 | 0| [Permitv] | Disabled v| Port1 (| [Disabledv| [Disabledv| [Disabledv| [Enabled v| 0
Port2 =
Disabled Y
4 | 0| [Permitv| | Disabled v| Port1 (| [Disabledv| [Disabledv| |Disabledv| [Enabled v| 0
Port2 ~
Disabled Y
5 0| [Permitv]| [Disabled v| Port1 (| [Disabledv| [Disabledv| [Disabledv| [Enabled v| 0
Port2 =
Disabled Y
6 | 0| [Permitv| | Disabled v| Port1 (| [Disabledv| [Disabledv| |Disabledv| [Enabled v| 0
Port2 =
Disabled Y
7 0| [Permitv] | Disabled v| Port1 (| [Disabledv| [Disabledv| [Disabledv| [Enabled v| 0
Port2 =
Disabled Y
8 | 0| [Permitv| | Disabled v| Port1 (| [Disabledv| [Disabledv| |Disabledv| [Enabled v| 0
Port2 =
ACL Ports Configuration
20f uy
Port SLoh ol ZE 270 thet =2/H el ZEYLC
Policy ID Ol ZEO| H8g YN MEgL|Ct
olic N
Y 518/ 7he 0 SE| 255 7HX| U 7|22 0 it
. HEO| HEE[=X| ("Permit”) OFL| B HEE|=X| ("Deny") M EGEL|CL
Action Lo Yol
7| 2252 "Permit" QI LILCt.
Rate Limiter ID O ZEO| M8 £ & X872 MATLICL S{8E|E 32 "Disabled” £
ate Limiter i
101 M 1674X| 2] gL LICE 7|=2t2 "Disabled" & L Ct.

..
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oF

BHOor 7

s 22 X| SFC6426 Al2|=

Zg Yol g|CjAME|s ZEE MEABIL|Ct 5 &&= ¢f2 "Disabled” &
Port Redirect EXN ZE 30|04, 7| 2Zt2 "Disabled" ¢ LI|C}.
(Action E5 2| Zf0| PermitQ! AL &7F0| S7tgtL|Ct)
O] ZE Q| Mirroring &S X|g&LICt.
. Enabled: ZEO|A s=41E =2 0| Mirroring & LI Cf.
Mirror Disabled: ZEO| A =412 Z2{| 0| Mirroring=|X| & L|CH
7| 2742 "Disabled" & L|Ct.
Ol ZEO| 2 &2 X|HYL|Ct 2 HA|X|0= 4HIO|E CRCZt Z2tE|
X| $&LC
Enabled: ZEO|A] A&l T2 0| A|AH 2 0j| X{ZHE LTt
Logging Disabled: ZEO|M =4 Z2j| QO] A|AH 20 YK pEELICH
7|%ﬂ8 "Disabled" & L|C}.
124 7|52 W7 Z0|7} 15182 Ct 212 (R VLAN Ef1)QF A|AH 2
T oime a7 X 22 AEs HEEE A0 S
Ol ZEQ| ZE T2 &2 X|FgLct.
Enabled: ZEO|M Z &Y S =45t ZE T} H| =gl E LTt
Disabled: ZE Z 27} H| 2 3}E L|Ct,
Shutdown
7| 2%t2 "Disabled" & L|C}.
A0 ZE FE 752 i3l Z0|7t 15182 L} A2 WH(IEEE 802.3 0] 2|9]
VLAN E{ 21 @10[)2t 25k Ct.
O LEO| ZE #EfE X[HELICH.
Enabled: ACL AF&At BE0| LE 47 S HFSI LEE FL|C
State Disabled: ACL AFS At B 52| TE MHS W0 ZES BT
7|2 %t2 "Enabled" 2 LI C}.
Counter ACEQ YX|sHe =3l 5 HA|EL|Ct,
Buttons
[ApPly | Z2) A| HIHANSS MBS
[Apohssave]: 22| A WZAIR S HE3tn HEFL
|Reset. 22| A| HIZAALEIS | AStD O | =& L
[Refmh | 220 A| HO|X|E M2 DA,
[Clear]: 22y A 7h2 | ME4S FATHLICE

WEB A% 0| A]

v" ACL Ports Configuration
» Policy ID

0~255(default 0)
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Hot 7|5 A%|X| SFCe426 Al2|=

Port | Policy ID | Action | Rate Limiter ID [ Port Redirect | Mirror | Logging [ Shutdown [ State | Counter
Disabled
* 255| [<> ~] [<> v Port 1 [« v| [« v| [< MEES ~| =
Port2  ~
Disabled
1] 255 [Permit v | Disabled v | Port 1 | Disabled v| [Disabled v| [Disabled v| [Enabled v | 0
Port2 -
» Action
e Permit(default) | Deny
Port | Policy ID [ Action | Rate Limiter ID | Port Redirect [ Mirror | Logging [ Shutdown | State | Counter
Disabled
* 0‘ ‘<> v| ‘<> v‘ Port 1 |<> v‘ ‘<> v‘ |<> v‘ |<> v‘ =
Port2  ~
Disabled
1 0/ [Permit v| [ Disabled v | Port 1 [ Disabled v| |[Disabled v| |[Disabled v| |Enabled v | 0
Deny Port2 ~
Disabled
» Rate Limiter ID
. Disabled | 1~16
Port [ Policy ID | Action | Rate Limiter ID | Port Redirect | Mirror | Logging [ Shutdown | State [ Counter
Disabled
* ‘ 0‘ [=> v [<> v| Port 1 [<> v [= ~| [= MR v *
Port2 ~
Disabled
1 0 [Permit v 1 v Port 1 | Disabled v| |[Disabled v| |Disabled v| |Enabled v | 0
Disabled Port2  ~
1 Disabled
2 0 2 Port 1 | Disabled v| |Disabled | |Disabled v| |Enabled v| 30741
3 Port2 ~
4 Disabled
3 0 5 Port 1 [Disabled v | [Disabled v| [Disabled ~| [Enabled ~»| 16713
6 Port2 ~
7 Disabled
4 1 8 Port 1 [Disabled v | [Disabled v| |Disabled ~| [Enabled v | 0
9 Port2  ~
10 Disabled
s 0 112 Port 1 [Disabled v| |Disabled v| [Disabled v| [Enabled v | 0
Port2  ~
13 Disabled
6 0 1; Port 1 [Disabled v | |Disabled v| |Disabled v| |Enabled v | 0
Port2 ~
16 Nicahlad
» Port Redirect (Need Action Deny)
. Disabled(default) | Port Number
Port | Policy ID [ Action [ Rate Limiter ID | Port Redirect | Mirror | Logging | Shutdown | State [ Counter
Disabled
2 0‘ [« v] [<> v Port 1 [« v| [« V| [<> v| <> M =
Port2 ~
Disabled
1] 0| [Deny | | Disabled v | Port 1 | Disabled v| [Disabled v| |[Disabled v| [Enabled v | 0
Port2 ~
»  Mirror
. Disabled(default) | Enabled
Port | Policy ID [ Action [ Rate Limiter ID [ Port Redirect | Mirror | Logging | Shutdown | State | Counter
Disabled
2 0‘ [<> v [<= v Port 1 [<> ~v| [<> v| [=> v| [=> v =
Port2  ~
Disabled
1] 0| [Permit v | Disabled v | Port 1 Disabled v | |Disabled v| |Disabled v| |Enabled v | 0
Port2 ~ Disabled
Disabled Enabled
» Logging
+ Disabled(default) | Enabled
o %o
b
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Hot 7|5 A%|X| SFCe426 Al2|=

Port [ Policy ID | Action [ Rate Limiter ID [ Port Redirect | Mirror | Logging | Shutdown | State | Counter
Disabled
* ‘ 0‘ [<> v| [<= v Port 1 [<> ~| [<> v| [=» v| [=> v *
Port2 v
Disabled
1] 0| [Permit v | Disabled v | Port 1 Disabled v| |Disabled v| |Disabled v| |Enabled v 0
Port2 = Disabled
Disabled Enabled
»  Shutdown
+ Disabled(default) | Enabled
Port | Policy ID [ Action [ Rate Limiter ID | Port Redirect | Mirror | Logging | Shutdown | State | Counter
Disabled
* ‘ 0‘ [ v [« v| Port 1 [<> v| [<> MEES v| [<= v =
Port2 -
Disabled
1] 0| [Permit v | Disabled v | Port 1 Disabled v| |Disabled v| [Disabled v| [Enabled v 0
Port2 - Disabled
Disabled Enabled
»  State
+ Enabled(default) | Disabled
Port | Policy ID [ Action | Rate Limiter ID | Port Redirect [ Mirror | Logging [ Shutdown | State | Counter
Disabled
2 ‘ 0‘ [ v [<> v Port 1 [< v| < V| [<> V| [<> v| 4
Port2 -
Disabled
1] 0| [Permit v [ Disabled v | Port 1 | Disabled v| [Disabled v| |[Disabled v| |Enabled v | 0
Port2 - Disabled
Disabled

CLI 27 ofA|

v" ACL Ports Configuration
» Policy ID

0~255(default 0)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# access-list policy <policy_id>
(config-if)# access-list policy 255

Action

Permit(default) | Deny

(config-if)# access-list action { permit | deny }
(config-if)# access-list action deny

Rate Limiter ID

Disabled(default) | 1~16

(config-if)# no access-list rate-limiter
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(config-if)# access-list rate-limiter <rate_limiter_id>
(config-if)# access-list rate-limiter 16

<rate_limiter_id> = <1-16>

» Port Redirect (Need Action Deny)

. Disabled(default) | Port Number

(config-if)# no access-list redirect

(config-if)# access-list redirect interface { <port_type> <port_type_id> | ( <port_type>
[ <port_type_list> 1)}
(config-if)# access-list redirect interface GigabitEthernet 1/4

>  Mirror

. Disabled(default) | Enabled

(config-if)# no access-list mirror

(config-if)# access-list mirror

» Logging

. Disabled(default) | Enabled

(config-if)# no access-list logging

(config-if)# access-list logging

» Shutdown

. Disabled(default) | Enabled

(config-if)# no access-list shutdown

(config-if)# access-list shutdown

> State

. Enabled(default) | Disabled

(config-if)# access-list port-state

(config-if)# no access-list port-state
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6.5.2.2.2. Rate Limiters

0+ Configuration>Security>Network>ACL>Rate Limiters

A QX0 ACL 9| Rate Limiters A& &tL|Ct.

ACL Rate Limiter Configuration

Rate Limiter ID | Rate [ unit
* 10| | <> w
1 10| |pps w
2 10| |pps v
3 10| |pps w
4 10| |pps v
5 10| |pps w
6 10| [pps v|
7 10| |pps w
8 0
9 10| |pps w
10 10| |pps v
il 10| |pps v
12 10| |pps v
13 10| [pps v|
14 10| |pps v
15 10| |pps w
16 10| |pps v|
ACL Ports Configuration
20f 4y
Rate Limiter ID Sot Hof| =ehE 27 2|0[E 2|0[H ID LT
ate Limiter
1825 16 7HX[2] HIE 7t LTt
780 AE2 T2 (pps)2l % 0~5,000,000 Z=ZH|E/ZE(kbps)2|
Rate ° o
A< 0~ 10,000,000 L|C}
Unit HO|E CHRIE XIS R.(pps: 2 THA ==, kbps: £ ZEH|E %)
Buttons
Aodly | 22| A| HEARES HBBHLICE
ApplyéSave | 22l A| HZAMNE S HEotn HYEL|CH
[Reset), 22y A #ZAFES F 25t O/ 202 EISEUCL

WEB &7 0| Al

v' ACL Rate Limiter Configuration
> Rate

. 0 ~ 5,000,000pps or 0 ~ 10,000,000kbps

®
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ACL Rate Limiter Configuration

Rate LimiterID| Rate | Unit
* 5000000| |<=
1 5000000| |pps v
2 10000000| [kbps v |
3 10| |pps ~
4 10| |pps v
S 10| |pps w
6 10| |pps ~
7 10| |pps w
8 10| |pps v
9 10| |pps v
10 10| |pps v
i 10| |pps w
12 10
13 10| |pps w
14 10| |pps v
15 10| |pps w
16 10| [pps |

HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 27 of|A|

v' ACL Rate Limiter Configuration

» Rate

. 0 ~ 5,000,000pps or 0 ~ 10,000,000kbps

<kpbs25_rate> }

(config)# access-list rate-limiter [ <rate_limiter_list> ] { 10pps <pps10_rate> | 25kbps

(config)# access-list rate-limiter <1-16> 10pps <0-500000>
(config)# access-list rate-limiter 1 10pps 500000

<kpbs25_rate> }

(config)# access-list rate-limiter [ <rate_limiter_list> ] { 10pps <pps10_rate> | 25kbps

(config)# access-list rate-limiter <1-16> 25kbps <0-400000>
(config)# access-list rate-limiter 2 25kbps 400000
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6.5.2.2.3. Access Control List Configuration

0+ Configuration>Security>Network>ACL>Access Control List

HOt 7|5 AQX| SFC6426 Al2|=

O] HO|X|= O] AX|0M o=l ACE(Access Control Entry)2 &= MZ Mo S2(ACL)S EoFL|CH
Zt W2 GOl ACEE HYTtLICt 2t AQX|OtCt Z[Cf 5127H2] ACEE 7HE =+ U&LICt
Z|AE0| 22 ACEE F718+ Ne. e Z2EZ0 AH8E=

o
OfofEl ACE= HESHAHLE AME =+ glan, =M HEdd £ plol, =7t 7t =5 Ut

7t otefoll A= S A(+) 7|2 2
_I

Access Control List Configuration

ACE [ Ingress Port | Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |

Access Control List Configuration

g0f

nx
o

ACE

Ingress Port

Policy / Bitmask

Frame Type

Action

Rate Limiter

Port Redirect

Mirror

ACE 2| ID £ LIEFRHLICE
ACE O] Q13| A ZEE LiEfHL|CH
All: ACEE 2 E o108 A ZEQ HE%L|LCt,

Port: ACEE &3 QA ZEO| METLICE
ACES| EM Mol H{EOIATE LIEFHL|CE
ACEQ| Z2f|Q RS LIEHHLICE
Any ACEE ZE Z2|Q RELICt
EType ACEE= O|G Yl §3 =g LTt
ARP ACE= ARP/RARP Z 2| @I L|C}.
IPv4 ACEE 2E |pv4 T3 LTt
IPv4/ICMP ACEE ICMP Z2EZ2 AFE3HE IPv4 T3 J LTt
IPv4/UDP ACEE UDP ZZEE S A3t IPva T2 YL Ch
IPva4/TCP ACEE TCP Z2ZEE S AFB3HE IPva T2 YL Ch,
IPv4/Other ACE= ICMP/UDP/TCP7} OFl 1Pv4 T2 QiL|Ct,
IPv6 ACE= BE |pve BEZ T QLCt,
ACEQ| MY &%t LIEHHL|CE
Permit ACER} YKot g2 MYStn stEE 4= JASLICH
Deny ACER 2X|ot= =2 HEL|CH
Filter ACER 2X|ot= =2 EHE &Lt
ACE2| 2{|0|E 2|0/ HZ E LIEtHLICH S &&= Hel= 101AM 16Tt
"Disabled"E EA|Z|H Z|O|E 2|0/F 7| 50| Hl2datE L|Ct
ACES| ZE Z|CIO|HE SZh5 LIEFRLICH ACEQF YX[5t= Z Y2 sy ZE
¢ 2lcfolH S gL 8855 U2 "Disabled” £ S EE WYL

o] ZEQ| 0|2 Eﬂ% X ggct

ACEQ YX|ote =32 th4 0|28 ZEZ O|z{FEL|ct
Enabled: ZEO|A A=l =g Q0| O/ &%L|C}
Disabled: ZEO|A $=AIEl ZpjQ0| O3] 25 K| L&L|CH

INFOMET INE.
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Counter ACES} T3 2{0| DfEE 242 LR L|C
CHS HEZ AH8SHY HIO| 22| ZF ACEE =8 = JUSLICH
@ SIA B A0 M2 ACEE & UTHLCE.
® ACE @2 HE gL C}
Modification @ ACEE SE0|M 2 Ol L|CH (M= &%
Buttons @ ACES 220|A o2}z 0| S3fLct (RMaS 8heh
® ACEE AH|ghLCt
® IH5 OfEZ(+) 7| == ACE 22 2| 7HE Ofefofl Af 22 27t
SHLCHIFE We M a9
Buttons
Auto-refresh | : H|38tA H2 A| 7| M2 HO|X| X5 A2 DAS AFRSHL|CH

Refish |} 22| A| HO|X|E MZ 1%
[Clear|: 22} A| 7} F MEfg Haghct
(Remoe All|: @ = ACEZ | EHL|CH.

ACE Configuration

Of T O|X|0| A ACEEZ MO &=)E Fd3tM 1.

ACEE O3 Dj7f =2 S ELICE O] Oj7i gl dEioh =2 Rof et CHELCH BN ACEO]| CHet
elaga ZES HHo OHE 2 Y s MESHM . MES =2 Y o W2t CHE Dj7h s 540

HA|ELICE

O ACEQ €X|St= Z2i| @2 O 7|0l A “Fol& T dut eX|gLCt.

ACE Configuration

All Action Permit v

Port 1 Rate Limiter | | Disabled v
Ingress Port | |Port 2 Mirror Disabled v

Port 3 Logging Disabled v

Port 4 M Shutdown Disabled v
Policy Filter | [ Any v Counter 0
Frame Type | |Any v

VLAN Parameters

802.1Q Tagged | | Any v
VLAN ID Filter | | Any v

Tag Priority Any hd
ACE Configuration
g0of 4y
0| ACE 7P HMEE|E YA ZEE MEHSIM Q.
Ingress Port All: ACE £ ZE ZEO XHgEL|CH
Port n: ACE & dlie ZE Hw 0| HEE LTt
INESE (R

O] ACEOf CHZH HX Mz HHE
Any: EM HE7F X E|X] R/UASLICH
Specific: O] ACE 2 £ Hxg o
A 2t HEDIASE e

Policy Filter

® L]
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Policy Val & LEO|| "Specific'0] MEHEl AL EX MM Zte Ay
OlIC alue o

y LI 885 Weol= oo A 2552 L|Ct
2 ZE 0] "Specific"0| A ﬂE_ Ao EX MM HEOAIS Y
(o]}

&= AFUCL 38 El= Hel= 0x00| A OxffLICt.

> 03'_ ¥0 o

Policy Bitmask

Frame Type O ACEO|| CHol =22 RS MEistM Q.
Any Mo b

| 20| = ACESQ} LX|TH = Q& LIC
O R 2Tt ACES}t LX|E = UL LICH IEEE
802.30| A= Zol/fd EEQ| 740] 1536 O|&f (167 =2
06000|£h0|0{OF 8T, ZfO| 0x800(IPv4), 0x806(ARP),
0x86DD(IPv6)2t ZHX| Q4OtOF BFL|C}.

Ethernet Type

ARP ARP Z2f| 28 ACEQt 2 K| == USLICE. (0x806)
IPv4 IPv4 Z2f| QB ACERF YX|2 == AELILCE. (0x800)
IPv6 IPv6 Z2f| 2B ACEQt YX|E == AL LT} (0x86DD)
Action ACEO| YX[St= =2 ol CHel =3 2 S XLt
Permit ACEO| ¥X|ote =22 &2 s{ 8Lt
Deny ACEO| 2X|st& =l I 7| g LCh
Filter ACEO| 2X|5t= =22 EHEEL
Rate Limiter 7|12 tH2 El Rate LimiterE AP LICE 31 8E= Hee= 182
167t X| I L|C}. Disabled= Rate Limiter 2-=0| H| 24 3|ElL|Ct,
Port Redirect ACEO| €X[3t= =22 of7|0f X|HE ZE M2 2[CHO|HEE LTt
Rate limitere ZEO| &S O LICL 5 8&= HE fIX ZE

A
HS HR9t SUBILICE Disabled= ZE 2|CHO|ME ZH0|
HZg3tE S LrEtLHEH S30| 582 I 'ZE 2|Co|HES| £

Mirror O| ZEQ| O] & JWé;"é.”—l':f. ACES} 2X|gl= =22 Ci4f O|
ZEZ 0|22 ELIC Rate limitere= 0|2 ZEO| = o Fekg FX

Enabled: ZEO| M =4lE 22 = Lt
Disabled: ZEO|A 4B T2 0|2 E|X| &L CH
Logging ACESl 24 S%2 X[ Ut
Enabled: ACEQt € X|St= Z2f 0| A|AH 270 MEEL|Ch
Disabled: ACEQ} & X|8t= =g Qo] 2 U K| L&L|CH
024 7|52 17l Z0|7t 1518 O|2HO|D(VLAN Ef €13) A|AH
EI MR 37|14 24 £ MoHE 02 s o
Shutdown ACEQ| ZE B8 ZSZg K™t
Enabled: ACEQ} K|Sl 20| U2 F2, 21O A ZET}
Hg-dotE L ot
Disabled: ACEC| ZE Z2 7|50| H|&A 3= L|C},
0. T8 7|2 W7l Z0|7t 1518 OJTHO| I (VLAN Ef O giS)¢!
Z0i2 ZSeL(C]

lo

a
)

u o
n

~
inl

Counter ACEQl Z2{ 0| D& E A5 LIEFRLICE
MAC Parameters ACEQ| MACEHE M- Z ghLCt.

(O] =2 RHO| O R E== ARPY [T HA|E L|CH)
SMAC Filter 0| ACEO] Cist 22 MAC EHE X|™gL|C}

Any: SMAC ZE{7} X E|X| USLICH
Specific: O] ACEE &7 AA MAC FAE ZHASIZ{THO| Zt2
MERSIMAIL.

SMAC Value SMAC ZHO|A "Specific'e MEASIH £ AA MAC FAE QY £
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ASLICEH BB HALL "yx-xx-XX-XX-XX-XX" EE= "XXXXXXXXXXXX" FE=
"xxxx00000o" LI EF (k= 16814 =X LT,

O] ACEQ|| &&= Z2j| @2 O] SMACZES 7HE L.

DMAC Filter 0| ACEY| Cist XX MAC ZHE X|™gtL|Ct
Any DMAC EE{7} X|F&|X| & LICH
MC =22 HE|F|AEO{Of BFL|CE.
BC o2 BEREIHAEO{OF BHLILCH
uc Z e FLIHAEOOF BHL|LCH

Specific O| ACEEZ £ E&X| MAC A& ZHYsz{H 0| 42
MERSHM AL,
DMAC Value DMAC EH2| &2 "Specific's MEHSIH £ SHX| MAC FLE
LAY = UASLICE FETE A2 "xt-xx-xx-xx-xx-xx" E=
XX XXX XKXXXX EEE 30000000 & LI T (x= 1674 =XHIL|Ch.
O] ACEO] & =32 O] DMAC &/ 7+ LICE
K=

VLAN Parameters ACES| VLANEH MM g ohLLCt.
802.1Q Tagged 802.1Q Efj 10 el =g o] AMO S & 5+ J=X| XFYE Lt
Any ™ 10| = S{EELICt.

Enabled EfjE =20t 5= L|Ct
Disabled E{j1%|X |E’*% | ot 5| 2ElL|C},

VLAN ID Filter O| ACEOIl i3t VLAN ID EE{E X|FgetL|Ct.
Any VLAN ID ZH7} X|H | X| Q&L
Specific 0| ACEE £7 VLAN IDE EH st ™ O] gt2 MEiSAA|R.
VLAN ID VLAN ID EHE "Specific'@ 2 ME{SIH E7 VLAN ID HZ & e
= AL 3 E8kl= Y= 15H 40957 & L|C}

0| ACEQ} & X|St= Z2f| 2 O] VLAN ID gt2 ZHELICH

Tag Priority O| ACEO] CHt B0 M E=RE XY LICH O ACEO]| SH&= =2 O
EfO M=ot YX|ELCL 3|85 &= <At "= 08 77X 0| ALt
0-1, 2-3, 4-5, 6-7, 0-3, 4-79| B AUL|CL 2t "Any"= E} @M =27t
XS K| AUSS Q|0|BL| T,

r|o

AMAO = —
ARP Parameters ACES| ARP B Z FMHTILICH (ARP T3 SHO| MEHZ|AS [ ARP
o7 +=E 9 5 AFLELH
ARP/RARP ACEO| CHSH AHE 7453+ ARP/RARP Opcode(OP) E2i1& X|™gtL|Ct
Any ARP/RARP OP Zei 17} X F&|X| U5 LICH

ARP =222 ARP Opcode?t ARPE M HE|0{OF BtL|Ct.
RARP  Z| 22 ARP Opcode’} RARPE M &|0{O} StL|C},
Other  ZP|Q0& & 4 8= ARP/RARP Opcode Z217} /&Lt

Request/Reply ACEO|| AHE 7H5$H Request/Reply Opcode (OP) E2|1E X|HstL|Ct.
Any Request/Reply OP Ee a7} X|HE|X| 4} LICH

Z2 Y2 ARP Request =& RARP Request OP Z2{17t
2 E|0{0F L Ch
=222 ARP Reply EE= RARP Reply OP E2f17t M7 £|0fof

Request

REPY ey,
Sender IP Filter O| ACEY|| Clist S4IXEIP EEHE XL
Any SR IP 2H 7L X FE K| RS LI
Host SR P 27 SAER dFEASHEL
Network SAAHIP EEZFHERAZ 2 E[}ASLICL
Sender IP Address SAREIP HE 2 "Host" E "Network'7} M52 T, 2 AIX} P

Z=AZ XX B7|HoZ Q3T & QAL

®
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Sender IP Mask SAXLIP ZEHE "Network"7b MEHE|R}S I, 10X HE7|BC =2

SAMXHIP OIA3E oS 5= JFLC
d ACEO]| CHet T 1P EHE I"*i. L Ct.

Any Ot 1P ZH 7 X FH & X SpXELCH
Host CHAHIP EEIF S AEZ AYE|ASLICE
Network CH&l 1P EE{7} HERAE HEEJASL T

Target IP Address CH& IP ZE{2 "Host" =& "Network"7t MEE|AS [, M107
__Ejll:HOE E)H EHAI- |P x)\é 0|E10|'A ﬁ | |.

djm
ox

_'_

Am {ob> of>

Target IP Filter

Target IP Mask O IP ZE 2 "Network"7t MEHE|AS [ff, M10%l EI|HOZ EY
[HAI- P DI.)\E_E olEdoEL A QIAL| |:|-
ARP Sender MAC Match = Z2I 20| 4%} SL=90] F4 TE(SHA) 20| wat AHg +eg
A=X| AR E X|F5HM 2.
0 SHAZl SMAC F29t
1 SHAZl SMAC F29t
Any oft Zo|= | 2E L}
20| CHef SHERIO F4 HE (THA) 20| et AN S sl 5
=X 2 E X|HtM 2.
0 THAZ} CHA MAC A0 ZHX| &2 RARP =3 Q.
1 THAZ} L& MAC =42 ZH2 RARP = Q.
Any O{H 10| & 58 &Lt
IP/Ethernet Length Z 2| Y 0| ARP/RARP SHESQOf T4 ZO| (HLN) X Z2EE FA 20|
(PLN) 270 et BM S 3D = A=A o2 E X|HStM .
HLNO| 0|4l (0x06)2F ZX| 247{Lt PLNO| IPv4 (0x04)2t ZX| &2
ARP/RARP =& Q.
HLNO| O|C{ 4l (0x06)2t 211 PLNO| IPv4 (0x04)2t &2
ARP/RARP Z 2|2,
Any 0-|I:I:-| 7F0|5 'é'.IQ_EI |_| [}-
IP Z2{| 20| ARP/RARP StESQ||0] =4 7t (HRD) 20 et HM¥ S
e = AKX R E X|HSHAH Q.
0 HRDZ}O|Eul (1) ZX| %2 ARP/RARP I Q.
1 HRDZ} 0|4l (1)@ 22 ARP/RARP Z |2l
Any 0-|I:I:-| 7F0|5 'é'.IQ_EI |_| [}-
=2 Y0 ARP/RARP ZEEF F4 Z7F (PRO) B0 W2t BMS
FHg = AKX R E XEY IEr
0 PROZ}IP (0x800)2 & X| -2 ARP/RARP Z2f & &I LILC}.
1 PROZ}IP (0x800)2} Z2 ARP/RARP Z2f & I L|C}.
Any O Zt0|E 38 & L|Ct
IP Parameters ACEQ| IPv4 B S FdgLICh =22 FHO| "IPv4"2 MBS [}
P OZHH~E Y = AF LT
IP Protocol Filter O ACEO| CHst 1P Z2EZ ZEE X|HSIM 2.
Any IPEZEZE ZEI}XHEX %S
SpecificACEO|M EX Ip T2 EES TE UL Tt
ICMP IPv4ICMP Z2EZ T3¢l Tt
UDP IPvAUDP ZR2EZE T3S
TCP IPVATCP ZZEE TS THATL|CH
IP Protocol Value P ZR2EE S X5 I8l "Specific'0| MEAZ|AZ I, EF U2
Y = AUASLICL S8l Hele 0FH 2557 YL Ct ACER}
= oD 7|YE P Z2EFE 20 LX|RL CH

+

N
Rl
62
rlo
>
)
T

=
%ARP =g el

my |m

RARP Target MAC Match

0 IIZI

0

1

1

Ethernet

=a
=
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IP TTL

IP Fragment

IP Option

SIP Filter

SIP Address
SIP Mask

DIP Filter

DIP Address
DIP Mask
IPv6 Parameters

Next Header Filter

Next Header Value

SIP Filter

Hot 7|5 A%|X| SFCe426 Al2|=

0| ACEQ| Time-to-Live ™2 X|H3IN L.
Time-to-Live ZE7} 02 L 2 IPv4 T2
zero
O] &5t YX|SHK| Q40FOF BHL|LCE,
Time-to-Live ZE7t 02 Lt 2 IPv4 Z2| 2
non-zero o] LFE_W oIx[sfoF S|t
Any O™ ZtO|E 5|8 & LICt
pS|

O] ACEQ| fragment offset @S X|"HtM K. Ol= IPv4 Z2{| Q2| More
Fragments (MF) HEQ} Fragment Offset (FRAG OFFSET) ZE0f Cfst
HEE =ZaeL o)
MF HIE7t 4EE|0 AL} FRAG OFFSET EEJt 02LCH 2
IPv4 Z2f 2 O] &=} UKX|SHX| Q40tOF BhLCt.
MF HIEJt HFE0] JAHLE FRAG OFFSET EE7f 0£Ct 2
IPv4 Z2f 2 O] &=t LKX|3HOF SfL|C},
Any OffH gt0|= S| &&E UL}

No

Yes

O] ACEO|| Clizt M Eei1 482 XYM 2.
No 4 227 EYE Ipv4 2|2 0] &S AX|SHX| @Fotof
gt
Yes =8 Bt 4= ipv4 Z2f| Q2 0| =1t YUX|sHOF gLt
Any O{H Zto|E 58 &Lt
O| ACEO|| Cist &4 1p EHE X|HSHAM 2.
Any A2 P HEZF X FE K] @FELCH
Host A2 p U SAEE AFELCH
Network A2 1P ZE7 HEQI=ZE A LIC
"Host" B "Network"7f AA |p ZEZ MEHE AR FHoz JLEE
108 BE7|HMCZ EF SIP FAE Y & AGLCH
22 P HHE "Network"7} MEHE AR, Ho2 A&2& 103+
HI|Ho=Z EF SIP OIAIE Y = JSLIC
CHet 1P EEO| Chot -2 X|FgL
Any Chahip EE 7L XIFEX] ¥& Lt
Host CHA 1P 2 E 7t Host2 ‘.éi’g%' L|Ct,

Network CHAMIP ZE{ 7} NetworkE2 A& =IL|C},
[HAI— P | 510" "Host" I EEi "Network"7|- MEHE'E x o2 :I'LﬂE—E._l

1078 F4 dAoz EFDIP F2E LY = ASLICH

CHA 1P ZEOf| "Network"7t MEiE|H Moz HLEEZ 10X =&
Aoz EX™ pIp OIATE 3T 2= QS L|CH

ACEO]| CHSH IPve B2 T dTLICE "IPve" =2 FHO| MEL|QIS
m ipve DH7HH-E 8 = USLICH

IPv6 ACE2| IPv6 &fIC EHE X| ™A .

Any IPv6 &l o] EE{7} | Bl X FUSLCL

Specific O] ACEOIM £7 IPv6 CH2 ol EHE EHIFL|CL
ICMP  IPv6ICMP Z2EZ =g TE st ct,

UDP IPv6 UDP Z2EE =g QS ZE st C}

TCP IPv6 TCP Z2EE 2|2 ZHISL

IPv6 CHS ol 2r0il TSl "Specific'O] MEHEZ|QS I, £ (2 YT
= AELCH 5 8&l= YelE 00| A 2557kK| & LTt
O| ACEY| €X|st= =2 0| Ipve ZE2EE gf2 7HELICH
ACEO] Cist A4 IPve ZEE X|7ZEHLICE
Any A IPve ZEIZL XIHEX] RASLICH
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SIP Address

SIP BitMask

Hop Limit

ICMP Parameters
ICMP Type Filter

ICMP Type Value

ICMP Code Filter

ICMP Code Value

TCP/UDP Parameters
TCP/UDP Source Filter

TCP/UDP Source No.
TCP/UDP Source Range

TCP/UDP Destination
Filter

HOt 7|5 AQX| SFC6426 Al2|=

Specific & 1Pv6 ZE7} HEQIZ P USLICH
22 IPv6 ZE Tt "Specific'Q 2 MEHE|H EXFBE SIPve TAE
4 UELICE O] EEO|ME IPve F29| OFX| 2 32H| EDF X| & LT},
22 IPv6 ZE Tt "Specific'Q 2 MEHE|H EMH SIPve OFATE Q2%
= AELCE o] EEOM = IPve FA2| OFX|T} 32H| EBF X| g LT}
HIEOtAT Ol ALE0| R2[SHMA|R. O[Tl HIE 0] "0"0|H ST HIEE=
"AEeI S 2 olO|gtL|Ch MN 2 YX|SHE D E -2 [sipv6_address &
sipv6_bitmask] (OFX|2t 32H| E)QIL|C} O] & &0, SIPv6 27}
2001:30| 11 SIPv6 H|EDOFA ST} OXFFFFFFFE(HIE 02 "2 l2"
HIE)Ql 4=, SIPve F4 2001:22f 2001:30] O &[0 & L|Ct
O] ACEO] Cist & Aot 4-E X|HStH K.

24sH
=3

IIQ

II

. = Mgt et o2LCt 2 Ipve T YL o =1t LK[BHX|
¥ gropor sty
g M3t ZHEJ 02CH 2 IPve T Y2 0 EZut LX|sfof
non-zero _
orL|Cf,
Any 2= 20| 5| E Lot
0| ACEO] Cfist ICMP EHE %L Ct
0| ACEO] st ICMP 2 E{ & X|™HgL|Ct
Any ICMP ZE 7t X E|X| ‘BJa’Aﬁl-IEr
.. OlACEE EF IcMP ZHE ZHUSHH EH ICMP gf YT
Specific
= A& Lt

ICMP EE 7} "Speaﬁc"oi
ASLICL S 8E = Hele
U2 ST ICMP 4f2 f
O| ACEY|| Clist IcMP ZE E

Any ICMP 2 S
ACEEZ EF IcMP ZE ZHE ZEHYSHH EFH ICMP 2 E
a}o OIE=IoI- A OI |_||:|-.

m Eﬂ -|II L
-
n

Specific
ICMP ZE ZE{7} "Specific' 2 MEHEl AL EH ICMP 2E g2
YA %ﬁ IEr S| 8Els HelE 0FH 2557HK 4LIC} O] ACEO]
LX|Ste = Y2 i ICMP ZE LS ZHEILICEH
O| ACEO] Cist TCP/UDP ™S T MTL

O| ACEO]| Cist TCP/UDP &4 ZEE X|FEHLICH
Any TCP/UDP &4 EH7} XY E[X| FUESLICH
.. O ACEEZ E% TCP/UDP A2 THE ZHISHHE EF
Specific TCP/UDP &4 g Yaet = S
Range 0| ACEZ £% TCP/UDP ¢ﬁ* Hel ZHE EHYSHH £F
TCP/UDP &4 Q| gt 8T = USLICH
TCP/UDP A TE{7} "Specific'Q 2 ME{El AL E TCP/UDP &4

m

1 6553577FX| & L|Ct. O

A Al
e A 4 ABLICL SBEIE Yol 0%
st

2 6

ACEO| YX[SH= =22 s TCP/UDP A4 g2 JHEL|Ct
TCP/UDP &4 TE{7} "Range"2 ME4El Z2 £7 TCP/UDP AA HE|
uS Y8 = USLLCE SEEl= Hel= 0FH 655357HX| & LT}, O

ACEO| YX|Sh= =22 s TCP/UDP A4 g2 ZHEL|Ct.
0| ACEO] Cist TCP/UDP S8 X| ZHE X ¥ L|C}
Any TCP/UDP S & X| TE 7t X|"ZE|X| $UASLICH
Ol ACEE £74 TCP/UDP =X X| HHE ZHISHHH EF

SpECIfIC TCP/UDP %Xﬁ-l | 7|—° OIE=IoI- _/'\_ (/jvlkél—l |:|..

_
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TCP/UDP Destination

Number

TCP/UDP Destination
Range

TCP FIN

TCP SYN

TCP RST

TCP PSH

TCP ACK

TCP URG

Ethernet Type Parameters

EtherType Filter

Ethernet Type Value

Buttons

| Apply | a2 A| HAASS X

o=
[Aophasave | 22y A| B ALE

Rande O| ACEE E7 TCP/UDP SN X| #2| ZHE ZHYUSIZHH ET
9 1cpiuDP 2| #Yl Bt AT 4 YLCh
TCP/UDP S X X| ZE{ 7} "Specific' 2 ME{= AL £ TCP/UDP
|h

EX‘IX| 7|-O OIE=IoI- _/'\_ %I\QL“:I- O.I

r FO

655357t X[ 4 L|Ct. O] ACEO| YX|St=
7F2 7|.XI|_| |:|.

Wel e aﬂqe ¢ AL, 585
6553577 X| LI Ct. O] ACEOf LX|3t=
s 7|.7<I |_||:|.

Ol ACEO]| Chet TCP "SAUXIZ R E [ 0|2 HOIE Si5" (FIN) S
A8

0 FINZEJHEFETCP = Y2 0| F=up LX|[SHA| Grotof gLt
1 FINEEZEYE TCP I Y2 O] g5t YX|sof Ltk

Any DEU I 1‘9'5 I-l El'-
O ACEO] CH®F TCP "A|RA Bl 7|3} (SYN) 2/ X
3

H.
0 SYNECEJIAFETCP ZY Y2 o g2t LXK| oror BtL|C}
1 SYNEEJHEFEE TCP = Y2 0| 5t LX|s|OF BfLICt

Any 2 E 7t0| 3{ EF LT}
O| ACEO]| CHist TCPp " A MM X" (RST) % IQE.FLIEh
0 RSTEEJMHHETCP T2
1 RSTEEZIHEE TCP ZEQ2
Any BE 7}0| 5| & L|C}.
O| ACEO|l Cist TCP "FA| 7| 5" (PSH) 2f= XIEgL|Ct.
0|
0|

H.I_
el
ﬁ
5O
&2
o
z
L2
ot
ot
-
=
a

0 PSHEELY} AYE TCP Y2
1 PSHECEIHYE TCP Z g2
Any 2= 20| 58 &L}

O| ACEO]l CH$t TCP "&Q =WE FQ" (ACK) #t= X ™HE Lt
0 ACKZE7LEHE TCP Z3 Qe 0| $= 0 AX|SHX| 4OFoF FLct
1 ACKEZEJIMYE TCP Z3 Y2 0| =1t Y K| OF S Ct,

Any 2E Zt0| 019 |L|Ct.
O| ACEO] Cist TCP "Zlg EQIH EE 58" (URG) ot& A8 LICL
0 URGEZEJHHEHE 2
1 URG EEVIHEE TCP Zg¥2 0
|
M

=
Any 2 & 2t0| S &E LT}
ACEZQ| Ethernet Type 28 S T'd3tM K. Ethernet Type Z2{ & |FHO
MEHEl ZL Ethernet Type DIZW 5 FEE = UASLICH
O| ACEO|| CHSt Ethernet 9 E S X|YTiL|Ct

Any EtherType ZE{ 7} X|HE|X| QUAUSLICE
. ACEZ E7 EtherType ZHE ZHESIZHH £ EtherType
Specific

o AL AL
e Y 4+ YsLct

EtherType ZE{ 7} "Specific' S 2 ME{E AL £ EtherType %S
°'E4°E* = AE UL 318 &= Hel= 0x600FH OxFFFF7FR| &4 L|CF,
Tk 0x800(IPv4), 0x806(ARP) X 0x86DD(IPve)= | 2| & L L.

O] ACES]| YX[St= =2 }2 S EtherType afS ZHE LICE

SHL|Ct
HMESt0 MEL|CH
e %o
°
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[Resel, 22| A| MZAIES F124010 O[H ZHOR SIS ELICH

[ Cancel | 0| T 0| X| 2 SO}7H B 225HA Q.

B

WEB &7 0| A]

O Configuration>Security>Network>ACL>Access Control List

O Al) PORT10A AA MACTAE 0|23t

|H

2 71

Access Control List Configuration

ACE [ Ingress Port [ Policy / Bitmask | Frame Type | Action | Rate Limiter [ Port Redirect | Mirror | Counter |

v" Access Control List Configuration
» Add ACE to end of list
v" ACE Configuration

ACE Configuration

All Action Deny v
Port 1 Rate Limiter Disabled v
Ingress Port | |Port 2 Disabled
Port 3 Port 1
Port 4 > Port Redirect | Port 2
Policy Filter | Any v Port 3
Frame Type | | Ethernet Type v Port4  ~
Mirror Disabled v
Logging Disabled v
Shutdown Disabled v
Counter 0
MAC Parameters VLAN Parameters
SMAC Filter | Specific ~ 802.1Q Tagged | Any ~
SMAC Value | | 00-21-6d-05-f0-5¢ VLAN ID Filter | | Any v
DMAC Filter | | Any ~ Tag Priority Any v~

Ethernet Type Parameters

[[EtherType Filter [[Any  ~ ]|

‘ Save || Reset H Cancel |

v" Access Control List Configuration

Access Control List Configuration

ACE | Ingress Port [ Policy / Bitmask | Frame Type | Action | Rate Limiter | Port Redirect | Mirror | Counter |
1 1 Any EType Deny Disabled Disabled Disabled 21 g’:o
®
e %o
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CLI 27 of|A|

|H

G Al) PORT10A &AA MACTFAE 0|23 T AHE

(config)# access-list ace <ace_id> [1]
(config)# access-list ace 1 ingress interface GigabitEthernet 1/1 frame-type etype smac
00-217-6d-05-f0-5¢ action deny

(1]

action dmac-type  frame-type ingress logging
mirror next policy rate-limiter redirect
shutdown tag tag-priority vid <cr>

[ action { permit | deny | filter interface <port_type> <fliter_port_list> } } ]
[ dmac-type { unicast | multicast | broadcast | any}

[ ingress { interface ( <port_type> [ <ingress_port_list> 1) | any } ]

[ logging [ disable ] ]

[ mirror [ disable ] ]

[ next { <ace_id_next> | last } ]

[ policy <policy ID> [ policy-bitmask <policy_bitmask> ] ]

[ rate-limiter { <rate_limiter_id> | disable } ]

[ redirect { interface { ( <port_type> [ <redirect_port_list> ]) } | disable } ]
[ shutdown [ disable ] ]

[ tag { tagged | untagged | any } ]

[ tag-priority { <tag_priority> | 0-1 | 2-3|4-5|6-7 | 0-3 | 4-7 | any } ]

[ vid { <vid> | any } ]

[ shutdown [ disable ] ]

[ frame-type { any | etype [ etype-value { <etype_value> | any } ] [ smac { <etype_smac> |
any } 1 [ dmac { <etype_dmac> | any } ]| arp [ sip { <arp_sip> | any } ] [ dip { <arp_dip> |
any } 1 [ smac { <arp_smac> | any } ] [ arp-opcode { arp | rarp | other | any } ] [ arp-flag

[ arp-request { <arp_flag_request> | any } ] [ arp-smac { <arp_flag_smac> | any } ] [ arp-
tmac { <arp_flag_tmac> | any } ] [ arp-len { <arp_flag_len> | any } ] [ arp-ip <arp_flag_ip>
| any } ] [ arp-ether { <arp_flag_ether> | any } ] ]

| ipv4 [ sip { <sipv4> | any } ] [ dip { <dipv4> | any } ] [ ip-protocol { <ipv4_protocol> |
any } 1 [ip-flag [ ip-ttl { <ip_flag_ttl> | any } ] [ ip-options { <ip_flag_options> | any } ]

[ ip-fragment { <ip_flag_fragment> | any } 11| ipv4-icmp [ sip { <sipv4_icmp> | any } ]

[ dip { <dipv4_icmp> | any } ] [ icmp-type { <icmpv4_type> | any } ] [ icmp-code

{ <icmpv4_code> | any } ] [ ip-flag [ ip-ttl { <ip_flag_icmp_ttl> | any } ] [ ip-options

{ <ip_flag_icmp_options> | any } 1 [ ip-fragment { <ip_flag_icmp_fragment> | any } ] ] |
ipv4-udp [ sip { <sipv4_udp> | any } ] [ dip { <dipv4_udp> | any } ] [ sport

{ <sportv4_udp_start> [ to <sportv4_udp_end> ] | any } ] [ dport { <dportv4_udp_start>

[ to <dportv4_udp_end> ]| any } 1 [ ip-flag [ ip-ttl { <ip_flag_udp_ttl> | any } 1 [ ip-
options { <ip_flag_udp_options> | any } ] [ ip-fragment { <ip_flag_udp_fragment> |

any } 11| ipva-tcp [ sip { <sipv4_tcp> | any } ] [ dip { <dipv4_tcp> | any } ] [ sport

e %o
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{ <sportv4_tcp_start> [ to <sportv4_tcp_end> ]| any } ] [ dport { <dportv4_tcp_start> [ to
<dportv4_tcp_end> ] | any } ] [ ip-flag [ ip-ttl { <ip_flag_tcp_ttl> | any } ] [ ip-options

{ <ip_flag_tcp_options> | any } | [ ip-fragment { <ip_flag_tcp_fragment> | any } 1] [ tcp-
flag [ tcp-fin { <tcpv4_flag_fin> | any } ] [ tcp-syn { <tcpv4_flag_syn> | any } ] [ tcp-rst

{ <tcpv4_flag_rst> | any } ] [ tcp-psh { <tcpv4_flag_psh> | any } ] [ tcp-ack

{ <tcpv4_flag_ack> | any } 1 [ tcp-urg { <tcpv4_flag_urg> | any } 11| ipv6 [ next-header

{ <next_header> | any } ] [ sip { <sipv6> [ sip-bitmask <sipv6_bitmask> ] | any } ] [ hop-
limit { <hop_limit> | any } 1| ipv6-icmp [ sip { <sipv6_icmp> [ sip-bitmask
<sipv6_bitmask_icmp> ] | any } ] [ icmp-type { <icmpv6_type> | any } ] [ icmp-code

{ <icmpv6_code> | any } ] [ hop-limit { <hop_limit_icmp> | any } ] | ipv6-udp [ sip

{ <sipv6_udp> [ sip-bitmask <sipv6_bitmask_udp> ]| any } ] [ sport

{ <sportv6_udp_start> [ to <sportv6_udp_end> ] | any } ] [ dport { <dportv6_udp_start>
[ to <dportv6_udp_end> ]| any } ] [ hop-limit { <hop_limit_udp> | any } ] | ipvé-tcp [ sip
{ <sipv6_tcp> [ sip-bitmask <sipv6_bitmask_tcp> ]| any } ] [ sport { <sportvé_tcp_start>
[ to <sportv6_tcp_end> ]| any } ] [ dport { <dportv6_tcp_start> [ to <dportv6_tcp_end> ]
| any } ] [ hop-limit { <hop_limit_tcp> | any } ] [ tcp-flag [ tcp-fin { <tcpv6_flag_fin> |

any } 1 [ tcp-syn { <tcpv6_flag_syn> | any } | [ tcp-rst { <tcpvé_flag_rst> | any } ] [ tcp-psh
{ <tcpv6_flag_psh> | any } ] [ tcp-ack { <tcpvé_flag_ack> | any } ] [ tcp-urg

{ <tcpv6_flag_urg> |any }11}1]
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6.5.2.3. IP Source Guard

HOt 7|5 AQX| SFC6426 Al2|=

6.5.2.3.1. Configuration

0+ Configuration>Security>Network>IP Source Guard>Configuration

Ol HO|X|&= IP & 7IE

2 F9S MU

IP Source Guard Configuration

[ Mode | [Disabled v | |

| Translate dynamic to static |

Port Mode Configuration

Port [ Mode [ Max Dynamic Clients
= <> M -
1 [ Disabled v || Unlimited v
2 | Disabled v || Unlimited ~
3 [ Disabled v || Unlimited v
4 | Disabled v || Unlimited ~
5 | Disabled v || Unlimited v
6 | Disabled v || Unlimited ~
7 | Disabled v || Unlimited v
8 | Disabled v || Unlimited ~
IP Source Guard Configuration
20f ek
Mode of IP Source IP &2 JIEE M55 L HZH35I 2. REE SdslstH 1M &
Guard Configuration 2= ACE(HM A Hof &=)7F &4 E ULt
Port Mode Configuration
20f ek
EY ZENM IP &2 JHETL 2HYStE| =8 A 1.
Port Mode _ _ o P
Confiourat Zo{7l EEC| MO REQL EE REJ BE SHY3E ZROIR Y BE
onfiguration Shads
9 Ol IP 22 FFET} SBHELICE
FOIT ZEOM S5 5 A= S SEHO|AEL| ZU +=5 X|FSHM Q.
| O 220, 1,2 £= FHY &= ASHLL ZE RET}L 2dst|l A 5
Max Dynamic Clients
y o SCH0|AE 10 02 %, ofe ZEQ| N =1 LX|5t= Ip A T
2 5 EEE 2oLt
Buttons
[Aodly | 22| A A S H et
AoplyaSave | 22f A| HZAIES X B8l HEELIC
[Reset]; 22| A| AR H23tn O|F gto= SlEEL L
[Translate dynamic to static ]: Jg&i _63%0'" E% %&'l @-%% Translate°“—| |:|-
e %o
® L]
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WEB &7 0| A]

v"IP Source Guard Configuration
» Mode

« Disable | Enable

IP Source Guard Configuration

[ Mode | [ Disabled v| |

Disabled
Translatt Enapleq 1 Static

v" Port Mode Configuration
» Mode

. Disable | Enable

Port Mode Configuration

Port | Mode | Max Dynamic Clients
* <> v|[<>
1 | Disabled v || Unlimited
2 IR Unlimited

3 Enabled  |unlimited
4 | Disabled || Unlimited
5 | Disabled || Unlimited
6 | Disabled || Unlimited
7 [ Disabled || Unlimited
8 | Disabled || Unlimited

<]

SRS ESIES KNI ESKS

» Max Dynamic Clients

e« 0]1]2]Unlimited

Port Mode Configuration
Port | Mode [ Max Dynamic Clients
EE v = v
1 | Enabled v|[ Unlimited v

2 |Disabledv|| o
3 | Disabledv | 1
4 [Disabledv ]2

5 [Disabled v|[fEiaiss -
6 | Disabled v || Unlimited v|
7 | Disabled v || Unlimited v
8 | Disabled v || Unlimited v

CLI 27 oA

v"IP Source Guard Configuration

> Mode
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. Disable | Enable

(config)# no ip verify source

(config)# ip verify source

v" Port Mode Configuration
» Mode

. Disable | Enable

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# no ip verify source

(config-if)# ip verify source

» Max Dynamic Clients

. 0|1|2]|Unlimited

(config-if)# ip verify source limit <cnt_var>
(config-if)# ip verify source limit <0-2>
(config-if)# ip verify source limit O
(config-if)# ip verify source limit 1
(config-if)# ip verify source limit 2

(config-if)# no ip verify source limit

®
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6.5.2.3.2. Static Table

Hot 7|5 A%|X| SFCe426 Al2|=

0+ Configuration>Security>Network>IP Source Guard>Static Table

Of HO|X|= &%lX[Q X 1P &2 7tE 35 2O|FLICL A Z[H == 2AX|0M 11270 (I LICY.

Static IP Source Guard Table

[ Delete [ Port | VLAN ID | IP Address | MAC address |

Static IP Source Guard Table
g0 =k
Delete MRS S22 MENSHH Q. K Al AR E LT
Port 4 =2l ZE
VLAN ID 478 VLAN ID
IP Address S{EE AN P T,
MAC address 582 AA MAC &
Buttons
[ Add New Entry | X |p AA JHE B|O| S0 M $S2 FIHEL L
(Aol 22 A HZAS S H BBt
[AeohveSave | 22| A| AL S B B8 n MATLC
[Reset: 28] A WZAIS S #2810 0|F Zto2 Elg@Uch

WEB &7 0| A]

AN

Static IP Source Guard Table

» Add New Entry

+ Port| VLAN ID(Port VLAN) | IP Address | MAC address

Static IP Source Guard Table

Delete | Port | VLANID | IP Address MAC address
Delete | [1v| 1| | 19216810100 |  00-21-60-05-f0-5¢|
AanewE_ug

3

4

5

[}

7

8

e %o

®
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CLI 27 oA

v"  Static IP Source Guard Table

» Add New Entry

e« Port| VLAN ID(Port VLAN) | IP Address | MAC address

(config)# ip source binding interface <port_type> <in_port_type_id> <vlan_var>
<ipv4_var> <mac_var>

(config)# ip source binding interface GigabitEthernet 1/1 1 192.768.10.700 00-21-6D-05-
FO-5C
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6.5.2.4. ARP Inspection

HOt 7|5 AQX| SFC6426 Al2|=

6.5.2.4.1. Port Configuration

A+ Configuration>Security>Network>ARP Inspection>Port Configuration

Of T o] X|=

ARP ZALO| 2HEAE T 9S MILICh

ARP Inspection Configuration

[#ode | [Disebiea |

| Translate dynamic to static ‘

Port Mode Configuration
Port | Mode [ Check VLAN [ Log Type
e v | v < v
1 [Disabledv| [Disabledv| [None v|
2 |Disabledv| |[Disabledv| [None v|
3 [Disabledv| [Disabledv| [None v|
4 |Disabledv| |Disabledv| [None v|
5 |Disabledv| |Disabledv| [None v/
6 |Disabledv| |[Disabledv| [None v|
7 [Disabledv| |[Disabledv| [None v|
8 [Disabledv| |Disabledv| [None v/
ARP Inspection Configuration
gof ay
Mode HH| ARP InspectionS 2-d 25t AL H| 22l oH AR,
Port Mode Configuration
gof gy
Port 232 9ot =2 ZEYLC
Z} LEO| ARP AL 2d3tE 4R E REAIR 58 ZEO| FN 2
CEot xE D7 RF 2HdotE ZR02H s ZEO|AM ARP InspectionO|
Mode gdatE Lt
Enable ARP Inspection ¢} 243},
Disable ARP Inspection 2t ¢} H|ZHd 3},
VLAN 782 ZAFS2{H "Check VLAN" MH S E3ts}|0F HL|C}.
"Check VLAN"Q| 7|2 22 Hl&d3t L Ct
(AAE VLAN 222 VLAN Configuration®| A M- sHM 2.)
Check VLAN Enaple  CECK VLAN 243t ARP HAI2l 21 RY¥2 VIAN 282 #
nable
ZgHch
, Check VLAN H| 2%} ARP A 20 RY2 ZE 482 &
Disable
ZghLot.
FOR ZEQ MY Dot ZE DI SMSHE|A N, "Check VLAN" A0
HIZASHE F2, ARP ZAtY 21 QS EE MHS XYL
None  OfRAE 7|E5IX| YE.
Log Type =
Deny HRE g5 7|5,
Permit 3= &= 7|2,
All ZEYRIIE
e %o
L J L ]
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Buttons
Ay 22 Al #ZAIES M3t
o

o
Apply&Save . _g.gl A| E%:)l

58 X gokn XFBLI
[Resel, 22| A| MZAIES F12010 O/H ZHOR ESHLICL

[ Translate dynamic to static ]: b 7£-|| 3;50“ [=j= %7&! 5—;5% Translate—o;p |_| I:I'.

Hot 7|5 A%|X| SFCe426 Al2|=

WEB &7 0| A]

A+ Configuration>Security>Network>ARP Inspection>Port Configuration

v" ARP Inspection Configuration
» Mode

. Disable | Enable

ARP Inspection Configuration

[ Mode [ [ Disabled v| |
Disabled

Translatt Fnapleq O Static

v" Port Mode Configuration
» Mode

. Disable | Enable

Port Mode Configuration

Port| Mode [ Check VLAN | Log Type
HES v | M
1 |Disabledv| |Disabledv| [Nane v/
2 [Disabledv|  [None v/
3 Enabled | Disabledv|  [None |
4 |Disabledv| [Disabledv| [None v/
5 |Disabledv| |Disabledv| |None v/
6 \Disabledv\ |Disab\edV| |N0ne v\
7 [Disabledv| |[Disabledv| [None v/
8 [Disabledv| |[Disabledv| [None v|

» Check VLAN
. Disable | Enable
Port Mode Configuration

Port | Mode | Check VLAN | Log Type
S MR v B

1 [Enabled v| [Disabledv| [None v|

2 [Disabledv |EEEEE  |None v

3 [Disabled~| |Enabled [None ~|
4 |Disabledv| |Disabledv| [None v|
5 [Disabledv| [Disabledv| [None v/
6 |Disabledv| |[Disabled~| |[None |
7 |Disabledv| |Disabledv| [None v/
8 [Disabledv| [Disabledv| [None v/
» Log Type
e %o
° o
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. None | Deny | Permit | All

Port Mode Configuration

Port| Mode [ Check VLAN | Log Type
HES v | M
1 [Enabled v| |Disabledv| [None v/
2 |Disabledv| [Disabledv| [N
3 |Disabledv| |Disabled~| |Deny
4 [Disabledv| [Disabledwv| |Permit
5 | Disabledv| |Disabledv| |.’3ﬂ.w ol
6 \Disabledv\ |Disab\edV| |N0ne v\
7 [Disabledv| |[Disabledv| [None v/
8 [Disabledv| |[Disabledv| [None v|

Hot 7|5 A%|X| SFCe426 Al2|=

CLI 27 of|A|

v" ARP Inspection Configuration

v

»

Mode

. Disable | Enable

(config)# no ip arp inspection

(config)# ip arp inspection

Port Mode Configuration

> Mode

»

. Disable | Enable

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# ip arp inspection trust

(config)# no ip arp inspection trust

Check VLAN

. Disable | Enable

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# no ip arp inspection check-vlan

(config-if)# ip arp inspection check-vlan

Log Type

. None | Deny | Permit | All

| (config)# interface ( <port_type> [ <plist> ])

®
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(config)# interface GigabitEthernet 1/1

(config-if)# no ip arp inspection logging

(config-if)# ip arp inspection logging { deny | permit | all }
(config-if)# ip arp inspection logging deny
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6.5.2.4.2. VLAN Configuration

A= Configuration>Security>Network>ARP Inspection>VLAN Configuration

O] H|O|X|= ARP Inspection & 42 HSetL|Ch

VLAN Mode Configuration

Start from VLAN ‘1 ‘ with ‘ 20 | entries per page.

| Delete | VLAN ID | Log Type |

Add New Entry

VLAN Mode Configuration

g0f Ay

ARP Inspection O] O{T VLAN 0| A Z-d3tE|=X] K|t Ct,

KEW, Port ConfigurationOf Al ZEQ| MHE 2d3tafiof & L|Ct.
o|m, F0xl LEQ| M B E (Global Mode)t ZE &2 E(Port Mode)7t
D5 2d3tz|ofof Bt 8| T L E O A ARP Inspection O] E-datElLICE

VLAN Mode SR, O TO|X|0fA O VLAN Of ZAFEX| X|E 4= QeLct
Configuration ol VIAN 2 7| ERYEE el & = AsH o
None  off Z& 7|23}X| Q&LICt
Deny  »2& 522 7|2¢Lct
Permit 3185 g=2g 7|28
Al DE Y2 J|EYLCt
Buttons
[Fei=h | 22 A| Dlo|XIE M2 DH.
[Apoly | 22l A| HZALES M ESLICE
[ReohvaSave | 22| A| #HAIE S X B30 &z*u Ct
[Resel]: 22| A| HZAIES #23tD 0N Zto2 =S Lt

k< | six) BAIEIE ORI @20) B2 AAY 20 822 YHolE gLt
L2 ) i) BAISIS OHXISE #2000 AIRISIO, AAY 20 828

(Add Now Eniy ;. | |p A 7HE B|O|Z0) W B2 X7}BHLIC

= T

I2

GOl E gfLLt.

—_

WEB &7 0| Al

Y|+ Configuration>Security>Network>ARP Inspection>VLAN Configuration

v VLAN Mode Configuration
» Add New Entry

«  VLAN ID(1~4095)

®
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VLAN Mode Configuration

Start from VLAN ‘1 |W|th | 20 ‘ enfries per page.

Delete | VLAN ID | Log Type

| Delete || 4095/ [MNone v

. Log Type( None | Deny | Permit | All')
VLAN Mode Configuration

Start from VLAN | 1 with | 20 | entries per page.

Delete | VLAN ID | Log Type
Delete: 4095/ [None v

Add New Entry

CLI 27 oA

v" VLAN Mode Configuration
» Add New Entry

«  VLAN ID(1~4095)

(config)# ip arp inspection vlan <in_vlan_list>
(config)# ip arp inspection vian 4095

. Log Type( None | Deny | Permit | All')

(config)# no ip arp inspection vlan <in_vlan_list> logging
(config)# no ip arp inspection vian 4095 logging

(config)# ip arp inspection vlan <in_vlan_list> logging { deny | permit | all }
(config)# ip arp inspection vian 4095 logging deny

(config)# ip arp inspection vian 4095 logging permit

(config)# ip arp inspection vian 4095 logging all
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6.5.2.4.3. Static Table

A+ Configuration>Security>Network>ARP Inspection>Static Table

85

Of T O] X|=

—

Static ARP Inspection Table

Hot 7|5 A%|X| SFCe426 Al2|=

ARP HAtrule)E E0FLICE AKX ML [T rule = 256 % LTt

| Delete | Port | VLAN ID | MAC Address | IP Address |

Static ARP Inspection Table
80| 43
Delete AFY #2g MBS MY Al AFlE L
Port 282 =2| ZEYL|C}
VLAN ID HEO VIAN ID YU Ct.
MAC Address ARP 27 IjZ0A 3 & &4 MAC FAYLIC
IP Address ARP 278 T{ZIOM 51 & & AL 1P FAYLIC
Buttons
(RasmewEnny): A P A2 7LE B|0| 20 A H28 FoHgLICH
(el ; 22 A BlZAIES HBELIC
[Apohssave]: 22| A| WAl S HE3tn AT
[Reset]: 23] A WZAle S #4310 0M g2 YLt

WEB &7 0| A]

A+ Configuration>Security>Network>ARP Inspection> Static Table

v' Static ARP Inspection Table

» Add New Entry

. Example

Static ARP Inspection Table

Delete [ Port [ VLANID [ MAC Address |

IP Address

00-21-6d-05-f0-5¢, |

192.168.10.100

Delete | 4v] | 1] |
1
Add New E 2 ]

3
EQZ

(&3]

o~ 3
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CLI 27 oA

v/ Static ARP Inspection Table
» Add New Entry

. Example

(config)# ip arp inspection entry interface <port_type> <in_port_type_id> <vlan_var>
<mac_var> <ipv4_var>

(config)# ip arp inspection entry interface GigabitEthernet 1/4 1 00-27-6d-05-f0-5¢
192.168.10.100

D) @
SOLTECH
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6.5.2.4.4. Dynamic Table

O+ Configuration>Security>Network>ARP Inspection>Dynamic Table

O TO|X|0l= X ARP HAF HIO|S2| &=0| #A|FLILY.

S ARP ZAL HIO| &2 Z|CH 256712] 255 ZoI0, ZE, VLAN ID, MAC 2, IP =20 M2 Y E

S o H o SEA
gElLch 2E 58 g22 DHCP Snoopings Edfl st&E LTt
Dynamic ARP Inspection Table
Start from\ Part 1 v \ , VLAN ‘1 | . MAC address|DO-DO-DO-OU-UO-OD and IP address |0.0.0.0 |with ‘20 |entr\es per page

Port [ VLAN ID [ MAC Address | IP Address | Translate to static
No more entries

Dynamic ARP Inspection Table

80 49
Delete ARY 2= MESM . ME Al AN E LT
Port 2o =2 ZEYL|CL
VLAN ID A7™9| VLAN ID L[},
MAC Address ARP 28 T{ZI0|M 5 EE &A MAC FAYLIC
IP Address ARP 27 TZI0M S &E L2 1P FAYLCH
Buttons

Auto-refresh i : |28~ X3 Al F7|Ho2 HO|X| A5 M2 2&S AHSELICH
[Ref=h | Z2) A HO|X|E ME DE.
[ApDly | 22 Al HHAISS MLt

[Rosbasaie ) 22/ A MZAIES X GOt D MYBLIC,

k< o oidf EAIElE OFX|Y 20| S8 Al2Y 21 352 H0|E gLt

= T BAIEE OX| 220 M AIZESHO], A|A" 21 S22 AG|0|E Bt
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6.5.3. AAA Configuration

AAAE= Timeout, Retransmit, Secret Key, NAS IP Address, NAS IPv6 Address, NAS Identifier, Dead Time Of7H
& MH 7HS 5 8YLCH AZEQ| 0= RADIUS & TACACS+ MH Q| & X @ Ct.

g m3sh

O

AL
T
RADIUS MH = &A1& L2/ =+ 8= UDP Z2REES AL CH & El =2 Joi| CHASH?| ?|of EtIorR 2t
A2 ot 20|12 M 7i2| 39 ZHAL = LiglLCh ot9l 7t Wo| SEO| =4lEX| o™ 20| CHAl H&

[=) =
E L O] ¥1E2|ES AFESHEH RADIUS ME{7L 2 Aoz 7tF Z|C M 2L,

o
N
ra
2

0~3600% AO[Q] A2 AFY == A= HIE EtY2 291X|7t O] 270 SEHIHA Zot MHo| M 2¥2 &
LHX| = 7| ZFLIC.

O[ A otH AQX|7} 0|0 =2 A2 =2 TR MHO| A3 FEE A=0HA] BE

HE EtRlS 020 2 gtz 2785tH 0] 7[50| 2 8=ty X2 = o|de| M7t +d

Q2 ALBAITH A9I%|0| T2l QT O|A0] HNAY 4+ Y2 o

RADIUS 215 AlH= NAS 21t AX| 22| QL O|A0 CHSE MMA HotE FOSHE O 25 AMEELICH
RADIUS A MH = NAS ZENAMIE AP EL|CH

TACACS+= 2t EH, HESRT HNA M B 7|Et HEQT ZFE X E 2ot BNA KO HEYI ZE2EES
QUL|Ct TACACS+ 215, Hst 20 2 A™ &2|= 2ZEQN M X|HELICE CLI QIE{H O|A = TACACS+ 215
N AE HALIE FE2 st 27| HHEO| AT X E LICE,

6.5.3.1. RADIUS

A4+ Configuration>Security>AAA>RADIUS

O| IO X|0 M= RADIUS MHE 4% & ASL|CL

RADIUS Server Configuration

Global Configuration

Timeout 5 seconds
Retransmit 3 times
Deadtime 0 minutes
Key

NAS-IP-Address
NAS-IPv6-Address
NAS-Identifier

Server Configuration

[ Delete [ Hostname [ Auth Port | Acct Port | Timeout | Retransmit | Key |

| Add New Server |

®
SOL

INFOMET INE.



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

RADIUS Server Configuration

Global Configuration
gof 4y
RADIUS MHZRE| SES &7| ?l5) MTSSH7| TAK| 7|Ctal= AlZH(1 £H
1000 AtOJ2| ==) L (Lt
SEO| gle Mufof sl RADIUS 2 E0| XS El= Sl5=(1 £E 1000
Retransmit AFODLICE ORI TS 2O = MO SEO| S oy MH=
SEOHR| = Aoz ZFE UL

Timeout

Ol QF0l SETHX| Y2 MO MER ¥ S EWHX| % 71ZH0 oM
1440 & APO) LT AQ|X|7F O|0] S25HA| Gi= MHO| X|$H oz AHEHE
Deadtime AESte A8 e + ASLICL
Deadtime 2 0 2L £ 2t = HFSIH 0] 7|50| 243t X2 o2 742
Mu 7t L0 AS WEE H LT
Key RADIUS AH{Q} AQ|X| 7H0] 37 &|= Z|CH 63 At2| AR 7| L|CE
NAS-IP-Address RADIUS Access-Request I Z2Q| &4 4 E AHET IPv4 FAQLICE
(Attribute 4) ZEE HY & 2% 24 AHEO|A2] |p FATJE ALEEHLICH
NAS-IPv6-Address RADIUS Access-Request THZl2Q| &4 95 2 AL2E Ipve FALCH,
(Attribute 95) ZEE HY & 2% 24 AHEO|A9] |p FATJE AHEEHLICH
NAS-Identifier RADIUS Access-Request T2l 2| &4 32 2 AFEE %[O 253 Xpo| A=Kt QIL|Ct,
(Attribute 32) ZCE H|® & 42 W20l NAS-Identifier 7} Eg | x| ek&L|C)
Server Configuration
g0f Ay
Delete Mul =S NSt T MESIN Q. 222 O N S0 AfAE L
Hostname RADIUS MH{Q| IP F4& Eg ZAE O|EQYL|CE

=]
ADIUS MHO|AM A& UDP ZEQLILCE

2152 fI5H RA
Auth Port OIS H|EABISIHM 0 02 MNSIH Q.
HAHE EEE 28 RADIUS AMHO|M ALES UDP ZEQL|LCE
Acct Port ARE BT E 002 HHM 2,
. of MHe MY EfQ0IL ZtS BolLiLt
imeout B £ A2, MO EFI0LR Zhe AFRBILICH
Retransmit o MHe MY AYHS pUS HojpLIT
B9 £ 49, HY XS 20| AL LT
of Meimol MEe MY 7|2 HolgLT)
Key B9l £ Z9, M 7|7 AR ELICE
Buttons
(Add NewSever ] gy RADIUS ME{Z %7} & 4 QU LITH B0=0] B #0| X7}E|H, B0 M2} RADIUS
MHE T8e = JASLCH (ZITH 570 ME7EX] X&)
(Delete | 227181 MHZ %A BT
LApply - 22 A| HAALES ML Ct
[Aoovasave |, S2) A #1ZAISHS HE3tn KE B O
[Reset]: Sl A ARSI #4310 O[F Bo2 ElSELIT
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB &7 0| Al

A4+ Configuration>Security>AAA>RADIUS

v" Global Configuration

>

Timeout(3sec)

Global Configuration

Timeout 3 seconds
Retransmit 3 times
Deadtime 0 minutes
Key

NAS-IP-Address
NAS-IPv6-Address
NAS-ldentifier

Retransmit(5times)

Global Configuration

Timeout 3 seconds
Retransmit 5 times
Deadtime 0 minutes
Key

NAS-IP-Address
NAS-IPv6-Address
NAS-Identifier

Deadtime(2minutes)

Global Configuration

Timeout 3 seconds
Retransmit 5 times
Deadtime 2 minutes
Key

NAS-IP-Address
NAS-IPv6-Address
NAS-Identifier

Key (Radius server secret key)

Global Configuration

Timeout 5 seconds
Retransmit 3 times
Deadtime 2 minutes
Key | |seesecsssccnmeccinmnenenes

NAS-IP-Address
NAS-IPvB-Address

NAS-Identifier
Add New Server
Server Configuration
Delete | Hostname [ Auth Port | Acct Port [ Timeout [ Retransmit | Key
[ [192.16810 251 | [1812 | [1813 || || | |
e %o
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CLI 27 of|A|

v" Global Configuration

» Timeout(3sec)

(config)# radius-server timeout <seconds>
(config)# radius-server timeout 3

» Retransmit(5times)

(config)# radius-server retransmit <retries>
(config)# radius-server retransmit 5

» Deadtime(2minutes)

(config)# radius-server deadtime <minutes>
(config)# radius-server deadtime 2

» Key (Radius server secret key)

(config)# radius-server key [ <key> ]
(config)# radius-server key radjus7171

» Add New Server

(config)# radius-server host <host_name> [ auth-port <auth_port> ] [ acct-port
<acct_port> ] [ timeout <seconds> ] [ retransmit <retries> ] [ key <key> ]
(config)# radius-server host 192.168.10.257 auth-port 1812 acct-port 1813

[ J
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6.5.3.2. TACACS+

HOt 7|5 AQX| SFC6426 Al2|=

Y&+ Configuration>Security>AAA>TACACS +

O I|O| K]0 M= TACACS+ MHE 74T &= USL|C

TACACS+ Server Configuration

Global Configuration

Timeout 5 seconds
Deadtime | |0 minutes
Key |

Server Configuration

| Delete | Hostname | Port | Timeout | Key |

Add New Server

TACACS+ Server Configuration

Global Configuration

g0of 4y
. TACACS+ MHIZRE SEES 27| 2o} 7|Ef AZH(1~1000 = BHR)S
Timeout o|O|SHL|C} SEH0| 912 AL BTt M7} =2 ZHo 2 ZH=EIL|C}
o1 20l SEHA B2 MMl M2 288 ZUK 22 71240 0l
1440 £ AOLICE AQIX|7} 0]0] SESIX| Qb MH{0] XX o2 a2t
Deadtime NESHE Hg 22 4 YLt
Deadtime £ 0 LI 2 Zt02 HHtB 0] 7|50 LASE|X|T, of2f THol
ME7 BAYE O 92 mot ML
TACACS+ AH{QF A 9|X| ZHoll BQE|+: £|0H 63 Xt B|Y 7| QLICE Ae{9}
Key ~QIX| Zto| 91 Y SAlo) ALSE LT

Server Configuration
=1 ek

Delete TACACS+ MH &=52 Aot H MEisty
Hostname TACACS+ MHQ| IP A EE= ZAE 0| LLCH
Port Ol=0f AFREH TACACS+ AMB{Q| TCP ZEQIL|CH

. Ol 4MS MY EFYOLS 2 HoBLCh
Timeout HIY & A9, MY EFQOLR 20| ALSELIC,

o] Mexol MEe M 7|2 FojLLIT
Key B9 & 22, H 7|7} A2 ELIC
Buttons

(Add NewSever|. = Z2] A| A TACACS + AMH{2 X7} & 4 Q&LICH Bl 40| E|0O[20f X7tg|D

Ir2k TACACS + MH 7 74 2 &= A& L L
(Delte] = g2y A g2e M
[Aooly |, 22 Al HZAIE S agwtr.
Apply&Save - _ggl A| 5761)\}'61-2

o=
[Resel), 22/ A MZAZS F12010 O/F o2
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WEB &7 0| Al

A4+ Configuration>Security>AAA>TACACS+

v" Global Configuration

» Timeout(3sec)

Global Configuration

Timeout 3 seconds
Deadtime | |0 minutes
Key

» Deadtime(2minutes)

Global Configuration

Timeout 3 seconds
Deadtime | |2 minutes
Key

» Key (Tacacs+ server secret key)

Global Configuration

Timeout 3 seconds
Deadtime | |2 minutes
Key --------------------------
» Add New Server
Server Configuration
Delete | Hostname | Port | Timeout | Key
0O [192.168.10.251 |49 || ||

CLI 27 of|A|

v" Global Configuration

» Timeout(3sec)

(config)# tacacs-server timeout <seconds>
(config)# tacacs-server timeout 3

» Deadtime(2minutes)

(config)# tacacs-server deadtime <minutes>
(config)# tacacs-server deadtime 2
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» Key (Tacacs+ server secret key)

(config)# tacacs-server key [ <key> ]
(config)# tacacs-server key tacacs17

> Add New Server

(config)# tacacs-server host <host_name> [ port <port> ] [ timeout <seconds> ] [ key
<key> ]
(config)# tacacs-server host 192.168.10.257 port 49

[ J
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6.5.4. Access Management Statistics Monitor

M+ Monitor>Security>Access Management Statistics
Access Management Configuration0il Tt SAHEE MSgLCt.

Access Management Statistics

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 0 0 0
HTTPS 0 0 0
SNMP 0 0 0
TELNET 0 0 0
SSH 0 0 0
Access Management Statistics
80f u
Interface HUE TAETL AQX|0 HMA & 5= U QIHIOA FAYLICE
Received Packets Access Management 7t /d3tEl QIE{ I O| A0 M =4l El IiZIo| = L|Ct.
Allowed Packets Access Management 7 2/d3tEl QI I 0| A0 S &l Izl =Y L|Ct
Discarded Packets Access Management 7} 2-d2tEl QI H O] A0 M T 7| &l iAo =Y LTt
Buttons

Auto-refresh i H|2HIA K3 A| £7|H o2 TO|X| AHE M2 DES AFRELCY.

=

[ Refish |. 22] A| BO|X| S A2 DAL

rx
A

ot 21 =52 Clear gL

WEB =HQI 0f| A]

0 Monitor>Security>Access Management Statistics

Access Management Statistics

Interface | Received Packets | Allowed Packets | Discarded Packets
HTTP 0
HTTPS 183 183 0
SNMP 6 0 6
TELNET 122 122 0
SSH 85 85 0

CLI 221 0f|A|

» Access Management Statistics

# show access management statistics
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Hot 7|5 A%|X| SFCe426 Al2|=

Access Management Statistics:

®
SOL

INFOMET INC.

HTTP  Receive: 0 Allow: 0 Discard: 0

HTTPS Receive: 201  Allow: 201  Discard: 0

SNMP  Receive: 26  Allow: 0 Discard: 26

TELNET Receive: 124  Allow: 124  Discard: 0

SSH Receive: 89  Allow: 89 Discard: 0
e %o
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Hot 7|5 A%|X| SFCe426 Al2|=

6.5.5. Network Monitor

6.5.5.1. Port Security

6.5.5.1.1. Switch

207 Monitor>Security>Network>Port Security>Switch

O HO|X|= ZE EQt HEIE EOFLICL ZE B2 AFH £90| gle 2L #E2 OHE 25,
5 MEA B0 HEH 2 O[ROTL|CL AFEAL RE0| ZEO| ZE HOtES St LEE 2ZES|
of 7t sta2 flofl @ ELICEL O] REOM= & += 8l= MAC 20| Zi|Q0] ZE Hot B2 HEEH,
O] 282 B& AMEX BEOH O] ME2R MAC F4E HEEX| XtEhEX| SO ELICH MAC A7 HE &
Eiz 28E2E 2= 2dotE AFEA 280| MAC =48 TE|E MECHE o LX|SHOF gLt StLto)
ZED AEHS HESHE Y 2RE0| LAl Z2EE W7HX| AHEHE L CH

Bl T O[X|= AFEAL 2E0| et MM ZE
Port Security Switch Status

User Module Legend

SEHZ LA o T L CH

User Module Name [ Abbr
Limit Control L
Voice VLAN \%
Port Status
Port | Users | State |- MAC Count
Current | Limit
1 - Disabled - -
2 == Disabled -
3 - Disabled -
4 - Disabled -
5 - Disabled -
] == Disabled -
7 - Disabled -
8 - Disabled -

Port Security Switch Status
User Module Legend

0] 493
User Module Legend Hel= ZE HOH MH|AE @FY = A= BE MEX ZEE EOFLCL
User Module Name Port Security AMH|AE 28T &= Qe ZEQ| MK 0|&2 CtSot &L Ct
AHEA ZEO| oF SA 0= ZE HEf BIO|22 AHEAL HOA

Abbr AgE L

User Module Legend
&9

Port Status Of B0 A9/%|9| 2 mEO}C} Bt
bort ME7t HBEls mE MBYLICE 0| S
or
HS2 SN,

At ol 2O| UAFHC.
ZEO| MEjE 2B ZE
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AHEAL 20T oY 50| ZE Hotg i =X| O E LIEt =
|t -2 S St= AFEA RE0| HZ G LA S S LIEILD,

Zt

ﬂ
(o] PS|

= AN = O A
SxHE ST OF0f (Abbr HZ)2 HOHE AR BE0| ZE BO
2

o
o
o>
pl

Users

mjo

AN SEHE LIEFHLCL CFS Ul 7HX| g & StLHE 7HE &

Disabled: #XH AF&At Z&0| ZE HOt MH|AE ALESIX| Y& LICE
Ready: X|2%t SHLEC| AFEAL ZE0|M ZE 2ot MH[AS AL
AeH, & £ o= MAC FA9| o] =&Y & 7|2 ASL o
Limit Reached: & O{ & Limit Control AF& At ZE0|A ZLE EHOF MH|AT}
23| Aon, sl RSO0 Mot Mo n O 0|4 MAC FAE
+=&3tX| OtoF &2 LtEFLICE

Shutdown: H 0] = Limit Control AF&AF EE0(AM ZE HOt MH[AT}
2otz e, sie Z&0M Mote R SS LIEFY LICH ZET} Limit
Control T4 ¢ HO|X|O| A T2|H o2 CIA| Y WK S ZEOME

MAC F£E S + gLt

State

o
CIg=
MAC Count ZEO| AFEAL 250| ZMBE|0f UKX| U2 HR, "Current” B2 CiA| (E
(Current, Limit) HAIZLC
ZEO "Limit Control" AL&X} 2&0| 43tE|0f UX| A2 AL, "Limit"
2 Al (& BEAIZLCHL
Buttons

Auto-refresh i : HA A K3 Al F7|HOZ HO|X| AHE MZ DAES AHSELICH

fefsh . 22 Al HO|X|E M2 1A,
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HOt 7|5 AQ|X| SFC6426 Al2|=

WEB =HQI 0| A]

A+ Monitor>Security>Network>Port Security>Switch

v

Port Security Switch Status

Port Security Switch Status

User Module Legend

User Module Name | Abbr
Limit Control L
Voice VLAN v
Port Status
MAC Count
Port ‘ Users ‘ State }mm
1 L- Limit Reached 5 4
2 == Disabled - -
3 - Disabled
4 == Disabled
5 - Disabled
6 = Disabled
i - Disabled
8 == Disabled

CLI 221 oA

Port Security Switch Status

Users:
L = Limit Control
V = Voice VLAN

# show port-security switch [ interface ( <port_type> [ <v_port_type_list> ]) ]
# show port-security switch

Interface Users State MAC Cnt
GigabitEthernet 1/1 L-  Limit Reached 5
GigabitEthernet 1/2 --  No users 0
GigabitEthernet 1/3 --  No users 0
GigabitEthernet 1/4 --  No users 0
10GigabitEthernet 1/1 --  No users 0
10GigabitEthernet 1/2 --  No users 0
10GigabitEthernet 1/3 --  No users 0
10GigabitEthernet 1/4 --  No users 0
e %o
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6.5.5.1.2. Port

Hot 7|5 A%|X| SFCe426 Al2|=

A+ Monitor>Security>Network>Port Security>Port

Ol HIO|X|= ZE HO REQ 98 ES L= MAC A2 EOFL|CH TE HOI2 X
.|

=
DEQULICL BE2 OHE 2502 AFEX ZS0|M HEHELZ O|FO{ZL|CH AFEX
A 1= o}

r
- B re g

=2 19 qjo rr

r

O] M22 MAC &8 HEEA| ATHEX]
7t B JEHZ 2857] /s RE SIStE AR
A

o
HESL7| 2 etolsl{of ghL|tt. otLto| 2= XtEhs MEiSHH, of

Port Security Port Status Port 1

MAC Address | VLAN ID [ State | Time of Addition | Age/Hold
No MAC addresses attached

Port Security Port Status Port n
g0of Ck:

MAC Address & VLAN | ©

ZEOAM 20|= MAC 4L VLAN ID Y L|Ct. MAC A7t & E|X|

| g
ID U2 AL "No MAC addresses attached"O|2h= THQ 3HO| BEA|E!L|C}.
S MAC F47} AEFEIQUER| Y AEIQIXIS LIENLICE X1EH ARl
State 29, E2lmg MEGIILL 24T 4 gL
S MAC F47} i EEO|M HS O 2OIEl Il AIZHS

Time of Addition

g
Zt(hold time)O| BtZE I7}X] XtTH HEf2
ZE AR 250| O] MAC FAE ME3tY|
g B2 ZE B EE2 FUIHOZ 0| MAC F27t 0TS
=St=X| ZolgtL|Ct 00| 7|7Hage period)O| TR X
AelX] %2 42, MAC F2aE& MAC HIO[E0M XA E LICE
M MER ofo|F 7|Zto] AJZfE LTt
O H|Z MBI RAALE ALEXF R EO| MAC FAE I3 2R617|=2
42 A7 EAIE L L

=
N

i ox
_|-9_|-

Age/Hold E

x

[H
o
N

|
opl

ot od A po H
5O SO o o

2

i)
o e = o
>

N
o

Buttons

W 22 A HOIXIE ME B,
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WEB =HQI 0| A]

A+ Monitor>Security>Network>Port Security>Switch

v" Port Security Switch Status

Port Security Port Status Port1

MAC Address [VLANID| State |  Time of Addition | Age/Hold
c0-18-50-d9-aa-2d 1 Blocked 1970-01-01T09:25:21+09:00 85
70-5d-cc-f2-65-66 Forwarding 1970-01-01T09:20:21+09:00 -
00-21-6d-00-05-e32 Forwarding 1970-01-01T09:20:21+09:00
00-12-6d-00-06-04 Forwarding 1970-01-01T09:20:21+09:00
§4-25-99-63-22-98 Forwarding 1970-01-01T09:20:21+09.00

[y

CLI 22l oA

v' Port Security Switch Status

# show port-security port [ interface ( <port_type> [ <v_port_type_list> 1) ]

# show port-security port interface GigabitEthernet 1/1

GigabitEthernet 1/1

MAC Address VID  State Added Age/Hold Time

58-86-94-7-2f-79 1 Blocked  1970-07-01709:30:27+09:00 177

70-5d-cc-12-65-66 1 Forwarding 1970-07-01709:20:27+09:00 N/A

00-27-60-00-05-e3 1 Forwarding 1970-07-07709:20:.27+09:00 N/A

00-12-64d-00-06-04 1 Forwarding 1970-07-01709:20:27+09:00 N/A

64-e5-99-68-23-98 1 Forwarding 1970-07-01T709:20:27+09:00 N/A
e %o
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6.5.5.2. ACL Status

= Monitor>Security>Network>ACL Status

O] H|O|X|= C}2 ACL AFEAIEHZ ACL MEiE E0FLICH ZH A2
A L|CH =IO Mtz Qs £ ACE 7t StEY OO HEEX| s B2 5=0|
A Q| X|OtCH %|CH ACE == 512 WL C}.

ACL Status

User | ACE | Frame Type | Action | Rate Limiter | Mirror | CPU | Counter | Conflict
No entries

ACL Status

g9 =k

User ACL AH&AHE LIEHH L O

ACE 27 2 X0 MQ| ACE ID & LtEFRLC
ACE Q| =Y R¥S LIEFRLICE

Any ACEE ZE Z3 ¢ FEa g &Lt

ACE= O|HYl Ej Q] = S

= IP2t ARP Z | 1t Of & [ X| LguLIEr

ARP ACE+= ARP/RARP Iof it ojA & L|Ct,

Frame Type IPv4 ACEE 2E IPv4 = 1|%mr of- LT

EType

IPv4/Other ACE= ICMP/UDP/TCP7P Ofl IPv4 =1

IPv6 ACEE ZE Ipve X =g Qot of & E L ct.
ACE o M S-S LIEHHL|CE

Permit  ACEQ} Oj& &=

Deny ACESt D& &= =g

Filter ACES} DfE | = =
ACE 9| £& H|ot7| Mz E LIEHY
"Disabled"7} HEA|L|™ £ X|oH7|

CPU £ ACES O§ A El= I§2l S CPU 2

II:I
]

L
o>
i
+
30
i)
C
o

Action

A
n
L sl

|t|
2l R e
0o | oo | oo

B

clo

ro | rlo | rlo
In
o |
n

m | | R

oM

o
I

Ef 16 7hX| LI CF
el A LT

og | MH
4o @

LELY

-
|

ofn

1T

o

D: —

5 Tr
4r

Rate Limiter

i
0x
I'OI—

gal

r

1L
ot
-
o

Counter 72E+= ACE 9t Z2f| o] 3 H D HEJ=X|E LIEFHLICH
£ ACE 9| St=¢0f AE{E LIEFHLICE
SlEQof Mete 2 Qs E7 ACE 7t StEQIO 0 HEE|X| &L|Ct

-

Conflict

Buttons

Auto-refresh - : H|A8tA M3 A| F7|HOZ HO|X| AtE A2 DXS AFRSHL|C}

|_o

[ Refish |. 22) A| BO|X| S A2 DAL
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combined v

combined
static
ipSourceGuard
ipmc

mep
arplnspection
dhcp
loopProtect
linkOam
S-Ring

conflict MXE ME

=

A

i
rx
L

5H0] ACL e Ck

4

o

WEB =HQI 0f| A]

r

v" ACL Status

= Monitor>Security>Network>ACL Status

ACL Status
User | ACE | Frame Type | Action | Rate Limiter | Mirror | CPU | Counter | Conflict
static 1 EType Deny Disabled Disabled No 4 No

CLI 221 0f|A|

v" ACL Status

# show access-list ace-status [ static ] [ link-oam ] [ loop-protect ] [ dhcp ] [ arp-
inspection ] [ mep ] [ ipmc ] [ ip-source-guard ] [ conflicts ]
# show access-list ace-status

User

S static

IPSG: jpSourceGuard

IPMC: ijpmc

MEP . mep

ARPI: arplnspection

DHCP: dhcp

LOOP: loopProtect

LOAM: linkOam

7 :S-Ring

User ID  Frame Action Rate L. Mirror CPU  Counter Confiict
S 1 Elype Deny Disabled Disabled No 29 No
Switch T access-list ace number: 1

°
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6.5.5.3. ARP Inspection

07 Monitor>Security>Network>ARP Inspection

S5 ARP 2IAHM HO|Z2| &52 O] H|Oo|X|0f EAIE UL S5 ARP 2IAHM HO|=2 Z[C 256 712
St2g ZYsiH, A ZE2 FBE|W, CH3 22 VIAN ID 2 HEE|H, 1 CH2 o2 MAC FA2 FELH,
OtX|ete =z Ip 42 JEELULL 2= &8 &=2 DHCP Snooping L 22 H st E L L.

Dynamic ARP Inspection Table

Start from | Port 1 v |, VLAN/[1 | . MAC address [00-00-00-00-00-00 and IP address [0.0.0.0 |with 20 | entries per page

Port | VLAN ID | MAC Address | IP Address
No more entries

Dynamic ARP Inspection Table

=1 My
Port BAIE HRO| AQX| ZE ¥

VLAN ID ARP EZf 0| 58 &l VLAN-ID

MAC Address ST S=o| AL’ A MAC A

IP Address STt SH2 o AFRALIP TA

Buttons

Auto-refresh ' : HA%A H3 A| F7|H22 HO|X| AHE M2 DAES AHSSLICH

Wk | 22 Al HOIXIE M2 B,

(Clear | o= M~ a2 2 x|2LC}

- O71 o~ = =

k< J: SIX) EA|Z|= OFX|9f

0ot

=0l T2 Al2" 20 =S YOHOIE Ut

d

.I

= ) ol X BAIEE OFX|S S 0M AIZESHO], A|AR 21 S22 AH0|E gLt

WEB =HQI 0| A]

0+ Monitor>Security>Network>ARP Inspection

Dynamic ARP Inspection Table Auto-refresh ) | Refresh || [<< | >>

Start from [Port 1 v, VLAN 1 , MAC address 00-00-00-00-00-00 |and IP address |0.0.0.0 |with|20 | entries per page.

[ Port [ VLAN ID | MAC Address | IP Address
Mo more entries

CLI 221 0f|A|

v" Dynamic IP Source Guard Table

# show ip arp inspection entry
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6.5.5.4. IP Source Guard

HOt 7|5 AQX| SFC6426 Al2|=

O+ Monitor>Security>Network>IP Source Guard

Ol HIOIX|0l& X IP E2LX| 7I= HIO|29| &EE0| &
MEE|D, A C2 VIAN ID 2, A CF2 IP AR, J2|1 OFX| 2o 2 MAC

Dynamic IP Source Guard Table

AELULCH S5 Ip EYX| 7tE HO[E2 KA
A2 ML}

Start from [ Port 1 |, VLAN | 1 and IP address [0.0.0.0 | with | 20

| entries per page.

Port [ VLAN ID | IP Address | MAC Address
No more entries

Dynamic IP Source Guard Table

20| ek
Port HA|E 20| AQX| ZE HDS
VLAN ID IP E2fE0| 58 VLAN-ID

MAC Address

IP Address EYX| MAC T4

Buttons

Auto-refresh - : H[2tA M3 Al F7|MO2 HO|X| XS M2 THS AR

[ ). 220 4| Hojx12 M2 2%
[Ckar | m= g5 g2 xgUCH

(<) a7y mAIS|E OlR|2t @ 20) Z2. A2 21 22

18]

22 ) sy EAIEIS ORI 20N AIRISIO] A2 2] B2

5%

g Ck

GOl E gL},

HO|E gfL|Ct

WEB =HQI 0| A]

O+ Monitor>Security>Network>IP Source Guard

Dynamic IP Source Guard Table

Start from , VLAN and IP address [0.0.0.0 | with [20

Port | VLAN ID | IP Address | MAC Address
No more entries

| entries per page.

CLI =2l 0f| A|

v" Dynamic IP Source Guard Table

# show ip source binding
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Hot 7|5 A%|X| SFCe426 Al2|=

6.5.6. AAA Monitor

6.5.6.1. RADIUS Overview

M Monitor>Security>AAA>RADIUS Overview

O H|O|X|= 21T T mO|X|0o|M T 75T RADIUS ME{Q| 2EHO] Ciot ZHQE MSEHLICh

RADIUS Server Status Overview

#| IPAddress | Authentication Port | Authentication Status
1 Disabled
2 Disabled
3 Disabled
4 Disabled
8 Disabled
RADIUS Server Status Overview
0] ke
# RADIUS MH Bz LIt 2| A| MHO| CHEH &M SA 2 ol S gL C
IP Address Ol Me{o| IP AL},

Authentication Port

Authentication Status

Buttons

Refresh |

OIZ0| AF2 = UDP ZE HZ QL|C}.
ME Q| HXY AEH R LICE,

m

Disabled N7t H|=Z S| Y& L Tt
M= 243te|0] AX|TH P 412 OHF ZtE F0| OFH L
Not Ready
C}.
Read MEZ 2det|of e, Ip S410] A& S0[0, RADIUS
ea
Y E2=0| AN AE=E »E FH|7EO ASLICE
Of MH 2 HMA AlE=7F QUAXZE LY AlZH =1 LHof| &
Dead TSR AUELICE Al UAIH O 2 HIEA St K| R, Of
3 1

(X Seconds?| A|ZtO| TR E|M CHA|
left) JHo] M7} EAISHEl A0 0 gt
o

o= O] &EfZ} 27| MHX|

28 Al HOIX|E M2 3.
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6.5.6.2. RADIUS Details

HOt 7|5 AQX| SFC6426 Al2|=

M %& Monitor>Security>AAA>RADIUS Details

O] HO[X|= £78 RADIUS MHE{Of Lot &M SHE MS ULt

RADIUS Authentication Statistics for Server #1

Receive Packets | Transmit Packets
Access Accepts 0 Access Requests 0
Access Rejects 0 Access Retransmissions 0
Access Challenges 0 Pending Requests 0
Malformed Access Responses 0 Timeouts 0
Bad Authenticators o]
Unknown Types 0
Packets Dropped 0
Other Info
IP Address
State Disabled
Round-Trip Time 0 ms
RADIUS Server Status Overview
Y| 4%
RADIUS O] &= RFC4668 - RADIUS 215 22t0|HE MIB Ol A X|H &l i 81t LTS 20
Authentication AE LT
Statistics HAE MH| ALO|S Tiotote]{ ™ AMH B JXHS ALESH0] M2 EE EASHUAIL
RADIUS 215 M T{Z] 72 EH Y L|Ch =418 7t H= 7700|2 S48 72 H=
47§ 4L Ct.
Access Accepts  Ab|2 £ E| $=AE RADIUS Access-Accept TH 2l (R 28t LE K& 38t
X @f2)2l =Lt
Access Rejects At 2 E| 4=AlEl RADIUS Access-Reject I1 A (R & 3t Lt =8
X @f2)2l =Lt
éﬁcﬁss MH 22 E 42 = RADIUS Access-Challenge T Z|(8 28t AL &2
allenges
¥ 81x] 2ol ALt
Malformed Access Mu 2 HE{ 2 A1%l ZHZE| 3§ AlO| RADIUS Access-Response Iff 21|
Responses
P Lo 2RE Zlo= 254X &2 20|E 7HY 1j2l0] =3t
gL 2R E AN SHLE Qo XM HDE QIS K E= HA|X]
UKt &M EE U 4 Qe S BRE YA YNA gHOR
Packet Counters Zo X YELCH
Bad HERH 4 E 25X E’s’% ASAIL HIAIX| BRI £EE =2
Authenticators N o
°._F RADIUS Access-Response I 21 2| 7<=} L|C}

Unknown Types

WHHHE$HA“

=]
F = el 39| RADIUS T2l 9

rH1 8
HJ°='=

Packets Dropped

> oSt ro|om x
ol‘I 0|>|

>
rm
El

X EOM A1H1§$E+ £=4AlEl RADIUS T2l
212 744~ L Ct.

& LHE Ol = 2ol

Rl
T
Hu
>1

Access Requests

gal
N
o

M4 2l RADIUS Access-Request T 22| 7i5=QIL|Ct O|= XY

HES LA fS L

)

Access RADIUS
Retransmissions_ o, L|C}
TH .

215 MH 2 XS El RADIUS Access-Request If 21 2| 7H

Pending
Requests
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O}l A|ZF X1t X| Y7L} 2

o d
Access-Request T{ 21| 7f=QIL|C}, O

B2 WX X3 MH 2 E5t= RADIUS
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7FS0, Access-Accept, Access-Reject, Access-Challenge,

EEWHESR QIS ZATtLC

(==

EL ol
A

QIF AlZh Z4F =L AlZh £t =, St S

St MBI 2 HAIESIALE CHE MBI 2 HEsiiLr 7|8 4 AL

Aot MH 20| A= M ST AJZH E=0H2 7t
29| M&L2 @¥(Request)tt A|ZH = 2t

O] MMOol= ME 2| JEfE Z| M &= AlZHof T Y2 7F Zotk|of AEL

IPAddress oI5 M9 IP F49 UDP ZE QLI

ie)
re
|m
rir

fn

Timeouts ME 29|
ol
=

i
Hu

Other Info State ME{ 2 2E{ 442l RADIUS Access-Reject T 2 (S 2817 Lt S88}X| &
2)2| 7= LT},
'Flgi(r)rlljend--rrip ME 2 2 E| 4415l RADIUS Access-Challenge THZ! (88817 Lt S &8} X|
%2)2| 7H=QiL| o,
Buttons

Auto-refresh i : HA A KA Al F7|HOZ HO0|X| AHE MZ DS AHSELICH

[}

[Reimh J: 22/ A BlO|XI2 M2 DH.

[ Clear |. Meqst Au{o| FH2E|Z CleardHLIC "T{7| 50 Q8" L2 E{= 0| XHQ{oj| o|af ALK /x| & LT}

[ = = [Ec=]
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6.6. Aggregation

6.6.1. Static Configuration

A% Configuration>Aggregation> Static
O] H|O|X|-= Aggregation hash mode 2t Aggregation group & AN st= O AL E L|Ct.

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address [
IP Address
TCP/UDP Port Number

Aggregation Group Configuration

Port Members
GroupID [1]2]3]4[5[6]7[¢8
Normal @@@]@@@@@

Aggregation Mode Configuration

Hash Code Contributors

g9 29

Source MAC Address £ AF23H0] T2 9| Destination port £ A Ast 4= Q& LICH,
Source MAC Address | Source MAC 4 AHES E/d%}512{ M Check SHUA| 2.

Source MAC T 7|2H O 2 Check £/ A& L|CH

Destination MAC A5 A2 30| {1 9| Destination port £ A4t = A& L|CH
Destination MAC £ A2S 24316129 ™M Check 8t A| 2. Destination MAC T4 &
712X 2 & Uncheck /O UELILCH.

IP Address & AF&3}0] Z2{ 9| Destination port & A A& = Q& L|CH

IP Address IP Address AHE 2 22152 ™ Check SHYAIL.

IPFEAE 7|BHO R Check T/ UELICH

Destination MAC
Address

— 1
TCP/UDP ZE HS 5 AR50 Z || Q9| Destination port & Al Atg &= &L CL
TCP/UDP Port R onports Am S T e
Numb TCP/UDP ZE HZ A2 2 2 51512{H Check St A2,
umbper — . - - A
TCP/UDP £E Ho = 7| 2H O 2 243t 0f J&LICE

Aggregation Group Configuration

g0 ay

G ID S o metEl MFo| Cfgt 12 ID S LIEFYLICH 12 1D "Normal'2 E A 7t
rou _ e o
P 9SS LIEFULICH ZE & Q&3 12 D & spLp LTt
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2t 29K ZE= 2 OF D Of Cho Lt ELCH HA0 ZE

HES HEistn, ZES ’él71I01IA1 Mot 2o HES

Port Members Jlgsoz o ZEE A2 150 Sokx] YLt B
0| & (full duplex) ZES0|H, EEE Zt 20N SUSH &

Buttons

Amoly | 22| A BIZ IS M BBtLCh
Apply&Save : _g.gl A| 7c=>IA|.t‘>12

o=
(Reset]: 22| A WZAES 320t

8ot ML Ch
inl

0|I 7rog E|EE|L|E|',

Hot 7|5

_9

A QK| SFC6426 Al2|=

WEB &7 0| Al

0+ Configuration>Aggregation> Static

v" Aggregation Mode Configuration
» Hash Code Contributors
. Source MAC Address(Check)
. Destination MAC Address(Uncheck)
. IP Address(Check)
+  TCP/UDP Port Number(Check)

Aggregation Mode Configuration

Hash Code Contributors
Source MAC Address
Destination MAC Address [
IP Address
TCP/UDP Port Number

v' Aggregation Group Configuration
» Group ID
» Port Members

Aggregation Group Configuration

Port Members
Group ID 1|2|3|4|5|ﬁ|?|
Normal () @ @ @ @
1 @ @

2 -
3 -:::::- ::: O O (
4 R e T T
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HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 27 of|A|

v" Aggregation Mode Configuration

»

Hash Code Contributors

. Source MAC Address(Check)

+  Destination MAC Address(Uncheck)
. IP Address(Check)

«  TCP/UDP Port Number(Check)

(config)# aggregation mode { [ smac ] [ dmac] [ip ][ port] }*1
(config)# aggregation mode smac [p port

v" Aggregation Group Configuration

>
>

Group ID

Port Members

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1-2
(config)# interface GigabitEthernet 1/3-4

(config-if)# aggregation group <v_uint>
(config-if)# aggregation group 1
(config-if)# aggregation group 2

°
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6.6.2. LACP Configuration

0+ Configuration>Aggregation>LACP
O HO|X|Of| M= AR XIZL SIRY LACP ZE PMHS HESD HAY 5 &L CH

LACP Port Configuration

Port | LACP Enabled | Key | Role [Timeout| Prio
- 0 [=_| =] [o v [_3e
1 O Active | ([Fastv| [ 32768
2 0 [Active ~| [Fastwv| [ 32768
3 0O Active ~| [Fastv| | 32768
4 0 Active v| ([Fastwv| [ 32768
5 w] Acive ~| [Fastv] | 32768
6 O Active ~| [Fastv| [  32768|
7 O [Active v| [Fastv]| [ 32768
8 O Auto v [Active v| [Fastwv| | 32768
LACP Port Configuration
g0l My
Port 29X ZE B,
LACP Enabled Of 29X ZEO|M LACP 7} 42t =X 25 M OfL|Ct S Lot THELHO| 2 7Y
nable
O| 40| LEJI AHAL|H LACP & TS F LT
ZEO|M YlSt= 7| 242 HRI7F1 0l M 65535 &LICE
s 282 228 g3 520 el H=o 7| & AL
K O E =0, 10Mb 2| 4% 1, 100Mb 2| % 2, 1Gb 2| 4<% 3 YL|C}
e -
y E8 2382 Ar85t AL8A7E Folet gfez Y & UG Tt
SYoH 7| US A= XE= S Y AF00 HAE = UKL
CHE 7| 8 #de= ZE= ZoE =+ al&sUt
Role 2 LACP S%t MEfE EO{FL|CE Active” A El& O§X0HCH LACP Tf 22 &S,
Role Passive JEi= THEEHZ R E LACP T{ZIS 7|CHE LICEH (LACP T2l S 2RUS W
MEo| ZhsL L)
Ti ¢ EtOtR2 BPDU & 2h2] 7|ZHS MIOfRFLICE "Fast” @782 OHZ=0FCH LACP Al S
imeou
H&5HH, "Slow" 2782 LACP Ij 2l S T&517| H0oj 30 =& 7|CHE L L
"Prio"= ZEO| M &9/ E MOiLICt Hel= 1 0lA 65535 7HX| LIt LACP
Prio THELH 7L O] FXIOM X[ @lote AL 2 AFS E'dotei= d2R0= O] o7 Bi==7t
2y ZEQ WA Adg REE HO{LICE 2 =AILEH 52 R4 =2 2oLt
Buttons
[Aeoly; 22) A BZAIES HBE LI
AoplyaSave |, 22| A| BZAIEHS X B8la HEELIC
[Reset]: 22| A| NS #2310 OF gtoz gsgLch
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WEB &7 0| A]

0% Configuration>Aggregation>LACP
v" LACP Port Configuration
» LACP Enable

. Enable(1~2 Port)

LACP Port Configuration

Port | LACP Enabled | Key [ Role [ Timeout| Prio
. 0 = | =] (= v] [ e
1 Active w| [Fastv| | 32768
2 [Active | [Fastv] [ 32768
3 O Active v| [Fastv| | 32768
4 O Active w| [Fastv| | 32768
5 o Active v| [Fastv| | 32768
6 O Active v| [Fastv| | 32768
7 O [Active v| [Fastwv| [ 32768
8 O [Auto ~| [Active v| [Fastv] [ 32768
> Key
« Auto | Specific(1~65535)
LACP Port Configuration
Port | LACP Enabled | Key [ Role [ Timeout] Prio
: 0 N |[=___~] [=_v| | 30768
1 Active w| [Fastwv| |  32768|
2 Auto | [Active ~| [Fastv| [ 32788|
3 a Specific Active ~| [Fastv| | 32768
4 O Active v| [Fast~| | 32768|
5 O Active ~| [Fastv]| [  32768]
6 O Active ~| [Fastv| |  32768|
7 O [Active ~| [Fastv| [ 32768]
8 O [Auto v| [Actve ~| [Fastv| | 32768]
LACP Port Configuration
Port | LACP Enabled | Key | Role [ Timeout] Prio
* O <= v | [« v| == ~| [ 32788
1 Specificv| [65535 | [Active v| |[Fastv| [ 32768]
2 [Specificv| (65535 | [Active ~| [Fastwv| | 32768]
3 o Active ~| [Fast~]| [ 32768|
4 O Active v| [Fastv| [ 32768|
5 o Active v| [Fastv| |  32768|
6 O Active v| [Fastv| |  32768]
7 O [Actve ~| [Fast~| [ 32768|
8 O Auto v [Active ~| [Fast~v| [ 32768]
e %o
® L]
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> Role

+ Active | Passive

Port | LACP Enabled | Key [ Role [ Timeout Prio
& m <= ~ | | <> ~ == | 32?68|
1 Specificv| (65535 | [Active ~| [Fastv] |  32768|
2 Specific v | |65535 [Passive | [Fastw 32768
3 O =R _sore8)
4 O Active v| [Fastwv| [ 32768]
5 o Active v| [Fastv] |  32768|
6 ] Active ~| [Fast~]| [ 32768]
7 O [Active ~| [Fastv| |  32768|
8 O [Aute ~| [Active ~| [Fastwv| [ 32768]

» Timeout
. Fast | Slow

LACP Port Configuration

Port | LACP Enabled | Key | Role [ Timeout| Prio
o O <=~ [[== ~] [== ~| | 32768
1 Specificv| [65535 | [Active v| [Fastv| | 32768|
2 [Specificv| (65535 | [Active ~| [[EEOB 32768
3 O Slow 32768
4 O Active ~| [Fast~| | 32768|
5 O Active v| [Fastv] [  32768]
8 O Active w| [Fastwv| | 32768|
7 O [Active ~| [Fastv| [ 32788|
8 O Auto v [Actve ~| [Fastv| | 32768]

»  Prio
. 1~65535

LACP Port Configuration

Port | LACP Enabled | Key | Role [ Timeout Prio
* <= v| 65535 | [== v <= w| | 1]
1 Specificv| [65535 | [Active v| [Fastv]| | 1]
2 |Specificv | (65535 | |Active w| [Fastv| [ 65535]
3 O Active v| ([Fastv]| [ 32768|
4 O Active w| |[Fastv| [ 32768|
5 o Active v| |[Fastv| [ 32768
6 0 Active v| [Fast~]| |  32768|
7 0O [Active v| [Fastv] | 32768
8 O Aulo v [Active v| [Fastv| [ 32768]

e %o
® L]
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HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 27 of|A|

v" LACP Port Configuration
» LACP Enable

. Enable(1~2 Port)

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1-2

(config-if)# lacp

> Key

+ Auto | Specific(1~65535)

(config-if)# lacp key { <v_1_to_65535> | auto }
(config-if)# lacp key auto
(config-if)# lacp key 65535

> Role

+ Active | Passive

(config-if)# lacp role { active | passive }
(config-if)# lacp role active
(config-if)# lacp role passive

» Timeout

. Fast | Slow

(config-if)# lacp timeout { fast | slow }
(config-if)# lacp timeout fast
(config-if)# lacp timeout slow

> Prio

+ 1-65535

(config-if)# lacp port-priority <v_1_to_65535>
(config-if)# lacp port-priority 1
(config-if)# lacp port-priority 65535

°
SOLTECH



SOLTECH USER GUIDE

6.6.3.Static Monitor

0+ Monitor>Aggregation> Static

O| H|O| X|0f M &= Aggregation group Ll LEO| AEHE 2QI8H= O AFRE LT},

Aggregation Status

Aggr ID | Name | Type | Speed | Configured Ports | Aggregated Ports
No aggregation groups

Aggregation Status

80 ok

Aggr ID 0| Aggregation 1A HA QL 2 El Aggregation ID I LILCE.

Name Aggregation group ID 2| 0|2 L|LC}.

Type Aggregation group 2| & (Static == LACP) 4 L|C}.

Speed Aggregation group 9| &= L|C}.

Configured ports Ve Ao FEE FER ZEYL|CH
"Prio"£ ZEO| 24 =2|E MofZL|ct Hel= 1 0M 65535 7HX| ¥ LICH LACP

Aggregated ports THELH 7L O] FXIO|M X @lots AELH 2 AFS Edotei= 0= O] o7 Bi==7t
g ZEQ MY Ay REE HO{RLICH 2 =AU EH 52 M =9 2oLt

Buttons

Auto-refresh i : H|EIA K2 A| FI|X 02 HO|X| A5 M2 XS AL LT
[ Refissh |. =22) A| HO|X|S A2 D%

WEB =HQI 0| A]

0+ Monitor>Aggregation> Static

Aggregation Status

Aggr ID | Name | Type | Speed | Configured Ports | Aggregated Ports
1 LLAG1T1 Static 1G GigabitEthernet 1/1-2 nane
2 LLAG2 Static Undefined GigabitEthernet 1/3-4  none

LI =2l G Al

v' Aggregation Status

# show aggregation
# Aggr ID Name Type Speed Configured Ports Aggregated Ports

7 LLAGT Static 1G GigabitEthernet 7/7-2  none
2 LLAG2  Static Undefined GigabitEthernet 1/3-4  none

®
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6.6.4.LACP Monitor

6.6.4.1.System Status

M+ Monitor>Aggregation>LACP>System Status
O| I|O|X| = 2= LACP QIAHA0f Cioh HEf 7HR E XS gL Ct.

LACP System Status

Aaar ID Partner Partner | Partner Last Local
99 SystemID | Key Prio | Changed | Ports
No ports enabled or no existing partners

LACP System Status
20f My
0| Aggregation QI AEAQ B El Aggregation ID 2 L Ct.,
LLAG 2| Z% ID = ‘isid:aggr-id'= HEA|E| 11, GLAG 2| 4% 'aggr-id' & HA|& L|C}.

Partner System ID Aggregation IFE L 9| A|AE D (MAC F2) QI LICE.

Aggr ID

Partner Key Aggregation ID O &&= THEL{O| 7| I L|C},

Partner Prio Aggregation ID O &&=l TtE L 9| @M+ (priority) & LI Ct.

Last changed O| Aggregation O] HZEl O|= 2| A|ZHL|CE.

Local Ports 0] AQ|X[9| O] Aggregation O] &3t ZEE HOFL|LCI.
Buttons

Bemsh | 22 Al HO|X|E M2 1 H.

WEB =HQI 0| A]

M+ Monitor>Aggregation>LACP>System Status
LACP System Status

Agar ID Partner Partner | Partner Last Local
99 System ID Key Prio | Changed | Ports
LLAG1 00-21-6d-00-00-00 3 32768 0d00:2857 12

CLI =2l of| A|

v" LACP System Status

# show lacp neighbor
Aggr ID Partner System ID Partner Prio Partner Key Last Changed

1 00:21:6d:00:00:00 32768 3 00:35:08

Port State  Key Aggr ID Partner Port Partner Port Prio
Gi 1/1 enabled 3 1 1 32768

Gi 1/2 enabled 3 1 2 32768

®
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6.6.4.2.Port Status

20 Monitor>Aggregation>LACP>Port Status
O| |O|X| = 2= ZEO| LACP HEHO| Cliet HEf 7HRE HSeL T

LACP Status

Partner Partner | Partner
Port | LACP | Key | AggriD | o temiD | Port | Prio
No - - - - -
No - - - - -
No - - - - -
No - - - - -
No - - - - -
No - - - - -
No - - - - -
No - - - - -

00 =~ N & L f =

LACP Status
g0l My

Port 2K ZE H YLIT

o
'No'E LACP 7 H| 2 3tE[0f YL ZE

Y37t &8 Je AS Qo[
LACP ‘Backup'® 7} Aggregation 1E0| KOJSHX| 24X C12 TEJ} mLIR RO 4
UCH= A2 o|0|BtL|CE SA|0f LACP &Ei& H|Z83}z|0of A& LICH
Key O| ZEOf &= 7| LIt 5Lt 7|E 7+7] ETL Aggregation & = LS LICH
Aggr ID 0| Aggregation Z1E0f & El Aggregation ID &} L|Cf.
Partner System ID Aggregation TtE L O] A|AE! |ID( FA)JL|CE,
Partner Port Ol ZLEO| HAE MEHO| ZE M LT}
Partner Prio MEHO| ZE Ma=2| LT}
Buttons

Auto-refresh i : H|BIA K3 A| FI|H o2 HO|X| A5 A2 DX S AL EHL|CH

Petwsh | 22 Al HO|X|E M2 1 H.

WEB =HQI 0f| A]

20+ Monitor>Aggregation>LACP>Port Status

LACP Status

Partner Partner | Partner

Port | LACP | Key | AgorlD | gugtemiD | Port | Prio
1 Yes 3 LLAG1 00-12-5d-00-06-a9 1 32768
2 Yes 3 LLAG1 00-12-6d-00-06-a9 2 32768
3 No - - - - -
4 No - - - - -
5 No - - - - -
6 MNo - - - - -
7 MNo - - - - -
8 No - - - - -

e %o
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HOt 7|5 AQX| SFC6426 Al2|=

CLI =2l of| A|

v" LACP Status

# show lacp neighbor

1 00:21:6d:00:00:00 32768

Aggr ID Partner System ID Partner Prio Partner Key Last Changed

3 00:35:08

Port State  Key Aggr ID Partner Port Partner Port Prio
Gi 1/1 enabled 3 1 1 32768
Gi 1/2 enabled 3 1 2 32768

6.6.4.3.Port Statistics

M %& Monitor>Aggregation>LACP>Port Statistics

Ol HO|X| & 2 & ZEO it LACP E4 712 E M&SgL|Ct.
LACP Statistics
Port LACP LACP Discarded
Received | Transmitted | Unknown | lllegal
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
5] 0 0 0 0
T 0 0 0 0
8 0 0 0 0
LACP Statistics
20f ek
Port AKX ZE HZ YLICE
LACP Received Zt LEOA =4S LACP T2 =2 2EoFL|Ct
LACP Transmitted Zt ZEOAM 2 LACP Z8|Y =5 2O FLICt
Discarded ZtZEOA 7|2 2 5 AL 2Ol LACP T8 I9 =5 HOFL|Ct
Buttons

Auto-refresh
ﬂ 22 A| HO|X|Z M2 1%

RE ZEQ| L2 EE CleargfL|LC}.

CH A A Al FI|H22 HO[X]| Ak M2 1Y

WEB &}

21 Gl Al

2 7 Monitor>Aggregation>LACP>Port Statistics
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Hot 7|5 A%|X| SFCe426 Al2|=

LACP Statistics
Port LACP LACP Discarded

Received | Transmitted | Unknown | lllegal
1 113 113 0 0
2 114 113 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 0 0 0

CLI =2l of| A|

v" LACP Statistics

# show lacp statistics

Port Rx Frames Tx Frames Rx Unknown Rx lllegal
Gi 1/1 491 491 0 0
Gi 1/2 491 491 0 0
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6.7. Loop Protection

HOt 7|5 AQ|X| SFC6426 Al2|=

6.7.1. Loop Protection Configuration

A+ Configuration>Loop protection

O| H|O|X|O| A= AFEXIZF S XYl Loop Protection T+ 2 = Qlstn ot A #HAES = JASLICH
Loop Protection Configuration
Global Configuration
Enable Loop Protection | | Disabls v
Transmission Time |5 |seconds
Shutdown Time |18GI |seconds
Port | Enable | Action | Tx Mode
* E Ve v
1 |Shutdown Part V||Enab|e V|
2 |Shutdown Part V||Enab|e V|
3 |Shutdown Part V||Enab|e V|
4 |Shutdown Port V||Enab|e V|
E |Shutdown Port V||Enab|e V|
B |Shutdown Port V||Enab|e V|
7 |Shutdown Port V||Enab|e V|
8 |Shutdown Port V||Enab|e V|
Loop Protection Configuration
General Settings
Global Configuration
gof Ay
Enable Loop o o .
. FZ HV MMECE ML =X E MOl
Protection
Zt ZEOIM HUjE 2t X 2% pDU ALO|Q] ZHA Y L|Ct,
Transmission Time
2o U2 100A 10 ZYLICEH 7| 242 5 2L CH
SO UX| L0 ZE X U0| ZEE TESt= 49 ol ZETH 2O E HEE
. TR == 7| 2hE )LD 2% 442 0 £ 5 604800 Z5(7 ) LT
Shutdown Time o - e o o
2f0| 0 O| M L ET} H|ZdatEl HEj 2 | X LICHEHS & X XHA|ZHEK]).
7| 2252 180 = LICE
Port Configuration
20 ck:
Port SHE ZEO| AQX| LE M LT
Enable Ol ARIX| ZEO|M R B 7} 243t =X MO LT
e %o
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Hot 7|5 A%|X| SFCe426 Al2|=

, BEON 227 UXE 0 +8EIE Mg T
Action g3 ile HE B8 EE 52 U7|8 7|2
WY ZEVHEZ ES pDU S BEH2E YEotEA £= REE PDUE 322
Tx Mode N
HE=XE MojgL ot
Buttons
(Ao, 22 A BZAIEHS B BE LT
[Aeobssave | 22l A 17 Ate S HE3tn MELICH
[Reset]: 32| A| HZAAEES #2310 OF gtoz SIS ch
WEB 27 0f|A|
0+ Configuration>Loop protection
v" General Settings
v" Global Configuration
» Enable Loop Protection
. Disable | Enable
General Settings
Global Configuration
Enable Loop Protection | | Disable v |
Transmission Time | Disable seconds
Shutdown Time seconds
» Transmission Time
. 5sec (1~10)
»  Shutdown Time
. 180sec (0~604800)
General Settings
Global Configuration
Enable Loop Protection | | Enable v |
Transmission Time |5 |sec0nds
Shutdown Time |18{} |sec0nds
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v' Port Configuration

> Enable

. Enable(default) | Disable

Port Configuration

> Action

e Shudown Port(default) | Shutdown Port and Log | Log Only

Port Configuration

> Tx Mode

. Enable(default) | Disable

Port Configuration

HOt 7|5 AQ|X| SFC6426 Al2|=

Port | Enable | Action | Tx Mode
& [<= v|[== v|
1 [ Shutdown Port ~||[Enable v|
2 [ Shutdown Port ~||Enable ~|
3 () [Shutdown Port v||Enable v|
4 [ Shutdown Port ~||Enable v|
5 [ Shutdown Port v||Enable v|
6 [ Shutdown Port ~||Enable v|
7 [ Shutdown Port ~||Enable ~|
8 [ Shutdown Port ~||[Enable v|

Port | Enable | Action | Tx Mode
2 [< v|[== v|
1 [ Shutdown Port ~||Enable |
2 | Shutdown Port v||Enable |
3 ()  [Shutdown Port v || Enable +|
-
5 | Shutdown Port and Log |
6 \LogOnly _|[Enable |
7 [ Shutdown Port v || Enable +|
8 | Shutdown Port v || Enable +|

Port | Enable | Action | Tx Mode
* | <= v| | < v|
1 | Shutdown Port v|[Enable v |
2 [ Shutdown Port ~||Enable v |
3 [0 [Shutdown Port ~|[Enable ~|
4 [ Shutdown Port v | [Disable |
5 [Shutdown Port v
6 [ Shutdown Port ~||Enable ~ |
7 [ Shutdown Port v|[Enable v |
8 [ Shutdown Port ~||Enable ~|

[ J L ]
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CLI 27 of|A|

v" General Settings

v" Global Configuration
» Enable Loop Protection

. Disable | Enable

(config)# no loop-protect
(config)# loop-protect

» Transmission Time

. 5sec (1~10)

(config)# loop-protect transmit-time <t>
(config)# loop-protect transmit-time 5

» Shutdown Time

. 180sec (0~604800)

(config)# loop-protect shutdown-time <t>
(config)# loop-protect shutdown-time 180

v" Port Configuration
» Enable

. Enable(default) | Disable

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/3

(config-if)# loop-protect
(config-if)# no loop-protect

> Action

. Shudown Port(default) | Shutdown Port and Log | Log Only

(config-if)# loop-protect action { [ shutdown ] [ log ] }*1
(config-if)# loop-protect action shutdown

(config-if)# loop-protect action shutdown log
(config-if)# loop-protect action log

» Tx Mode

. Enable(default) | Disable

(config-if)# loop-protect tx-mode
(config-if)# no loop-protect tx-mode
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HOt 7|5 AQX| SFC6426 Al2|=

6.7.2.Loop Protection Monitor

O+ Configuration>Loop Protection
O H|O|X|=

Loop Protection Status

AQKQ ZEY RO B3 MEfE HAIZL|C

Port | Action | Transmit | Loops | Status | Loop | Time of Last Loop
1 Shutdown  Enabled 0 Up -
2 Shutdown  Enabled 0 Down - -
3 Shutdown  Enabled 0 Up - -
4 Shutdown  Enabled 0 Down = -
5 Shutdown  Enabled 0 Down - -
6 Shutdown  Enabled 0 Down = -
7 Shutdown  Enabled 0 Down - -
8 Shutdown  Enabled 0 Down = -
Loop Protection Status
20| M
Port =2 ZEQ| AQX| ZE HD QYLICE
Action oIl M E ZE SEYLIC
Transmit S +HE ZE ME BEQLICH
Loops O ZEO|M ZX|E FZO| £=QLC}
Status SiE ZEO| HiXf FZ 5 HEfQIL|CE
Loop ATl Y ZEOM Rt X E|R}=X| o LT
Time of Last Loop OFX|9f 2= O|HIE 7 ZX|E A|ZH LT,
Buttons
Auto-refresh bt : HIEA X3 Al F7|MO2 TO|X| AHE MEZ DAS AFRELCH
Rich ) 22 A HOIX|E ME 2%
WEB 22l O A|
2+ Monitor>Loop Protection
Loop Protection Status
Port | Action | Transmit | Lonps | Status | Loop | Time of Last Loop
1 Shutdown  Enabled Down 1970-01-07T14:20:22+09:00)
2 Shutdown  Enabled 1? Down 1970-01-07T14:17:30+09:00
3 Shutdown  Enabled 11 Up 1970-01-07T14:22:55+09:00|
4 Shutdown  Enabled 4 Down 1970-01-07T14:14:20+09:00
5 Shutdown  Enabled 1 Down 1970-01-07T14:15:43+09:00)
5] Shutdown  Enabled 1 Down 1970-01-07T14:18:41+09:00
T Shutdown  Enabled 2 Down 1970-01-07T14:20:07+09:00|
8 Shutdown  Enabled 3 Down 1970-01-07T14:19:49+09:00
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HOt 7|5 AQ|X| SFC6426 Al2|=

CLI 22l oA

v" Loop Protection Status

# show loop-protect interface *
Loop Protection Configuration

Loop Protection : Enable
Transmission Time : 5 sec
Shutdown Time  : 180 sec

GigabitEthernet 1/1

Loop protect mode is enabled.
Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 5.

Time of last loop is at 1970-07-07T14:20:22+09:00
Status is down.

GigabitEthernet 1/2

Loop protect mode is enabled.
Action is shutdown.

Transmit mode is enabled.

No loop.

The number of loops is 17.

Time of last loop is at 1970-07-07T14:17:30+09:00
Status is down.

......
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6.8. Spanning Tree

HOt 7|5 AQX| SFC6426 Al2|=

6.8.1. Spanning Tree Configuration

6.8.1.1. Bridge Setting

M+ Configuration>Spanning Tree>Bridge Setting

O] I|O|X| & &3l STP(Spanning Tree Protocol) A|AE MY S FHe = ASL|CH

0] 4HS AX|0| BE STP Ha|X| QIABANA AFSELIC

STP Bridge Configuration
Basic Settings
80

- =

STP Bridge Configuration

Protocol Version MSTP v|
Bridge Priority 32763 v|
Hello Time 2

Forward Delay 15

Max Age 20

Maximum Hop Count | |20

Transmit Hold Count | |6

Edge Port BPDU Filtering
Edge Port BPDU Guard

Port Error Recovery

Port Error Recovery Timeout

Protocol Version

Bridge Priority

Hello Time

Forward Delay

Max Age

Maximum Hop Count

MSTP /RSTP /STP ZE2EE HT METHL|Ct
S35t 22 STP RSTP It MSTP)

A

He|X| U= E MOYLICH R2 A ULSE U7 O FSLLCH 22[X]
FH=2/0 MSTI QI AHA BIS S H3t, 29|X|2 6 HFO|E MAC 22t AZBH]

2 CIST(Cumulative Spanning Tree)2| M &= L|Ct =X
2|X|o] @M=L ALCt.

STP BPDU £ H&dtE ZHAQULICE S22 1 X0)A 10 &= At0|0|0Y, 7|27t
2 ZL|CH

A 7| 2201 O] D5 HESHE A2 HEE X 2ol HEIN £HEOl
k2 O/ = AUELICH

STP EE2|X|7t RE W x| ZEE QO Z Mast= O A=

X ¢
AZHALICHSTP 28t REOIM ARE). R 242 4 0| M 30 = ALO| I LICE.
FE B|X|Y I H2|X|7t MESts Y| 2|0 FX| AIZHAL|CH 2% 42
6 20| A 40 &= A}0|0| 0, MaxAge £ (FwdDelay-1)*2 O|5}0{Of SfL|C},
Ol= MSTI @<o| ZAA M MM MSTI HE Q| He Z(initial value)2 ™ 2|etL|Ct.
Ol= RE EZ|X|7t BPDU HEE HIZ Y += U= E2lX| 5 oLt fast it
of

M 40 & AtO| LIt
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St HE|X| LETJL X5 &8 4= Q= BPDU(Bridge Protocol Data Unit)2] 7H4= @ L|Ct.
Transmit Hold Count | Z=1tZ|™ CHS BPDU o &0 X|HELICH |28 242 2 1 0A 10 742

BPDU L|Ct
Advanced Settings
Y| 4%
Edge Port BPDU _ R N N
Edge £ BA|MCE FHE ZEJI BPDU & ©&SH AKX 2 E Ho{gtLCt.
Filtering
Edge Port BPDU Edge £ A2 FEE ZEVIBPDU E FAI5HH XM o2 HjgHdalEX| o2 E
Guard MO ELILH sie ZE= @F Higd e = Tetkd, g EZZX|0|A FAHE LT
QFE HIEY YENO| A= ZET LY AL 20 A5 2 SYIHEX| R E
Port Error Recovery MOgLICh 577t H 2 dotE 2%, dYHel sTP SA S fId) ZES H|2datst
ChAl 24 2tsfiOF @ LICH O] HEfl= A" R Eof Qs 7|2 LICt
Port Error Recovery LF HEY JHo A= ZEE gt = A AU UCHL 23 442 30 22 H
Timeout 86400 X (24 A[ZhH7THA| &Lt
Buttons
[Aoly |, 22 Al BIZASHS MBI,
[ApbyaSave | Z2 A| HZALES M 8StD KEFLIC
[Reset]: 22l A WZAES #2310 0|H gto2 gSEUCH

WEB &7 0| Al

Y|+ Configuration>Spanning Tree>Bridge Setting

v' STP Bridge Configuration
» Basic Settings
. Protocol Version (STP | RSTP | MSTP)

Protocol Version
Bridge Priority
Hello Time

Forward Delay
Max Age
Maximum Hop Count | 20
Transmit Hold Count | &

. Bridge Priority (Default 32768)
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Basic Setfings

STP Bridge Configuration

Protocol Version

MSTP

Bridge Priority

32768

Hello Time

Forward Delay

Max Age

Maximum Hop Count

Transmit Hold Count

Advanced Settings

Edge Port BPDU Filteri

Edge Port BPDU Guard

Port Error Recovery

Port Error Recovery Tin

Save || Reset

. Hello Time(Default 2, 1~10)

. Forward Delay(Default 15, 4~30sec)

. Max Age (Default 20, 6~40sec)

4096

8192

12288
16384
20480
24576
28672

36664
40960
45056
49152
53248
57344
61440

. Maximum Hop Count(Default 20, 6~40sec)

e Transmit Hold Count(Default 6, 1~10sec)

» Advanced Settings

Basic Settings

. Edge Port BPDU Filtering

+ Edge Port BPDU Guard

. Port Error Recovery (30-86400)

Port Error Recovery Timeout

Protocol Version MSTP
Bridge Priority 32768
Hello Time 2
Forward Delay 15
Max Age 20
Maximum Hop Count | | 20
Transmit Hold Count | |&

Advanced Settings

Edge Port BPDU Filtering O

Edge Port BPDU Guard )]

Port Error Recovery )]

Hot 7|5 A%|X| SFCe426 Al2|=

CLI 27 of|A|

v' STP Bridge Configuration

» Basic Settings

. Protocol Version(STP | RSTP | MSTP)
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(config)# spanning-tree mode {stp | rstp | mstp}
(config)# spanning-tree mode stp

. Bridge Priority(Default 32768)

(config)# spanning-tree mst <instance> priority <prio>
(config)# spanning-tree mst O priority 32768

. Hello Time(Default 2, 1~10)

(config)# spanning-tree mst hello-time <hellotime>
(config)# spanning-tree mst hello-time 2

. Forward Delay(Default 15, 4~30sec)

(config)# spanning-tree mst forward-time <fwdtime>
(config)# spanning-tree mst forward-time 15

. Max Age (Default 20, 6~40sec)

(config)# spanning-tree mst max-age <maxage>
(config)# spanning-tree mst max-age 20

. Maximum Hop Count(Default 20, 6~40sec)

(config)# spanning-tree mst max-hops <maxhops>
(config)# spanning-tree mst max-hops 20

«  Transmit Hold Count(Default 6, 1~10sec)

(config)# spanning-tree transmit hold-count <holdcount>
(config)# spanning-tree transmit hold-count 6

» Advanced Settings

. Edge Port BPDU Filtering

(config)# spanning-tree edge bpdu-filter

. Edge Port BPDU Guard

(config)# spanning-tree edge bpdu-guard

. Port Error Recovery (30-86400)

(config)# spanning-tree recovery interval <interval>
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6.8.1.2. MSTI Mapping

HOt 7|5 AQX| SFC6426 Al2|=

27 Configuration>Spanning Tree>MSTI Mapping
Of HOIX|f M= S| STP MSTI EE2[X| QAEHA 249 ES &oloty HEY & ASH L

MSTI Configuration

Add VLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST (The default bridge instance)

Configuration Identification

Configuration Name 00-21-6d-00-00-00

Configuration Revision | |0

MSTI Mapping

MSTI |

VLANs Mapped

MSTI

MSTIZ

MSTI3

MSTI4

MSTIS

MSTIE

MSTI7

MSTI Configuration

Configuration ldentification

g0

=k

Configuration

Identification

T4 A2 (Configuration Identification)= MSTP(Multiple Spanning Tree Protocol) T4 2| #4
At A

o 1
&2 et O A= gru

Configuration Name

I

VLAN O A{ MSTI 22| Oj &S A Hl= O] YLICH E2|X|= MSTI 2| ALl d E2|
SRot7| f/oll o] Smt 2|H| ™ (Ofef & Zx)# Dt OfL| 2t VLAN-to-MSTI OfE T8 S &
StLICE O] O| &2 %|CH 32 RMJHX| AFBE 4= UELILCE.

o 0

S oF

Configuration

210l M oiZst MSTI 2] 2|H| ™ LT} O] gf2 0 1t 65535 AHO| 2| H==0|0{OF BtL|C},

Revision
MSTI Mapping
g0 g9
MSTI Mabpi MSTI Mapping 2 MSTP(Multiple Spanning Tree Protocol)0ll Al AF2 &|-= VLAN(Virtual
appin - -
pping LAN)Zt MSTI(Multiple Spanning Tree Instance) 72| {2 & Folst= A2 o|O|TtL L}
MSTI BE|X| AAHAQLICE CIST & EA|X QI O HO| E7H55tH, A2 LK e

VLAN 2 $=4I5HA| &L CH

VLANs Mapped

MSTI O D E &l VLAN S5 L|Ct VLAN 2 TH VLAN (1 £H 4094 ALO[Q] 219l xx) EE+&=
He (xx-yy) 2 X EE + Z doz PEE|0{of TL|Ct VLAN 2
Sttel MSTIOff BF O HE 4= USLICH AFSE|X| Y= MSTI = H| 9 FO{ofF &LICH (B, ST
MSTI O] OjZ =l VLAN O] SlE= E2)

;9 J
o @
R
XN
N
rlo
>
H
o

o R
rir

z O
J
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Buttons
Avly . 22 Al HEAS HERLICH
[Apply8Save |. 221 A| BIZAFSIS &3} T K AHSH|C}.

o = o
[Resel), 22| A| BIZAIES F124010 O[F ZHOR SIS ELICH

WEB &7 0| Al

v" MSTI Configuration
» Configuration Identification

. Configuration Name

Configuration Identification

Configuration Name MSTP1
Configuration Revision | O

. Configuration Revision(0~65535)

Configuration Identification

Configuration Name MSTP1
Configuration Revision | 65535

» MSTI Mapping
*  VLANs Mapped

MSTI Mapping

MSTI | VLANS Mapped
MSTI 1-10, 4094

MSTI2

MSTI3

MSTI4

MSTIS

MSTI6

MSTI7

CLI 27 of|A|

v" MSTI Configuration

»  Configuration Identification
L ]
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. Configuration Name | Revision(0~65535)

(config)# spanning-tree mst name <name> revision <v_0_to_65535>
(config)# spanning-tree mst name MSTPT revision 65535

»  MSTI Mapping

VLANs Mapped

(config)# spanning-tree mst <instance> vlan <v_vlan_list>
(config)# spanning-tree mst 1 vian 7-10,4094
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6.8.1.3. MSTI Priorities

Hot 7|5 A%|X| SFCe426 Al2|=

0% Configuration>Spanning Tree>MSTI Priorities

O H|O|X|Of M= 2K STP MSTI EE|X| AAEHA 2ME2| AF S =HQl5t0, Rt 22 HAY = JUSLIT
MSTI Configuration
MSTI | Priority
* <= -
CIST [32768 v
MSTI1 [32768 v
MSTI2 [32768 v
MSTI3 [32768 v
MSTI4 [32768 v
MSTI5 [32768 v
MSTIG [32768 v
MSTI7 [32768 v
MSTI Configuration
MSTI Priority Configuration
gof Ay
MSTI BE|X] AAEHA CIST & 7|2 A AHAR oha 2 ote|of A& LT
BE[X| RM=RIE Mol ot A7t HE+8 U&7 5 LUCHL BE|X|
Priority LU0 MSTI P AEA MSE ol 2, A2|X[2Q| 6 HIO|E MAC F42F HASHY
BE|X| AEXE gLt
Buttons
[Renly; 22| A BBAISS HEBLICL
Adyasave], Z2f A| HZAISS HES D S CH
Resel]; S| A| BIZAISS H40HD O 2o HS YL

WEB &7 0| A]

|+ Configuration>Spanning Tree>MSTI Priorities

v" MSTI Configuration

»  MSTI Priority Configuration

MSTI(0-7)

Priority(Default 32768)
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MSTI Configuration

. /ST! Priority Configuration |
MSTI [ Pri

'
cIsT
MSTIH
MSTI2 [0 |

MSTI3 | 4096
MSTI4

|
|
MSTI5 | 16384 |
|
|

H

MSTI6 |20480
MSTI7 | 24576

CLI 27 oA

v" MSTI Configuration
»  MSTI Priority Configuration
e MSTI(0-7)

. Priority(Default 32768)

(config)# spanning-tree mst <instance> priority <prio>
(config)# spanning-tree mst 1 priority O
(config)# spanning-tree mst 1 priority 671440

[ J L ]
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6.8.1.4. CIST Ports

0% Configuration>Spanning Tree>CIST Ports

O H|O|X|Of A= ALEALZF HXH STP CIST ZE 7S ZESIY TRO| w2t HEY 5= JASLIC
of ojX|ofl= =2lH X YAE ZEO Ciet 2780 ZeE[ JASLICH

CIST Aggregated Port Configuration

STP P . Restricted Point-to-
Port Enabled Path Cost ‘ Priority ‘ Admin Edge | Auto Edge }W’W{ BPDU Guard ‘ point
-~ 0 O 0 0 O
STP P . Restricted Point-to-
Port Enabled Path Cost ‘ Priority ‘ Admin Edge | Auto Edge Role | TCN BPDU Guard ‘ point
* 0 [=> V]| | [=~] [= v 0 0 0 0 < -
10 0O o o o©
2 0 128 v 0 0O 0O ]
3 O 0O o o o©
4 0 128 v 0 0O 0O ]
5 O 0O o o ©
6 O 128 v 0 0o O ]
70O O 0O O 0
E:} O Auto v 128~ MNon-Edge v O @] o] d Auto v
STP CIST Port Configuration
CIST Aggregated Port Configuration
CIST Normal Port Configuration
8of RE
Port =E2| Ml STP ZEQ| AKX ZE W QUL|CY,
STP Enabled Of 29X ZEO|M STP & 2ot X| 25 HofL Tt
ZEOM HSt= Z2 HIES MO{SLICE Auto 282 22X 23 {20 et
MBS B2 H|ES 2750, 802.1D M| HHSt= atE2 AFELICH
Path Cost Specific @& AFESHH ALERZL Folot o2 2 HIES YEE + ASLILL B2
a oS . — . —
HE2 HE/IC 2d EZZXE 28 M AEEUCL 2 HEO0| R2 ZEE
B2 HEO0| g2 ZELL MY ZEZ MEELICH 2% 442 1 0 A 200000000
ARO[ LT,
ZE QU=QE MOlLICL Ol = YT ZE H[ES 7HX|= ZEQ| RM=RE
Priority

=
=S
HMo{st= Ol AF8E == AT (| &EX)
ZEJHAY AX| KXo HAAE O JA=XE
HZE|X| %S). operEdge 7} true Q! WX LE &= C}
operEdge (state flag) @ &7t tHELCH O] E2§12| 442 AdminEdge 2t AutoEdge Z =0 7|8tetLIC}. O

£ 2§32 Monitor->Spanning Tree -> STP Detailed Bridge Status 0| Al Edge 2

HA|ELICH

operEdge S22 7F A | AL S K| =0 A|Z}SHOf St=X|E H Ofgf LT,

LIEtW = 23 Sl 1Y LICH (22| X[7¢
ERC HE JEi= Mt

AdminEdge N
9 (EEJ} £7|8HE 12| 7] operEdge AEH)
AutoEd H2|X|7} B2|X| ZEO|M KHS X ZHK| S A3} 0F SH=X| = R0 SHL|C)
utoEdge L - N
9 Ol= TEO|M BPDU & 4 AISH=X| Of=0] (12} operEdge £ ZHS 4 YA FLic.
e % o
g
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Hot 7|5 A%|X| SFCe426 Al2|=

, ZEz HegU SRS J E2 AZHo| BXE 0p7|Y 4+ AT ol
Restricted Role HEYD BaIXT HEY D] SA 4o o] Halx|7t ATjd £2] 24 EE2 X0
QB D)% S W37 9o A % AUt 0] 7152 2E JHE (Root
Guard)2= Za{X UEL|CH
SNBIET BEL 405 EESK| W Y2 EERK| WAL (12 EES IS
Ualch 4HE Ao KAHoR HRE SHAE AHO|M 9K HEE o) AT
, Eolo| #H EERK W S UAHOl 1H AA0| UMY + AT Ol HEYD
Restricted TCN a|R7 W EYT 0] SAl 60 ool Halx 7 1 AS0|N Fa a4
QE2 HEsl7| o5 ™D ol BalXte] SHEs SR} ObL ALt ¢
LAN O] 225 213 AEj7} HIBSI Hasle A9Y 4 e
SAISIE| Y, SE S BPDU B +A1510 TE KIS |ZAIS AL LICH SAIBH 23X
MHIHE o] BE K| MBS O] AHO| AHS X SLict
BPDU Guard 0| MHo2 ol QB2 Olt) Q82 Ols| HEASHE S FES Ho|X| EE 98 23
MHO|E FBrS WALt
ZEJ} B X7 OfY HOIE = HOIE AN Of BZE|SX S H O[S O]
Point-to-Point XS0 2 ANE|ILE 2H2 true T fase 2 AHS & QS L|CH FOIE &
LAN O] HE A2 HEt SEE B9 0fHEC#EL|CH
Buttons
[Aooly | 22) A ZALS S ML nt
[Aedhssave]: Z2) A WZAIE S HB3ln KEELICH
|Reset: 22| A| HHZAAIEIS F|AslD O™ Zto2 S Ct

WEB &7 0| Al

|+ Configuration>Spanning Tree>CIST Ports
v' CIST Aggregated Port Configuration

v" CIST Normal Port Configuration
> STP Enabled

. Enable | Disable

CIST Aggregated Port Configuration

STP o A Restricted Point-to-
Port ‘ Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point
[Aute ~]| [128 v| [Non-Edge +| O ] O O [Forced True |
» Path Cost

. Auto | Specific(1~200,000,000)
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CIST Aggregated Port Configuration
Port ‘ e ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge g;z‘“‘fr"é‘; BPDU Guard ‘ P‘l’,i:i‘r'r'
Auto v [128 | [MNen-Edge +| O ] O Od [Forced True |

CIST Normal Port Conl Sl

»  Priority

Auto

. 0/16|32|48|64|80|96|112|128|144|160]|176|192|208|224]|240

CIST Aggregated Port Configuration

STP L . Restricted Point-to-
Port ‘ Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard ‘ point
\ Auto V| 128 w | Non-Edge V| O O O O |Forced True V|
0
16
STP 48 . Restricted Point-to-
Port Enabled ‘ Path Cost ‘ * 64 } ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard ‘ point
* [« v| | | (80 | [== v O O O O o -
10 %, | o 0o o O
2 O [125 D 0O O 0
3 0 122 o 0o o 0O
4 O 76 | o o o O
s O 192 | o o0 O 0
5 [ e | 0 O O 0
7O 200 | o O O 0
» Admin Edge
. Non-Edge | Edge
5TP o q Restricted Point-to-
Port ‘ Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point

\ 128 V| Non-Edge v O O O O |Forced True V|
Edge
» Auto Edge
. Enable | Disable

CIST Aggregated Port Configuration
STP A N Restricted Point-to-

Port ‘ Enabled Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point
[Aute ~] [128 v| [Non-Edge v| o 0O (] [Forced True v/

» Restricted Role

. Enable | Disable

CIST Aggregated Port Configuration

STP o q Restricted Point-to-
Port ‘ Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point
| Auto V| |123 V| |Non-Edge V| O O |Forced True V|
» Restricted TCN
. Enable | Disable
CIST Aggregated Port Configuration
STP o q Restricted Point-to-
Port ‘ Enabled ‘ Path Cost ‘ Priority ‘ Admin Edge | Auto Edge Role | TCN BPDU Guard point
[Aute ~] [128 v| [Non-Edge ]| O O [Forced True ~|

> BPDU Guard
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. Enable | Disable

CIST Aggregated Port Configuration

5TP A N Restricted Point-to-
Port ‘ Enabled Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard point
[Auto_ v| [128 v| [Non-Edge v| a O [Forced True ~|
»  Point-to-Point
. Forced True | Forced False | Auto
CIST Aggregated Port Configuration
5TP . . Restricted Point-to-
Port ‘ Enabled Path Cost ‘ Priority ‘ Admin Edge ‘ Auto Edge Role | TCN BPDU Guard et
[Auto v [128 v| [MNon-Edge v| O O O Forced True

CIST Normal Port Configuration Forced False _
r . T . : . . . L Auto |

CLI 27 of|A|

v' CIST Aggregated Port Configuration

v' CIST Normal Port Configuration
» STP Enabled

. Enable | Disable

(config)# spanning-tree aggregation
(config-stp-aggr)# spanning-tree

(config-stp-aggr)# no spanning-tree

(config)# interface ( <port_type> [ <plist> ])
(config)# interface *

(config-if)# spanning-tree

(config-if)# no spanning-tree

» Path Cost

e Auto | Specific(1~200,000,000)

(config-stp-aggr)# spanning-tree mst <instance> cost { <cost> | auto }
(config-stp-aggr)# spanning-tree mst 0 cost auto
(config-stp-aggr)# spanning-tree mst 0 cost 200000000

(config-if)# spanning-tree mst <instance> cost { <cost> | auto }
(config-if)# spanning-tree mst O cost auto
(config-if)# spanning-tree mst 0 cost 200000000
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»  Priority

. 0/16|32|48|64|80|96|112|128|144|160|176|192|208|224]|240

(config-stp-aggr)# spanning-tree mst <instance> port-priority <prio>
(config-stp-aggr)# spanning-tree mst O port-priority 128

(config-if)# spanning-tree mst <instance> port-priority <prio>
(config-if)# spanning-tree mst O port-priority 128

» Admin Edge

. Non-Edge | Edge

(config-stp-aggr)# no spanning-tree edge

(config-stp-aggr)# spanning-tree edge

(config-if)# no spanning-tree edge

(config-if)# spanning-tree edge

» Auto Edge

. Enable | Disable

(config-stp-aggr)# spanning-tree auto-edge

(config-stp-aggr)# no spanning-tree auto-edge

(config-if)# spanning-tree auto-edge

(config-if)# no spanning-tree auto-edge

» Restricted Role

. Enable | Disable

(config-stp-aggr)# spanning-tree restricted-role

(config-stp-aggr)# no spanning-tree restricted-role

(config-if)# spanning-tree restricted-role

(config-if)# no spanning-tree restricted-role

» Restricted TCN

. Enable | Disable

(config-stp-aggr)# spanning-tree restricted-tcn

(config-stp-aggr)# no spanning-tree restricted-tcn

(config-if)# spanning-tree restricted-tcn

(config-if)# no spanning-tree restricted-tcn
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>

BPDU Guard

. Enable | Disable

Hot 7|5 A%|X| SFCe426 Al2|=

(config-stp-aggr)# spanning-tree bpdu-guard

(config-stp-aggr)# no spanning-tree bpdu-guard

(config-if)# spanning-tree bpdu-guard

(config-if)# no spanning-tree bpdu-guard

Point-to-Point

. Forced True | Forced False | Auto

(config-stp-aggr)# spanning-tree link-type point-to-point
(config-stp-aggr)# spanning-tree link-type shared

(config-stp-aggr)# spanning-tree link-type auto

(config-if)# spanning-tree link-type point-to-point
(config-if)# spanning-tree link-type shared

(config-if)# spanning-tree link-type auto
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6.8.1.5. MSTI Ports

0+ Configuration>Spanning Tree>MSTI Ports

—

O] HO|X|& AFEXLZL SX} STP MSTI ZE 42 ZAtstD HAE £ Q =
MSTI ZEE= 7t ZEZ ZEQ FHE ZH MSTI QAAE A0 Cisf 2 2o CIST(EEIA
QAIABADELICEH AX MSTI ZE 74 S8 S BAISHZ| HO|| MSTI QIAEHAE M
Ol mo|X|ofl= =28 X HAE ZEof Cigt MSTI ZE H7F0| =& JUEL

MSTI Port Configuration

MSTI Port Configuration

g9 29
Select MSTI T8 MSTI QI AHAS MEHSL|CE ME = GET HES S 8oH 28 H 0| X7t
elec
HA|E L}

Buttons

Get |. E7H MSTIO|| CHot @82 AAMSHL CE

MSTI Port Configuration

MSTI ZE= Z} MSTI QIAEA0)| Ofs ZEO| & 2 &d CST(EEIH) =X
7t ZEQLICH HH MSTI ZE 714 S8 E HAISH7| HO| MSTI QIAEHAS MENSHOF SFL|Ct,
Ol HOo|X[ol= 22|™ X HAE ZEO cigt MSTI ZE H7F0| X0 ST

MST1 MSTI Port Configuration

MSTI Aggregated Ports Configuration

Port | Path Cost | Priority
-
Port | Path Cost | Priority
<> v (<> v|
:
2
3
4
5
6 128 v
7
8 128 v
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MSTn MSTI Port Configuration
MSTI Aggregated Ports Configuration
MSTI Normal Ports Configuration

gof e
Port SStE STP CIST (A2 MSTI) ZEQ| AQX| LE HSQIL|C}
ZEo|M LA HE HBS HOELITH Auo HHE 22|18 23 & £0f w2
ET 42 B[RS AEsI0], 802,10 O A AL 4SS AIRELICH
Specific AES ALRIT AR A7 Holst 2oz HE B[RS Yz 4+ ALt A=
Path Cost B2 YEYT0| #H EESX|S AHSE O ARELICH H2 H|80| e mEL
H2 H|80| 8 EEUCH QM0 MY BER Mg SE 2 1014
200000000 H2|0f A& L|CH.
o EE OMA9IS HO[ZL|C Ol SUS BE |82 J1E EEC| SHAIE Hofste
Priority o ABE % ABUIC (B 2F)
Buttons

[Aeply . 22 Al AR

o
2
o
o
C
il

o= T1od
[Aedhssave]: Z2) A WZAIE S HB3tn KEELICH
[Reset]: 22l A] NS #4300 0T gtoz gsyuch

WEB &7 0| A]

O+ Configuration>Spanning Tree>MSTI Ports
v" MSTI Port Configuration

» Select MSTI

MSTI Port Configuration

Select MSTI
[MST1v|| Get |

28 MST & HET 2 'GetHHES SE5HAM 8.
v" MSTn MSTI Port Configuration

v' MSTI Aggregated Ports Configuration

e %o

° @
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v" MSTI Normal Ports Configuration

» Path Cost

e Auto | Specific(1~200,000,000)

»  Priority

MSTI Aggregated Ports Configuration

Port | Path Cost

[ Priority

- |Auto v

[128 ~|

MSTI Aggregated Ports Configuration

Port | Path Cost | Priority
- [Specificv| (200000000 | [128 v

HOt 7|5 AQ|X| SFC6426 Al2|=

. 0]16|32|48|64/80|96|112|128|144|160|176|192|208]|224|240

MSTI Aggregated Ports Configuration

Port | Path Cost [ Priority
- [Specific v| 200000000 | [128 v
0 |
MSTI Normal Ports Configuration 16 —
32
Port | Path Cost P
* [«> ~|[200000000 | |g4 |
1 @ |
2 i |
3
144
4 144
5 176 |
6 192 |
208
7 224 |
g 240 |
CLI 2% Of| Al
v' MSTI Port Configuration
+  Select MSTI
mst <instance> (CIST=0, MSTI1=1, MSTI2=2, ..., MSTI7=7)

MSTn MSTI Port Configuration

MSTI Aggregated Ports Configuration

MSTI Normal Ports Configuration

» Path Cost

+ Auto | Specific(1~200,000,000)
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(config)# spanning-tree aggregation

(config-stp-aggr)# spanning-tree mst <instance> cost { <cost> | auto }
(config-stp-aggr)# spanning-tree mst 1 cost auto
(config-stp-aggr)# spanning-tree mst 1 cost 200000000

(config)# interface ( <port_type> [ <plist>])
(config)# interface *

(config-if)# spanning-tree mst <instance> cost { <cost> | auto }
(config-if)# spanning-tree mst 1 cost auto
(config-if)# spanning-tree mst 1 cost 200000000

»  Priority

. 0]16|32|48|64|80|96|112|128|144|160]|176|192|208|224]|240

(config-stp-aggr)# spanning-tree mst <instance> port-priority <prio>
(config-stp-aggr)# spanning-tree mst 1 port-priority 128

(config-if)# spanning-tree mst <instance> port-priority <prio>
(config-if)# spanning-tree mst 1 port-priority 128

®
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6.8.2. Spanning Tree Monitor

6.8.2.1. Bridge Status

4+ Monitor>Spanning Tree>Bridge Status

Of O|X|= 2= STP E2[X| QAAEHAS HE| 7HRE HIS L

STP Bridges
. Root Topology Topology
MSTI Bridge ID D [Port [ Cost| Flag | Change Last
CIST 32768.00-21-6D-00-00-00 32768.00-21-6D-00-00-00 - 0  Steady -
HO|= 2t STP E2|X| QIAHAO CHSt WO| BAE|H, B2 CFS HEE EAIGLICHL
STP Bridges
0] k]
MSTI Ea|X| AAHAQL|CH ESH STP Detailed Bridge Status 23 @I L|C},
Bridge ID O] E2[X| QIABE Al HE[X| ID YL|C}.
Root ID X MEE FE E2[X|Q| E2[X| ID YLCt.
Root Port SN FE LE AL0| ZdHE AKX ZEYLICE
FE ZZ HEYULICL RE E2|X[Q] 2R 00|04, C}E 2 E E2|X[Q HR RE
Root Cost _ N
EE|X|29| XA H|E ZEYO| ZE ZE H|E2| gLCt.
Topology Flag O BEE|X| IAEHAO[oIX| EEZX| HE Za 1 JEfLICH

Topology Change Last | OtX|2} EEZ2X| HZO| &dioh 0| Zutot A[ZFL|Ct,

Buttons

i | 22 A HOIXIE M2 DA,

STP Detailed Bridge Status

Of HO|X|= T STP E2[X| QA0 CiSh AbMSH St 2HE ZE 28 ZEQ| ZE HEHE

STP Detailed Bridge Status

STP Bridge Status
Bridge Instance CIST
Bridge ID 32768 00-21-6D-00-00-00
Root ID 32768 00-21-6D-00-00-00
Root Cost 0
Root Port -
Regional Root 32768.00-21-6D-00-00-00
Internal Root Cost 0
Topology Flag Steady
Topology Change Count 0
Topology Change Last =

CIST Ports & Aggregations State

[Port | Port ID | Role | State | Path Cost [ Edge [ Point-to-Point | Uptime |
\ No ports or aggregations active

®
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STP Detailed Bridge Status

&0

HOt 7|5 AQX| SFC6426 Al2|=

Ay

STP Bridge Status
Bridge Instance
Bridge ID

Root ID

Root Port

Root Cost

Regional Root

Internal Root Cost

Topology Flag
Topology Change
Count

Topology Change Last

STP Detailed Bridge Status

0| §22 STP H2|X| AAHA HEHS HOIFLIC

o
CIST, MST1 S2| E2|X| QIAEHAQL|LCE,

ol B2|X| QIAEAQ| Ha|X| ID YLTH.

HM M=E FE EE|X|Q B2|X] ID UL
E

ﬂ
o
gal
-|ru|1
Im
[is
=ik
1o
i
i)
Ral
O

o
I~
inl

O] E2[X|Q| MST
(CIST QIAE AT
28 RE Z2 HEY I Ch 2| R E 22|X|9| 22 0] gt2 0 YLICL &Y MSTP

A Ljof CHE CIST QIAEHAO CisiM = LE FE E2|X[7HX| Q] Z[A H|E R
LH& ZE Z2 H[8o| HULICt (CIST AAEHA0 T 8 E)

O H2|X| AABHAS EZ2X| HE S22 A JEfRLICE
EZEX HE 220 dEE 2

EZEX 27t opX|Gez 4FE O

ot
ox
=)
rot
>

\J
0
-
n

209 Ad
CIST Ports & 0| B22 CIST(RE L U5 ATy E2)) ZEQ} TAO| HEIE BoiFLITH
Aggregations State
Port =g| MOl STP ZEQ| AQK| ZE HSQIL|C}
STP ZEEZ0|M AFRE= BE D YLICH 0 HE|X| BEQ| 2 M&g| HET}
port ID wa|Hol mE olsAgLCt
HX) STP LE SASHQILICH TE BHL [}S 2t 5 SHLfY 4 YL LICH CfX| ZE, Y
Role mE ZE ZE XM IE
SX| STP ZE AEAQILICH TE MBS C}S 2t 5 SHLfY 2 Y5 LTk H2le
State N qor = )
% (Discarding), 8t& &(Learning), ™ & & (Forwarding).
% STP BE A2 H|SYLICE 0] 22 XHE A0 A HAHEl 20| 7{L} BAIK o2
Path Cost PEE %Y + AL
SX| STP BE (2% ) AX| ST YLICH UK ZEE ofH =2|X/0E AAEX
%o AQX| REQLICE 0] 21k NSO AMEL BAIHOZ THE &
Edge QU LICH 2t X EEL Zmo| HOIE 50| 87| H20) XY Y TE AEf2
Merg L)
X STP ZEO| LOIE £ HQOIE Z1QL|CH ZOIE E TOIE TEL 29 | AN
DICIofo) GIZE|X| &S EEQLICE O] B 1k RSO AME L BAIHOR
Point-to-Point THE 4 YsLUCH BEQ| EQIE £ HOIE 24 BEJLSTP AE|Z HateE
450 I8 Rt
Uptime B2|X| EEJ} OIX|2HO 2 £ 7|48 0|F Za3t AlZHLICH
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Buttons

i | 22 A HOIXIE M2 DA,

WEB =HQI 0| A]

M+ Monitor>Spanning Tree>Bridge Status

v' STP Bridges

STP Bridges
. Root Topology Topology
kL Bridge 1D ID | Port | Cost Flag Change Last
CIST 32765.00-21-6D-00-00-00 32768.00-21-6D-00-00-00 - 0 Steady -
MSTI1 32769.00-21-6D-00-00-00 32769.00-21-6D-00-00-00 - 0 Steady

MSTI £ S &5 STP Detailed Bridge Status 0| & &/ L|C},
v' STP Detailed Bridge Status

v' CIST Ports & Aggregations State

STP Detailed Bridge Status

STP Bridge Status
Bridge Instance CIST
Bridge ID 32768.00-21-6D-00-00-00
Root ID 32768.00-21-6D-00-00-00
Root Cost 0
Root Port -
Regional Root 32768.00-21-6D-00-00-00
Internal Root Cost 0
Topolegy Flag Steady
Topolegy Change Count 0
Topolegy Change Last -

CIST Ports & Aggregations State

Port [ PortID | Role | State | Path Cost | Edge | Point-to-Point | Uptime
2 128002 DesignatedPort Forwarding 20000  Yes Yes 0d 00:46:47

CLI 221 0f|A|

v' STP Bridges
v' STP Detailed Bridge Status
v' CIST Ports & Aggregations State
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# show spanning-tree

CIST Bridge STP Status

Bridge ID  : 32768.00-21-6D-00-00-00
Root ID : 32768.00-21-6D-00-00-00
Root Port : -

Root PathCost: 0

Regional Root: 32768.00-21-6D-00-00-00
Int. PathCost: 0

Max Hops  : 20

TC Flag : Steady

TC Count : 0

TC Last S =

Port Port Role State Pri PathCost Edge P2P Uptime

Gi 1/2  DesignatedPort Forwarding 128 20000 Yes Yes 0d 01:32:52

MSTI1 Bridge STP Status

Bridge ID  : 32769.00-21-6D-00-00-00

Root ID : 32769.00-21-6D-00-00-00

Root Port : -

Root PathCost: O

TC Flag : Steady

TC Count :0

TC Last 5=

Gi 1/2  DesignatedPort Forwarding 128 20000 Yes Yes 0d 01:31:56

®
SOL

INFOMET INE.



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

6.8.2.2. Port Status

O+ Monitor>Spanning Tree>Port Status

O] TO|X|= 2%(X[2] Z2[HQl ZEO| CiSt STP CIST ZE HEfE HEAILIC

STP Port Status
Port | CIST Role | CIST State | Up'tlme
1 Non-STP Forwarding
2 Non-STP Forwarding -
3 Non-STP Forwarding -
4 Non-STP Forwarding -
5 Non-STP Forwarding -
6 Non-STP Forwarding -
T Non-STP Forwarding -
8 Non-STP Forwarding -
STP Port Status
209 4%
Port =2|HQI STP BEQ| AQK| LE HSQIL|CE
CISTZEQ| JIf STP ZE %% LICH ZE A2 O3 4t 3 SHHHYLCH
CIST Role CHA 2 E (Alternate Port), Bt E (Backup Port), FE ZE(Root Port),

X|’§ X E(Designated Port),

A
|
O-I
[=]
H| 2§ 3HEl (Disabled).
CISTZEO| SXjj STP L E AME
s

YLICH ZE YEf= Lt 4 & St U CH

CIST State L
H2|= & (Discarding), &t& &(Learning), MY &(Forwarding).
Uptime Ba|X| ZE7} OIX|2o 2 £7|3HE 0|2 Zotsh A|ZHY L CE
Buttons

CH A HA A F2IH2Z HO[X| AFS MZ2 DY S AASRLIC

Retmsh | 22 Al HO|X|E M2 1H.

WEB =HQI 0| A]

0+ Monitor>Spanning Tree>Port Status

v" STP Port Status

STP Port Status

Port | CISTRole [ CIST State | Uptime
1 Disablad Discarding -
2 DesignatedPort Forwarding  0d 01:55:34
3 Disabled Discarding -
4 Disabled Discarding -
5 Disabled Discarding -
6 Disabled Discarding -
7 Disabled Discarding -
& Disabled Discarding -
9 Disabled Discarding -
10 Disabled Discarding -
11 Disabled Discarding -
12 Disabled Discarding -
o %o
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CLI 221 0f|A|

v" STP Port Status

# show spanning-tree mst 0 int *

Mst  Port Port Role State Pri PathCost Edge P2P Uptime

CIST Gi1/2 DesignatedPort Forwarding 128 20000 Yes Yes 0d 02:49:51

°
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6.8.2.3. Port Statistics

0+ Monitor>Spanning Tree>Port Statistics

O HO|X|= A%|X|2| BE|X| ZEQ| STP ZE & 7I2HE HA|ELIC]

STP Statistics
Port Transmitted Received Discarded
MSTP | RSTP | STP | TCN | MSTP | RSTP | STP | TCN | Unknown | lllegal
No ports enabled
STP Statistics
89 4%
Port =2|HOI STP ZEO| AQX| ZTE HS QL|CE
MSTP ZEOAM =4/ EE MSTP BPDU 2| 7= L|C}.
RSTP TEOAM £=A/MEEl RSTP BPDU 2| 7i4=¢iL| T},
STP ZEOM =L/ SE 27l STP 748 BPDU 9] Jh == LICt
TCN ZEOM =MFSE EAA) EEE2X] HE L8 BPDU 2| 7= LICt
Discarded Unknown ZEOM FAE(H T & =+ gle 201d E2| BPDU 2| 7= LT
Discarded lllegal ZEOM AE(H BT M Hst Al d E2| BPDU 2| i=YL|C}
Buttons
Auto-refresh b K3 EA M3 Al F7|HO2 HOIX| XS ME DHS AFSBILICE

Rl |, 22 A HOIXIE M2 DE,

[Clear]. 22| A| 7} Ef MeEtg & 23Tt

.-.

WEB =HQI 0f| A]

M Monitor>Spanning Tree>Port Statistics

v STP Statistics
STP Statistics

Port Transmitted Received Discarded
°n "MsTP [RSTP | STP [ TCN [ MSTP [ RSTP | STP [ TCN | Unknown | lllegal
2 5666 0 0 0 0 0 0 0 0

CLI 221 0f|A|

v" STP Port Status

# show spanning-tree detailed interface *

Port Rx MSTP  Tx MSTP  Rx RSTP  Tx RSTP  Rx STP Tx STP Rx TCN Tx TCN Rx Ill. Rx Unk.
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6.9. IPMC Profile

Hot 7|5 A%|X| SFCe426 Al2|=

6.9.1. Profile Table Configuration

0+ Configuration>IPMC Profile>Profile Table

O HO|X|of M= IPMC Z2E &H Fd 2 MS Lot
IPMC Z2E2 |P BE[FHAE AEE0]| Tt HM A K OfE Bl Z5t= O AFEE LICH Z[0] 64712 Z2HS Y
& = A2n ZhzHof Z(TH 128712 ST A2 WEe = ASLICh
IPMC Profile Configurations
| Global Profile Mode | | Disabled v | |
IPMC Profile Table Setting
[ Delete | Profile Name | Profile Description [ Rule |
| Add New IPMC Profile |
IPMC Profile Configurations
= My
A g

Global Profile Mode

IPMC Profile Table Setting

£0] M
Delete 2 AKSHE B M ISHUAIQ. ChS M Al XIS &20] AR|E LICH
, T2 E 0|20 MOI0| AFRE|E O] QLIC} 2t S22 A|T 16 Ato| LTI} X2
Profile Name M8 193 0|2 JHALICH S22 SjLto| UM E3HE|o{of ot L|C
T2 Woj| Cf3t 2|0 64 K[| LLHI}f £XF2 TAE E7F MYQALICH AP0 Zo|Lf
Profile Description AM0|A Xt S8 &K YELCHL 28 2EE FESE M "E=""E
AFR B A2
Z2o| MAME W X|HE ZRTo| 74 M HO|X| 2 OS2 HE HES
SYSAAIQ. I HE TR0 ofe QO Y H7| HES 22310) EAELICH
Rule ChS HES ARSI R|HE Z2To| 7418 Ba|stA Lt ZAIE 4 AU LICH
B 1 Ye Z2L B 7AS LA
@ xys zzLa paE 78S THSL
Buttons
| Add New IPMC Profie | Af |ppmc T2 TS 716t B S2StA Q. A &22| 0|22 X|Hstn LASIA K.
[Aeely: 22 Al HZEAIES H 8Lt
[Aesbssave | 22| A eZAtE S Hg3tn MELICE
[Reset]: 22 A| AN S & AdtD O|F ZHO 2 E|STYLICH
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22 Ho|X|7} Lhg Lt

IPMC Profile Rule Settings Table
®
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WEB &7 0| Al

|+ Configuration>IPMC Profile>Profile Table
v" IPMC Profile Configuration

» Global Profile Mode

. Enable | Disable

IPMC Profile Configurations

[ Global Profile Mode | [ Enabled v | |

Disabled
v' IPMC Profile Table Setting
» Add New IPMC Profile
IPMC Profile Table Setting
Delete [ Profile Name | Profile Description [ Rule
| Delete || || |O @
»  Profile Name
. Maximum 16 alphabetic and numeric characters.
»  Profile Description
+  Maximum 64 alphabetic and numeric characters.
Delete | Profile Name | Profile Description [ Rule
O TestPrnﬂIeName1|Test—F’roﬁIe_Nan'|e |Q @

Click @ button for setting Edit Profile [Profile Name] Rule

v" IPMC Profile [Profile Name] Rule Settings (In precedence Order)
» Add Last Rule

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order]

Profile Name & Index | Entry Name [ Address Range | Action

TestProfileNamea 1 ~ [Deny w| |D|sab|e\i|%

»  Entry Name

e Select Entry (Settings required in the Address Entry.)

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order]

Profile Name & Index | Entry Name | Address Range | Action
TestProfileNaman 1 ~ |[Deny w| |DlsabIeV| %
[AAA T e Dot |
e %o

® L]
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> Action

«  Deny | Permit

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order)
Profile Name & Index | Entry Name | Address Range | Action | Log |

TestProfileName1 1 |TestEntry1 ~| 224.00.0~224001 [Permit~| |Disable v | %

Deny
Add | ast Rula m

» Log
« Disable | Enable

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order)
Profile Name & Index | Entry Name | Address Range | Action | Log |

TestProfileName1 1 |TestEntry1 v | 224.00.0~22400.1 [Permit | |Disable v|
Disable ————

Add | ast Rula m

Click button to commit rule changes for the designated profile.
Click ® button to view Profile [Profile Name] Rule

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order)

Profile Name & Index | Entry Name | Address Range | Action | Log |
TestProfileMame1 1 TestEntry1 224.0.0.0~2240.01 Permit Enable

EXAMPLE CLI CONFIGURATION

v" IPMC Profile Configuration

» Global Profile Mode

. Enable | Disable

(config)# ipmc profile
(config)# no ipmc profile

v" IPMC Profile Table Setting

» Add New IPMC Profile
» Profile Name

. Maximum 16 alphabetic and numeric characters.

(config)# ipmc profile <word16>
(config)# ipmc profile TestProfileName7

»  Profile Description

®
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+  Maximum 64 alphabetic and numeric characters.

(config)# ipmc profile <word16>
(config)# ipmc profile TestProfileName1

(config-ipmc-profile)# description <line64>
(config-ipmc-profile)# description Test-Profile. Name

v' IPMC Profile [Profile Name] Rule Settings (In precedence Order)

» Add Last Rule
»  Entry Name
e Select Entry (Settings required in the Address Entry.)
» Action
e Deny | Permit
» Log

« Disable | Enable

(config)# ipmc profile <word16>

(config)# ipmc profile TestProfileName7

(config-ipmc-profile)# range <entry_name> { permit | deny } [ log ] [ next <next_entry> ]
(config-jpmc-profile)# range TestEntryT permit log

(config-ipmc-profile)# range TestEntry1 permit

(config-jpmc-profile)# range TestEntryT deny log

(config-ipmc-profile)# range TestEntry1 deny

Click “@ button to view Profile [Profile Name] Rule

# show ipmc profile [ <profile_name> ] [ detail ]

# show jpmc profile

IPMC Profile is now enabled to start filtering.

Profile: TestProfileName17 (In IGMP Mode)

Description: Test-Profile. Name

HEAD-> TestEntryT (Permit the following range and log the matched entry)
Start Address: 224.0.0.0

End Address . 224.0.0.7

# show [pmc profile detail

IGMP will permit and log matched address between [224.0.0.0 <-> 224.0.0.7]
IGMP will deny matched address between [224.0.0.2 <-> 239.255.255.255]

MLD will deny matched address between [ff00:: <-> A AT A AT AT AT
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6.9.2. Address Entry Configuration

0+ Configuration>IPMC Profile>Address Entry

Ol HO|X|= IPMC Z2EO|M AEEl= T2 B9 22 MISLICH
F4 BB IPMC TRED BUE F2 HOIZ XYt 6 AZELICH
A 2”0 = 2|0 128712 & 58S H4Y &= AEUCH
IPMC Profile Address Configuration
Navigate Address Entry Setting in IPMC Profile by entries per page.

[ Delete [ Entry Name | Start Address | End Address |

| Add New Address (Range) Entry |

IPMC Profile Address Configuration
gof ay

=
HASH L. XIHE S2e HE Al AX gLt

Delete S =S AtHste H zl
Ta = HOolE2 Molstste O AFB &&= 0| LIt

Entry Name 2t ghm2 %[0 16 Xto| LBt X2 L8 173t 0|52 7HX| 1 JELLCH o=
StLto| mpiof QLo{OF BHL|C}, Of BH5-2 Profile Table Ol A AHE-& L|C}

Start Address FA HQZ AF2E AZf IPv4/IPve HE|FHAE OE FAQL|CE

End Address T HRZ AL E & IPv4/IPve HEIZHAE O F FAL|CH

Buttons

[ AddNewAddress (Range) Entry |, A Zx QIS 7ol B 22(8tM| Q. 0158 XHEtL T2 THIML.

=

O =

Apply&Save |. H:|7O:I Af%‘% Mgl

[Reset; 2 240 £ WZ A # 20t oMo MBE o oSl W 2SN L.
[Refresh J; )24 %E% EAIE Hol2S M2 DAL

-|>
rOJ
kg

WEB &7 0| A]

0+ Configuration>IPMC Profile>Address Entry
v" IPMC Profile Address Configuration

» Add New Address(Range) Entry

Delete Entry Name Start Address End Address
| Delete | |

»  Entry Name

®
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. Maximum 16 alphabetic and numeric characters

»  Start Addres

S

Hot 7|5 A%|X| SFCe426 Al2|=

. IPv4/IPv6 Multicast Group Address(ex IPv4-224.0.0.0~239.255.255.255)

» End Address

. IPv4/IPv6 Multicast Group Address(ex IPv4-224.0.0.0~239.255.255.255)

Delete | Entry Name |

Start Address

End Address

[  TestEntry1

[224.0.00

[224.0.01

CLI 27 ofA|

v" IPMC Profile Address Configuration

» Add New Address(Range) Entry

» Entry Name

. Maximum 16 alphabetic and numeric characters

» Start Addres

S

. IPv4/IPv6 Multicast Group Address(ex IPv4-224.0.0.0~239.255.255.255)

> End Address

. IPv4/IPv6 Multicast Group Address(ex IPv4-224.0.0.0~239.255.255.255)

[ <v_ipv6_mcast_1> ]}

(config)# ipmc range TestEntry1 224.0.0.0 224.0.0.1

(config)# ipmc range <entry_name> { <v_ipv4_mcast> [ <v_ipv4d_mcast_1> ]| <v_ipv6_mcast>
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6.10. IPMC

6.10.1. IGMP Snooping Configuration

6.10.1.1. Basic Configuration

M+ Configuration>IPMC>IGMP Snooping>Basic Configuration
O| T O] x| = IGMP &+ 28 182 MSELC.

IGMP Snooping Configuration

Global Configuration
Snooping Enabled (]
Unregistered IPMCv4 Flooding Enabled
IGMP SSM Range |232.0.0.0 GE |
Leave Proxy Enabled |
Proxy Enabled [l

Port Related Configuration

Port | Router Port | Fast Leave | Throttling |
* <= w

unlimited +
unlimited »
unlimited +
unlimited v
unlimited +
unlimited +
unlimited »
unlimited +

4= T == R B = RS R L

unlimitad «

Dooooooooog
opooogo4gog

—
[}

unlimited +

IGMP Snooping Configuration
Global Configuration
80
Snooping Enabled Global IGMP Snooping =
0 SE& IPMCv4 EiE
Unregistered IPMCv4 | £2{2 XO{&= IGMP 2% X

Flooding Enabled IGMP 253 0| H| 23t
E£2{g0| 2 ggstE L

nx
of

b

ot
0x
LO_I-
o
I~
o

Il

m

et on

,_
o

1

ox Mo

fot fulot

Mok
fot

2

=)

12

£Q Offl
o
s

=3
|SE IPMCv4 E2fE

o

ox Ho mo

ox
o
=2
rr
i=)
nx ox
=
i
=
k=)
|

SSM (Source-Specific Multicast) 8 ¢|= SSM-aware SAEQ}F 2L E I T4 #HQ| L9
S0l CHoh sSsm AMH| A RHS ¥ 4= UL E L CEH HLIof i 322 IPv4

HE|FAE FAE FFALR Sk, H0l Chet FFAL Z0[4 oM 32 MR E

S AIR.

IGMP Leave Proxy & 2d3lgtL|Ct, 0] 7|52

=
ZOo = [EUSHK| = g

IGMP SSM Range

=E Q% L7t HAIX|E 22 H
Leave Proxy Enabled C

IGMP Proxy £ g-dztetL|Ct. of HESHH S ach =0 A L7H7| HIAIX| S

BIRE Zo=2 MUt

Proxy Enabled

!
5
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+
0
i
-
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Port Related Configuration

g0 ck:
2R ZER MEY XEE XYLt 2tREH EZE = Ethernet 2| X[2] ZE &
20]0f 3 HE|FHAE FX| &= IGMP #HE2[0 Z2 2 0|0{X|= ZEYL|CE
Router Port Aggregation 74 ZEJ} 2} ZE 2 MEHE AL ™A Aggregation O] 2R E ZEZ
XHESHL| O},
ZEO|M WE L7 E gdatetL|Ch A|A-E LEIH7| HAIX| & 2o ™ OFX| 2 b
Fast Leave FHe| HAIXIE ELHX| @0 & YR EE MASHD HjojH MES SXIgLCt o]
7le2 EY ZEO T IGMPV2 SAEDH AZAE Z 200 2 3tstE A 0|
HYE LT
Throttling AQK| ZETL &8 5= Qs HEFHAE O F§ +E Mot ot
Buttons
[Aeoly; 22| A BZAIEHS H B8 LT
[Aedbvssave]; 22| A eiZAtEHS B8t n HEeLIC

O™ Ze= &= & Lt

WEB &7 0| Al

M+ Configuration>IPMC>IGMP Snooping>Basic Configuration

v" IGMP Snooping Configuration
v" Global Configuration

» Snooping Enabled
. Enable | Disable
» Unregistered IPMCv4 Flooding Enabled
. Enable | Disable
» IGMP SSM Range
. 224.0.0.0~239.255.255.255 / 4~32
» Leave Proxy Enable
. Enable | Disable
» Proxy Enable

. Enable | Disable
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IGMP Snooping Configuration

Global Configuration
Snooping Enabled
Unregistered IPMCv4 Flooding Enabled [ ]
IGMP SSM Range [232.0.0.0 |18 |
Leave Proxy Enabled
Proxy Enabled (]

v" Port Related Configuration

> Router Port

. Checked | Unchecked
» Fast Leave

. Checked | Unchecked
» Throttling

. Unlimited(default) | 1~10

Port Related Configuration
Port | Router Port | Fast Leave | Throttling |

* <x W

unlimited w
unlimited w
unlimited w
unlimited w
unlimited w
unlimited +
unlimited w
unlimited w
unlimited v

ooooooooes
Oooo0oooo0oe e

o W oo~ O oE W N =

—

unlimited w

CLI 27 of|A|

v" IGMP Snooping Configuration
v" Global Configuration

» Snooping Enabled

. Enable | Disable

(config)# ip igmp snooping
(config)# no ip igmp snooping

» Unregistered IPMCv4 Flooding Enabled

. Enable | Disable

(config)# ip igmp unknown-flooding
(config)# no ip igmp unknown-flooding
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» IGMP SSM Range

. 224.0.0.0~239.255.255.255 / 4~32

(config)# ip igmp ssm-range <v_ipv4_mcast> <ipv4_prefix_length>
(config)# ip igmp ssm-range 232.0.0.0 8

» Leave Proxy Enable

. Enable | Disable

(config)# ip igmp host-proxy leave-proxy
(config)# no ip igmp host-proxy leave-proxy

» Proxy Enable

. Enable | Disable

(config)# ip igmp host-proxy
(config)# no ip igmp host-proxy

v' Port Related Configuration

> Router Port

. Checked | Unchecked

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# ip igmp snooping mrouter
(config-if)# no ip igmp snooping mrouter

> Fast Leave

. Checked | Unchecked

(config-if)# ip igmp snooping immediate-leave
(config-if)# no ip igmp snooping immediate-leave

» Throttling

. Unlimited(default) | 1~10

(config-if)# no ip igmp snooping max-groups
(config-if)# ip igmp snooping max-groups <throttling>
(config-if)# ip igmp snooping max-groups 10
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6.10.1.2. VLAN Configuration

207 Configuration>IPMC>IGMP Snooping>VLAN Configuration

IGMP Snooping VLAN Configuration

Start from VLAN \:I with entries per page.

[ Delete [ VLANID [ Snooping Enabled [ Querier Election | Querier Address | Compatibility [ PRI | RV [ QI (sec) [ QRI (0.1 sec) | LLQI (0.1 sec) [ URI (sec) |

| Add New IGMP VLAN |

IGMP Snooping VLAN Configuration

Navigating the IGMP Snooping VLAN Table
Zf HO|X|&= VLAN HIO[=0{lA Z|CH 99 7| =5 EOFLICE 7| 242 20 22, "HO|X| & &5" YH
LC £ Soff MEELCE Mg Y2 f @ HO[X|= VLAN HI0|E2| M3 20 /) @52 HOFLCH BEAL=

z =
N 252 VLAN HIO|S0|AM 2AE J7HE B2 VIAN ID & 7+ &5 L|CH

"VLAN" /3 TCZ ARSIE AFRAL7E VLAN E|O[ 20| A AR S MEiSt & Q& L|ct, [Refresh | e o
!

[} =
FH HEAlE HO|S0| HHO[EFLILY.

1> | HES iz BAIE S22 J|HIO 2 C}S 3|2 $3BtL|CH o Z23IH 'O 0|4 S20|

a

gleolate HAETL BA|EL|CE X SEE CRA| ARSI E [ | HES ALE3IM Q.

-

IGMP Snooping VLAN Table Columns

Y| 449
Delete Mg =S AMSYLICE XPE 52 O M Al AFE LT
VLAN ID siE =2 VLAN ID LT,
IGMP Snooping Z} VLAN 2 IGMP Snooping & g%t L Ct.

Enabled %[t 32 72| VLAN € IGMP Snooping Of| A1 €5t
S VLAN Ol A IGMP #2|0f MZ=0f| #Olst=& 2 atetL|ct,
IGMP H|-F{2|0| 2 2535t2{ T H|2-dot5tM a.
IGMP #2|0f M=S I8l IPv4 SIHOIM AHBE|= AA FAE
HElo FA7F BEEX| %2 B2 AIL"E2 0l VLAN O HZE 1P QIE T
Querier Address | FLE AFETILICH IPv4 2| T2 EEER Y2 EBL
7tsshipva BE| FAE ALSRLICH OHX| Io W A|A”E
AtE3tL|C}H 7| 2802 0| 242 192.0.2.1 @IL|C}.
SAEQ ZIREH I HEYA LHO|A SAE U 2t2E{ Q] IGMP H 0| 2t M Xt
Compatibility ZXE FL 2N 2ot g FXA|RLICE 318 &= MEH2 IGMP-Auto, ZA| IGMPV1,
ZH 1IGMPv2, Z A IGMPV3 0|0, 7|2 = 2Hd 212 IGMP-Auto LI CH.

Priority of Interface.
QIHEO|A &= AILHM EEE IGMP MO Z=2f| e

PRI LIEFELICE O|2{3t 3t M2 Ct2 SajA0| Eajmof LMz
EH

A
T AGLILH HEEl= Hel= oM el =3)FH 7(X12)7tHX[ O]

Querier Election

-

| 4=
| F0i5t
o, 7| = QIH 1 0|~

Sl 42 0 YL

RV Robustness Variable.
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Robustness Bl HEQ 0N o &&= T3] &40 Cist =S 5| 88tL|Ct
S 8= HP= 10A 255 0|0, 7|2 Robustness #H4= 242 2 2 L|C}

Query Interval.

Ql FHel ¢+A32 FH2|ofof ofs LT U F2|F AL0|Q] ZHAYLICE S E= Hele
15 H 31744 X0|0, 7|2 He| 7+A2 125 ZYL|C},
Query Response Interval.

2| 26 7474 Z7|H ol Ust H2|of AU/ A) S KW AES HASHE O
QRI AP | A0f & X AQULIC R E|= Bl 0 0 A] 31744 NHX|0[TH, 7| £ A2
SEH 7442 10 & (REHQIE 10 2 B ZH)ULITH

Last Member Query Interval.
ObX| 2} BH H2| 72t 2 OhX| 2 B H
=)

[ -

of

LLQI (LMQI for IGMP) | A2 ORX|G; BH 2| 7H2E
31744 tX|0|04, 7| &2 OpX| 2 &
YL,
Unsolicited Report Interval.
0]2% E1 71242 SAE0 1F HWH N T3t £7| B0 Zto| ure

URI AZHILIC 88 5l #Ql= 0 O A] 31744 X0|0, 7|2 0|2K 1 7+ L
1 Z=YLLCt,

Buttons

[Refresh ; o2 ME A ELIC,

[ == =)

L=< | & BiWY E|O|22 SO0}ZL|C} 7}E Y2 VLAN ID

i
N

Ixl B2 R E B0 20| YE0|E Lt

[>> | crg Bloj20] BAIELICH #X) BAIS OX|9f &2 C}2 SH22E B o|20] YF o ELct

[ AddNew IGMPVLAN |: A= 2 |GMP VLANS 27b512{ 3 228 Q. VIDE X|Hstn A S2S TH8HM 2. "X

S ZESHH Q. siT HA VLANO| MAEl S0|E £ IGMP VLANO| RHES A|XFgtL|Ct

[Apoly | 22l A| Y AFBLS MEBHLICE

[Aeobssave | 22y A B1ZAES Hgotn MEBLIC
J

o=
[Reset: 22| A] MBAIYS $140t

am

WEB A% 0| A]

H+ Configuration>IPMC>IGMP Snooping>VLAN Configuration
v" IGMP Snooping VLAN Configuration

> Add New IGMP VLAN

IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

| Delete [ VLANID [ Snooping Enabled [ Querier Election | Querier Address | Compatibility [PRI[ RV | Ql(sec) | QRI(0.1sec) [ LLQI(0.1 sec) [ URI (sec) |
| pelete | | | [} [ 0.000] [IGMP-Auto v |[0v] | 2| | 125] | 100] [ 10] | 1]

[ Add New IGMP VLAN |
> VLANID

«  VLAN ID 1(1~4095)
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» Snooping Enabled

. Enable | Disable

»  Querier Election

. Enable | Disable
» Querier Address

. 0.0.0.0(no setting) | 192.168.10.1(setting)

» Compatibility

. IGMP-Auto | Forced IGMPV1 | Forced IGMPv2 | Forced IGMPV3

> PRI
. 0(0~7)
> RV
. 2(1~255)
> Ql(sec)

e  125(1~31744)
» QRI(0.1sec)

«  100(0~31744)
» LLQI(0.1sec)

«  10(0~31744)
» URI(sec)

«  1(0~31744)
IGMP Snooping VLAN Configuration

Start from VLAN with entries per page.

Delete | VLANID | Snooping Enabled | Querier Election Querier Address Compatibili PRI RV Ql(sec) | QRI(0.1sec) | LLQI (0.1 sec) [ URI (sec
[ Delete | 1 0.000] IGMP-Auto v 2 125 100 10 1
o %o
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CLI 27 ofA|

v" IGMP Snooping VLAN Configuration

» VLANID

«  VLAN ID 1(1~4095)

(config)# ip igmp snooping vlan <v_vlan_list>
(config)# ip igmp snooping vian 1

» Snooping Enabled

. Enable | Disable

(config)# interface vlan <vlist>
(config)# interface vian 1

(config-if-vlan)# ip igmp snooping
(config-if-vlan)# no ip igmp snooping

»  Querier Election

. Enable | Disable

(config-if-vlan)# ip igmp snooping querier election
(config-if-vlan)# no ip igmp snooping querier election

» Querier Address

. 0.0.0.0(no setting) | 192.168.10.100(setting)

(config-if-vlan)# ip igmp snooping querier address <v_ipv4_ucast>
(config-if-vian)# no ip igmp snooping querier address
(config-if-vian)# ip igmp snooping querier address 192.7168.10.7

» Compatibility

. IGMP-Auto | Forced IGMPvV1 | Forced IGMPv2 | Forced IGMPv3

(config-if-vlan)# ip igmp snooping compatibility { auto | v1 | v2 | v3}
(config-if-vian)# ip igmp snooping compatibility auto
(config-if-vian)# ip igmp snooping compatibility v1

(config-if-vian)# ip igmp snooping compatibility v2

(config-if-vian)# [p igmp snooping compatibility v3

> PRI

. 0(0~7)

(config-if-vlan)# ip igmp snooping priority <cos_priority>
(config-if-vian)# ip igmp snooping priority O
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> RV

. 2(1~255)

HOt 7|5 AQ|X| SFC6426 Al2|=

(config-if-vlan)# ip igmp snooping robustness-variable <ipmc_rv>
(config-if-vian)# [p igmp snooping robustness-variable 2

» Ql(sec)

. 125(1~31744)

(config-if-vlan)# ip igmp snooping query-interval <ipmc_gi>
(config-if-vian)# ip igmp snooping query-interval 125

» QRI(0.1sec)

.« 100(0~31744)

(config-if-vlan)# ip igmp snooping query-max-response-time <ipmc_gri>
(config-if-vian)# ip igmp snooping query-max-response-time 100

» LLQI(0.1sec)

. 10(0~31744)

(config-if-vlan)# ip igmp snooping last-member-query-interval <ipmc_Imqi>
(config-if-vian)# jp igmp snooping last-member-query-interval 10

» URI(sec)

. 1(0~31744)

(config-if-vlan)# ip igmp snooping unsolicited-report-interval <ipmc_uri>
(config-if-vian)# p igmp snooping unsolicited-report-interval 1
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6.10.1.3.Port Filtering Profile

Yo+ Configuration>IPMC>IGMP Snooping>Port Filtering Profile

IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
1 & -
2 &
3 -
4 &
5 -
6 &
7 -
5 -
g o
10 & -

IGMP Snooping Port Filtering Profile Configuration

g0f My
Port gmg ot =2y meQL
o , XHE B Ot LE{E SHOZ PMC ERTS HESIAAD, 27| HES
Filtering Profile Sest0) s Z2To| Cfs 248 BAE 4 AEUC
Profile Management | A|8& Z2Eo| #% 3 =5t H OH3 HES AHEE = U
Button R xme ooy wuE A2 LA
Buttons

[Aeplv . 22| Al M7 AretE R BELITH
[Appvasave]: Z2f A wAIEHS M BetD HEELICH
a

o=
[Resel]: 22 A HZAIRS F|20}

WEB &7 0| A]

0+ Configuration>IPMC>IGMP Snooping>Port Filtering Profile
v" IGMP Snooping Port Filtering Profile Configuration

»  Filtering Profile

. Select the IPMC Profile
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IGMP Snooping Port Filtering Profile Configuration

Port | Filtering Profile
14 - ~|

2 & -
W.. 3 lestProfileName1

48 |-
5 & |-
6 & |-
7 -
8 - |-
9 & |-
10 & |-

||| €|<

» Profile Management Button

. Click @ button to view Profile [Profile Name] Rule

IPMC Profile [TestProfileName1] Rule Settings (In Precedence Order)

Profile Name & Index | Entry Name | Address Range | Action [ Log |
TestProfileName1 1 TestEntry1 224000~224001 Permit Enable

CLI 27 of|A|

v" IGMP Snooping Port Filtering Profile Configuration

»  Filtering Profile

. Select the IPMC Profile

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# ip igmp snooping filter <profile_name>
(config-if)# ip igmp snooping filter TestProfileName1

»  Profile Management Button

. Click @ button to view Profile [Profile Name] Rule

# show ipmc profile [ <profile_name> ] [ detail ]

# show ipmc profile

IPMC Profile is now enabled to start filtering.

Profile: TestProfileName1 (In IGMP Mode)

Description. Test-Profile_Name

HEAD-> TestEntry1 (Permit the following range and log the matched entry)
Start Address: 224.0.0.0

End Address - 224.0.0.7

# show [pmc profile detail

IGMP will permit and log matched address between [224.0.0.0 <-> 224.0.0.7]
IGMP will deny matched address between [224.0.0.2 <-> 239.255.255.255]

MLD will deny matched address between [ff00:: <-> A AT AT AT]

°
SOLTECH



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

6.10.2.IGMP Snooping Monitor

6.10.2.1. Status

20w Monitor>IPMC>IGMC Snooping>Status

O| 0| X|= IGMP AT MENE A ZEL|Ct.

IGMP Snooping Status

Statistics

VLAN | Querier | Host | Querier Queries Queries | V1 Reports | V2 Reports | V3 Reports | V2 Leaves
Version | Version | Status | Transmitted | Received | Received Received Received Received

Router Port

Port | Status
1 -

L=l === i B = R L

-

IGMP Snooping Status

Statistics
20 a7
VLAN ID 59| VLAN ID L|C}.
Querier Version X s S HeElo HE YL
Host Version oN &E 5 2 AE HETYLICL

F2|0] ME{7} "ACTIVE" = "IDLE"S LtEHL|CE.

"DISABLE"= S8 2 HI| 0|27} #e|H o 2 HjgdatEl 242 LIEF- L T
Queries Transmitted HEE FHelol ==
Queries Received FAE FHe|of =L o,
V1 Reports Received | &2 V1 2|ZEQ| =¢L|C}

V2 B|ZEQ| £=QlL|L},

Querier Status

YLICf.

nt
rlo

V2 Reports Received

nt
rlo

V3 Reports Received V3 E2|ZEQ| =YL|LCt,
V2 Leaves Received 8k2 V2 Leave 3= QI LILC}
Router Port
2tRE ZER AFSte ZEE BAIZLICL 22 ZE = O|HU AL(X|Q] ZE F 0|0 3 HE|FHAE K|
= IGMP H2[0| £ O|0{X[= ZE & L|C},
Static & 58 ZE7I 2t*H ZEZ FHE[0] Y= XS LIEFRLICH
S 5Y ZEJEIRH ZEZ oI5 E A2 LIEFELICH

Dynamic =
Both & §8 ZEV} 2tRF ZE=Z F &7 Lt otgE AS LEH- LI

gof o
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Port AQKX| ZE HS
Status EN ZEJ} B H ZEQIX| S LIEFHL|C
Buttons

Auto-refresh b : KA HA KA A| Z7|H o2 HO|X| XE A2 DES AFRSLCH
(Reimh . 220 A| HO|X|E A2 DA 22 HH AFSS A
(G ). o= =4 sl 82 £7|83tL T}

WEB ZHQI 0f| A]

A% Monitor>IPMC>IGMC Snooping>Status

v IGMP Snooping Status
v' Statistics

v Router Port
IGMP Snooping Status

Statistics
VLAN | Querier | Host | Querier Queries Queries | V1 Reports | V2 Reports | V3 Reports | V2 Leaves
D Version | Version | Status | Transmitted | Received Reoelved Recelved Received | Received
1 v3 v3 ACTIVE 1 0 0 0
Router Port
Port [ Status
1 Static
z2 -
3
4
5
6
7
8
9
10

v IGMP Snooping Status
v/ Statistics

# show ip igmp snooping

IGMP Snooping is enabled to start snooping IGMP control plane.

Switch-1 IGMP Interface Status

IGMP snooping VLAN T interface is enabled.

Querier status is ACTIVE

RX IGMP Query:0 V1Join:0 V2Join.0 V3Join.5 V2Leave:0

TX IGMP Query:6 / (Source) Specific Query:0

Compatibility:IGMP-Auto / Querier Version:Default / Host Version:Version 3

v" Router Port

# show ip igmp snooping mrouter

IGMP Snooping is enabled to start snooping IGMP control plane.
Switch-1 IGMP Router Port Status

GI 1/1. Static Router Port

°
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6.10.2.2. Groups Information

Hot 7|5 A%|X| SFCe426 Al2|=

07 Monitor>IPMC>IGMC Snooping>Groups Information

O T O|X|0f= IGMP & HIO|E2| &=0| HEA|FLILY.

IGMP & HIO|22 BA VIAN ID 2 Y8E&|1 I8 0t 1822

o
IGMP Snooping Group Information

Start from VLAN and group address |224.U.U.U

Port Members
1[2[3]4]5]6]7]8]9]10

with |20

VLAN ID | Groups
No more entries

IGMP Snooping Group Information

Z2E L

|entries per page.

20 ok
VLAN ID E9| VLAN ID LT},
Groups HAE OES O FAYLICH
Port Members Ol &0 £ ZESYULICE

Buttons

[e)
=]
[k<]. ioMP 12 Hlo|2o| & HR| S2EE H 0|22 YHo|ESLC
[>> | A= O 9 &2 012 S22 Ho]22 9E 0| =3},
WEB =HQI 0| A]

HHF Monitor>IPMC>IGMC Snooping>Groups Information

v" IGMP Snooping Group Information

IGMP Snooping Group Information

Start from VLAN[1 | and group address [224.0.0.0 | with [20

|entries per page.

Port Members
1] 2 [3]4]5]6]7]8]a]10

VLANID [ Groups
1 239255255250

v

CLI =2l of| A|

v" IGMP Snooping Group Information

# show ip igmp snooping group-database

IGMP Snooping is enabled to start snooping IGMP control plane.
IGMP Group Database

Switch-1 IGMP Group Table

239.255.255.250 is registered on VLAN 1

Port Members: Gi 1/2

Switch-1 IGMP Group Count: 1
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6.10.2.3. IPv4 SFM Information

207 Monitor>IPMC>IGMC Snooping>IPv4 SFM Information

O| I|O| X|Ofl = IGMP SFM(AA TEZ HE|IFHAE) HE HO| 22| 20| EA|E L|Ct IGMP SFM HE
HO|20|= SSM(AAE HE|FHAE) YEE ZoEL|ICE Ol HO|22 HA VLANID 2 HEED, AFC =2
C

JdEE 20| 2E2 FEEUM 22 180 £ot= O E 22 Fas HE S522 He[EL

IGMP SFM Information

Start from VLAN and Group |224.0.0.U |with |20 |enlries per page.

VLANID | Group [ Port [ Mode | Source Address | Type | Hardware Filter/Switch
Mo more enfries

IGMP SFM Information

20 Ay
VLAN ID JE9°| VLAN ID LC},
Group HAE A52 OF FoYLLCH
Port AKX ZE HD
VLANID, ZE Hz & FA 7|F2E FX|kl= EHE ZEE LIE-LICH Of
Mode L N
Include EE £ Exclude & otLIY 4= Q& LICH
AA0| P FAYLICH WX, HHEAT 5= U= IPv4 24 FAO| H O +(AEY)E
Source Address 87HQUL|Ct AA FA EHEZUO| gle B2 "None"0|2ts HIAET AA FA T
HA|ELICH
Type 7S LIEH LT 3{ & (Allow) EE= A5 (Deny) & StLI Y = AS L T
Hardware XNEE 38 FA0M AN IPvs FAZ SF6H= HOJH BHES R O] Mg = J=X|
Filter/Switch O 25 LIEt-L|CE,
Buttons
Auto-refresh L HTBIA K3 A| FI|H o2 HO|X| A5 A2 DX S AL SHL|C
(i o2y e we| mAIE B0 22 M2nH Bt

L=< iIcMP SFM H & Bjo|2o] & #M| &= E H 0|22 A o|EgtL|ct

[>> | EA|E Opx|at 82 C1S G2 HE H 0|22 YHo|EEL|Ct

o T =/

WEB QI 0| A]

07 Monitor>IPMC>IGMC Snooping>IPv4 SFM Information

v" IGMP SFM Information
IGMP SFM Information

Start from VLAN and Group |224.0.0.U |with |20 |entries per page.
VLANID | Group [ Port | Mode | Source Address | Type [ Hardware Filter/Switch
1 239255255250 2 Exclude Mone Deny Yes

®
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CLI =21 0f| A|

v" IGMP SFM Information

# show ip igmp snooping group-database sfm-information detail

IGMP Snooping is enabled to start snooping IGMP control plane.

(IGMP proxy for LEAVE mechanism is active)

Multicast streams destined to unregistered IGMP groups will be flooding.
Groups in range 232.0.0.0/8 follow IGMP SSM registration service model.
IGMP Group Database

Switch-1 IGMP Group Table

239.255.255.250 is registered on VLAN 1

Port Members: Gi 1/2

Hardware Switch: Yes

Gi 1/2 Mode is Exclude (Filter Timer: 157)

Deny Source Address: None

Switch-1 IGMP Group Count: 1
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6.11. LLDP

Hot 7|5 A%|X| SFCe426 Al2|=

6.11.1. LLDP Configuration

6.11.1.1. LLDP

Ml Configuration>LLDP>LLDP

Of TO|X|= AFEALZF ©iXf LLDP QIEHH[O|A BF S HARSHL 8 &= UA=F &Lt
LLDP Configuration
LLDP Parameters
Tx Interval |30 | seconds|
TxHold |4 | imes
Tx Delay |2 |seconds
Tx Reinit |2 |seconds
LLDP Interface Configuration
Optional TLVs
Interface | Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr
* <> ~ O
GigabitEthernet 1/1 0
GigabitEtheret 1/2 a
GigabitEthernet 1/3 O
GigabitEthemet 1/4 0
10GigabitEthernet 1/1 O
10GigabitEthemet 1/2 a
10GigabitEthernet 1/3 0
10GigabitEthernet 1/4 | Disabled O
LLDP Configuration
LLDP Parameters
gof L
29K = HESR gM EE XL SE 2 FXI5H7| {18l O|R0AH F=7[H 22 LLDP
Tx Interval TS HEeLICh ZH LLDP Z2f| Y ALOJQ| ZHA 2 Tx 2k tofl ofsh A E LTt
Fa% a2 50A 32768 =& H|otE LIt
Zf LLDP Z2| 0] = LLDP Z2f 2| ‘L7t f=ot 7|2H0] et E L CH LLDP Z L2
Tx Hold 782 7|7+2 Tx Hold Off Tx Interval 28 =% ¢/ 2 G ELICL fa° 442 20N
10 Hi 2 A SHE Lt
TOF 70| HBEUS B (O: 1P 2L B E), MZ2 LLDP Z2f 0| & & X[ T
Tx Delay LLDP =& ALO|Q| A|ZH2 BHAF Tx Delay &= O| 40| O{OfF BtL|C}. Tx Delay £ Tx
Interval 2{2| 1/4 H Tt A X| BLOLOF SFLICH R2 ok £42 1 0M 8192 =2 H|oHE LTt
QI HO| AT} H| 2Bt E| AL LLDP 7t H| 2ot e[ A AL 29(X[7t E [ LLDP T2
Tx Reini Yol 0|2 A2 HEEO LLDP HE7 O 0| =X ¥ZS L-LICH T
X Reinit

Reini2 S& T Yt MZ LLDP £7|3} AFO| Q] A
10|AM 10 X2 KBt

2t

[

(E)2 HojgLtt fa%t a2
|L|Ct

®
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LLDP Interface Configuration
g0 29

HOt 7|5 AQX| SFC6426 Al2|=

Interface =2[H el LLDP QI H O] AL AL{X] RIE{ | O|A O| S Y LICE.
LLDP R EE MEiSIA Q.
Rx only 22{X|= LLDP EE 2WX| $X|TH 0|2 HA|Z2H =43t LLDP
BE 24t ct
Tx only 29X 0|2 BRI ZEE =45t LLDP FEE H2|X|CtLLDP HEE
Mode HLct
Disabled  AoX|= |LDP HEE BLjX| 20 0|2 MX|ZLE A3 LLDP H
25 HELCH
Enabled 22X LLDP BEE B0 0|2 HXZRH =4St LLDP BEE &2
MetLct
CDP 2142 MESIM
CDP %2 A& cDP Z2f| o] 2402 HoHE LT (A9X|= cDP Z Y&
HESHX| 242). cDP = Y2 QIEHH|0|A 9| LLDP 7t g/ 3tEl Ad<0fgt 2 E LT}
LLDP O|Z H|O|£2| 3T ZEOf T E = U= CDP TLV Bt 2MELCL CHE 2 &
TLV = B EL|CH (I A E|X] 42 CDP TLV 2 H{2{ %l cDP Z3| 2 LLDP 40
HA|E|X] 82). CDP TLV = OF2{{of| ®A|E CHZ LLDP O|2 H|O| 2= Of& & L|Ct,
CDP TLV "¥A| ID"E LLDP "A|2H D" EE2 OjEEL|Ct.
CDP TLV "FA"= LLDP "2#2| FA" ZEZ tfEELCH CDP FA TLV 0l o
FaIt metE 4= AUX|PHLLDP O|2 HIO|20= X MR FAR HA|E LT
CDP Aware _ _
CDPTLV"ZE |D"= LLDP "X E |D" HEZ Oj L E LCt,
CDPTLV"H{T Sl ZESHE"2 LIDP "A|AH S T2 Oj& & Lt
CDP 2} LLDP B & "A|AH 7|52 K| /SHX| 2t CDP 7|52 LLDP 2| Y&7} Ot
7|sg2 EgBtL|Ct 0|2{3t 7|52 LLDP O| R H|O| 20| A "7|Et"Z EA|E LT},
2E AHI 0|20 A CDP 214/ 0] HIZES}E0f = 42 £291K|= 0|2 HAIZRH
A E CDOP Z2 S TEELICH HOolk StLto| QI E 0|20 A CDP 2140] &-d3tEl
4% 22X|0|M= 2= CcDP =2 0| S= & l—I ct.
&3 QIE{H 0| A0 cDP 21A0] HZd%tEl A2 CDP HE = JA| MARX &0 25
AlZto] Z=2tE mf M A& L C
Port Descr MEISH AR " E 0| MESE|= LLDP FEO| ZgtE L|C}
Sys Name MENSH B2 "A|AH 0| 80| &&= LLDP HEOf ZaHE L Ct.
Sys Descr MENSH B2 "A|AE AF0| TS E|l= LLDP HEOf ZeHE L Lt
Sys Capa MEdSH B2 "A|AH 7|5"0] &&= LLDP HEof ZeHE Lt
Mgmt Addr MERDSH AL "ae| A It MES = LLDP O =3t L}
Buttons

(Aol 32 A MZARES MBI

Apply&Save ) _Z.gl A|

o=
[Reset: 22| A| WiZALRS 3140}

o=2 "1od™
HENEES

®
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WEB &7 0| Al

A0+ Configuration>LLDP>LLDP

v" LLDP Configuration
v' LLDP Parameters

» TxInterval

. 5~32768 sec(30sec)
» Tx Hold

+  2~10times(4times)
» Tx Delay

. 1~8192 sec(2sec)
» Tx Delay

. 1~10 sec(2sec)

LLDP Parameters

Tx Interval | 30 | seconds
Tx Hold 4
Tx Delay |2 seconds

timas

Il

Tx Reinit |2 seconds|

v' LLDP Interface Configuration

> Mode

. Disabled | Enabled(default) | Rx Only | Tx Only

LLDP Interface Configuration

[ Optional TLVs
Interface [ Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr [ Sys Capa [ Mgmt Addr

*

GigabitEthernet 1/1 Enabled v
GigabitEthernat 1/2 Disabled
GigabitEthernet 1/3 MLy
Rx only

GigabitEthernet 1/4 | 7, oy
GigabitEthernet 1/5 Enabled v
GigabitEthernet 1/6 Enabled
GigabitEthernet 1/7 Enabled v
GigabitEthernet 1/8 Enabled v
10GigabitEthernet 1/1  |Enabled v
10GigabitEthernet 1/2 |Enabled v
10GigabitEthernet 1/3 |Enabled v
10GigabitEthernet 1/4 |Enabled +

Iy
W
[I(

ooooooooooooo

oo o@dc@aEad
(A T T
(A T T
oo coQc@Ea@E
(A T T

A

» CDP aware

. Disabled(default) | Enabled
L ]

®
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LLDP Interface Configuration

[ Optional TLVs

Interface [ Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr
e
GigabitEthernet 1/1 Enabled v
GigabitEthernet 1/2 Enabled v
GigabitEthernet 1/3 Enabled v
GigabitEthernet 1/4 Enabled +
GigabitEthernet 1/5
GigabitEthernet 1/6 Enabled v

GigabitEthernet 1/7

GigabitEthernet 1/8
10GigabitEthernst 1/1
10GigabitEthernst 1/2
10GigabitEthernet 1/3
10GigabitEthernst 1/4

<

mj my mjfmifm)m m
e | e I | e R e i e I e | =]
LD |w (W W
=iE=Si=Sin=ir=ai= =2
ole|o|e|z|E|z|E
ala||lal|la|la| e [=8
Ooooooooooooed
oo oooooEEBE
cooccooooeeRE
oD d
[<H NN N NN NN NN NN
oD d

» Optional TLVs
» Port Descr

. Disabled | Enabled(default)

LLDP Interface Configuration

I Optional TLVs
Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr

Interface

*
A
A
<

M| myfmy mif oy oy myfmymm
s | e | e I s I e I e e e e I e O e I e |
QLoD w
slzlz(z|z|z(z|z|z(z| 2|z
|| || ||@|® @ w|w||we| e |le||o
allallalallalcal|lca||calcal||a | el a
<l el el el ellel el ellellellele

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
10GigabitEthernst 1/1
10GigabitEthernet 1/2
10GigabitEthernst 1/3
10GigabitEthernet 1/4

0000000000000
coeleER@I@R0a
R
copoce@R@cEaa
R EEEE R
copoce@R@cEaa

» Sys Name

. Disabled | Enabled(default)

LLDP Interface Configuration

[ Optional TLVs
Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr

Interface

*
Iy
A
<

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
10GigabitEthernat 1/1
10GigabitEthernst 1/2
10GigabitEthernet 1/3
10GigabitEthernet 1/4 | Enabled v

0000000000000
SRR ERERER TS
SRR )
AR
R
AR

mymifmymifmi|m{mimmimim
ERIERIERIERIERERIERIERIERIERIE]
I R R R R R R R R R
glz|z|z(z|z|z(z 2|22
|| ([ | @] oo ||@| o w0 e
allallalcal|lco||a||a || o e || o) e
<llle] el el <]l el<lel«

»  Sys Descr

. Disabled | Enabled(default)

®
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LLDP Interface Configuration

[ Optional TLVs
Interface [ Mode [ CDP aware | Port Descr | Sys Name [ Sys Descr [ Sys Capa | Mgmt Addr
S

M
<

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
10GigabitEthernet 1/1
10GigabitEthernst 1/2
10GigabitEthernet 1/3
10GigabitEthernst 1/4

m|mifmy| m| mifm{m|m|mmmjm
Si=20N=21031=21212112(=2[3 |23
Ll fwjo oD || WD
=in=giE=g === = === = =
R
alallalla||lal|lallal e )| a)| e || e || &
ODooooOooooDooon
oo E
[<J NN NN NN QNN HN<
(NN NN N<N<N<N<N<NEN<|
[<J NN NN NN QNN W<N<|
(NN NN NN N<H<N<H<N<|

» Sys Capa

. Disabled | Enabled(default)

LLDP Interface Configuration

[ Optional TLVs
Mode | CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr

Interface

*
Iy
A
<

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
10GigabitEthernst 1/1
10GigabitEthernst 1/2
10GigabitEthernst 1/3
10GigabitEthernst 1/4

my|{mifmy mfmif o m)m{m{m|mm
=R ERIERER R R R R ]
z|alz|z]|2]z|2|z]a|z|2|=2
[=miR=iR=g{R=g N == =g =g =g = | = gl =
R EEEEEEE
alallallalla)|a||alf e e )| ) e | &
ogoooooooooooo
oo oEEpE
[<JN<B NN N NN NN NN
(NN NN NN N<NoN<N<]
[<JN<B N NN NN NN NmN<|
(NN NN NN N<NoN<N<]

»  Mgmt Addr

. Disabled | Enabled(default)

LLDP Interface Configuration

[ Optional TLVs
Mode | CDP aware | Port Descr | Sys Name [ Sys Descr | Sys Capa | Mgmt Addr

Interface

*
Iy
A
<

GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
GigabitEthernet 1/5
GigabitEthernet 1/6
GigabitEthernet 1/7
GigabitEthernet 1/8
10GigabitEthernst 1/1
10GigabitEthernst 1/2
10GigabitEthernst 1/3
10GigabitEthernet 1/4 | Enabled v

0000000000000
copoooeAmcme@
coooooeemome@
copoooEAdcco@
SRR EERR R
ool d@[Oa

my{|mifmymifmi|m{mifmymimm
SUBNUNBN3N3N=2H2U2 2|32 |3
= E L E B E L
olz|z|z(z|z|z(z|z|z|z
|| ||@||@|o||®|| @ @@ || o
allal|lallal|o||af| o o] e || e || e
<<l el el el <lell¢ll<lel¢

CLI 27 of|A|

v' LLDP Configuration
v" LLDP Parameters
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» Tx Interval

. 5~32768 sec(30sec)

(config)# lldp timer <val>
(config)# lldp timer 30

» Tx Hold

. 2~10 times(4times)

(config)# lldp holdtime <val>
(config)# lldp holdtime 4

» Tx Delay

. 1~8192 sec(2sec)

(config)# lldp transmission-delay <val>
(config)# lldp transmission-delay 2

»  Tx Delay

. 1~10 sec(2sec)

(config)# Ildp transmission-delay <val>
(config)# lldp reinit 2

v" LLDP Interface Configuration

> Mode

. Disabled | Enabled(default) | Rx Only | Tx Only

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# Ildp receive
(config-if)# Ildp transmit
Enabled

(config-if)# lldp receive
(config-if)# lldp transmit
Disabled

(config-if)# no lldp receive
(config-if)# no lldp transmit
Rx Only

(config-if)# lldp receive
(config-if)# no lldp transmit
Ix Only

(config-if)# no lldp receive
(config-if)# lldp transmit

» CDP aware

. Disabled(default) | Enabled

®
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(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# Ildp cdp-aware

» Optional TLVs
» Port Descr

. Disabled | Enabled(default)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# Ildp tlv-select port-description

» Sys Name

. Disabled | Enabled(default)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# Ildp tlv-select system-name

» Sys Descr

. Disabled | Enabled(default)

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# lldp tlv-select system-description

» Sys Capa

. Disabled | Enabled(default)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# lldp tlv-select system-capabilities

»  Mgmt Addr

. Disabled | Enabled(default)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# Ildp tlv-select management-address

®
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6.11.1.2. LLDP-MED

Hot 7|5 A%|X| SFCe426 Al2|=

4% Configuration>LLDP>LLDP-MED

0| 0| x| M= LLDP-MED & 7+

HEELICH

LLDP-MED Configuration
Fast Start Repeat Count

Fast start repeat count || 4 H

Transmit TLVs

SE A
céF_I_

=L

0| 7| s2 LLDP-MED £ X|&5t= VolP & X0

Interface [ capabilities | Policies | Location | PoE
*
GigabitEthernet 1/1
GigabitEthernet 1/2
GigabitEthernet 1/3
GigabitEthernet 1/4
10GigabitEthernet 1/1
10GigabitEthernet 1/2
10GigabitEthemet 1/3
10GigabitEthemet 1/4
Coordinates Location
[ Latitude [0 * [Noth || Longitude [0 * [East || Altitude [0 | [Meters | [ Map Datum | [wGss4 ||
Civic Address Location
Country code \ | State | county
City \ City district || Block (Neighborhood)
Street \ Leading street direction || Trailing street suffix
Street suffix House no. | House no. suffix
Landmark Additional location info | Name
Zip code Building | Apartment
Floor ‘ Room no. | Place type
Postal community name ‘ P.O. Box | Additional code

Emergency Call Service

| Emergency Call Service H

Policies

[ Delete [ Policy ID [ Application Type | Tag [ VLAN ID [ L2 Priority | DSCP |

No entries present

Add New Policy

LLDP-MED Configuration
Fast Start Repeat Count
20|

29

I:||_|- ~

~
He
=2=

1= ne

©2 VolP AIAHUAE ASTOIED| NS AR Y 71Z S5 M|~ 9K
%2t LLDP-MED(LINK LAYER DISCOVERY PROTOCOL - MEDIA ENDPOINT
DISCOVERY)7 {9 23 SR QLICE E¢, HEYD FMT BT 5

~
(]

AEZOIE FHOf| CHof MR 23 YRS Lal= 20| FGLILH (O 5188 34 7Is
Fast start repeat AL 54 HESRR S L[5 oHF). Ol= MTe LLDPU S7HS B ESHD
count FHEG HEHI FHO| Ot YYo= Qo EOt AL ALY 228 ZHE Z2A717

Pl

O|2{3t SRS E/4st7| /I LLDP-MED = Z2EZW Z2EE ¢9/0 88 A5 20|

.

LLDP-MED Fast Start 242282 Fo|gtL|Ct =7|0|& HWERX 3 ¢Z TX|&= LLDP

TLV £ LLDPDU Of| A Bt

®
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Transmit TLVs
0

HOt 7|5 AQX| SFC6426 Al2|=

MED 7|s€ #&E U EHZ HZ K= 23 HH 0|20 2 F LLDPDU M| A LLDP-
MED TLV & 2|7| A|ZfgtL|Ct. LLDP-MED OfZ2|#0|M2 A22 LLDP-MED 0| 20|
ZX|Z|H LLDPDU & £ E LAIXO R 1 X O|LfZ 7+431510] M O| RO A 7ttt
= LLDP-MED &2 E S/5+7| sl Al=HE LIt
O|27to| LLDP Z=2f| Y M& & =2 o] =4 E 20| Y22 =2, Fast start 5 3=
X|"95t0f Fast start &2 02 #H BrEsh= Z40] AT ELICH AT = 22 4 32(0|0
M2 27t ZetEl LLDP Z2 Y3 42 [ 1 X ZHH22 47§9| LLDP Z3| &0
M&EL|C}
LLDP-MED % LLDP-MED Fast Start H|7{L|Z2 LLDP-MED HE 3 ¢1& X2t
AEZQIE FX| ALO|Q] HIANMD HAE|EFE HAZUCH, HERA HE FHXE
ZEoLAN QIZ2t @4 EE= OHE R0 dA0= M| X| 2300 72IsHoF gL Ct.

nx
od

Transmit TLVs
Interface
Capabilities
Policies
Location

PoE

Coordinates Location

gof

O|R0|AH M&E LLDP-MED EEE MEigt
HEIHO|R0|AH MEEle T o] ZEHE
T80 §8&|= AHH 0|~ O] S YLICY,

UASLICE MILATH ME 2| H S
|CF.

C

HAsHH A2|X|Q| 7| 50| LLDP-MED H 20 Z&HE L|Ct.

K 25HH Qe H 0| A0 Chet g &=l HAO| LLDP-MED HE 0| Z2HE L|Ct,
HASHH AKX 0f CHet A= K| HETLLLDP-MED M E | ZBHE| LI

H 2 sH QE I 0| A0 CHet T+ =l PoE (Power Over Ethernet) H 27t LLDP-MED
HEOof| ZahE L Ct

Coordinates Location

Latitude

Longitude

Altitude

Map Datum

A& L

e 2EXXRNUE7|IERE SBE Z I Y2, MELE Z I S+E HH |
£ E 180 & AHO|Q| gto 2 M7getL|Ct. X0 A 4 Xf2[7hX| B8e 4= ASLICL

J_EL -2097151.9 O A 2097151.9 AtO|2| Zto 2 MY, X|Cf A=F 1 Xt2|7}HX]

A-IX-IoI- A OI¢|_||:}.

S F 7K 1 /(T £ OH) S0 MEig 5= &L L

I3|E1(Meters) =2 7|ZC 2 Fo|E =O0|EMN O/HE HA|E LT}

Z(Floors): 7= LHOIIA ECt 2#AY U= HEfE D= 5 LIEFHL|CH & 2H AHO| CHE

AEOM FEYLCH 12 002 HE AF0ME 20|17 A2, FOT =2t

Ao o| X|H =0|E LIEHHLICH AS WMz 002 F ZYFO XH =F0

SiESt= 52 LIEFE LI CH

O|2{ot FMOM MS == Z&E0= X| = H|O|E{ 7} AL E LT

WGS84: (X|2|H 3D) - 1984 A M A 7| A (WGS84), CRS TE 4327, 2= XM

O|&: J2|LX|.

NAD83/NAVDS88: 1983 4 S0t 2|7} 7| =7 (NAD83), CRS 2 E 4269, 2 XM

O|&: gL, #& =% 7|=™ 2 1988 H Sot0f 2|7} =% 7| =X (NAVD88) Y L|Ct.

Ol 7|=E M2 siH7I 2 X7t Ot & 2|2f @IX|E e W AL EHLCHEHY 7|&H =

NADS83/MLLW).

NADS83/MLLW: 1983 = S0t 2|7} 7| =X (NAD83), CRS TE 4269, 2= At M 0|5

il
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de2|L %], 23 =& 7|F-8 2 o ot5 XM E 5=2/(Mean Lower Low Water,
MLLW)IL|C} O] 7| & A2 =/5/Y /IXE &= [ AL EL|CE
Civic Address Location
gof 4y

IETF Geopriv Civic Address 7|2t 2|X| 7+ & 2 (Civic Address LCI)2| BL, 2T E TA|

T4 YOl E BXt £ 250 AHS Eapsi A= o ELch
Civic Address 250 Xt M|2Hofl Tt S 7HX| Z20| AbEHO] QU&L|CH,
Location 1. HIO| AX| %2 EA| FL XK= A FA QX HAE FIE 2749 ZXHE

ArggL T,

2.2 X2 =27t A E = 250 A} M 2Hoj| ZatE| K| Q4L Tt

i Z Xt ASCIl X2 E 1S0 3166 =7t ZE= 2 X12| 2 HE|H, o &
DK(EI0F3), DE(S ¥), us(D|=) §0| A& LICt.

=7t2| 32| X| T2 (F(State), Z+H=(Canton), X| F(Region), &= (Province),

Country code

State & (Prefecture))= L L|Ct,

County T (County), X7 (Parish), T(Gun), T(District) & LI C}.

City EAl(City), Al(Al2T), Ol E S0 M =2(Seoul) 4 LICE.

City district Al (City division), X}X| T (Borough), =A| TS (City district), 2H= (Ward) & LI Ct.

Block (Neighborhood) | & LU(Neighborhood), &% (Block) & L|Ct.
Street 7{12|(Street) - Gl A|: Poppelvej (ZH]|0])
Leading street N R
L M3 7{2| gek(Leading street direction) - O Al: N (§)
direction

Trailing street suffix F 2= AHa| o] AK(Trailing street suffix) - 0l A|: SW (FA])

Street suffix 712| ™ 0| Ak(Street suffix) - Gl Al: Ave (FX]), Platz (&%)

House no. U= ¥ S (House number) - GllAl: 21

House no. suffix 4 E Bz H0O|AHHouse number suffix) - B Al: A (0fl0]), 1/2 (¥ &£2] 0))
|:

SHEOr3 E= CHE 2 (Landmark or vanity address) - O Al: Columbia University

Landmark (2280} 3t m)

Additional location
%7} 2|X| M & (Additional location info) - Ol Al: South Wing (2% )

info

Name 0| (HF U AHRA AFE XL - Ol Al: Flemming Jahn (22| Y 2F)
Zip code L™ HS/QH™ I E (Postal/zip code) - 0| A|: 2791

Building HZ (TX) - OAl: Low Library (22 EA2hH

Apartment 75 (OHILE, A2|E) - O Al: Apt 42 (42 = O}LLE)

Floor == (Floor) - Of|Al: 4 &

Room no. S A #H3S (Room number) - Ol Al: 450F (450F &)

Place type 2 3 (Place type) - O|A|: AFRA

Postal communit
y LM HHFL|E| O|F (Postal community name) - Oi| A|: Leonia (2|2 L0}

name
P.O. Box LM ALAMEH (P.O. BOX) - O Al: 12345
Additional code Z=7} I E (Additional code) - Cfl A|: 1320300003

®
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Emergency Call Service

&0

HOM 7|5 AQ|X| SFC6426 Al2|=

Ay

Emergency Call

HIA & AH|2AE911 X 7|EHE TIA == NENA Of 2J8| Fo|&l Zi1p 20|, v =&
MH|AE o|OjgtLct,

) ELIN A 2%} GO E HA2 MEXQl CAMA £ ISDN EZ3 7|8t pSAP 29| H| &
Service S 4H 5 AMSES ELIN Al XIS MES7| Qo) HolElLct o] HAlS HA SZ0]
A8 %= ELIN Off Y3t Xt&E O|F0{ 7l =it 2AtE 2 L4 L(CH
Policies
0] 29
HES3 EA 2 (Network Policy Discovery)2 VLAN 741 23 2l £ A X| 2|9
ZENQ UAD TEE Tt gL Ol EE Z2EEE 38 Z2 -0 Cish
HEL|= A Layer 2 X Layer 3 1t &) ZSELICH 2 HES HEQR HH
MY2 39 EE XMotLt AMH|A ST 22 volP S 0|M 0|2 S8 X I LICh
HM2 T2 i3t 34 W/EE HICIR MH| A Z2 HAIZH HEST FH
QTALEO| UE 88 TR AHEE LT
SNE HEYI FM K2 O3t 5L
1. Layer 2 VLAN ID (IEEE 802.1Q003)
2. Layer 2 priority value (IEEE 802.1D004)
3. Layer 3 Diffserv code point (DSCP) value (IETF RFC 2474)
Ol HEIA Y2 EY ZEQM XL 0 SEZ20H 3 ot AZE =
UELICH FHHCR (1R = 38 Z2 1MW RY2 O30t Z&LCh
- 1. 249
Policies 2 HAE OM
JATEEZ 2M
4. H|C|L 3|9|
5. AEZ|Q H|C|Q
6. M Of/4lz (92 O|C|of RO CHe E=o| HESR HMS UK R X|J)
2 HEIME =5 Ao ZH o2] voiP M S X|stH, S8 =218
AYEER CE YMS A 8E = YSLCH LLDP-MED = 22 CHE 88 =2 17
S0 st o WS ZEY F0T = UL E PLCH Yo HEYT o4
HXQICHE ZEE= QIBE AR A £ ZE 20| et CHE FM Fes 30y
& A& Lt
LLDP-MED £ HEQ|3 ¢1Z ZX|et AE ZQIE 7to| 23 9[of CHE A0 A
HAHL|X| om, MHEtA LAN LHROA BIHS| M3 = CYSt HEQ D WMS Zng
L7t gl& L
Delete YHS AN AKX HASHM 2. TS KT Al FAO| K2 ZdL|C}
. sie HHS MENSIO] £7Y QIE{H|O| A0 Oy ET I} AL S ID = RS2 2 HHEH,
Policy 1D 0|2 ALEHHOF BHLic
22 24 88 ZE0HW RYQ| =Xl ALE Ataf| LIt
1. 2848 - & I1p Haty| & ety 24 MH|AE X|JSte |ARSE ZX|O|A A RELICH
Ol2{st MKl LMo 2 HO|E 88 ZZ YWt Ha| [0 HiX| I E0t0| Fatg| ==
Application Type = O] VLAN Of HiX| & L Ct
2. 28 Mz (ZUH)- 34 M=ot 54 0|C|0foj| CHsh M2 CHE Hxo| Ea st
HERI EZZX|OAM ALEILICE S S8 =218 Moz g At 5Yst
HESQA HMO| M8E|= ZR0= 0/ 88 ZEONHW S 0K LOtOF LT
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[m

3. AA
MH|A

N-AAE AST U WERES A BEO| HEE J|5 Wt 4

o = o
AT LICE OS2 AtM| 1P H3h7| & tistd 29 MH|AE X[ RSHE FARE
C

> M

2
a
u
o o0 > mo
o ox I¥ o ox
C

N
=
[>

H

ok oA A
2]
n o
fr e |m
“ 0 0

=
ol
e

o

ot
Of
Rl
Q
o
o
o
o
o
o
i
o

- LEH QI HIOE B EX[(M: PC E= LES)M ~ZE £ &
O AE ZRIE=FF o{3f VLAN S K| ASHK| ALt
O 2 Ej A E[X] 2" VLAN O|L} EH 'Ef &' G| O] H
IL|CE e 2 =|X| 242 VLAN Of CHS HIEQ]3 HH 0|

_I
o
2Zain &#xX) 12 RMe9 WEL 2A|E 1 DSCP 74gt

o ry 5
ojo
%

L |H
0E |m
>
ofo
ot
s
M

Of

1)

[¢]
o
ne
=
2 du

o

oo o W b K KR
0
mjo

)

orm <
zZ

o

>

ofo

Ot

H

M

2 4

>

il

o
Irio oo > 2

02 Jo for o> o

o - ME H|L|R 29| FH| X A7 st HID| /20| MHE|AE

AFSH X0 A ArESLICE.

2 - LSO|L} HEFHAE 7|Ho| HIL|2 BHX = U SEF HEQ/S
St= FAt 88 Z2IMOM ALE L L HEHE S ?Is TCP &
Z2O™Y20 38 Z20U FHO| o & AME Ata|| 7t

-

A A g
1o

o
Ok

LT

7. 2E C|
HM Me| & K| dste
AH83te HICR 88
OfEL|ct.
8. HIC|2 41z (RHA) - H|C|R Mzt H|C| 2 O|C|ojof Cish H=of HAo| Hast
HEQA EEZX|0M AFSRLICE HICIR 3]0 88 203 YMoz F &= ALt
SYUot HEYS HHMO| M 8= 420 =0 88 T2 RAS
gt
XY=l 88 Z20™ §YO| 'Ef A=l (tagged)’ VLAN 2 AtESH=X| OFL|H 'Ef D& K|
%2 (untagged)' VLAN 2 A 3H=X|E LEHLH = Ef QL CF,
'E L E|X| 942 (untagged)' VLAN 2 AH83t= 22, &X|&= IEEE 802.1Q003 O A 2|3t
Ef 1 SCiE ZatstR| 282 Ef O E|X] 42 T2 HAIS AF8BtL|Ct O] 22, VLAN
Tag ID @} Layer 2 @M #9Q| WE &= ZA|E|1 DSCP Zf2H0| 230 Q& LTt
B3 'Ef 1 El (tagged)' VLAN £ AH85H= 42, &X|= IEEE 802.1Q Ef 11 = 2| HAS
AHE35HH, VLAN ID 2f Layer 2 @ 415=%| 2420 Ot I DSCP 7= AR & L|CF Ef &
Aol F7tAQ HEQI B 8| 7F atE L Ef 0=l Ty "HAI2 EIEEE
802.1Q003 Of| A o|ot R M= Ef T El =y ZatgtL|Ct,
VLAN ID IEEE 802.1Q003 Of| A H 2|l QIE{TH O] A 2| VLAN Al HX}(VLAN ID) LTt
NEEl S8 =20 SO AHEE Layer 2 24 2=2(L2 Priority) & LI C}. L2
L M&=2l= IEEE 802.1D004 O A Ho|El 0 £ E 7 7HX[2] O & 42| M=
SILIE X|HE 4= UASLICH ZF 0 2 IEEE 802.1D004 0| M HO|=l 7|2 2Ma=2E
Ar8et2 LtEF- L CE,
XNEE 88 =218 R0 it Diffserv == SEHS H33}7| Qo At
DSCP(Differentiated Services Code Point) 4t 2/ LICt. O] = IETF RFC 2474 0| A| Ho| &l
2 02H 637X|Q 647 ZE ZQIE gt T StLIE Zate &= JELICH 202 RFC
2475 Of| M| "HO|El 7|2 DSCP {2 ArE%S LIEFLICE

L2 Priority

DSCP

Adding a new policy
80 2%
M HMS 22715121 H " Add New Policy"S S 2SI AI2. A FMoj| s 88 =
&, Ej1, VLAN ID, L2 @429 % DSCP £ X|HSHMA|Q. 13 Ct2 "KE"S
2SHIAIR. R /&= M == 32 7 4 LT
SE AF2AF Al ME e OIE|H 0| A A0 Wt 2t QEHOo|AE NRS HEYS
Xl o =)

M RB S SUS LEYD HUO) f3 CHE 24 UL 4 AL

ME

Adding a new policy

Policies Interface

0% 1o [mu 4o

=

®
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Configuration
Interface O] 40| M 8&|= QIHm0|A2| O|F|LICE
ol XISHO! ||

£ 2lHmo| A0 HEE= M MY

Policy Id ST T
y K38 AS Meistol Metgl Lt
Buttons
Addilew Poliey . 22/ A] A PolicyS 37t & 4 A& LICE
Aodly |, Z2f A| BIZAISS X EBHLICH
Avolvasave | 22 A MZAEE HE3tD AT LICH

o=
(Reset]: 22| A WZAES 320t

®
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SOLTECH USER GUIDE

HOt 7|5 AQX| SFC6426 Al2|=

6.11.2. LLDP Monitor

6.11.2.1. Neighbors

0% Monitor>LLDP>Neighbors

Of T o] X|=

D E LLDP 0|20 CHst 4

SE 7R E MSELUCH

LLDP Neighbor Information

LLDP Remote Device Summary

Local Interface | Chassis ID | Port ID | Port Description | System Name | System Capabilities | Management Address

No neighbor information found

LLDP Neighbor Information

HO|= LLDP O| 20| ZX|E 2f QI O|A0 Ciot WO| HA[EL|CH o= Ct3at 22 BE7F = L
20 ck:
Local Interface LLDP Z3f| ¥ & F=Alot QIE{H| O] A LT}
Chassis ID Chassis ID = 0| 22| LLDP Z2{ Qo] A} L|Ct,
Port ID Port ID = 0|2 ZEQ| Al HXIAYL|C}
Port Description Port Description 2 0| X[ Z2[= ZE dHYLICE
System Name A|AE 0|52 O] FX[OAM &E|= 0| LIC
AAE 752 0|2 Xl 7|s& 2L
1. 7|E} (Other)
2. 34 7| (Repeater)
3. E2|X| (Bridge)
4. WLAN HA| A ZOIE (WLAN Access Point)
System Capabilities > EP—:?—H (Router)
6. ™ =2}7| (Telephone)
7. DOCSIS 70|28 & X[ (DOCSIS cable device)
8. 2H|0| M ™ & (Station only)
9. 0| 2F & (Reserved)
7150| 2d3tE 4%, 7Is ®ol (+)7t 2&LIC 7|80 Hi2detE 22, 7|5 Fof

Management Address

Buttons

Auto-refresh - : K| tA

(Bt . 22 A| HlO|X| S

()7t 2&LICh
el FLAE HEYT #2EX

FaYUULCH O E S0, 0|Ro 1P FAE ZHY

M= Al F7|1HL 2 HO|X] Xts ME I

Mz a3,

®
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WEB =HQI 0f| A]

A+ Monitor>LLDP>Neighbors

v' LLDP Neighbor Information

LLDP Neighbor Information

LLDP Remote Device Summary

Local Interface | ChassisID [ PortID | Port Description | System Name [ System Capabilities | Management Address
GigabitEthernet 1/8 00-21-6D-01-02-03 5 GigabitEthernet 1/5  SFC8000GHP Bridge(+) 172.30.1.30 (IPwd4)

CLI =2l of| A|

v' LLDP Neighbor Information

# show lldp neighbors
Local Interface  : GigabitEthernet 1/8

Chassis ID : 00-21-6D-01-02-03
Port ID 05

Port Description : GigabitEthernet 1/5
System Name : SFC8000GHP

System Description : SFC8000GHP 2.4.0.1 2023-10-11T11:11:42+09:00
System Capabilities : Bridge(+)
Management Address : 172.30.1.30 (IPv4)

PoE Type : PSE Device

PoE Source : Primary Power Source
PoE Power 1 0.0 [W]

PoE Priority : Low Priority

®
SOL
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6.11.2.2. LLDP-MED Neighbors

0+ Monitor>LLDP>LLDP-MED Neighbors
O| H[O]X|= Z& LLDP-MED O| 29| &Ef R E M3 LICt

LLDP-MED Neighbor Information

Local Interface
No LLDP-MED neighbor information found

LLDP-MED Neighbor Information

HO= LLDP O|%0| HX[& Zt AEHE 0|20 Cigt HO| EA|ELICL O] 7|52 LLDP-MED & X|#3t= VolP
gXof §EELLh o= et 22 §27F ZE LI

—Tod -

80f uy

Interface LLDP =3 Y& =A%t QI O|A QL |:f
LLDP-MED &A= &= 71X =R X Seoz FTMEL|CH HEQA AZA
& X|(Network Connectivity Devices)2t A =X 1 E & X|(Endpoint Devices).

LLDP-MED HEZ A& &KX Fo

TIA-1057 O "Z2|El LLDP-MED HEY 3 HZ ¥X|= LLDP-MED A EZQIE FX|0f
CHH IEEE 802 7|8 LAN 1 Z2t 2 S MSELICH LLDP-MED HE®Z Ad FX|l=
CHS 7|15 & 7|82 2 S LAN A& ZX| LT

1.LAN AQ{X|/2H2H

2.IEEE 802.1 E2|X|

3.EEE 802.3 37| (GAIH QI 0| R 2 =Z3tE)

4.|EEE 802.11 &M MM A ZOIE

5.EEE 802 TS O HHOZE FA T 5= U= TIA-1057 Of| A F2l$t IEEE
802.1AB % MED &% 2 K|S

Device Type LLDP-MED HEZQIE &X| Ho|
TIA-1057 0f ‘82| &l LLDP-MED M EEQIE FX|= IEEE 802 LAN HER{3 7S A}2|0f
Q|X|3}0, LLDP-MED Z2 Y932 AR50 1P £41 AH| A0 ZHojEtL|Ct,

K| = LHO|l M LLDP-MED XAl = Ch&1t 20| F=7HA 2l

2} LLDP-MED A EZQIE AX| SalA= O|N AEZQIE AKX 2eA0 HolEl 7158
=01, 0|C|f AE=EHEQIE(Class )2 178 El LLDP-MED
EXOIE(Class )0l siYst= TIA-1057 2| ZE SHS
X @lstH, /LA 0| M ZX|(Class I)E Y E LLDP-MED HEEQIE FX|=
A EZQIE(Class II)2F Lt
Xl &g ot

Clof

ol
i QIS X QI E(Class I)0fl s 2ot TIA-1057 | ZE SHE

LLDP-MED 24t A EZQIE (Class I)

INFOMET INE.
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LLDP-MED
Capabilities

Application Type

HOt 7|5 AQX| SFC6426 Al2|=

LLDP-MED gt AEZQIE (Class ) ‘H2|= TIA-1057 0| M 2| &l 7|2 LLDP ZA4
MH| A7 Haot RE AEZQIE HE0| HEELCE d2{Lt 1P O|C|0{ & X| A5HA|
AL EF AEX S FXE HSOHX| = FA|of siFetLct oj2{st FX| o=
(SHXA|2HOlof| =S| X| F) IP &4 ZHEEE, 7|Et S4 28 MH E= TIA-1057 0| M
Yolgt 7|12 MH| A5 ERE5= FX7F 22E & ASLCHL

O] 2220 Fo el HM MH| A0 &= LAN 714, &X| 2K, HEXHI FHM, M 2z
2 Xf 2|t ZEE L C

LLDP-MED O|C|0] AEZQIE (Class II)
LLDP-MED O|C|0f AIEZQIE (Class ) ¥2|= P O|C|0] 7|58 2&= BEAERQE
| 71

HMZol HEE Ut d2Lt £ ArEAteL 230 g & A1 Yl & ASLIC
O|el getAERQE 3 Hﬁ(CIass I)01| HolE EE 7|82 E%%Hll, Ij|'1|01

O ZEA00 A OBl ZAY ME|20E OICI0f REE HEYT A4S 8 A0

— 0O~ b B == R |
ZetE L

LLDP-MED R/ L|#H 0|4 AEZQIE (Class )

LLDP-MED 7S L|#H 0| AEZOIE (Class Ill) H2|& IP O|C|{ & X|st= 2T
ALEAL S84 X2 2S5t BE NEZQIE NEZ0| HEELICH O]l Ak
ANEZQIE(Class 1) U O|C| AEZOIE(Class Il) A0 Ho|E 2E 7|
=5, %|F fﬂﬂ X et EﬂdEl 5H

=L
o=

$7f§ ZotetL|ct. of 2220 E3St=

LLDP-MED 7| s2 Oli 7<%*7<I°I LLDP-MED 7|52 &Y LICL 7ts% 7|52 Ch2 1t
Z&LCt

.LLDP-MED 7| &

CHERIT M

= 0
R
rorin 1>

Jot g
1 ox oA

N o oos e N e
for

=

10
.l

HEXI YMo|M HolE ofE2|AH0[Me| FQ 7|5S LIEtH = o E2[#H 0|4
S ALIC} Endpoint == Network Connectivity & X|0f 2|8} 2%

b

Ehe
7t oE2A 0l 72 tHEa Z2ELT

1. 54 -T8 1P He7| & thstA 39 MH|AE X RISHs FAFEE 717|101 A AL LTt
o[2{¢t 7|7|= €etq 2= HO[H OfZ2[H 0| M 2R H2[Z|0f HiX[e| Holdit
Hots SdAl7|7] 213 2E=2] VLAN Of BiX[E LTt

2. 28 M= - 38 = A 54 0|C|ofof Chs E=of FMo| BRS HESRI
EZZX0M ArEeLICt

3AHLE 84 - ALE MBI UEXE flot E=o Hote 7|5 Heel 248
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FEELICE ALEE XA 1P TS| & OietA 84 MEIAE

g
ol

E S84 MZ Y AAE 24 0|C|00] T3 Y=o HAHO|

L|Ct

A

S
= .
[O|Ef ZA ZX[Ql pCL ctEEQM AZERE

E
b o
rot
i
ra oo rc

oo — A

ro
N
N
=2
Rl
olo
o T
- O
)

o
ME|AE X[ JBHE FAF
2' HI-_._OlL"- EI‘% aHﬁ [ [
X|Yste QAR S8 Z2 10| AFSEL
A

f

ol

0
|m

i

d

T

|0

Hu

Ot

Ir

s

mt

to

R

ra

[%

£

uo
i)

2 E2|d HIC|R AMH|
TCP Of 2|&5t= H|C|R
Ot LICE.
8. H|C|R 41z - H|C| 2 Az S H|C|2 O|C|o{of CHs Heo| HAo| st HEYS
EEEZX|0|M AL Ct.
Policy & Endpoint Device 7} 3l EM0| X0 M 7= AAS BAH2=Z
20X g LIEFH L CE
Unknown: X|ZEl O ZE 2| 0| G| HEXI FHO| oIxf LeqX|X| EASLICH
Defined: ¥4 %l W EL{3 FHMO| Fo|&| A LICE.
TAG & A8 & o E2|A0|d YOl Ej27} A= VLAN EE= Ef 17t 8= VLAN 2
Ar85t=X|E LtEF- L CE.
TAG Untagged: & X|= IEEE 802.1Q003 Off 2| & CH= Ef 1 8|57t = X| %42 Ej2
e T "HAlS ARSI CL
Tagged: &X|= IEEE 802.1Q Ef 1 &l =2 HAlS ALETL|CE
VLAN ID = IEEE 802.1Q003 Of| | F2| &l QIE{H|0[ A2 VLAN A &} (VID) & LTt
{8%HVLAN ID £ Hol8}7| I8l 1 F£E 4094 71HX| 2| Z4O| AFRElL|Ct EX| 7} IEEE
VLAN ID 802.1Q003 Off ol 24 =9 EfA7H X|HE Z2 S A83l= 8% (R =¥
Ef27F AS), 2 0 (R =l Ef2 X|FF)0| Ar&E LILt. O] Z20ll= IEEE 802.1D M
=9 Yot SQ5tH, Q1Y QIHE 0|20 7|2 PVID 7 ChAl AFEE LT

[>
I

o N
mH
i)
A
o
rx

Policy

o Priority = X| & O Z2(70| M FHO| ALEE|= Layer 2 4 =9 & LIEFH LICE
Priority 0 HE 77K 9] Ol T2l M =9 2¥ 5 SIS AR & U LICH
DSCP = X[ ™=l o Z2|#H 0| M S| Chal Diffserv =E S22 MSot7| sl AtE=
DSCP DSCP ztLICH O] 242 IETF RFC 2474 0| N Ho|=l CHZ 0 £ E 63 77}X[2] 64 742
IE HQIE gt & SILE ZEgtL Lt
Auto-negotiation s g4 3 TMEHZE MAC/PHY At Ed 2 X JISt=X| 025 AldgtL|Ct
N S RS Aol 2

I & ALO| SIS}
Auto-negotiation N
O

=
3
FEf= SR @3 TE 0N
=
o
status =
o

2 AHEs ol of
YO X X2 RS o EN7 HIZEE 42, 802.
0| ot 28 MAU R EE 2ol Qs &
Auto-negotiation
Capabilities
Buttons

Auto-refresh I HAA X3 Al F71H 02 HOIX| X5 ME 1HS AELICE
il |, 22| A HOIXIE M2 DA,
L]

®
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6.11.2.3. EEE

2|55 Monitor>LLDP>EEE

EEE(Energy-Efficient Ethernet)E AL 22 M T3 HOFO| 7H5tX| 0 Ef T X| Q0| Ll &= A LTt
Ol2{3t X|H2 ™a HAZ 2|dl 2| 22| EEE(Energy-Efficient Ethernet)7t 7K 0| E2fT 3
SESt= A|ZH0] HR5HY| W YLITE O] A[ZHS "Q0|2 Y Azt ol2ka ShL|C), &[4

Qi ZXl= LLDP & AFE310] Z42to| 41 & =41 "Qo[=2 Y Azt o Chet §EE uetstol E
SIo|2 Y AlZtoll S2l8t= WA o=z AF8E = UASFLICH
O| H|O|X|+= LLDP Of| 2|3l mete|= EEE HEO| CHot 7HRE ML Ch

LLDP Neighbors EEE Information

Local Interface | Tx Tw | Rx Tw | Fallback Receive Tw | Echo Tx Tw | Echo Rx Tw | Resolved Tx Tw | Resolved Rx Tw [ EEE in Sync
No LLDP EEE information found

LLDP Neighbors EEE Information

Ofl= 2+ QIE{H| 0| ADtCt 3 Z0| &EA|EL|CE.
E{H O| A7t EEE & K| SHX| 2= Z 2 "EEE not supported for this interface" @ 2 HEA|E L|C}
OIE{H|O| A0 M EEE 7} 3| X| &2 HL "EEE not enabled for this interface" @ 2 HA|E L|C}.

[
El

E-
tE L7} EEE & X|RISHK| &= H 2 "Link partner is not EEE capable"@ 2 HEA|E L|C},
Ched 22 §27F ZeEl

e ol Jm 1O H
o

o= [Ct.
20 a9
Local Interface LLDP =32 =4l = S4SHE QIHM 0| A,
23 DE 7} LPI(Low Power Idle)E SISt £ HIO|E MES X|UHAZ 5= U= Z|OY
Tx Tw
AlZh.
A7 =M 220 A Ijo{Lt= O 2R3 A7 St AEXEIE 7| CtH2{ofF St
Rx Tw
Al 2L CE
23 mEL | ChA| $=4 Tw(Tw_sys_rx) & L|C}.
A 23 ME = AEX0)A thA 2 /5t Tw_sys tx & L2 = JASLCH 2
Fallback Receive Tw 23 OE = YUt o 2 MM E 23t Discrete levels(0| A &) 7HX| 2 7| &0,
Ol= MEALEH 2280 &2 o] AH8E = A= FIH YEE MSTLCt o]
SH2 FHGIK| 2 AA-E 7| 2UCE =4 Tw_sys_tx 2 S LD gt 2 AtESL|CE.
23 mELH9| Echo Tx Tw Zf & LICF.
e Echo 242 22 A TEH7t |14 &3 DtELH Q| siiEf 2+0] Ciet BHAKEcho)E
Ho|ELICH 22 I MEHE= Y4 P LEHERE o2 E ¢S 2to™ Y4 23
Echo Tx Tw LEHZF 7HE X290 442 =4, 88 U M|} =X O EE TS = JASLICH O E
=0, 24 I TEHZ} 2= 07 =5 Bb=0| O] 2t0| 2EZ MIB o gt1t
UKXISHX| t=CtH, 22 A MEHE= f4 Y3 TIEHC 2780 22fE FEI
7|85t AU S =2 = S LCH
Echo Rx Tw 213 TtE 49| Echo Rx Tw Zt & L C}
Resolved Tx Tw 0| Z30f ChBt SHZAE Tx Tw YLICH &3 23 o= 7} ofLc.
e % o
[ ]
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Ol Zt2 LLDP & Edf| W= EEE JEE 7|HO 2 M A Z AME E| & "tx wakeup
time" 4 LICt.

O] & 30f cht s ZEl Rx Tw LICH &1 A3 THE 47} Of LT}
Resolved Rx Tw Ol Z+2 LLDP & Edf| W etEl EEE HEE 7|HO 2 MK Z AM E| & "tx wakeup
time" ! L C}.

22{X|et P A THE 7} wakeup Al ZHOl 2| =X LIEF LI CE,
EEE in Sync WA - AQX|QF A THE 7t wakeup AlZHOll S2ISHA| QA& LITH

[PV =]

= |
XEM . AQX|Q 213 TE {7} wakeup A|ZHO SR &L Ct.

A H

Buttons

Auto-refresh i : HA A KA Al F7|HoZ HO|X| AHE MZ DS AHSELICH

[} o d

Wl | 22 A HOIXIE M2 D,

WEB =HQI 0| A]

2|55 Monitor>LLDP>EEE

v" LLDP Neighbors EEE Information

LLDP Neighbors EEE Information

[ Local Interface | Tx Tw | Rx Tw [ Fallback Receive Tw [ Echo Tx Tw | Echo Rx Tw | Resolved Tx Tw | Resolved Rx Tw | EEE in Sync |
| GigabitEthernet 1/8 EEE not enabled for this interface

CLI 221 0f|A|

v" LLDP Neighbors EEE Information

# show Ildp eee
Local Interface  : GigabitEthernet 1/8
EEE not enabled for this interface

®
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6.11.2.4. Port Statistics

HOt 7|5 AQX| SFC6426 Al2|=

20|55 Monitor>LLDP>Port Statistics

O T O|X|= LLDP E2{=l0f Ciot 7HRE MISELIC

Mo gte
H2ES

BH=

LLDP Global Counters

A 22(X0f tiet 7t2HE HEILHEH, 22 7I2Hs A d=8E 22X[9] 2t AHI 0|~

LtEFRHLICE.

Auto-refresh [

Global Counters

Clear global counters

Neighbor entries were last changed 1970-01-01T09:00:00+09:00 (166049 secs. ago)

Total Neighbors Entries Added 0
Total Neighbors Entries Deleted 0
Total Neighbors Entries Dropped 0
Total Neighbors Entries Aged Out 0

LLDP Statistics Local Counters

Local Interface | Tx Frames | Rx Frames | Rx Errors | Frames Discarded | TLVs Discarded | TLVs Unrecognized | Org. Discarded | Age-Outs | Clear
GigabitEthernet 1/1 0 0 0 0 0 0 0 0
GigabitEthemnet 1/2 0 0 0 0 0 0 0 0
GigabitEthemet 1/3 0 0 0 0 0 0 0 0
GigabitEthermnet 1/4 0 0 0 0 0 0 0 0
10GigabitEthernet 1/1 0 0 0 0 0 0 0 0
10GigabitEthernet 1/2 0 0 0 0 0 0 0 0
10GigabitEthernet 1/3 0 0 0 0 0 0 0 0
10GigabitEthernet 1/4 0 0 0 0 0 0 0 0

LLDP Global Counters
20 49
Global Counters MY 72 H e M A2 X of oot 7H2HE LIEFY L CF
Clear global counters | N35H T 7t2H= 220" HES FE WM =7|2E Lt
Neighbor entries OFX| 9} &H=0] AMK| E| ALE =THE A|ZHS 2 OjF L Ct o OFX| 2 A 0] 24X E 0|F
were last changed ZatE AlZtE R E LT
Total Neighbors o . - = N e ~
Entries Added 29X W EE ol FIHE M & =9 =8 o FLCH

ntries e
Total Neighbors o o o R = ~
Entries Deleted AQ[X| HE2E O] AKE M 2=l £ HOFL T

ntries Delete
Total Neighbors . _ o E ~
Entries D d 2= HO[E0| 75 Xt LLDP = 0| 4K &l H22| =& o FL|Ct.

ntries Droppe
Total Neighbors N R ool A ~
Entries Aged Out +3O| HEE|0 &F0| AH E B =5 HojEL Tt

ntries Aged Ou

LLDP Statistics Local Counters
g0 44
Local Counters 24 7I2H= oM MEiE A X[Q| Zt QI m|o|AY FHRHE LIEHLICE,

Local Interface

Tx Frames

Rx Frames

LLDP 20| 44l &=
SHt OIE|H 0| A0I A S AIEl LLDP T2 Q0| Hj4QILiCh
SHS OIE{ B[O A0|M SAIEl LLDP T2 Qo] HHAQL|Ch,

Silkls AHH o[ A YL T}
=

®
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Rx Errors SiE AHIO|A0M =AME 27 E
QIE{H[O| A0 M LLDP Z2f| S =4I5t 0 AQX[Q| LY £ H|O| 50| 7t= & Z2, LLDP
=2 Akl M 7| g LCH O] 4%-2 LLDP EFE0|A "Too Many Neighbors"2
LA AELICH LLDP Z 3| &2 Chassis ID = Remote Port ID 7} E|0|£0f 0|0]
ZoE|0] AKX A2 B2 MER 30| HO|Z0 7t 0{0F Lt §7 QI EH 0] A2
Y37t BO{X|AHLE LLDP B& T Y0| =4I|t &50| A|ZH0] X|LtH gH=0]
HOIZ0I M M A& LTt
Zt LLDP 2| 2 "Type Length Value"2| 2 XIQI TLV(TLV)ED 22| 02 HEE
Zohg = USLICEH TLV 7L FAOf 2X| &= Z2, oY TLv = A== H 7| L ct
OEI'D

=
L HAIS ZETIVAID Y 4 gl

LS LLDP =3 ol 7L Ct.

[l

Frames Discarded

TLVs Discarded

TLVs Unrecognized A U0l A= B2 WL
LLDP Z 2| 0] ZEX QI TLV & Z ot UX|Z S TLV 7t K| [ S K| b= B2, oS
TLV = B2 X| 22 7§==7F MO T LT}

Zt LLDP Z3j| Y2 LLDP FE2| §& 7|ZH2E AlZhof Ciet 2 E ZaterL ot 2hef

Org. Discarded

Age-Outs Ot A|ZH LHOI {22 LLDP Z 0| $=AIE|X| @ oW | LDP HE 7} 7 &1 Age-Out
7t2 87t Sttt
Clear M AstH £ QM O[A0 thet 7H2E 7t “2 20" HES +& W Z=7|=tE LT
Buttons
Auto-refresh i : HAEA M3 A| F7|H o2 H0|X| X5 ME DA S AFRSILCE

[Ref=h | 220 A BO|XIE ME D,

(Clear]. 22y 4| 7hoE| MEtg FAT LI

WEB =HQI 0f| A]

M4+ Monitor>LLDP>Port Statistics

LLDP Global Counters

Global Counters
Clear global counters
Neighbor entries were last changed 1970-01-01T13:44:54+09:00 (89711 secs. ago)
Total Neighbors Entries Added 23
Total Neighbors Entries Deleted 22
Total Meighbors Entries Dropped 0
Total Neighbors Entries Aged Out 8

LLDP Statistics Local Counters

Local Interface | Tx Frames | Rx Frames | Rx Errors | Frames Discarded | TLVs Discarded | TLVs Unrecognized | Org. Discarded | Age-Outs | Clear

GigabitEthernet 1/1 135 2668 0 0 0 0 0 0
GigabitEthernet 1/2 263 0 0 1] 0 0 0 0
GigabitEthernet 1/3 1470 0 0 0 0 0 0 0
GigabitEthernet 1/4 0 0 0 0 0 0 0 0
GigabitEthernet 1/5 0 0 0 0 0 0 0 0
GigabitEthernet 1/6 0 0 0 (1] 0 0 0 0
GigabitEthernet 1/7 19 25 0 0 0 0 0 2
GigabitEthernet 1/6 3300 3054 0 0 0 0 0 4
10GigabitEthernet 1/1 0 0 0 0 0 0 0 0
10GigabitEthernet 1/2 0 0 0 0 0 0 0 0
10GigabitEthernet 1/3 0 0 0 0 0 0 0 0
10GigabitEthernet 1/4 0 0 0 0 0 0 0 0
e % o
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Hot 7|5 A%|X| SFCe426 Al2|=

CLI =2l of| A|

v

v

LLDP Global Counters

LLDP Statistics Local Counters

# show lldp statistics

LLDP global counters

Neighbor entries was last changed at 1970-01-01T13:44:54+09:00 (90116 secs. ago).
Total Neighbors Entries Added ~ 23.

Total Neighbors Entries Deleted 22.

Total Neighbors Entries Dropped O.

Total Neighbors Entries Aged Out 8.

LLDP local counters

Rx Tx Rx Rx Rx TLV Rx TLV Rx TLV
Interface Frames  Frames Errors  Discards Errors Unknown Organiz. Aged
GigabitEthernet 1/1 2668 135 0 0 0 0 0 0
GigabitEthernet 1/2 0 263 0 0 0 0 0 0
GigabitEthernet 1/3 0 1483 O 0 0 0 0 0
GigabitEthernet 1/4 0 0 0 0 0 0 0 0
GigabitEthernet 1/5 0 0 0 0 0 0 0 0
GigabitEthernet 1/6 0 0 0 0 0 0 0 0
GigabitEthernet 1/7 25 19 0 0 0 0 0 2
GigabitEthernet 1/8 3067 3314 0 0 0 0 0 4
10GigabitEthernet 1/1 0 0 0 0 0 0 0 0
10GigabitEthernet 1/2 0 0 0 0 0 0 0 0
10GigabitEthernet 1/3 0 0 0 0 0 0 0 0
10GigabitEthernet 1/4 0 0 0 0 0 0 0 0
o %o
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6.12. PoE

6.12.1. PoE Configuration

07 Configuration>PoE>Configuration
Of O|X|:= AFEALZL ©iXff PoE ZE EE S AL +8E + U= 752 HSL UL

1. AF/AT X| & ZHH|

Power Over Ethernet Configuration

Reserved Power determined by | @ Class ) LLDP-MED
Power Management Mode ® Actual Consumption O Reserved Power
Capacitor Detection ® Disabled ) Enabled

PoE Power Supply Configuration

Primary Power Supply [W]
| 240

PoE Port Configuration

Port | Enable | PoE Mode | Priority | PD Alive [ PD Reset
: > v = v 0O O
1 [PoE+w|  [Low | O O
2 [PoE+v|  [Low | O O
3 [PoE+~|  [Low  +| O O
4 [PoE+~|  [Low  +| J O
5 [PoE+~|  [Low  +| O O
6 [PoE+~|  [Low  +| O OJ
7 [PoE+~|  [Low  +| O O
8 [PoE+~|  [Low  +| O J
2. AF/AT/BT X| & ZH|
Power Over Ethernet Configuration
Reserved Power determined by | ® Class ) LLDP-MED
Power Management Mode ® Actual Consumption O Reserved Power
Capacitor Detection Disabled Enabled
PoE Power Supply Configuration
Primary Power Supply [W]
| 240
PoE Port Configuration
Port | Enable | PoE Mode [ Priority | PD Alive | PD Reset | PSE Detect
) [ vile v O 0
1 [4p Typed 90w / 2p Type3 30w v| [Low ] O U
2 [4p Typed 90w / 2p Type3 30w v| [Low ] U O
3 [4p Typed 90w / 2p Type3 30w v| [Low ] O U
4 [4p Typed 90w / 2p Type3 30w v| [Low ] O U
5 [2p Type2 30w v Low v O O
6 [2p Type2 30w v O O
7 [2p Type2 30w ] O O
8 [2p Type2 30w v Low v O O
e %o
° @
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326

8o

Power Over Ethernet Configuration

T 7HX 2E7H A H L

=
[

St
| PDO| S 20 et Xt

Z2&

Ol REO|M= 2t ZEZL A

Class

222 A8

oy

LLDP-MED O| BEE&= E2iA ZEQI FASHA|TH 2t XE= LLDP

Reserved Power

determined by

LLDP ME7}

=E0f of3t

ook
[ |

ujd

TS F 7K REJ JAELICE

Actual

Eo| AN HH 28|78

AL S8 =

Consumption

=ZEUC

Power Management

Mode

O ZEO| M= Of

Reserved

Power

ol
mar

= PD7t ™

o] ZE0|M

Of AX|X| g5 L Ct

S
X)) KXo HIAIH HX|
0| 7|52 HIgd=txof A LICH

e 3e EET
o 7|52 gyt of ULt

LIC (AT SO M2 2d3t)

M of gt

=
=

o Xb
oHd o

.I

Al PO Y

Disabled
Enabled

Capacitor Detection

Power Supply Configuration

8o

2 o
AL
E %

ol
LZ

=
(=
L Ct

A
=
St
=

&= Folsliof

Power Source

Port Configuration

80

~
10w
— O
a

Port

PoE 7|

Enable

ZLEQ|poE S& HEE LIEtHLICE

gH

=
(=

PoE Mode

=

1. AF/AT X|

PoE Mode

gL

ot

15.4WE X3

=
[

IEEE 802.3af 712 0| 22fA3 PDs

PoE

30WE A|oHE LT

=
=

|EEE 802.3at 40| 2224 PDs

PoE+
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gof oy

2.AF/AT/BT K| ZEH|
PoE Mode €0

4p 4pair MatrixE AH8dt= |

2p 2pair MatrixS A+t

W 2RIX7t M-S 7t A O T 3 (watt)

Type Typel - Class1~3(Class3 PD-= 15.4W2 X $HE!L|CL)

Type2 - Class4(Class4 PDE 30WZE A|gHE L|Ct)
Type3 — Class5~6(Class6 PD= 60WZ K| $HE L|C})
Type4 — Class7~8(Class8 PD= 90WZ H|SHE|L|LC})

Non I - "
 HIFHZ PDEH|(FHRE AY = PD SE ML) Al ALBHAAIR))
Compliant

Legacy  Capacitor Detection2| &3}

IEEE802.3bt Type Port 2| Of|A|
[4pTypedOOw/2pType3aow |
| 4p Type3 60w / 2p Type3 30w
| 4p Type3 30w/ 2p Type3 30w
4p Type3 15w/ 2p Type3 1ow
| 4p Type2 30w / 2p Type2 30w
| 4p Typed Mon Compliant 90w / 2p Type3 Non Compliant 30w [Legacy]
| 4p Type4 Non Compliant 60w / 2p Type3 Non Compliant 30w [Legacy]
4p Typed Non Compliant 30w / 2p Type3 Non Compliant 30w [Legacy]
PoE Mode - 4p Typed Non Compliant 15w / 2p Type3 BT Non Compliant 15w [Legacy]
4p Typed Mon Compliant 90w / 2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
4p Type4 Non Compliant 60w / 2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
4p Type4 Non Compliant PoH 90w / 2p Type4 Non Compliant PoH 45w
4p Type3 Non Compliant Special 60w / 2p Type3 Compliant Special 30w [Legacy]
4p Type3 Non Compliant CDP 60w / 2p Type3 Non Compliant CDP 30w [Legacy]
4p Type2 Mon Compliant 60w / 2p Type2 Non Compliant 30w
4p 4 class events 60w / 2p 3 class events 30w [Legacy]
4p Typed Non Compliant PoH 90w / 2p Type3 Non Compliant PoH 45w [L egacy]
4p All Classes Non Compliant PoH 90w / 2p All Classes Non Compliant PoH 45w [Legacy]
4p Type3 60w / 2p Type3 30w [Legacy]
4p Type4 Non Compliant Spec 90w / 2p Type3 Non Compliant Spec 45w [Legacy]

IEEE802.3at Type Port 2| Of|A|

2p Type3 15w

2p Type2 30w

2p Type3 Non Compliant 30w [Legacy]

2p Type3 BT Non Compliant 15w [Legacy]

2p Type3 Non Compliant 30w classD = 4pair [Legacy]
2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
2p Typed Non Compliant PoH 45w

2p Type3 Compliant Special 30w [Legacy]

2p Type3 Non Compliant COP 30w [Legacy]

2p Type2 Non Compliant 30w

2p 3 class events 30w Legacy [Legacy]

2p Type3 Non Compliant PoH 45w [Legacy]

2p All Classes Non Compliant PoH 45w [Legacy]

2p Type3 30w [Legacy]

2p Type3 Non Compliant Spec 45w [Legacy]

Mzl (Priority)= ZE Q| R &9/ LIEHYLILE "Low(R&)", "High(E£8)",
"Critical(0i? =8)"0[2t= M 7tX| T =2/ 2| 20| ASLCE
Priority Y A7 YR S5 RS = A= THEL ROl 275= 20
U= 7S H2 ZERH XY U2 SRELUCL o2 ZEJ 22 SRS
=
I

MR B8R 7ME =2 ZEBSO ZEJ B Z=2EL|CH

0

F

oA

L ] [ ]
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PD Alive
PD Reset
PSE Detect

Buttons

Apply . aal A| t,ﬂ7o=|A

Apply&Saue . %gl A

Reset A % | Al

o

rE
> N

00t
mjo

HOt 7|5 AQX| SFC6426 Al2|=

PD HX|| HEHE 2LH IR L|CE

PD X7t MCHE ZEHX| = 42, PD X E A& 22 T AR R L O

PD reset 7|52 PD X & MA|ZSIEE SfL|CHL(R A PD &A| E17| 5 LICH)
PSE Detect = PoE ZEO0| HZAE FX|E XLt AZE X7t PSE FA|(0: L2

o [
29|K)Ql B2, PoE JEIE B2tz HEGLIC,

=

Hgghct
o= HEotn Myt
FAotd o) gtez &= E UL

WEB &7 0| Al

Y0+ Configuration>PoE>Configuration
v" Power Over Ethernet Configuration

» Reserved Power Determined by

. Class(default) | LLDP-MED
» Power Management Mode

e Actual Consumption(default) | Reserved Power
»  Capacitor Detection

. Disabled(default) | Enabled

Power Over Ethernet Configuration

Reserved Power determined by | ® Class ) LLDP-MED
Power Management Mode @® Actual Consumption ) Reserved Power
Capacitor Detection @® Disabled ) Enabled

v" PoE Power Supply Configuration

»  Primary Power Supply

«  Power Source(Z‘H/ g 4+0))

PoE Power Supply Configuration

Primary Power Supply [W]
| 240]

®
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v" PoE Port Configuration
AF/AT Model

» Enable | Disable

PoE Port Configuration

Port | Enable | PoE Mode | Priority | PD Alive | PD Reset

- [z= v [== ]| 0O 0O
1 O PoE+ w Lo v

2 [PoE+~|  [Low ]| O O
3 [PoE+w| [Low ]| O O
4 [PoE+¥| [Low ]| O O
5 [PoE+v]|  [Low v| O O
6 [PoE+w| [Low ]| O O
7 [PoE+~|  [Low v d O
8 [PoE+w|  [Low ]| O O

» PoE Mode

. PoE | POE+

PoE Port Configuration

Port | Enable | PoE Mode | Priority | PD Alive | PD Reset

- [e= v == v O O
1 O PoE+ » Lo v

2 [PoE+ v|  [Low ]| O O
, PoE 0 O
4 SOEt [Low ] O O
5 [PoEt »|  [Low ]| O O
6 [PoE+ v|  [Low ]| O O
7 [PoE+ v|  [Low ]| O O
8 [PoE+v|  [Low ~]| O O

»  Priority

. Low | High | Critical

PoE Port Configuration

Port | Enable | PoE Mode | Priority | PD Alive | PD Reset
- [e= v == v O O
q O PoE+ v L v
2 PoE+ » Low w O O
5 0 D
High
4 |Critica\l | U U
5 [PoE+ v| Low v O O
6 [PoE+v|  [Low ]| O O
7 [PoE+ v|  [Low ]| O O
8 [PoE+v|  [Low ~]| O O
> PDAlive
e %o

®
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PoE Port Configuration

Port | Enable | PoE Mode | Priority | PD Alive | PD Reset
5 EEEIE v| 0 m
1 O PoE+ v Lo v
2 [PoE+ v| [Low w| O
3 [PoE+~|  [Low ]| O O
4 [PoE+~|  [Low v O O
5 [PoE+ v| [Low w| 0 O
6 [PoE+w|  [Low v 0 O
7 [PoE+~|  [Low v O O
3 [PoE+ v| [Low w| O O
» PD Reset
PoE Port Configuration
Port | Enable | PoE Mode [ Priority | PD Alive | PD Reset
& [« ~| [z v 0 M
1 O PoE+ w Lo v
2 [PoE+w|  [Low ]|
3 [PoE+~]  [Low v O O
4 [PoE+ v| [Low w| O (|
5 [PoE+~|  [Low ~]| O O
3 [PoE+ v| [Low w| O O
7 [PoE+~|  [Low ]| O O
8 [PoE+~|  [Low | O ]
AF/AT/BT Model
» Enable | Disable
Port | Enable | PoE Mode [ Priority | PD Alive | PD Reset | PSE Detect
- [<> v [ v 0
1 O 4p Type4 90w / 2p Type3 30 v| |Lo v
2 [4p Typed 90w 7 2p Type3 30w v [Low +| O (]
3 [4p Typed 90w / 2p Typed 30w v [Low  ~| O o
4 [4p Typed 90w / 2p Typed 30w v| [Low +| ) o
5 [2p Type2 30w ~] Low + 0 [}
6 [2p Type2 30w ~] Low v 0 O
7 [2p Type2 30w v O D
8 [2p Type2 30w v Low ~ O O
» PoE Mode
. AF/AT/BT Port
Port | Enable | PoE Mode [ Priority | PD Alive | PD Reset | PSE Detect
- [<> v| [~ O 0O
1 (] 4p Typed 90w / 2p Type3 30 v Lo v
2 4p Typed 90w / 2p Type3 30w v| |[Low ~ [} OJ
3 o 0O
1 | 4p Type3 60w / 2p Type3 30w | 0 0
4p Type3 30w/ 2p Type3 30w
5 4p Type3 16w / 2p Typed 16w O O
6 | 4p Type2 30w / 2p Type2 30w O O
7 4p Typed Non Compliant 90w / 2p Type3 Non Compliant 30w [Legacy] O O
8 | 4p Typed Non Compliant 50w / 2p Type3 Non Compliant 30w [Legacy] L - 0 0
4p Typed Non Compliant 30w / 2p Type3 Non Compliant 30w [Legacy] ik

4p Typed Non Compliant 15w / 2p Type3 BT Non Compliant 15w [Legacy]
| 4p Typed Non Compliant 90w / 2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
4p Typed Non Compliant 60w / 2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
4p Typed Nen Compliant PeH 90w / 2p Typed Non Compliant PeH 45w
4p Type3 Non Compliant Special 60w / 2p Type3 Compliant Special 30w [Legacy]
4p Type3 Non Compliant CDP 60w / 2p Type3 Nen Compliant COP 30w [Legacy]
4p Type2 Non Compliant 60w / 2p Type2 Non Compliant 30w
4p 4 class events 60w / 2p 3 class events 30w [Legacy]
4p Typed Non Compliant PoH 90w / 2p Type3 Non Compliant PeH 45w [Legacy]
4p All Classes Non Compliant PoH 90w / 2p All Classes Non Compliant PoH 45w [Legacy]
4p Type3 60w / 2p Type3 30w [Legacy]
4p Typed Non Compliant Spec 90w / 2p Type3 Non Compliant Spec 45w [Legacy]
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. AF/AT Port

HOt 7|5 AQ|X| SFC6426 Al2|=

Port | Enable [ PoE Mode

(<]

[«>

[ Priority | PD Alive | PD Reset | PSE Detect
O

(<]

v| [« ]

~ -

4p Typed 90w / 2p Type3 30w
P Typ p lyp

V] Low_v]

|4p Typed 90w / 2p Type3 30w

| [Low v

|4p Typed 90w / 2p Type3 30w

[2p Type2 30w v]
[Zp Type3d 30w

2p Type3 15w
2p Type2 30w
L © &  |2pType3 Non Compliant 30w [Legacy]

e e R L
(<N <H<N< Q<N N

oooooog
oooooooo o
[N H< NN N4

| 2p Type3 BT Non Compliant 15w [Legacy]
| 2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
2p Type3 Non Compliant 30w class0 = 4pair [Legacy]
2p Typed Non Compliant PoH 45w
2p Type3 Compliant Special 30w [Legacy]
2p Type3 Non Compliant CDP 30w [Legacy]
2p Type2 Non Compliant 30w
2p 3 class events 30w Legacy [Legacy]
2p Type3 Non Compliant PeH 45w [Legacy]
2p All Classes Non Compliant PoH 45w [Legacy]
2p Type3 30w [Legacy]
2p Type3 Non Compliant Spec 45w [Legacy]

»  Priority(Low | High | Critical)

Fort | Enable | PoE Mode [ Priority | PD Alive | PD Reset | PSE Detect

5 [«> v [~ O O
1 [4p Typed 90w / 2p Type3d 30w ~| [Low ~ ] O
2 [2p Typed 90w/ 2p Type3 30w v] O O
3 [4p Typed 90w / 2p Type3 30w v g'ngtf‘ca‘ | (] (]
4 [4p Typed 90w / 2p Type3 30w ~| [cow | O ]
5 [2p Type2 30w ~| Low + (] (]
6 [2p Type2 30w ~| Low + O O
7 [2p Type2 30w ~| (] (]
8 [2p Type2 30w ~| Low v [ [

» PD Alive(Enable | Disable)

» PD Reset(Enable | Disable)

» PSE Detect(Enable | Disable)

Port [ Enable | PoE Mode [ Priority [ PD Alive | PD Reset | PSE Detect

5 [«> v [~ O O
1 [4p Typed 90w / 2p Type3 30w ~| [Low |
2 [4p Type4 90w / 2p Type3 30w ~| [Low  ~| O O
3 [4p Typed 90w / 2p Type3 30w v [Low  v]| O O
4 [4p Typed 90w / 2p Typed 30w ~| [Low ] (] O
5 [2p Type2 30w ~| Low v [} [}
6 [2p Type2 30w ~| O O
7 [2p Type2 30w v (] (]
8 [2p Type2 30w ~| Low v [ [

CLI 27 of|A|

v

Power Over Ethernet Configuration
» Reserved Power Determined by

. Class(default) | LLDP-MED
» Power Management Mode

+ Actual Consumption(default) | Reserved Power
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v

v

Hot 7|5 A%|X| SFCe426 Al2|=

(config)# poe management mode class-consumption
(config)# poe management mode class-reserved-power
(config)# poe management mode Illdp-consumption
(config)# poe management mode Ildp-reserved-power

»  Capacitor Detection

Disabled(default) | Enabled

(config)# no poe capacitor-detect
(config)# poe capacitor-detect

PoE Power Supply Configuration

Primary Power Supply

Power Source(&H/ & 4/0))

(config)# poe supply sid <v_1_to_2000>
(config)# poe supply sid 240

PoE Port Configuration

Enable | Disable

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# poe enable
(config-if}# poe disable

PoE Mode

POE | PoE+| BT

(AT/AFRE

(config-if)# poe mode { standard | plus }
(config-if)# poe mode standard
(config-if)# poe mode plus

BT

(config-if)# poe mode bt <bt_mode>

<Ox0-OxFF> OxO00:BT_4P_90W 2P 30W
Ox02:BT_4P_30W 2P 30W
OxO03:BT_4P_15W 2P_15W
009:4P_AS 2P AT _30W 2P AT _30W
Ox10:BT_4P_90W 2P 30W _L_DET
Ox11:BT_4P_60W 2P 30W _L_DET
Ox12:BT_ 4P 30W 2P 30W L_DET
Ox13:BT_4P_15W 2P 15W _L_DET
OxT4:BT_4P_90W 2P 30W _L_DET SP CO
Ox15:BT_4P_60W 2P 30W L_DET SP CO
Ox20:4P _90W 2P 45W POH._IEEE_DET
Ox21:BT_4P_PRE_60W 2P PRE 30W L DET
Ox22:4P 60W 2P 30W L DET
Ox23:BT_4P_PRE_60W 2P _PRE_30W IEEE_DET
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>

Priority

Low | High | Critical

Hot 7|5 A%|X| SFCe426 Al2|=

(config-if
(config-if
(config-if
(config-if

# poe priority { low | high | critical }
# poe priority low

# poe priority high

# poe priority critical

— =

PD Alive

(config-if)# poe pd-alive { enable | disable }
(config-if)# poe pd-alive enable
(config-if)# poe pd-alive disable

PD Reset

(config-if)# poe pd-reset { enable | disable }
(config-if)# poe pd-reset enable
(config-if)# poe pd-reset disable

PSE Detect

(config-if)# poe pse-detect { enable | disable }
(config-if)# poe pse-detect enable
(config-if)# poe pse-detect disable

®
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HOt 7|5 AQX| SFC6426 Al2|=

6.12.2.Power off Scheduler

0+ Configuration>PoE>Power off scheduler

O| H|O|X|Of| M= At AI7F Zt LEOf| CHS PoE S AFRSIA| LS A|ZIOHE S 4= ASL|CH
PoE Power Off Scheduler
Port [ Enable [Every [SUNJMON [ TUE[WED [ THU [FRI [ SAT| StartTime [~[ End Time | Description
] O O O O O o o O |<>V| |<>V| |<>V| [=> ~]
1 O h vm ~ 0 »h0 »m
2 O 0 vh(o vlm~0 vh0o v/m
3 0O vhoO vm~0vh0 vm
4 0O 0 v|lh(o vlm~0 vho v/m
5 O hi0 vm=~ |0 vh0 vm
z D v h0 »m~ 0 h0 »m
7T 0O v|/h[0 wm~ 0 vh0 vm
a O v h 0O m~ 0 »h0 v m
A AEEFQ EEE NTP & H7HSH 0| PoE M KTt AHEHE AFESIYAIR
MM0| £|X| 2 S ™ poE Power Off Scheduler 7t &% o} X| b&L|CH
PoE Power Off Scheduler
g0 4y
Port =2 ZE HZ YL|C},
PoE HIZMTIE MBS ZEE FoILICL M3 Al 29, A|Zt ™H0| &g3tE LICt.
Enable Enable PoEE H|2Hdot ot @Y 3 A|ZHS FgtL|CY,
Disable PoEE &4t 2g3tetL|C).
Every, Sun, Mon, Tue, N N N
PoE H|ZdtE dde 242 MEierL|CH 42 FOMCHEHE gL C}
Wed, Thu, Fri, Sat
Start Time PoE H|ZHd317F A& | = A2t L Ch d7Est 2 0B SEgh L Ct
End Time PoE H|Z M2/t ZE &= A|ZHALICH ™o 2 202t S&FgtL|C
Start Time 2Ct 2t M HSIH HFE 29| CHg & A A|7Ho| SEE LICE
Description PoE HIZdat7t @EE AlZtE EOolEL T
Buttons
[Aooly | 22| Al MZAIES X BBHLIC
Apdhasave; 22| A| BIZANES Hgotm XFBILIC,
[Resell; 22| A BIZAISS 312010 O|F ZOE EEYLICH

WEB &7 0| A]

0+ Configuration>PoE>Power off scheduler

v" PoE Power Off Scheduler

> Enable

®
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PoE Power Off Scheduler

Hot 7|5 A%|X| SFCe426 Al2|=

Port | Enable | Every [ SUN [ MON [ TUE [WED | THU [ FRI [ SAT| Start Time |[~] End Time | Description
s 0O O O O 0O O O 0O[e-
1 O 0 ) O 0O 0O O 0O [0 «/h[0 v|m ~ [0 v|h[0 ~]|m |00:00 ~ 24:00 & 00:00 ~ 00:00
2 O O O O O O O 0O [0 ~/h[0 ~|m ~ [0 v|h[0 +|m 00:00 ~24:00 & 0000 ~ 00-00
3 0 0 ~/h0 v/m ~ 0 ~/h[0 vm
4 0O 0 v/h[0 vlm ~ 0 ~h/0 v/m
5 O 0 ~/h0 ~/m ~ 0 v/h[0 vm
6 U 0 v/h0 vlm ~0 vh0 v/m
70 0 ~/h0 ~/m ~ 0 ~|h[0 v/m
s O 0 v/h[0 vlm ~[0 ~|h/0 v/m

»  Every, Sun, Mon, Tue, Wed, Thu, Fri, Sat

PoE Power Off Scheduler

Port [ Enable [ Every [ SUN [MON [ TUE [WED | THU [ FRI [ SAT | StartTime |~] End Time | Description
= 0O O 0O 0O O O 0O O O
1 h(0 ~|m ~ 00:00 ~ 24:00 & 00:00 ~ 00:00
2 O 0 O () O h[0 v|m ~ 00:00 ~ 24:00 & 00:00 ~ 00:00
3 0O ) v/h 0 ~v/m ~
4 0O 0 v/h0 +m ~
5 0 D v/h 0 v/m ~
6 O 0 v/h0 vm ~
70 0 v h 0 vm~
s 0 0 v/lh0 vm ~

»  Start Time, End Time

- 00:00~23:59

PoE Power Off Scheduler

Port | Enable [ Every [ SUN [MON | TUE [ WED [ THU [ FRI[ SAT| StartTime [~] End Time | Description
= 0 0 O O 0O O O O O [ |
1 [8 v/h[0 v|m ~ [0 v|m 08:00~ 16:00
2 O O O O O [20 »|h[0 w]|m ~ [4 ~]h[0 +|m 20:00~24.00 & 00:00 ~ 04.00
3 0O 0 v h(0 vm~ [0 vh0 v|m
4 O 0 v hoO m~ 0 vh0 vm
5 0 0 vhi0 vjm~[0 vh0 ~m
6 O 0 hi0 vm ~ 0 vh0 +m
T 0O 0 vh0 vjm~[0 vh0o vm
8§ O 0 v/hi0 vjm ~0 vh0 ~|m

CLI 273 ofA|

v

PoE Power Off Scheduler
> Enable

»

» Start Time, End Time

. 00:00~23:59

Every, Sun, Mon, Tue, Wed, Thu, Fri, Sat

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1
(config)# interface GigabitEthernet 1/2

(config-if)# poe scheduler [ mode { disable | enable } ] [ day { [ Every-day ] [ SUN ] [ MON ] [ TUE ]
[WED][THU ][ FRI][ SAT ]} ][ start-time <has_start_hour> <has_start_ min> ] [ end-time
<has_end_hour> <has_end_min> ]
(config-if)# poe scheduler mode enable day Every-day start-time 8 0 end-time 16 0
(config-if)# poe scheduler mode enable day MON WED FRI start-time 20 0 end-time 4 0
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6.12.3. PoE Monitor

2 M5+ Monitor>PoE
O| HO|X|E E8l| ARXI= T E PoE ZEO| S| AEHE SHOISH &= Q& LT},

= —-=

Power Over Ethernet Status

Local Port | PD class | Power Requested | Power Allocated | Power Used | Current Used | Priority | Port Status
1 ; 0 W] 0 [W] 0 W] 0 [MA] Low No PD detected
2 - 0[W] oW 0 W] 0 [MA] Low No PD detected
3 - 0[W] 0 [W] 0 W] 0 [MA] Low No PD detected
4 - 0 [W] 0 [W] 0 [W] 0 [mA] Low No PD detected
5 - 0[W] 0 W] 0 W] 0 [MA] Low No PD detected
6 . 0[W] 0 W] 0 [W] 0 [MA] Low No PD detected
7 - 0[W] 0 W] 0 W] 0 [MA] Low No PD detected
8 . 0[W] 0[W] 0 W] 0 [MA] low PoE turned OFF
Total 0[W] 0 W] 0 W] 0 [MA]
Power Over Ethernet Status
0] T
Local Port =2 ZE HZ YL|CH OFX| 2 Hofl= HA| ZEQ| &AE HolF L
Zt PD(H B A= AME S 2|0 M2 Holstes SaiA0| w2t 2 FE Lk
PD 222 = PD ol A E EOFLICE
Class 0: %[ 3 154 W
PD Class Class 1: |0 3 40w
Class 2: Z|Of M= 7.0wW
Class 3: Z|0f & 154w
Class 4: Z|Cf 2 30.0 W
Power Requested ZX| = pD(HAMX)I QR 5t MBS HOFL|Ct
Power Allocated PSE(MASSEX)7t PD(HYEX)O| 2HeliF= MHES 2o FLCH
Power Used A PO(H K7L AL St HEZYZ HOFL
Current Used AH PD(EJEX) 7L AHESHE MRES RO FLICH
Priority POE ZEOf AF&X7 20it &= 9IE B F LIt
SiXl PoE ZE Q| HEfE EO{FL|C}
Zt ZEYHE B2|2|0f )lel, 272 o|0|= Ch2a Z& Lt
PoE ZEOf| PD(T R X)7F HAE O
PoE turned ON ol & ( S*) =
XD AT ot SE AEYL|CE
PoE ZEO| A= FH|= AUX|TH
POE turned OFF PD(H&ZX)7t o2t HESES A
%= SE L
Port Status PoE ZEHHO|M ALEAL7L PoE 7|52
POE turned OFF - PoE disabled AHE3SIX| 43 (Disabledd HAFEN)

PSE(T#Sa&A[)2| (T H= O
ZE1HsH0 L E 9| PoE 7|&0| THA.
PoE turned OFF - Power budget exceeded (ZE Q| HHE M =27t ZAHLE
MYE eMao7t 28BS HEC
o

ZETHHMN HXA L)

_|

mjo

b 4

H 7t

>

®
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Hot 7|5 A%|X| SFCe426 Al2|=

POE ZEO| AL 4 QU= HAIR O
PoE turned OFF - PD overload A 245|0f AFEFEI AFEHQILICH
_ PSE(MASaHX|) 27t =0} PoE
PoE turned OFF - High temperature Jls2 xsHEtLIC)
No PD detected PoE ZEO| HAAE FH|7} S
PoE average total power [W]
AVG W] O 100%
75%
50%
25%
Poe average total power
20f ek
PSE(Z S S&H|)2| PoE YA T3 ALl WHitS LIEt = 7| s YL
AVG [W]
CHel= W(RLE) L T
Y ArE 2| B2 UEH= dej = LCt D2fZo X /2 & SHENK| HAIL 2
Graph Y =2l 100%= ZH[o| Z|Cf MHTFYLICHLS M2 FE %[0 SRS TH
Aol B g HOFLICH
Buttons
Auto-refresh bt : I A X3 A| F7|H 2 HO|X| XAHF M2 DA AFRTLICE

Rl ). 22 A HO|X|S M2 DA,
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6.13. EPS

Hot 7|5 A%|X| SFCe426 Al2|=

6.13.1. EPS Configuration

A0+ Configuration>EPS

Ethernet (Linear) Protection Switch QI AE

A& 07| gL

Ethernet Protection Switching

[ Delete | EPS ID | Domain | Architecture | W Flow | P Flow | W SF MEP | P SF MEP | APS MEP | Alarm |

| Add New EPS | | Apply&Save | | Apply || Reset |

Ethernet Protection Switching

g9

29

Delete

EPS ID
Domain
Architecture

W Flow

P Flow

W SF MEP
P SF MEP

APS MEP

Alarm

Buttons

[AddNewEPS | A} EPS o}
[Beimh J. 22) A| 0| X|

=2
=

=

=

Apply&Save : _Z.gl A|

(Resel 22y Al BZAE

EPS Configuration

EPS IDE 2

Of HO|X|=

2
A
[Aonly | 22| A BZALSS
At

o

AHEREZE S XY EPS

EPS £ AfX|sta{H StMlR. Cha MEA| AHH| E L Ct

EPS 2| ID YL|Ct. # & 1-100 YLt

A Ho|X| 2 OI%OPEF& EPS 2| ID £ 23tA 1.
ZE ZHQI0A EPS & M- T LICH 'W/P Flow

1+1 1+1 EPSE ‘4 gLt

1:1 1:1 EPSE MMgtL|C

o d
EPS9O| 2t Flow — Domaine %t

o

=

IA_-|EH

Port: 0| = = ZEQL|C}

.

SES K=Y
EPSS| & SESS (=R
xHod
S,

H 3 Flow — Domain
A1 230 MEP.
A

A Mz A
H3 AlS AT} 27 MEP.
DU X 2|

EPS 29 ZEYLICt

e EE RN

2 0% 2Z ¥Y AR AR
H gLt
$2 Mgstn MYFLIC

#2547 0|F o2 HS UL

2ot 43 HOolX|2 O|S Y HCt

IAHAS HALD BAH

®
SOL

INFOMET INE.



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

EPS Configuration
Instance Data

[EPS ID | Domain | Architecture | W Flow [P FIow [W SF MEP [ P SF MEP | APS MEP
1 Port 1+1

Instance Configuration

[ Protection Type [ APS | Revertive | WTR Time [ Hold Off Time |
| [Unidirectionalv] O 0 [200 o |

Instance Command

[ Command |
Instance State

[ Protection State [ W Flow | P Flow [ Transmit APS r/b [ Receive APS r/b [ Architecture Mismatch | APS On Working | Switching Incomplete | No Aps Received |
| Disabled OK OK NR Null/Null NR Null/Null

EPS Configuration

Instance Data

gof uy
EPS ID EPS 9| ID & L|C}.
Domain EPS Mg Hol = 2LE EXRSMR
Architecture EPS 4 2o 2L S HISINR
W Flow EPS MM Yol =LUES EXSML
P Flow EPS M Yol = LUES EXSML
W SF MEP EPS 4 Yo 2L S HZSIN R
P SF MEP EPS Mg Yol = 2LE EXRSIM R
APS MEP EPS Mg Yol = 2LE EXRSIM R
Instance Configuration
gof uy
Unidirectional ~ EPS2| & €2 X Z CHE working/Protection FlowH| Al E2fE S MEfEt
Protection Type N &= AELICE O] 1419 B2 - of| 2t *E”S.OI 7tseLChL _
Bidirectional EPS2| & &2 523t Working/Protection FlowO| A EZi TS
MENBHL|CE O] = APSTt 43| O OF BHL|CH 1:19| B2 EQL|C,
APS APS ZEEZ S s dste = JAELCH 1:19| 4 =L
Revertive Working FlowZ22| S+ M2 &dahH|edatet = A& L|CH
WTR Time %?l 7.‘_‘|§._F Al Af%%‘ EH7| AZtE 2EYLCH Hel= 10|A 7202 &I LT
= =] 3P7| I AHEE AlZH ZEE AEELICE Of

Hold Off Time e

2
=
o
W,
o
=

Instance Command

80 a4
None O] QIAE A BztE 22 YOl glEL
Clear gdatEl 22 O] MAE Lt
Lock Out O] EPS= Working0il 7 A& LI CHE ot X &5
LN B2(5L B2 SE2 71T 02| EPSTL U ER) - ¢fLte
Command EPS7} Protection Flow2 2 T2tz|™ CH2 EPSE O] 0| 2|

HEgELC

Forced Switch ~ ZA| Protection2 X &tgtLCl,
Manual Switch P =52 Z Protection2 ™2t L|C},
Manual Switch W &2 2 Working2 M eHetL|Ct O] &= 'H| &7 D20 A B 5{8& LT,
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Hot 7|5 A%|X| SFCe426 Al2|=

Exercise ZEEE 95 - EQfdo] &2 0|X|X| & &. 0= 'Bidrectional
Protection 2 Of| A{ 2t &{-& €l L|C}.
Freeze Ol EPSE ZZOM SZEJSLICH- ZE LS FA|BLICH
Lock Out Local 0| EPS= EZ0|AM " A" U2, HA0M 24X 2 SFE
S AL CE,
Instance State
0] F

Protection State EPS &Efl= G.8031 2| &Ef Mzt H|o|S0f WHEL|Ct
oK Working Flow2| 4 Ef7t & 2 L|C}

W Flow SF Working Flow2| AEf7t A& AT @i L|Ct,
SD Working Flow2| &E{7} 1S XSHAL|CE,
oK Protection Flow2| A E{7F HAQIL|C},

P Flow SF Protection Flow2| AtEf7F M1 & Ao I L|Ct,
SD Protection Flow2| 4 E{7t A= X} L|Ct,

Transmit APS r/b G.80312| &fEff ™=t 0|20 [HE MSE APSRIL|C.

Receive APS r/b G.80319| AtEf M=t H|O|£0f 2 =415 APSRILILCH

Architecture o

. = AE APSO|A] LIEH OFF| BN 7F 2 H 0| A T 2l Zdar YX|SHR| b5 LICt,
Mismatch
APS on working APS7} Protection FlowOf| A =41 Z[ &L CF.

Switching Incomplete
No APS Received

ols
2ot

Ezjgo| Epse| & E0M &

HHCH B0l M APS PDUZ} 4= Al £| K|

Flow=

Buttons
Rewh | 22) Al HO|X|S M2 DA, 22 # Arge FAgLc
(Aol 22| Al HZHAISS HBELIC
[Aeovasave ], 22f A| 1ZAIEE HEStD XMABILICH
[Reset; 22 A| ALY S #2370 0| o2 &lsYuc

WEB &7 0| Al

v
» Add New EPS

Ethernet Protection

Ethernet Protection Switching

Switching

Delete | EPS ID | Domain | Architecture | W Flow | P Flow | W SF MEP | P SF MEP | APS MEP | Alarm

| Delete ||1

| |F’ortv|

v [0 J @0 J [0 ] v |

b

1+1

EPS ID (1~100)
Domain(Port)
Architecture(1+1 | 1:1)

W Flow(MEP instance number)
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Hot 7|5 A%|X| SFCe426 Al2|=

. P Flow(MEP instance number)
« W SF MEP(MEP instance number)
. P SF MEP(MEP instance number)

+  APS MEP(MEP instance number | Not W Flow )

e Alarm
Delete | EPS ID | Domain | Architecture | WFlow | P Flow | W SF MEP | P SF MEP | APS MEP | Alarm
a 1 Port 1:1 1 2 1 2 2 [ ]
Click EPS ID
v" EPS Configuration
v"  Instance Data
EPS ID | Domain | Architecture | W Flow | P Flow | W SF MEP | P SF MEP | APS MEP
1 Port 1:1 1 2 1 2 2
v" Instance Configuration
. Protection Type (Unidirectional | Bidirectional)
1+1 Unidirectional
1+1 Bidirectional
. APS
. Revertive
«  WTR Time(1~720)
. Hold Off Time(0~100 10sec)
Protection Type | APS | Revertive | WTR Time | Hold Off Time
Unidirectional v| [ O |300 I
Bidirectional
1+1 Bidirectional
Protection Type | APS | Revertive | WTR Time | Held Off Time
[ Bidirectional v | 1300 o
11
Protection Type | APS | Revertive | WTR Time | Held Off Time
Bidirectional 1300 o
v" Instance Command

. None | Clear | Lock Out | Forced Switch | Manual Switch P | Manual Switch W | Exercise |

Freeze | Lock Out Local
Command

Clear

Lock Qut |
Forced Switch
Manual Switch P
Manual Switch W

[ Exercise

Fresze

Lock Out Local
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v Instance State

. Protection State

. W Flow

. P Flow

. Transmit APS r/b

. Receive APS r/b

. Architecture Mismatch

« APS On Working

. Switching Incomplete

. No APS Received

Hot 7|5 A%|X| SFCe426 Al2|=

Pr ion State | W Flow [ P Flow | T

it APS r/b | Receive APS r/b | Archi e Mi

h [ APS On Working [ Switching Ir pl

[ No Aps Received |

SIW SF 0K

SFw Normal/Normal SFw Normal/Normal

CLI 27 of|A|

v" Ethernet Protection Switching

» Add New EPS
. EPS ID (1~100)

. Domain(Port)

+ Architecture(1+1 ] 1:1)

« W Flow(MEP instance number)

« P Flow(MEP instance number)

GigabitEthernet

(config)# eps <inst> domain { port | tunnel-tp | pw } architecture { 1plus1 | 1for1 } work-flow
{ <flow_w> | <port_type> <port_w> } protect-flow { <flow_p> | <port_type> <port_p> }
(config)# eps 1 domain port architecture Tforl work-flow GigabitEthernet 1/1 protect-flow

W SF MEP(MEP instance number)

P SF MEP(MEP instance number)

e APS MEP(MEP instance number | Not W Flow )

(config)# eps <inst> mep-work <mep_w> mep-protect <mep_p> mep-aps <mep_aps>
(config)# eps 1 mep-work 1 mep-protect 2 mep-aps 2

v' EPS Configuration

v" Instance Configuration

Protection Type (Unidirectional | Bidirectional)
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1+1 Unidirectional
1+1 Bidirectional

+ APS

(config)# eps <inst> 1plus1 { bidirectional | { unidirectional [ aps 1} }
(config)# eps 1 Tplus1 bidirectional

(config)# eps 1 1plusT unidirectional

(config)# eps 1 1plusT unidirectional aps

. Revertive

«  WTR Time(1~720)

(config)# eps <inst> revertive { 10s | 30s | 5m | 6m | 7m | 8m | 9m | 10m | 11m | 12m | { wtr-value
<wtr_value> } }

(config)# eps T revertive 10s

(config)# eps 1 revertive wtr-value 10

(config)# eps 1 revertive 12m

(config)# eps 1 revertive wtr-value 720

. Hold Off Time(0~100 10sec)

(config)# eps <inst> holdoff <hold>
(config)# eps 1 holdoff 100
(config)# eps 1 holdoff 1

(config)# eps 1 holdoff 0

v" Instance Command

* None | Clear | Lock Out | Forced Switch | Manual Switch P | Manual Switch W | Exercise |
Freeze | Lock Out Local

(config)# eps <inst> command { lockout | forced | manualp | manualw | exercise | freeze |
lockoutlocal }

(config)# no eps 1 command

(config)# eps 1 command lockout

°
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6.14. MEP

6.14.1. MEP Configuration

Y+ Configuration>MEP
O| 20| M Maintenance Entity Point /A& ATF A E LT,

Maintenance Entity Point
[ Delete | Instance [ Domain | Mode | Direction | Residence Port | Level | Flow Instance | Tagged VID | This MAC | Alarm |

Add New MEP

Maintenance Entity Point
20| 4y

Delete MEP(Maintenance Entity Point)S A K|St2{ H MESIA 2. TS X ZA| AK€ LT
MEP 2| ID L|Ct. MEP 2| ID & S &35tH 74 HO|X|2 0|5 = AFLILH Hel=
15§ 100 7HX| L Ct.
Domain Port: O| 42 Port = 210f| &3t MEP Y LICt.

MEP: Maintenance Entity 2| & £t (Maintenance Entity End Point) & L| C}.

Instance

Mode
MIP: Maintenance Entity 2| &7t& (Maintenance Entity Intermediate Point) 2! L|C}.
Down: 0| Z42 Ct2 MEP(Down MEP) & LIC} - 'Residence Port'0i| A Ingress OAM &
o Egjgs 2 HELCL
Direction

Up: 0|42 & MEP(Up MEP) 2 L|C} - 'Residence Port'0f| A| Egress OAM X EzZjH S
DL EHERLCH
MEP 7} 2 L|E &35t= ZE QL|C} - Direction'S X5 AI2. EVC MEP 2| Z %

Residence Port =t - e o
ZEE=EVC 9 itEO10F 2 L|CH VLAN MEP 2| 4% EE = VLAN HH{0{O} BfL|LC}.

Level O] MEP 2| MEG 2{|# I L|C}.
Flow Instance Ol MEP £ 0| EE% rﬂ_ HO| UASLICH =0 IS &RSIA K.
ZE MEP Q| 20| &3 d0| Qo BA|Z|X| ¥&L(C}
Port MEP: 2|5 C/S Ef 1 (ZE %%mﬂ tk2hy7t o] vID oF | F=7HE LI

‘02 YHSH TAG 7t F7HEIX| ¥2 A S olojgtL|ct,
EVC MEP: AFE | X| &L T}

Tagged VID
99 VLAN MEP: AHE E|X| F&LCL,
EVC MIP: Serval Ol Al & O] A2 MIP 7} 243t2l O] EVC Ol =X E2RE
AlHSHE =X} vID 2 LICH
] Ol MEP 8] MAC F=AQUL|CtH FLIHAETZL MEEl H L CHE MEP A ALEE =
This MAC N :
A&ELICH (HE HE2
Alarm 0| MEP Of = &g 3}t&l 2rato] L& L|Ct
Buttons

Chsamen P ] . | \iEP 822 E7FBILICH

) o=
Apply&Save ‘: %gl A| E?d A|-

o o= _g_ od
(Reset 22 A WZARYS #H20hD O[H 3O E|SYLC

—
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MEP Configuration

T [ > = = St A A
O| HO|X[0| M= AHEXI7F A MEP QIAEAE HESID Fdg = JELCL
MEP Configuration I
Instance Data
[ Instance | Domain | Mode | Direction | Resid Port | Flow Inst; | Tagged VID | EPS Instance | This MAC |
1 Port Mep Down 1 100 0 02-21-6D-00-00-00|
Instance Configuration
[Level | Format | Domain Name | MEG id [ MEP id [ Tagged VID [ Syslog [ cLevel | cMEG | cMEP | cAlIS | cLCK [ cLoop | cConfig | cSSF | aBLK [ aTSD | aTSF |
| [muicc v| |iccooomEG0000 |E | [100 0 ® ® |
Peer MEP Configuration
[ Delete | Peer MEPID | Unicast Peer MAC | [ cLOC | cRDI | cPeriod | cPriority | cDEG |
No Peer MEP Added | | |
| Add New Peer MEP |
Functional Configuration
Continuity Check APS Protocol
Enable [ Priority | Frame rate | TLV Enable [ Priority | Cast | Type | Last Octet
0O Jo | [ifsec v O O o | [Mutiv][LAPS v [1 \
| Fault Management | | Performance Monitoring |
TLV Configuration
Organization Specific TLV (Global)
OUI First | OUI Second | OUI Third | Sub-Type | Value
o | o | Pz | v+ Jl2 |
TLV Status
Peer MEP ID | CCoO ization Specific CC Port Status CC Interface Status
| OUI First | OUI Second | OUI Third | Sub-Type | Value | Last RX Value | Last RX Value | LastRX
No Peer MEP Added
Link State Tracking
[Enable |
Instance Data
29 2%
MEP Instance MEP 9| ID & L|C
Domain MEP ¥ Ho| E2%S HXStMa
Mode MEP d4d 2o = S22 HESIM R
Direction MEP d4d 2ol =222 HESHM K.
Residence Port MEP M4 @0 =SS X5t
Flow Instance MEP &4 2o =3E2 HXSMR
Tagged VID MEP &4 2o =TS HZSHM K.
This MAC MEP &4 2o 3E2 HXSMR
Instance Configuration
g9 ck:
Level MEP &4 2o =TS HXSHM K.

=
£ 74X 7tsst X e o AR gAlo L Lct,
ITUICC: Ol ITU Of o3} Mo ElL|C} (Y1731 Fig. A3). "= Q1 0| E'2 AL E[X|
& LICt 'MEG ID'E Z[C{ 13 XH74X] Of OF B L| Tt
IEEE String: O|= IEEE Of 2|}l M| E!L|Ct (802.1ag Section 21.6.5). "= Q! 0|52
Z|CH 16 RPIER| AFRE 4= UELICEH 'MEG ID' (B2 MA O| )= |l 16 AHIHX| AR S
£ d&Lct,
ITU CCICC: O = ITU Of 2|5l MO LICt (Y1731 Fig. A5). "= Q! O] 52 A& | K|
& LICt 'MEG ID'E Z[C{ 15 XP74X] Of Of B L| Tt

Format

®
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Domain Name

MEG Id

MEP Id
Tagged VID

VOE
cLevel
cMEG

cMEP

cAlS

cLCK
cDEG
cSSF

aBLK
aTSD
aTSF

Peer MEP Configuration

HOt 7|5 AQX| SFC6426 Al2|=

0|42 IEEE 8X| £ =0 QI 0| 20|0{ 'IEEE String' &4!2| A0 0t ArRElL|C}. O

EXAE2H[ 2 5 Aol (K| B EOQ 0|5 YAl 1- 132 LEHE 5
UAELICE O] BXtE 2 %|Cf 16 AH7HK| AR = US L CL.

Ol= '&dAl0|| I}H2} ITU MEG ID EE+= IEEE Short MA Name & L|C} @Al X X3SHA Q.

ITUICC ¥A9| A2 X0 13 XFO{OF BtLICE, ITU CC ICC YA 9| AL X|CHf 15 At0fOf

SHL|CH IEEE String €412 22 %|CH 16 AKX AFRE 4= ULSLICE

0| 4f2 M&E|= 2 HIO|E CCM MEP ID 7} E LIC}

242 OAM PDU Of =7tEl Ef 12| vID 7t E LICt,

P 732 2l VOE(Hardware OAM Engine)E AFE St 10 Al =8 Zd LT},

itOI VOE & X|&st= A2 Ot LLCt,

Fault Cause = O| MEP Of| CH3l} &l HELCH Z2 =F2| ccM 2 s=4lst AS

LIEFH LICE,

Fault Cause = O| MEP Of CH3s{f T+ &l Z41at CHE MEG ID € 7t CCM 2 =413t AS2

LEEHH LICE,

ol ¢
Ol M
2E

rultl

Fault Cause =
&

0| MEP Of L8l LA =l 2= '‘Peer MEP ID'? CH2 MEP ID £ 7}H7I
CCM 2 =4t A2

| LFEFLAL| T}
Fault Cause = AIS PDU 7} =4l &l A2 & LtEFHL|CE,
Fault Cause = LCK PDU 7| ==l A28 LtEFH LT}
Fault Cause & A{H 2{|0[0{7} 4= X3S LIEIL= B2 E LIEFHLICE
Fault Cause & A{H 2{|0[0{7} 4= HI{E LIEILY= B2 E LIEFHLICE

Ol E2 R0 AMB|A =i Q) A 20| 2Hd ot A5 LT
Ef ¥ M= XMSHE LEHH= 2 Y
=
=

Ho Yoz EdY 4 Huj

0 Y
Delete Peer MEP & AtH|3}7| 28 MASHM Q. TS K& Alof AR E LICE,
Peer MEP ID 0| Z+2 =AlEl cCcM UM Of| &t E|= MEP ID 7} 2 A QL|C} cMEP'S & X8IM 2.

Unicast Peer MAC
cLOC

cRDI

cPeriod

cPriority

Functional Configuration

Continuity Check
&9

Peer MEP 2t 8| FLIFHAET MEREl A2 O] MAC FA7t AFEE LICH E3H O] MAC
FAE 0| peer MEP 22 E £=A &= CCM PDU 9 HW M3 (LOC HE)0| AFEE LT
Peer MEP 22 H CCM 0| =4I E|X| 42 A2 (3.5 7|7+ S¢hE LIEtH = Fault
Cause & L|C}.

Peer MEP 22 4IEl cem O 14 28 BA|7F ZtE Z2E LIEHLY & Fault
Cause 2IL|C}.

Peer MEP 25 F 4 E cCM 2| 7|7} O] MEP Of ol g &l gt CHE 325
L}E}LH = Fault Cause LT,

Peer MEP 22 H =4IEl cCM 2| 24&=2|7t O] MEP Of CH3f #-d &l 2t CHE 4R E
LIEtLH &= Fault Cause & L|C}.

aY

Enable

CCMPDU & 7|dto 2 ot gl 2012 cCcM PDU 2| 441 o 20j et 93| F=
S M S

FAF HE|FHAE A 1 2 ML ELC}

_U
w)

C
rir
o
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Priority

Frame rate

TLV

APS Protocol
0]

TAG O 42U E PCPHIER ALEE M =2 YULICH e E2). A58 &0l Sl &4
ZHO| AZEQO 7| CCM UM R F P L= R M =f's SLHOF 2L
CCMPDU Q| =3 £ 5 MEISILICE O] gf2
A=QYLICL O] gt Ttalt 2 822 AEELU T
*CCM PDU 2| &4l £ 5 AL T}

*3.5 7| O|LJOf CCM PDU £ $=AI8HX| 23+ H L
'cLOC'E & Z5HAM 2.

*[FE2 F7|2 CCM PDU & 438t B2 cPeriod 257 # Q10| MAE L|CE.
-'cPeriod'E & ZE5IM 2

300f/% &= 1007/ S %PE 7ttt B2 5=

cLOC 25 {Qlo| MAElL|Ct

3o SEE HesB AZERI0| 213 coM Ol RUELICH @.% sholnf &4
5730| 35 AZEQ0] 7|8t coM o FHE P Y S5 S0} FLiTt

CCM PDU Of|A| TLV & 2 gd=hH|g-dztetL Ct,

Enable

Priority

Cast

Type

Last Octet

TLV Configuration

OAM PDU TLV 9| £ & L|C}.

&9

M3lE R-APS/L-APS PDU £ 7|8tS
ohH|gd et = ASLICL APS & 73 ERPS/ELPS £ X|@st2{H 0| 7|52
stsf{of BtLICE StLtO| Peer MEP 2 1M &l A 202t 2 BHLICE,

b= 49)TAGO| PCP HIER #¢ =
LIFHAE = HE|FHAER MEE|= SPDu%*JEHC*I—IEr

LIZHAE MAC 2 'S LI|AE Peer MAC' FAOA 7HM S L|CH

LIFIAE & L-APS 0|2t 2510, 'FE'S HASHUA| 2. R-APS PDU £ G.8032 0| A
oL HE|FHAE MAC 22 A & EL|CH

R-APS: APS PDU &= R-APS & & EL|C} O] ERPS 0] A& & L|Ct.

L-APS: APS PDU = L-APS & M&EL|Ct 0= ELPS 0| At&E L|Ct.

O #t2 & X O &&= RAPS HE|FHAE MAC 2| OrX|8f SEIL|CE.

G.8031 (03/2010)M| A RAPS HE|F|AE MAC 2 01-19-A7-00-00-XX 2 H | &l L|C},
S EFEO0|AM £ O] OFX|2h SEI9| gro 2 '01'0| AFEE|H, CHE o AH82 F7t

o172 oI5} Z{QlL|C},

—

ik ik of
0x ox >
ot
1&
rr T

H

o
o
L

px 40 40 do

SiXf= cCM Of|BF TLV 7t K| A EL|C},

Organization Specific
- OUI First

- OUI Second

- OUI Third

- Sub-Type

- Value

OSTLVOUI ZEOM MSE|= & HRY g YL|CE,

OSTLVOUI ZEQM MEEl= & HRMY 2fL|Ct
OSTLV OUI ZEO|A MEE|= A B gL ct
o

OS TLV 2| Sub-Type ZEO|AM MEE|= 3t
OS TLV Q| Value ZEOAM ML

®
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TLV Status
OpX[2fe 2 =M E TLVe| HEA|YLICH M= cecme| TLVEE K| I E LT
2 493

CC Organization

Specific Opx|gto 2 =412 OS TLV OUl ZEo| A #R gL LT
- OUI First
- OUI Second OrX|2to 2 =412l OS TLV OUI 2E9| &= BiFf ZHL|Ct,
- OUI Third OX|Y o2 £=AE OS TLV OUI EEO| M| HmY ZFIL|CH.
- Sub-Type OS TLV Sub-Type ZEO|AM DX 2 =41 E 2L}
- Value OSTLV 4f ZEO|AM OrX|Bte 2 =41 =l AL L},
- Last RX OrX|2 e 2 =A%l cCM PDU 0= OS TLV 7} =8t & A} &L T},
CC Port Status _
PS TLV 2| Value 2EO|AM OpX|T 2 2 =4 El ZF L CF,
- Value
- Last RX PS TLV 7t OFX|2t2 2 =415l cCM PDU Of 25| A& L Tt
CC Interface Status .
ISTLV 7} OFX|2 O 2 =X El cCM PDU Of] Z&H | A S LT
- Value
- Last RX OX|% o 2 =AM El CcCM PDU Off IS TLV 7+ E&H | Q& LICt

Link State Tracking

20 a3
LST 7} QIAEHAO|A EMolE|H, 224 SF = A E cCM QI E{ I 0| A AEH TLV Of| A

Enable isDown'0| ZX|E|H A% ZEJF FSTHEILICE O] 7|52 Up-MEP O ATt R & 8L},
CCMNE £ =11l Olo |O{OF BfL|LCt,

Buttons

[AddNewPestMEP | w227 €01 Chgat 20| YHURLTL LR LICH M2 Peer MepE F7H2LICH

Delete | Peer MEPID | Unicast Peer MAC
No Peer MEP Added

[ Delete | [0 | [00-00-00-00-00-00

| Add New Peer MEP |

Faull Management ] . 540 g+2] H0|X|2 OS2t LiCt.

[F'erfnrmance Manitaring ] - MS gL E 2 HO|X|Z 0]

S Hct

;

=
=h ;. 22| Al HO|X|E M2 1. 22 HE A2 FagLch

Ol ¢te2 &= gL

®
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Fault Management - Instance 1 - MEP id 1

This page allows the user to inspect and configure the Fault Management of the current MEP Instance.

Fault Management - Instance 1 - MEP id 1

Loop Back
Enable | DEI | Priority | Cast [ Peer MEP | UnicastMAC | ToSend | Size | Interval
O 0 1 00-00-00-00-00-00 10 64 100

Loop Back State

Transaction ID | Transmitted | Reply MAC | Received | Out Of Order
1 0 00-00-00-00-00-00 0 0
Link Trace
Enable | Priority | Peer MEP | Unicast MAC | Time To Live
O 0 1 00-00-00-00-00-00 1

Link Trace State

Transaction ID | Time To Live | Mode | Direction | Forwarded | Relay | Last MAC | Next MAC
No Transactions

Test Signal
Tx | Rx | DEI | Priority | Peer MEP |  Rate Size | Pattern [ Sequence Number
000 o | [ B mzeo v O

Test Signal State

TX frame count | RX frame count | RX rate | Test time | Clear
0 0 0 0 O

Client Configuration

Flow

Domain |[VLAN v| [VLANwv| [VLANwv| [VLANv| [VLANwv| [VLANwv| [VLANwv| [VLANwv| [VLANwv| [VLAN v|
Instance 0 0 [C [0 [C E C 0 [C [0 |

Level [0 o lo [0 lo o o o lo [0 |
AIS prio [0 v |0 v| [0 v| [0 v [0 v| [0 v| [0 v |0 v| [0 v| [0 v|
LCK prio [0 v| [0 v| 0 v| [0 v/ [0 v| [0 v| [0 v| [0 v| [0 v| [0 v
AlS

Enable | Frame Rate | Protection

O

LOCK

Enable | Frame Rate

O
| Back |
Loop Back
g9 a9
LBM/LBR PDU £ T &/4=43t0] RS 7|dto 2 o 2hda/H|2dstrt 7hs oL .
Enable ZE IS UY LBMPDU 7t HEE 20= A5 2 Fo0| Hj2gstE LT Ol =
B0MEE 2ZE LBR S 7|CH2|H, 5 &= St O 7| gLt
DEI DEI (Drop Eligible Indicator)= Z 23t A2 PCP H|EZ TAG Of & E/L|C},
Priority SMeE LRt B2 PCP HIER TAG Off M EL|CH
e %o

®
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Cast

Peer MEP
Unicast MAC

To Send

Size

Interval

Loop Back State
80

HOt 7|5 AQX| SFC6426 Al2|=

2 M EHSS
MAC 2 'Peer MEP' EE= 'S L|F| A E Peer MAC'S S8l T HELICE MIP 2 HEE|E=
42 FUHNAE ZoEia Jh53tL T
QHOF' QL |FAE MACO| EF 022 LM E AR0|CH AFREL|CE LBM SLIFIAE
MAC 2 8l|E I 0| 2| 'S L|FH A E Peer MAC' MO A 7} G LLCT.

Ol ¢S EF 022 FHEX| Y2 BTt AHEE LICE O] 242 LBM PDU FLIFHAE
MAC & A& LTt O]&= MIP 01| Ciot FxWS Fst= U S YLCH
ot Ho| 2T HAEN XM M&E LBM PDU 9| =ILICt Z40| 0 O|H 23t MES
LIEtHLICH(HAE S2h. Ol S=9)0f 7|Hte| LBM/LBR O|H, VOE 7 ER23tL|C}.
LBM Z2fQ 37|& HIO|E T2 Y3 &, LBM OAM PDU 2t CRC(4 HIO|E)E
Zotol B KX fe = ol /st 27| & o|0|gLC.
OlE S0, 'Size7t 64 & Iff, Ef 1 =|X] @2 =¥ 27| = Ct22t 25 LICH DMAC(S6) +
SMAC(6) + TYPE(2) + LBM PDU LENGTH(46) + CRC(4) = 64 HIO|E
Ej37b =otE WHOpCH MSE T2 2 4 HO|EM I ZOJFLICH HE EVC 9| B
8 HIO|EZ} =7HE LT}
1216H0F g = 7hX| E|of =¥ 27|17t JAE UL

2K RX Z2f| Y Z[Cf 7] AKX ZEO|M HEE|= X|CH = 27|=

10240 HFO|E LT},
CPURX Z2| ¢ X|Ci 27|: CPU E SAtE 5=
1526 HIO|E L|C},
MEdS T2 37|7F cPU RX =2 X|CH 37|18 X1tshE
=2 A& 37|+ 64 HHO|EQLICE
LBM PDU M ZtZ2 10ms Y LICt. To Send'”7}t 0 O OF:l AL (XICH 100 - '0'2 7t ¢t
oh 2 £ ), 10ms 7J71 OS2 M&ELICE To Send'7t 0 QI Z2(X|C 10,000),
1us(OFO|AZ X) ZtH o 2 & E L|Ct,

LBM PDU 2| M& HAE QLIFHAE = HE|FHAEZ MEHSILICEH FLIFHAE
O

rr
B
fim]|
[H
et}
oo

37|

rr

o

S Fast mAIE L

Transaction ID

Transmitted

HHM MSE LBM O ERMAMM D= £7|¢t o2 P ELICH 24 LBM O] M&E
I OLCt PDU LHO| EZHAM D 7t S 7tEHL(C

M&E £ LBMPDU Q| =2 LIEHHLICE

SEdStl= MEP/MIP 2] MAC FAYLICH HEIZHAE LBM 2| 4%, & W 2 & |

Reply MAC MEP 2R EH SEHZ &g = AUSLICH To Send'7t 0 21 AL0& O] MAC FAT}
HA|Z|X| QFELIC

Received 0| 'Reply MAC'2 R E{ =415 & LBR PDU 2| =Y L|LC}.
0| 'Reply MAC'Z2 R E{ =4I El LBR PDU 0| A ‘Transaction ID'7 RH2 = Z4 9|

Out Of Order Py T -
L

Link Trace
gof 4y

LTM/LTR PDU 2| H&/4=A10] 2t 213 X (Link Trace)0| 2 sh/H|2dstE 4~

Enabl UAELICH ZE 5702 ERMAMMO0| 5 Ao = 2tz k|3 O[O 2 LTR Off CH3H

nable N ot ad = -

sEZI O B2, P FH2 A2 2 GRtELILL LTM PDU = 84
HE|FHAE Class 2 2 MESEL|CH

Priority PCPHIEZ TAG 0| & & M=% (A= ER)YLICH
o| = 'Unicast MAC'7t 25 022 & ZR0|2 AAZE LT 23 =5 tid MAC 2

Peer MEP

®
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. Ol BEF 022 LK 42 20Tt ALBEILICH Ol= @3 =X & MAC L2
Unicast MAC o

o
AEELICE O]& MIP & T4 MAC O 2 Tt MstE st ghH LT,
0| 2f2 v.1731 0| A M H=l LTM PDU 2| TTL(TimetoLive) 2t LICt O] Z+2 MIP Of
|.

A
ol TEE Wotot ZAgtLCE TTL 2401 0 O = E3HE O] MEE[X| HELIC,,

Time To Live

Link Trace State

20 a3
ZFLTM A S0tct EHAM 1D 7F 712U CH O] €42 HESE LTM PDU Off & 1|,
Transaction ID LTR PDU O A =2 E|7| & 7|CHEtL|CE &2 = EMMM D E 7t LTR 2 FAE L CH
ot 7io| 2tdatEl A3 FHO|ME= CHA 7He| EHAMMO| QA& LICE
0| 242 O| LTR & ™&3St= MIP/IMEP 7t =415H LTM Of| A ZFM 2 TTL f I LICH M=

Time To Live AN ZtAEIL|C}

Mode O| LTR & £ Z0| MEP QIX| MIP QI X| & LtEFHL|LCE,
Direction MEP/MIP 7} O] LTR € 2t 20| Ingress/egress I X| LIEIL|= Z L2 IL T},
Forwarded MEP/MIP 7} O| LTR & ME M =X R E LIEILY = Z Y L|C}.
2y 0] S&2 CHS & ofLH Y = & LT
Rela MAC: LT CH& MAC =20 CHot L X|7F L& Lt
y FDB: TE{ 2 DB O A LX|0f 7|8H5104 LTM O] T EH&| Q&L
MFDB: MIP CCM DB Of| A{ &X|0j| 7|8t510] LTM O] ME & RUSLICH

I
O| LTR 2 €27I LBM 9| OtX|8f & MXLE AMHSH= MAC = MEP & A|&HSH7Lt O™

Last MAC
MIP 7‘1%% ID|°”—IEf

Next MAC O|LTR 2 €27 LBM Q| C}Z LAXE AEHSt= MACEMIP TE E= FE MEP E
olojgtL|ct.

Test Signal
0] 29

Enable TEST PDU & H&5te A0 7|8t HAE Mz gdahH| g detE = JAELICH

DEI PCP H|EZ &2 El DEI (Destination Ethernet Identifier) & L|Ct

Priority PCPHEZ tUE @M= YLICH

Peer MEP TEST Z&{| 29| tij4 MAC 2 O] I Q| 'R LIZHAE L0 MAC' + &AM Z7h™ S LICE

Rate TEST =g o| M& £ = L|Ct
TEST Z=gf|Qo| 37| L|Ct. O] TEST OAM PDU & Z&sH= Ef 17t gl =2 Q)
YtE 3 7|(HIOIE T2 YHELICE CRC(4 HIO|E)E ZahgtL|Ct.
O£ £0f,'37|(Size) 7} 64 Q! AL => E}7} gl T Y 37| = DMAC(6) + SMAC(6)
+ TYPE(2) + TEST PDU Z0|(46) + CRC(4) = 64 H}O|E
ZHEf7F F7hE mjojct MESE T2 4 HO|E o ZojELCH HE EVC o BR
8 HFO|E Tt EL|Ct.

Size 1216H0F g &= 7HR| =2 Ao 27|7F &Lt

AKX RX ZEf| Q) Z|0) 37]: AKX ZEOM = A0 T I7|(2F Z3he
10240 HFO|E LT},
CPURX Z3|Q X|C 37|: CPU 2 EAt 7tsoh 2|0 =@ 37|(2F Zehe
1526 HIO|E L |C},
MEdS D2 37|17t cPURX =2 ¢ X|CH 27| & E£0tete 42 207t EA|ELUCHL
=2 A& 37|+ 64 HO|EQLICE

®
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HL
ro

b 716 2QX| SFC6426 Al2|=

'Empty' TEST PDU 2| 37| 12 HO|EQYL|CH &l =2 37| E ZH5H7| sl
CIOIEf TLV(TLV GIOIE F&)7F T & 1F &HA| =7t L,

Ol & S0, '37|(Size) 7t 64 Q| B2 => E{ 07} Q= T3 Y 37| = DMAC(6) + SMAC(6)
+ TYPE(2) + TEST PDU Z0|(46) + CRC(4) = 64 HIO| E

TEST PDU 2| Z0|-= 46 HIO|EO| 2.2 46-12=34 HIO| E Q| T HO| FItElL|C}

All Zero: Ij 1.2 '00000000' ! L| C}.

All One: THEH 2 '11111111" Q) LI C}.

10101010: I E12 '10101010"Q LI C}.

Pattern

Test Signal State

0] 29

TX frame count ‘22|0{(Clear) 0|F M& = TEST Z2| o] =QIL|C}.

RX frame count ‘22|0{(Clear) 0| =41 &l TEST =g Qo] =QL|C}.
‘22|0{(Clear) 0|2 A HMf =M E TEST Z Q2 7|FCE AHLt= HAY =M= TEST

RX rate =2 Q H E &= (Kbps) 2 LICH O] AAH2 1 & BHR[2 O|RO{X|H, "2 2|0f' O|F K HRY
TEST Z2f| QS =415t A|- 2 E| A[ZFE LICE O] A4tol| AHE L= Z2fQl 27|= 220
0|2 Mg =AlE T o] 37| YLCt.

Test time ‘22|0{(Clear) O|= X K| TEST =Z2f| 22 =4It 0| gt A|ZHE) L Ch
O|2 Qe B E HAE M AEf7t X7|2HE L|CH TEST Z2| Q| T&0| CHA|

Clear A|ZHEIL|CE 'Rx frame count’, 'RX rate’, ‘Test time'S| A A2 & BIFj TEST =S

SN ORE AR L

Client Configuration

ZLE MEPTO| 222 7E= #= AMH MEPZI & 5= JUSLICH 220[UE S22 M=% ¢ EvCY
(e]]
=]

TEE 7Y =2 4= YUt
20 A
Domain S2t0|E 0| 229 =Lt
Instance ZS2}0|E 20| EEP AAHA HZQL|CE
Level 0| 20| E 20| E2L20M M&E= AIS Y LCK PDU &= O] 2o A2
ALt
AIS Prio Zt 220|QE EERU M AISE HESE [ AEY 2M=QLICH 7tsT 7HE =2
PCPE 7tHR2= M &2 MEig = Q&L Cht
LCK Prio Zt 220|0E EER0|A LCK E M&E W Ar8E M= YLICL 78 7t &2
PCP E 71N R2E 2 M=2E MEig = QELCt
AIS
20 a3
Enable ZZ0|¢E 0|0 2220 AIS AS (AIS PDU H&)E st A2
2| e Bk et = & LIt
Frame Rate AISPDU 2| =3 £ =& MEiSL|Ct O|&= Y1731 Ol A MEHE M& F7|9|
oL,
Protection 0|2 MEisIH A1 R 3 7H2| AIS PDU 7t 7ts ¢t St 2 A M&E LT o=
SCHEOAN ES 82 AMSHE F 2 LICE

®
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HOM 7|5 AQ|X| SFC6426 Al2|=

LOCK
0] 29
Enable Z2I0|¢E 2f0]0] E220] LOCK 4= (LCK PDU M&)E Mests A2
2dsh/Hgdste = ASH T
F Rat LCK PDU o] =3 £ & MEHBL|Ct O] Y1731 O M HYHE & 79|
rame Rate gizolL|ct
Buttons

: CHA| MEP QIAEIA Q1 HO|X| 2 O[S BFL|Ct

[Befish | 22/ A| TO|X|2 A2 DA 22 HZA A}

Aoply | 22| A WIZAIES HETLC

[ApovaSave | 22y A BIZAIES X gStD MAELIC

Reset . Z2| A| HZAAISIS FASID 0| o2

®
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S8 SOLTECH USER GUIDE Hot 7|5 A%|X| SFCe426 Al2|=

Performance Monitor - Instance 1 - MEP id 1

This page allows the user to inspect and configure the performance monitor of the current MEP Instance.

Performance Monitor - Instance 1 - MEP id 1 | Refresh |

Performance Monitoring Data Set

Loss Measurement

Tx [ Rx [ Priority [ Cast [ Peer MEP [ Rate [ Size | Synthetic | Ended | FLR Interval | Meas. Interval | Loss Threshold | SLM Test ID
O O [0 | [Muriv] [1 | [1fisec v 64 | O Single v ][5 || 1000 | o | o \
Loss Measurement State
Peer MEP < | Rx Near End Loss | Far End Loss Interval Interval Near End Interval Far End Total Near End Total Far End Clear
ID Count Count Elapsed Loss Ratio Loss Ratio Loss Ratio Loss Ratio
No Peer MEP
Added
Loss Measurement Availability
Enable [ Interval [ FLR Threshold | Maintenance
O |10 L) | O

Loss Measurement Availability State

[ Peer MEPID [ Near Availability Count | Far Availability Count | Near Unavailability Count | Far Unavailability Count | Near State | Far State |
[No Peer MEP Added |

Loss Measurement High Loss Interval

Enable | FLR Threshold [ Consecutive Interval
0 1100 | 1100 |

Loss Measurement High Loss Interval State

[ Peer MEPID [ Near Count | Far Count [ Near Consecutive Count | Far Consecutive Count |
[No Peer MEP Added

Loss Measurement Signal Degrade

Enable | TX Minimum [ FLR Threshold | Bad Threshold [ Good Threshold
O o o [ w0 | [10 \

Delay Measurement

Enable [ Priority | Cast [ Peer MEP [Ended [ TxMode | Calc [ Gap Count | Unit | Synchronized | Counter Overflow Action
O o | [mutiv] |1 | [Single v | Standardize v || Flow ~]10 |10 [[us v] O [Keep |

Delay Measurement State

Rx Rx Av Delay Av Delay Delay Delay Av Delay- Av Delay-Var Delay-Var Delay-Var
‘ L ‘ - ‘ Timeout ‘ Error Tot ‘ last N ‘ Min. Max. Var Tot last N Min. Max. Sty || Sl
One-
way
F-to-N 0 0 0 0 0 0 0 0 0 0 0 0 0
N-to-F 0 0 0 0 0 0 0 o] 0 0 o] 0 0
Two-
0 0 0 0 0 0 0 0 0 0 0 0 0 ()}
way

Delay Measurement Bins

Measurement Bins for FD [ Measurement Bins for IFDV | Measurement Threshold
E | E | [5000 |

Delay Measurement Bins for FD

[ bind [ bint | binZ

One-way
F-to-N 0 0 0
N-to-F 0 0 0
Two-way 0 0 0

Delay Measurement Bins for IFDV

[ bin0 | bin1 | bin2

One-way
F-to-N 0 0 0
N-to-F 0 0 0
Two-way 0 0 0

F-to-N :Far-end-to-near-end
N-to-F :Near-end-to-far-end

| Back |

®
SOL
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Performance Monitoring Data Set

gof 4y
O] MEP QIAEAE Zd3tstH PM MMO|A =5t 'PM HIO|Ef ME'Of 7|0{&t
Enable A9t

Loss Measurement

20 a3
=4 £ 0|L|M0]|0|E 7} &g zhH| 2 Yot & LICH O|L|M00|E{= CcCM E&
LMM/LMR EE+= SLM/SLR/1SL PDU & M &/AlgtL|Ct- &t Sl B7'E
Tx HESIMAIR.

MHE|A I3 @ LM(EHS 0] OFH)2 oLt Peer MEP 2t 1 =l Z4 2012t 5| E L|C}
e T LM 2 o{ 3] 7H2| peer MEP 7 T El AL 5|2 EL|C}
Rx LM PDUs (LMM/SLM/ISL)E =41 I =4 A AtS 2HdotetL|Ch o] 8- 2 M
O|LIMOj|O|E{ 7} g 3tE|0f = B FAIELICH
. PCP HIEZ MUE M2 (e AR)E Priority A LICEH A5M {3 U &4 £HO|
Priority SW 7|4 CCM O M 25 THEl AL Priority's 5 2sj0f SL|Ct,

LMPDU Q| & HAIS FLIFHAE = HE|FHIAER MENG = JUSLICE RFUHAE
Cast MAC 2 'R LI7HAE T 0] MAC' HIO|E{H|O| A0 M 7k L T H&d M3 & o|F
St &4 50| sw 7[HtcCM M BF A E B L 'Cast= & LS OF LT
FLIHAE LM 2| T 0 MEP-ID Y LICE MAC 2 'S L7HAE IO MAC'
Gl O E{ | O| A0 M Z7FA S LICE, of 2 m|Of (&' LM)2| ZF0f|2H AL & LT},
LM PDU o &= £ =& MEISIL|C} O Y.1731 O A HYSt= S F=7|9
A=t
SHAd LM o] Z R, 100f/sec & MEISH= Z{0| {8
Rate 0|5 ZEH'MH|A =2 LM (CCM PDU 7|Hh2]
%ROHI ASLCH
A HIt &M FHO| ZEsw7|HtceM Ol FHE F2, Ty £ =
OF ghLCt.
LM/1SL =22 e] 27| YL|C}. O]= LM OAM PDU 7t Z3h=l Ef I E|X| b2
o| Ydt= A 7|(HIO|E EH)E - E LICE O] 27|0|= CRC(4 HIO|E)=
ELct.
£ =0 'Size' =64 Q| Z2, B2 &[X| Y2 =2 37|= DMAC(6) + SMAC(6) +
TYPE(2) + LBM PDU LENGTH(46) + CRC(4) = 64 H}O| E 7} ElL|C}.
MEle =2 Y2 2 E§A0ICH 4 HIO|EM ZO{F LI E{'E EVC 2| B 8 HIO|EY}
F7bE L
1216H0F g = 7hX| E|of =¥ 27|17t JAE UL
AKX RX Z2f| Y Z(Cf 7] AKX ZEOM +=8&|= X|CH =Y A7[(ZE =&
24 T3 (HHO|E £He))
CPURX Z2| g Z|CH 3 7|: CPU B EAtE &= Q&= 2|0 =2 F7|(RE =& @4
o) (HIO|E EF9)
bz 3717t cPURX Z3f| & 2|0 37[& Zat5h=
| 2|4 37|& 64 HIO|E Y L|Ct,
e LM O] 23t A& LICE Ol= SLM/SLR/ISL PDU £ 7|82 2 3}

Peer MEP

L

L Ck
B2, 6fimin = HEISHE A2

I re
ne J}>
2o

ot |0

F

0=

2 K |H
|I1J n&*g

Size

met | |E X H

oi X mo

“:| oo rot
oY
Ho
oY
k1
N
fl
i
-
n

rir

Synthetic A

Single: LMM/LMR EE= SLM/SLR 2 7|2tO 2 & G
Dual: SW 7|8t CCM O[L} 1SL 2 7|Ete 2 ot 0|5 JE =4 &
C

FLR Interval Ol 58 M4 =2fg &4 HIE0| Alttels 538 2t4 YUt

1o
O
i

b
=

o

Ended

®
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Meas Interval

Hot 7|5 A%|X| SFCe426 Al2|=

Ole &g LMol HH 7t 2 Z2|Xx th 2 LIEtH 4 JL|Ct O] 42 LM PDU T &
HA(Rate'2| H==)9| F=HiO{OF BFL|Ct O| ZtH2 SL OAM PDU 2| =8 7|8te 2
=4 9 =g 24 H[E(FLR)2 Alitste Ol AL ELUCH AME FLR 2 718 Y, =
=AM 9 XtE FLR YA 2kt Hlmsh=0 AHSE LI

0| Al: 'Rate’ = 100f/sec => 'Meas Interval' = N * 10 2| %

2

|Al: 'Rate’ = 10f/sec => 'Meas Interval' = N * 100 & 2| =
MH[A g 7[HE LM Q| 42 0] M2 A ELX| o, 5H

1 O -
HS A0 L

Loss Threshold =4 ZHO| YA 22 =0tets 42, ¥4 Fo| &4 UA 2t R EJH S 7HE L L
SLM Test ID SLM PDU Of| M AtEE E|AE ID 2 LICH(G.8013 2| 9.22.1 & & X). 7|2 g2
0 YLt
Loss Measurement State
20 a3
Peer MEP Ch2 AEHQ 2t El peer MEP ID &L L,
Tx Opx|gtZ2|0' 0|7 +X &S LM PDU 9| =l L|CH
Rx Ox|g 22|0f' 0|F =X =M=l LM PDU 2| = L|LC}.
Near End Loss Count | OFX|2H 22| 0|2 £+ X E 28 Fo| =g &4 sI=YLCt,
Far End Loss Count OpX|2t 2 2|0 0|2 & 2 )14 Ho| =g &4 3= L|Ct
Interval Elapsed OX| 2 -22|0f' 0| = ALItsHFLR 2tA'o] +& 3l4=QlL|C},
Interval Near End o Fo| mfg &4 st A Zo|M BETH =Y 8 J[He 2 X4 FLR
Loss Rati A M A ME 2™ F =y &4 HZYLICH O] gt (4/75)*10000 22
0SS Ratlio — .
HEA|E LT 1/100 HESD SLBEL|CE
Interval Far End Loss A 5o = &M 3ot 28 FOM MED =Y =8 7|82 2 XA FLR
Rati A0 A M E §A F oy &4 HEYLICE O] gt (4/74)*10000 22
atio _ N
HEA|E LT 1/100 HESD SLBEL|CF
Total Near End Loss OpX|e22|0f' 0|2 28 &Fo| =y &4 S0t f1d S0 & =y =&
Rati 7|8t 2 AME 2 & =y Y &4 HEYLICE 0] gf2 (=4/TE)*10000 22
atio _ -
HEA|E LT 1/100 HESD S LB CL
Interval Far End Loss OpX|e22|0' 0|2 A Fo| &y &4 3l0 28 S0 & =g =8
. 7|82 AME A = = &4 HZQLICH 0] gt (24/T5)*10000 2 2
Ratio EAIEILIC} 17100 # 2 ST SAFLICH
Clear Ol M3 X N MNE= 58 7IREHE X1 H|E A LS CHA| A|&FgtL|C

Loss Measurement Availability

&0

Enable
Interval

FLR Threshold

Maintenance

A4
=M £H Jtsdol gdsh|e e st of £ LCt,
7t8d MEfE A ol S 72 E 2 JHE BHE sl YLCh K8 HRls
1 0l A 1000 7HX| & L] C,
=Y &4 H20 st 7Y A A ZE2 per mille(1000 £2] 1) £H| 2 LIEFRLICE,
=M 2F 0ted X9 gdshu|g g3t of £ Lt
e % o
[ ] [ ]
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Hot 7|5 A%|X| SFCe426 Al2|=

Ef 7} "Avail"Y Ij, Of

O™ A
(= ]

ECERENEY

o
a

El
ol 7t&d

=

0| "Unavail"
=

N Regs

{

[

o
O:

Near Avail Count
Far Avail Count
Near Unavail Count
Far Unavail Count

SOLTECH USER GUIDE
Loss Measurement Availability Status

357

! . R
ol ok T ~ N
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Delay Measurement

Hot 7|5 A%|X| SFCe426 Al2|=

20 a3
Enable 1DM/DMM PDU £ 3510 x| £F 8 gdahH|gdate &= A& L CH 1DM/DMR
PDU & =413t H2|sto] X9 HF 2 ote A2 2o 243550 JSLCh
Priority Ef00| pCcPHIEZ MYUE 2M=YLICHRE E2).
Cast 1DM/DMM PDU 2| H& WA S S L|F|AE = HE|FHAERZ MEHTH 4= Q& LTt
as "
SLIFHAE MAC 2 'Peer MEP'E S8l 742 ZAQL|Ct
Peer MEP 0| 482 'Cast’l Uni 2 T+-dEl 4202 A+ E LICH 1DM/DMR FL7HAE MAC 2
Slig mjofol g LIZHAE mof MAC' 80l 7+ L Ct.
Ended Single: DMM/DMR & 7|Hto 2 ot T B XA =
Dual: 1DM 2 7|82 2 3t O|F Lt X|AH .
Standardize: 1DM/DMR & ™ &3817| 213t v.1731 &2 &4 QLT
Tx Mode Proprietary: Vitesse 2| 123t 2tAlo 2 1DM/DMR 2 H53}7| QI8 &4 T2l
AHEBtLICE,
Ol 82 Ended7t Tt FTto =2 M E Z20 0 AL E LICE
Round trip: £27|3}Xto| & W =41 EFJUAERIO]| Ofsf A LhEl =gy X[ L},
Calc Z2f| Y X2 = RxTimeb - TxTimeStampf
Flow: £27|3tXtQt @140 M& 9 =41 EFUARMIO|| Ofsf| A Atz may| XA L|Ct,
= X[ ¥ = (RxTimeb - TxTimeStampf) - (TxTimeStampb - RxTimeStampf)
Ga 10ms Z+4 2 2 1DM/DMM PDU & M &5t= ZH4 AL CH = 10 Of| A
P 65535 77HX| @I L Cf.
Count Airg 22 Y REQ| = LCH Hel= 10 Ol A 2000 7HX| & LI CE.
Unit AlZh A= QL] Ct
0|= =t DM 2 Z|AtsH7| 2/ DMM/DMR T2l & AR Sl= 7|58 EXdstetL Ct. 0
SM0| 2gstEl 42 O S2H0| =¥ E LICH DMR 2 4I5lH ¢ &£ X[ (E2EEE
Synchronized TEERR) U 2T S0M A 20| THEtsE X[ ot 214 ZoM 2 ZEo 29|
CHEtSE X|HO| Z&F A ALEILICEH DMM EE= 1DM 2 $=AI81H 2 =0l 28 Zo 29|
CHEFSE X AT A AHEN L CF
Counter Overflow _ N N
. QHEZ It e I =3 ZEQL|CH
Action
Delay Measurement State
20 a3
Tx Opx| gt 220 0|7 =M & M& Lt
Rx Opx| gt 22|0' 0|7 ™ & A 3Lt
Rx Timeout OpX| gt 22|0f' 0|7 SN =l absr =4 EFRIOHR Sl4= QI L|C}
Rx E Opx|gt 220 0|7 £ =4 @7 2U=QIL|Ct, O|= = X|¢l0] 1 ZELC AL
rror Y7 S| H|Z A|ZH0| Y= A|ZHECE 2 B0 ALE LT
Av Delay Tot Opx| gt 220 0|7 Ha & X[ A|ZhL|Ch
Av Delay last N Opx| gt 22|0f' 0| = OX| 2 n 7 THZIo| Wi X[ AlZhIL|Ct
Delay Min. Opx|et 2 2|0 0| = &[4 X[ A|ZHA LT
Delay Max. OpX|9f = 2|0 O|= Z|Cf XA AlZhL|C

Av Delay-Var Tot
Av Delay-Var last N

Opx|gt22|0 O|= B & X HSYL|CH
OpX|9t22|0f O|= OX|% n 7 THZI2 Ex X HSYLICE

®
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Delay-Var Min.
Delay-Var Max.
Overflow

Clear

Far-end-to-near-end

one-way delay

Near-end-to-far-end

one-way delay

HOt 7|5 AQX| SFC6426 Al2|=

Opx|gtZ2|0f' o= XA X|H HSYL|CE
Opx|et 2 2|0 o] = X|of X[ & L|CE
OpX|2t 2 2|0 0| = 7t2H LHEER sl L]
oI jt1Iﬂ MY ™S FHE FIRHE X£7|3etL
3o X2 )4 KoM 22 EX =22 X[ YL|Ct
r—— O X|H 2 AHrtSh= =HYLICE
1. 1DM =2,

2. 57|27t /d3tE DMM =41
3. 57|27} &d3tE DMR =41

Delay Measurement Bins

Measurement Bin2 X|
HYLICH
20

CHSE X012 22 0N dZA X 29| X|HYLICE O] X|HE A Lote R U
4% b2 254tk S7127 2-d%HE DMR =4,
el H Lo £t XY 59| 2 Measurement Interval &0 X &= 712

L

Measurement Bins for

FD

Measurement Bins for

IFDV

Measurement
Threshold

Measurement Interval & Td 7+&3 Z2| 2 X|H Measurement Bins 2| =i L|LC},

I_

K| 8l =] = Measurement Interval & Z[2 FD Measurement Bin =

X| 2 E| = Measurement Interval & Z|CH FD Measurement Bin %=
X| 2 &|= Measurement Interval & 7|2 FD Measurement Bin =& 3
Measurement Interval & T+ 7h52 =2 X[ H
X| 5= Measurement Interval & Z[& FD Measurement Bin =& 2
X| ¥ &|+= Measurement Interval & Z[C{f FD Measurement Bin ==
X| & &= Measurement Interval 2 7|2 FD Measurement Bin %=
Zt Measurement Bins O CHaH 48 7ts3 578 LA 2f LT
5 UA 4ol tHel= 00| AZ X (us) & LT
- Ao 7|2 FHE 5 A 5000 us 2| 7+ L|LCt.

o - 1o d

Zto
HA T

Delay Measurement Bins for FD

Measurement Bin2 M

ot &8 dA 24o|
£ 5 4 U

Bin  Threshold

bin0 Ous

bin1 5,000 us

bin2 10,000 us

bin3 15,000 us

2 LHofl &35t

Measurement Bin2| & 7

easurement Interval S X|H &l H
5000 OFO|3 2 ZE(us)0|

Range

0 us <= measurement < 5,000 us(0 O| & 5000 O|2te] XA =)
5,000 us <= measurement < 10,000 us(5000 Ol 4f 10000 0| 2t2| XA
10,000 us <= measurement < 15,000 us(10000 0|4 15000 0] 2+2| X| A

o =&

o

15,000 us <= measurement < infinite us(15000 0| & 2&tU12 XIH =H

®
SOL
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SOLTECH USER GUIDE 2ot 715 £21K| SFC6426 Al2|=

Delay Measurement Bins for IFDV

Measurement Bin2 Measurement Interval ¢t X|"JEl He| LYol £5t= X|H FE| =8 M= 7H2H
ALCh =53 A 240 5000 00| 22 (us)0| 1 Measurement Bin2| & 7§47} 4| 7§21 A2, ot Z2 0
£ & &+ UL

Bin  Threshold Range

bin0 Ous 0 us <= measurement < 5,000 us(0 Ol &} 5000 0] 2t2] X =& =)

bin1 5,000 us 5,000 us <= measurement < 10,000 us(5000 0|4 10000 0] 2t2| X H =& =)

bin2 10,000 us 10,000 us <= measurement < 15,000 us(10000 O| 4} 15000 0]8t2| X|H =&F %)

bin3 15,000 us 15,000 us <= measurement < infinite us(15000 0| & 2&HS XIH & %)

Buttons

[Back | . cpa| MEP QIAEIA D9l HO|X| 2 0| BTt

[Rémh ). 22 A HO|XE M2 DY, 22 ¥ AFgS FagUC
[Redly . 22 Al BZAIES MSBLICE
[Reohasave]; 22| A @ZALES X GOt MIBILICE

[Resel), 22 A MZAIES F14010 O/F ZHOR ESYLICL

WEB &7 0| A]

% Configuration>MEP
v" Maintenance Entity Point

» Add New MEP
. Instance(1~100)
. Domain(Port | VLAN)
. Mode(Mep | Mip)
. Direction(Down | Up)
. Residence Port(Port Number | VLAN ID)
. Level(0~7)
Flow Instance

. Tagged VID

Delete [ Instance | Domain | Mode [ Direction | Residence Port | Level | Flow Instance | Tagged VID | This MAC [ Alarm

Delate | |1 | Pon v| [Mep~| [Down v| 1 | [7 | [ 1000 |
[Port [ Mep g Down ]
‘n’LAN Mip Up

®
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Maintenance Entity Point

Hot 7|5 A%|X| SFCe426 Al2|=

Delete [ Instance | Domain | Mode | Direction | Residence Port | Level | Flow Instance | Tagged VID | This MAC [ Alarm
O 1 Port Mep Down 1 7 1000 02-21-6D-44-44-44 (@
J 2 Port Mep Down 2 7 1000 06-21-6D-44-44-44 .
YAEHA HSE SE/o/4R.
v" MEP Configuration
v" Instance Data
Instance | Domain | Mode | Direction | Residence Port | Flow Instance | Tagged VID | EPS Instance [ This MAC

02-21-6D-44-44-44

1 Port Mep Down 1 1000 0
v" Instance Configuration
Level [ Format | Domain Name | MEG id | MEP id | Tagged VID [ Syslog |
[muicc || |[IccoooMEG00D0 1 | [1000 | 0O
» Level(0~7)

» Format(ITU ICC | IEEE String | ITU CC ICC)
> Domain Name(IEEE String 2F 3/ 5tE/L/C})

- O B2 H/O/QIALL, Hf 16 X IfA] ALE FfSEfLILH
> MEG ID

«  ITUICCE 13X}74A Z+&BFL/CH

«  ITU CC ICCE 15X} X] Z}&BHL LY

«  |EEE String 2 16 X7tA] Z}& 8t}

>

MEP ID

0~8191

» Tagged VID

«  0~4095
» Syslog(Enable | Disable)

v" Peer MEP Configuration

Delete | Peer MEPID | Unicast Peer MAC
Mo Peer MEP Added
Click | AddNew Peer MEP |
Delete | Peer MEPID | Unicast Peer MAC

Mo Peer MEP Added

| Delete | |l’.] |

|00-00-00-00-00-00 |

>
>

Peer MEP ID (Input Peer MEP ID)
Unicast Peer MAC (Auto | Manual)
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- MEPIDE 2/g3/FHMACO/ AELZ HYELIL}
«  Unicast Peer MAC 2 +&L 2L /g Jf58/L/LC
v" Functional Configuration
»  Continuity Check
. Enable
. Priority(0~7)
. Frame rate(300f/sec | 100f/sec | 10f/sec | 1f/sec | 6f/min | 1f/min | 6f/hour)

« TLV

Continuity Check
Enable | Priority | Frame rate | TLV

O [0 | [1flsec ~| O

300 fisec |
100 flsec |
10 flsec

6 fimin

1 fimin |
6 ffhour

»  APS Protocol
« Enable
. Priority(0~7)
e Cast(Uni | Multi)
«  Type(L-APS | R-APS)

. Last Octet(0~255)

APS Protocol
Enable | Priority | Cast | Type | LastOctet

0| mmv]RAPSY] [1

Uni TL-APS
(Muti | RAPS |

v' TLV Configuration

» Organization Specific TLV(Global)
«  OUI First(0~255)
. OUI Second(0~255)
e OUI Third(0~255)
e Sub-Type(0~255)

+  Value(0~255)

®
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Organization Specific TLV (Global)
OUI First | OUI Second | OUI Third | Sub-Type | Value

o 1 o J 1 J @ Jl2 |

Link State Tracking

> Enable

Enable

MEP Status Alarm

» Instance Configuration

Hot 7|5 A%|X| SFCe426 Al2|=

. cLevel, cMEG, cMEP, cAlS, cLCK, cLoop, cConfig, cSSF, aBLK, aTSD, aTSF

cLevel | cMEG | cMEP | cAlS | cLCK | cLoop [ cConfig [ ¢SSF | aBLK | aTSD [ aTSF

[

» Peer MEP Configuration

. cLOC, cRDI, cPeriod, cPriority, cDEG

cLOC [ cRDI | cPeriod | cPriority | cDEG

TLV Status
» Peer MEP ID
» CC Organization Specific

+  QUI First, OUI Second, OUI Third, Sub-Type, Value, Last RX
» CC Port Status

*  Value, Last RX
» CCInterface Status

e Value, Last RX
= :‘EF' ] ouFisTou s;w‘i,%?’gﬂ?:fﬁ?‘z'} i‘.’.‘i%"%".,e VAT [ Lo &‘}Zﬂi‘;‘“& %‘i{.}':??ﬁf?&

EXAMPLE CLI CONFIGURATION

v

Ethernet Protection Switching
» Add New EPS

. Instance(1~100)

. Domain(Port | VLAN)

+  Mode(Mep | Mip)
L

®
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Direction(Down | Up)

. Residence Port(Port Number | VLAN ID)
. Level(0~7)

. Flow Instance

« Tagged VID

(config)# mep <inst> [ mip ] { up | down } domain { port | evc | vlan | tp-link | tunnel-tp | pw | Isp }
[ vid <vid> ] [ flow <flow> ] level <level> [ interface <port_type> <port> ]

(config)# mep 1 down domain port vid 7000 level 7 interface GigabitEthernet 1/1

(config)# mep 2 down domain port vid 1000 level 7 interface GigabitEthernet 1/2

v" MEP Configuration
v Instance Data

v" Instance Configuration

» Level(0~7)

(config)# mep <inst> level <level>
(config)# mep 1 level 1

» Format(ITU ICC | IEEE String | ITU CC ICC)

»  Domain Name(Use only IEEE String)

- O/ BE2 HO/YA L} X/ 16 AL TIA] AFE FFSBILICH
> MEGID

« ITUICCE 13AF7HA ZFSEILILY

« ITU CCICCE15At7HA] Zt& B L/

. |EEE String 2 16 At 74] ZH5 BFL/ Lt

(config)# mep <inst> meg-id <megid> { itu | itu-cc | { ieee [ name <name> ]} }
(config)# mep T meg-id example itu

(config)# mep 1 meg-id example itu-cc

(config)# mep 1 meg-id example ieee name examplel

» MEPID

« 0-8191

(config)# mep <inst> mep-id <mepid>

(config)# mep 1 meg-id example itu

(config)# mep 1 meg-id example itu-cc

(config)# mep 1 meg-id example ieee name examplel

» Tagged VID
e 0~4095
L ]

®
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(config)# mep <inst> vid <vid>
(config)# mep 1 vid 1000

» Syslog(Enable | Disable)

(config)# mep <inst> syslog
(config)# mep 1 syslog

v" Peer MEP Configuration

» Peer MEP ID (Input Peer MEP ID)
» Unicast Peer MAC (Auto | Manual)

« MEPIDE Z&ofHMACO/ A &E2Z ZMELICY

«  Unicast Peer MAC 2 &2 2L 28 Jf&58IL/LC}.

(config)# mep <inst> peer-mep-id <mepid> [ mac <mac> |
(config)# mep 1 peer-mep-id 2
(config)# mep 1 peer-mep-id 2 mac 00-27-6d-00-00-00

v" Functional Configuration

»  Continuity Check
. Enable
. Priority(0~7)

. Frame rate(300f/sec | 100f/sec | 10f/sec | 1f/sec | 6f/min | 1f/min | 6f/hour)

(config)# mep <inst> cc <prio> [ fr300s | fr100s | fr10s | fr1s | frém | frim | fréh ]
(config)# mep 1 cc 7 fris
(config)# mep 1 cc 0

« TLV

(config)# mep <inst> ccm-tlv
(config)# mep 1 ccm-tlv

» APS Protocol
« Enable
. Priority(0~7)
. Cast(Uni | Multi)
- Type(L-APS | R-APS)

. Last Octet(0~255)

(config)# mep <inst> aps <prio> [ multi | uni ] { laps | { raps [ octet <octet> ]} }
(config)# mep 1 aps 0 raps octet 1

(config)# mep 2 aps 7 raps octet 255

(config)# mep 1 aps 7 laps
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Hot 7|5 A2AK| SFC6426 Al2|=
v' TLV Configuration

» Organization Specific TLV(Global)

OUI First, OUI Second, OUI Third(0-0xffffff)

Sub-Type(0-0xff)

Value(0-0xff)

(config)# mep os-tlv oui <oui> sub-type <subtype> value <value>
(config)# mep os-tlv oui Oxftfff sub-type Oxff value Oxff
(config)# mep os-tlv oui OxC sub-type Ox1 value Ox2

v" Link State Tracking

> Enable

(config)# (config)# mep 1 link-state-tracking

v" MEP Status Alarm

» Instance Configuration

cLevel, cMEG, cMEP, cAlS, cLCK, cLoop, cConfig, cSSF, aBLK, aTSD, aTSF
>

Peer MEP Configuration

cLOC, cRDI, cPeriod, cPriority, cDEG

# show mep

MEP state is:

Inst clevel cMeg cMep CcAis clck cloop cConf cSsf aBlk alsd aTlsf Peer MEP clLoc cRdi
1 False False False False False False False True False False True

2  False False
cPeriod cPrio cDeg
False  False False

v' TLV Status

» Peer MEP ID

» CC Organization Specific

OUI First, OUI Second, OUI Third, Sub-Type, Value, Last RX
» CC Port Status

Value, Last RX

» CC Interface Status

Value, Last RX

# show mep tlv
MEP CCM TLV Status is:
Inst Peer MEP

OS OUl OS Sub OS Value PS Value IS Value OS RX PSRX IS RX
7 2 00-00-00 0 0 0 0

False  False False

e %o
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6.15. ERPS

Hot 7|5 A%|X| SFCe426 Al2|=

6.15.1. ERPS Configuration

0+ Configuration>ERPS
7|0 M ERPS QIAEAE Y = ASL T}

Ethernet Ring Protection Switching Refresh
Delete ERPS | Port | Port Port 0 Port 1 Port 0 Port 1 Ring Interconnected Virtual Major e
ID 0 APS MEP | APS MEP | SF MEP | SF MEP Type Node Channel Ring ID

Add New Protection Group

Ethernet Ring Protection Switching

g9

Delete

ERPS ID

Port 0

Port 1

Port 0 SF MEP
Port 1 SF MEP
Port 0 APS MEP
Port 1 APS MEP
Ring Type

Interconnected Node

Virtual Channel

Major Ring ID

Alarm

A4
O] AxtE CH2 ME 20N ERPS S AMH|E [ AFEE L|CE.
ME= 25 I59 ID YL|Ct 1 25 64 7HX[2] 4= gh0|0fof BL|Ct Mg = U=
ERPS E3 &9 %[0 75+ 64 YLICH B35 AE9| IDE 22810 714 H0|X|2
ol8g = A& LICH
Ol & ol A9X|Q] ZE 0 2 4-dggtL|ct.
Ol & o] AX|Q "2 E 1" MMTtL|Ct &= HZAE 519 P2 otLtel Y
ZEUZ IIXIBER "EE 1"2 435 AZE 619 P2 fldh 0oz L ELct
Ol 2o "o 2 STk QIAEAN "X E 10| HZAE|0f JUX| RS LIEFRHLIC
EZE QAMZ RO E E08H= MEP Y LCt,
ZE 1 M= HOE 208= MEP YLICH 7t X E0| Sl &= AZAE ot o=
StLte| SF MEP 2HO| i atE| 22 ofiEh & QIAEHAO = 022 L4 ELICH o] HEQ
"2 ST QIAEAO ZE 1 SFMEP 7t HZTO UX| UASS LIEHHL|CE

ZE 0APS PDU X 2| MEP ¥ L|C}.

ZE 1APS PDU N2| MEP YLICL 7t& X 0| gl &= AZAE 519 Fojl& stLte
APS MEP ZHO| tz|2 2 siEh & QIAE A= 022 4 E LICE O

S QIAEAO ZE 1 APS MEP 7t HZE|O RAX| ASS LIEHHL|CE

=
23 20| QHQIL|C} = 2 L 519 2oz MXSE & Q&L|C}

o L1 o=
"Interconnected Node"2 & QAAAHATL M5 AALASS LIEFHL|CEH 452 H
S 2elgks 2E5HYAIR. "0f"= O] AIAEA0| CHol &= HAE =EAS
LIEFELICE "OfL 2= T E QAEATE M AZL|X| Qf2 AS LIEHE LT
59 A o= GAE LE0M Tt XD S THE 5= UL IHXIX| @2 = US LI
Ol "7t Kig" =olets AFE SOl TP ELCH "= 7He X 22 7Tl 5t e 2 S
LIEFEAL|CE "OfL| 2 = 19| /0| 7t R 22 7HX|X| S-S LIEFHL|CH
A5 e 59 2ol F2 & 15 ID YLICt Ol 2 oM EEZX| HY
UHOIEE Elf= Ol AtEELICH 20| F2 ol A, 0| gt2 sile 2o B OF
ID 2t st Ct.

ERPS Of 2-gstE 2E0[ AS L
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Buttons

[ Add New Protection Group ] . AHE—?— HE s
. [L

Rl ). 22 A HO|X|E M2 DAL 22 WA ARE Hagc
(ool . 22 A WPAIES B BLICE
(Rophesave]. 22 A| wZALES &GSt MILIT

[Resel 22| A| BIZANES |45tD oM Zto2 FEFLCt
ERPS Configuration 1
O H|O|X|= AFEALZL B4R} ERPS AABAS HARSD g 5= U T SLCE

ERPS Configuration 1

Instance Data

Auto-refresh (] | Refresh

ERPS ID | Port 0 | Port 1 | Port 0 SF MEP | Port 1 SF MEP | Port 0 APS MEP | Port 1 APS MEP | Ring Type |
[ 1 7 8 7 8 7 8 Maior Ring |

Instance Configuration
Configured | Guard Time | WTR Time | Hold Off Time | Version | Revertive | VLAN config |

500 1min « 0 V2 v VLAN Config
RPL Configuration
[ RPLRole | RPL Port | Clear
|N0ne v | None v O
Instance Command
Command | Port
Mone ~ | None v
Instance State
Protection | Port | Port | Transmit | o0 | Portl WTR RPLUn- | NoAps | Port0 | Portl [ prop
State 0 1 APS APS APS Remaining | blocked Received Status S Alarm
Pending OK OK NR BPRO 0 # # Blocked Unblocked '
ERPS Configuration 1
Instance Data
gof uy
ERPS ID B3 89 D YL|Ct,
Port 0 ERPS E 0] Cist =Y HXSIMAIL.
Port 1 ERPS E 40| Ot Z2US HXSIMAIL.
Port 0 SF MEP ERPS # dM0f Ot Z2 Y2 HXSIHAIL
Port 1 SF MEP ERPS ¥ 40| Lot =2 E S HESIMAIR.
Port 0 APS MEP ERPS ¥ 40| Cist =2 E S HESIHAIR.
Port 1 APS MEP ERPS € M0 Cist =2 E 2 HESIHYAIL.
Ring Type 23 2o RHEYLICL =8 T E= 519 Fo2 4FE &= AU
Instance Configuration
gof EL
Configured W7t O] ERPS £ M Z|QUX|TH OFE] T E|X] UM HZd3tE|o AUE LTt
e %o
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ZEM: 0| ERPS & FHERoD 2d3te|of A& CH
22 E R-APS HIA|X| =412 HX|5}7| 23 A [= 7= EFOFR gL LT
Guard Time 7tE EHO|T{O| 7|ZH2 10ms THR| 2 #dE 4= A2 M, Z[AgH2 10ms O] 11 X|CHZH2
2 ZQULICE 7| 2442 500ms & LT

22 Moo M AFR L= 29 T 7| AlZHWait To Restore) f & L|C}.
WTR Time WTR A|Zte] 7|7+2 1 & tH|2 2FXtof Qo) e = U2, XA gt 5 20i|A
Z[CHZL2 12 2 LICH 7| 22t2 5 2 LI
22& 0] Signal Fail Of CHot X[ &K 01 2012 =2lSt= O] AHE &= EFO|Y grL|Ct.
2L I EIO|HO| ¥ 00 A 10 0|04, 100ms TH| 2 748 = A& Lt
Version ERPS ZE2EE ™ -vl1 E=v2
Revertive ZEO M= E2 Hets YWMA|7|= ZH0| A E 20| EaY
50 & AE|E[Z SRIED, S RPL 0| M KHEFEILIC

Hold Off Time

]

X ol x5

Revertive o N . -
Non-Revertive ZEQ A= 23 M3t Z740| I ZE SO|E E2fE t 2 RPL S
AHESHH, RPL O] AIfistX| 22 Z 20| A< AHEE LIt
. Hz 159 VLAN +dLICt "VLAN 7+d" @3 E 8310 0| E= 1F2| VLAN 2
VLAN config

T8 = ASLIL

RPL Configuration

gof Ay
RPL Role Ol= RPL &/ At £= RPLO|R 22 47¥e 4= AELIL
RPL Port 0|2 B8 EZ ZE F= AZ ZESRPLESECE MEfE 4 &Lt
Cl L [XE HYSOF 5t= F2, S2|0] &oletS MESI si Y ERPS E 2| RPL &2/ ALE
ear
XE =+ AU
Sub-Ring Configuration
gof Ay
Topology Change O] =olgts MENSH o9 2ol EZ2X| MZ0| Fa o Mitkl= A4S LIEH LT
Instance Command
gof Ay
Command el BHYLULCHL ZE= =5 Heh = UH Het HE T otz 2e|Hez FdE 5
ALt
Forced Switch IH et Y2 oY YHOo| wAlE T ZEO| XS M= HEZ Lt
Manual Switch YO EE=FS7t Qe 4%, 5 Mt HY2 oY THO| e 2 ZEO| AEHS
ZHZ H8eL

Clear
AHEELICH
Port EE MEH_3lE 0| MEE|E B 29| portd £ Portl QI L|C}
Instance State
gof L
Protection State G.8032 2| &fEff ™O| HO|Z0] [}E ERPS AHEf & L|CF.
Port 0 OK: &% LEO| HEf7t HALILCE
or _ . .
SF: 5% ZE 9| AEf7} Signal Fail & L|Ct.
P
[ ] [ ]
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OK: MZ ZEO| HE{7t LIt

Port 1 SF: MZ ZE 0| AEH7} Signal Fail LIt

Transmit APS G.8032 2| &fEj FO| HIO|E0f & S E APS LTt

Port 0 Receive APS G.8032 2| AEf T0| H|O|Z 0] [TH2 Port 0 0| A =41l APS R L|CH.
Port 1 Receive APS G.8032 9| AEjf MO| HO|E0] [}2 Port 1 Of| M =4 =l APS Y LILCE.
WTR Remaining WTR (Wait To Restore) EtQI0F20| 2 A|ZHR 2| X)L C}.

RPL Un-blocked AL ER2LR0|M APS 7t A E|AS LICE

No APS Received CH2Z 0| Al RAPS PDU & $=4I5HX| 23 & LICE

I
EE 02 AFEF AEf (EEfE I} R-APS XIEH A Ef 2F). 7H K2 0| Sl= o7 BoM=
R-APS X2 0| HCHZ KHTHe|X| E&L|Ch
ZE 19| Xt MEf (E2fEHat R-APS KHEH A Ef 25, THA R EO| Qi SH9 oM E
R-APS &' 0| MCH2 KTHe|X| Qb&L|Ch
ZZEZ ZBH(FOP) HEfo| MIjj. FOP 7t ZX|Z|H W7t | gD 7} 7{X| 2, DX
Ao ™ =M | ED 7t T LICH

Port 0 Block Status

Port 1 Block Status

FOP Alarm

o

Buttons
Rimh | 22 A HO|X S ME DA 22 Y AL 3
....... o
S|
[eoly): 221 A wiHAg X

o=
Apply&Save ‘: %gl A| tﬂ@“-

(Resel] 22y Al BIZABE

~
=13
[=]
x|
o T

ERPS VLAN Configuration n

ERPS VLAN Configuration 1
VLAN ID

| Add New Entry || Back |

ERPS VLAN Configuration n

&0 23
Delete VLAN 822 AH|312{ 2 0] AAHE MHei . See Tk ME Al AR Lo
VLAN ID O] £3 VLAN 2| ID & LtEHELICE
MZ2 VLAN ID S 271820 [ ACNeEn 2 nz2psig .
VLAN ID 9| 723 4t2 1 FEf 4095 7t X| LTt

Adding a New VLAN | "X&"2 225 VLAN O| 2-g3}t& LILCf.
ZE WH{J} Qs VLAN 2 "HAS 228 FQ AR ELCt
| Delete | e o W22 VAN £712 5| S2|E O AFRY 4 ALLICH

Buttons

O% 10O d
[Reohasave]; 22| A wZAIES XG0t HIBLICL
(Resel], 22| A WIZANES F1200 0| Y22 HSHLIC

2 o7t 22siM 2.
[Refsh | vy AN ID" Q2 TWEEE A|ZSH0] AR E|O[22 MEDA &30 2SN L.
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WEB &7 0| Al

M+ Configuration>ERPS

v

Ethernet Ring Protection Switching

» Add New Protection Group

ERPS ID(1~64)

Port O(Enter Port Number)

. Port 1(Enter Port Number)

. Port 0 APS MEP(Enter MEP Instance Number)
. Port 1 APS MEP(Enter MEP Instance Number)
. Port 0 SF MEP(Enter MEP Instance Number)

. Port 1 SF MEP(Enter MEP Instance Number)

. Ring Type(Major | Sub)

. Interconnected Node(Enable | Disable)

. Virtual Channel(can be set on the sub ring)

. Major Ring ID(can be set when it is both an Interconnected Node and a sub ring)

Ethernet Ring Protection Switching

[ Delete [ ERPSID [Port0 [ Port1 [ Port 0 APS MEP | Port 1 APS MEP [ Port 0 SF MEP [ Port 1 SF MEP [ Ring Type | Interconnected Node | Virtual Channel | Major Ring ID [ Alarm |

Coseo ) [\ J[1 12 ] [1 | L] [ ] [ | [Wmer] 0

[ Delete [ERPSID [ Port0 [ Port1 | PortDAPS MEP | Port1 APS MEP | Port 0 SF MEP [ Port 1 SF MEP | Ring Type | Interconnected Node | Virtual Channel | Majorng ID [ Alarm |

1 1 2 Major No No

ERPS IDE £&
v" ERPS Configuration n
v" Instance Data
> ERPSID
» Port0
» Portl
» Port 0 SF MEP
» Port1SF MEP
» Port 0 APS MEP
» Port 1 APS MEP
» Ring Type
ERPS ID | Ponu [Port1 | PortoSF MEP | Port 1 SF MEP | PortuAPs MEP | Port 1 APS MEP | Ring Type
2 2 Major Ring
o %o
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v" Instance Configuration
» Configured

» Guard Time

. 10~2000(msec)
»  WTR Time
. Imin | 2min | 3min | 4min | 5min | 6min | 7min | 8min | 9min | 10min | 11min | 12min
» Hold Off Time
. 0~10000(msec)
» Version
e vl|v2
> Revertive
. Enable | Disable
»  VLAN config

«  VLAN Config (ERPS VLAN Configuration HO/X/Z O/&gfL/C})

Configured | Guard Time | WTR Time | Hold Off Time | Version | Revertive | VLAN config
: |500 Imin v [0 VLAN Config
[1min |

w1

2min
| Imin
| dmin
| 5min

6min

Tmin

8min

Smin

10min

11min

12min

v" RPL Configuration
» RPL Role
. None | RPL_Owner | RPL_Neighbour
> RPL Port

. None | PortO | Portl
» Clear

. Check Box
(RPLAFS /4872 §28 HILE & Apply 3H4/2)

®
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RPLRole | RPL Port | Clear
[RPL_Owner  v| [Port0 v| O
"None 7 None

RPL_Owner | Port0 |

{ RPL_Neighbour  ; {Port1

v" Instance Command

» Command

. None | Manual Switch | Forced Switch | Clear

> Port

. None | PortO | Portl

Command | Port

None v |[None v |
Manual Switch Port0
Forced Switch Port1
Clear

v Instance State

»  Protection State | Port O | Port 1 | Transmit APS | Port 0 Receive APS | Port 1 Receive APS |
WTR Remaining | RPL Un-blocked | No APS Received | Port 0 Block Status | Port 1 Block
Status | FOP Alarm

Protection State [ Port 0 | Port 1 | Transmit APS | Port 0 Receive APS | Port 1 Receive APS | WTR Remaining | RPL Un-blocked | No APS Received | Port 0 Block Status [ Port 1 Block Status | FOP Alarm
Protected SF SF SF BPRO 0 Blocked Blocked

VLAN Config & 28|
v" ERPS VLAN Configuration n

» Add New Entry

«  VLAN ID(1~4095)

ERPS VLAN Configuration 1

Delete | VLANID
| Delete | | []|

[ Add New Entry || Back |

CLI 27 of|A|

v" Ethernet Ring Protection Switching

» Add New Protection Group
« ERPSID(1~64)
. Port O(Enter Port Number)
. Port 1(Enter Port Number)

. Interconnected Node(Enable | Disable)

e %o
°
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Ring Type(Major | Sub)

Virtual Channel(can be set on the sub ring)

. Major Ring ID(can be set when it is both an Interconnected Node and a sub ring)

(config)# erps <group> major port0 interface <port_type> <port0> port1 interface <port_type>
<port1> [ interconnect ]

(config)# erps 1 major port0 interface GigabitEthernet 1/1 port1 interface GigabitEthernet 1/2
(config)# erps 1 major port0 interface GigabitEthernet 1/1 portl interface GigabitEthernet 1/2
Interconnect

(config)# erps <group> sub port0 interface <port_type> <port0> { { port1 interface <port_type>
<port1> } | { interconnect <major_ring_id> } } [ virtual-channel ]

(config)# erps 1 sub port0 interface GigabitEthernet 1/1 portl interface GigabitEthernet 1/2 virtual-
channel

(config)# erps 1 sub port0 interface GigabitEthernet 1/1 interconnect 1 virtual-channel

. Port 0 APS MEP(Enter MEP Instance Number)
. Port 1 APS MEP(Enter MEP Instance Number)
. Port 0 SF MEP(Enter MEP Instance Number)

+ Port 1 SF MEP(Enter MEP Instance Number)

(config)# erps <group> mep port0 sf <p0_sf> aps <p0_aps> port1 sf <p1_sf> aps <p1_aps>
(config)# erps 1 mep port0 sf 1 aps 1 port] sf 2 aps 2
(config)# erps 1 mep port0 sf 1 aps 1

v Instance Configuration

» Guard Time

. 10~2000(msec)

(config)# erps <group> guard <guard_time_ms>
(config)# erps 1 guard 500

> WTR  Time

. Imin | 2min | 3min | 4min | 5min | 6min | 7min | 8min | 9min | 10min | 11min | 12min

> Revertive

. Enable | Disable

(config)# erps <group> revertive <wtr_time_minutes>
(config)# erps 1 revertive 12
(config)# no erps 1 revertive

> Hold Off Time

. 0~10000(msec)

(config)# erps <group> holdoff <holdoff_time_ms>
(config)# erps 1 holdoff 10000
(config)# erps 1 holdoff 0
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» Version

e vl|v2

(config)# erps <group> version { 1| 2}
(config)# erps 1 version 1
(config)# erps 1 version 2

v" RPL Configuration

» RPL Role

. None | RPL_Owner | RPL_Neighbour
> RPL Port

. None | PortO | Portl

(config)# erps <group> rpl { owner | neighbor } { port0 | port1 }
(config)# erps 1 rpl owner port0
(config)# erps 1 rpl neighbor port0

» Clear

(config)# no erps <group> rpl

v" Instance Command
» Command
. None | Manual Switch | Forced Switch | ClearPort

. None | PortO | Portl

# erps <group> command { force | manual | clear } { port0 | port1 }
# erps 1 command manual port0

# erps 1 command force port1

# erps 1 command clear port1

v Instance State

. Protection State | Port 0| Port 1 | Transmit APS | Port O Receive APS | Port 1 Receive

APS | WTR Remaining | RPL Un-blocked | No APS Received | Port 0 Block Status | Port 1
Block Status | FOP Alarm

# show erps 1 detail
Grp# Port 0 Port 1 RPL:Role Port Blocking
1 Gi1/1 Gi 1/2 Owner Port 0 Blocked

Protected VLANS: None

Protection Group State :Active

Port O SF MEP il

Port 1 SF MEP 2

Port 0 APS MEP il

Port 1 APS MEP 2

WTR Timeout 1
5

WTB Timeout :5500
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Hot 7|5 A%|X| SFCe426 Al2|=

Hold-Off Timeout 0
Guard Timeout :500
Node Type :Major
Reversion :Revertive
Version 2

ERPSv2 Administrative Command :None

FSM State :IDLE

Port O Link Status :Link Down

Port 1 Link Status :Link Down

Port 0 Block Status :BLOCKED

Port 1 Block Status :UNBLOCKED
R-APS Transmission :NR RB DNF BPR 0
R-APS Port 0 Reception :NONE

R-APS Port 1 Reception :NONE

FOP Alarm :OFF

v" ERPS VLAN Configuration n

» Add New Entry

VLAN ID(1~4095)

(config)# erps <group> vlan { none | [ add | remove ] <vlans> }
(config)# erps 1 vian 1

(config)# erps 1 vian add 7

(config)# erps 1 vian remove 1
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6.16. Q-ERPS

Hot 7|5 A%|X| SFCe426 Al2|=

6.16.1. Q-ERPS Configuration

Y+ Configuration>Q-ERPS

Si S L O|X|= T Major ERPSE &1 WEH H¥E = U=

Al
HA

Quick ERPS Configuration

£ THE HO|X[YLIEt s S o[ X|of M HF et

-

2 MEP2} ERPSOf| At 22 CHR X0 A70| EL|Ct 7|2 27 (ERPS ZEEZ2| Major Tt E 2| 71.5)0|
7tsstEE AR, MEXC HE 2 MEPRL ERPS E7H0A BZO0| 7hsThLCh

[Delete | ERPSID | Port 0 | Port 1 | RPL Role | Control VLAN | Protected VLAN | Alarm |

Quick ERPS Configuration

g0 ok

Delete O] &%t CHE X8 2 YoM ERPS 2t MEP & AHA| L& 22 B A|SH= O AHEE LTt
MYE 23 IE2| ID = 1 0lA 64 AtO|2] 4= 2£0|0fOF BtL|CE ME 4= A= ERPS

ERPS ID B3 OE9| A £= 64 /YULICH E3 D22 ID 2 22810 74 H0|X| 2
O|S3tM K.

Port 0 O] Ztgl2 & LHOAM A X[Q] ZE 02 MMTLICt (MEP 7t SA| 4 ELIChH

Port 1 O] Ztgl2 & LHOIAM AQIK[Q] ZE 1 2 MMTtL|Ct (MEP 7t SA| 4 ELIThH

RPL Role Owner Node & HH35IM Q. Owner Node 2| RPL2 0t ZEZ MHEIL|C}.

Control VLAN ERPS 2| Control VLAN 2 H7E5HA 2.

Protected VLAN ERPS 2 23 % Protected-VLAN (Data VLAN)S & 35IM 2.

Alarm ERPS 2| B 4E{E HO{FL|C}

Buttons

| Add New Protection Group |. |2 Q HSSH2 128 X7}8H|C}.

o
r
gy
|o
u
m
i
1L
-
o

WEB &7 0| Al

0+ Configuration>Q-ERPS
v" Quick ERPS Configuration
» Add New Protection Group
«  ERPSID(1~64)

. Port O
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. Port 1
. RPL Role
. Control Vlan

. Protected Vlan

Delete | ERPSID [ Port 0 [ Port1 | RPL Role | Control VLAN | Protected VLAN | Alarm

[ Delete | [1 | [1 |[2 |[RPL_Owner~| [100 | [1-10,1215 |
| None |
Delete | ERPS ID | Port 0 | Port 1 | RPL Role | Control VLAN | Protected VLAN | Alarm
O 1 1 2 RPL_Owner 100 VLAN Config .

Click ERPS ID(ERPS &7 H|0|X| & EHX3IMIR.)

Click VLAN Config(ERPS 47 H|0|X| & H=3sIM L)

EXAMPLE CLI CONFIGURATION

v" Quick ERPS Configuration
» Add New Protection Group
«  ERPS ID(1~64)
. Port O(Enter Port Number)
. Port 1(Enter Port Number)
. RPL Role(None | RPL_Owner)
. Control VLAN(1~4095)

. Protected VLAN(1~4095)

(config)# quick-erps <group> port0 <port_type> <port0> port1 <port_type> <port1> role { owner |
ordinary } control <control_vlan> protected <protected_vlans>

(config)# quick-erps 1 port0 GigabitEthernet 1/1 port1 GigabitEthernet 1/2 role owner control 100
protected 1-10,12,15
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6.17. S-Ring

6.17.1. S-Ring Configuration

A0+ Configuration>S-Ring

S-Ring Ring Protocol2| Y22 2 Master ‘. E2| 2nd PortOf| Al S415t Ty 0| 1st Port2 A E[=X] 22
Ring2 &2|5t= Z2EZYLICH

MY E AZHS O I Z10| =AE|= H2 1st PortE Blocking &EHE | X|gL|C}

O] HO|X|& Sring A€ Tddt= O AFEELICH S-Ring2 K|S ZH|7F 30 O| &Y I AHE JhsELCt

Sring Configuration & Status

Sring Configuration
ID| Mode [ Status [ Alarm | 1st Port | 2nd Port | Robustness | Master ID | Order | Reordering
1 - 0 v 9 v 2 v - - Refresh
2 [Disable v - - - | Refresh |
Sring Configuration & Status
Y| 4%
Ring Number 2 M YLICH 2 ZH|0|M [T 2 7H Ring 7HX| SA| 20| 7tsgL Ct.

S-Ring AH2 0| &, S-Ring 2= EA|:
Disabled: S-Ring HIAI.

Mode
Slave: S-Ring 2| Slave 2E 47,
Master: S-Ring 2| Master Z& 47,
S-Ring 8| 4E{E HEA|L|CE
-): S-Ring O M| X| 42 APEH & L|Cf.
Status ( ) I ?3_0 = LH
Failover: 20| BO{ Tl &EHE LtEFALICY,
Ring: E&& 0l & MEf S LIEFHL|CH
S-Ring 2| “EH% Ao 2 FAIGL|CH
Alarm @ : Disable AEf
®. 2 HEf7t Ot 2 4 2 (Failover 2 El)
-2 HEjY 74—.—(R|ng MEH)
1st Port S-Ring 2 7d5t7| Yl ZEE MM 2. (S-Ring #1 ZE)
2nd Port S-Ring = Td3}7| 28 ZEE 2F3tM 2. (S-Ring #2 ZE)
MY 1Y AIZHA0ms)S LIEILD, A% A|ZHSOF & T 21 0] Al E|X| 225} H
Ring A Ei 7} Failover & L|C}.
Robustness x2 Q0| BOIE I 243 HASLIC,
* S| 250 =2 ™ Ring Ml A Failover 2 HAE [ = =7 #7|= A|Zt0] Z7FEL LT,
Master ID O] 242 2ol OtAH ID H= & LIEFHL|CH OpAEC| 0] gh2 & ID oF s gL Ct.
ord O] 22 L E7} OtAEZ R E Aot HO{XY UE=X|E LIEHHLICH
raer DRAE|E Of 2L ARSI E 2 344 1°0| 0, OFAE] 0] 2 ¥ EE O A A|ZFEHLICH
ReOrdering Ordering A 2 & B LTt Ordering IH2] &2 'OFAE T 7bsRHLICH
Buttons

[Apply 2| A| HAAMEES

- O

o=
Apply&Save ) %g’ A| E@Af

1A
oo

LI Ct.

mo oo

o
12

8ot MY
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[Resel: 223 A] ALY

o
[Refieh |. m0|X|2 A2 2

HOt 7|5 AQX| SFC6426 Al2|=

o2 mjo
Ot
Iy
r2

WEB A% 0| A]

A4+ Configuration>S-Ring

v

Sring Configuration & Status

>

Mode

. Disable | Slave | Master

» 1st Port | 2nd Port

Sring Configuration
ID]| Mode [ Status [ Alarm | 1st Port | 2nd Port | Robustness | Master ID | Order | Reordering
1 Disable v - 0 v ) v v - Refresh
2 - - - | Refresh |
| Slave
| Master

Sring Configuration
ID| Mode [ Status [ Alarm [ 1st Port [ 2nd Port | Robustness | Master ID | Order | Reordering
1 [Master v = [10 ~| (9 v| (2 ~] = Refresh
2 [Disable | - 1 - | Refresh |
2
- 3
4
5
6
7
8
9

> Robustness

. 1~10
Sring Configuration

ID[ Mode [ Status [ Alarm [ 1stPort [ 2nd Port | Robustness | Master ID | Order | Reordering
1 [Master v - [10~] [9 +| 2 ~] - Refresh
2 [Disable v - 1 - - | Refresh |

3

4

5

B

7

8

9

10

> Reordering

. Refresh
Sring Configuration
ID| Mode [ Status [ Alarm [ 1stPort [ 2nd Port | Robustness | Master ID | Order | Reordering
1 [Master v| Failover @ [10~] [9 +| 2 ~] 1 1 Refresh
2 |Disable v - - | Refresh |
e %o

®
SOL

INFOMET INE.




SOLTECH USER GUIDE 2ot 715 £21K| SFC6426 Al2|=

CLI 27 oA

v" Sring Configuration & Status
» Mode
+ Disable | Slave | Master

» 1st Port | 2nd Port

> Robustness

. 1~10

(config)# sring id <v_id> [ mode { disable | { master | slave } 1st-port <v_ingressPort>
2nd-port <v_egressPort> } ] [ robustness <v_robustnessValue> ]

(config)# sring id 1T mode disable

(config)# sring id 1 mode master Tst-port 12 2nd-port 11 robustness 2

(config)# sring id 2 mode slave Tst-port 10 2nd-port 9 robustness 2

(config)# sring id 2 robustness 2

(config)# no sring

(config)# no sring id 1
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6.18. MAC Table

HOt 7|5 AQX| SFC6426 Al2|=

6.18.1. MAC Table Configuration

M4 Configuration>MAC Table

Of T O|X|OlM MAC F2 HIO[ES T+ LIt

Dynamic MAC H|O| 2 &52| Etot22 M1 Static MAC HIO|E22

MAC Address Table Configuration
Aging Configuration

o710 g5t 2

Disable Automatic Aging |
Aging Time 300 seconds
MAC Table Learning
Auto
Disable O O C
Secure O O
Static MAC Table Configuration
Port Members
Delete | VLAN ID | MAC Address |1]2[3]4]|5[6|7]8

| Add New Static Entry |

Aging Configuration
J2HoR, S5 gE2 MAC HO|Z0A 300
ofo]d AlZtE 2ot 7|0 = CHRZ2 72 YESM . o E
5 ELl= #el= 1001A 10000002 & LTt
O Ats 00| H|gHdotE HEst 5 ¢

MAC Table Learning

20| MAELICE of M7= 0f0]E(aging)Ol 2t Bt

Sof Age time L Ixoiuict,

L|C}.

S=0| Ats 0f0[FS HIZ I5HA &.

g 8T 5 AsLLCH
80 4%

& 7 Bl SMAC(ZEZ X MAC F24)E 2ot Z| ol s E= [A S50 A5 2

Auto P
=g

Disable sta2 LR S
X MAC B2 8t SH&E|D], CF2 RE T2 AR FLIC

Secure AR QHHSH oty mER #Hs| Ho| AQIXE Balste O AIREE Y35 HE
MAC Ef|O|2 0] F=7}sOF gtL|Ch. JZX| Gto @ 22| PA7h &4 [ ChE B2t ot
EES ME0ALE A2 2 QIE|HO|AS SOl A9X|0f| HZSIO 5B OF LTt
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Static MAC Table Configuration
HH MAC HIO| 22| =2 O] HIO|E0|AM EA|ELICH A MAC HIO|E2 %[0 64702 =8 =&t

Chalad

n

A Ol
T A

MAC E|O|£2 ®X VLAN IDZ HEE|1, O CH20| MAC TAZ2 JEE L CH

80| ek
Delete ARSI B SH2S OISR, CHS ME Al AR L C,
VLAN ID e =2 VLAN ID LT
MAC Address s &=o MAC FAY LTt
Port Members ﬁli EﬂifH% 50| ZE A S LHEHLICH 20| Wat M3 = M3 S5t
222 =4stha
Buttons
(Aol 22| A| HZAIE S B BELIC
[AohveSave | 22| Al #ZAIES B B8n HAFLIC
[Reset]: 23] A BZAIES #2810 O|F 2o = ESE UL
LA New SIS ENNY | 3y \AC BIO| 20| M| BRS F7 B 4 UBLITE A BB0| e VLANS| ID, MAC T4

A ZE #MHE XFL L O 2, "N S

WEB &7 0| A]

M4 Configuration>MAC Table
v" Aging Configuration
» Disable Automatic Aging

Aging Configuration

Disable Automatic Aging
Aging Time 300 seconds

» Aging Time(Enable Automatic Aging | Aging Time 300)

Aging Configuration

Disable Automatic Aging || |
Aging Time 300 seconds|

v" Mac Table Learning

» Auto | Disable | Secure
MAC Table Learning

Port Members
12345678

Autoc @ (O O @ @ @ @ @
Disable ':j_.' T i T e T T
Secure () ()
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v' Static MAC Table Configuration

» Add New Static Entry

Static MAC Table Configuration

Port Members
Delete [ VLANID MAC Address 1[2]3]4a]5[6]7]8
| Delete |[1 |[00-21-64-00-00-01 D0®mMO0000
Static MAC Table Configuration
Port Members
Delete | VLANID [ MACAddress [1][2][3]a]5[6][7]8
O 1 00-21-6D-00-00-01 [] [ OO0 oOoog

CLI 27 of|A|

v" Aging Configuration

» Disable Automatic Aging

(config)# mac address-table aging-time <v_0_10_to_1000000>
(config)# mac address-table aging-time O

» Aging Time(Enable Automatic Aging | Aging Time 300)
(config)# mac address-table aging-time <v_0_10_to_1000000>
(config)# mac address-table aging-time 300

v" Mac Table Learning

> Auto

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1
(config-if)# mac address-table learning

> Disable

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/2
(config-if)# no mac address-table learning

» Secure

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/3
(config-if)# mac address-table learning secure

v' Static MAC Table Configuration

» Add New Static Entry

(config)# mac address-table static <v_mac_addr> vlan <v_vlan_id> [ interface

( <port_type> [ <v_port_type_list>]) 1]

(config)# mac address-table static 00-27-6d-00-00-01 vian 1 interface GigabitEthernet 1/3
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6.18.2. MAC Table Monitor

M+ Monitor>MAC Table

ot

MAC E|0| 29| &t=22 0| I{|0|X|0| A EA|ELICt. MAC HIO|E2 Z|C 8192712 &t=2 S E=ga 4= QoH,
VLAN IDE HY FEE|D 1 O30 MAC A2 FEELCH

0

MAC Address Table

Start from VLAN and MAC address |00-00-00-00-00-00 | with [20 entries per page.

Port Members
Type |VLAN| MACAddress |cpul1[2[3[4]|5]e]7]8

MAC Table Columns

0] ck:
Type s e g5 0| Static 2/X| Dynamic IX|& LIEFL|CE.
MAC address i =9 MAC FAYL|C
VLAN sie 252 VLAN ID YL Ct.
H

C
o

00t

=2
=

[o]3
o

Port Members | ZE QI QL|CE

Buttons

[Refsh | 22) A TO|X|2 M2 DA,

| Clear cOE EX

00t

52 22(0f Ut

k< ) S7 EAIZ/E OX| S &

Jo
=2
O

2 AAHE 23 52 YO OIE gL L.

==

DA BAIE[E ORX| 8 SF0M ARSHY, A|A" 20 255 YH0[E gL
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Hot 7|5 A%|X| SFCe426 Al2|=

WEB =HQI 0| A]

M4+ Monitor>MAC Table

v" MAC Address Table

MAC Address Table

with | 20 entries per page.

Start from VLAN and MAC address [00-00-00-00-00-00
Port Members

Type [VLAN| MACAddress [cPu[1]2[3]a[s5[6]7]8
Static 1 00-21-6D-00-00-01 v

Static 1 33-33-00-00-00-01 " " " v v v v v W
Static 1 33-33-00-00-00-02 " " " v v v Vv ¥
Static 1 33-33-FF-RE-D2-82 ./ v v v v v v ¥ v
Dynamic 1 CO0-12-50-7E-50-5§ Ny

Static 1 FF-FF-FF-_FFE—FFE-FF VARV ARV RV ARV ARV ARV NV Y

v" MAC Address Table

Type
Static
Static
Static
Static
Dynamic
Static

# show mac address-table

VID MAC Address

1

1
1
1
1
1

00:21:6d:00:00:01
33:33:00:00:00:01
33:33:00:00:00:02
33:33:ff:ae:da:82
c0:18:50:7e:50:56
ff-ff-ffff ff

Ports

GigabitEthernet 1/3

GigabitEthernet 1/1-4 10GigabitEthernet 1/1-4 CPU
GigabitEthernet 1/1-4 10GigabitEthernet 1/1-4 CPU
GigabitEthernet 1/1-4 10GigabitEthernet 1/1-4 CPU
GigabitEthernet 1/1

GigabitEthernet 1/1-4 10GigabitEthernet 1/1-4 CPU
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6.19. VLANSs

6.19.1. VLAN Configuration

M+ Configuration>VLANSs
O H[O|X|= ALK VLAN 742 H|O{St= O A& Lt

Of HO|X|= Y MMut ZEE 9 MUH2=2 Lig L Ch

Global VLAN Configuration

Allowed Access VLANs 1
Ethertype for Custom S-ports | [38A3

Port VLAN Configuration

Port Port Ty| Ingress Ingress Egress Allowed Forbidden
VLAN pe Filtering Acceptance Tagging VLANs VLANs

[< v [<> V< v ‘

Port

=0

® | <> - ‘
Access v
Access v
Access ¥
Access v
Access v
Access v
Access v
Access v

Global VLAN Configuration
gof

alalalalalala |

L~ g s w kN

I\I
{

nx
of

o
-

Zc L 585 Access VLAN 2 LIEFHLICEH =, Access ZEE LM E ZEODF Fak2
=
e

I
O|&LICH CHE ZEO| LE = 5|2 & VLAN" ZE0f| X|HEl VLAN of BH L|CE,
Allowed Access 712802 VLAN 1 Bt 2Hd3te[0f JSULCH HEE #2E S8 22 ALt O B2
VLANSs VLAN 2 4dg 4= & LICt Bl = setat 4352 CHA| (- 2 F25+0 X|- & L Ct.
C2 O A& VLAN 1, 10, 11, 12, 13, 200, 300 = A &d8tL|C}: 1,10-13,200,300.
T2X ALO|Of SHH2 AHES o= S LICE
Ethertype for Custom | o] W= ALKt Mol S-EEO| AFRE|<= O|HEL/TPID(16 X142 X| )2 X|FBtHL|C}, Of
S-ports MHe ZE 8¢0| S-Custom-Port 2 AHE D E ZTEN HEL|C}
Port VLAN Configuration
209 Ad
Port Ol &ol =2|XQl ZE HZ L|C},
HE QBE(J|RZL Access)= Y ZEO| 7|2 S22 AXTL|C}
ot LEE CH2IF 22 M 7HK| 2 E & StLtof| U2 5= ASLICH
SETY Do M E I, ofl e WO LIHX| 2HEE ST 220 el 2[Mo 2 HA|Z|AHLE MY
7ts5HA ELC
pMoZ FAE ZE=oiT a7 MEE I mETLEHA & gt LIEF-HLICEH
Mode Access TE £ UM O 2 AlE AHO|MO| HASHE O AFEE LICtH 24 VLANDH
22 58 Jls2 ZEE SICO|A O 2 VLANO| 7t = JAELICH Access
EE= OIS0 2 EFE 74X &L Tt
Access e — C e
1. 32| BiLto| VLAN, EE VLAN(EE Access VLAN)Q| g QiL|Ch
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Port VLAN

Port Type

3. Access VLANO|| & F K| $2 2E 22 AFA|E L L
4 E[ZEANO BE =82 Ef K| U2 MEfZE HSEL|C
Ely3 ZELE 08 VLANG EEE SA|0| MEE 5= o, Yutroz 12
AKX HASH= O AMEELICH EE3 ZEE= OIS0 22 §E42 7K1

ASLCE

1. 7|EX-I o=z EE-IEL EEE EVLAN(1-4095)O| :I'I‘M‘?'JOILl I:}-
=

E|_
2. EE3 ZEO| 1 HR0| E £ = VLANS 3| & VLANS| A0 || H|sHe

Trunk 3. ZEO| 14 2I0| Ot VLANO| 2F & =2 AtY &l L o,
4. 7| 28O Z port VLAN(E £ Native VLAN)O| 23 E[X| 2 2 E =gl EE
Alofl Eja7F FIHEILICE Port VLANO| 2&FE Zpad2 EE Al
C-Ef L7t 7| X| Y& LICE
5. ElE HZdEe ZE =m0l Ej1E FIIGtEE WAE £+ AoH,
0] Z20= 21O A0 Ef7F A= Zy Y2 =S LT
Sl0|HE|E EEE EFT ZEQL W2 MM FASHR|CH FIHEO ZE Y
7152 7t YELICH EFA ZEO| thE MHO| FIH510] 5lo|E2|E ZE=
CH2at 22 7|1s2 71X /st
. 1. VLAN Ef3 H[QIA c-Efa QA S-EfO QA Es S-ARSALE D
Wond ooz ays 4 AsUg
2. 210 A HEYS Mol" &= ASLITH
Z ol oaga =8 Y EEFE HY FHE SR FgY =+
OIA|_|[|-
ZEEO| VLAN ID(PVID)E ZA'ZEtLICH S & VLAN 2 1 FEf 4095 7HX| 2| #2|of 2O,
71232 1 Yot
A Al ZETJLVIAN HIQIM o2 FEEUALE ZR O] Ef D &|X| U2 FR E= ZEO
VLAN Q40| 2d3te|0f QLX|EH = 1I 0] 2422 EfL(VLAN ID=0)Q 22 T2 ZE

VLAN 2 22E/L|C},
O|Zg A Al ZE VLAN O] 2R E =2 0|84 EfZ 7+/40] ZZE VLAN Of Ef 1 E S}X|
A== MEE|O JACHH Ef Tt FIHE|X| &L T

ZE VLAN 2

HEQZE(Y

o=
§3to] =2
o

[S)

Unaware:
ol A AlY

(=]
= 7(
X E ZAdEeL|Ct OpEIHX| 2 0| 23 A (Egress) A0l & 2
TPID & ZFYLICH

(ko=
Access 2 E2| ZEO|| L3} "Access VLAN"O|2t11 &= S}, Trunk EE+& Hybrid
| CHal “Native VLAN"O|2t 1 & BhL|C},

E|I: EEO| j";EI_ TE oo:lo H=|7:|o|- OIﬁLlE}..E ey .”O |VLAN EH:’_E

| 0 —
[ QO A Al EF VLAN O 2F X 6 £ ECHH o™ TPID 2

a
E Q%2 a3 32 B9

| VLAN Ef 12| 0§ 20 2A 20| ZE T2 Q0| ZE VLAN 2 2FE|H, E§a7}

Ue B0 = A7t M AL X @5 L

C-Port:
oIz A Alof
2R ELC

S =]

I Q0| EfAE[X| BEUAAL PH=2 Ef12 B2 =2 Y

|= TPID = 0x8100 2! VLAN Ef7t Ql= 20| Efa0f ZEH=l VLAN ID 2

E VLAN 2 2F & UL}

2
O[22~ (Egress) AlOf =2 Joff Ef27t BRt %, C-E{ A7 A+EE LIC.

S-Port:

0|22 (Egress) Al = of| E§O7t 2Lt 2, S-Ef 17} AHEE LICH

1A Al
E £ |__| E}-.

|= TPID = 0x88A8 2! VLAN Ef 17t Ql= & 0] Efa0f ZEH=l VLAN ID 2

Sz B OE T Y2 ZE VIAN 2 2 /R E LI
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Ingress Filtering

Ingress Acceptance

Egress Tagging

Allowed VLANSs

Forbidden VLANSs

Buttons

| Apply |

- O

Apply&Save ) %g’ A| H

| Reset . =23 A| HZA}

- O

-

22 Al BB

Hot 715 &9K| SFCe426 AlZ|
ZE7}"Tagged Only" Z2| &S =855 7J&|0f U1, O TPID & #4X| @2 = Y2

AR ELICE

S-Custom-Port:

O]l 22| 2 (Egress) Al0 =2 0] Ef 27 2Rt AR, ALEAL Fo| S-Ef 7t ALEE LTt
A Alol= AHEAL | s-ZE0| T O|CEFYNt S YUTHTPID £ #= VLAN Ef 17}
|= Ty Qo| Ef 10 ZEHEl VLAN ID 2 B3 ElL|C},

Ma9 Bl OE =2 ZE vLAN B 2R ELCL

EJ} "Tagged Only" Z&f| Y2 =8t E F/d&/0f 11, O TPID & XX &2 =g

;O

rlo

LS —

Access
e~ HHEO| gdst
'=' EEI J_LE"O' o AFX-”E |_|

a S WS 2 AUBL

2 Trunk ZE= 24 o0y A 0| &4
kA A
—

ol A~ YOl g detE 39, LEQ| F'd 0| Ot VLAN Off 27
.l

£3H AT 22 WEHLICT TefL ZEL SHS VAN Z2IYS TS 2
S10|98|C EEL QT A0N £8EE Do QHS WHY 4 USLITH
BjL7 Qe ATt Qe malY S 48U T m2| Qo]
Tagged and Untagged oy 1 oy o1 x) oo et My mE 982 AxsHAALL.

Tagged Only O A A Y ZE R E}T} Qe Zy |0 =2HE L)
ola@|A Ao QIEf 1=l =2y lnt 42t L|ch maj o] ofef 1l
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agea =y HOR ZFE|s Z20| O3 MY LE SHS MESAAIL.
£33 9 8l0|E2|c BCo| BEL &2 A T Q0| EiZS HOjE 4+ YLt
=E VLANO| 2R E Za|Q2 ej0 glo| AL CH 2 me
Untag Port VLAN a
BHRIEl B9t S B ELCH
N HE VLANO| ERE|Q=X| Of20) ALBgI0| RE Qe Bl 19t
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9 S| HaE Lt
ZE VLANO| 22 E[QSX| Of 20 ARgl0| 2E Z L Ef 1
Untag All gio] M&E Lt
ol M2 30|22 REO| EEOR ALRE 4 YSLICH
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6.19.2. VLAN Monitor

6.19.2.1. Membership

A0 F Monitor>VLANs>Membership

O] H|O[X|= VLAN AtEXIS| BHY HEIE 7HR2 MSeL

VLAN Membership Status for Combined users

Start from VLAN | 1 |with |20 | entries per page.

Port Members
VLANID [1]2]3]4]5[6]7]8

1 MIFIIFIFI¥I¥I¥]

VLAN Membership Status for Combined users

29 o9
CHSH LIS 2T EQI0f RES VIAN MHIAS AL 310 VLAN BHA S EXo=
P+ AL
QEZO| EECIR 558 AFESI0] &2 X7t P st VLAN B A (Admin) E& 0]2{ 8
VLAN User e 2ZEQ0 B F Stivt TAle HEAS MEE & AL
"Combined" & 52 H2|Xtet LHE AT EQ0 ZEQ| 742 A0 st=H0{0of
HA =z LHE 82 BrgLCt
VLAN ID ZE FH20| EA|Z|= VLAN ID LTt
ZF VLAN ID O CHal ZEo| A3 2hA o[ B A|E L|CE
ZEJVLAN Of Z&HEl Z2 CFS O|0|X| 7} EA|E LT v,
Port Members HZEJFXE ZE S50 U= 42 O3 O|0|X| 7 EA|E LICH <,
EEJFXE ZE S50 Y2HA A0 VLAN O] X321 5= B2 O3
O|O|X| 7} EA|EL|Ct: 2, 0] B ZEE VLAN o 40| 5| X| k&L Lt
Buttons
Auto-refresh bt : HIEA X3 Al F7|MO2 TO|X| AHE MEZ DAS AFRELCH
Befiesh

28 Al HOXIE M2 1F.

(ke ] oiny HAIZIE ORIt 820 B2 AL 20 83

o o

= YO0l E gL},

Ll
(> ] stz mA|5ls Opxat 2 0)M AIRISIOL A|AE 27 822 YE|o|E ST
Admin
GVRP
MVR
Voice VLAN
MEP
Rume - 0| Drop CHE 20| A VLAN ALR XFE MEdetL|c}
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6.19.2.2. Ports

20|55 Monitor>VLANs>Ports

O| I|O|X|= VLAN ZE MEfE N3¢ ct.

VLAN Port Status for Combined users

Port | Port Type | Ingress Filtering | Frame Type | Port VLAN ID | Tx Tag | Untagged VLAN ID | Conflicts
1 C-Port All 1 Untag All No
2 C-Port Al 1 Untag All No
3 C-Port All 1 Untag All No
4 C-Port All 1 UntagAll No
5 C-Port Al 1 Untag All No
6 C-Port All 1 Untag All No
7 C-Port All 1 UntagAll No
8 C-Port All 1 UntagAll No

VLAN Port Status for Combined users
%01 MH

A
-

I2310] VLAN ZE 74

mjo

AAIZto 2

CHe 552 A8t 22| X7 82 VLAN #H Y (Admin) = 028 LI F
& s

[ ox o2

B to 4

VLAN User

EQlo 250 #E2 25t A St=H ofof

o
ZEQIO 20| ZE M
Xpofl CHaE G| O E{ 7t 9120l 2t= &
ZotE gFEo =2|Xe ZEYLD)
FEAZE ZEO|M 5=

4 (Unaware, C-Port, S-Port, S-Custom-Port)2 LIEFH LT}

AHE Xl 2|3l THH o £|X] 22 A2 T ZE&= H|of JAEL|CH
AREARZE el A HE S 2ot {25 LIEFRLICE
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T StLt= THELISHA| 2 82, Ho|Sof "d ot
LoH

>
rjo op o

Il
[>
[m
N
F
>
I
I
I

Port

>Amy
> 2

of

Port Type
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Buttons
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Admin
GVRP
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Voice VLAN
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6.20. QoS

6.20.1. QoS Configuration

6.20.1.1. Port Classification

M4 Configuration>QoS>Port Classification

O HOIX|fME B= 29K ZEO Cfsh 7|2 Qos 21a2& 27 A¥S #dY = ASLIC

QoS Ingress Port Classification

Port | CoS | DPL | PCP | DEI | Tag Class. | DSCP Based | Address Mode
I O <> v
1 Dissbled 0
2 Dissbled O
3 Dissbied 0
4 Dissbled O
5 Dissbied 0
6 Dissbied 0
7 Disabled 0
8 Dissbled 0
0 Dissbled 0
10 Disabled O
1 Disabled O
12 Disabled O Source v
QoS Ingress Port Classification
g0of 4y
Port Ofgf 80| M= ZE HS LT}

7|2 MH| A S AE M ojgtLct
ZE =Y MH[A A (Cos)0ll 2FELICH Cos, 7 W S4&2 7Hol= i ojEo|
UAELICE CoS 0 (M 2)2 7t R 2 M &2 E 7HE LI}

HEEJ}VLAN 2 QA5 = Q0| Ef 1 E|M Tag Class.O| 243tE 22, =
CoS PCP ! DEI #}2 7|HIQ 2 3t Cos E 2R ELICE DHX| 42 R ZB U2 7|2 CoS E
27t

&l CoS £ QCL &=0i| ofs FAIE = AL CH
L
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-
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2 & 2M=2/(DPL) M2 XM O{TrL|Ct,
= T2 EE M9 2o et EF &Lt
EJIVLAN 2 QIASt D | 0| Ef 1 E|0 Tag Class.O] 243t 42, =2 Ef19|
DPL PCP % DEI 242 7902 3 pPL 2 SR ELICH 12K S A9 Za|Ye 7|2 ppL 2
=FELLCH
25 DPL 2 QCL &=0]| 2lsff FA|E 4= A& LICH
7|12 pcP(PCP 2M+=2|) 22 Mo{EL|Ct.
DE=ZYU2PCPUB 7IECE 2RELICL
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ZEJLVLAN S 9146t maQo| Bj 1§ A, T e Ej1o| pEl 22 SR ELICY,
OX U2 42 =2 7|2 DEl @22 2RE L
O EEO| Ej § ZQof Cfet 28 BES BAISLCE
B2 Sk B0 S Z2 Q0 7| Cos 9 DPL 2 AFSEILICH
21443} Ej0 E T2 o) = PCP 9 DEI O] OfE & M-S AFRELI T}
Tag Class DES DMSILYEE 0TS BYote T ofT B2 SN
AT 0] 4TS EETHVLAN 2 QIAIBHA] e A0 WSS 0K/ K| LELICH VLAN 2
OIA|BX| Qi mEO| 4AIEI Ef1 8 T2 Q2 4 7|2 cos 9 DPL 2 EEELICY,
DSCP Based DSCP 7|8t Qos 1A ZE BRE 43tz H E25tM R

7t A2 (SMAC/SIP)
olL

IPIMAC 2 BE &= oie ZEO| M QCL (Quality of Classification) =&
25 7|82 = AYLo

= 04 (DMAC/IDIP) T2 E 2 Hlof St=X|E X|d5l= A

A

Address Mode

Source: SMAC/SIP 2X|E 2 L Ct
Destination: DMAC/DIP 2 X| & & &tgtL|Ct
Buttons
(Aol 22| A| HHAIE S B BELIC
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QoS Ingress Port Tag Classification Port 1
Tagged Frames Settings

[ Tag Classification | Disabled v |

(PCP, DEI) to (QoS class, DP level) Mapping

PCP | DEI [ QoS class [ DP level
= * < W <= 0w
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Tagged Frames Settings
g0of ay

Ol ZEO|M Ef & =2 Yo =F ZEE MofLct.
7

e . Ei
Tag Classification Disabled At CH
Enabled Ef =l =2 ofl i PCP2t DEIC| DY ™S AMESHL|CH
(PCP, DEI) to (QoS class, DP level) Mapping
20 ok

Ei2 2 &7 2d2tE 82 (PCP, DENOIM (Qos 22, DP &) gt tfE S

Tag Classification xMojstLict

WEB A% 0| A]

O+ Configuration>QoS>Port Classification

v" QoS Ingress Port Classification
» CoS

*+  0~7 (0 —The Lowest Priority)
QoS Ingress Port Classification

Port [ CoS [ DPL [ PCP [ DEI | Tag Class. | DSCP Based | Address Mode
I NI <> v
: Disabied
2 Disabled
3 (10| Disabled
a3 Disabled

3
5 |7 | Disabled
6 |5 | Disabled
7 [6 | Disabled
8 [o-] Disabled
8 Disabled
10 Disabled
11 Disabled
12 Disabled [Source  v|

» DPL

e 0~1 (0 - Low drop probability)
QoS Ingress Port Classification

Port | CoS [ DPL [ PCP | DEI | Tag Class. [ DSCP Based | Address Mode
=[x v| [ v| [<= v|[=v] < hd
1 Disabied
2 Dissbled
3 [ov] 1| Dissbied
4 Disabled
: Diszbled
6 Disabled
7 [0 v| Disabled
8 Disabled
0 Dissbled
10 Disabled
11 Disabled
12 Disabled Source v

e %o
[ @
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> PCP

*+  0~7 (0 - The Lowest Priority)

QoS Ingress Port Classification

Port | CoS [ DPL | PCP [ DEI | Tag Class. | DSCP Based | Address Mode
= [erv| [<ov| [ v][<>v| <= v
: Dissbled
2 Disabled
3 [1 Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
9 Disabled

10 Disabled
11 Disabled
12 Disabled [Source  +|

> DEI

. 0~1 (0 — Low drop probability)

QoS Ingress Port Classification

Port | CoS | DPL | PCP [ DEI | Tag Class. | DSCP Based | Address Mode
e I < ~
1 Disabled
2 Disabled
3 [1 | Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
9 Dissbled
10 Disabled
11 Disabled
12 Disabled [Source  +|
» Tag Class
- Disabled

QoS Ingress Port Tag Classification Port n

Tagged Frames Settings

® Tag Classification
B Disabled | Enabled

Tagged Frames Settings

| Tag Classification | Disabled v |

(PCP, DEI) to (Qos il

Enabled

(PCP, DEI) to (QoS class, DP level) Mapping

® QoSclass

B 0~7 (0 - The Lowest Priority)
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(PCP, DEI) to (QoS class, DP level) Mapping
PCP [ DEI [ QoS class | DP level

[ ~| [== v
0 0 (1 ~] [0+
0 1 [0 | 1~
1o N
(R T O
2 0 a2 |
2 1 5 |
30 & |
3 1 ! - 1~
4 0 (4 ~| [0 v
4 1 (4 ~| |1~
5 0 [5  ~ [0 v
5 1 (6 ~| [1 |
6 0 (6 ~| [0~
6 1 (6~ [1 ~|
7 0 (7 ~ [0~
7 1 [T~ 1 +|

® DPlevel
B 0~1 (0 - Low drop probability)

(PCP, DEI) to (QoS class, DP level) Mapping

PCP | DEI | QoS class [ DP level
= = [== ~| [=> +]
0 0 [1 ~ [0 ]
o 1 [~ (o
10 [0~ | |
1 1 [0 +] 1~
2 0 2~ [0 v
2 1 [2 ~ |1 ]
3 0 [3 ~ [0+
3 1 [3 ~ |1 ~]
4 0 [4  ~| 0 v
4 1 [4 ~| |1~
5 0 [6 ~ [0+~
5 1 [5  ~] |1 +~|
B 0 [6 ~ [0~
6 1 [6 ~| |1+~
7 0 [T~ 0 v
7 1 [7  ~ |1 ~]
e %o

°
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» DSCP Based

. Enabled | Disabled

QoS Ingress Port Classification

Port | CoS [ DPL | PCP [ DEI | Tag Class. | DSCP Based | Address Mode
* [exv| [ v] [ v][<v| O <= v
1 Disabled O
2 Disabled
3 Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
: Disabled

10 Disabled
11 Disabled
12 Disabled [Source  +|

» Address Mode

e Source | Destination

QoS Ingress Port Classification

Port | CoS | DPL | PCP [ DEI | Tag Class. | DSCP Based | Address Mode
eI <> v
1 Disabled
2 Disabled
3 Disabled Destination
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled
9 Disabled

10 Disabled
11 Disabled
12 Disabled [Source  +|
e %o
® L]
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CLI 27 of|A|

v QoS Ingress Port Classification
» CoS

. 0~7 (0 — The Lowest Priority)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos cos <cos>
(config-if)# gos cos 0

» DPL

. 0~1 (0 — Low drop probability)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos dpl <dpl>
(config-if)# gos dpl 0

> PCP

. 0~7 (0 — The Lowest Priority)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos pcp <pcp>
(config-if)# gos pcp O

» DEI

. 0~1 (0 — Low drop probability)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos dei <dei>
(config-if)# gos dei 0

» Tag Class
. Disabled

QoS Ingress Port Tag Classification Port n

Tagged Frames Settings

® Tag Classification

B Disabled | Enabled

(config)# interface ( <port_type> [ <plist> ])

®
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(config)# interface GigabitEthernet 1/1

(config-if)# qos trust tag

(PCP, DEI) to (QoS class, DP level) Mapping

® QoSclass
B 0~7 (0 - The Lowest Priority)
® DPlevel

B 0~1 (0 - Low drop probability)

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos map tag-cos pcp <pcp> dei <dei> cos <cos> dpl <dpl>
(config-if)# qos map tag-cos pcp 0 dei 0 cos 7 dpl 0

» DSCP Based

. Enabled | Disabled

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos trust dscp
(config-if)# no qos trust dscp

» Address Mode

. Source | Destination

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# gos qce addr source
(config-if)# qos qce addr destination

®
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6.20.1.2. Port Policing

0+ Configuration>QoS>Port Policing

O HO[X[OME RE £9X| ZEOf et 22|M 282 78 = ASLHICL

QoS Ingress Port Policers

Port | Enable | Rate | Unit [ Flow Control
+ 0O | 500 [<> ~ 0
10 500/ [kbps v 0
2 O 500 |kbps v| O
3 0O 500| [kbps v 0
4 0 500 [kbps v| O
5 0O 500/ [kbps v 0
6 [ 500| [kbps v 0
70 500 [kbps v| O
8 O 500 [kbps ~| O
QoS Ingress Port Policers
29 ck:
Port Ofzf 27H0| HE8E|= ZE HS LT}
Enable O 22X ZEOf C{ot £ E E2|ME 23t £ HlgdatetL T

F kbps EE= fps & [ff O] 242 100-3276700 £
| 242 1-3276 2 MotElLCt £ = ZE
x

Rate X otE| O, "EH" 7t Mbps EE+& kfps & St
o2 HI22|E L

ct.

Unit ZE E2|M £29| 5% T2l E Kkbps, Mbps, fps £ kips 2 M|0{ gL Ct.

Flow Control

Buttons

Aoply . 22| A WPAIES HETLIC
(Aobasave ) 22| A| BHAS

o=
(Resel], 22y A BIZABE 3201

>0
o

WEB &7 0| A]

0+ Configuration>QoS>Port Policing

v" QoS Ingress Port Policers
> Enable

. Enabled | Disabled

®
SOL

INFOMET INC.



SOLTECH USER GUIDE

QoS Ingress Port Policers

Port | Enable |

Rate [ Unit

[ Flow Control

[==T B = T & TR S P Y

R
—_ O WD

-
%]

oooopooooooo’s O

[ ]|

[Mbps v |

[Mbps v |

[Mbps v |

[Mbps v |

|Mbpsv|

[Mbps v |

|Mbpsv|

[Mbps v |

[Mbps v |

[Mbps v |

Mbps v

| [Mbps v

oooopooooooooo

» Rate

100-3276700(kbps, fps) or 1-3276(Mbps, kfps)

QoS Ingress Port Policers

Rate [ Unit

[ Flow Control

[== T B = T & T S FE R (S Y

- o =
b = =W

Port | Enable |

oooooo0o0ooos O

[<=  ~]

[Mbps v |

Mbps v

[Mbps v |

Mbps v

[Mbps v |

Mbps v

[Mbps v |

[ Mbps v |

[Mbps v |

[Mbps v |

[Mbps v |

[Mbps v |

oooooo0oOooooo

> Unit

>

kbps, Mbps, fps, kfps

QoS Ingress Port Policers

nable |

Rate [ Unit

[ Flow Control

Port | E

[==REEN - RS RSV K

- =
-]

-
%]

oo0oO0000o00o0o0e .

B

|Mbpsv|

kbps

fps
| kfps |
[Mbps v |

[Mbps v |

[Mbps v |

[Mbps v |

[ Mbps v |

Mbps v

3
y
r
-
.
;
1| [Mbps v |
r
-
]
y
]
;

| [Mbps v]

oopooooooooooo

Flow Control

Enabled | Disabled

HOt 7|5 AQ|X| SFC6426 Al2|=



SOLTECH USER GUIDE HOot 7|5 &K SFC6426 Al2|=

QoS Ingress Port Policers

Port | Enable | Rate [ Unit | Flow Control
= <= W
[Mbps v |
|Mbpsv|
[Mbps v |
[ Mbps v |
Mbps v
[Mbps v |
[Mbps v |
[Mbps v |
[Mbps v |
[Mbps v |
[Mbps v |
[Mbps v |

[==T B= T £ T S ST (X

w

-
=

—

oooooo0o00o0e .
Ooooooooooooe O

-
%]

CLI 27 of|A|

v QoS Ingress Port Policers
» Enable

. Enabled | Disabled
» Rate

«  100-3276700(kbps, fps) or 1-3276(Mbps, kfps)

> Unit

. kbps, Mbps, fps, kfps

»  Flow Control

. Enabled | Disabled

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

(config-if)# qos policer <rate> [ kbps | mbps | fps | kfps ] [ flowcontrol ]
(config-if)# gos policer T mbps flowcontrol

(config-if)# qos policer T mbps

(config-if)# qos policer 100 kbps

(config-if)# no qos policer

°
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6.20.1.3. Queue Policing

Hot 7|5 A%|X| SFCe426 Al2|=

% Configuration>QoS>Queue Policing
ol HO|X|ME BE AKX ZEO Lzt F

QoS Ingress Queue Policers

22 28

Port Queue 0 | Queue 1 | Queue 2 | Queue 3 | Queue 4 | Queue 5 | Queue 6 | Queue 7
Enable Enable Enable Enable Enable Enable Enable Enable
* 0 0 O O 0 0 O O
10 O O 0 O O O O
2 [ O O O O O O O
3 0 O O 0 O O O O
4 [ 0 O 0 0 0 0J O
5 [0 O O O O O O O
6 O O O 0 O O O O
70 O O O O O O OdJ
8 [J O OJ O O O 0J O
QoS Ingress Queue Policers
0] ck
Port Ofgf ¥70| MEE|= ZE H QL T}
Enable (E) Ol 2QX| ZEO| Ot F E2(ME 2t £= Hl2daletL
F E2IM9 £ E No{ gL "th" 7t kbps Q! A2 O] 252 100-3276700 2 H|THe| 1,
Rat "EFR|"TF Mbps Q1 42 0] ¢f2 1-3276 2 MStE UL £ =& 7 E2|MOA X| Yt 7+
e bte ez Moz weyE U,
O| HE &= MO StLto 7 E2|M 7t 2/d%tE 22002t AL
Unit T E22M £E9| 57 TR E kbps == Mbps 2 K| 0L T},
I
O| HE &= MOl StLto 7 E2|M 7t 2/d%tE 22002t AL
Buttons
Apoly | 22| Al BIZAFS S Mot
[AoohveSave | 22| Al #ZAIE S B Bon HAFLIC
Reset: 22| Al MZAAIES #2810 0| Zto2 FELct

WEB &7 0| A]

27 Configuration>QoS>Queue Policing

v" QoS Ingress Queue Policers
» Queuen (n, 0~7)
» Enable (E)

. Enabled | Disabled

®
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QoS Ingress Queue Policers

Port}— Queue 0 [ Queue 1 | Queue 2 [ Queue 3 [ Queue 4 | Queue 5 | Queue 6 | Queue 7
E[ Rate Unit | Enable | Enable [ Enable [ Enable | Enable | Enable | Enable
0O <= v O O O O O O
1 1| Mbps ~ | O Od ] ] Od O
2 0 1| Mbps v | O O O O O O
30 1| Mbps v | [ 0O O O O O O
4 [ 1| Mbps | (] O O O O O O
5 0 1| Mbps v | O O O O O O
6 O 1| Mbps | (] O O O O O O
70 1| Mbps v | O O O O O O
8 0 1| Mbps v | (] O O O O O O
9 0 1| Mbps v |(J O ] ] ] ] ]
10 O 1| Mbps v | (] O O O O O O
1 0 1| Mbps v | O O O O O O
12 0 1| Mbps v | 0 O O O O O

» Rate

. 100-3276700(kbps) or 1-3276(Mbps)

QoS Ingress Queue Policers

Pon}— Queue 0 [ Queue 1 [ Queue 2 [ Queue 3 [ Queue 4 [ Queue 5 | Queue 6 | Queue 7
E[ Rate Unit [ Enable [ Enable [ Enable | Enable | Enable | Enable | Enable

: 100[<> ~|0) O O O O O O

1 100 kbps v|(] O O (] O O O

20 1| Mbps v | (] O O O O O O

30 1| Mbps | ] O O (] O O ]

40 1| Mbps v | [ O O O O O O

50 1| Mbps | ] O O (] O O ]

6 1| Mbps v | (] O O O O O O

70 1| Mbps ~ | [] O O O O O O

8 1| Mbps v | (] O O O O O O

9 ) 1| Mbps | ] O O (] O O ]

10 O 1| Mbps v| O O O O O O

1 O 1| Mbps v| [ O O O O O O

12 0 1| Mbps v | O O O O O O

»  Unit
. kbps, Mbps
QoS Ingress Queue Policers

Port}— Queue 0 [ Queue 1 | Queue 2 | Queue 3 [ Queue 4 | Queue 5 | Queue 6 | Queue 7
E| Rate Unit | Enable | Enable | Enable | Enable | Enable | Enable | Enable

- <> ~|0 O O O O O O

1 1| Mbps v | (] (] O O O O

2 0 1| kbps ][] O O O O O O

30 1 [l ) (] (] O O O O

4 [ 1| Mbps v | O O O O O O

5 ) 1| Mbps ~ | [ O O O O O O

6 [ 1| Mbps ~ | [ O O O O O O

70 1| Mbps v | (] O O O O O O

8 O 1| Mbps v | O O O O O O

9 O 1| Mbps v | [ O O O O O O

10 0O 1| Mbps v | O O O O O O

1 O 1| Mbps ~ | (] O O O O O O

12 0 1| Mbps v [ O O O O O O

CLI 27 of|A|

v" QoS Ingress Queue Policers
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» Queuen (n, 0~7)
» Enable (E)

. Enabled | Disabled
> Rate

e 100-3276700(kbps) or 1-3276(Mbps)
> Unit

. kbps, Mbps

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# qos queue-policer queue <queue> <rate> [ kbps | mbps ]
(config-if)# qos queue-policer queue 0 1T mbps

(config-if)# qos queue-policer queue 0 100 kbps

(config-if)# no gos queue-policer queue O

°
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6.20.1.4. Port Scheduler

M4 Configuration>QoS>Port Scheduler

Ol HO|X|& BE AKX ZEOf CHF QoS Egress Port 2HZ 22| /1R E XN SefLICt.

QoS Egress Port Schedulers

Weight
Port| Mode Qo[Qi[Q2[Q3|Q4]Q5[Q6[Q7
1 Strict Priority - - - - - - - R
2 Strict Priority - = = = = - - -
3 Strict Priority - - - - - - - -
4 Strict Priority - = = = = - - -
5 Strict Priority - - - - - - - -
6 Strict Priority - = = = = - - -
7 Strict Priority - - - - - - - -
8 Strict Priority - = = = = - - -
QoS Egress Port Schedulers
= My
Port St o meteEl MFo| Chgt =2 el ZEQL )
2 EEE 5 E ZE S E S5 R
Mode O| ZEO| AHZE REE HOEL|C},
Qn O| Ret ZEO oot 7S X & B FLIC

QoS Egress Port Scheduler and Shapers Port

Schedulerg T+83}17| ?I3 ZE H= & S E5IAM K.
Ol HO[X[OME §F ZE2| A E2et MO|HE F8T + AFLICE

QoS Egress Port Scheduler and Shapers Port 1

[ scheduler Mode [ Strict Priority |

Queue Shaper | \ Port Shaper \
| Enable [ Rate [ Unit | [ Enable [ Rate [ Unit |

s

ar

o T /
Q6P S

!

o

0 500

0500

w

(=]

[=]
40 -0 4w

500

5
) 500

y Tt

E‘lci}:suo

| Save H Reset || Back |
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HOt 7|5 AQX| SFC6426 Al2|=

QoS Egress Port Schedulers and Shapers Port

&0

Ay

Scheduler Mode

Queue Shaper Enable
Queue Shaper Rate

Queue Shaper Unit
Queue Scheduler
Weight

Queue Scheduler
Percent

Port Shaper Enable
Port Shaper Rate

Port Shaper Unit
Buttons

LApply - 22 A| HZAALS

[ ]

-|—

o=
Apply&Save ‘: _g.gl A| E%’A

=
| Reset |. Za| A| HAAES A 8)

[ e} o

Back | 224 117 N

o

M+ Configuration>QoS>

2 X

O] AQIX| ZEO|AM UOHL} B 7Ot LASHAH AAE &0 AOtLE BE J7L IHSK 2
2 ZE E[=X|E Moo

O] A2IX| ZEO|M O] FOf CHs 7 MO|HE EdoeX| 2 E Mot

T MolEo| £ =& HO{EL CE. "Unit"O| kbps O % 0| Z+2 100-3281943 S 2 K| gt
"Unit"0| Mbps 2! B 1-3281 2 HMotE LICH £ == 7 MO|HOIAM X|&3t= 748 mr%
oz |_|.| = 7<—1 oz H2al=l |_| [|-

=

F MO|H| 452 £} TS kbps E= Mbps 2 H OjSHLICH

O| 70 cist 7}E X & MO{BtLICE O] 242 1-100 S 2 H$HE L|Ct. O] D7 = "AH &
eI IER 2 A E 2202 BA|E L

O| 7Ol Clist 75X E HWEESE HAIZLICE O] 07 &= "AAEY ZE It ILEK|"E
HYE 2200 AIEL|CH

O] 22X ZEO Cis LE MO|HE Z-dahH|2-datgtL|C,

ZE NO|HO| £= & HMO{EL|C}. O] gf2 "Unit"O| kbps 2 A< 100 Ol M 3281943 7L K],
Mbps 2 Z< 1 0A 3281 7HX| MietELICH 2= WEAHOZE ZE M O|EHO|AM X|)SH=

JHE JNFR Zto 2 HER 2SI L| T}

—=04J"

ZE MO £=2| 57 EH?|E kbps fE= Mbps 2 M Of gL}

F|ao5k1 O] O] X| 2 Ot L Ct.

Port Scheduler

v' QoS Egress Port Schedulers

QoS5 Egress Port Schedulers

Port Mode

Weight
Q0[Q1]Q2]/ Q3| Q4[ Q5] Q6] Q7
Strict Priority - - - - - - - -
Strict Priority - - - - - . _
Strict Priority - - - - - - -
Strict Priority - - - - - . _
Strict Priority - - - - - - -
Strict Priority - - - = . - _
Strict Priority - - - - - - -
Strict Priority - - - = = - -
Strict Priority - - - - - - -
Strict Priority - - - = = - -
Strict Priority - - - - - - -
Strict Priority - - - = = - -

=
= [ D 00 = S0 | [ [l N =

| |

e
[pe]

> Port

2 ZE ot E ZE Bl & S E5IA 8.

v" QoS Egress Port Schedulers and Shapers Port n

» Scheduler Mode

®
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»  Strict Priority | 6 Queues Weighted

QoS Egress Port Scheduler and Shapers Port 1

[ Scheduler Mode [ Strict Priority v|

Queue Sha%r Port Sha%r
Enable | Rate | Unit Enable | Rate | Unit

2]
0@ 0@ O
-0 —30 4w

0 1
EYe)

ik
Y6

[ 100 kbps v

QoS Egress Port Scheduler and Shapers Port 1

| Scheduler Mode || 6 Queues Weighted v||

Queue Shaper | Port Shaper
Enable | Rate | Unit | Excess | | Weight [ Percent | Enable | Rate [ Unit
1@
1 Vbps v
@
o
=@
O
4@
o1
=@
2@
@
@

16%

16%

0= 4w

1 Mbps v

16%

DoWSO

1 Mbps v

16%

1 Mbps v

16%

1 Vbps v

16%

» Queue Shaper Enable

e  Enabled | Disabled

®
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QoS Egress Port Scheduler and Shapers Port 1

[ scheduler Mode | Strict Priority v|

70O
=-®
EII.CS)1 Mbps w
(36,
O
o
O
EYe)

Qo 5
=

» Queue Shaper Rate

1 viDpS W

1 Mbps v

O Mbps v

{
- 0=+ w”n

1 Vbps +

. 100-3281943(kbps) or 1-3281(Mbps)

QoS Egress Port Scheduler and Shapers Port 1

[ Scheduler Mode [ Strict Priority v

7@
EII.CS)1 Vbps v
alk
=@
o
ik
0
E%6)
0

1 Vbps +

{
0= 4wn

=}-®
» Queue Shaper Unit

. kbps or Mbps

°
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Qo3 Egress Port Scheduler and Shapers Port 1

| Scheduler Mode | 6 Queues Weighted v |

| Queue Shaper | Queue Scheduler [ Port Shaper |
| Enable [ Rate [ Unit [ Excess | | Weight [ Percent | Enable [ Rate [ Unit |
@-©

O

=-®

1 Mbps +

Qsl+( 5
:I~O1 Mbps v 16% /\ s
T
«-®
e — R
1 Vbps v 17 ]
O 17 | 16 5 L O o
EI_@ w c O Vibps
1 Mbps v 16% R I’ T
Qzf+(s R
:I~O1 Mbps ¥ 16%
EI%e)
0 16%
-0 —rw
O ROPS 16%
» Queue Scheduler Weight
. 1~100(Scheduler Mode should be set to ‘Weighted’)
QoS Egress Port Scheduler and Shapers Port 1
| Scheduler Mode | 6 Queues Weighted v |
Queue Shaper | Port Shﬂ%r
Enable | Rate [ Unit [ Excess | | Weight | Percent Enable | Rate [ Unit
@-@®
nik
=-®
1 Mbps v
Qs+ 5
]%1 v 19% /\ s
T
«-@®
R
1 v (17 | b
] 19% 5 O S
EI_@ W c on Vbps
01 v 1oml oLl T
Qzf+( s R
o f =
@@
0 19% J
«}-®
ik s v 19%
» Port Shaper Enable
. Enabled | Disabled
e %o
L J L ]
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>

QoS Egress Port Scheduler and Shapers Port 1

[ Scheduler Mode | Strict Priority ~|

Queue Shaper
Enable | Rate | Unit

Y6
ik

=@
o1

d 1 Mbps v

=-®

1 Mbps v

1 Mbps v

1 Mbps v

%6

1 Vibps v

=-®

O 100 Mbps v
Port Shaper Rate

. 100-3281943(kbps) or 1-3281(Mbps)

Qo3 Egress Port Scheduler and Shapers Port 1

[ Scheduler Mode | Strict Priority v|

[ Queue Shaper |
| Enable | Rate [ Unit |

70O
Ot

=-®
01

EI-‘(S)1 Mbps v

=@
ik

1 Mbps v

1 Mbps v

%6

1 Vbps v

=-®

O 100 Mbps v

Port Shaper Unit

. kbps or Mbps

°
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Port Shaper
Enable | Rate | Unit

[ Port Shaper |
| Enable | Rate [ Unit |

®
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Qo3 Egress Port Scheduler and Shapers Port 1

[ Sseheduler Mode [ Strict Priority ~|

E76)
=@
o-® —
mik Vbps v
O 1
mlk
E76)

O Mbps v

=-®

O 100 Mbps v

1 Mbps v

1 viDps W

1 Mbps v

L&

kbps |

Mbps

0= 4w

CLI 27 of|A|

v" QoS Egress Port Schedulers

> Port

(config)# interface ( <port_type> [ <plist>])
(config)# interface GigabitEthernet 1/1

v" QoS Egress Port Schedulers and Shapers Port n
» Scheduler Mode

»  Strict Priority | 6 Queues Weighted

(config-if}# no qos wrr

(config-if)# gos wrr <w0> <w1> <w2> <w3> <w4> <w5>
(config-if)# gqos wrr 17 17 17 17 17 17

» Queue Shaper Enable

. Enabled | Disabled
» Queue Shaper Rate

. 100-3281943(kbps) or 1-3281(Mbps)
» Queue Shaper Unit

. kbps or Mbps

[ J
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Hot 7|5 A%|X| SFCe426 Al2|=

(config-if)# qos queue-shaper queue <queue> <rate> [ kbps | mbps ] [ excess ] [ rate-type { line |

data } |

(config-if)# no gos queue-shaper queue 0
(config-if)# gos queue-shaper queue 0 1 mbps
(config-if)# qos queue-shaper queue 0 100 kbps

» Queue Scheduler Weight

. 1~100(Scheduler Mode should be set to ‘Weighted’)

(config-if)# qos wrr <w0> <w1> <w2> <w3> <w4> <w5>
(config-if)# gqos wrr 100 17 1 17 17 17

» Port Shaper Enable

. Enabled | Disabled

» Port Shaper Rate

. 100-3281943(kbps) or 1-3281(Mbps)
»  Port Shaper Unit

. kbps or Mbps

(config-if)# qos shaper <rate> [ kbps | mbps ] [ rate-type { line | data } ]
(config-if)# no qos shaper

(config-if)# gos shaper 1 mbps

(config-if)# qos shaper 100 kbps

®
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6.20.1.5. Port Shaping

0% Configuration>QoS>Port Shaping

Of HO|X|= 2= 29X ZEO| thet QoS 0|2 & ZE MO|He| 7HRE NS Lt

QoS Egress Port Shapers

Port Shapers
Q[Q1[Q2[Q3[Q4][Q5] Q6| Q7 | Port
1 N - N N B B B B B
2 - - - - - - - -
3
i - - -
5
B - - - - _ - - -
7
g - - -
QoS Egress Port Shapers
20f ek
Port 22 dof =3hE HFHo| oot =2 ZEYLICE
or
MNO|H & 753l ZE B E SESHHAR
Q g ZEQ| 7 MO|H £=5 LIEFHLICH HlgdotEl 42 "2 AL X 7 Mo|H
n
27t B A|ELCH O £0{ "800 Mbps"2t 20| EAIE = ASLICE
Port Y LEO| ZE MO £ E LIEFRL|CH H|2HEotEl 42 "2 BEAIZ|ZLL X ZE
or _ - = = A
MOl £ =7 EA|EL|CH 0 & S0{ "800 Mbps"2t 20| EA|E == JUELICH
e %o
L ]
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HOt 7|5 AQX| SFC6426 Al2|=

6.20.1.6. Port Tag Remarking

WEB MENU Configuration>QoS>Port Tag Remarking

Of T 0| X|=

QoS Egress Port Shapers
80

BE AKX ZEO| i3 QoS Egress ZE E{ 1 2[0+Z

| 28 7H_E MSeLtt

QoS Egress Port Tag Remarking

Port | Mode

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

Ico I~ I 1 4= Lo N =

Port

Mode

Default; 7IE PCP/DEI

7ES A
HA 2

QoS Egress Port Tag Remarking Port

The QoS Egress Port Tag Remarking for a specific port are configured on this page.

QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Classified v |

QoS Egress Port Tag Remarking Port

&0j

ol

Mode

PCP/DEI Configuration
(QoS class, DP level) to
(PCP, DEI) Mapping

Buttons

[henly}; 22) A A S
Apply&Save - g.g! A| E%IM-
Resel; 2| Al HIZAIES
(Cancel]; 221 vy M1

Ol ZEO| E{1 2|0tY R EE HojgfL| .

S &l PCP/DEI 342 AFEEHL Tt
Default: 7| &2 PCP/DEI 2f2 A& 3tL|LCH,

Mapped: QoS 2242t DP 2f'2o| ojd = HH S
B E7} Default 2 HEE 420 A8 E|= 7| PCP 2t DEI

Classified: =

A& gL L.

A X=2
BA =

M of gL,

2 E7t Mapped 2 8= 42, 285 (Qos Eali2, DP 2f|) 2Lt (PCP, DEI) 2t At0| 2]
OjE2 XM o{gL(Ct.

HMgehL ot

g2 M85t NMEFgLCHL

Fastd O™ o2 E|ZEL|CE

F a5t ForZL C

SOL

INFOMET INE.



SOLTECH USER GUIDE HOot 7|5 &K SFC6426 Al2|=



SOLTECH USER GUIDE

Hot 7|5 A%|X| SFCe426 Al2|=

WEB &7 0| A]

27 Configuration>QoS>Port Tag Remarking

v QoS Egress Port Tag Remarking

> Port(Ef1 2[0tZ S 795128 ZE HS & SE5HMR.)

QoS Egress Port Tag Remarking

Port

| Mode

b | [t
|I\J |—‘ |C’ 102 (20 | |G |01 e |G [P0 |—

Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified
Classified

v" QoS Egress Port Tag Remarking Port n

» Tag Remarking Mode

. Classified

QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Classified v ||

. Default
QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode || Default «

PCP/DEI Cenfiguration

Default PCP [0 |
Default DEI [0 |
. Mapped

Qo3 Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Mapped + |

(QoS class, DP level) to (PCP, DEI) Mapping

QoS class [ DP level | PCP_ | DEI

e = - S S B S S T R A R R

0
1
0
1
0
1
0
1
0
1
0
1
0
1
0
1

Ly W W

7

NEENNEE
<)< <€) €][<] ¢

1

IS
<

L

<

~1|[ =[] ][ n][en
MR EIES ESIRS
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v' PCP/DEI Configuration
otz =2 Mode?t Default [ EA|E L|Ct.
»  Default PCP

. 07

QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Default v |

PCP/DEI Configuration

Default PCP |0+
Default DEI

e I =2 IS I SR FU RN LN R

» Default DEI

. 0~1
QoS Egress Port Tag Remarking Port 1

| Tag Remarking Mode | Default v |

PCPI/DEI Configuration

DefaultPCP [0 v/
Default DEI |0 |

1
v" (QoS class, DP level) to (PCP, DEI) Mapping
ozl gH=2 Mode?t Mapped 2 [ EA|E LT,
> PCP

. 0-7
Qo35 Egress Port Tag Remarking Port 1

‘ Tag Remarking Mode | Mapped v |

(QoS class, DP level) to (PCP, DEI) Mapping
QoS class [ DP level [ PCP [ DEI

<> LAl ~
0 0 I
0 1 H O
1 0 o v
1 1 I3 [T~
2 0 + o+
2 1 5 [
3 0 3 [~
3 1 e (T
4 0 [ o v
4 1 4 ~1 >
5 0 B [
5 1 5 v+
6 0 5 o~
6 1 5|1 |
7 0 7 [0 v
7 1 7~ v
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» DEI

. 0~1

QoS Egress Port Tag Remarking Port 1

‘ Tag Remarking Mode || Mapped V||

(QoS class, DP level) to (PCP, DEI) Mapping
QoS class [ DP level | PCP | DEI

[ v v]
[T vjlo ]
K20 |
o vl
[0 ~[[1T ]
2 |0
2~
3 v
3~
[4 v
[+~
5 o
(5~
6 o
[~
[T~
[T~

RS KSR KRS

KRS KRS

<

E NI R R I - S R R R =)
S R — S — R

<

CLI 27 of|A|

v" QoS Egress Port Tag Remarking

> Port

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

v QoS Egress Port Tag Remarking Port n
» Tag Remarking Mode

. Classified

(config-if)# no qos tag-remark

. Default

(config-if)# qos tag-remark { pcp <pcp> dei <dei> | mapped }
(config-if)# qos tag-remark pcp <pcp> dei <dei>

. Mapped

(config-if)# qos tag-remark { pcp <pcp> dei <dei> | mapped }
(config-if)# qos tag-remark mapped

v" PCP/DEI Configuration
» Default PCP

. 07
L ]

®
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» Default DEI

. 0~1

HOt 7|5 AQ|X| SFC6426 Al2|=

(config-if)# qos tag-remark pcp <pcp> dei <dei>
(config-if)# gos tag-remark pcp O dei O

v

(QoS class, DP level) to (PCP, DEI) Mapping
» PCP

. 07
> DEI

. 0~1

(config-if)# qos map cos-tag cos <cos> dpl <dpl> pcp <pcp> dei <dei>
(config-if)# qos map cos-tag cos 0 dp/ 0 pcp T dei O

°
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6.20.1.7. Port DSCP

0| Configuration>QoS>Port DSCP
O HO|X|O M= A@X|e] RE ZEO Cfeh 7|2 QoS ZE DSCP 78 488 7#4¢E + AU CL

QoS Port DSCP Configuration

Port Ingress Egress
Translate | Classify | Rewrite
5 [DscP=0v| [«>  v|
1 [DSCP=0+v| |Disable v|
2 [DSCP=0+v| |Disable v|
3 [DSCP=0+v| [Disable v|
4 [DSCP=0+v| |Disable v|
5 [DSCP=0+| [Disable v|
6 [DSCP=0+v| |Disable v|
7 [DSCP=0+| [Disable v|
8 [DSCP=0+v| |Disable v|
QoS Port DSCP Configuration
20f ek
Port Port €0il= DSCP 22| R ojagA d4HE e = Us ZE FE0| A LCL

Ingress SO M= 7 ZEOf CH$t Q18| A translation and classification 24 & HAg

Ingress
9 + et

1. Translate ol A Heks dotota{ M N3 8AS MESHA Q.

ZEQ —b-'—wETOﬂE 7bX| CHE 240 UASLICE

col7g
. DSCP=0: %019': EE=gystEl g
~ d

2. Classif 2 Il 2 H#H2t=E) pscP 7t 0 0| 27 2L CE
’ y 3. MEHE]: EX pSCP Off CH3H §“é>§HEI 2577t Dscp HY &of X|HE 4200 MEiEl

"':l:

DScCP € 2&5¢%
4 B5 REDSCPE %%“l—l Cf.

o

X E Egress Rewriting & Ct& & StLHY 4= JASLICH

1. H| =43} Egress HEHY @12,

Egress 2. 2%}k THAH 0| 2ot of AUX|2HIHOfE 2 gl .

3. MOE: 2M7| 22 EC DSCP 7t MOjE e =8| -2 Tofd =l
DSCP #{2 2 CHA| EA|E L

Buttons

hooly . 22y A| HZARES HETLICH
o

o
Apply&Save g.gl A| ch:;

S X gokn XFBLIC
[Resel), 22/ A BIZAIES F124010 O/F 02 SIS YLICH

WEB &7 0| Al

O+ Configuration>QoS>Port DSCP
v" QoS Port DSCP Configuration
L ]
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» Ingress Translate

. Enable | Disable

» Ingress Classify

. Disable | DSCP=0 | Slected | All

» Egress Rewrite
. Disable | Enable | Remap DP Unaware | Remap DP Aware

. Disable | Enable | Remap

Port Ingress Egress

Translate | Classify Rewrite
2 O [<> v| <= ~|
1 Disable | |Disable ~
2 O Disable |
3 0 |DSCP=0 | |Enable |
4 0 | Selected | Remap DP Unaware |

All Remap DP Aware
5 O |U|same V| UIsanie V|
6 O | Disable ~| |[Disable ~|
7 O | Disable v| [Disable v|
8 O |Disable ~| [Disable ~|
9 O |Disable ~| [Disable ~|
10 O | Disable ~| |[Disable ~|

CLI 27 of|A|

v" QoS Port DSCP Configuration
» Ingress Translate

. Enable | Disable

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/71

(config-if)# gqos dscp-translate
(config-if)# no qos dscp-translate

» Ingress Classify

. Disable | DSCP=0 | Slected | All

(config-if)# qos dscp-classify { zero | selected | any }
(config-if)# no gos dscp-classify

(config-if)# qos dscp-classify zero

(config-if)# qos dscp-classify selected

(config-if)# qgos dscp-classify any

» Egress Rewrite
. Disable | Enable | Remap DP Unaware | Remap DP Aware

. Disable | Enable | Remap

(config-if)# qos dscp-remark { rewrite | remap | remap-dp }
(config-if)# no gos dscp-remark
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(config-if)# qgos dscp-remark rewrite
(config-if)# qos dscp-remark remap
(config-if)# qos dscp-remark remap-ap

(config-if)# qos dscp-remark { rewrite | remap | remap-dp }
(config-if)# no gos dscp-remark

(config-if)# qos dscp-remark rewrite

(config-if)# qgos dscp-remark remap

D) @
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6.20.1.8. DSCP-Based QoS

HOt 7|5 AQ|X| SFC6426 Al2|=

A4+ Configuration>QoS>DSCP-Based QoS

Ol HO|X|ofME BE AX[0f CHEE 7|2 QoS DSCP 7|8t Q1A BF dE S Fd% 5= JELC
DSCP-Based QoS Ingress Classification
DSCP | Trust | QoS Class | DPL
* 0
0 (BE) O [0v,
1 O oV
2 0 lov
3 o oyl
4 :] [0~ n™
S — [U¥]
58 0 [0v 0w
59 O Lov|
60 o0 v
61 O [ov|
62 O [0V 0v
63 O ov|  [ov]
DSCP-Based QoS Ingress Classification
g0 4y
DSCP X| &&= %t DSCP 42| =& 64 YL|CH
£7 DSCP a2 AE[ZX| O£ E MojgLCt A 2lg 4= = DSCP 2420 £EH3t Qos
Trust 2§ A2t Drop Precedence Level 2 DfE & L|CH 4122 == gl DSCP 242 7t7 =2
H-Ip Z Yo 2 N2|EL|Ct,
QoS Class QoS E2iA 2 0 BH 7HK|Q| 242 7HE &= JASLLCL
DPL EE M = E2 02 174X ¢2 7HE = UASLIC
Buttons
[oolv | 22| Al HZAISS B BILICE
Aphasave ] 22| A| BiZAIES Hg3ta XALIC
(Reset; 22 A| BiZAStE #2312 0[N go= HERUL

WEB &7 0| Al

A4+ Configuration>QoS>DSCP-Based QoS

v' DSCP-Based QoS Ingress Classification

» DSCP
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»  Trust

. Trusted | Untrusted

» QoS Class
. 0-7
> DPL
.  0-1
DSCP | Trust | QoS Class | DPL
*
0 (8E)
1 9 R [
1 1
2 |2 | oV
3 EN
i :
5 6 |
6 -

CLI 27 oA

v' DSCP-Based QoS Ingress Classification

» DSCP
»  Trust

. Trusted | Untrusted

» QoS Class

. 07
> DPL

. 0~1

(config)# qos map dscp-cos { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 |
af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | ef | va } } cos <cos> dpl <dpl>

(config)# no qos map dscp-cos 0

(config)# gqos map dscp-cos 0 cos 0 apl O

(config)# qos map dscp-cos 63 cos 7 dpl 1

(config)# gos map dscp-cos cs1 cos 7 apl 1
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6.20.1.9. DSCP Translation

Y+ Configuration>QoS>DSCP Translation

o HO|X|O|AE BE AQIX|0| T3 7| =X QI QoS DSCP e MHS 2AE 4 YULich
DSCP H#H2h2 Ingress == EgressO|A] $=3& o~ Q& L|CH
DSCP Translation
DSCP [ Ingress [ Egress
| Translate [ Classify | Remap DPO [ Remap DP1
& <> - O [<> ~| [« v|
0 (BE) O  [0@E) ~| [0BE) v
o [ v [1 vl
2 o [2 v| [2 v
3 o I3 RE vl
. 1
=" [56(CS7) v| [56(CST) v
57 57 v O & ~| [57 v]
58 (8 ~ O [s8 | [58 v]
59 O [s9 v] [59 vl
60 O [s0 v| [60 vl
61 61 ~ r [61 ~| [61 vl

DSCP Translation

20 49
X2 El= DSCP 22| X[ 7i~& 64 70|, R &5t DSCP 42| H?l= 0 £ H
DSCP
63 77tX| & L Ct.
23 £9| DSCP = QoS S2HA2F DPL Hoj| AFE | 7| T0| HA 22 DSCP 2
HAE 5 UASLCH
Ingress DSCP HAS I3 & 7kX| 7 Of7f =7t AS LI
1. 29 (Translate)
2. 287 (Classify)
1. Translate 228 £2| DSCP = (0-63)2| DSCP &t & otLtZ HAE = AEL T
2. Classify 22sl0] Y oMo 2 FE EHSIM L.
Egress Egress 0= Ch31t 20| 74 7hs%t Of7H =7} JAELICE
Remap DPO, DP1
Remap 00l M 63 77tX|2| DSCP %t S0IA MO E3tE]= DSCP %2 MESIUA| 2.
Buttons
[Aenly; 22| A HZAIES 3L
[Aedhssave]: Z2) A WZAIE S HB3ln KEELICH
[Reset]: 32| A| NS #2310 OF gtoz SIS ch

WEB &7 0| Al

A+ Configuration>QoS>DSCP Translation

v DSCP Translation

®
SOL

INFOMET INC.



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

>
>

»

»

DSCP

Ingress Translate
. 0~63

Ingress Classify

. Enable | Disable

Egress Remap

. 0~63
DSCP Ingress Egress
Translate | Classify Remap
= Ees w O Ee w
0 (BE) 0(BE) v
: e 1
2 K | o |1 |
3 3 [ S |
4 4 | O |4 |
5 K o | |
6 |7 | O | |
7 lscsy | O  lswecsy |
g(cst) |9 | O 9 |
|10(AF11J | 0 |10(AF11J |
10 (AR T3 |12(AF12 R O |12(AF12] |
11 113 = I T |
12 (AF12) |14(AF13] | O |14(AF13] |
3 |1g cs2 | O Hg cs2 |
14 (AF13) |47 (CS2) | O [17 (CS2) |
15 |18(AF21J | O |18(AF21] |
16(cs2)y (19 -~ O 19 _

CLI 27 ofA|

v

DSCP Translation

>
>

DSCP

Ingress Translate

. 0~63

(config)# qos map dscp-ingress-translation { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31
| af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | ef | va } } to { <dscp_num_tr> | { be |
af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 |
cs7 | ef [va}}

(config)# qos map dscp-ingress-transiation O to 1

(config)# gqos map dscp-ingress-transilation 60 to 63

(config)# gos map dscp-ingress-translation be to 1

>

Ingress Classify

. Enable | Disable
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(config)# qos map dscp-classify { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | ef | va } }

(config)# qos map dscp-classify O

(config)# qos map dscp-classify 63

(config)# gos map dscp-classify be

(config)# no qos map dscp-classify O

» Egress Remap

. 0~63

(config)# qos map dscp-egress-translation { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31 |
af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | csd | cs5 | cs6 | cs7 | ef | va } } <dpl> to { <dscp_num_tr> |

{ be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 |
cs6 | cs7 | ef [va})

(config)# gos map dscp-egress-translation 0 to 1

(config)# gos map dscp-egress-translation 60 to 63

(config)# gqos map dscp-egress-translation be to 1
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6.20.1.10. DSCP Classification

Hot 7|5 A%|X| SFCe426 Al2|=

A+ Configuration>QoS>DSCP Classification

O] 40| X|of M= QoS S22 2t Drop Precedence Level& DSCP #t2 2 OjET = JAEL|CE,
DSCP Classification
QoS Class | DSCP DP0 | DSCP DP1
= <= w| | -
0 0(BE) v| [0(BE) v
1 0(BE) v| [0(BE) ~
2 0(BE) v| |0(BE) ~
3 0(BE) v| [0(BE) ~
4 0(BE) v| [0(BE) ~
5 0(BE) v| [0(BE) ~
6 0(BE) v| [0(BE) ~
7 0(BE) v| [0(BE) ~
DSCP Classification
gof u
QoS Class AH Qos Sz Y LT
DSCP DPO Drop Precedence Level 0 Of| L 2/ E DSCP 2k (0-63)2 ME{SL|CE
DSCP DP1 Drop Precedence Level 1 Of L 2/ E DSCP 2k (0-63)2 ME{SL|CE
Buttons
[ApPly . 23] A| HAANSS MEBHLICH
[Aedbssave]; 22| A eiZAtEHS B8l n MEeLIC
[Reset]: 22 A| MAASS & AdtD O|F g2 ESTYLILCH

WEB &7 0| Al

A+ Configuration>QoS>DSCP Classification

v' DSCP Classification
» QoS Class
. 0~7
» DP
«  0~1,0-3
» DSCP
. 0-63
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QoS Class | DSCPDP0 | DSCP DP1

5 < v [« v|
0 0(BE) v| [0(BE) ~
1
2 ! |1 |
: 5 3 |
4 s s |
: 5 s |
6 5 [6 |
7 |7 |7 []

8(Ccs1) | |8(Cs1)

9 P19

10 (AF11) 10 (AF11)

CLI 27 of|A|

» QoS Class

«  0~7
» DP

. 0~1or0-~-3
» DSCP

. 0~63

(config)# qos map cos-dscp <cos> dpl <dpl> dscp { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 |
af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | ef | va }}

(config)# gos map cos-dscp 0 dpl 0 dscp 0

(config)# qos map cos-dscp 7 dpl 1 dscp 63

(config)# gos map cos-dscp 7 dpl 1 dscp be
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6.20.1.11. QoS Control List

HOt 7|5 AQX| SFC6426 Al2|=

A4+ Configuration>QoS>QoS Control List

O] HO|X|= QoS MOl HE(QCLE EAIZLICL O] 5=2 QCE(QoS Classification Entry)E2 T & L|C}
2t #e Mo|El QCES HBELICE 2k AQIX|OHCH & T 256749] QCES HFY 4 ABLICH
2 AE0 ME2 QCEE 75t 7t otzfo| A= Hst7|(+) 7I=E SE5tH K.
QoS Control List Configuration
QCE | Port | DMAC | SMAC | 189 | viD | PCP | DEI | o0 1o = o tf‘;,"cp TBETFoiiey
[C)
QoS Control List Configuration
= My
QCE QCE ID & LtEFRLICE
Port QCE 2t 74 & ZE & &= "Any'E LIEFHL|CF
=4 Dy o] S X| MAC FAE LIEHHLICEH
Any: ZE DMAC 474 LX[gL Ct
Unicast: §L|7HAE DMAC F£47F LX|stL C},
DMAC Multicast: ZE|7]AE DMAC F&7t LX|ghL|Ct,
Broadcast: E2EI|AE DMAC F27F LX|ghL|Ct,
<MAC>: £ DMAC F27F Y X|gtL ct,
7| 222 Any L L,
SMAC EX AA MAC FALL Any' 7F X[ B CH
Bl RS LIEFRLICE k%.ﬁj e Chent Z&LUct
Any: Ef 18l 3 HEf O E =2 Ant AX|FL Ct
Untagged: EfLE o 1 af X|ghL|Ct,
Tag Type Tagged: Ef 1 Z=2j| ot LX|gL(Ct.
C-Tagged: C-E{ 17t Q= =2 ut LX|gtL|Ct,
S-Tagged: S-E{ 17t Q= =2 at X[t Ct.
7| 222 Any L L,
(VLAN ID)= £783% VID E&= VID H9E LIELICE vID = 1 0l A 4095 7HX| 2] H2of|
vib QUL Any e 4 U LICE
Priority Code Point (PCP): PCP 2| f& 73t ¢f2 £78% 2{(0, 1, 2, 3, 4, 5, 6, 7)0|Lt #HL|(0-1,
PCP 2-3,4-5, 6-7, 0-3, 4-7) = "Any & L|C},
DEI Drop Eligible Indicator (DEI): DEI 2| 3523t 2{2 0, 1 EE= 'Any' QLT
= R8-S LIEtRL CH 7hs% 22 oS at &Lt
Any: BE T3 S LKL,
Ethernet: EtherType Z2{ &at & X|gtL|C}.
Frame Type LLC: (LLC) Z23{| &t K| LT
SNAP: (SNAP) =8| 1 1F X[} L|Ct,
IPv4: IPv4 2| 2t QXL
IPv6: IPv6 Z 2| 21} L X|efL| T
] o7 =7 D o] h8ut LX|ste 22 212 A =2 doj tis] +=HE= &7 852
Action LHERALICE
e %o
[ L ]
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ey

(Class of Service)2 2 &¢tL|Ct,

%|(Drop Precedence Level)E 2 &
DSCP: DSCP Z}(DSCP value)2 £&%tL| L.

PCP: PCP Z}(PCP value)2 £F%tL|Ct.

DELI: DEI Z}(DEl value)2 &5 &L Ct.

Policy: ACL X 5 (Access Control List Policy number)
LS HES AFESH0] HIO|Z0|M 2 QCE (QoS M| Of &=
CHT ol ME2 QCEE MY
@: QCE £ HZASL|CE,

®. oce £ 212 o/s ALY,

@ QCE E oz 2
®. QCE £ ArH|gtLC.

®. X|BtErel 224 7|2 & QCE £52| 7HY ool Af &5& F7HefLILt.

fL|Ct.

HJ|I1J
A
AE"
ot
I
=l

ﬂllﬂl

@

OOF

LI Ct.

Ini

fLI

Modification Buttons
0| S AlZLILCt.

QCE Configuration

O T O] X0 M= ot B
T2 gL O] Dj7f 4= Mot T2 g

QCE Configuration

Port Members
1]2[3][4[5]6[7][8[9][10][11]12

Key Parameters Action Parameters

HOt 7|5 AQX| SFC6426 Al2|=

StLE2| Qos MO &=(QCE)s HASHALE (e = ASLICL QCEE of 2 D7

DMAC Any v| CoS 0 v
SMAC Any  w| DPL Default v
Tag Any | DSCP Default  v|
VID Any  v| PCP Default v
PCP Any v DEI Default +
DEI Any v Policy |
Frame Type | | Any V|
QCE Configuration
g0f My
ZES QCL TS0 BEAIZI2E XA g2 HES MeSHUAIR
Port Members _ o
JgXoz DE ZETL ZEEL|CE
Fo 4382 ttadh 20| 2FELTt
DMAC 7tsst 2 'QLIFHAE(Unicast), 'HE|FHAE(Multicasty, 'EREI|AE
(Broadcast)', 'S (Specific)' (xx-xx-xx-xx-xx-xx &) &= ' 2 & (Any) LI CL,
SMAC ELX| MAC T2 XX-XX-XX-XX-XX-XX E A O] 7Lt "2 = (Any) &I LI}
T Tag 2 E9| 7}2 'Untagged', 'Tagged', 'C-Tagged', 'S-Tagged' &=
ag
Key Parameters ‘B (Any)'Y = UELICE
VLAN IDQ| f=: 3t 242 101 M 40957HX| Q] H|o| U= ZE
VID WUO[AHL HF(Any) Y == USLICEH AH& A= £ % ¢L0|L
VID2| 9IS Y & gLt
bcp PCPO| Ra%t U2 588 24(0,1,2,3,4,5,6,7) £
#H2l(0-1, 2-3, 4-5, 6-7, 0-3, 4-7) EE= "2 5 (Any) Y = A& L|CH
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1. Any

2. EtherType

3. LLC

4. SNAP

5. IPv4

6. IPv6

Action Parameters

Hot 7|5 A%|X| SFCe426 Al2|=

DEI DEIC| &3t 4420, '1' EE= "2 5 (Any) & LIC}.
Frame Type =218 RE2 LS 22 U S otLt8 71 & ALk
1.Any, 2,EtherType, 3.LLC, 4.SNAP, 5.IPv4, 6.1Pv6

EE fYEo Y YS AL

o

Ether Type

2353t O|C{EFYS 0x600-0xFFFF Z0f| A 0x800(IPv4) 2t
0x86DD(IPv6)S M| 28t HLt 'Any & L|C},

DSAP 23t DSAP(Destination Service Access Point)2 0x000f| A
Address  oxpF7IHX| Of 20| 7Lt Any LT
SSAP T 2% SSAP(Source Service Access Point)2 0x000] A
Address  oypF7tX| Of 20| 7Lt Any LT
Control fa st X o ZE(Control field)= 0x000{| Al OxFF77HX| 9|
2O ALt 'Any 2 L|CE.
PID 253t PID(EE= O|HEFRD)2 0x00000( A OXFFFFZHX| 2] ZfO0| 7Lt
‘Any' 4 LI C},
Brotocol IPEZEES H = 00| 2557HX| Q| f EE= 'TCP', 'UDP', 'Any'Y
= A&
SH A2 P FAE ZHOAT HAO| 7L Any'Y 5= USLICH
IPRf OFAT = xyzw HAI0|H, 7|N x,y, z, we 00]A 255 AtO| Q)
Source IP 107 4=QIL|C},
OFASE 32H|E 0|7 EXE 2 BBts0] A Z0M LEZC R 92 Ij,
R Hm 0 CHE2| 2E H|E&= 00|0{0F gL C}.
DSCP(Diffserv Code Point) 2/2 S78 of, 242 89 == Any'd =
DSCP A& L|Ct DSCP 2 BE, CS1-CS7, EF £= AF11-AF43S Z31510]
0-632| 2|0l A& LIC.
Z4X| TCP/UDP ZE &= 0-65535 fE= 'Any'2 MAE 4= 9o,
IPZZEZ UDP/TCPY| M8kl= S ZE = ZE HRE
Sport X|&E 2 Q& L|C},
SZX| TCP/UDP ZE = 0-65535 L= 'Any'2 &g & lon,
Dport IPZ2EZ UDP/TCPY| M Eil= S ZE = ZE HS
g 5= AL
Brotocol IP E?E-— Mo = 00| M 2557HX[ 2| gt EE= 'TCP', 'UDP', 'Any'2
A = ASL o
IPv6 A FA0| 5H9| 32H| EE gh/OtA3 WAoo 2 X| ™St ALL
Source IP
‘Any' 2 AT 4 S o
Diffserv Code Point(DSCP) #t= £78 7k, 242 B¢ == Any'E
DSCP g 4= UL LICH DSCP 242 0-63 B 9| LHof| 2, BE, CS1-CS7,
EF = AF11-AF431} 22 gto| ZahE Lot
22 TCP/UDP ZE £ 05 655357HX|9| 2t £& 'Any'2 M-S 4=
Sport O, IPZEEE UDP/TCPO| HE8E = A= EH XZE E=
EE%* | |K‘|ol-/\Olﬁ|_||:|..
Z2XX| TCP/UDP ZE £ 05 E 655357HX|2| 7t E&= 'Any'2 AHT
Dport O, IPZEEE UDP/TCPO| HE8E = A= EH XZE E=
ZE HRIE X[FY = US LI
CoS Class of Service 02 H 77HX|Q| 2t EE £ 'Default 2 T &= JASLICH
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Hot 7|5 A%|X| SFCe426 Al2|=

OPL Drop Precedence Level2 05 E{ 17X| 2| ¢} &= Default 2 28 Y ==
UELILCH
bscP DSCP+= 0% F 637tX|9| gf EE= 'BE', 'CS1-CS7', 'EF' EE= 'AF11-AF43'
oz MHE £ QSL|Ct &= Default 2 B -E =2 Q&SL|CH
bcp PCPE 0FE 77X Q| gt EE& Default 2 8% 5= UELICH
&10: PCPRt DEI= 7HEEC 2 48e & Q&L
DEI DEIE 0 £& 19| 3} =& 'Default 2 H8E 5= JAELICL
Policy ACL HHM Ho = 02 H 2557HX| 2| gf K& 'Default' (B 2E)E
MY 2 ALt
‘Default= O] QCE off 2|l 7|2 27 20| =™ | X| %S o[o|gtL|Ct,
Buttons
[Apply . 22) A] HZANES X GFLICH
[Aeohasave ], 22) A #1ZAIES HE3tn AE B
[Reset]: 23] A WZAIY S #2310 0|H 2o 2 ElEFLCh
HEE A™ 2 MYSHA g1 o[ m|O|X|= Z0t7ta{H S 25N 2.

WEB &7 0| A]

|+ Configuration>QoS>QoS Control List

v

QCE
Port
DMAC
SMAC
Tag Type
VID

PCP

DEI

Frame Type

vV VvV ¥V ¥V V ¥V VY VY V VY

Action
CoS
DPL
DSCP
PCP
DEI

Policy

QoS Control List Configuration
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QoS Control List Configuration

Tag Frame Action
Type VID | PCP | DEI Type | CoS | DPL | DSCP | PCP | DEI | Policy

QCE | Port | DMAC | SMAC

Click ® Button

v" QCE Configuration

» Port Members

. Select Port

Port Members
1]2[3[4[5][6][7[a][9[10
vE-AnEul-N-EeEEl N

v" Key Parameters

>» DMAC
. Any | Unicast | Multicast | Broadcast
DMAC Any w
SMAC
Tag Unicast
VID Multicast
PCP Broadcast
DEI Any v |
Frame Type | | Any w |
» SMAC
¢ Any| Specific(0] S8 MENSHH F7t 74 FMO| M ELICL)
DMAC Any |
SMAC Specificw|  [00-00-00-00-00-00 |
Tag Any v
VID
PCP ANy w
DEI ANy w
Frame Type | | Any w |
» Tag
. Any | Untagged | Tagged | C-Tagged | S-Tagged
DMAC Any v |
SMAC ANy v ]
Tag Any e
ViD
PCP Untagged
DEI Tagged
Frame Type | | C-Tagged
5-Tagged
» VID
e Any| Specific(=7t 4 &4) | Range(F7t 8 S4)
DMAC Any w |
SMAC Any w|
Tag Any v
VID Range w| From] | T
PCP Any
DEI Specific
Frame Type

> PCP
« Any|0|1]|2|3]|4]|5|6]|7]|0-1|2-3|4-5|6-7]|0-3]|4-7
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DMAC Any v |
SMAC Any  w|
Tag Any |
VID Any W |
PCP Any w
Fr F’il
Frame Type | |0 w

1

2

3

14

5

i}

T

0-1

2-3

4-5

6-7

0-3

47

> DEI
. Any|0]1

DMAC Any v |
SMAC ANy v ]
Tag Any v |
VID ANy~ ]
PCP Any w
DEI Any w
Frame Type L

0
1
> Frame Type(F7t 74 M)

¢ Any|EtherType | LLC | SNAP | IPv4 | IPv6

DMAC Any v |
SMAC Any w |
Tag Any |
VID Any v |
PCP Any w
DEI Any w
Frame Type | | Any e
EtherType
LLC
| SNAP
1 IPvd
IPvG

v' EtherType Parameters

»  Ether Type

. Any | Specific(0x600-0x7ff,0x801-0x86dc,0x86de-0xffff)

| Ether Type  [Specific v| Value: 0:JFFFF ]
Any

v" LLC Parameters

» DSAP Address

e Any | Specific(F7t 718 M)
» SSAP Address

e Any | Specific(F7t 718 M)
» Control

*  Any | Specific(F7t 718 M)

®
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v

v

v

DSAP Address

SS5AP Address

TANY

Specificw | Value: 0x]FF

Value: 0x|FF

Control

|Speciic | value: 0xFF

SNAP Parameters

»

PID

Any | Specific(F7t T8 S4)

PID | [Specificw] Value: 0{FFFF ]

Specific

IPv4 Parameters

Hot 7|5 A%|X| SFCe426 Al2|=

» Protocol(F7t 4 M)
. Any | UDP | TCP | Other
Protocol Other » Value: [0
BIp [Any v
IP Fragment | | UDF
DECP TCP W
‘ 0
> SIP
*  Any| Specific(F7t 14 M)
Protocol Any |
SIP Specific w | Value:[0.0.0.0 | Mask [0.0.0.0
IP Fragment | [Any
Dscp
» IP Fragment
. Any | Yes | No
Protocol Any v |
sIP Any v
IP Fragment | | Any v
DSCP
.Yes
Mo
> DSCP
e Any | Specific(F7t 74 &) | Range(F7F 74 )
Protocol Any v |
SIP Any v
IP Fragment | | Any w |
DSCP Range | [0(BE} ~H63 -
| Any
Specific |
IPv6 Parameters
» Protocol(F7t 4 M)
. Any | UDP | TCP | Other
Protocol Other w Value: |0
SIP (32 LSB)
D&CP UDP W
TCP
Other
» SIP(32LSB)
*  Any | Specific(F7t 7148 )
Protocol Any  w |
SIP (32 LSB) | | Specific v Ualue:|t}.0.0.0 Maslc |0.0.0.0
DSCP
Specific
e %o
@
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» DSCP

«  Any| Specific(=7t 4 &4) | Range(F7t 8 S4)
Protocol Any v|
SIP(32LSB) | [Any  v|
DSCP Range v| [0(BE) ~ |83 v |

Specific
|Range

v" UDP Parameters

» Sport
¢ Any| Specific(F7t 74 &4) | Range(F7+ 74

Sport | |Range + From:| |T{:| |
Dport | G0 )
Specific
Range

Ijo
rx

> Dport

s Any| Specific(F7t 74 &4) | Range(F7t 74

Sport | [Any  v|

Dport | | Specific v ‘u’alue:| |
Specific
Range

Ijo
e

v" TCP Parameters

» Sport
s Any | Specific(F7} 744 &) | Range(F7F 74 )
Sport | |Range + From:| |T{J| |
Dport
Specific
Range
> Dport

s Any| Specific(F7t 74 &4) | Range(F7t 74

Sport | [Any  v|

Dport | | Specific v ‘u’alue:| |
Specific
Range

Ijo
e

v Action Parameters

> CoS
. Default | 0~7
CoS [0 v |
DPL Default
DSCP Hﬂ
PCP | |
DEI 3 |
Policy ||
5
6
7
» DPL

. Default | 0~1
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CoS Default v
DPL Default +
DscP | YR |
PCP |0 |
DEI A
Policy || |
» DSCP
. Default | 0~63
CoS [ Default v |
DPL | Default v |
DSCP Default +
PCP EEMIJ
DEI |£11(BEJ
Policy |2
3
4
5
6
7
» PCP
. Default | 0~7
CoS | Default v |
DPL | Default v |
DSCP |Default |
PCP Default v
Policy |f1]
2
3
4
5
6
7
» DEI
. Default | 0~1
CoS | Default v |
DPL | Default v |
DSCP |Default |
PCP Default »
DEI Default «
Policy

0
1

» Policy

+  Default(¥l 2£)|0~255
CoS [0 v |
DPL | Default v |
DSCP |Default |
PCP Default »
DEI Default v
Policy 255 |

CLI 27 ofA|

v" QCE Configuration
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(config)# qos qce { [ update ] } <qce_id> [ { next <qce_id_next> } | last ] [ interface (<port_type>

[ <port_list> 1)1 [ smac { <smac> | <smac_24> | any } ] [ dmac { <dmac> | unicast | multicast | broadcast |
any } 1 [ tag { [ type { untagged | tagged | c-tagged | s-tagged | any } ] [ vid { <ot_vid> | any } ] [ pcp

{ <ot_pcp> | any } ] [ dei { <ot_dei> | any } 1 }*11 [ inner-tag { [ type { untagged | tagged | c-tagged | s-
tagged | any } ] [ vid { <it_vid> | any } ] [ pcp { <it_pcp> | any } ] [ dei { <it_dei> | any } ] }*1 ] [ frame-type
{ any | { etype [ { <etype_type> | any } ]} | { llc [ dsap { <llc_dsap> | any } ] [ ssap { <llc_ssap> | any } ]

[ control { <llc_control> | any } ]} | { snap [ { <snap_data> | any } 1} | { ipv4 [ proto { <pr4> | tcp | udp |
any } 1 [ sip { <sip4> | any } ] [ dip { <dip4> | any } ] [ dscp { <dscp4> | { be | af11 | af12 | af13 | af21 | af22
| af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5| cs6 | cs7 | ef [va}|any }]

fragment { yes | no | any } ] [ sport { <sp4> | any } ] [ dport { <dp4> | any } 1} | { ipv6 [ proto { <pr6> | tcp
| udp | any } ] [ sip { <sip6> | any } ] [ dip { <dip6> | any } ] [ dscp { <dscp6> | { be| af11 | af12 | af13 | af21
| af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 | csb | cs7 | ef | va } | any } ]

[ sport { <sp6> | any } ] [ dport { <dp6> | any }]}}] [ action { [ cos { <action_cos> | default } ] [ dpl

{ <action_dpl> | default } ] [ pcp-dei { <action_pcp> <action_dei> | default } ] [ dscp { <action_dscp_dscp> |
{ be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5 |
cs6 | cs7 | ef | va } | default } ] [ policy { <action_policy> | default } ] }*1 ]

» Port Members

. Select Port

(config)# qos qce 1 interface *
(config)# gos qce 1 GigabitEthernet 1/7
(config)# qos qce 1 interface 2.5GigabitEthernet 1/1

v Key Parameters

» DMAC

. Any | Unicast | Multicast | Broadcast

(config)# qgos qce 1 dmac any
(config)# qgos gce 1 dmac unicast
(config)# qgos qce 1 dmac multicast
(config)# qgos qgce 1 dmac broadcast

> SMAC
. Any | Specific

(config)# gos qce 1 smac any
(config)# qos gce 1 smac 00-27-6d-00-00-00

» Tag
. Any | Untagged | Tagged | C-Tagged | S-Tagged

(config)# gos qgce 1 tag type any
(config)# qos qce 1 tag type untagged
(config)# gos qgce 1 tag type tagged
(config)# qos qce 1 tag type c-tagged
(config)# qos qce 1 tag type s-tagged

> VID
. Any | Specific | Range

(config)# gos qgce 1 tag vid any
(config)# qos qce 1 tag vid 7
(config)# qos qce 1 tag vid 71-2

> PCP
e Any|0|1]2]3]4|5|6]|7]0-1]2-3|4-5|6-7]0-3]4-7
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(config)# qos gce 1 tag pcp any
(config)# qos qgce 1 tag pcp O

(config)# qos qce 1 tag pcp O-1
(config)# gos qce 1 tag pcp 0-3

» DEI
. Any|0]|1

(config)# qos qce 1 tag dei any
(config)# qos qce 1 tag dei O
(config)# qos gce 1 tag dei 1

» Frame Type
. Any | EtherType | LLC | SNAP | IPv4 | IPv6

(config)# qgos qce 1 frame-type any
(config)# qos qce 1 frame-type etype
(config)# gos qgce 1 frame-type ipv4
(config)# qgos qce 1 frame-type [pv6
(config)# qgos qce 1 frame-type llc
(config)# qos qce 1 frame-type snap

v' EtherType Parameters

» Ether Type
. Any | Specific(<0x600-0x71f,0x801-0x86dc,0x86de-0xffff>)

(config)# qos qce 1 frame-type etype any
(config)# gos qce 1 frame-type etype Ox600

v" LLC Parameters

> DSAP Address
. Any | Specific(<0-0xff>)

(config)# qos qce 1 frame-type llc dsap any
(config)# qgos qce 1 frame-type llc dsap Oxff

» SSAP Address
. Any | Specific(<0-0xff>)

(config)# gos qgce 1 frame-type llc ssap any
(config)# qgos qce 1 frame-type llc ssap Oxff

»  Control
. Any | Specific(<0-0xff>)

(config)# qgos qce 1 frame-type llc control any
(config)# gos qce 1 frame-type llc control Oxff

v" SNAP Parameters

> PID
. Any | Specific(<0-0xffff>)

(config)# gos qce 1 frame-type snap any
(config)# qos qce 1 frame-type snap Oxffff

v IPv4 Parameters

> Protocol
. Any | UDP | TCP | Other(<0-255>)

(config)# qos qce 1 frame-type [pv4 proto any
(config)# gos qgce 1 frame-type ipv4 proto udp

e %o
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(config)# qos qce 1 frame-type [pv4 proto tcp
(config)# gos qgce 1 frame-type ipv4 proto 255

» SIP
. Any | Specific(<ipv4_subnet>)

(config)# qgos qce 1 frame-type jpv4 sip any
(config)# qos qce 1 frame-type jpv4 sip 192.168.10.100/255.255.255.0

» IP Fragment
. Any | Yes | No

(config)# gos qgce 1 frame-type ipv4 fragment any
(config)# qos qce 1 frame-type [pv4 fragment yes
(config)# qos qce 1 frame-type jpv4 fragment no

> DSCP
. Any | Specific(0-63, BE, CS1-CS7, EF or AF11-AF43) | Range(0-63)

(config)# qgos qce 1 frame-type jpv4 dscp any
(config)# qgos qce 1 frame-type jpv4 dscp O
(config)# gos qgce 1 frame-type ipv4 dscp be
(config)# qgos qce 1 frame-type jpv4 dscp 62-63

v" IPv6 Parameters

»  Protocol(additional configuration options.)
. Any | UDP | TCP | Other(<0-255>)

(config)# gos qgce 1 frame-type ipv6 proto any
(config)# qos qce 1 frame-type [pv6 proto udp
(config)# qos qce 1 frame-type [pv6 proto tcp
(config)# gos qgce 1 frame-type ipv6 proto 255

» SIP(32LSB)
. Any | Specific(<ipv4_subnet>)

(config)# qgos qce 1 frame-type [pv6 sip any
(config)# gos qgce 1 frame-type ipv6 sjp 192.168.10.100/255.255.255.0

> DSCP
. Any | Specific(0-63, BE, CS1-CS7, EF or AF11-AF43) | Range(0-63)

(config)# qos qce 1 frame-type [pv6 dscp any
(config)# qgos qce 1 frame-type jpv6 dscp O
(config)# gos qgce 1 frame-type ipv6 dscp be
(config)# qgos qce 1 frame-type [pv6 dscp 62-63

v" UDP Parameters

» Sport
. Any | Specific(0~65535) | Range(0-65535)

(config)# gos qgce 1 frame-type ipv4 proto udp sport any
(config)# gos qgce 1 frame-type ipv4 proto udp sport 100
(config)# qos qce 1 frame-type [pv4 proto udp sport 0-65535
(config)# gos qgce 1 frame-type ipv6 proto udp sport any
(config)# qos qce 1 frame-type [pv6 proto udp sport 100
(config)# qos qce 1 frame-type [pv6 proto udp sport 0-65535

> Dport
. Any | Specific(0~65535) | Range(0-65535)

(config)# qos qce 1 frame-type [pv4 proto udp dport any
(config)# qos qce 1 frame-type jpv4 proto udp dport 100
(config)# gos qce 1 frame-type ipv4 proto udp dport 0-65535
(config)# qos qce 1 frame-type [pv6 proto udp dport any
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(config)# qos qce 1 frame-type [pv6 proto udp dport 100
(config)# gos qce 1 frame-type ipv6 proto udp dport 0-65535

v" TCP Parameters

»

Sport
. Any | Specific | Range

(config)# gos qgce 1 frame-type ipv4 proto tcp sport any
(config)# qos qce 1 frame-type [pv4 proto tcp sport 100
(config)# gos qgce 1 frame-type ipv4 proto tcp sport 0-65535
(config)# qgos qce 1 frame-type [pv6 proto tcp sport any
(config)# qos qce 1 frame-type [pv6 proto tcp sport 100
(config)# gos qgce 1 frame-type ipv6 proto tcp sport 0-65535

Dport
. Any | Specific | Range

(config)# qos qce 1 frame-type [pv4 proto tcp dport any
(config)# qgos qce 1 frame-type ipv4 proto tcp aport 100
(config)# qos qce 1 frame-type [pv4 proto tcp dport 0-65535
(config)# qos qce 1 frame-type [pv6 proto tcp dport any
(config)# gos qce 1 frame-type ipv6 proto tcp dport 100
(config)# qos qce 1 frame-type [pv6 proto tcp dport 0-65535

v Action Parameters

»

>

CoS
. Default | 0~7

(config)# qgos qce 1 action cos default
(config)# qos qce 1 action cos 7

DPL
. Default | 0~1

(config)# qos gce 1 action dpl default
(config)# qos qgce 1 action dp/ 0

DSCP
. Default | 0~63

(config)# qgos qce 1 action dscp default
(config)# qos gce 1 action dscp O
(config)# qos qce 1 action dscp be
(config)# qgos qce 1 action dscp 63

PCP

. Default | 0~7
DElI

. Default | 0~1

(config)# gos qgce 1 action pcp-dei default
(config)# qos qce 1 action pcp-dei 7 1
(config)# qos qce 1 action pcp-dei 0 O

Policy
. Default | 0~255

(config)# qos qce 1 action policy default
(config)# gos qgce 1 action policy 255
(config)# qos qce 1 action policy O

° @
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6.20.1.12. Storm Policing

0% Configuration>QoS>Storm Policing

O HIO[X[OM & £2AKIQ T AF ECIME #E = UASHIEL

Global Storm Policer Configuration

Frame Type | Enable | Rate Unit

Unicast O 10| |fps
Multicast O 10| |fps W
Broadcast O 10 ’F‘

Global Storm Policer Configuration
SLIF|AE AE EE|N, HE|ZHAE A

Mk
u
>
2

= HREIjAE AE Z3|N7 ASLICE

olai3t Ea|Me Zaid = mao)o A2 0F LI 5, MAC T4 B[0]20] gl (VLAN ID, DMAC) 42
A A
H

o
b =R o SEs O

gof Ay
Frame Type Otgf= 278 X 2lkle =2 e R YL
Enable Y R0 it 2 2Y A5 ZE2(ME ot e Hlg gkt o
=2 AE E2|M 9 £ E MOBLICt "Unit"O| fps EE-= kbps 91 42 O] 242 10-
Rate 13128147 2 H| 3|, kfps EE& Mbps ! 42 1-13128 2 X|$HE! LI C}.
e WRHez 229 AF E2|M7 XSt 7t 7MHR ¢ 2 vt E LTt
Unit ZEY AFE 2N S E FYSs THRIE MEBL|CE O] Thl= fps(Z 2| 2/X),
kfps(A Z2f| /=), kbps(Z 28| E/X), Mbps(H 7HH| E/Z&) 0| A ME#EE 4= Q&L |C}
Buttons

Aoy . 22| A| HZAIES MBELICH
(oEsae. 32| Al BEAEE S88hD HEBL
[Reset). 22) A| WZARSS #2517 O|H Z22 ESEUCH

WEB &7 0| Al

0% Configuration>QoS>Storm Policing

v' Global Storm Policer Configuration
» Frame Type

. Unicast | Multicast | Broadcast

> Enable

. Enable | Disable

» Rate
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+  1-1024000(fps)

. 1-1024(kfps)

>  Unit
+ fps| kfps
Frame Type [ Enable | Rate | Unit
Unknown Unicast 1024| [kips v |
Multicast 1| [fps
Broadcast 1 —

CLI 27 of|A|

v" Global Storm Policer Configuration
» Frame Type

. Unicast | Multicast | Broadcast

> Enable

. Enable | Disable

> Rate
+  1-1024000(fps)

. 1-1024(kfps)
»  Unit

+ fps| kfps

(config)# qos storm { unicast | multicast | broadcast } <rate> [ fps | kfps | kbps | mbps ]
(config)# gos storm unicast 1024 kfps

(config)# qos storm multicast 1024000 fps

(config)# qos storm broadcast 1 kfps
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6.21. Mirroring

6.21.1. Mirroring Configuration

A0 Configuration>Mirroring

Mirroring 2 £9IX| ZE 47|29 7|5 YLICL E2|At= Mirroring & AFE%H0] HIEQA 22X E ClH g =+
UG LICH MEioh EgfO2 D[ YL AL AL HESR EfHE E4Y = A= UERYHI 47|17t

217 0|32 2 Mirroring 2| 2% 7|5 L C,

CHE AQX[OIM T ZEE &g = ASLICH MELA
=

BE|RHE CHE A9X|0M HIEHYS EcfEE 24T = AS UL

EO0|M VLAN Z2X| EjZ S "Tag All"Z 273HOF S LICH BT,

Ef &l 023 Edjgs 2oad it =
EojE S Zoa{H gA ZEO|A VLAN S2X| EfZ S "Untag All'= 273} OF gFLILCH.

Ef =X B2 0/

Mirroring & Remote Mirroring Configuration

Mode | Disabled v
Type Mirror v
VLAN ID 200

Reflector Port

Source VLAN(s) Configuration

| Source VLANSs || i
Port Configuration
Port | Source | Intermediate | Destination

1 | Disabledw O O

2 0 0

8 0 O

s 0 0

5 0 0

6 0 0

7 o 0

2 0 0
CPU | Disabledv

Mirroring & Remote Mirroring Configuration

&9 =k

Mode Ol HO|X|oM= O|2E 7|55 g gt = ASLIT.

29K RS HEYSHA 1.

_ AQIX| 0l BE2 A FULITH
Mirror AN EE(S)9 A ZEL o] A9(K|0f YIXFLICH
Type 29lX = SLEY B220 theh 22 et
Source ax RE(E), 2 ZUH BE U B BE(S)E 0| 22/X(0

ARG
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Port Configuration
ChS HIO|I 22 ZE g ME0| AFEE LI
0] A%
Port Z2 o e - oist =2 ZEQL|CE
03 =8 MEfStL|C}
Disabled =g ME U N 2 0| EX] &L
Both FHSHX| ZEOA £ME = dat MEE T2 o]
o2 Euct,
Source — — —
Ol ZEO|M A E Il SZHEMX| ZE A O] 2E L|Ct,
Rx onl
Y HMeE my e oY Ex LEL
Ol ZEO|A MEE 2 FZHEXNX| ZEO|N O3 E LIt
Tx onl
Y SalE my e oY s R YsL
Tt ZEE MEiGIA 2.
| d Ol HautAE= |7 0|23 S o EA=ASLIC
ntermediate
FUZEECHE AX|of HASL7| et AK| ZEQLICE
3. 57t ZEE MAC HIO| & gt&E H|gd3lslof BtLCt.
SN ZEE MESINR
Ol HaHtAE O & &4 0|& 2 sl BAIASLICH
Destination SHX| ZEE= AN ZEOAMO ESiLE SEALRE 45t 29K ZEYL|CE
LE 1: 08 RENAME ST TX|£ SiLto| SHX| ZED X| T Ct,
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Configuration Guideline for All Features
ﬁ%l*lﬂ 24 028 RE0M dAEl= B2, HE|XtE CHE 7[50| EdstE AL HlZ2g3te 0 JAE=X]
oI5 of gLt

JiOI-

£ =0, 2|Xt= 2t ZEO| MSTPE H|ZdototX| @ LIC.
= ZLH Ecfjy2 HAt ZEO|M KEHELICH

HY 4780 M= =2 0| X| & XSl FAM L.
Buttons

Apply . 221 A| HZAASHS M35t C}

58 X gotn XNFELICE
[Resel), 22/ A MZAIES F124010 O[H 02 SIS YLICE

WEB &7 0| Al

A4+ Configuration>Mirroring
v" Mirroring & Remote Mirroring Configuration
» Mode

. Disabled | Enabled

Mirroring & Remote Mirroring Configuration

Mode | Enabled v
Type Disabled

VLAN ID b""d :
Reflector Port | Fort 1 v

> Type

. Mirror | Source | Intermediate | Destination

Mirroring & Remote Mirroring Configuration

Mode [ Enabled v
Type Mirror v
VLAN ID Mirror

Source{RMirror}
ELEHTT Intermediate(RMirror)

Source VLANI s.Df?}.i?.a.Ei.?.rI@..p‘E[r.m}

> VLANID

. 1~4095

®
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Reflector Port

Mirroring & Remote Mirroring Configuration

Mode | Enabled v
Type | Source(RMirror) V|
VLAN ID 4095

Reflector Port | Port 1 v

Source(RMirror) EFTH A7H0| 7tsgtL Ct.

Mirroring & Remote Mirroring Configuration

Mode | Enabled v |

Type | Source{RMirror) V|

VLAN ID 4095

Reflector Port | Port 1 hd
Source VLAN(s port 2

urce VLANs . 4

Port 3 L

Port
Port Configurat Port 7

Port 5
G

Port | Soure. o8

v" Source VLAN(s) Configuration

» Source VLANs

v" Port Configuration

»

»

Mirror, Source(RMirror) E}

Qlot 40| ZHs 3Lt

H =

= O

Hot 7|5 A%|X| SFCe426 Al2|=

1~4095(2 H 3} H Port Configuration®| A0 Fekg FL|CH)

Source

Source VLAN(s) Configuration

| Source VLANs | [1-10,100 i

Disabled | Both | Rx Only | Tx Only

Intermediate

Port Configuration

Port |

Source

| Intermediate | Destination

Both

| Tx onl

-
=R = T == I = S L

[ —y
[ ey

CPU

1 | Both A
2 [Disabled

i

Rx only

=

Oizabled v
Dizsabled v
Dizabled v
Disabled »
Disabled v
Disabled +
Disabled +
Disabled »
Dizsabled »

N o A R

®
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HT

Ot 715 A QK| SFC6426 Al2|=

g0l 7t gL Ch.

Source | Intermediate | Destination(RMirror) Et & 2+ A
Port Configuration
Port | Source [Intermediate | Destination
1 |Dizabled v
> 0
3
:
: 0
. 0
: 0
: 0
: 0
w 0
1 0
2 0
CPU |Disabled v
> Destination
Mirror, Destination(RMirror) Et 2 A 0| 7ts gL Ct.

Port Configuration

| Intermediate | Destination

Port [ Source
1 |Dizabled v
2
3
!
5
6
:
:
.
10
1
2
CPU |Disabled v |

CLI 27 ofA|

v

Mirroring & Remote Mirroring Configuration

> Mode

Disabled | Enabled

(config)# no monitor session 1

(config)# monitor session 1

» Type

Mirror(Default) | Source | Intermediate | Destination

®
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» VLANID
Source | Intermediate | Destination(RMirror) EF/ 2t A 40| 7ts 8L C}.
. 1~4095
» Reflector Port

Source(RMirror) EFIBF A7H0| 7ts 8L Ct,

(config)# monitor session <session_number> [ destination { interface ( <port_type>
[ <di_list> ]) | remote vlan <drvid> reflector-port <port_type> <rportid> } | source
{ interface ( <port_type> [ <si_list>]) [ both | rx | tx ] | remote vlan <srvid> | vlan
<source_vlan_list> | cpu [ both | rx | tx ] } | intermediate { interface ( <port_type>

[ <ii_list> 1) | remote vlan <irvid> } ]

(config)# monitor session 1 destination remote vian 4095 reflector-port
GigabitEthernet 1/1

(config)# monitor session 1 intermediate remote vian 4095

(config)# monitor session 1 source remote vian 4095

v" Source VLAN(s) Configuration
» Source VLANs
Mirror, Source(RMirror) Et &2t M4 0| 7t LT,

«  1~4095(& 3} H Port Configuration®| 220 FzF2 FLICH)

(config)# monitor session <session_number> [ destination { interface ( <port_type>
[ <di_list> ]) | remote vlan <drvid> reflector-port <port_type> <rportid> } | source
{ interface ( <port_type> [ <si_list>]) [ both | rx | tx ] | remote vlan <srvid> | vlan
<source_vlan_list> | cpu [ both | rx | tx ] } | intermediate { interface ( <port_type>

[ <ii_list> 1) | remote vlan <irvid> } ]

(config)# monitor session 1 source vian 1-10
(config)# monitor session 1 source vian 100

v" Port Configuration
» Source

. Disabled | Both | Rx Only | Tx Only

(config)# monitor session <session_number> [ destination { interface ( <port_type>
[ <di_list> ]) | remote vlan <drvid> reflector-port <port_type> <rportid> } | source
{ interface ( <port_type> [ <si_list> ]) [ both | rx | tx ] | remote vlan <srvid> | vlan
<source_vlan_list> | cpu [ both | rx | tx ] } | intermediate { interface ( <port_type>

[ <ii_list> 1) | remote vlan <irvid> } ]

(config)# monitor session 1 source interface GigabitEthernet 1/1 both
(config)# monitor session 1 source interface GigabitEthernet 1/7 rx
(config)# monitor session 1 source interface GigabitEthernet 1/7 tx
(config)# monitor session 1 source cpu both

> Intermediate

Source | Intermediate | Destination(RMirror) Ef {2t A4 0| 7t58tL Ct,

®
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(config)# monitor session <session_number> [ destination { interface ( <port_type>
[ <di_list> ]) | remote vlan <drvid> reflector-port <port_type> <rportid> } | source
{ interface ( <port_type> [ <si_list>]) [ both | rx | tx ] | remote vlan <srvid> | vlan
<source_vlan_list> | cpu [ both | rx | tx ] } | intermediate { interface ( <port_type>

[ <ii_list> 1) | remote vlan <irvid> } ]

(config)# monitor session 1 intermediate interface GigabitEthernet 1/3-4

> Destination

Mirror, Destination(RMirror) E} 2|2+ A8 0| 7hs8tL|Ct,

(config)# monitor session <session_number> [ destination { interface ( <port_type>
[ <di_list> ]) | remote vlan <drvid> reflector-port <port_type> <rportid> } | source
{ interface ( <port_type> [ <si_list>]) [ both | rx | tx ] | remote vlan <srvid> | vlan
<source_vlan_list> | cpu [ both | rx | tx ] } | intermediate { interface ( <port_type>

[ <ii_list> 1) | remote vlan <irvid> } ]

(config)# monitor session 1 destination interface GigabitEthernet 1/2

Off Al

v Example

»  Mirror
Source - CPU, Mirror Port - Gigabit Ethernet 1/1

Mirroring & Remote Mirroring Configuration

Mode Enabled hd
Type Mirror v
VLAN ID 200

Reflector Port | Port 1 v

Source VLAN(s) Configuration

| Source VLANs | | | |

Port Configuration

Port [ Source [ Intermediate [ Destination
1 |Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Disabled v
Dizabled +
Dizabled +
Disabled v
Disabled v
Disabled v
Disabled v
CPU |Both v

-
[=RNT- -SRI RS R ST X

-
[

(config)# monitor session 1
(config)# monitor session 1 source cpu both
(config)# monitor session 1 destination interface GigabitEthernet 1/1
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6.22. GVRP

HOt 7|5 AQX| SFC6426 Al2|=

6.22.1. Global config

% Configuration>GVRP>Global config

k=13

O] HO|X[0 M= 2= GVRP

2tdol LEO YUMo 2 N EE|= Global GVRP 78 #82 & &= /&L CH
GVRP Configuration
[_] Enable GVRP
Parameter Value
Join-time: 20
Leave-time: B0
LeaveAll-time: | | 1000
Max VLANs: 20
GVRP Configuration
20f ek
HAgtAao fqe GVRP EEBE HIAStD ME HEES £2 GVRP 7|52 TYNo=R
Enable GVRP globally s MsistL|C
Join-time 1-20cs H2[o| 7t & lcs= 1/100XYL|C 7| 27H2 20cs YL Ct.
Leave-time 60-300cs H 2l Zt, & 1cs= 1/100= LT} 7| 272 60cs R LI Ct.

GVRP protocol timers

LeaveAll-time
J|2ge

T HATT

1000cs

GVRP 7t 243}5|H, GVRP 7+ X| &8}
Max number of VLANs S Xb= GVRP 7 A 912 Tt Bz s

Buttons

(Aol 22| A| HHAIS S B BELIC

[Aeovasave ], 22y A| ZAISE HE3tn XA B O

[Resel]: 22 A| HIZAFES 34510 0N Zto2 ESYLICL

Refresh

1000-5000cs Q|2

[

=
A
e

(2 A HOIXE MZF eLith 2ZEM HBE AL

7 =
HA, 4

lcse= 1/100X L L},

2L|Ct.

| VLAN 27} X|=EL|C} 7|27H2 20

= YLILf. of
U LILf.

SO %
g2 Fa

ELSS

WEB &7 0| Al

M+ Configuration>GVRP>Global config

v" GVRP Configuration

» Enable GVRP globally
. Enabled | Disable
» GVRP protocol timers

«  Join-time(1~20csec)

®
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. Leave-time(60~300csec)

. Leave All-time(1000~5000csec)

» Max number of VLANs

«  1~4095(%A35t2{™ GVRPE DisableStA|2.)

Enable GVRP

Parameter Value
Join-time: 20
Leave-time: 60
LeaveAll-time: | | 1000
Max VLANSs: 20

Hot 7|5 A%|X| SFCe426 Al2|=

CLI 27 of|A|

v" GVRP Configuration

» Enable GVRP globally

. Enabled | Disable

(config)# gvrp

(config)# no gvrp

» GVRP protocol timers

e Join-time(1~20csec)

. Leave-time(60~300csec)

. Leave All-time(1000~5000csec)

(config)# gvrp time { [ join-time <jointime> | [ leave-time <leavetime> ] [ leave-all-time
<leavealltime> ] }
(config)# gvrp time join-time 20 leave-time 60 leave-all-time 7000

» Max number of VLANs

«  1~4095(%Z35t2{™ GVRPE DisableSt Al 2.)

(config)# gvrp max-vlans <maxvlans>
(config)# gvrp max-vians 20
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HOt 7|5 AQ|X| SFC6426 Al2|=

6.22.2. Port config

0% Configuration>GVRP>Port config

O] I|O|X|0| M= GVRP &t52 RIS ZEE 225t Lt Hlg2Hdete 4= AS LTt
O 82 GVRP7} X oz Fd&[7| FO|Lt 20 =AY = Aol ZEEE a2 sLLIC
GVRP Port Configuration
Port | Mode
= | ~
1 | Disabled A
2 |Disabled A
3 | Disabled A
4 | Disabled A
5 | Disabled A
6 | Disabled A
7 | Disabled A
& | Disabled A
9 | Disabled A
10 | Disabled A
11 | Disabled A
12 | Disabled A
GVRP Port Configuration
gof My
DDMI 2E S5 LIEFHLCH 7tsot R E &= CHZat Z& LT
Mode Enabled DDMI 2E S22 g-dsteL ot
Disabled DDMI 2E SZ& H|gdatetLct.
Buttons
[ApPly . 23] A| HAANSS MEBHLIC}
Aphasave ], 22| A| BZANSS Hgotn XABILICH
[Resel], 22y A MZFAES F25tD O/ o2 EISEUCL

WEB &7 0| Al

i+ Configuration>DDMI
v" GVRP Port Configuration

> Mode

+ Disabled | GVRP Enabled

Port| Mode

| -
1 | Disabled

¥ Disabled '
3 | GVRP enabled
4 | Disabled b
5
6

®
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CLI 27 oA

v" GVRP Port Configuration
» Mode

+ Disabled | GVRP Enabled

(config)# interface ( <port_type> [ <plist> ])
(config)# interface GigabitEthernet 1/1

(config-if)# gvrp
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6.23. DDMI

Hot 7|5 A%|X| SFCe426 Al2|=

6.23.1. DDMI Configuration

0% Configuration>DDMI

DDMIE Of T O X[Of A g 2fL|Lt.

DDMI Configuration

Mode Enabled +
Update Interval Time(s) | | 1 v
Check Polling Count OFF v
DDMI Configuration
g0f eE:

Mode Enabled

L=ty N X=X
o 1=
Disabled DDMI 2E ZZHE H|

. DDMI 2| & H|O|E A2t ZhA L|Ct,
Update Interval Time(s)

THelE 200, |2 1 20| M Z|T 12 271K 28 4= ASLIL.

Check Polling Count

Buttons

WEB &7 0| Al

M+ Configuration>DDMI

v" DDMI Configuration

» Mode
. Enabled | Disabled
Mode | Enabled |
Update Interval Time(s) | | Disabled |
Check Polling Count Enabled |

» Update Interval Time(s)
e 112

®
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Mode | Enabled |
Update Interval Time(s) | | 1 v|
Check Polling Count
|2
|3
4
5
6
7
8
9
10
1
12
» Check Polling Count
« OFF|1~10
Mode | Enabled |
Update Interval Time(s) | | 1 v|
Check Polling Count | |[OFF v
CHER
"
2
3
4
5
6
7
8
9
10

CLI 27 of|A|

v' DDMI Configuration

> Mode

. Enabled | Disabled

(config)# ddmi
(config)# no ddmi

» Update Interval Time(s)

. 1~12

(config)# ddmi update-interval <interval_time>
(config)# ddmi update-interval 1

» Check Polling Count
« 0~10 (0:OFF)

(config)# ddmi check-polling-count <polling_cnt>
(config)# ddmi check-polling-count O
(config)# ddmi check-polling-count 10
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Hot 7|5 A%|X| SFCe426 Al2|=

6.23.2. DDMI Monitor

6.23.2.1. Overview

o4 Configuration>DDMI>Overview

O| I O|X|0j A DDMI(Digital Diagnostic Monitoring Interface) 7H2 ©EE HA|EL|C}

DDMI Overview

Port | Vendor | Part Number | Serial Number | Revision | Data Code | Transceiver
- . . . . .
7 - . . , .
3 - _ _ _ _ §
DDMI Overview
Y| ok
Port DDMI ZEQIL|C} (ZE HSE S 2 Detail 0| X| 2 ZFL|C})
Vendor SFP 3& 2H|2| 0| & LIEHLICE
Part Number SFP & M7t M 5 Ho E LIEt LTt
Serial Number S5 g7t S 3 Ho E LIEE L Tt
Revision 3o N7t HSet 8 H2 o /i =& LtERR L T
Data Code S5 gMel M= g HZ & LIt L Y
Transeiver EMAIHO Zohd S LIEFY LT

WEB =HQI 0| A]

Y+ Configuration>DDMI>Overview

v" DDMI Overview

DDMI Overview

Port | Vendor | Part Number | Serial Number | Revision [ Data Code [ Transceiver
5 Soltech  GP-3148-L2CD 52005136619 1.0 |k 2020-05-19 2G5
6 OEM SFP-LX 51231240320176 AD |4 2014-03-09 1000BASE_LX
1 soltech SFP-10G-LR 51804239531 Ald 2018-05-07 106G
8 OEM SFP-SM S0131241120202 AD |4 2014-11-12  100BASE_LX

CLI =2l 0f| A|

v" DDMI Overview

# show interface 10GigabitEtherne

10GigabitEthernet 1/1

# show interface ( <port_type> [ <plist> ]) transceiver

t 1/1-4 transceiver

®
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Vendor : Soltech

Part Number : GP-3148-L2CD
Serial Number : S2005136619
Revision :1.0

Data Code : 2020-05-19
Transceiver : 2G5

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

current High Alarm High Warn  Low Warn Low Alarm
Threshold  Threshold  Threshold Threshold

Temperature(C)
Voltage(V)

Tx Bias(mA)

Tx Power(mW)
Rx Power(mW)

10GigabitEthernet 1/2

Vendor : OEM

Part Number : SFP-LX

Serial Number : $1231240320176
Revision 1 A0

Data Code : 2014-03-09
Transceiver : T000BASE_LX

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

% SFP module doesn't support DDMI

10GigabitEthernet 1/3

Vendor : soltech

Part Number : SFP-10G-LR
Serial Number : S1804239531
Revision CA

Data Code : 2018-05-07
Transceiver : 10G

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.

®
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Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

current High Alarm High Warn  Low Warn Low Alarm
Threshold Threshold  Threshold Threshold
Temperature(C)
Voltage(V)
Tx Bias(mA)
Tx Power(mW)
Rx Power(mW)

10GigabitEthernet 1/4

Vendor : OEM

Part Number : SFP-SM

Serial Number : S0131241120202
Revision 1 A0

Data Code :2014-11-12
Transceiver : T00BASE_LX

DDMI Information
++ : high alarm, + : high warning, - : low warning, -- : low alarm.

Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

% SFP module doesn't support DDMI
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6.23.2.2. Detailed

A& Configuration>DDMI> Detailed

DDMI(Digital Diagnostic Monitoring Interface) &M ‘S &2E 0| If|O|X|0j| A FA|ZL|CE.

Transceiver Information

Vendor

Part Number
Serial Number | -
Revision
Data Code
Transeiver

DDMI Information

Type Current | High Alarm Threshold [ High Warn Threshold | Low Warn Threshold | Low Alarm Threshold
Temperature(C) - - - - -
Voltage(V) B - . _

Tx Bias(mA) -
Tx Power(mV) -
Rx Power(mV) -

Transceiver Information

DDMIS| & Al HEE O HO[X|0f M EAIRLICE

0] ck
Vendor SFP = &l O| & LIEF-HL|CH
Part Number SFP S &Ml Mot &8 H= S LIEHHLICL
Serial Number Sa M7t HSet dAHS YL
Revision HZEYHM 7t M-S 28 Mo g =& LIEHLCH
Data Code HZEYH el MZELA AEES LIEHH LT}
Transeiver 252 o2ty S LIEM- LT

DDMI Information

O| H|O|X|0|A DDMI BEE HA|SL|C},
80 My
Current S 25, MY, SA HO|o{A &M &3 9 4 EFHO| ZrLCt
High Alarm Threshold | 2%, H¢, 41 HO[O{ A, &4 =3 & =4 S O| {25t ZH LTt
High Warn Threshold | 2%k, T2, $41 HO|O{A &A1 53 3 =4l 30| 1 AH A gL
Low Warn Threshold 25 MY, AU HO|oA SM E A =M Z=HO| X 42 A gLt
Low Alarm Threshold | 2%, M2, &4 HIO|O{A, 4 £ Gl =4 E3o| MZist AE LTt
Buttons
Port 6
Port 7
Pot8 ' mE S Z MENSIN Q. MEHSH TEO| AN M E Tf|0|X| 7} EA|E L|C}.
Auto-refresh i : O] AX}E M IStH H|O|X|7t AHEO 2 AWZEE LT}
[(Bei=h | 0| X| 2 SA| M2 DRI D SN .
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WEB

Jiot

FOl ol Al

% Configuration>DDMI>Detailed
v Transceiver Information

v" DDMI Information

Transceiver Information

Vendor Soltech
Part Number | GP-3148-L2CD
Serial Number | 52005136619

Revision 10 |4
Data Code 2020-05-19
Transeiver 2G5

DDMI Information

Type Current [ High Alarm Threshold | High Warn Threshold [ Low Warn Threshold | Low Alarm Threshold
Temperature(C)
Voltage(V)

Tx Bias{mA)
Tx Power(mV)
Rx Power(mV)

CLI 221 0f|A|

v Transceiver Information

v" DDMI Information

# show interface ( <port_type> [ <plist> ] ) transceiver
# show interface 10GigabitEthernet 1/1-4 transceiver

10GigabitEthernet 1/1

Vendor : Soltech

Part Number : GP-3148-L2CD
Serial Number : S2005136619
Revision : 1.0

Data Code : 2020-05-19
Transceiver : 2G5

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

current High Alarm High Warn  Low Warn Low Alarm
Threshold  Threshold  Threshold Threshold

Temperature(C)
Voltage(V)

Tx Bias(mA)

Tx Power(mW)

®
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Rx Power(mW)

10GigabitEthernet 1/2

Vendor : OEM

Part Number : SFP-LX

Serial Number : $1231240320176
Revision - AO

Data Code : 2014-03-09
Transceiver : T000BASE_LX

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

% SFP module doesn't support DDMI

10GigabitEthernet 1/3

Vendor : soltech

Part Number : SFP-10G-LR
Serial Number : S1804239531
Revision CA

Data Code : 2018-05-07
Transceiver : 10G

DDMI Information

++ : high alarm, + : high warning, - : low warning, -- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

current High Alarm High Warn  Low Warn Low Alarm
Threshold Threshold  Threshold Threshold
Temperature(C)
Voltage(V)
Tx Bias(mA)
Tx Power(mW)
Rx Power(mW)

10GigabitEthernet 1/4

Vendor : OEM

Part Number : SFP-SM

Serial Number : S0131241120202
Revision - AO

Data Code :2014-11-12
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Transceiver : TOOBASE_LX
DDMI Information
++ : high alarm, + : high warning, - : low warning, -- : low alarm.

Tx: transmit, Rx: receive, mA: milliamperes, mW: milliwatts.

% SFP module doesn't support DDMI
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AQIK| AFEN FIGH

7.1. Diagnostics

7.1.1. Ping

&+ Diagnostics>Ping
O| H|O|X|= ICMP PING I{ 2l 2 Z&5t0] IP A XM E s 2E == U4 s ELIC

ICMP Ping

IP Address 0.000
Ping Length |56
Ping Count 5

iy

Ping Interval

ICMP Ping
‘A|EE FEH ICMP IZI0| MEE1D, SES Ho™ =AM HZ ot 2= A[ZH0| EA|E L|CL ICMP ECHO_REPLY
EFQIQ| Ip TfZl QtOf =A1E HIO|H ol &2 ata @M= H0|H SZHICMP of|H)ELCt 8 HIO|E O & L|CL 2 &

ol ¥ e
ojZlof chet SEES 7L EtYORO0| 2 W7HX| TO|X|7} AtS22 M2 AHE L.

o

®
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7.1.2. Link OAM

7.1.2.1. MIB Retrieval

0l Diagnostics>Link OAM>MIB Retrieval

of To|x|= =738

Link OAM MIB Retrieval

ZEOAM 2Z E&= ¥4 OAM MIB H== HO|HE

Local @
Peer (O
Port |
Start

®
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INFOMET INC.

= g
A Mz22 dMS S0 K.

AMe = UA sHFLCh

UGN . HES 4



SOLTECH USER GUIDE 2ot 7|5 AQ|X| SFC6426 Al2|=

7.1.3. Ping6

A0+ Diagnostics>Ping6

Of T|O|X|:= ICMPv6 PING T{Zl S Z&510] IPve HE =M E sHEY =+ AUA siELICh

ICMPv6 Ping
IP Address 0:0:0:0:0:0:0.0
Ping Length 56
Ping Count 5
Ping Interval 1
Egress Interface

ICMPv6 Ping
‘AEHE F2M [CMPv6 THZI0| M&E| T, =5
ot SE2 2Lt EtQIorR0| el If7kX| M O] X| 7¢

USE ICMP Izl CHEut 22 9 S 28 = AL

gof Ay
IP Address 2HX| 1P T4,
Ping Length ICMP I§ZI2] H[O|2E 37|, gt 2 HIO|E0f| A 1452 BIO|EZ}X| L |C}.
Ping Count ICMP THZIO| 7H 4=, 242 1 H0 M 60 H7FX| & LI CL.
Ping Interval ICMP T Zlo| 7tZ4. Z2+2 0 X 0| A 30 X 7FX| QLT

ICMP I{Zl0| Lt7t= £ &7 IPv6 QB 10| A9 VLAN ID (VID).

VID £ 1 0l A 4094 7t X| 0|, 3=} IPv6 QIE{T|O| AV} G &g IHTH X & L|C}
Egress Interface =7 QAEHHO|ATL FOX|X| RO HH PING6 2 SHX|0f 7HE Mt CIHE0|AS
(Only for IPv6) &L L

SO x40 Z2 =T AHEO|AE XX OHM .

Y3 2 L= HEPHAE FA0| F2 57 AHIO|AE X|HSHN K.

Buttons
[(Stat]: |cMp THZIS M&6}7| ARSI CE

[neweing | M2 2 PING2E CHA| A|RtSIE T S2ISHM 2.

®
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7.1.4. VeriPHY

0|+ Diagnostics>VeriPHY

O] H|O| X[+ 10/100

511G F2| ZEo CH$H VeriPHY 0| %l

o
|_I-E

VeriPHY Cable Diagnostics
[Port] [Allv]]

| Start |

Mst

O A+EELICE

Cable Status

1

2 _
3 _
4

Port | Pair A | Length A | Pair B | Length B | Pair C | Length € | Pair D | Length D

VeriPHY Cable Diagnostics

eSS 2ot AR S FEN K. O] Y2 of

H OF5x Mo A L|CH BE ZEES MEHSIH oF 15X M A
T JAELCH 25| H HO[X|7t (s 2 MENHE|L, # 0|2 HEf HO|20AM AO|E TITH ZIE &olgt =
AELICE VeriPHY= 7-140 O/ Ef Z0[2| #[0| 20 CHsH A Tt H=5ICH= B2 F2I5HA |
VeriPHYE &&5t= 52t 10 X 100 Mbps ZE = HZAO| FO{ & LT} M2tAM 10 £ 100 Mbps 2| ZE0
M VeriPHYE HAlSHH VeriPHYZt 222 D§7HX| AKX 7¢ SEHSHK| §UA & L CH
g0f L
Port VeriPHY #|0| 2 TIEHS @8 d= ZLE H LI}
Port ZE HSQILCH
HOI 2 Pair 2 AEH LICEH
OK-HOIS0| SHIZ2H SZ2Z 0 A= AEHLLICH
Open - A OI20] HZ0| &I X L2 AEHLLICH
Short — HI0| 20| B2 AIEH2 HZHE = AEHLICH
Short A - Pair A 0ff CH8t Xt &tet Aef I LICH.
Short B - Pair B 0fl CHSt m Xt &t AEf & LICH.
Cable Status Pair ) .
Short C - Pair C 0l CH8H W Xt =&t AFEfILICH
Short D — Pair D 0| CH&t W X+ &heh AEH LI CE.
Cross A - Pair A 2t2| HI & AN Ol WXt Z& AEHLICH
Cross B - Pair B 2t2| I Z&X Ol WXt Z& AEHLICH
Cross C - Pair C 2t2| HIZAACI Xt 28 A LICH
Cross D - Pair D 2t2| HI B & X QI WXt 28 AEHLICH
Length 7|0l22| ZO|(OlH THeHYULICH 24 7hs 72l& 305 YL|Cf.
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22X 7%

8.1. Maintenance

8.1.1. Restart Device

A 04 Maintenance>Restart Device

O HIO|X[O|M AAKIE RYAIZ & 5= 91 LICE THA|Z = AQK|= A2 BEELCH
THAIZEA| Startup-configE =2 A & LICE (H&SHA] 20 TA[ZFA] A7Z0| SIoj & LICE)

Restart Device

Are you sure you want to perform a Restart (Delayed)?

Delayed Restart{0~300(S) | 0 |

80f L

el ||

-

XY=l 7] AlZHO| K|k = R A[ZHO| Al ZHE
(0 =0 A 300 =7HX| K| A AjZHS 48 ==

L|C}.
(o]}

Delayed Restart AL LICE 0: SA| KA|EH

Buttons
: 22A HHIS TAIREL|CH

L 2| | KIAIRHS SHX|D K
A

(Port State)2 2 ZtL|LC}
S

o} H
2 S 282 AE 2822 A0, L2 MFE Al HX 2dstE

| save Configuration | O] ol &xy| o

MAO| AFRE|EE HASH|C}.

WEB &3 0| Al

A 04 Maintenance>Restart Device

1. BA A=

Restart Device

Are you sure you want to perform a Restart (Delayed)?

| Delayed Restart{0~300(s) | 0 |

Restart HE S 2 2/8tL|Ct (Delayed Restart af2 0 Y LICt)




SOLTECH USER GUIDE

2. o] 2 IHAIZ
Restart Device

Are you sure you want to perform a Restart (Delayed)?

Hot 7|5 A%|X| SFCe426 Al2|=

| Delayed Restart{0~300(s) | 30 |

Restart H{ ES 22| L|C} (Delayed Restart 22 1~300 2 L|C})

System restart in progress

The system is now restarting.

Waiting, please stand by...

2= 7ICe|E 20 5t HOo| S |0 A Zo| 2tz ELIC,

v" Restart Device(Load Startup-Config and Restart)

# reload { { { cold [ <delay_sec> | now ]
# reload cold

# reload cold now

# reload cold 300

(o] i y A
% Cold reload in progress, please stand b

##4#: Start SOLTECH_boot_v1_1 HHH

B e R e I i I

### CPU - TeSt..oovccnccens

###. TCAM  Test...orrreen.

###. DRAM Test.

###: Flash Test.....ccooneecveune

##3#: Loading flash: IMG.bin ...............

###: Verifying firmware image integrity.......

###: IMG-KEY:7F80C36F18AA01DA22999FESEDE2B57B
AAD7096D8EC4D49840B026A19C9766E4

###: CAL-KEY:7F80C36F18AA01DA22999FESEDE2B57B
AAD7096D8EC4D49840B026A19C9766E4

###. SHA256 hash verified: SUCCESS !!!

###: Start Decompress Image ...

###: Please wait system up .....cccc......

###:. Dev MAC addr: [00:21:6D:00:00:00]
###: Dev-Name:Z 2 H

###: Board Serial: 22 A|Z| Y
###: Board Name: 2 2 &
###: Port Info: Port:12[UTP:8(PoE:8),SFP:4]

###: Press ENTER to get started

®
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8.1.2. Factory Defaults

WEB MENU Maintenance>Factory Defaults
O HO[X|OA £2(X[Q] F+d& MEFE & AFHCL IP 82 FAIE L

M2 782 A HEEID, THAIZ StX| &L T

Factory Defaults (Keeping IP-address)

Are you sure you want to reset the configuration(including All Users Info.) to
Factory Defaults?

% Keeping IP-address!

Buttons

| FactoryDefaults & Save | - 225t A

mjo
g
0zl
N
rT
gy
o)
Hu
=>é

.L

_L
ot
I
a
%

>|
r|o
40
Ral

n
I~
)

(20 12 3 VI2U2E WEFYLILE (82 SHAI0 MK )

L) Keeping IP-address - | 3 HtAZ MEHSI |p Z=A

rir
=o]
Rl
rot
=
Hu
O
0
bt
N
ot

n
-
iml

WEB &3 0| A]

WEB MENU Maintenance>Factory Defaults

Factory Defaults (Keeping IP-address)

Are you sure you want to reset the configuration(including All Users Info.) to

Factory Defaults?
% Keeping IP-address!

v" Factory Defaults
» Factory Defaults & Save

20l M Factory DefaultsE &5t IP 182 FAIS HEIZ LIMXA| 2 S0] 2=7|3} g LT}

rim
o
il
0

b 2/5t3 $T) M E|0f U Startup-config7t SAI0 £7|3} ELITH (P HX| IP2 RX|E)
» Factory Defaults

2Ol M Factory DefaultsE 2 &5t IP 9 S RAIT SEIZ LIMX] 28 S50| 2=7|%t ULt

X
rm
mlo

2I5tH S XM E &[0 U= Startup-confige FX| & LTt (RHA|ZFA| Startup-ConfigE =21 &)

» Keeping IP-address

[ J
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2l

O M Factory DefaultsE A&lig [ IPTES 2ot AKX E BYTILICHL MAE shMstn £7|3HE
8 b

o ehE st 2R £ 7|87t §H, 7] 1Pl 192.168.

v' Factory Defaults

>

Defaults

CLIO| A DefaultsE H&SIH IPEAE S Z&SH0 £7|2} € L|CH (Startup-configZ 7|2t

# reload defaults

% Reloading defaults (Update startup-config). Please stand by.
Config Factory-Default applied! (Update startup-confg, By CLI)

###: Press ENTER to get started

Defaults keep-ip
CLIOIM DefaultsE &¥sHH IPEEE Mst =7\ gLt
AN

=
(Startup-config= IPZH E0{22 7| & L|C})

# reload defaults keep-ip

% Reloading defaults, attempting to keep VLAN 1 IP address (Update startup-config).
Please stand by.
Config Factory-Default applied! (Update startup-confg, Keeping IP-addr, By CLI)

###: Press ENTER to get started

Defaults no-save
CLIO| A DefaultsE H&HstH IPEAE S Eatst] =7|3} ELICH
(Startup-confige 7| EHE FXA[ELICH 20F REH2 X7 I{AYEE FlashOi| M2 SHA| OFM 2.)

U rlo

28 2 MAIE Al 7120 ME}E Startup-configE ACH= =S LICt.

# reload defaults-no-save

% Reloading defaults . Please stand by.
Config Factory-Default applied! (By CLI)
###: Press ENTER to get started

#: Please input a new admin password:*****xxikk
#: Please input the new password AGAIN:***#xkkkx
#: Save admin password to flash now ? (yes/no):no

#

Defaults no-save keep-ip

CLIOIM DefaultsE &5t IPE S Mot 7|} gL Lt

= [ =
(Startup-confige 7| EHE FXA[ELICH 20t REH 2 X7 I{AYEE FlashOi| M2 SHA| OFM 2.)

28 2 MAIE Al 7120 MER}E Startup-configE ALH= =2 LICt.
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# reload defaults-no-save keep-ip
% Reloading defaults, attempting to keep VLAN 1 IP address . Please stand by.

Config Factory-Default applied! (By CLI)
###: Press ENTER to get started

#: Please input a new admin password:*****xtk*
#: Please input the new password AGAIN:***#xkkkx
#: Save admin password to flash now ? (yes/no):no

#

®
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8.1.3. Software

8.1.3.1. Firmware Download

_ i -
O] HO|X|of| M= FHIS| HYOIE CIREE B2 = U= Lo CHSto AHerL
3| At BH O] X| www.soltech.co.kr2 & Z&TtL|CH
f— it it -
DX HA>AZEQIO CREESHEY M E= HETS SESHM 2.
[ | - sohech-FiberOpticSohuticn % | == - a8 x
« C 0O < //scitechcokr D ¢ B % & LQ,
% L]
v
-
f i
o
&
[ zwe s das 57 g sRingaRY | "
=
< SOLTECH®Z}e| %
S-Ring ZH|& MEHSIAN|2!
gelxel 1247 ME HAHI&2 R0PSE S|
RE HEE HYds UsLich
5-Ring Series SFCAS0/SFC4500
"0 LN NN
0]
EROTUCH 13 ojcid 291 BeOle AN B LM ANN B L2 SRing ANA @
o
REEERE
B < e - sonen = BE - A X
« G @ 1</ /soltech.colkr/solcatalog D B R & Lg:’
- L
oo HE2H v w24 2ATY v anane
SOLTECH 2.3 Q
v
-
m sictza i AEne Q R P
S5 FEe| 4 253 ojo|x|7t 5 &9 it 9IEM, TIES S5 MBe| Mu|=of Cho 2E HE o
£5 #0H2 1E CH2wO0} Al 4 o WaA Y0 O W 5 Qhis £ ML
=1} {C} HE 7] » .
w
{O:: A/S TIH +
A/S H2|THE 0 CHe SHY EHLICH
HEZ 747 >
Fict2 HExey 2DEHoCEEE ik o] A/sTE
Soltech Product =
;I. Er;:l SHIE0] U E M M7 0j0X|7 $EE 02 IS 2ol 8 @

SZEQO O22RE 2


http://www.soltech.co.kr/
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7ict2n HExed LBEROCHERE DHE AJSEIH

Software Download

CI22E

o s LT W 2]

124

HMEBT 2FE 0l83t7Lt MBS Aot silE ME2 x4 HAUYE 224 & ASLIC

ot
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8.1.3.2. Upload
WEB MENU Maintenance>Software>Upload

O] HO[X|= £%|X|E MO{sts HAUOQ YHOIES L CL

Software Upload
ol d=d | HEiE oY s Upload [ Disable Automatic Restart After Updates
Buttons

HEun) o) HES 2YStY YR Y ALESOf 00X S HE £ ULICH
[Upload |: 0] B{E2 S 2|50 MEiet AT EQ0| 00X S YR EBIH Q.
- Prbefeme e AT PSS o] B.E20] H25/0f OB, YHIO|E F AIAHO| XHEO 2 TAIKSA| L]

Ch (R2Ef T, A7t § 82T B MA|IZ0| gL Ct)

2ZEQ0f o[O|X|7t H2E & =, HO|X[0] A HAof YO O|EZL AREIQIEtD LELICE R 2 20| A
7t HHOIEE[D AKX 7} RYA|Z LT

F0: o] AN FXE ZHAIZSIAL M S NX| OHHA| . A2(X]7} o] F0f X535

33 B0} YHO/EEE SO FE2 HZYIELICE B SHO/E7} XY F S0 HPILED £
KE10Hz O T2 SYIHFOE ZYYLICE Of N7 FAE HAFGHLL HES DT YA, TEA

2 &R LHXf 0|2 BEHA FE T A&/

WEB &3 0| Al

v' Software Upload

Software Upload

I+ M | SONOS. dat Upload

Upload £ TI43IH Upload O|= EH|7} Ak 22 TAIEF gLILE (7] 24))

ZHH|7t AtE 2 2 M AR She S 2 X|5t2{ ™ Disable Automatic Restart After Updates S A EiSHA|H
ELCH (PEE0 ZIde|0, A0 7L HEr|2{H | TfA|Zf0| ERE)

..
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CL

ux
o

Off Al

Z&(TFTP 28)2 0183 2ZEQ0] Y170

v' Software Upload

1. Tftpd32 T2 IS AMsict,

E Sy YLCH

@ Titpd32 by Ph. Jounin - O X % Tftpd32 by Ph. Jounin — m] x
Current Directory |[::\F‘mgam Files (x86)AT ftpd32 ;J Browse | Current Directory IC:\Users\ii\Desktop\%%lc’l\sonos_td Browse |I
| Serverintefaces [127.0.0.1 Software L v| _ Show Dir | Server nterfaces (127001 SoftwareL v | | _ShowDir_|
Titp Server I Titp Client | DHCP server | Syslog server | Log viewer | | Tftp Server | Titp Client | DHCP server | Sysiog server | Log viewer |
peer file | starttime | progress \ | | peer | file: | start time | progress|
< >
About | Settngs | Help | About | Settings Help

2. Browse & 2010 YH|O[E St1X} St ot ?IXE HELICL

3. Show Dir & 28510 It

mjo
rx
L

St Copy € 28 = Close € 2310 2 F&LICL

@ Titpd32 by Ph. Jounin - m] X
) — |
| Current Directary IC:\Users'\ii'\Desktop\ﬁ%loi\sonos_t;I Browse “
S Tripd32: directory x ]

16777218 B
2023-08-18 16777
2023-08-24 16777
2023-08-22 16777
20230817 16777
2023-08-22 16777
2023-08-22 16777,
5265401

5415352

| ~ |SFCB000_flash_1.0.45kbin  2023-08-18
| SFCE000_flash16_E4_2.5.0.1.bin
SFCB000_flash16_B4_2.5.0.3.bin
SFCB000G_flash16_E4_2.5.0.1.bin
SFCB000GHP_flash16_E4_2.5.0.1.bin
SFCBO00HP_flash16_R4_2 5.0.1.bin
SFCB000:_flash1B G4 2.5.0.1.bi
SONDS. dat
SONOS_B.5.0.1.dat

Close

2073081

Copy | Ewxplorer |

About | Settings | Help |

4. Console &2 2 Z0I2} CHS2 Y=HTL|CEH

# firmware upgrade <url_file> [ forced ] [ not-reboot ]
# firmware upgrade tftp.//192.168.10.130/SONOS.dat
# firmware upgrade tftp,/192.168.10.130/SONOS.dat not-reboot

Downloaded "SONOS.dat", 5799906 bytes

TFTP Host:192.168.10.130 Upgrade Start (Download:5799906 Bytes)

###: \erifying firmware image integrity .....
IMG-KEY:3D5801C74658E0DA4COAEDC28ABCF896D0C46331A1843DC7A930787659122861
CAL-KEY:3D5801C74658EODA4COAEDC28ABCF896D0C46331A1843DC7A930787659122861
SHA256 hash verified: SUCCESS

° @
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8.1.3.3. Image Select

WEB MENU Maintenance>Software>Image Select

O TO|X|= FX[of A= &g S OiA(H ) HAO o|ofx|of CHet S=E A

U=F L

oH

StO, CHA| O|0|X|2 &[&=E =+

8 HolXl= 2d S oAl Eof ofojx|of tiet Y= E Zetot & JHe| HIO|= S HEAIRLICH

Software Image Selection

Active Image
Image  managed
Version SFCGES00GHP 2.4.0.1
Date 2023-09-06T16:31:03+08:00

Alternate Image
Image  managed.bk
Version SONOS (standalong) build 2.4.0.1 by Soltech Corp.
Date 2023-09-06T16:31:03+09:00

Activate Alternate Image || Cancel |

04
=

s

b BRI Ol0IXIDF CHA Ol0IXIQl B< g« 0|0l X" HIOISE EAIELICEH 0l < "tHAl Ol0IXl
td et HET 24 3tE LI
OIDIXIOL 2d &EiQ 2R (FO0l0IXI2 &4o L= =3 W22 lal), ZXI0 A BN OI0IXIE
2ol XIsS22 F= 0/0I1K =X ASot0 2datE LI
3. BAHE L EMEEE Qi BANW HES 2 HOH US = ASLILL 0l 27 E LiEt W= 20|
Ot LICH

kol yto
[

0x 0x

N
-
Pl

Software Image Selection

0] 29
Image OFX|2e 2 YOOl EE A|F S| HYYof o|0|X| It o] S Lt
Version HAo o|O|X| mp o] A LTt
Date HYO7t - SR LT

Buttons

| Activate Altemate Image |.cy 1y ojo|X|2 AFRB2] B S2ISHAAIR. A|AE AEfO [f2} O] HE0| Bl &3}

2 + YU,

(Cancel |. wyoi ojo|X|o| 24312 % ABHL|T} O] HO|X|2 HO{L|C}

WEB &3 0| A]

WEB MENU Maintenance>Software>Image Select

®
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Software Image Selection
Active Image

Image  managed
Version SFCE300GHP 2.4.0.1
Date 2023-09-06T16:31:03+09:00

Alternate Image
Image  managed.bk
Version SOMNOS (standalone) build 2 4 0.1 by Soltech Corp.
Date 2023-09-06T16:31:03+039:00

| Activate Alternate Image || Cancel |

[Acite Atemate mege |, 2 Z2(o}B1 T O|0IX|7k SASIELICL 7IZ OlO|K|o] 27t HUT FS ARTHAIL.

System restart in progress

The system is now restarting.

[ ]

Waiting, please stand by...

v' Software Image Selection

# firmware swap

... Erase from 0x40fd0000-0x40fdffff: .

... Program from 0x8ffdfffc-0x8ffefffc to 0x40fd0000: .

... Program from 0x8ffe0006-0x8ffe0008 to 0x40fd000a: .
Alternate image activated, now rebooting.

#

®
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8.1.4. Configuration

HAE
L=

ol L|C},

ANH

ALK CL EHAlol of 2
X|o EefAlof HEE

1. running-config: 29I X[0f A XY &-dstE

__I.L

0x

= LBt = 7he ThEe

oo g §2E MY o S22 7 (RAM 7|t

2ILICE O] ot 2 22g LT,

2. startup-config: 2{X[2] & A0 815|= Al%f TG LICE O] Lo £E Alof EXSHX| B AQ(K|
712 FE22 AEE L
3. default-config: S5 YHME = F2 A= &7 88 T YLICE O] TtU2 A[LHS 7= 2822

sk mj oIl L|Ct.

Z|CH 31742 CHE Tt = 79 SAOILE OiA| 50| AFE = ot

8.1.4.1. CLI dir

LIC.

O H|O|X|0f M= CLIOIM SAXY FlashOff MEE|0f A= Config

T o —
onedE He

A S A0

WEBS| A2 sliEt7|50| o|0] T3t Ho|X|of FH |0 UL L|CH
CLI &3l ofA|

v" Dir Command in CLI

# dir
Directory of flash:

r- 1970-01-01 00:00:00 316 default-config
rw 1970-01-01 07:43:36 1083 startup-config

2 files, 1399 bytes total.

FlashOl| A Z&gt =

®
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8.1.4.2. Save startup-config

207 Maintenance>Configuration>Save startup-config

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming, depending on the amount of non-default configuration.

| Save Configuration |

O] 222 running-configE startup-config® SASH0] Ct3 T2 E A0 A d3tEl 80| ABEEE

gL L.

Buttons

[ Save Configuration ] :

"Save Configuration"2 22|50 running-configE startup-config2 SALSHA Q.

WEB &3 0| Al

207 Maintenance>Configuration>Save startup-config

Save Running Configuration to startup-config

Please note: The generation of the configuration file may be time consuming, depending on the
amount of non-default configuration.

Save Configuration

| Save Configuration | o 25101 six) 4% AEHE MES) SUICH AR SO|E HX) MF AEE 1rj2

7tM &L,

v' Copy running-config to start-config

# copy running-config startup-config

Building configuration...
% Saving 1083 bytes to flash:startup-config
#

®
SOLT

INFOMET INC.



484

SOLTECH USER GUIDE

8.1.4.3. Download

Hot 7|5 A%|X| SFCe426 Al2|=

O+ Maintenance>Configuration>Download

EEE’_F A O]

Ho

29X|o| ot T O{ meo|= & EetfXN= ot
Download Configuration
Select configuration file to save.

Please note: running-config may take a while to prepare for download.

File Name
O running-config
@) default-config

J startup-config

e

Download Configuration |

ME4SED 'Download Configuration'S 22/5HAM 2.

—

ot

mjo

running-config?| CH2EE = FH| &0

2estr| {20 2=27K|

ofZtol AZto] 28 & = ASLIC

= —

WEB &3 0| Al

O+ Maintenance>Configuration>Download

Download Configuration
Select configuration file to save.

Please note: running-config may take a while to prepare for download.

File Name
® running-config
O default-config
O startup-config

Download Configuration |

o2 MERSED 'Download Configuration'E 2 &5HA| 8.

B - 2

o Tunning-config (1)
= ome g7

AtMIs] 27

Ch22E & ojeol ®A|ELCH
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v" Download Configuration

Tftpd32 £ AAs0f mAS MY XIS Feuoh

% 20 ZorE7| X
@ Tftpd32 by Ph. Jounin - O X
Current Directory |C:\Users\i\[)ownloads j Browse
Server interfaces  [127.00.1 SofwareL v] _ ShowDir | | JHEEiE 3E A
Thtp Server I Titp Client | DHCP server | Syslog server | Log viewe | & OreDrive - Personal
peer file start lime prngress| a soltech
v 4 pC
S ECR
» J OeRE
> B =24
> [§ &AM
N I _HLER =M )
=QF: OGezC
< >
= M S0 BS7|(M) 2ol Ha
About | Seltings | Help |

# copy SEHAITH D tftp://PC IPvAT /M ST A Y
# copy running-config tftp.//192.168.10.130/running-config
Building configuration...

% Saving 1083 bytes to TFTP server 192.168.10.130: running-config

SiE S H0| oo MY EA=R 2elstM .

[ ] [ ]
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8.1.4.4. Upload

HOt 7|5 AQX| SFC6426 Al2|=

M+ Maintenance>Configuration>Upload

E HERXMOM AKX RE It IS HREY = AFLCE T, 87| TEQ default-config2 Xl 2| E

L ct.
YRE & oS Mest
File To Upload
Buttons
Q! AMEH

Upload Configuration
File To Upload

b =t A E I Sl

o

Destination File

Parameters
Replace Merge

File Name |
O running-config
O startup-config

O Create new file

| Upload Configuration |

CH&f oped

o

MEist = "Upload Configuration"S 225t 2.

O] A o — o
SET 220 YEE O1YUe MEISIN Q.

Destination File

gX|o] E2E oy o

&9

A

Running-config

Startup-config

Create new file

Buttons

Upload Configuration | 3

o} -8 0| Running-config o & & L|Ct. O]&= & 7tHX| EHAlo
Replace mode &{xy __l.l.)k-l 0| HzCsh ool 1Moz gl_plc_5| CHA|

o
P
o2

n
+
50
I
o

Merge mode

“F—H | fo' A|ABI0] 74 £ H 2 (F, default- conﬂggf AE A S kst 3070 It
ole o

O_l_ =
E _I_) M oS dge = SELICH Y 7|E S AL T E TS

_ru|

®
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HOt 7|5 AQX| SFC6426 Al2|=

WEB &3l Of| Al

2 7 Maintenance>Configuration>Upload

Upload Configuration
File To Upload
Q! MEH | MEHE| T 2

== [ )

Destination File

0o

File Name |

Parameters

O running-config
O startup-config

O create new file

Replace

Merge

| Upload Configuration |

o oY

1.

o

ZEOH Mg

Configg =2{= Lt

FBtesger oz

@ OneDrive - Persol
v O F =
L pC

30 7HH

[ 142145125

v <

0 running-config

.
e

2023-07-26 2= 835

2023-07-25 2= 301

o2l O] E(N): [running-config

| == e

=

Jo
ogt

1=
ne

oy

A EH S}

(S

2.

o

St

ot

rr
mjo

Upload Configuration
File To Upload
it M=l | running-config

Destination File

ot
e
N
T
rim
njo
muju

File Name |

Parameters

@ running-config
O startup-config

O create new file

@ Replace

O Merge

| Upload Configuration |

(Running-config?| 4%

CH M| SHA Lt (Replace) ConfigE ZARS

Inl | Upload Configuration |% %éli.* |_| E|'.

®
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Activating New Configuration

Please note: If the configuration changes IP settings, management conneclivity may be lost.
Status

Activation completed successfully.

Qutput

10GigabitEthernet 1/1 does not have PoE support
10GigabitEthernet 1/2 does not have PoE support
10GigabitEthernet 1/3 does not have PoE support
10GigabitEthernet 1/4 does not have PoE support

v" Upload Configuration

Running-Config Ol HI2 ¥Z2E 3t= 20| dX 27t50] CtE L= ATfSFLCL

o

OF

2
oX

1. tftp32 O Al Browse & £ 2l5}

25 2394 gUch

% =0 2opE7)| %
@ Tftpd32 by Ph. Jounin — 0O w
‘ Current Directory IC:\Users\i\Downloads :] Browse
| Sewver interfaces [127.0.0.1 Software L v|  ShowDir || JHN BFE SiE ~
Thtp Server I Titp Client | DHCP server | Syslog server | Log viewe | @ OneDrive - Personal
peer file start time | progress & soltech
v 0 pC
5 EPEL]
4 unesc
B =y
= =M
N HLER = v
=5p |:rg§5
< >
M EL TET|(V) 0l H2
About Sellings Help |
e %o
. r . 1
SOLTECH
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2. Show Dir & 288t I+

mjo

B Tftpd32: directory

redboot®l & =75 £F ppix 2022-07-22

Release SFCE100_v7.0.0.1.2ip

running-config (1 2023-07-27
running-conhg 20 -2b
setup [1).exe 2023-07-24
setup.exe 2023-06-12

SFC45004_1.0.4.0__2022.11.29_17.43.dat
SFC450R VIANEE ERPSEE (2 E) pptx
SFCB000GESFCA000S EHO EZALE sex

Close

x
984815 A
2022-08-31 67509
1083
44626944
44626808

20221215 83262
2022-08-10 12003
2022-08-12 15426 v

Copy I Esplarcrl

3. Console &2 2 =019t LSS

ABLICE

HOt 7|5 AQ|X| SFC6426 Al2|=

# reload cold

# copy tftp://<PC IPv4 Address>/<upload_filename> startup-config
# copy tftp.,//192.168.10.130/running-config startup-config

% Loading 123 from TFTP server 192.168.10.130

% Saving 1083 bytes to flash:startup-config

[ J L ]
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8.1.4.5. Activate

O+ Maintenance>Configuration>Activate

Activate Configuration

Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of
management connectivity.

Please note: The activated configuration file will not be saved to startup-config automatically.

File Name
O default-config
O startup-config

[ Activate Configuration l

Activate Configuration
ety 79 oS JESt . Ol 792 2t thM =M, 22| 2Z2go| &4 E + ASLILL

B 2otE 7Y oY 2 XS 2 E startup-configoll XMEE|X| 4& L CH

20 2%
Default-config Running-config £ X 2|5t1, Default-config 7+ &g 2t L Ct.
Startup-config Running-config & X 2|3t 1, Startup-config 7+ &%t L|Ct.

Buttons

Activate Configuration ‘ : 28 Al running-configE MEioH TtY 2 CHA|RL|CE

WEB &3 0| Al

A+ Maintenance>Configuration>Activate

Activate Configuration

Select configuration file to activate. The previous configuration will be completely replaced, potentially leading to loss of management connectivity.

Please note: The activated configuration file will not be saved to startup-config automatically.

File Name
% default-confi ig

@
)
-

startup-config

| Activate Configuration |

Qb= LM Ol 2 MEHSID ‘Actlvate Configuration |% Zalst| o},

otef =tHO| L, FH|2| &XY Config”7t CHA|E LICY.

®
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Activating New Configuration

Please note: If the configuration changes IP settings, management connectivity may be lost.
Status

Activation completed successiully.

Qutput

(Mo output was generated.)

v' Activate Configuration

# copy <flash It > running-config
# copy flash.default-config running-config
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8.1.4.6. Delete

HOt 7|5 AQX| SFC6426 Al2|=

0+ Maintenance>Configuration>Delete

|>

—_—

EIE

st oo

o TEE2 ZYSI EefAlof MY E 47| 7t IS A '%'—IEf ot
42 MESIK| 2 X 22K E HFHSH AKX 7 A 7|2 FE2
Delete Configuration File
Select configuration file to delete.
File Name
O startup-config
| Delete Configuration File
Buttons
Delete Configuration File | - 2alsH MElst ol o] X[ QAL C}.
WEB & & 0| A|
= Maintenance>Configuration>Delete
v" Delete Configuration File
Delete Configuration File
Select configuration file to delete.
File Name
@ startup-config
| Delete Configuration File |
Xl% Ef%‘% ﬁ E_||'|'C')'|-_T|_ | Delete Configuration File |% %§l5W|9—
192.168.10.1002] HA|X|
Are you sure you want to delete
startup-config?
=l CEN

flet €2 Z0H0| LhELICLEHE THEs AN AUXE 25 3108

Delete Configuration File

startup-config successfully deleted. (AH|7t 2t2 2| A S LICEH XHA|ZE Al Defaults8E2

®
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CLI &3l ofA|

v" Delete Configuration File

# delete <url_file>
# delete flash:startup-config

[ J L ]
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9. 2Hl siZE Y&

9.1. Emergency Recovery

9.1.1. 3seconds Reset

YHI7F ASEX @AL 285 2Re ER StEIH 22 WaH FH[ZT|=HE 5t HEO| A LI

HHEO| ResetO|2t 0] Q= RS S 7l SEHOILF Ho2 32 Y =2{F T Port Led 7t ZHH0|H

x7|%F Lo
O mf P2t A2 {X|&|1 ZH|2] AH0| 25 Factory Defaults T[22 F2|5M Q.

(ME2E3HAL 7| E0 MEYE ConfigE FZESHO ALESIM )

9.1.2. 10seconds Reset

YHI7t ASEX @AL 285 2Re ER StEIoH 22 WaH FH[ZET|=HE 5t HEO| A LI

HHFO| ResetO|2t1 20 Qe 25 &f 1 71 SHOIL HoZ 102 = =2{FH Port Led?7t &= 0|

X7|5h gLICE (3% 2|40t CtEA| LED A 0| HSHE LT 2olstA| a.)
O| I ZH|ol MHO| IPE Z&tst0] 2 5F Factory Defaults T/ 22 FO[5HA

(&H|2] =7 IP= 192.168.10.100 Y LI CF. T EFStALE 7| &0 MY E ConfigE YEESHY ALESINR)

®
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AL
9.2. WEB Interface & &
WEB HE0|M 2t Mo 2 291 HEZO0| Ot AL X7t otE 42, LSt
2RO 2 EXN M Al 2E FERRNE B0 AWM Al EX|7t S A&
&Mooz ZX 2 Ao= oteff X2 T sfFMAIL

HOt 7|5 AQX| SFC6426 Al2|=

o0

]

L ABM7BHE

Aol= 27

1. ZHH| URL 9o Fo| @
2. AMOIE MX =g
3. oig gHlIp =l
4. 28 &= 0|2

—_

[=)
T

HEs

23| 9 Aol = o]

“wolE] AtRl" /

AT T

S T CHA E&

®
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HOt 7|5 AQ|X| SFC6426 Al2|=

9.2.2. Microsoft Edge Browser

A HHsHR|

(=1 X=13
=0

192.168.10.100 R

e 771

3188

ety

RHps//192.168.10.100

o HOXE & W 089 77|17t ¥HAASLC

b 192168.10.100

ARSES MIBSUD

0] Alo|Eof CjS A+S ASE
o)1 t'é“:
210 771 A4S F)

0] AfO|E0f St =3 BX|(FE =)

==7|(07] Ao

1. ZH| URL Eof 93X

A erESHR o hps://192.168.10.100

192.168.10.100 F&

O AtO|E 0] DSt AbE A

X

© s8Iy v

F7I0 771 A8 F)

o] AO|E0] OjE =X WAIZE 5

INDUSTRIAL
ETH Switch

FE7)07) R

SHE(712E) v

/ hitps://192.168.10.100

& 8H 4y

LEETES S
| AEORES

IR ]

3 use BN

3. AOIEO| Thet ALR B "2
4. SHT EH| 1P BQI B ALg BB X7|Bp

°
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