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2\ Aw ®© 10
ETS Aw Jb 2, Fx )
We Aw Jb 4, E@EX )P o3
+  Fa Aw Jb 4,
&L Aw Jb 7 X )
-10/100/1000BaseT or 1000Bas& .t 192
- 10Gbasex Jb 192
- 40GbasexX Jb 32
- 100Gbasex Jb 16
- Switching Capacity 5.12Tbps
- Throughput 3809.9Mpps
€ maf T Operation:0°C ~ 40°C
AT 10 ~ 90%Non condensiny
& Y @ 100 ~240V AC, 50/60Hz +10%
" T (W)X'ET (D) X + (Hymm 482mm(W) x 564mm(D) x 486mm(H), 12U, 40kg
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ROHSE [

Part Toxic or Hazardous Substances and Elements
Number,

Name and | Pb Hg Cd Cr (VI) PBB PBDE
Description

Machine O O O O O O
Box

Cabinet C @] O O O O
Module O O O O O O
Basic O O O O O O
Board

Interface O @] O O O O
Card

O: Indicates that this toxic or hazardous substance contained in all the
homogeneous materials for this part, according to EIP-A, EIP-B, EIP-Cis below
the limit requirementin SJ/T11363-2006.

X: Indicates that this toxic or hazardous substance containedin al the homogeneous
materials for this part, according to EIP-A, EIP-B, EIP-B, EIP-Cis above the limit
requirementin SJ/T11363-2006.

The referenced environment-friendly use period logo is determined based on
normal operating conditions (such as temperature and humidity).

Note-These statements apply only to the China RoHS regulations.

10
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Switch_config_g1/1# quit

Switch_config# quit

Switch#
[ ot 4
[~%0 40 «t . p _ EqT w®"muz Vo 4" HA¢. [ ~t
/ KEMOS 1" Yyo.o" et
Switch_config# no ip telnet enable
"E P o

~

Ad ~Aem” €& L NCOA Ln_ "ELS

yo.write [ i1 Ow 4 ' 303" €.

Switch# write
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¢ . p> X~
s e g admin
= xDK admin
il "E 9600,8,1N
SNMP X
Telnet X
SSH & SFTP X
P IPY T "
Vs 4 o shutdown
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Al =
TaO »#A_'E
AL

S B I
Jv4 ox/ »T Lt xDK ' 9 4 n, g, 4 »x |
"EL Consoler »T " & o.d4 »1 W 6 XDK €923 0 5 v
Lve Qs, wvs w 7 _ E 4- 0.

[ % O P

Username: admin 4. " s(admin)d x DK (admin)T

Password: T, 4+ o0.xDK 3 A 0OH)

Please input password: UT =« x DK 1 d

Please input the password AGAIN: 3 /0 0.

=1

o

B

= x DK

n

€

srxDK 7 n, n3g on

I ~%

Username <username> password 5

AT xDK 1

Please input password:

Please input the password AGAIN:

Ut =« xDK 1

Nno username <username>

S o /QHD

LA Q=X (AES256) T

x DK € Saltd x DK
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A xXDK * 4 _E
'50 dQws FWwd coritn,/ OoHEXDK 74" " oy EL q717Q
By 00" 4/ g2 alrs  — @ng, xle" 0.
T 74 xDK * 4 $o Y'E
1T xDK 74000 ,. n )b "€
T xDK "4 _E ¢
T £ T xDK 7/ il
XDK i 7%.90>5 +0p 74"~ .
'](jJQ ’QD’BUD(SU),TUD(SU)’ WY o W "Lt
1, 0 n
Qo a(Dy e® DK _ "E. N
¢® v 0: 7] a7 €60, NBKFU
eo, N)
n ¢ AT 7T yve " K€Qe 3 = 0 OVa ts
N (qwe, asd, abc, 123 Y )
xDK T ., ' . E®m A T,41C"=&)
xDK * 4 YE .
ony v\N/ §a 1748 sy xDK "4 L_"E o.
[~ O IR
localpass <name> T4 xDK " A F°o E
min-length < 1~127> xDK g di 7% CE
L —:1~127" =
element {upper-case | lower-case | w A i
number | special -character}
non-user OQos 7 «® DK _"E. R
non-repeat e® . Q: 7T aqT € o
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non-seqlisting AT 7T g ve " I€EQe 1 OV &
t 8 _ R (gwe, asd, abc, 123 Y )
non-history i « Qoy XDK =0, . n
validity < 1d2h3m4s> XxXDK T T @A T A G
local pass-group <g roup -name> =|= / OHIKE Q oo a/ b
xDK / 17d& xDK MF oL
s o €_E
no local pass-group < name> local pass-group T .. EL &
no localpass <name> localpass™ 4 ok
9 xXDK “ A . Ed s 1L~ o
Td& a8/ xDK "/ & o |
HT 1)YEy xDK “ A Lao ug @dny e\Nn gmo.
I % 10 I
local pass-group <group -name> =|= / oHIE Q- a/ b
xDK / 178 xDK moE gL
e o K€ CE
username <username> password 5 <username>k Qo Qoo [ =6
4 xDK “E.
.o
Please input password:
Please input the password AGAIN: 3 pa 0.
HT 2)YEy xDK “ A Lac ug @dny e\Nn gmo.
| 7 1O IO
username <username> pass -group <username>k O« Qoo /' =0
<name> password 5 I 0 , pass-group <name>
FALET a0 4o 4 xDK
_E
Please input password: UT = x DK
Please input the password AGAIN: 3 /
s PN N, «XDK / 74 & o |




YEy xDK “ A Lac g @nyevn gmo.
[ ~1 O IO
enable pass-group < name> s n,., xDK / YEy 16
xDK “ 1 Lao 0.
enable level < 1-15> password 5 s 2ih n, «xDK F' (evel
15J O—)L
Please input password: UT <« x DK
Please input the password AGAIN: 3 /!
. =5 n, xDK € Satd x DK o T Xd& n ey KQ =X’
b4 Q=X (AES256) T Hf O# Y E/le » yo.
RADIUS #A/ xDK 7 4 & o
YEy xDK “ A Lac ng gnyeln gmo.
[~ O I
radius-server pass-group <name> YEy Td xDK “ 1 Lao o.
E )
radius-server key 5 RADIUS
Please input password: UT =« x DK
Please input the password AGAIN: 3 /
TACACS s/ xDK 7/ & o
YEy xDK “ A Lac g @nyevn gmo.
[~ IO I
tacacs-server pass-group <name> YEy Td xDK “ 1 Lao o.
€ )
tacacs-server key 5 TACACS D
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Please input password:
Please input the password AGAIN:

=g

nNAyro=s/ parHlE ._n_=|=ol=20gr] ERn Qqe .+OI=LII'UE"]AT]"]

as, A
Format Wag L =z "~ 256wt 7ot yo.
1 B4gVe = 0ol A yo.R[]ROT

dir [filename]
-=|=OI=4MUDT7A_}€ [ WIN 75\}6

1u--ﬂ—¢ yo. mL o TA-HT thl-j\lJ

Q.
uJJIIEL( -+0 < ->"’+n "EU 79\,
2 Blot yo. WML - n Qa3 AG

delete filename

/ A yo.
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md dirname 3 YE =0 3yo.

rd dirname 4 YE =1 0t WYo.YE =" k= RN Qq
3 Ad /A yo.

more <filename> 5 B o0.L A yo. WMo L +RT
A ek, FRNT AYyo

cd 6 - ®AG p.T0 0. yo

pwd 7 ~. T A yo

Aag #LLJ.t <5 Nreboot[ " T ~Aemi / @GNy AR" t£ 2,74

i I/ A <Control+P> 1

System Bootstrap, Version 0.3.8, Serial N0:20014040102

Soltech2020

Soltech SF(5506

Current time: 2022-2-17 18:35:09

SDRAM Fast TeSt.......ovvivmeeevivnnennn. PASS!
Flash Fast TeSt......ccooeevvvvveevernennnn. PASS!
2 8 [ O =Y S PASS!  # Control +P o

Welcome to SFC6506 Ethernet Switch

monitor_ 5# #MCUAw 5/ 1 S 77 ¢ 3
e
monitor_6# #MCUAwW 61 1 /o7 r 3
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monitor#boot flash < /ocal filename>

+/~/ ns  ®War nan AR LS b MG
o Lk switchbiniyo. My Lpiven T n QAvo.
d" NY_ E
d- N"Y Ag
local _filename NAgro=/ ery MWMdo 1 Q.o W
- yo.
6 JJ
monitor#boot flash switch.bin
+xC IPYi _ 'E
monitor#ip address < jp_addr> < net_mask>
+[~E = L FxC T IPYTn E yo.
A nw_ 'E
d- N"Y Ag
ip_addr FxCq IPYT
net_mask +XKC X @&,

monitor#ip address 192.168.1.1 255.255.255.0
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monitor#ip route defa ult < jp_addr>

£~k p.T0  E 4 QO wo. p. T t: _ E

d- NY Ag
d°- N"Y Ag,
ip_adar T g1 P
6 4

monitor#ip route default 192.168.1.1

Q1
>l

Pingl £ + n v, 7°

monitor#ping < /jp_address>

Ly~ten v, 7L L o _

d- NY Ag

d° N"Y Ao

[p_address P57 TV n

6 J

monitor#ping 192.168.20.100

PING 192.168.20.10Q 56 data bytes

64 bytes from 192.168.20.10Q icmp_seq=0. time= 0. ms
64 bytes from 192.168.20.10Q icmp_seg=1. time= 0. ms
64 bytes from 192.168.20.10Q icmp_seqg=2. time= 0. ms
64 bytes from 192.168.20.10 0: icmp_seq=3. time= 0. ms
---- 192.168.20.100PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss

round -trip (ms) min/avg/max = 0/0/0
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E %0H'+

QHD|€+In¢n Qo 4 8-
S T&T 0T 4 %oHF
O’(—»

TFTPY o 4 S 3 %

monitor_5#copy tftp: rom: [ A.B.C.D]

AT S 37 KEAG | FH( #2tP L. qT

Ill_é(_j

+

d”- N"Y Ag
d- N°Y
AB.CD TFTPAK IPY i
nag IHT" "33 600~+0h y AKy
IPPin Zo AlKrER" * bPyo.
Source file name TFTPAK/ Bieel My fol o yo.
¥ ~, | | b
Destination fi le Ta naA eo T+olio vo.
name
TFTP + . 4 Ag | 21 %oH F
monitor# copy tftp: flash: [A.B.C.D]
+[~tETFTPAKT ®L A& + nAt 60 yo.[~L 3 Ag L
AK o' L. Wgo Ly Ay ARn A yo.
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d- N"Y Ag

AB.CD TFTPAK  IP5 1

nayg i " " 33060 ~Fhf y IPHin

Aler ™ER" t bPyo.

€ E L .ITT 4=o L

TFTPAK/

Source file name

T& nA/ e m_do Ll

Destination file

name

0d s LIETFTPAK/ A gt M+ g—A/ eorygle My Loswitchbin 41 e €

1 Losvyo.
monitor#copy tftp: flash:

Prompt: Source file name[]? SFC6506_MCU_4.9.0B_74921.bin
Prompt: Remote -server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]? switch.bin

please wait ...

HH A R

N Y1)

HHH AR R R R R R HH PR

Switch#Feb 18 15:59:32 TFTP:successfully receivel8249 blocks, 9343380 bytes

Feb 18 15:59:32 Verify download image

Feb 18 15:59:32 original : 260fd8a8c104c7dd96b40b8061250af9efba3c716beedce5041e51accaab2ea?
Feb 18 15:59:33 calculated : 260fd 8a8c104c7dd 96b40b8061250af9efha3c716beedce5041e51accaab2ea?
Feb 18 15:59:33 Image SHA-256 hash verified, updating...

Feb 18 16:03:00 file flash:SWITCH.BIN, successfully wrote

Feb 18 16:03:01 OS image update succeeded
Feb 18 16:03:01 %CMD-6-EXECUTE : “cop¥ftp: flash: ™ return 0, admin(console 0).

Ooo _ E%HE (€ )
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d—A _ "EE e (write) [ ~/

ol

ey Y

W o b startup-config Sy o

i 2t %o+ F 7O T dngf oL Oc 4 Qoo & / §2a h%y  'E

WL ogrin 4 "ELGSL

TFTP + o

monitor# copy tftp: startup -config [ A.B.CD]

d- NYAg
A,NDW g
ABCD TETPAK P21 [ yo.
nay IPYT " " 73600 ~+0f gy PO

Akey”

Source file name TFTPAK/
Destination file Td nW
name
AbG = P
S 3°iW/AS 3,AG | z1,.E Byl %4t =AD" = Amm

nag gny J ~ L

monitor# reboot

System Bootstrap, Version 0.3.8, Serial N0:20014040102

Soltech2020

Soltech SFG5506

Current time: 2022-2-18 17:26:23

SDRAM Fast TeSst.......coeeeveineennnen.
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Flash Fast Test......c.ocovevevivneeennnn. SFA

RTC TSt PASS!

Loading flash:/SWITCH.BIN......

Start Decompress flash:/SWITCH.BIN

BHHH R R R R R R R

B R R

Decompress 9111236 byte. Please wait system up...

PCle: Port 1 link active, 1 lanes, speed gen2

local_heap_startOx4000000

starvation(spinlock) benchmark is 149973240

starvation(read by write) benchmark is 58815344

starvation(write by read) benchmark is 275 32796

starvation(write by write) benchmark is 64240976

old idle is cb 9f320,new idle is cb 9f278

Setup Global Region from 3fbe8f80 to 3f9e6400

Setup Global Heap from 35000000 to 3f9e6400

System startup OK

Verifying firmware image integrity...

Original : 260 fd8a8c104c7dd96b40b8061250af9efba3c716beedce5041e51accaab2ea?

calculated: 260fd8a8c104c7dd 96b40b8061250af9efba3c716beedce5041e51accaab2ea?

SHA256 hash verified & success

ctrirelay app register: module 91 cb bd 6e40 app saved 39bd4c4
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ctrirelay app register: module 110 cb bf5978 app saved 3986908

load 55910 symbol OK

Loading startup -config ... SUCCESS:Empty Configuration.

“E

o

5~

.-Q:
u

>

FTIM O~ 4 1

FTPAK/ A & —A T

o N FTPP O 4 | £ ¥

FTPAK/ A & —A T

BLoorii

£t d
Bl oorin

dEL %4

wo.

"E %oH =|=

i A€.copy[ ~¥1 O«

copy ftp : flash: {<64-10240> | A.B.C.D | -w [ type <1 | 2> | <active [ passive> |

nchecksize>}

3 A& /A 5,XxDK ,L- AK 5i,i &
A e,/ Wo
d” N"Y Ag
d- NY Ag,
AB.CD FTP'AK T IP 510
nay IPY7 " ' 33 ,Copys[ ~ L j
IP>in %0 Ay An" t byo.
ftp user nam e FTPAK Q= 0
g:opyél la) ”_ﬁ Q"-’D +0 L

Lo Ak ARt

Pyo.

ftp user password

FTPAK  x DK
KLopys| ~ L f
r "ER" * bPyo.
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<64-10240>

H¢ Wwu ., , >.& O .( p> 512

-W

A> <o+ WL
0. 0.¢ O

na

<active | passive> FTP7 ™ o a0 "E° it (active)F e

o i (passive)N/ A € 0.¢ O
Type <1 | 2> W+ &7l i "E o (L ascii, 2: binary)
nchecksize AK/ B o0 L pnQKo.¢ O

ad—Aq

5

a—AT

® A8 /A FTPAKT

B AG /A FTPAKT

WL oy i

Bl yrin f[§AC.

copy flash: ftp : {<64-10240> [ A.B.C.D [ -w [ type <1 | 2> [ <active [ passive> |

nchecksize>}
copy ftp: flash: [ ~ ¢ 3 A4 /A A,xDK ,L- AKSi,i g M ca
- +0 L A g/ Yo
d” N"Y Ag
d” N"Y Ag
A.B.C.D FTPAK g IPD
nay IPYT " " 3, Lopys[ ~ L j
P51 0 Al AR t byo.
ftp user nam e FTPAK O s 0
Sopysf ~ L j Qoo fo L

Al AR t byo.
ftp user password FTPAK 1 x DK
Sopys! ~ L q n A ke
FER" t byo.
<64-10240> g Wwu ., . >.¢ O .( p> 512
-w Wlgr A>cQ 4+ WL nw

0, o0.¢ O
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<active | passive> FTP? ™ © @40 "Er i (active)f e

o i (passive)N/ A £ 0.¢ O
Type <1 | 2> W+ &7l i "E o (L ascii, 2: binary)
nchecksize AK/ B o0 L pnQKo.¢ O

od o £ mainbinR W+ AK/ A g

O+ viyo.

config#copy ftp: flash:

Prompt: ftp user name[anonymous]? login -nam

Prompt: ftp user password[anonymous]? login -password

Prompt: Source file name[]?main.bin

Prompt: Remote -server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

Ma:

FTPAK" wme N QL 3t

Son (g syt 4
synwait-timeR T L o i/ Af~L "E yo.

Ws oV,

O’EQ'"T Br

aY T wsa

®

eY a3 TCP"" A Laos | —/

AT WY/ AFTPY Qo 3 v #7117 1"
'A\IJO.\J 0)'"'
Ayo. p.. kS22 bST N v,/ A

] qua &1 wuT.,

X . a nkaweingn Or yo.
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A+ Tt ywo.$ v TCPA’



VIY. "E0D

AGd E Ginesf ~tn 0o 4 CBaA . nw" _E yo.

1oL ¢B/ 3/ Agk_ EL_E

AG / »1 "& HI kE2"nq 4+ +

console(i 'l ), virtual terminal(" ' CB)

Ad xoom gaAadFBAvo.evy b AKO0Hd | %1

d £zt _ TEODOAT Mw 1 A¢C.
Line L Ly Ag k
CON(CTY) 2 Eb— Ag /o7
Console JL 0
<
SSHd Ad G FxCd
VTY NV e} | O )t T OEA |og
Yo
Line console
[ ~% e/
config
line console 0 AT oRT
pass-group <group -name> xDK * 4 MmMLa ., K€ "E
password 5
Please input password: Oo xDK d 4
Please input the password AGAIN: 0.
no password n ok

90



no pass-group i1/ & oy xDK “ 4 ML ¢

Line VTY

E:

config

line vty <0-31> < 0-31>

pass-group <gro up-name> -~ €_'E
password 5
Please input password: +in 2
Please input the password AGAIN: 0.

v
no password i1/ n ok
no pass-group i1/ & oy xDK * 4 ML ¢

Show line L § « vty EL & yo.

n v_, ' > 'E
SNMP_ "E
Y8
SNMPAG / Kod' ~F1ta oBAyo.

SNMP management side (NMS)
SNMP agent (AGENT)

Management information base (MIB)

B

SNMPIE Foo T, ¥V A/ Awme € T s N /e 0/

ALt yo.
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SNMP’ = adk A3 T N YV, ' = A& (Ciscoworks¥ -~ E NMSy WS H &

Apo.Agentd MIBEAE 7 e» Yyo.A& SNMPn _ "E . &/ N1 V, ' >

N/ & 51’ 0 s - vyo.
SNMP/ £& € MIBn " yo.

SNMP’ = A E &1 nogp>Ll &t os o

"sANEk/f+4 /s ADO>L"heg -t no>Ll/sFa / e 0 BAvO.

/ F& KEMB/ Av$+ 1 0> wyo.MBE»A R, noT N YV, »xq HFE

‘yo." s/ Fe K€ e qpTE T KEHE | E%V/ F

| 44

SNMP/ & €' > A/

iy

Od " ‘" 5017 SNMPT 71 wo.Trapk Savy Occ FW,=Aum,?, A

«

O (E /x "E ), TCP” " d* B &) AG 7°

+m 0t P BAvO.
SNMP Q B

N Fm " e¥Y 3 A& ESNMP' = Ad / rinfformRL OE€yo.o 1 o1,

/ +4 AG Fxas00 n ‘n 3 SNMP’ 3 AG T 500 OEyYo.SNMP

Apo.rx/ Ak Trapl o =

QB E Trapgm Mo H- 1t %V LOE1TLQr
ELOoon Qb1 on A E Trapf+ o H" o N ' AYO.fAATrap k
nA  ®' Ayo.$/ x ,SNMP’ = A& A/ 'Arinformrequest RL @ € SNMP
s A6 / ASNMP20O/ b E* 4T PDUY O wo. =Ad / A rinform

requestRE @ HM Q3 echo” #THR QAyo.»x/ Al F L O9n Q3

Ayo. " od Qp L' =Ad / uC o fAvo

rinform request &L 0 A OB @
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rinfformrequest RE 00 AAEF u, v/ Ad d N VvV, pxu Ee LLT x

wo. ke TH= | Yyo./ 0" oY T %UA F 4’ H i R rinform
requestR o=/ e — yo.’ Trapk K #71H" rinformrequest RE 4 1 K
-2’ .~ &7 rinformrequestREN vV, A/ 41" " HBT X u k
S 1" re yo. nk K, #71H rinformrequestRE 4 1 K ~ &7 H ®
AYo.fAA nd QB %UEOsE =71d'/7 " Li+m yo.SNMP
"S> AG /AP S QBN bl @i - K.t rinformrequestRl O o BAypo.
n v, nubsegAdA o no EL %" ' 43 Trapl O ®BAvO.
+ d—Ak alnL n; rinformrequest R b T £ yo.
SNMP K &
od’ -~ ESNMPKe L g—A AG ERL yo.
SNMPvl---' GO N1 Vv, ' = T N RFCI57 sty 4 C 0
TN vo.
SNMPV2G-- SNMPv2, M e’ > o | v, T RFC190Y sty 0
T
. SNMPv3-- RFC3410 sy " CO N VvV, ' = T NK#3
SNMPvikE M e 600 AL Q. ~ .IPYT »° £t d N Qo 4
/ & MB/ )’ s A, ML sy yo.
SNMPV3E N1 v © *w d Tw L »A/ b 00 L
£E° yo.
SNMPV3/ At~ HIEOO, = Eod’ ~Ayo.
A AR " ER + &I X/ nwHR Q KRt 4+ yo.

RrwRy AR ¢+ 1650 £n £ wvo.
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A R T 9 oF Ha AfHn Qk A v/ Lp o' Ayo.
SNMPV3E 002 @ OO0 wi1lonmes ywyo.00vra@kQos d
Ooe" UY K€, M/ b _ "EHKEH#W 5V yo.00 w1 EOOr @

3/ A oHKEOO® iywyo.00r@ OO0 ®If w E SNMP L

Vs L OoHEOOraywx Ll s yo.dwd v d

4 Fw ' dE"n OO0 @l O
"5 wm¥ol FHERNL KSNMPK#q T SNMP/ & 1 "E - yo.

/Fe K€y = AT ]

MIBn L

1> A8 T SNMPIE® 6 MIBIIn ¢ (RFC1213F SNMP 9 (RFC 1215)-
NL yo.

G—AN AG E* AG /b T g MB »Lg yo.

SNMP_ "E %J

SNMPO.  E

SNMP community »° £+ "Ed wa»a

A& T ceq AdBAE —A_E

SNMP agent H + TMb TF s SNMPO py e
SNMP(U oy o

SNMP trap . "E

SNMPé ke i & D1 | 'E

SNMPv3 | M

SNMPV3 Q o=

SNMPv3 EnginelD_ “E
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SNMPV _ E

SNMP O, € MIB/ b "Ed ' (incloud/excloud) L £ + K1 iyo.0od [~ L

Oo 4+ _"EL "E fj A%.

as, Ag

snmp-server enable snmp_ "EL E

O. . &1 #° ,0DN s MIBy

- ="K’ Fwlar ~
F°/ NV ANe ¢ EG’

snmp-server view name oid [exclude |

include]

Lrns yo.
Exclude: "Ed - S

Include : "Ed& o

SNMPO. 7/ A "Ed — > EMIB \n "exclude' V T “include"t€ t v R

‘wyo. EHR Qk VI, peaqT EG ©' Ayo.

"E SNMP, M o L "E € SNMPO, 0 _ 4 M Fo/ A

SNMP Community / & »° £f "E” K€ w43

SNMP community r v = 8 L 0o 4 = Ag

Community v = 8 £’ = Ag F »x/ 1, F

Community v = 8’ * o 4 ¢t 01 T EL na
as, A
snmp -server community  string [view view- 3 . M community > L s T VY
name] [ro | rw] [ word] 0.
1‘”|-€4I|'.".'MU|:8|.LA"E ‘A\po_!‘noﬁlnin O’<—> 4nﬂU

Community v = 8 L £« § A¢.Communitys s 8 L "E KHI ESNMPf ~RSTL

vw | A¢.
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Ad LR o A HT d Ad -"-—Néjh"E
SysContact¥ SysLocation £ Ad M/ A’ > n®KEMBZ£g ‘' ‘  »x ID>’
—A" a1 wo.$ sOIE Confign A "E@ TTLOoi/ Ao
J A L 04—»
al&n > VA
snmp -server contact fext 4 dAunge, 2/ b
a 8 lLA E yo
snmp -server location  ext An —Agvesl "E yo
»x/ A ODIE SNMP 1 + Tdb TF A
%\ K€k LEqs v T dMb TFn
] ~in O wi Ayo.
Q.Q" IA
snmp -server packetsize byte-count 5 ”+ T Vb v+” -
‘E vwo.
SNMPUO oy @

&5 0/ Aod [~ Qo 4

X W SNMP A o

<Y y Community ¢ = 8 c

/M1 ®dnaon

show snmp

SNMP ¥ oy

SNMP trap . "E
od [ ~tn 0o 4 SNMPtrap L 691uv AG /

. trap L O921uv Ad E
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#5043/ Aod Lj «+ ql g 1 02Huv _  E vyo.

aw, . W

snmp-server host host community -string [trap- | T@P§ AN @h=1 N3 Yo.

type]

Trapy AR @f= K#, 0
o lns yo.

SNMPv3trap . ¢ a " |
y AR Of mu & /b
SNMP engineID" _ "E - yoO.

snmp -server host /Aost [traps|informs]{version
{v1|v2c | v3 {auth | noauth | priv }}} community -

string [trap-type]

A4 + AemH3 SNMP_ Ek=eq7 | Ywo.?6 + 1 Trap+F E Yyo.

rsnmp-serverhostrf ~tn7 O 4 $€&€ & " te€ - egpTaplong nns o

WS rgpkom L £t - wo.on et,&  Fdn st Wl SNMP
¢, loouz + +& _ "EV/ 'A rsnmp trap link -statusR[ ~ £ 1§ 40
qal e - yo.
Trapl o w3 & " rsnmp-serverhostrf ~L "E - yo.
. Trapt i NF R, no 0s

¢ & © 7T TrapF AemHIET & 3t F+d,r AnOq T K

¢ T -~+1". >Lnsg oBAyo.Trapy i #», n@n
w5 N3 #5°iH/ Aod & af~tn O wBAvVO.
aw, . A
snmp -server trap -source null Trapy Anq @ & n nullinterface T "2 0
snmp -server queue -length /ength | Trap+ Bl & / b | AR D T 0

—E Wyo.( p> :10)

snmp-server trap -timeout seconds| ~ "1 L. 8/ A Trapl =~ &7 X

A1 wo.( p> :304)
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SNMPeédte i & i | E

#5004/ Aod [~ 4 SNMPy Anq i & bin _ "E fAC.
al&n > VA
snmp source -addr jpaddress SNMPy Anq Aenn  "E yo.
SNMPv3 group . "E
ML "E ug od [ ~fn f Y
aw, . A
snmp -server group [groupname v3 SNMPv3, M L "E yo.
7 JL - .
{auth | noauth | priv} [read peqT ¢ C - T°O cor
readviewj[write writeview] [ notify mloBAvo.
notifyview] [access access/ist Priv: SNMP v3 & 1 *w d £ )
Auth: SNMP v3 & 7| tw, lECe o,
Noauth: SNMP v3 & | Civw, >
Ce .
SNMPV3 Q o=@ E
od [ ~tn § 4 T Qoon _E O BAWO. 2o 2N/ T, 3 2A/ | By
Qo o N Oos/ " QU- YO0.0we 7 OO0 @1 EQas" T Mg 00wl 0o
m-t  ®- Wwo. DN Q3 Oo=lEfuwl ®' Ayo.
aw, . A

snmp -server user <name> <group>

v3 priv <aes128| aes256 | aes256-c>

SNMPV3 Q oa o, M, W HA_E

comfirm auth:

5 H A (PBKDF2 + AES256) v
auth <sha | sha256> 5
(' ,9 u T A)
input priv: Priv:
comfirm priv: Auth: O o g”|= W X DK
input auth:
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SNMPv3 Engine ID . "E

SNMP EnginelD I€ SNMP Engine L AN EH O-Yywo. kg SNMP' = Ad d

» X I SNMPv3 o | SNMP Engine/ Hf £ Ayo.
aw, . A
snmp -server enginelD local =\ SNMPT 2 E HT Syvo.¢ )
enginerd-string

snmp-server community 5 public RO
snmp-server community 5 private RW

snmp-server host 192.168.10.2 public

—t€od” " Egn t €Eyo:

3 MBnon glo @Bl tve=-8L "E IE€HI.

i Lo~ :
€ Community v = 8 L L "E € HI

9 MBn " g 0o

Community v = 8 L publicl O« 4 A& 1 MBnon gl o

Community v = 8 L Private = _ "E 4 MIBnon gf AG / 0, " & MB

—r I ~EAG F Trapl 69~ = Community v = ¢ L public = ma 4+ Trapl
192.168.1024 7 097 Ywo.o et , 0 x o0 " H" o3 »x/ A

192.168.10.21 ¢, 0 = TrapsOn O€vyoO.
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o £ 2

Switch# show running -configuration non-interface

snmp-server enginelD local 80000523015a000003

snmp-server group getter v 3 auth

snmp-server group setter v 3 priv write v -write

snmp-server user get-user getter v 3 auth sha 9 e7a86399065c56fa8645cc14e33f29f2d
ac965c3d73fd879fb424419cac7a3ff

snmp-server user set-user setter v3 auth sha 9 2e556b053bf1903cf40643b2687dbdba 5
2aalce594605fd77247f3322f88b48f

snmp-server user test admin_g v 3 priv aes256 auth sha256 9 65c03eaf2ea90e0cdb8cf
68572b690fcec03713d31f1e566738db3e2dbeOfdae d 3ec854a04cl2dacclca380d999afe8d0054
€02370c8069000c8efd3eall2227

snmp-server host 90.0.0.3informs version v 3 auth notifier

snmp-server view v-write internet included

—1 o AKSNMPV3L O ¢ »xn ' 5 €HT L O+ vyo.

M Setterl€ » AN _ E ez, M Gettert€E»A 201 YO P ©® BAypo.
Qoo  "EQ s ™ M User" . M Setter/ 1 v Qoo Getuserle, M getter/
T vyo.
get-usert . ¢t 00 w1 EFwkyn, HRn QAyoO.
Setuser . 1 OO0 w1 Edwd yo.

» X/ A Keyevent" e Y 3 usernamenotify 1 Qo 4 s @ 1€90003%

QB r Ann O€vyo.
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RMON "E

RMON _ “E mm%o

RMON _ "E mm%o:

. &—A/ b RMON_ O =&
. §—A/ b RMONZ£m , =
. &—AN/ b RMON =~ =

&—A/ b RMON, v ,
@—A RMON_ "E A

&—A/ b RMON_ O =

Command line” K SNMP NMSn rMON . O =L _ "E

SNMP NMS 1 _E K.t &—A SNMP1 _ E -  yo.

0. "+ Ey rAKEAG T Es T >Loy

od K€€rMONQr _ ®xL_ "E K€HI LOsvwyo

*

aw, . A
configure &5 OB e D
rmon alarm index RMONQtr ¢ La" HAg.
variable interval Index € . O ¢ wy wo.r [ —I€1-65535
- L vo.
{absolute | delta} rising - o
Variable E oy ¢ HIEMBy _Vivyo.
threshold - value AG /AT MIB_ \ 4 — g, Integer, Counter,
[eventnumber] falling - Gauge” IE Time Ticks 7 Objectsr N @
threshold value Ervo.
Interval EY oL — A" C>iyo.ColkH

[eventnumber] [ owner ~
Co-+eq 1 >k 1/ A 2147483647 0% fiyo.

Absolute EMIB_ V¢ >L iy oy o iew
OoYyo.@ K€MY ¢ OF/ AMBEW
>n, Loy tew OwYyo.

Valuete , 0" YEH = | >ivo.

+m K k€] >/ u¢ L YEHEE+m g
index>%yo.£m K K& O iyo.

string] [repeat]

Owner string 5 Qt/ b 200 §] wyo.

. S o b RPY D <
exit NT Hud<yo.
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nu_
write -~ E-Erovo.

IMON , O ¢ % ‘"Ey »AlERAYy OD>L " hyo.

Oy >kaam+ Q@ " K@ Y §fa F4 > x_ Yyo.

Oy >+ +4>00,  OA ] >q7nrnay | >L4 K€, Fm K
index K 4 +m .Em K " 0F-+ Fm K " indexK " H=z Fm "
eY nQd)

no" may Oobn 1 Lo g3+ 1Qr ¢ Ub"J 1 _ EYyo.c®

kg7 .0 L "E . — rmmonalarm L ¢ K f 3 xni _ 'E

wo.® ' rmon alarm index T fi noo i ™ Qr oL gj

Ay o.

§—A/ b RMONFm , =

od /IKERMON#$m n "E K€D "

o] aw, Ag

1. configure o AN Y 4

RMON = rh c Ll HAg.
Index I€ M ¢ yid+q + L[ —1I€1-65535

2. rmon event index

[description  string]

_vo.
[log] [owner string] Descripton £ £+m / t #8007 ¢ vyo.
[trap community] [ifctrl Logle+m " e¥YH g T, +w/ 200
interface] 1" et bge yo.
Trapk i " eYH 2 Trapf An Y'EH 1C
yo.

Community K Community $° £y o .
Owner string 5 Qr/ b  #00 §] wyo.

'S e DRAT Hu Q< yYo.

3. exit
4. write - Eb e o
P “ A v . ¢ AL
rMON = _EH / KEIMON, O" e¥Y = rMON fm T o1 3
eventLastTimeSentn SysUpTimeq T . 'E - yoO.
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Logi "Ef rMON rm T _ "EHa y AR" T, +Ww/ 1" Yyo.Trapi "E
MON+rm 1  "EHa 97 An" & ¢y Foq7 #1T4Yyo.rMON$m 1 41 K

A 4 ¢®  ndexT $m cl "E 3 xmni _ Er & o4Yyo.rMON Fm

indexn f 4 index" ¢® 4m cLlai w8Aypo

& —Aq RMON ~ _ 'E

IMON =~ M LEyAq o9 / b " 500 oy lEwr OoYyo.
IMON ~ 1 "E I€EC KKod’' ~Ayo
0. as, Ag
1. configure 6 &5 °hT ef<yo.
2. interface iftype ifid 7 AT etft<yo.

iftypek e 1 + L 4+¢C vo.
8 IfidiE I 1C wo.

3. rmon collection 9 /A &L E vo.
stat index [owner indexte "~ g ugl ¢ wo.
string] ownerstring £~/ b a0n E[ €1 i
yo.
4. exit 10 #5 ° T 4@ <YPo.
5. exit 11 " 2 PRAT 4W® <YoO.
6. write 12 _ "ELl ey wyo.
e® ypglo. & 7 c L "E _ — rrmoncollectionstat rn 41 K f 3
XTi _ "Er & =% Yyo.rrmon col lection stats inde xR § 4 jndex" <M
c L 4y Ay 0
¢ —Aq RMON, v _ 'E
IMON, v , M E »A /Aom A AHE 800 ©° KW O-Yyo.
IMON =~  ®xkod’ ~ % "EYyo
o aw, Ag
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1. configure

TLPAT ef<yo.

[interval second]

2. interface iftype ifid AT ef<yo.
iftype Ee 1+ L 4+C vo.
Ifid 1€ T D" ¢ vyo.
3. rmon collection /A CxLoE Yo.
. . i 4L I o
history index [buckets index k€ ¢ w16 wo.
o ¢ qT W 6 H N/ AN K
bucket-number] T m v T ) ot
K clbeyr - yo.f1 > Ly

- #xCy.v cLyeoP ofAvo.
[owner owner -name] .p>E50. fvo.
MK €. By g 1 O K€ . L4¢
wo. p >k 18001 iiyo.
ownersting £ "/ &t 200 £ €
4. exit D <Yo.
5. exit M <Yo.
6. write C"EL ey yo.
RMON, v ¢+ 1" H3 »ANIERaY / A24X% 0 >L"hoyo.
>k 0 cq1m F0 ¢/ 4" Yyo.rMON & ,, v,udl 4 K § 4
e® ypdo7r v ¢l E 3xmni/ _  EKE>, a.Yyo.
rMON . v index? § 4 jndex" <M v ¢ L gy
va:
K K 1>F57 vt - @)F Y ek, 1 EYI o E_t€AG 10 a0
O~ wo
(';'(—N-n- RMON “E 70\
show[ ~ 110 § 4 §—ANq rMON_ EL O¢ vwyo.
as, Ag
show rmon [alarm] [event] [statistics] E 7200 76\ VYo
[history] Alarm £, O ¢ T . "EL A k1l
TC vo.
Event 1€ £ m cr. EL A -
+m e¥/ ¢ YEH T, Fw/
y L A ki1ilygg yo.
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Statistics K » A " /A T K

cd >y .EL A k1l
TC vo.

History € /AN NAY T - qT
> K, v cd ~ >y EL

A k€1lL4C vo.
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SSH

Y8

SSHAK

& —AKSSHAK, =L £~

Q sxLlnL yo.¢CE OQ

A

SSH a#.. IESSH 1 nT
noE" bt SSH
»AAT SSHAKN AL K 7

Q sxLlnL yo.

SSHAK d SSH

"E w60

v .

SSHAKIET, ff Fw o it O

O’(—)

AE

yo." TL o/ Aod [ aLj

Ay 0 . SSHAK I€

EOO. = &J AVw)

n K€k T, k4w d

Af+.. €0 nQEN Vv, wy/ AR HIE

ATl A ¢ nlO  ywo.SSH aF..
EKe 20 nL yo.

Yo .SSHAKIKE, paqT ., p Fw HI col

o Ly {] oy L
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I/‘l-n-

TL

fi

- At

as, A
ip sshd auth_method STRING |[4tw HT rcul "E yo
ACL. E .
SSHAK/ b »> Lgt w3 SSHAK/ b » £t col "E - wyo
o i/ Aod oL > £t cuol "E yo
as, Ay
ip sshd access-class STRING ACLL "E wyo.
AL ; ) -
Y A A > 'E
FAK'/ 7 % "By _ By A 9/ Fwlad & g3 AKIKE
FApyo.” 7L . Evit/ Aod L CEA 40 > LB yo
as, Ag
ip sshd timeout < 60-65535> +w A 40 >L E
*+w -Ay ®_ E
+w/ b A F£Jb A L4 3 SSHAKKEU 7 £+ _ "EHRn QK 4wl

n QAyo.JbL ~AT

+ twl oAAy KDL

wike ﬁQ'HT

moLE

TTL o/ Aod [ At

i A

as,

Aoy

ip sshd auth -retries < 0-65535>

Configures the maximum times for retrying

authentication.
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SSHAK 'E

Ay o .SSHAK™" "E H3 »AlETrsa n

SSHAKIE, paqT x 'E Hi

o7 YE od af.. 17 wNlop wo.o ak12T syi %Yvyo.

TL_ EP i/ Aod [ ~tn f 4 SSHAKn" “E wo .

I ~1 £

ip sshd enable SSHAK?T O« wWwo.
€ 2048bitT Y'EYyo.

SSHK & 'E

SSHK# L "E yo.

It €]
ip sshd version 2 SSHIE, p > T K& 2,
nL Yo.
SSH P
SSH "E YEy 1 nAyro=3/ e . — o0d [ ~fn { yo.
[~ €[
ip sshd save SSH n nAypos,/ Mg
P WYoO.
SFTP "E
SSH E SFTRP  E . — od [~f0f yo.
I 1 €]
ip sshd sftp SFTPh nAyppos,/ Mg
Py Yo.
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0o W

~

SSHe A » 1 "EHE

[ ~%

£

Max-lines ssh <0-31>

SSHe A » 1 "E'HL & U
£EAa 0.

eA»T £ :0~31( p>:0)

no max-lines SSH

SSHe A »1 "EHE s L 47 o.

SSH» T = 4

[ ~% €[
show ssh ssh»T s 500 A o0.21 IR
TCP 50
show tcp brief TCP»T "EH=207 A o.
SSHAK "Eo £
& AKIPY | " 192.168.20.404F host: SSHAK/ 1
| $GK€E Qe IDV . N KEH OoYyo.

IAccess control list (ACL)

ip access-list standard ssh-acl

permit 192.168.20.40

aaa authentication login ssh -auth local
ip sshd auth -method ssh -auth
ip sshd access-class ssh-acl

ip sshd enable
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SSH af.. . 2 O«
SSH a%.. . &2l oo g onf~Lyw §{Aag.
[~ €

Ssh f| userid rd ip_address

RH Yt s IPv4
c aN(AB.CDy ssh) 1 L Aem wo.

Ssh f| userid Fipv6 [p_address

NH Y331 5 IPv6
c 4R XXX X} sshpi L
Aum YO .
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Telnet . "E

Telnet’ Ax & _ 'E

[ 1

ip telnet enable Telnet? O o

ip telnet sour -interface vlan <interface- | Telnet » T L

a>

ip telnet listen -port <3001-3999> Telnet nn,..( p>:23
Ip telnet max -user <0-31> Mb TelnetQ e w N a

no ip telnet enable Telneth O w ' TWuv x 'E

Telnet’Ax ¢ +w /i b E_'E

[ ~% €[
ip telnet attack-defense <Countnum: 3 |[»1 @& d =~ »71 b, A L
- 10> <time num: 30 - 86400s> CE.x T ok :3~10
-1 b, A’ :30~86400 A .
no ip telnet attack-defense i od ~»T b, A" _  Eot

~
3

Telnete A b | "EHE

I ~f gl

max-lines telnet <0-31> Telnete A » 1T "E'HL & U
Ea 0.
eA»il £ :0-31( p>:0)

no max-lines telnet Telnete A » 1 "E'HE sl 47 o.

5o ) £1 ACLe o

TelnetAK/ & »> Lttt uz #5880/ A 1 ACLL_ "E ~ &n

J ~qT TelnetAX @/ & o Yo.

as, Ag

ip telnet access-class <acl_name> "3 37 £ 1 ACLL Telnet
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AX G/ & o YO.

H JL
Telnet » | o I
J‘ n :t O IR
show telnet Telnet) T s 500 A o.»1 IR
TCP 50
show tcp brief TCP» 1 "EH20On A o.
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v (AAA)  E

AAA s
"EG £ tKEN V., d AxE/ b "EGn £t KHI fyo.dtw,’ S+ d
s (AAA)T YV, OO Axdlar: ~ K€ "E4d AK/ b ‘EG £ f0 _ E €
p o]V, £ wyo
AAA OO Ax @
AMAIEE" R Yy o 00, =L ® y QAT E . — | ded

WO .AAAKE 04 AxEN © koM HAL " yo.

o ] v.

AAuthentication - T, 4 d b Ue,%M d F ,y A" nLd ¢

OO0 T N/ §a n xw Qoo AN HI L&° yo.

Authenticaton E N v, d Ax 4/ b 2 F oH, #/ Qo=

& tw OAY a1 wo.sTH FWITH" 0 H, &/ =

4L +6/ &« oHi- wo.oQIE, pyiicu ("default"a 1€ Fo
princokbomypiincuod agyn Qk 1 o6 & +6/

ceqT 4 oYyo.apyrincoE, princolnd oo vo.
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T4, ¢ d Oco"xfFwlta oo dw HT E AAAY
AT - WOo.AAMAOO Ax & QS/ A_ HKEHI L 4 0 g dy

HI & b =B 9ok"tw_ "EHLuyw [fAC.

AAuthorizaton R * AXx &, Qo N scuvd T ,0es  MRAL,IP

IPX, ARAd Telneth L/ - W "g’ S+ 7 K’ S4n xw 4 L
> £f HT Ler yo.

AAA*  S4 € Qes o © FImdn g KWy TELWw 4
oo yo.+1 TEEYTI Qae/ b w¥F | F6/ y 0%
X.He ' KQoegft, xdt O L s  — AAMAT

e Yyo.w¥F | F4n EG§ AK KAt / T&T HA - 1 RADIUS

lE TACACS+00 AK/ A L. 4T &

Ay 0 . RADIUSd TACACS

+¥ " kL. 00 AKIK ::' L i Qas F s K€ AV (Attribute -Value)
L7 PR LOgoe/ = 4 \po_o@Jllr\yH]l:AAAn
AT - Vo.

AAccountingR QO o= ID, Ammd sRA’ ;] Y [~ (s :PPP), w d

e+ OF F %I, Ad O/ O-HIEOOAK 201 0> ~ 09k

HT L& yo.
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slQoge 3 00" BG4 KAXGIEY"Ss Qo N vV, =1 47

, Lna Ayo.AAA" s+ E Hz N V., » AKKE s eq
T Oos ¢ L RADIUS™ € TACACS+00 'AK ( OO HI/ §a

ooy O wyo.' splbillE s AVeQqT . EHe »° t1 AK/

erYyo.+HwfE €N YV, ', af.. N d/TKESON — TA

Awo .2 6 Accounting HI E AAAn srHt- wo.fwd

s

S+ FxM"AT AAA" sl gy s HT col agp od o,
+  F4/ 4o 4 AAAT 2Ll E yo.AAAD O ¢ a2l E €

HI/ b oE 9" 5 "ESLuyw §AC.

AAA Q o
AAAT =+ )
R i A B
» 'E

RADIUS, TACACS+, KerberoF = E 1y FFwHI

ONX h%oz\d

AAA L=

ARAIEA £ CO- O wc N)” EAXE N (o :IPIPX KEVPDN)CO-T L K€ T Fw

o

S4n eaqT _E 0BuuE H"Ayo.ri it cul E 0od 5

i ked:  Fa/7 srpiincolacs oL €€dwd + Lag vo.
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rincu

i cobkQaen Ly €W OoHIEFY HI

colos 3 +w/ 0~ 00 1 nt

A Lt bx 4 dtwl — h%Ag L O» Ay 0 . Cisco IOS
i ztletesy M K> HI L Qo 4 Qoo w ywo. :: HI F F R
Qq 3 Cisco IOST gfleyincuo/ Aod Fw HI L ¢ yo.+ TEGIKE

oy U T TE o4 A+ Bt HUHT cofomic Hun

TYyo.+ .1 F¥+hH  vo.

i ztle+eying F £ 1€, 1/ 0od 12y Fw HI g7 Fuwl

Ay wo.+ Y, Tib A/ AS FuF f 3 @, 00 AK” IET& O Fo
W | F£6" Oee  "E&Gn < § ¢4 ' )Fw TEG" XPH o™ v HI
AuHn QAyo.0d B E4 4 OO0 AKD lc®e st AaAn v, | EL

O+ vyo.Rl' R2KE RADIUS'AK=|=“ Tl T2l TACACS +'A

Ai RADHUIS
bt
: Fiz RADILS
i gErear
/’, T TACATS+
BETET

., B 01ae adaApAn Vv, | E
AG ' =" e RlF 4w 50, od R2,TL,T2d x ni 37 "E4d AK = \
T& Qoo Fo wd | 8/ 7 HIEHI col sy 00 "5 yo.L, Ooa "

116



n v,/ &« »i1LAg 3 n Vv, 'EG§ AKKERQhe RV 4w 500 " > yo.

Rl Qo= n 4+w 3 1 vV, 'E¢d AK/ PASSE L 02" Qe=lN v,/
"Ed Ayo.R1$ FAILE L e 3 Qoe g 'EG4" - SH 'EHf

*BYyo.Rl+ ' mnQq3 N1 Vv, TEG4 AKIEFn1 ¢=T1 M> ~ RY Hy
s0On 5v  yo.+ EQos" dwH-t - SH N7 KEEHE" B Hin
teR Nay r i in "TYyo.» 6 Fw HI F ¢=n ¢ 3 N Vv, CE&
AK" E'HL ¢=1 M= ~ "E'Hf* B Yyo.

FALEF E ERRORF 0° wo.FAILE Q=" :: dw wf | Fa/ g L

A4y nY dL+C¢C yo.dwkFALE 37 UPyWo.ERRORE OO AK" Fw

s/ F nao 4L ¢ wo.£3v/ dwd+ Auygn Q Ayo.ERROR n

H .t/ AAKFW HT cu/ agy od Fw HT L ¢ Yo .

AAA E’ &7
he te€* @3 001 HHL n8 - wo. AN v,/ AbO0- L
A Lo L Hn HI L™ s - yo.
"E' A %

AAA_ EE’ oy . p TEGN 3 Xx_ &' COWoO.AAAD Q. 4 Ciscoa ?
k7 e AK/ AOOL_ "E na$ T17EGr 5! fjAL:
Noq OO AKn O« un3 RADIUS, TACACS ¥ IE€ Kerberos¥ - L

OO0 T N#Aa, nw? "E i AC.

Aty [ bon ¢ el piacolay A
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% .t A4 a4t ¢/ yinncolao [FAC.
€ o) J[~Llog. s+ L "E yo.

¢ O ) ar~lbx, 4« gl "E yo.

AAA  E wmm¥o0 ¢ U

AAAFEW HY | Ann E yo.
AAAQ o Fo dy

AAAQ wo X DK W

Qoe Fo0 fw E

x DK E

AAA LY “E mmbo

Fwl "E nwzg od E TEA" o {AC.
(1) Nuq OO AKn O« u3 RADIUS, TACACS ¥ IE Kerberos¥ ~
OO0 T N&a, non _E {§AC.

2 AMAFw[~Lo. 4 Fwl - rigcol sy vo.

>

(3) % .t rAncuol g L£ad7 K / 4o yo.
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AAAL £ gw T £ E

AAAOO Ax Gl o, T, FF+w HI L o4+ ~ yo.aaaauthenticationlogin | ~ L
Oo 4 ALHKET, 4w HI/ O '+ AMAdwl "E  yo.aaaauthentication
logn{ ~L oo ¢+ 17, 4+ < AnHEFw H] col + 0 YE yo.Fcuk
login authentication line configuration [ ~ L Qo 4 & oYyo.

AAY Qo 4 7, 4wl E nz 45  Ev i/ AAem Kod [ L

O~ HAC:

s, p1

aaa authentication login  {default | /ist-
&5 AAA1T  E yo.
name} methodl [method?...]

line [ console | vty ] line-number [ending- | v ¢ v L & o ¢/ b ¢ E

line-number] P RN Amm YO .

fwecuol n”KE4n n/
login au thentication {default | /ist-name}
a6 Yo

listname £ waEXF c O Fo L nas I€EH OcHiEv s iyo.p i i FolEdw
Q =x+ Ay KHE i 0+ €yo.1" Fw HI EFagin" gen

> .1/ OoHe,f nQk_ 1/ K€OQOoHN QA0 .26 1 " ¢=n
> XA T AHWEFE W Ns wuaz [~ /AXA; ;i i1 nonel

ns fA¢.

o1 o1 RADIUSAK" ¢=n e ¥xau 18 slo. ¢ LwE'E  mo

ns ng od ol H{AE.

aaa authentication login default local group radius

va:
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none VAP S QOws T, £+ "E aq717 FWwHnuu |, v/ Fwg h %
HT 37+ O - wyo.

od knLyET, FEw HT Lts yo.

-1 Ag
Enable *w/ O« n 0o Yo.
group name tyl — mnay AK, ML O. yo.
group radius +wl — RadusAK cuv Ll 0o yo.
Line ¢ Jtw/ " Qe Yo.
Local tw/ 78 Ooe Fo wE | FG1 0w yo.
local-case b/iven T K€1& OceFo Ly yo.
None +wl oo, nQAyo.
@ T, Y E

aaa authentication login [ »~/ enable method Vv i1 Qo 4 7
+w HT 47 E " MA Yo.oN eF omyiiicus

sgHRn Qk 1t 1, A0 LW H] 4T O " & n

ns ung od [~ L
aaa authentication login default enable
@ T hdvoad
aaa authentication login [ ~ L linemethod Vi ¥ Z Qo 4
T, FFwHI T RA HAC.o0 eF T, F oM

AL a7 L
) O’(—»D -“-\U Hl ‘|'|T A-”- n

aaa authentication login default line
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TYHI 7 A 9 Oc w3 heag 0

R T " Qo T,

i |
i |
| -
_r-
S

aaa authentication login [ ~ L localmethod Vi % Z Q. 4 Cisco
At T K EG AK" Fw/ 18 O Fo wE | Fao
Oc WUMNA Yo.o" et omyincu$ spygn Qk ¢

T, #AO0ce W Hl 7 78 O Fo W | F80 N5 ug

od [~ L1
aaa authentication login default local
T& Qoo Fo wFE | F6§/ Oosn 4" KHI/ b = 'E
QokbkF 1y "0 Fw_ Evluyw [{AC.

(4 RADIUS, ML 0. 1 44w
asafrw 1, FJ L Myadusy i ¥ Z Q- 4+ RADIUSY T +f
FwHI g7 nes AAC.on e omypihcuod apYn QF
0t T, #FA O W HI 7 RADIUS) R n3 od [~ L

i Ae:

aaa authentication login default group radius

T, 34w H] 7 RADIUS» O~ u3 he RADIUSOO AKF¥
nl E - WYoO.RADIUSAK¥q 1. EF b =E Dok

RADIUS "E» L uyw 1§ A¢.
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asaftw E | p[~LOo 4 Qaen’

IEEXEQ) ~ ®1/ E& @

A KEH Ooylc®y Ly HT L, Syo.dyb 1" R dw HI

Apo.1" Fw H] Efapin" ¢g=n > €.t/ OoHe,
A nQkE_ 1/ K€Q«HN QAo .26 11T " ¢=n > KA T W
'"E muns uzg [~ /AxA; rinTt nonelns f{AC.

od [ ~fn &50ji/ AQo o

s, p1

s -

aaa authentication enable default COn % K€O-= IDd

methodl1 [method?2...] tLoa"r ° wyo.

method ol dw Q s x+ Ay KE€ri g it col

H QAT Mw yYo.

od KRLHEO-"xLtw HT Lts yo.

-n Ag

enable dw/ " Q0o Yo

aaa, M 'AK radius” € aaa, M 'AK tacacs+ [ ~/ AT HbT
group group -name

#wl — RADIUS K€ TACACS+AKT -~ L oo wo.
group radius $wl — Radus ¢ cuvl oo yo.
line e/ v " Qe Yo.
none +wl oo n QAyoO.

AMA Y HY y An _ 'E

AAAKE . E" & y T, FdQ T, #HY7 O0oLlnL yo.Qos "

A& / 1,4 4 AAAD Q. 4wy te F4T1 6 Fw f v AH
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Ooe" T, 4 X0 AHHYD E nag (r, % o, prAnbV)as 'E

o/ Aod [~ LOoo HAC.

aw, pt

aaa authentica tion banner delimiter text -

string delimiter

T,*H HY_ 'E

Qo T, &/ 1§ VX0 AHKEy ARt _E w3 (T, F¥AH /b P

r AR LV )as "Evii/ Aod J~L oL f§AC:

aw, p1
aaa authentication fail -message delimiter | O = " T 4/ § L A
text-string delimiter f ANY ==E Wo.

T, ¥ HY" reng od vo voef HYT AY & ve3 N/ Ad +

dLlQs Tven "E - wo. Tvel § v=8U/ AedHt
HYrdl+ €ypo.T>vale » ASCIIv e E y CHv. BB W7
vaT AqH3 FrvelEHYD  E K€ & ves/ Oo @' Ayo.
o ALy,
AAA Q o= Fo dbw
AH= AHE & " n, ng #°

. "E® ii/ 'A aaaauthentication username -prompt [ ~ L 0o §AE. p Qo= Fo
3 ¢ Ty "mafl~grno AL o. f{AC.
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aaa authentication username -prompt /| ~ £ L. TACACS+AK" &~ b U= n

N QAyo.&«5_ "EPii/ A_E ug od J~LO. §AC.

n.
as, p1
String of text that will be displayed when
aaa authen tication username -prompt
the user is prompted to enter an
text-string
username.
AAAQ o= x DK 4dtw
Qowo/ ~ n vy An"  AH= AHIKE & " n., wu3z #5 TE° i/ A
aaa authentication password -prompt [ ~ L O« {§ A¢. p 3 G T

w@"maFJ~qyrno ALo. f[AC.
aaa authentication password -prompt [ ~ £ L. TACACS+AK" &~ € b Ue 0
N QAyo.#«5  "Eoii/ Aod [ ~LO. f§AC.

n

e

v, p1

aaa authentication password -prompt Qoo " n o atrAn" A

text-string Hx A vas @

O-r o fu . E

~

0d 0 / ATe T 0o o0BKO.c Fo e +whAg L, e
ATACACS mnL o' KN V,/ b TACACSF 1O Qo= Fo0 d H
tw Ag Le yo.

A "EG cuv & 1, +A-e[ ~f d "moescape” "~k ® O
T, F#L £ yo.

Ooe Fo 4wl "E nz AG "B/ % bT #5  "Ep i/ Aod [~L

O~ HAC.
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Oce o lot na+[~grno Al o. f7Ag.
username name {password encryption -type encrypted-passworad}
username name [autocommand command]

username name [callback-dialstring telephone -number]

username name [callback-rotary rotary-group -number]

username name [callback-line tty /Jine-number ]

username name [noescape] [nohangup ]

username name [maxlinks number]

no username name

x DK E
4’ pm/ b "EGn £ . — T4 n E M3 ,&5 _
enablepassword [ ~ L 0. 1§ A¢. % O Lt. ugff g

O~ HAC.
enable level password encryption -type encrypted-password

no enable [level /eve] password
AAASY  Eg E
T - 9

RADIUSTW o £

+ v/ 'AIE RADIUSY O - trY . ELE" yo.
0d o/ AKERADIUSY Q. 4 4w ~ ' LS4 qgu dg—An
O+ vyo.

aaa authentication login radius -login group radius local
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aaa authorization ne twork radius -network radius
line vty O

login authentication radius -login

+Y RADIUSEFw d’' S+ Exnkod’ " F sqpYvyo.

aaa authentication login radius -login radiuslocal f ~ k1t & 3 /A
+wl — RADIUSY O~ mu At 1 _ "E yo.RADIUS" ¢=n

e 3 QcealeT8 wE | F80 O ¢+ FwYyo.

aaa authentication ppp radius -pppradius | » £ Q= " @i T, & n
0k

t CHAP” IEPAPY Q0. * PPPEHw Ll Q0. mou i Z10

«

'E YO.EXEC &+ Ooon +w ¢+ PPPdwd+ 0 Hn
QAyO.

aaa authorization network radius -network radius f ~ [ ~ £ RADIUY

n v, fFw,5i ::d "Ed cul™ s yo.

login authentication radius -login [ ~ E 3K a4t/ b radius-login § T i

cyl "E  yo.

AAA°  E mm¥oC U

AAADT O o 4 EXEC _ 'E

AAA'  E madho

AMATEw L "E nzg od E TUEGN o HAL.
(1) Ny OO AKn O« u3 RADIUS, TACACS ¥ IE Kerberos¥ - £ OO
T NDa no? _ "E fAC.

(2) AAA’ Sa [l oo 4 S4n — HI col sy fAC.
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B % .t ypAncul gz +4 " IE / 4o yo.

AAAN O . EXEC 'E

aaa authorization | ~ L Q0. 4 ° S+4n E  fA¢C.
aaa authorizationexec [ ~ L 0o 4 ° S+ f 4 Qoo " EXECE LR )
+= AA¢C.+, xkee [~ 50F  EOQo: 1 W00 ¢ &
Ay o.
Ak Efe~rT, " Loo fAC.45  Er i/ Aod L oo fACg.
s, p1
aaa authorization exec  {default | /ist- .
a5’ S+ cuol "E yo.
name}tmethodl [method?2...]
line [console | vty ] /ine-number [ending- | 4w HT cola o ad/ & 'E
line-number] P RN Amm YO .
login authoriz ation {default | /ist-name} oL Ftr  E e o
Vv it list-name Lk’ S yincuogrFolnag lE€nw OaHlE
v oo Vi r i nk’ S+ TEA NRE T 0D Mma yo.

HI col oo 3 * 03400 1 Nlns + fw/ O o

jAyo.AG L

1bT 4, HT £ 4§ <t h%Aa LO» o
tsy MK HITLQogos 4 510 Vv, AXG/ b Qoeo/ - L
S+ wo.::zqypinn" F mQua AG Eypiihcu/ teyod
yiian & yo.f TUEAKEtsY 'S4 i aFq E a4

n“Kagpyrdrin"omiidH N T Yyo.

nay 6 yin" F MNQ AG FEXECE/ ef". 1 L K, ¢
[~ /Axni #Fw it nonelnas - vyo.
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pa, ner Oe 4 peul E 3 pecufesf  Fa/

ceqT & o4Yyo.on 6t 0d [ ~L O 4 radiusn execy . p FW
HI'HT na vyvo.

aaa authorization exec default group radius

va:

yincoE agHn Qa3 18 AxGn Oo ®' 58  FCaCYyo.

od K€ -~ RLYKEXECEW P iin t8 yo.

- Adg
group WORD ’ S+ — nmapy AK ML QoL yo.
group radius Radius L Qo wyo
local ’ S4/ T DBY Qo yo.
if-authenticated Ooe" Fwy .t %V Yy, &8 » F"2 yo.
none ' S4n @ n QAyoO.
s
AAA 9 E
EXECr & ° o £

aaa authentication login default local
aaa authorization exec default local

!

username execl password 9 cjphertext

username exec4 password 9 cjphertext maxlinks 10

+ Y RADIUSFYW  Ex [ ~flkod’ ~F agYyo:
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aaa authentication login defaultlocal [ ~ k1 = dwq |

cuol s wo.£HI cukop 1,

& JHyo.

aaa authorization exec default local [ ~ k exec’

col sy wo.rincukexecl

D‘e'"T QHI”\IJO

AL

O o= F0 k execl, T, 4

®1)iyo.0,exect /

3051nuc0~

AL

O e F0 k execd, 1, 4

"E mm0C U

AAAQ o g 7" 'E

AAAN V., =&

AAA" 7 "E mmdo

AAA" sl "E u3 od | E TUEGN @

prin

2 UREN VRS,
S4q. prin

- €90 Qos/

€ abc, EXEC w1 E15(" » n k

L s

3 ®1$ 154 O o= execls

€ abc,Owe T b ¢, €10 yoO.

fiAe

)Ny OO0 AKn O~ un3 RADIUS, TACACS ¥ € Kerberos¥ - £ OO
T NDa, no1r _ "E f{AC.

@QAAA af~Ll oo ¢ g/ b HI col sy {fAC.

@ % . trARcuol asd& a7 / 4o yo.
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AAA" 77 e Qo _ 'E

aaaaccounting /| ~ L 0w 4 AAA" 2 Qo " &®.

n v, 'EG¢ AK/ AfFHti0°6 @/ &<t 77/ b 7 00 € HI
cuvl, enz aaaaccountingconnection | ~ L O 4 AEC.
as, pt
aaa accounting connection  {default | /ist-
name} {start-stop | stop-only | none} " mcul, 3yo
group groupname

Vit listname E Ecugvas by €W OcYyo. Vit Vil Accounting

T'EG X/ ¥ 4 At HI Lmns yo.

od K€ ~nLHKE?" sHI L+s yo.

-0 Ag
group WORD "85/ b 4 ygAK MLogL"x T yo.
group r adius radius" s L "E  yo.
none £ & E 1 x 'E  vyo.
%\ Qoo TEG" Uj = "NN" v Accounting TNn
stop-only .
O€vyo.
RADIUS™ I€ TACACSHE %\ § T 'EG" AmmaH 3 "Amm’ 5
start-stop . ) B
QL 69" T1'Ea" 4Uj = "xn 5 QB L Oeyo.
AMMAL L, n v, aTe
aaaaccounting [ ~ L 0. 4+ AAA" 2L "E  yo.
SLIP, PPP,NCRI ARAPE'H b ~ 5 500 £~ KHI col,eng 7L _ 'E

o i/ 'A aaaaccountingnetwork | ~ L O o §{ A¢.

as,

p1

aaa accounting network  {default | /st n o,
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name} {start-stop | stop-only | none}

group groupname

Vit listname E Ecog v Ll €w Ooyyo. Vit Vil Accounting

T'EG N/ v g At HI Lns yo.

od K€ ~nLHKEN Vv, =sHI Lts yo.
-n Ag
group WORD "8/ b [ §AK MQOo"x T yo.
group radius radius 5 "E yo.
none " s Ax 80 x E yo.

¥\l Qoo T'EG" Uj = "NRA" v Accounting RN
stop-only .
O€vyo.

RADIUS™ I€ TACACSHE %M 4 T Ed" AmmH 1 "Ama’ 2
start-stop . . .
Qp L 62" T1'E&4" Uj = "ARn" 5 QB L Oevyo.

AAA" 7 %oH F

a, ¢4 A" sebditn " s AKT O9m3 " TL _ "E® i/ "A aaaaccounting

update f ~ L O AAC. JA" 5 %W+ " Oc M QquuasF [ ~gno AL

O- HA¢.
aw, pt
aaa accounting update [newinfo ] )
AAA" 5 %oH + 'E
[periodic number]
Usd Vviin Qo 3 O U Accounting 20" Lyxox' saspbdn" =
AKT 09~ wo.s 1 e3,IPCP(IP Control Protocol)" L~ ¥ IPYi OL g8

1t/ AQo € Uy IPYT ™ Yyyo.
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periodic Vi#¥ Z Oo 3 X' aA00i" FOK / aqpybTtT D, aqT

2 1TYyyo. A" sodi/ € spdi" #TH N 3t 0o/ b U Y

newinfo d periodc Vi1 oM Qo €, 1 O (U Lyxo A" =
pON" 5 AKT O9Rn" " splilEFoK T a7 ybT 8, 4917 7 AKT
02> yo.s " et,aaaaccounting update newinfo periodicn umber [ ~ L "E 3 e

T, 26 00" b ad JA spditn T YE ° U Qs IE newinfo

Q sxl eqtv’ smplin YE vwo.
AAA" 7 Qo Fo £ 1

AMAAG F O oo F0 vo 8% NULLE Owe/ b~ so0in OON Quu u3
" T L _ "E® it/ A aaaaccounting suppress null -usernamef ~ L O [ A¢.OQ oo

+0 3+ NULL$ O e/ " 20 ian OOug+f ~yn AL O. {Ag.

aaa accounting suppress null  -username

RADIUS "E

£+ »/ 'AIE Remote Authentication Dial -In User Service (RADIUS)O0 A¢ / b E[ ~

>

RADIUST wwe¢ L s & RADIUS, OL Q- [/ a9 ~ Saw 51 v, L
AN yo."RADIUS. "E =md%o ¢ U "¥/ 'AlE AAA (authentication, autho rization, ’

accounting) f ~ © 3T RADIUS» _ "E IEHI/ b &[] wyo.
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Y8

RADIUS %

RADIUSIE® + 'K "E4TS N v,n O ETu a#f.. /AK

Ad ARADIUS Af.. EG—A/ A He "6 Qo= dtwd N v,
Ax & "EG 20" H XN RADIUSAKT Fw %I L Oeyo.

RADIUSIE L- Qws/ b N1V, "E4Gn" tn 3Ankory 00+ % o,
n v, ./ A_ H" Ayo.

'EG OO0+ % od N Vv, _/ ARADIUSY O« [jAC.

. RADIUST ML K41 "~ %\ "E& AK" E
4 " %\ T 'EG AKIE C3 RADIUSAK |,
Oo WO.4"" " %\ 'E& AK"
> 1 O oo 1€ Kerberos OO0 Ad Z =€ T,U OQos PN Ay RADIUS
AKD twyyo.
. Qoo " CHAXG6/r EG& - €N VvV, .RADIUST O o 3
cC® g , c -~ LEC®, s 7 IEPPP(Pointto-Point Protocol) ¥

"LC®m 1 n/ b Qos  VEGN £ AYPo .o et

Ooes" 7,4 3 RADIUSIEF O = n IPY{ 102347 Qo 4

PPP1 1§ e’ 97 AN T ag g EG cul Amm yo.

{8 Qo =" % N v, . RADIUSHFw#T ' S+ F O ' &+

RADIUS sl 0. wo.RADIUS » xLl Q0. 3 Axa

Aumd * B AJ/ HE 0 271 0

1e EHX/ QOoy =i d
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A, &+ Yy, Lt €yo.d CAxE", = (ISPE
>#%f ., e K& RADIUS "EG £ f d Accounting { g3

O 4 N OOd\V. % O LavA o

AVoO.
od n v, 00U / Al RADIUS" o N QAYO .
d T N EG& . ,RADIUSKEod T NLlnmL m QAvo.

AppleTalk Remote Access (ARA)

NetBIOS Frame Control Protocol (NBFCP)

R NetWare Asynchronous Services Interface (NASI)
X.25PAD7 ¢
. §—A-b-G—Ad .1 .RADIUSEM "N Fwl t° n QAyo.

, 0, Ax 81 Oo KN V, .RADIUSIEMeg a7 Qo= t

Ax G ° @ édB yo.

RADIUS =5

QOwe " RADIUSY Qo 4 "EG AK/ 17, 4 - 4w u- 3 0d "
eY yo.

(1) Qoc k€ 5 ®FYF xDK 1

- yo.
(2) RADIUSAK/ N1 Vv, " Ef Ooe £0' OO0 xDK 1 O€yo
(3) RADIUSAKTS OQOoc" EKEEE X T" Yyou

a. ACCEPROQ o= Fwfy 1.

b.REJECRO = +w+ ®+V d xDK ¢=1 4+ HYn Qk 1.
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c. CHALLENGR RADIUSAK/ A1vYn" e¥ wyo.1vV Rk
OoeTS 1" HE 1 0 yo.

d. CHANGE PASSWORR Q «=/ =~ U n ¢ A € %\ $ RADIUS
AK/ 1 € Yvyo.

ACCEPT € REJECTE' k EXEC k€N vV, ' S4/ QoHiEA"
H+ F Zt" Yyo.RADIUSHwLl 0. wn3 he RADIUSHFwW L
3B — yo.ACCEPT I REJECT / A" v Ko’

"4, EYyo:

C,rlogin” IELAT(r & s5 #71)7 " ,PPRSLIP(¢ 4 C 71 n)

t EXECAX G0 Xw ¢ Qoo " 'E§¢ GBI AXG.

¢ "k af.. IPYi, EG&cuvd Oo= A 4’0

RADIUS "E wmd%o ¢ U

G—A " K€

5

"EG AK/ RADIUS" _ "E n3 04 mdbl @0 - vyo.

RADIUSHtw L—  HT ¢ vl a4 n3 aaaauthentication #5 _ "E
] ~L 0. §{ A¢.aaaauthenticaton [ ~ O/ b s 'E 50l
"y E Luyw fAC.

srygrincuolos nalined interfacef ~ L 0. §AE.

«'E s0K"+w _ EHLuyw §{§AC.
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8 Qws &l dwy un3 aaaauthorizationglobal | ~ L O«

Ay O .aaaauthorization f » O/ b ¢ "E 9ok B L
vw | A¢.
RADIUS” "/ b = sl "E  u3 aaaaccountingf ~ L Q0o

Ay o .aaaaccountingf »~ O/ b = E Dok F 5 "EL

vw | A¢.

RADIUS "E wmd%o ¢ U

RADIUSAK 13T # =

B ~

. %\ N RADUS "EL O. Tmu 6§—A _ "E

RADIUST-w n

B

RADIUS’ na

5

RADIUS 5 N &

5

RADIUS  "E mm%o

RADIUS’AK [’]-" T & 'E
RADIUS & € Mg a4 1 Livingston, Merit, Microsoft = € o m | 21 £° %\ T
RADIUS'AK T £10 0 KoX Oos Ad
RADIUSAKZY AGDd a2t K€ G voeosl oo 4 ) © p L
- yo.

RADIUS" AAAOO [ ~ L Oo mu _ "E m3 RADIUSAK wo L K & ¥

At F- 4 K€EXD & ()veslns - yo.
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AK N RADIUSAK ALl "E wzg " tL_"Evnit/ Aod [~LQO. fAC.
aw, p1
radius -server host jp-address [auth -port L~ RADIUSAK a T P> te
port-numberl[acct-port  portnumber | ¢ Folnas - fwd” ab0
Ko yo.
radius -server key string Al ¥ RADIUSAK' /7 O oHKE" T
xD & ve8slmng yo.
At ¥ RADIUSAK ' 1 #5 n_ EL_"E wn3 #5 "Evo i/ A o4 radius-server
[~LOo. fAe.
s, p1
&/ G—A" RADIUS%\ L "AK/
radius -server retransmit  retries ~
1 K€ o1 ns yo ( p> k2.
VL W &/ &—AN" RADIUS%\ /
radius -server timeout  seconds 5
b L osKEA (H)lns vo.
RADIUSTw %\/ FE' R QIE RADIUS
radius -server deadtime minutes .
AK" yu T eO&«CHIER N7 yo.

7 %\ N RADIUS "EL O

IETF (Internet Engineering Task Force) 41 'O

n v, "EG AK¥ RADIUS'AK' / ~ |

%\ N "E (VSA)L

%\ IDd VSA/ b

L
T A

User Service) M w 1§ A¢.VSAD

&5 "Eo i/ Aod [~Loo

1

%o\ 1€ Mg o

iAC.

muv a—A _E

~

E~ % N "E( E28)L Q. =

%\ N 20n «C K€HI Lns yo.

+ o/ e nok-yv » CEL

s '"E 9 o E RFC 2138, RADIUS (Remote Authentication Dial-In

O mu N v, "EG AKD "E un3

as,

p1

radius -server vsa send [authentication]

n v, RADIUS IETH "E

26/ A ybT VSA F£A

Egq AK "
Qo
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o BAavo.

5 RADIUSHw

RADIUSAKN® AN ~ RADIUSHEwW 0 sq / K€ RADIUSFw L — HT cyp L

AT - WO .RADIUSHw E AAAD oF bT RADIUSY 4w HI 47 ns 4

0 - Wo.aE d-ktw "EmLuyw {Ag.

aaa authentication | ~ L

7 RADIUS’
AAA° L n v,/ b OQoe "E4n & ks nwd _E
RADIUSH ' S4K ' AXxG,Qes N acuod T ,Qas
ARAd CnL/ - ® - S+ 7 K’ S4n 4 L., "E& £fn —

"R HT Lt  yo.RADIUSTwW E AAAD oF BT RADIUSY dkw HI g7

N 72 4 aaaauthorization [ ~ L { - Yo.=E 9.k"tw_ EnL
vw | A¢.

7 RADIUS =
AAA" 5, ml Qo 3 0w EG KAXxGKCs Qox{fN Vv, T 87
, L Ay o .RADIUS 7 E AAAN 0” M= HYbTt RADIUSY ~ &
Hl 37 ma 4 aaaaccounting [ ~ L § - Yo.sE 9.k 5 "EmL
Vw i A¢.
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RADIUS "E £

RADIUSHwW d° S4 5 &

0od ¢/ AKERADIUSY Q. 4+ &y ~ * L&+ guar o "E KHIL

O+ vwyo .
aaa authentication login use -radius group radius local

+Y RADIUSEFw d' S+ Exnkod’ " F sqpYyvo.
aaa authentication login use -radius radius local T, 4 3 / Adwl — RADIUSH
O mu At 0 _"E wyo.RADIUS" ¢=n ¢ 3 QealeTd wE | Fan

O~ ¢+ #wyyo.$ o/ Auseradiusi€ RADIUSY nas o4 78 Fwlns i€

rincuyg +°
RADIUSHw,” [ =7, ¢t

04 o/ AE AAA[ ~ Z RADIUSY O . tcBe el Q4vyyo.

radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd
username root password 5 AlongPassword
aaa authentication login admins radius local
linevty 116

login authentication admins

+ ot RADIUSHW,” S+ d" s "Ekod’ ~F aqYyo.
radius-serverhost { ~ £ RADIUSAK & 1 IPYi 10 s wo.
radius-serverkey [ ~ E N1 v, "E¢ AKF¥ RADIUSAK & Of¢4  +xD &

Uﬂau‘ﬁ-"' yo.
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aaa authentication login admins . M e, T & [ »~ £ RADIUS#w d RADIUSAK™"
EF nQiK,: 1d4d W+ PPP1 O IE€Eio ¢/ AOoHLlns 4w HI
¢ v "dial-ins"l s wo.

login authentication admins [ ~ k1 J fwl — radmins"y i it cuol s o wo.
RADIUSs & ¢ £

0od o IEAAA[ ~ "E 1 Be el 54 KHI LO4vyo.

radius-server host 1.2.3.4
radius-server key 5 myRaDiUSpassWoRd
username root password 5 AlongPassword
aaa authentication login admins radius local
linevty 116

login authentication admins

—qT o/ A [~ /K T+ gC" BAvo.od 9-Luyw §{jAg.

[ ~ radius-server host € RADIUSAK  IPY> 1 1 a4 wo.

[ ~ radius-serverkeyle 1 Vv, 'E§ AKZ¥ RADIUSAK ' 1 1+ L asq wvo.
aaa authentication lo gin admins radius local [ ~ E g e 4w HI ¢ v admins? s wo.
s cy kpe RADIUSY £tw HI 7 ms o4 RADIUSAK" E n Q.

Td vl oo yo.

login authentication admins [ ~ k17 4 dw H] 17 adminsy i it colns yo.

140



JL +u
T Q
$AHLG—A" nL o, =g
T/ b .
0§ % FG [~/ b E

E1 ko

tg¢EEOom [ o -|=§J’A-n-om$'i'”-\lw A AC.

+d0 H1™ o,

"Ea0n Vw K€H Y+ Yyo.

| -
i |
e
-0

+a . Ef~Luw fAC.$ QW

%/ Ko 6 4 +8 1 / & o n 20" Yyo
nLYKF  Fd T
+ F& 1+ /b E dokod v uw {§AC.
L ég J s, M-
FXC 3  Fd1 . E wvo.
~ d CJL un nE o
Ethernet interface FFxCar  Fdn . v +xC 4 +4 _ E
x 4xcd
_E wo.
oo 4 fa.E
Hoh 4+ + 4 H o phndk +4F B (null)
Null Jllf +G & 413 A G—A/ A

Logical Interface
VLAN#  Fd

L EYyo .0 oo k€D FT 2
& —A/ A VLANE  F40
. E o fAvo.

b f

m
6>

+a E

niblew: =pd +adnCd 46T 60a 4

T F Y ona FEd A/ EAY

T PN/ FA 02 YW0.64 4  FGIKE
Owo" GeqT . E yo.
G—ArTnLExCE  Fadlod' -~ Ayo.

+XC g+
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T FXC A L4
"% FxC g L4
G—ATnLHIEG6=ad +dkod -~ Ayo.
SIS
null 4 L4
aggregation JIIF + &

VLANg:  F8

J|If a _ "E, 9%
od Ef koo 4+ Fdq . E TE4/ 4 -Yyo.as  CEP i/ Af  F4

EL o wnz od n o AL,

(1) interface [ ~ L § 4 4 +d EP T ef" A + 8
El Aem wo.F 3 8§—A 3 IE 'config_'¥ CII y 4+ + 8
AqT . EYyo .+ 41 K T O HAC.K KEEN

(exworks)” € 4t +4 A" A& / 1" HunsYyyo .+

3 +4dn A ug3 showinterface [ ~ L j AAC .»A"

nL k€ F Faod “Fv 0 0" yo.
& — A # show interface

GigaEthernet1/1 is down, line protocol is down

Hardware is Fast Ethernet, Address is 0009.7cf7.7dcl

MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Auto-duplex, Auto-speed
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input flow -control is off, output flow -control is off
ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output 17:52:52, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes);  Total output drops: O
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate O bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

1 packets input, 64 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected

1 packets output, 64 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier, 0 PAUSE output

0 output buffer failures, 0 output buffers swapped out
To configure gigabit Ethernet interface g1/1, enter the following content:
interface GigaEthernet0/1

The switch mpfiognpg s/ TR0

T Fé T T+ Fa&K O/ " hlav %" ' AYO.o N ef,—7
/ Agll” IEQgLL+ a0 i wo.

W + F&.Ecd/ A Fd E[~L E o

Ayo.o, [~EE F&/AH H T NdEo T,V
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AT Wo.F [~ kEOQOoe" +d4 _ Eepidn =B .t om
3 4T & v N TRAYyo.
@ # 44.Eficgsod sy e dn -

L 447 Ashowf ~Lloo. « & 44T 0 &  fAc.

el N

o b/ b L LAt oz FlE&/ NSy oA KW UTT
Yyo.+ &/ L+ +da 0L AN KW us+yEed Fau O g7
O-He +d1. %/ K€s L CAN QAyo.+ £ E showrunning -

config d showinterface [ ~q Ao/ * Pywo.OQo=" 4 6/ ¢J La" unik

t & F4& . Ecri/ Aod [ ~Lo. {§AC.

«

S . ®

description string - _ "By 4§/ g La" yo.

1 +8 Ef 1" F oy ot Od nTHE +6 Ef o Vw {AC.

b s ‘E
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O— 1 nNkts 200 O % = 8l o vyo.od [~LQO. 4
1 +4bs L "E vyo.
s )

bandwidth kilobps - By 61 bs L "E yo.
bs Eat a, no®™OFqAtvced Faq4 niun/es LCan
QAyoO.
A n7 _E
O— 1T NDEeam 2l — AN n7 500 0o yo.g +d _ 'E
o i/ A3 41 A n7 Ll "E uzgod [ ~Llo. {jAC.

s . @

delay tensofmicroseconds - _ By # a1 A" n7 L "E yo.
A n?q_ EECH» 508, no ™ yo.+[~Lo. 3 & +aT At
AN R lws o' Ayo.
b o4aov o d
0F mmlbok 4 Fan oy

botaU

Loda4. dot

b 4io-g CE
AL AN AL
T F6 U I
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ps g B—AIET

ogu"nf~L

Tt wo.+ [~/ b E[ k' +d Ef~'Lyw §A¢
od f~Lo. fAC.
s )
show interface [type [slot/ port]] £ Fa 0 0 A o
show running -config - el A vyo
+  F4 4. dot

6:JI'|= ={=c'_j(r1 esaq T 'E " ot —JnI: +5‘d“”3 H
4/ 1y eoYypyo.as  Ec i/ AE FGn A ot nz oA
[~LOo. fAg.
an )
no interface type [s/otjport] v s F4n 4, ¢
£ F80 ot yo.
b otacog E
Fo4arccgad HiToo. At O-TUa T et Hikoo
oy [~ YE pF/ AOQ-T" ® = +d1 AYyo.F+ s0KEes A
T npt om d—AT #T HowBAypO.
& . Ec i/ A+ +gn -8 .t E wnzgodf~o~Llo. fjAC.
an L@
shutdown F+  Fa0 B yo.
no shutdown F+  F4v 0o yo.
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LooLige 0h B4 dETcrgTen s s

SERF 0w
+ ey~ Ll-8y s+  F4lI€ showinterface | ~ L A o/ ‘administratively

down'q T AYypo .- E 3<—>I='J|If =|=(:'X*Bgli"|'|'0=|9tr] Vvw 1 A¢.
I £ w
6> 3 a. E

+ v/ AlE6> & 3 +dn1 _ E KEHI/ b &[] wo.2-ko0d’ " Ayo.

B (Nul) gt & _ 'E

Vv AG B tpnuldE Fd& Rl yo., | mELST -5 VE/A

e cHIEB (U)» A, & 17O wo.nulde Fadlk€ 0O o]

00 &7 <t onp N QAyo.dF +8& . "E[ ~ noipunreachable E B

b 4a/ A0

Syo.nuld  Fawk gl o KEE
yinn &7 yo.o,L nQkn v, nlB (4 +471 At @

Ayo.nulld Fak EdttcuoqT ., ®

5 Ec it/ Aod [ ~Lj s nulld F80 na

aw . ®

interface null 0 nul# +&_  E0 1T & yo.

B+ Fdkd Fd& 1+ La, not 4 €26 [~/ &« cHo

Ayo.
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od OLIKEIP192.168.200 2+ L — B

i |
i |

ip route 192.168.20.0 255.255.255.0 null 0

T ohd tdE

+dn _ E KEHI L O+ vyo.

Hohd Falved Fagiyvyo.QSF+ F6" 8y 1/ 1 BGPEHE
Owe = TYyo.H hd+ FEEBGPEHT ¢BYI T OuH ®
Ayo.om G—A" H h 4  $a/ uw¢ w3 H hd FavirT
. T Broadcasting TU €4 A ! T DL_"E - wo.H h i Far
At HIARKG—AT ~ a1 Hif té8d/ AMs HoBAyo.H h i Far
At Hn: bOFEH ndE Faq IPYT " He .1, y ARtE
otYyo.$1 EH h 4 F6" B muydF FadTA & L3C wo
4 Eci/Aod [olf oW o hd 440 s T F& . E
g o iAe
s )

interface loopback number H ohd Fa_ EC n io {AC
o F& L E
B EwCh  tapSev b gt d o 4
fgr s, p&Fx4 Fénetaps L -
T F&0 sp ompod ol fAC

aw

Interface port -aggregator number

VLANZ: 8 _ E
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VLANd  +dgled—Ag a4 "TL . EPiiq VLAN[f »~ EL O
5( " Lvys k€HI L agp nQ A 2VLAN: A& /
1" Yo .VLANSE  F4" ' g3 F1 - =g + otYyo.
VIAN{  f&n aq¢ wng od [ ~L{  {AC.
s )
Interface vlan number VLANd 40 | E yo.
® VLANFE  +4&  E
® VLAN, Gk od’ Eyayxle yo.e® g—Aq4 om VLAN/
¢ n e® |pyaAWC/ R p " F #£F1 O
uw EIPYT " e 2»Yyo . SuperVLAN, &k VLANF ¢® s L Fdn Qo -
¢ " e® jpvan Vv, AH T F #£$1 Q- K, M/ om VLANL
HA ywo.SuperVLAN/ T  VLANL SubVLAN#a~ wo.SubVLANE IPY i n
JE e s FEn T+ @' Ayo.
[~nl Super VLAN 1= +d17 . "E & B'Ayo.SuperVLAN +d 0
_E KEvNIKo0od T Ayo.
aw Lo
[no] interface supervian  index Super VLAN 4 4§ Ec T
et<yo.nay & VLANHE  F4§-"
F- nmnQqa Ad E o VLANE Fé&0n
YE yo.

index I€ Super VLAN4  +d 1 vd yo. 1
>yrL—-l€l A320%Fiyo0.

® VLANE  dan ok o A3O0y.
[no] ® VLAN/ A SubVLANL "E yo.1" §y
subvlan [setstA [add addstr] [remove remstr — VLAN E’ = & F4n i+ o' -t
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om e VIAN/ T o' Agyo.Ln O /A
Super VLAN/ € Sub VLAN H: @n
QAyo.A AW[ ~ Tt O o BAyo.

setstr £ SubVLANc v L "E €1 L
7C wo.o" et List2,46 E VLAN2,4,5d
6lt+ €eyo.

add € LN SubVLANC v/ VLAN
cylAaw €1l ¢ wo.addstr £ —%
"k AqveslgCoyo.

. K Lnq SubVLANC u/ A VLANc u L
ot wilygC wo.remsrie—% - &
Arcugves yo.

SuperVLAN/ A ® 6 SubVLANL ¢ &

® ' Ayo.
Super VLAN#=  +dn1 _ E Super VLAN$ & IPYi 0 | E @
Ay 0 . Super VLAN = +dKom FXM"NT _"E o EBlEa: +.

vo.
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STETE HELE

JL % =
r T4 E] o
od ot/ AlEE FGF oy EfLlar K€HI LO+svyo.$Ef L _'E W

di F&l~Ys& of/ t Pyo.
interface vian 1

ip address 192.168.1.23 255.255.255.0
JL £ - B
T T o £

04 o/ 'AIE interface GigaEthernet0/1 L= B € H] L O+ viyo.

interface GigaEthernet0/1

shutdown
od £/ AlEE Fan "E KHI L O+vwyo.

interface GigaEthernet0/1

no shutdown

151



AL
r

F Fa1 _E K€ s/ AL+ ¢/ e® TEL E -
. - F far-. e
i T dAwK / 0 _E

OBAYO.$0" 3 mm¥ll £ Nt 67 Yyo.

Note :

L d@C—vitet"soi/ yk +ar EHi- vo.
$G (-t et".

finterfacerange$ T ef" . — o2 [ ~tn i A¢C.

[ ~f £

Interface range type slot/<port 1 -port2 |3 F& L—°idT Amm yo.

| port 3>[, <port 1 - port2|port3>] Ty Y o6 €od wy/

®y yo.

Aw K IEAwqT _  EYyo.

+ &1 K € portl’ port2
O+ 1 port3’ ~ - o .Port2lE
portlO 0 wm®d— WO.

+ "K€o & " h+ Bt -
wo.
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Eo k

Aw 0d $xC 1,2,36,810,11,12 4 0d [ ~tn

PN Amm ACL.

Switch_config# interface range gigal f 3,6,8 ,10 f 12

Switch_config_if_range#
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AL L <
L TR + @
T & . E .

+ v/ AlE£xC &

80  E KEHI/ b E[ wo.d—A € 10/100/1000Mbps ~ T *+
X C 3 80 PL yo.='E _ EEod’ "~ Ayo.
MWK Ok ®©0 e om DOlké O iyo.
JL [ %% ©n
FXC F6& . E
50/ Aod [~ Ly s+ FxCH& 4. E0O T ef<yo
as, Ag
: n .
interface gigaethernet [slotjport | GiggSRiRle" t&/ 2T wo
, mn "
interface gigaethernet [slotjport | Gigaethernet 1t +&/ 2T wo
fshow run interface gigaethernet§ ~ 0 $ . 4+ FxC + a4 O o + A
¢ . ’show run interface gigaethernet§ ~+n £ 4 " x $xC + a4 O n
+ fAe.
i 'E
FTxCiunkoe U7 F o/ A "EL o
as A
aL --
Speed {10]100[1000]auto } FX%C 4 F4/ 10M, 100M, 1000M  E

Auto-negotiation t W'HL £ . ¢ Rate> L _
‘E wyo
No speed Ratew'HL ot wyo.
p. "E auto-negotiation 4 T W @< YO .
m/ :

SFP T wiE™ syt

FEFX 1 1€ 100M |

WO.SFPl 14 [ »~ 04/

S
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IAY0.o " 81,GBICd GEFXy 1 1€ 1000M &~

0



'E A 100Mbps
+4/ okt _ E |
+&" Ful-duplex ™ 2, ot 1l€8023xa ¢ PAUSE® JL  § Yyo.
8" e X P itd . ¢ Flow-control E H L A Yyo.
as, Ag
flow -control on/off T + & 1 Flow-control L <t
o BAavo.
no flow -control p. EqT u®<yo.g +4/ 1€
flow-control ' Ay o .
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+  +4& . E

AL g e
r a . E
& — A K€ 10~10,000Mbps % C +£d1 AL wo.='E _ Ekod 2L

Vw HAZ.. EXMK QDK 0O $q toniEe

o £f E
_EL et ¢ T" I T Let
C> nagoin/ Aod [~ LAj a T 7l L& iAC.

“ bs k_ peqT 128kbps

[ ~% €l
configure &5 EP N Amm YO.
interface f1/0 JSE n o wyo.
[no] switchport rate  -limit  band A nobs ks Hulr eyo.
{ingress|egress} AonGTilTALS GR/g
/A, %+ eme L ¢ wo.
exit &5 "EP@an B yo.

/ Storm-control , ® 'E

G T KEeWwWrin

[ ~% €l
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storm -control {broadcast | multicast | Wrian~ & /d " & /Ty d

unicast } threshold count f AR/ b & £F0 o yo.

no storm -control {broadcast | multicast | oRLlar yo.

unicast} thresho Id

P8
60 T E& . wmlet 4+ & §a n A L—/ AR

T OO0 MACY 1 @n | E 4 T+ 6o, xlL "E .t .00MACHT
0" 0—t L4 - MACHT " O n Qq3 0O —ef+e¥Y vyo.om
—e PN/ FA WAD 4 — yo.
50 /ol L xig

OO0 MACYi 1 ®1 _ "E yo.

., a4 OOMACYi _ "E
00 / ne OOMACOHT " '+t~ 7 O0MACYT 1t " OO
MACY i 1 K OO0 wmk 1 lEea MACH i " A yo

, 00 —ef+eY 3 -ey ot

+ v/ AEG—AT OO n _E KHI/ b £] wvwo.
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00 T 74 MACYin _"E yo

o)o) B
60 _“E K€ HI
za 60 0 BAavo. onoi .1 T&50" 1é
MACY T ¥ ¢H A I LRI S
5i" 14 MACYT F om o,
EXEC it/ Aod [ ~LR «+ 00 ~xL "E "€x "E wyo.
as, Ag
configure &5 CEC AT Q1F wo
interface g0/1 CEP T A% wo.
[no] switchport port -security mode 60 n "E yo.
static {accept | reject}
exit *°5 D HT WwR<YO
exit EXECC T w®<yo.
write CEL ey yo.
00 T A MACYi _ 'E
60 T #MACST 1 E oo/ AT G50 " TG MACOi ¥ ¢

o L /A oR 4N APo.- Seoi/ AT & DT " T8 MACHOT #

om ol /AGY
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EXEC it/ Aod [ ~L§ 4

00 T A4 MACYin _ "E fjA¢
as, Ag
configure &5
interface g0/1 _E
[no] switchport port  -security static 60 T 54 MACYin1 4" ¢
mac-address mac-adar ot wo.mac-addrk _ "Ey MACHS | #

exit &5  EP AT 4wO<YO
exit EXECC T w®<yo
write EL ey yo.
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Cuie E

C'|(P mml00 ¢ U “E

. cune E

. Cne 50 A

C'l‘p "E w0

Cune E

N Qo 4 Mo o n Loy @
Cnel "E ng'’ PiT 6" 0d O w hA¢
an, Ag
configure &5

shown

fi

mirror session session_number{destination
{interface /interface-id} | source {interface

interface-id [, | -Irx1}

Ciel "E yo.

session-number € Cleor wiyo.

destination TCeniyo.
source TAeniyo.
RxCne v n Kie1 Ll ¢ vo.
exit "I DT wO<YO.
write _EL ey yo.
Cue 50 A
a Cuieq. Eabr A vyo.
as, Aa
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show mirror [session session_number]

Cueo T . EaOn

session-number :

Cue T 01t

A

Eyo.

yo.
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MAC D 1 |

MAC > | "E mmd0 ¢ U

A4 Macbi _ 'E

MacYi / +~ A" _'E

VLAN" + MACOY 1 _ 'E

Mac D | A

€4 Machi Nt

MAC 5 i "E mm0

A4 Mac>1 _ 'E

Ae MACY1T ¢ Ed—A/ 1 OoHR Q

d)‘e'"T r

(0 3

[~ €]

config 5 EP N Awm YO.

[no] mac address -table static mac- | 74 MACDO | cla" Jor yo.

adadr vlan vian-id interface interface-id Mac-addr £ MACS T 0 © €yo.
Vlan-id € VLANK 1 t €yo.T
>k 1-4004 fyo.
Interface-id l€ 4  F& Fo L
T Eyo.

exit EXECO T w®d<yYo.

write _EL ey yo.

MACSi / £+~ A" _'E

~
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nery/ £~ A €0 es MACYT " OoHn Q §—AK MACYH T n MACYH |
H ; 18 ¢

+Ww/ Aot Wwo.8—AN MACOi 1t/ +~ A" E % §a _ E

Ayo. p/ F N

od’ “ &' 0@/ AMACHT 7/ F+ A L _"E yo.
[~ £
config "TL_EPUT et<yo.
mac address -table aging -time [0 | 10- | MACS 1 7/ =|=' AL OE yo.
1000000] ok mMACHT " "d Lt eyo.
T >k 4 G110/ A
1000000 y © .
exit "SPRT WR<YO.
write _EL ey yo.
MAC 5 i A
s T'E4G/ AYK_d’' =" % . v/ G—A MACYi Fwg 2-LlQ"
HAypo.80—A MACYi Fw 9L A uag showf ~L O §{§AC.
I g
show mac address - MACYi Fwg 2L A yo.

table {dynamic [interface interface-id | Dynamic L ¢4 7 T A& 1 MACH i 1
!l

vlan vlan-id] | static } + eyo

Vlan-id I€ VLANK 0 + €yo.T
>k 1/ A 4094 OFiiypo.

Interface-id l€ 3 F& Fo L

T Evo.
Static £ z4 MACYi Fwl
T €Evyo.

es MACOi Rt

od [~Log., 4 pii/ Aes MACH i N ot 1 AC.
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In

clear mac address -table dynamic
[address mac-addr | interface interface-id |

vlan vian-id|

£
eas MACHYT ¢ Lot yo.
eakbeaqr O KEMACHI D
t Eyo.

Mac-addr £ MACH T #yo.

o 4o L

Interface-id 1€ -

t Eyo.

Vlan-id I€ VLANK 0 + €yo.T
>k 1/ A 4094 OFiiypo.
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MACc v 'E

MACC U  "E mm%o

MACc v Y'E

MAC ¢ v L / o ua he MACoull, et- wo.MACc v+

'"E &7 Y'EH3g MACcu _  "E® T 17, %+ o4 MAC "E§ ¢ v

o
Q
-
=
w
o
1.
X
o
F
8.
=
>
S

: i/ A MACc v L 4"

<5 O

configure TTL_.EPAT T, F HAC.

[no] mac access-list name MACc v L4 <t gk {AC.

name £ MACc v o L +C vyo.

r]l:O"_> WﬂiecéA EI"‘”— w T c L a4y
T 17,8 cLlwmMAccu/ | E
MACc u/ _ By #1 c g xa, l€e® _ yo. bon Qqa . Ef 7 naol

EBAyo 04 o Vw). e c Le® MACHT/ A K: _E

MACCc v _ "E® ii/ A0od mmbl & 4+ MACcuvg ¢ L "E vyo.

< 8y

=5 0

MACcug c¢Lla" /ot yo.f~L
O'rAh 4MACCU'"'4'| c L
17" «t ot wEAvO.

MACY i " HoBlE! N o

[no] {deny | permit} {any | host src-
mac-adar} {any | host dst-mac-

addr}{ethertype]
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src-mac-addr £ & MACY i n
TG vo.

dst-mac-addr £ b 0 MACY i 1

TC vo.
ethertype = My € +xC T+ L
TG wo.

exit MACcuv . "EP i/ AT, &/ ~

TL_ EP T 0OAet<yo.

exit s 0T 0Aet<yo.

write _EL p» [ AC.

MACc v _ "E,

Switch_config#mac acce 1
Switch-config -macl#permit host 1.1.1 any

Switch-config -macl#permit host 2.2.2 any

The above configuration is to compare the source MAC address, so the mask is the same. The

configuration is successful.

Switch_config#mac acce 1
Switch-config -macl#permit host 1.1.1 any
Switch-config -macl#permit any host 1.1.2

Switch-config -macl#2003-11-19 18:54:25 rule conflict,all the rule in the acl should match!

—7. & AMK nkiLp MACYin x_, K1+ MK nEtOMACHIn

O.FAAXE, " 0o2wo. Eff wo.

MACCc v & o

Y'Ey MACc v Eo g vsa / Ao

Apo.e® MACc v L 4y /

o5 O ]
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configure

5 "EPAT ef<yo.

interface fO/1

. E /T fAC.

[no] mac access-group name

Y"Ey MACec v L / & o 0t

/A4 oy MACcu Lot {AC.

name E MACc v o L +C wo.
exit "TL_.E°iT 0Aefi<vyo.
exit " 0T 0Aef<yo.
write

“EL p

iAC.
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802.1x E

802.1X  "E wm%o0 ¢ UL

802.1x +w E

802.1x ~ W _

"E
802.1x+°1 Y o _ 'E
802.1x / b w4 ¢
guest-vlan . “E

p 802.1X. EO A Aum

802.1x#w  Ed O oy o

802.1X  "E mm%o

L -~
802.1x 4w  E

8021xtke / b 3"mti HI, oFw Ad, od+wx Add 8021xFw

Aml 54 wo.

oFy Akl v FCdwl 0 dLlgC oyo. ExF+TEWL % n
Qqe.,?n 0 Qoo I n ‘EG £10 o Apo.fw HT E /A
p>77T RaYyo. OHw x AdtEte e i " & o HKa v+
'R Qd L ¢ wo.0os0 € n H =+ ‘EG £10 o w' Ayo.
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802.1X 4k W Ammk " 802.1x4kw 1 nNL{ L'+¢ wo.8021xfw k /

‘EG €0/ &4 oYyo fwl Qe 0 Hd  EG o

AYo .802.1xF W+ Ambz AAAFW HT L "E - wyo.

802.1xn _ E . #/ od [~ LA} 2 8021x., ® L "E {4 A¢.

[~ €]
dotlx enable 802.1x, =L E yo.
802.1x~ 4w E
VK dtwd Ady Af.. K€ 2N xoFwyt af.. 1 ol EL
O» vo.£,.1t -~ Fw, &l E - yo.

- +w, =+ E Hz 8021xkEH, aqT1 & / Fw HnVle yo.

0 foli s -du. Rl e o EAve.
[~% €]

dotlx re -authentication -4y 2l o. §AcC.

dotlx timeout re -authperiod time ~d4w, "L "E yo.

dotlx reauth -max time - 4y j - Ay A L E

Yo

802.1x#+°1 5 w _ "E
802.1xdw ' a/ AnE & " & 1 #71Yyo.nwF &7 L 802.1x"

> @ tf 4 & F +F aq7 FHInNnwu ws o

od f~Lj 4 a7 xyn  E fjAC.

[ £

dotlx timeout tx -period time 802.1x f AR #71 kX1 _ "E { A¢.

802.1x / b Hw 4+ ¢
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802.1x

ALy,
Fwl

NL ywo.Chapdkw

L g

Fo ot EAvo .

O« KR 4S1 " g

802.1x +w T

E AAA" Chapiw ~

I Eap

W0 .Eaps-w E md5-challenge ® it ¥ eap-tls © i "

H = MD5/ A% HIE1YRIETE/ AYEHIE e 3 ,EAP

+w+ v Hz 1vniEdw AK/ AYEYyo.' e Tt e+
3| Wo.45  EpH+w + F, peq7 VN Yyo. "dkw g
. EH3 Nof ~Lpj  + p>LoAAm n Qi e 1+ L
O vo .
Eaptlsl€ 4= fwAn &w 5 »q7 O Translation Layer Security (tls) % i =+,
AL yo.fAaAnkO0OF+ OrYyyo.
&5 Eo i/ Aod [ oL « tw + L E yo.
I~ €]
dotlx authen -type {chap | eap } P n Ks, n ¢ hA¢
3 +d _  Ecr it/ Aod [ ~Lj nA¢
I~ €]
dotlx authentication type  {chap|eap} &5 0 i/ 'Achap” K€ eap” IE_ "Ey
v Le  fhAc.
802.1x~ @ VLAN  "E
Guestvian E af... " F nala=a’ o / WS EG T (e AL
i 2t 0o -Tin)l £~ Yo .Guestvlan E Ad / A_ "Ey VLANE @
Ayo .. "Ey guest-vianf+ wy L 4v A n Q3 guest-vian/ A A )
" Ay o.
b
fw/ f s BG4 Avo.
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&5 0 ji/ Aod [ ~L{ 4 guest-vlanl "E  yo.
[ ~% €
Dotlx guest -vlan L) / 'A guest-vlan L
‘E fAC.
‘ / A guest-vianid  Ln > £ 043 guest-vlanF #5 ° i/ A E Hi
guest-vVlan+ wwe N QAYO . _ "EP i/ A guest-vlanid " _ "EY . t/ r guest-
vian# wme
"Eo i/ Aod [~ LR 4 guest-vlanidn _ "E yo.
[ ~% €]
Dotlx guest -vlan {id (1-4094)} CINo] / 'A guest-vlan L
‘E QA AC.
o p 8021x. EOA Amm
o6 " TL_ EL,  p_ "EqT OA Aem nz od [ oL} i AL.
[ ~% €]
dotlx defa ult " 1L _ EL, p_ EqT 0RA
Aem Yo.
AL v, " ]
802.1xyrw . 'Ed U poy @
802.1xdwy . Ed U 0oy e W € 802.1xn, nw" T s ug ' =
o i/ Aod [ oLy iAe
I ~% €]

show dotlx {interface 6.}

802.1x+w  Ed U n
Py ¢ yo.
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VLAN °E

VLAN = %

" 0 LAN (VLAN)E 1+ £ 0 LAN/

AT e® F+t/ 7"yt

n 41 LAN
'ELh / —A wo.1999 L IEEBE VLAN_ TH 09 . — |EEE 802.1Q
T N 140l "E Ayo.VLANEv=sa 77 LR 63/ e | w8/ Qoo |/
a ' =,bs srdriade / mt 77 o
"OLAN/ €04’ -
e VLAN:' v > a &—A KVLAN'E 7. EL=- L ns I
"EG cuvqT . EYywo.
- +6/ A8021Q c, Pi" MLYyo.
Ed o @ FE" RLYyo.
e VLANEG—A" AL KEVIANT —" X 1/ n
wo.+ VLAN — " / tq VLAN: B, 1+ (5
"Ed Wo.F+ VLAN — > / 4 1 VLANFEIE, 1 F
€ ¢ .40 VLANN t ., p VLANZF B4 e VLAN
ID € VLAN ID (PVID)i y © .

Vian - L—-$+ Fd/ AnLYyo.
VLAN <8 nolk "1 VLANL—1 £% KEnw OoYyo.VLAN ' I

A, Do : VLAN/ VLAN " ' IE L doqu n_ "E k€W QoYyo.
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VLAN  “E %o ¢ U

VLANA" [ ot
a—A _'E
VLANd: 44 YE/ot
VLANT . Ed O oy o

VLAN  “E %o

VLAN1" [ ot
MeaqgT VIANFA™ IE" T LANERE —A/ O ' £ ¢H €/ 77 4%
iMAa [ " % O - L=3 g MEZpo.VLANE v = a LAN' <H
TEL " n, ™ * GG FHL oz wm )
AYO.VLAN/ €4 | T " 17€°6 v~ & ,4d T & dWrn
8 1 Antce® VvIAN/ A CBT: #CHowEBApo.' VLANL U =
N Vv, iwyo.H$ " om VLAN/ 4C unga a: lEW=n/ 1+ #CHI-
yo.
od [~ LA 2+ VLANL "E yo
ey E Aa

vlan vlan-id VLAN, "EP AT et <yo.

name str vian_ "EP il o .

Exit vian. "Ee inn * B vianl "E wyo.
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vlan vlan-range eA/ 41 VIANL "E yo.

novlan vlan-id | vlan -range t #01 VLANL ot i AC.

Vlan £ VLAN' = T 1) GVRPn ea 1" d ok O O EBAYO.

G — A _E
& —A € "EG P, c, °in ddotlg Boi¥% - Eoin AL yo.
EG 0 e+ " P VLAN/ + " T He ., " 'KFxC o]

r Mo Lt €eyo.

c, P+ "om G—AN/ 7 Hi B "
p L Tanp L'+ eyo.
dotlg-tunnel ® i € A HA Qk L'x | HAqT on wo.d—A
I EseqT Topvidn UT - T A" BT G—A" N V,/

77y om VLAN  "HL 1 A

_TOm'AWﬂ v,/

1T Ef+1 HA7TH Yvo.

‘ /K tq. p viand pvid" /A @R g vlan " KEDP D
H$ IEvlang H+ /1 wvo.
c, °"nik N4 VLANq T ' P / &'l y
/ n T n 1 I‘e (o g
od [ALf s Gg—A 0 E iAC.
- E
switchport pvid  vian-id a—A T pvidn _E O AE.
switchport mode access|trunk|dotlq  -tunnel a—Aq > in _E {§ A¢.
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switchporttrunkvlan - kknvdc @& a—A T VLAN & L[ —n
‘E yo.

switchport trunkvlan -t ms > f f dc a—A T VLAN | ' K€L —n
‘E yo.

M~ BS g —AlE dotlg-tunnel, =L nL n QAyo ®WS G—Alf, xl as
a7 E /X E K, ®%: AL g oM /b om syl E o

" Ayo.
VLAN{E:  +d YE/ot

Vland= +dk€n v, ' =" A3a: =&l ., — . E o

Apo.vland  FGKEIPYT F x4, " na

oo viaNd a0 E f A,

o2 & ?AQ

[no] interface vian  vian-id VLANd 4G YE/ot.

® VLANF  Fa&  E

® VLAN, Gk od’ lEom VLANT

P » Y yo . Super

¢ 1 e® |pyaAWC/
VLAN, & E At om VLANL ¢t My7 T2 yo.+, M VLANE ¢® 5
1 417 Ow yo. My & Ke® jpuan Vv, g'H ~F £

O~ yYo.SuperVLAN/ 7  VLANL SubVLAN#2a~ wo.SubVLANE IPY i »
JE 42 g F80 T 0 Ayo.

[~nl Super VLAN 1 41 . 'E & B'Awo.SuperVLAN 4t + 60

_E KvNIlo0od' T Ayo
175



RS )

[no] interface | 3 +8§ _ EP i7" Amm WO.MAY © VLANZE  F4°
supervian Jndex "q8 A4 / A® VLANE  F§0  Syo.

index € @ VLAN{  Fdg ug wo.r >ypl-l€l/ A
R20Fivo.

w3x €® VLANE  Fan1 ot k€1 L C wo.

[no] subvlan [serst] Super VLAN/ A SubVlanl "E ywo.1" y — VLANE' >

[add addstr] £  Fé0 i+ @' Ayo.Ln O / AK€ Super VLAN/

[remove remstr] Sub VLAN# Hn QAyo.AK Tt —J~: O
Ervo.

setstr £ SubVLANe v L "E €1 L C wo.on o1 List
246k VLAN2,4,5d 6L+ €eyo.

add € Lnq SubVLANC v/ VLANc v L Aw 1L

T7C wvo.addstr E—F "k Agpvesl ¢ yo.

A, K€ Lnq SubVLANC v/ AVLANc u L gt w il
T7C wo.remsrl€ —F "k Apcouoguegiyo.
SuperVLAN/ A ® § SubVLANL ot ®7 A30y., 6 [ ~ kL
om —J Z OQodn QAyoO.

Super VLAN#  F§n _ E Super VLAN4 8 IPYin _"E @

Aypo.SuperVLAN#  Fdl€om FXM"AT _E

VLANT . Ed O n oy o ung EXEC it/ Aod [~ L} HAC.

ey E Aa
show vlan [ id x| interface /nif ] VIANT . "Ed O A vyo.
show interface {vlan | supervlan} x VLAN 0 n A yo.
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E ok

PC2 192.168.1. 2/24 PCS 192.168.1.12/ 24

O o= PC1~PC6E 1~6 L G—An 77 wo.E PCy IPYI IE
N v, 1'H192.168.1.0/24/ 1 yo.PC1~PC3, M’ PC4~PC6, M E

AT om A 2Wrih T & mwyr4/ —A Ny PCL~PC6E AT ping L

® ° IPY{ 192.168.1.100L G—An " > Ayo.$D"

n3 1~3 L vLANLT 4~6 L VLANyT . E - wyo., '
o< SubVLAN{ T VLAN1' 20 SuperVlan/ 1" — wo.8—A/ Ao
EL o - Yo.

interface gigaethernet 0/4
switchport pvid 2

!

interface gigaethernet 0/5
switchport pvid 2

!

interface gigaethernet 0/6
switchport pvid 2

!

interface supervlan 1
subvlan 1,2

ip address 192.168.1.100 255.255.255.0

ip proxy -arp subvlan
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GVRP. E

s

GVRP (GARPVLANY v T ) GARP VLAN)E 802.1Q c., / 'A IEEE 802.1Q

VLAN Hoyd €4 VLANYEL £° € GARP(GARPVLANY U T [) GARP VLAN)

GVRPY Qo 3 VLAN. E 200 om GVRPG —A F _ T % Wr i

"d dQao'lkTy & n Le.

77y d—AN/ AVLANL ea g1 07

md0 ¢ U E

GVRP. “E mm%o ¢ U

GVRP#5 "E /x E
&+ 8/ AGVRP 'E /x 'E

GVRPe y ¢ d +n Ow

GVRP. "E mm%o

#5 4T GVRP "E /X% E

5  "Ev i/ Aod  ELl o [{Ag.

aw . ®

[no] gvrp &5 4T GVRM 'E /x 'E yo.
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nQnu _

"EH T

Ayo.

I€ 802.1Q

+ $£4/ AGVRP E /x E
+  F&_  Evii/ Aod _  EL o HA¢.
RS )
[no] gvrp £ F& GVRPM E /x E  wo.
" "EGVRPV" " Hugz he GVRP) 45 aqT E - ¢
C. 4 - Yo
peqT O TV
GVRPP y ¢ d +n Ow
EXEC® it/ A 0d mmkbol @ nA¢.
s (A
show guip [GVRP "~ 0 A yo.
statistics [interface port_list]
show gvrp status GVRPas O 200 A yo.
[ no ] debug gvrp [ packet | event ] GVRPH # d +m VYK, §—An
"E /X E wo.i, = @&—ADN
ns RQua3 o YK, d—A" E
/Ix E Yyo.

GVRP A

switch#show gvrp statistics interface Tthernet0/1

GVRP statigics on port Ethernet0/1
GVRP Status: Enabled

GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal
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Display GVRP global state information:

switch#show gvrp status

gvrp is enabled!

“E 4

~

n v, ©°

reng d—AN AF G—A B/ A GVRP? "E

1)

1)

)

3)

(4)

(5)

(6)

(7)

Eod’

§—AN A" G—A B/ 7" KHF Fas8l c, T
Switch_config_g0/8# switchport mode trunk
G—AN A &5 GVRP 'E
Switch_config # gvrp
§—AN Ap = +8 87 GVRPP  E yo.
Switch_config_g0/ 8 # gvrp
d—AN A/ VLAN10,VLAN20d VLAN30_ 'E

Switch_config # vlan 10
Switch_config # VLAN 20

Switch_config # vlan 30
§—A A" G—A BF c,n 77 K+ F4 90
Switch_config_g0/9# switchport mode trunk
G—AN By #° GVRP 'E
Switch_config # gvrp
6—AN B 4+ F& 91 GVRP 'E
Switch_config_g0 /9 # gvrp
d —AN B/ 'A VLAN40,VIlan50 d VIan60_ "E

Switch_config # vlan 40
Switch_config # vlan 50

Switch_config # vlan 60
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. E 8BH3 §—AN AF G—A B/ VLAN_ E 50" * AYyo (@,M & —A

VLAN10, VLAN20, VLAN30, VLAN40, VLAN50d VLANGEO).

181



& A VLAN

O& VLAN %

O& VLAN E ISP" i 3 VLAN s{f™Hven ° Ayo.ISP"

Oos/ " VLANL £ 3 4094VLANT © »A" ISP RLLEKE Qe & Yo .

O% VLANT O& VLANT d -

0% VLANE VIANT L2Vt it~ & mrdlan —qgpdor BT yo.:
— nuy 4k O8 VLANG ( p VLANd Ow VLANy T . 'EHyo. t  OF VLAN

uy ks O VIANGL "5 & Bqe * OF VLIAN@ L — oyl

© 09 QOF VLANp E

T E€yo.0& VLANTy 4/ K€, p VLANE ¢,

p VLANL" + yo." —1nujydq4 Ow VLANIDIEAT 0° yo.

1. p VLANT O

p VLAN:/ \'N F oo

1& Of VLAN/ €, p VLANF T

F- wo. p VLANT €. p VLANT . ELiyo.

M, T Ow VLANT O~

~> 4 VLAN:¢® 5 VIANT M o/ A" A2 plo )

" Ayo.” O% VLAN/ €. > § VLAN: +t Ol yo.-> 4y VLANE p
VLAN' " 9 Ht- wyo.

6y VLAN:e® VIANT M '/ o+t 2 plo rom
G° w VLANT F N NQAyo. tq Of VLANV €41 |
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.6y VLANE p VLAN' * oHif-

Yo .
O¢ VLAN / At T
OH3 . p VLAN/ T yo.e® Of VLAN/ BI€ Ow VLANT ~ = ¢
d a° y n 4 om oo F N
> > VLANT & o.¢e® OF VLAN/ A. >y (5

I'\UN nE£EQ om /Age T3y L2fbT T> y / A 0N

H Ttk NN /o Ay o
a“ g a° y  VLANT & Y Yo.08 VLAN/ A B
G° ¢ VLANT G° w AT 7 KT N n 12 nlo
d ~> 4 VLANT -~ > € 0o
w' Ayo.
VLANTAGT i @2
+ . ®EVLAN | 7 VLANIDd t ¢ ®0—n0 ®s ~ OFf VLANT 'If +

n &7 IR 4SSN T 5 Yo.

O& VLAN.  "E mmd%o ¢ U

O% VLAN_ "E
O& VLANLy| 4 7" . E
O& VLANT L2 1 @& T . 'E

Q& VLANT L2 n I \UN T 'E



Q& VLANT "1 o i @

O¢ VLANT . "E 520

5

O& VLAN "E mmd%o

O8 VLAN f" & oHlEwY Lod' ~Ayo.

1. . p

2. Ow

O& VLAN_

VLAN O+
VLAN O+

VLAN' Ow VLAN' / 7 " + B

VLAN/ T \'N !

E

VLANL O VLANyT . E g od [ ~LO. [jAC.

[ €
vlan vian-id VLANP AT ef<yo.
private -vlan {primary|community|isolated} O& VLANT ., &Ll "E yo.
no private -vlan {primary|community|isolated} O& VIANT , sl ot wyo.
show vla n private -vlan 08 VLAN. "EL A vyo.
exit VLAN. "EP 4D = B  yo.
n _“_ - 2y
Qe VLANTUY f77 . E
od [~ LA 4 p VLAN' Ow VLANL 7 * {4 7Ag.
[~ €]
vlan vian-id . P VLAN, EP T ef<yo.
private -vlan association 77y Ow VLANL  E yo.
{sviist | add sviist | remove sviisi}
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no p rivate -vlan association

p VLAN' ° 6 Ow VLANO=
7 Llp-yo.

0 5

exit

VLAN. "E® iin * B yo.

O& VLANq L2 n . T 'E
od [~ LA 4 QF VLANT L2 0§ T _E {4 AC.
[~ Ef
Interface interface 3 FG EP D Awm YO.
switchport mode private -vlan host p+t 2 U g 0T
. E vyo.
no switchport mode L2 T 08 VIAN® i _ ELl ot yo.
switchport private -vlan host -association p vid | L2 & n 08 VLAN' 77 yo.
s vid
no switchport private  -vlan host -association L2 & F O VIAN' 7 L
ot yo.
exit Jllr =|=¢'(A“Env|n‘B Yo.
O VLANT L2 0 | wer— T . E
od [ ~L§ 4 Q& VLANT L2 n I N T _E fAQ
[ €/
Interface interface £ FG& . Ev i Aem yo.
switchport mode private  -vlan promiscuous o+t 2 n I \UN AT _"E Wo.
no switchport mode L2 T O8 VLAN® i _ ELl gt wyo.
swit chport private -vlan mapping L2/ U N n QF VLAN' 7 yo.
p_vid{svlist | add sviist [ remove sviist}
no switchport private  -vlan mapping L2/ U N F Of VLAN' 7" L
ot yo.
exit &+ £G4 Ecin - B yo.
O& VLAN/ A F o i @A
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od |~ LA 4 O& VLANT "I q "9 " wa [A¢.
[ - [

Interface interface AL L6 E0 i1 Aem yoO.
switchport private -vlan tag -pvid vian-id Ao T / VLANID iin _"E yo.
switchport private -vlan tag -pri pri Ao T ./ t& ®— @“n _E yo.
[no] switchport private  -vlan untagged Ao / " glen ¢ $7 _E yo.
exit J”L +C(, “Ebo pn - B vo.

O¢ VLANT. E20 A

s & +§& 7 KEVLAN, Ev it/ Aod [~ Ly 4 Q¢ VLANG L2
Q& VLAN. Es0On A yo.
[~ el
show vlan private -vlan Of VIAN. EL A yo.
show vlan private -vlan interface /nterface 0% VLANT L2 Bl A yo.
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STP. "E

STP %

7§ oy = T N (STPEIEEE8021D 1 L eq1 wo. §—AN & Etwen
n v,/ b CHag oy = Attt tevd & xKie® Wsn Do
O« Yo.C> A RNQKE d—AAIK ~TEYY f§ G—A d a—Aa L
T €wvo.

STPEG oy = Q sxLloga ¢« 67 yn Vv, g 6—A tn0 & oy =7

Hoo1 ¢ wo.+ Q =sxk E TR 5/ fat /o5 Lo
§—AN y DFF 21 V0 JOH e, T U yo

STPlEN Y, " 7 HR 3A. 7T XOELt~ KoFt 20, @ >

T 0.pFFf 2FXC N V," EbT wme U3 MG FHO+ tq
T F~ OBAyo.T W & FH 441 E.TTHE NV, ,/AH "

73 fT & FH AXGyARYT 0of @ ©

Ago.”  G—AIK 4 Layer24 6/ AT il & FHMACHL I " A

Ayo.F1 wy ETOs N V.0 4An wo.8 oy > wmdok{ il

& £ A | bt CELANE B "€+ E B T &—A LAN/ 7 Hi

Em 4 Sn1 ‘n ®' Apo.

STREd oy = Q =xLl oo 4 X679y N vV, f&=A t0
G oy =M oTE yo.+ Q =xk E TR 5/ § A

‘ /s Lo 4 g—AygoFt2n v, o0 JO H ke
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1§ oy = T N (STPE IEEE802.1D sy Yt T
& =5/ 411 WnAT _ "Ey LAN TR G a4 J, H
eY mQuu " N V, 1 Osed el O» vyo.

STPd :: T DT Q =xkaik W=~ LANL" @D 7" Lo.
E TAT _ E yo. 'E TR/ ARG W~ € o JL aC

p L& &' Ayo. 9

€ 'E TR/ A" " Hw

n v,/ A"H~*t N v,/ At-H3a " &1 Tn, Ho

STP TR/ AWsRIEH T P Awo .o 6 LANRH A W= ~

N Vv, A Hr v+ 1 H T &C yo. l€n v, n'Hr nay
Adyo. "BIEW=NIELANT Ray W=nT SYyo.H I€
Ho " 7% €046 N Vv, A" HrNay W2nRiyo." W=nq /

.H d nay

- BYHn Qn, H

15 AT S22 vyo.
A Yo

@°

2" T T X o

@ W= nq / b AN

JO—1¢ &= (AN° >3 " » mmkW=n)" H T ¢ Yyo." Wonq

/ lEH

«

T Xo,0H /AW>Ri Ny 206 T.T Xo X
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NL wo.d—A ®S 0@k VLANd MSTPG oy = 7T

H K1lnL wyo.="E 9ok2» 'STPP il d » Q@

—ANF n LaC K€—AT T Eyo. T X

T ) 802.1D STP¥ 802.1wRSTPy M " N ° "

N/ §a STPo in

m Mw AL,

>

F 2/ AEG—A" AL K€ 1 & oy = 1 NL_"E KHI/ b E] vo.

=|= v A/ 'AlE 802.1D STPd 802.1w RSTP SSTPd RSTPr - /4

>0 ¢ yo.

SSTP "E mm¥o ¢ U

STP® it ¢

STPx "E [ 'E

G—A 1€ O—_ 'E
Hello A’ _ 'E

Jb 0o A’ _E
«CnNN? A _E
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od f~Lj 4 STPPiin _E f{jAE.

as As

spanning -tree mode {sstp | rstp} sTP. "ELl ¢ yo.

G oy =, paq1mT O TU TR/ H "
n k€,.t+/ ¢ @ oy =n x "E A¢
& oy =1 x "E wu3z od DOn nAe.
as Ag
no spanning -tree STPY x E Yo.
G oy =0 "E wmzod [~Llo. {fAC.
as Ag
spanning -tree . p°ih STP(SSTP) O VWO.
spanning -tree mode {sstp | rstp} ADPR STPP Qo Yo.

G—A 1¢ O— _ E
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G—A 18 G—=0 _E " & T4YY G—A" KEEG—A" H &—AT ¢ H

"®ELnE

Ayo.

G—AN t & O—n "E nz od GO 5! {fAC .

as Ag
spanning -tree sstp priority  value sstpr ¢ O—>L ws yo.
no spanning -tree sstp priority sstpt £ w—n , p> (32768} T
HuY yo.
Hello A’ _ "E .
Qoo lEHelo A Ln, 4 H F—A" &7 STPH$ C3>- O ' -~ L

od [ ~L Q. 4 SSTPp HeloTime L "E yo

as Ag
spanning -tree sstp hello -time value sstoHelo A L "E yo.
no spanning -tree sstp hello -time sstpHello A* L p> (s T
HuY yo.

Jb O A _E

~

sstpmaxage” Qo 4 -~ "ELAm . &/ & oy = _ "Er ART onp RN Q
G—A" L. KA AL "E yo.

Jb /7 A" L "E nzg od OO o qHA¢ .

as Ag
spanning -tree sstp max -age value sstpdb O A L "E yo.
no spanning -tree sstp max -age Jb of A L p> (204 nT
HuY yo.

«Cn7” A" _E
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sstpaC N7 L "E 4 & oy = AdonC /AsCC Tn, . &/

+ Fé" b, €A )L s vo.

sstpeaC N7 L "E nzgod [~Lo. [fAC.

as Ag
spanning -tree sstp forward -time sstpeC A L "E yo.
no spanning -tree sstp forward -time «C A L p> (154 T Huyyo.
1¢&€ 0— _ E
Ho"e¥Y 3d& oy 21 Ve O 1,04 Fdn0 ¢ ¥ tE Q=0

O- Wo.¢ y t€& O—7 3 4/ xmki1éd 60— > xmEQ. >)L

T XMioqT ¢ tE& O—> (ku ko)l LI)
Fofdriea—>+ g8 o T mbd " 3
+  +4n0 «a¢ 0O 1 re° om A4t F4n VA yo.
od D/ sa+  Faq 1 ¢ O—n _E §A¢ .

as Ag
spanning -tree port -priority value 1 +8 7 té O—1 _ E yo.
spanning -tree sstp port -priority value sstp 1E -1 WA Yo.
no spanning -tree sstp port -priority t€ w—=n , p> (1284 T
HuY yo.
. T X o _ 'E
od O/ a2+ FaxL_ "E §jAg.
aw Ag
spanning -tree cost value 1 +d x oL "E wo.
spanning -tree sstp cost value sstp, T x oLl s wo.
no spanni ng-tree sstp cost LT X ol p>7T HuYy yo.

192



o€ N A _'E

.+, ®xEad i BPDUY = €T Ray

vo.

Toe#l 4 MSUT § 0

s e N A % ESTPo i/ A ' o
as Ag
spanning -tree designated -auto ceqT RNay =Lo. yo.
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197



Hello A’ _ "E

av heloA’ >L g 3 Won" ¥I o kEn v, sTdn \n nQ 1

J1 \/'" -"—(P'" @wr] SN

5 Eo i/ Aod _ CEL g §AC.

as Ag
spanning -tree rstp hello -time value Hello A’ _ 'E
no spanning -tree rstp hello -time Helo A* L p>q71 e yo.
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t £01 G—A0 OwH lh%H 1 _ 'E AafEqT H "
me N Qu3 2V H " 1 V,  H "Yyo.
pH _E C>.pH _Ef~f+l y MSTPEG—AT & oy
> 1 & O—n 28672p _ Yo.om d—Ag 1t & O— >

p > 32768 4= , 1

_Ayo .2\ H

G—AD N Vv, p2VH T _E

- g—ANK2VUH "
v ST [ ~ 4 diameter d hello-time L §

1\ H

mg od [~ L

H o

Ayo.
4+ STPA' & .

"Hi wmdol Awm 3F 006 A,

i A,

aw

A

spanning -tree

secondary

[ diameter net-diameter [ hello -

time seconds] |

mstp /nstance-id root

G—AD nag & oy = & G OwH 7

‘E yo.

instance-id € 0-15L — & oy = 4a

K n+t

ar
Eyo.
net-diameter I€¢ 44 8 no

pkq t €Eyo.instance-id " oM =,

“yo.[-K2-71yo.
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seconds € 1/ "A 101 Ny hello A’  C3-n
t Eyo.

no spanning -tree mstp /nstance-id root G oy =/ Ad—AgH "EL 471 wyo.
instance-id €0/ A 151 A & oy = & G
K »gC vo.
od [~ Ly 4+ MSTPy Ann & {A¢.
as Ag
show spanning -tree mstp MSTH& &/ b ¢ Ann 4+ vo.
[ instance instance-id |
W=nté¢ &—_ E
Y/ fAWSR T E O—=0  E 4 §—AND N Y, H 1Ti) E ®
Apyo. — [ ~E 1§ nQ G—An N VY, H T E L
2 w 5 o I: . o 1L =
TG YO .a—Ag & w— > a oy I a
C(—N‘n'is w—"n Yy aqT
od [~ L} ta oy E i A¢
as Ag
spanning -tree mstp /nstance-id priority value | G—Aq t € ®—" _ E yo.
instance-id K€ 0- 150 — & oy = & 4

K 1+t €vyo.

> EWsnqpté O—n t €Eyo.od > x ¢

BofBAavo.
0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,

32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440

no spanning -tree mstp /nstance-id priority

G—AqT W R 1¢é @—1  p>77 0OA Aum Yo.

I g

instance-id t€ 0/ A 157 R & I @

K » ¢ vyo.

oy = G
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od ESTPA' &,

P - A’
G—A" N1 Vv, H T =€ N AHY T _ Eyr Ann 001l
v+Op4
STPe i/ AMo O v/ A AU , T 1t n. H~ "
BT KA’
V4 1 age :
§ oy =/ b _ EsOgJdb E,
n v, TR 4-Lnfug A 5, no/ b o0od % O LAav - yo.
2 X (fwd_delay - 1.0)> = max_age
max_age> = (hello_time + 1) x 2
as Ag
spanning -tree mstp hello -time seconds Hello A' &, nwn _ "E yo .
A, noAN KEHello A' 1 C3>-$¢ 1-10

p>k24 yo.

no spanning -tree mstp hel lo-time Hello A L p> 7T O AANem YoO.
spanning -tree mstp forward -time seconds +Op4 A, nw? _ 'E yo .
R, nOANIK4~-3041L—7 ¢8O
Pt G- yo. . p>L1547 yo.
no spanning -tree mstp forward -time +Opr L p>q7T 0OA A yo.

spanning -tree mstp max -age seconds MaxAge &, n®" _ "E yo .
A, nOANIEG6~-404L— v}
Yo Co-¥yo. , p>E201%yo.
no spanning -tree mstp max -age MaxAge 7 . p>7T OA Aum YO.
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=
s}
>

en v, i . L _ "E 4 STP

AN oa, ner 0s K1F Ay
UT . By A a, nolEf+s 0A7T % O Laro mn Qo
T vo. "EL LT QF/ Y1 fAC.
n v, no E
n v, i.&kn v, g% o0t 2N VvV, M & OFftJdb d—A @n
T €vo.
spanning -tree mstp diameter  net-diameter | ~ L j a MSTPA Vv, i . L "E

Ayo .8,

n w

o:lj’n”.r] 4

n @ net-diameter € CIST : T yo. 'E 3, 1 STPA' #n,
T X, 41 ® >q7T %H+ Yyo.
net-diameter 1~ "E { A€ .
as Ag
spanning -tree mstp diameter  net-diameter I =S

A, n & net-diameter | L—1€2/ A70%+iyo.
.p>E7iyo.

no spanning -tree mstp diameter OA Aum™ v 7 | p>7T1T vyo.
A, n® net-diameter € & —A g Yy _ EqT eo2HYR QAyo.N1 v, i L
JE 4 w0 ot/ AT R, n®1 B Ay 0
Jb A< _E |
od [~ LA 4+ Jb " _E fjAQ
as Ag

spanning -tree mstp max -hops hop-count

vt L E yo.

hop-count {| L —t€ 1-40%ywo., p>E208yo.
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no spanning -tree mstp hop-count Jb wn P>7T OA Aum YoO.
1¢&€ 0— _ E
G—AT M "/ H " eV 3 1& Hd—" nk K+S0 " g
té O—" mk KNCHypo.o 6 T 1é O=" T3 X =k
K n n 3 n b ) YG U n L‘,'\IJO
Ee i/ Aod [~ Ly 4 STP g 1¢& =" _ "E yo.
as Ag
spanning -tree mstp /nstance-id port - | STP T té& @—1 E yo.
priority. priority instance-id € 0- 150 —q & oy = #& & K

T Eyo.

A - € t ¢ or! t
T o BAyo.

0, 16, 32, 48, 64, 80, 96, 112

128, 144, 160, 176, 192, 208, 224, 240

€Eyo.od > N

spanning -tree port -priority value

g

°o & oy 2 WG &/ A ré
_E vo.

value € t€ Ww—n T

® BAavo.

0, 16, 32, 48, 64, 80, 96, 112

128, 144, 160, 176, 192, 208, 224, 240

w—"n

Eyo.od > x ¢t

no spanning -tree  mstp J/nstance-id port - tE O—0 , p>7T OA Aem YoO.
priority
no spanning -tree port - priority 5§ oy = & a4/ A t & O—n
P>77 OA Aem WO.
od [~ LA 4+ MSTP 7/ b 200 & HA¢.
as Ag
show spanning -tree mstp interface interface- | MSTP a0 & {AC.
d
/ interface-id €~ +£° Lt €yo (s :"FO/1"d

"FastEtnernet0 / 3").
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T « T < .
MSTF/ A T T Xop. p>E7" T 00 eqT Wwo.Ma—A'/ H
eY 3 .7 x oF &k "4C 0 " Yyo., T x oF & Loy T X =%
M~ Yyo.o o T T X oF 73 X =k K n a3 " he «aC 0O "
Hyo
"Eo it/ Aod [~ LR 4 T.7T xLl "E yo
as Ag
spanning -tree mstp /instance-id cost cost T T X L "E yo.
instance-id I€E0- 150 — & oy = & & K
t €Eyo.
wt E T.7Txolt 2g,L—-t€1/ A
200000000y © .
spanning -tree cost value 5§ oy = & 4/ A T .7 %Xl
_E vo.
> L T.7T%xlt 2q,L—-k1/ A
200000000 & W O .
no spanning -tree mstp /instance-id cost T .T Xol p>37 0OA Aem po.
no spanning -tree cost °6 & oy = k& a/ A T .7 %ol
P>77 OA Aem YoO.
MST  ° i@ E
G—A" ML KMSTP 1T 01k IEEES802.19 eqT yo.om MSTP,
AGD &—A" AL € MSTP? Huu MSTP 1 1N E MST
O N/ A € Ay o .MSTP o i/ AR NIEG—AKEOM
AN H MSTms AN=n & - MSTs s L
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MST o d STP PRHIEMSTP T NDn ypawxl eq1m wo.da—Aq
" o i/ A BPDUYT “pf 3 lEoeqT AT n, Y BPDUN

o i1 OEyYoO. n 1 MSTe AT OA Amm 4 3 spanning -tree mstp migration -

check! 0 3 Yvo.

&5 "Eo i/ Aod [ ~Lj 4 MST Pin1 Qo +T Oo RN QTU

B vyo.
as Ag
spanning -tree mstp mst -compat ible G —Aq MST P AN "E hA¢.
no spanning -tree mstp mst -compatible G —Aq MST Ppan x E nA¢.

mEd—Ad, MSTPR &—Aq MSTs5 L, iite

vV /AKEG—ANg . EfFo’ T K " <® _ yo.om MSTP
T Nl lEG—An CISTH / _E 4 G—A" y ARD 0 4 o i/

et"IEN & K1+ Ayo.

MST >R E N Qua3 G—AIE &\ BPDU & n T R Q
& n Mg RSTPBPDU " hWyWo.f HI 37 G—AK7 "y MST G—NE "k
5 Lo Ayo.

> i " 1L _ E°® i/ A oi@" * By 1/ 1 1 MSTBPDU
Od1hyu ~eqT -, ' Ayo.$£ , 1t vLT sdLfp o oq i Ax

T N e £ O0A Aum
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MSTPY? Ow 3 G—A" T
AYo.qd—A

71 yo.eA ,STPa0O1 wn

v -

" STP g /

T8

= eq T MSTPU

Nn

" STP. "Ey AR?N

rayx L
whn

€ €

c

" STPy Ann x +0 on

Fo STPG —A % Z wm€
3 k€ STPy AR
T '5YYyo.
nQxaT e

T -, Hn QAvyo =|= . 1 spanning -tree mstp migration -

check 1 1 4 " A STPf AR nt” n MSTPU T Hur
Ay o.

RSTP 1 nNLA§ € & —A € MSTPf ARD AN ~ M=

MSTPG —ANIERSTPG —ANF wwe 3 T N0 F % N QAyo0.

&5 "Eo i/ Aod [ ~LAj 4 G—AT o / ASRAHKE?D? 6 STPsOn R
-“—yYo.
as Ag
spannin g-tree mstp migration -check G—Aq o0 / ASTPHIE? 6 STPaOn n
-yo.
_C"Ev i/ Aod [ ALy 4 /ASRHm  STPsOn mn -yo.
as Ag
spanning -tree mstp migration -check N STPs0O1 N -yo.
~ JL
MSTP2O &
monitor [ ~," TL _ "EJ ~ " € _Ef o~/ Aod [ ALy 4 MSTP/ b
o5 a0 & yo.
as A

show spanning -tree

L

MSTP2On 4

wo.
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(SSTP, PVST, RST$ MSTP/ b

BE)

700

show spanning -tree detail

MSTP2O¢ ES O L 4 yo.

(SSTP, PVST,RST® MSTP/ b 200 4
B))

show spanning -tree interface interface-id STPE= £ 5060 4+ yo.
(SSTP, PVST,RST® MSTP/ b 200 4
B))

show spanning -tree mstp o MSTHa &0 0O yo.

show spanning -tree mstp region MSTs s _ "EL 4 yo.

show spanning -tree mstp instance /nstance-id | MST J"|= a a/ b 200 %'f yo.

show spanning -tree mstp detail MSTsOn & vyo.

show spanning -tree mstpinterface interface-id | MST _EL & yo.

show spanning -tree mstp protocol -migration T T Nn O J"I: yo.
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STP¢ & "E_'E

STP¢ & E. %
§—Ag & oy = 1T NDepkt®M "pmnar g (i —-wRH =)L
NL wo.Z 2k peqT _ EHn QAyo.¢ & CEL 0, G oy
s T NDroidgpALHKEwWY Eod’ " Ayo.

A H E o=|= STP PVST RSTP MSTP

o 9 9 oy oy

BPDU" i 9 9 9 9

BPDU 9 9 (AR oy ¢

%0 @ 9 9 oy oy

8

hp Fast 9 9 (ORI Gy

H Vl 9 9 9 9

H Vl 9 9 9 9
Port Fast
PortFastlE v 4 d A C 0 1 4+ EG T K ¢ T.Ey F  Fa4n VD
O /AsC0 1TO0As yo.CHAV, G FHET AK/ 7Ty E F8&/ A
PortFasth O« 4 & oy =" woHK1TL o=smnQ = H»A" N v,/ DA
TTH oA
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CHv, & +H

(BPDU} wn N Q@-

AmH v 504 G
PortFastiE 4 4" & oy
e/ f i d FH o7y
&  $8/ A PortFastn 'E
spanning-tree portfast 3 +4 .

O 4 =L "E

aotk

Al GKed d oy = 7
& 7 b T PortFast, =
BPDUS A

AK/ 7Ty FakWsn 1 nDwuE GO

wo .PortFast" "E § 4 FalEaG—A" 0OA
oy =0 n_ 5% n+lyo
50 0o B A, ou- KA Lyi

7 " }e

"E” IE spanning-tree portfast default #5 "EJ ~ L

. B 1.1 Port Fast
N4 RSTPd MSTPy .t &+ G0 oA&C U0 7
u‘ O’(—) 5/8" "A\UO.
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BPDUO |, x kg —A/ Aas aqT7 E ¢ NT "E
2 EBS L, L' n" e yo.

&5 1/ 'AIE spanning-tree portfastbpduguard . p ~ T L _ "E[ ~ L

QO o~ 4 PortFast" "E H / A BPDU" i n E yo.d oy >1IE
BPDU" wn H3 ] oeme O/ n* B yo.T U EF A
PortFast" "E H € BPDUY wn N QAy o . portfast-enabled /A
BPDUGN E»A 7" ~ k 4«4y "EL +C g BPDUO | =k n
¢=x E U 17 3y0.F,.1t d-ANlE—eFeV &) n

"B yo.
" BHR QU n 3 errdisable detect bpduguard shutdown VLAN ~ 71 L

El~LQo. ¢ —efe¥ / AV E" HIEVLAN: * B {AC.

3 +8 1/ A 7 &L "E R Q spanning-tree bpduguard

enable 4 +d  Ef~ LOoo 408 / A BPDU" i1 "E

Yo. " BPDU" wnp 3 €= x E U " Yyo.
BPDU" it ., & £ GeqT 4 +d1 OA e Ab- bT T nok "B b
O+ F L~ yo. 'E& " & oy 2/ M4 K1LHR wn3 Axd

s V,/ ABPDUO | sl O. {AC.

BPDU

BPDU ¢ & kEd—A/ A&ss aq17 E Tt 4+ FaNT E

+, xEES\ L, L' n" e yo.
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SSTP/PVST™ ii/ A BPDU " _ “Ey o " BPDUY &R 3 o BPDU
d portfast, m$ = eqT x "E Hit n al T OA

Aum Yo.¢vOU T 0tf" ., &/ kMd d AT +- wyo .

BPDU xkas CEop T ke _C"E0 W/ AL E

® i1/ A spanning-tree portfast bpdufilter [ ~ 4 1 4 09 / A BPDUn OOn

Qnuu VG yo. ut €4 & BPDUY f ~ M=

%o @ o

%, & . &LOQOc 3 8—AFH W=R’' 7 Ffring UH "
ni - «C O " Yyyo.

6o N v,/ K, B 12F " F T4 A" AF

p+tF Ed pF+tlom O—pF1F X607 Yyo.+1 N6 7 EWeag7

Root Switch Core layer

B 12 4—4 N V., TR
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G—AF O—" A" 77 FF" .t (2>, f A~ )STPEFX € b\
n H T ¢ Yyo.«C U 1 et", &/ b\ ev4 O

d A0 44— yo .45 _"Ev i/ 'A spanning-tree uplinkfast | ~ L { 4 Uplink

Fast =L "E 3 UH iy VEO T & HI 6—AF U-" A OF7

7T LoA A= ®FAvO.

B 1.3k UplinkFast, = 7 mwe L1 O4¥Wyo .G—A B 7" KE§—A Cq

(S "n O W g

FInag 4 b\ " H

Switch A
{Root)}

T

Wo.8—N CFH &—A AQ+T 7" +

¢ H DA&CF+ Amiyo.

Switch B

Root Port  —»

Switch A
(Rowt)

#— Alternate Port

Switch C

Swilch B

Mew raot port changes
to the forwarding state.

Switch C

. B 1.3 Uplinkfast
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% ¢, fast. ®m ENN o SSTPd PVSTr ws# wo.RSTPd MSTP® it/ A U H

€ Uplinkfast, = ' £ ni ~ «C 0 " Yyo.
BackboneFast
Backbonefast k- O4 %0 ¢, fast, @.¢, ~ 1 , €0, &l o»r» adlh 7 nay

G—AN/ i > >TFFt .t wwe ~ hpfast, ©EO="A N Vv, 1 > 9,
n v, saelcnxy | 7% n 7 Dtro.
P13/ AG—ACF §—A AQ:T 77 L2ZEG—A CEFH  &G—A A

SR B R Wo.7” "+ F3+na UplinkFast, 4T v£1 ~ @

P AYO.G—AN AFBOF 7 LLEG—AC ' » o, T TYyo.7"
Eyg 'y € > » T T=>¢ "  » » I[EBackboneFast, %/
M>Yyo .

Backbone Fast, % T =€ L= 1€ P 14/ T %
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Switch A

{(Raont) Switch B
1
I-II
1.2 1.3
Root Port  —» 44— Altermate Port
Switch C
Switch A
(Root) Switch B
- — Ll - 7{ -
"'-\.
1.2 1.3

+— Designated Port
Switch C
. B 14hp Fast
§—A CrW=mté @—" d—A By 1¢ @—0omno” " a yo.lLlf 7"

EH3 W=n ¢ o—" H t1¢&€ W—T OoYbT G—A B" BPDUY d—A CT

O21hu ¢ Yyo.Cn # . —  BPDW y s0K=\ 50" Hit
Q'Ayo .BackboneFast” "E Ht Bm Qqu3 ¢—A CF G¢—A BOF € W= n
00, 07 KeO A F o4 nay "Yyo.dA / KEWMeaqr oy 4"

s Y y o .spanning -tree backbonefast [ ~ L { « &5  "Eo i/ A, xLl CE
G&—AN Cq b\ "1 ¢ H—" mMLEBPDUT @R 3 G—ACIE /AT 0

dH  a—As 77

7+ Ft do” Y' wo. "3 G—A ClKE/ F~

200 0N Q " MAY T DA %H + Yo .

232



Backbone Fast, x4+ "E 4 om / AME ¢ d—q BPDU" @ H3 d—AIE

OMm ¢ mml @ Yo.b\ "y ARN o 3 En sy T

%oH += Yyo . .H "t d O=" MEyrART E° oM™ b, "t
G—AKEH E—A"Yyo.
Backbone Fast, ® £ s0 &f 7+ A* LY wo.UT =na=a € 4 &
O n, ®Awnt. O , A0 dJ- &«C 0 »fa- vyo.

Uplink Fast¥ —+O ~ Backbone Fast, ® E SSTPd PVST® it/ A

H ”VI
Ho " skt é &—" n k BPDUY @i * " H T n,_HKEIL
HR yo.

SPAX & ", o)y Layer2/1 v,/ €SP i + MQE&—A/ b k7%

Yo .F1 TN/ AG oy =K, B 17-8/ AF “FH G—AT

T §—An € T - E y SP
T RNERTT o
ugT A TN Yo & TE Ha Mo AT g 4
He TEA N0 7 ME" g d—A"H G-AT €, Vo
0=i n.

SPN Vv, QS G—A" H &—A"Ha * 4" VG H THEN O )
¢ oy =" UH G—An ¢ yo." . @—A"H G—-AN" Oyet T/

n QAypo.
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G—A" 40 G oy = (MSTP i/ Amme K, 1t H "ilE4 +d1 nay
T_E yo.H "iT 4 ’ "9SS d oy = (ISTEG G/ ANCHIE

~ €

& 4o 6 MSTHG &/ Ag NCHwo., ' Knay G—A" IEEE

~
>

8021DG —A+- 1t om MSTs5 _ EL "3 d¢—A £ LAN/ 77 €4 4

=  FG/A E yH r"akF Fa&" 1 006 VLAN/ 4 o4Yyo.VLANE

M Hi MSTH#da &/ » H o

& oy = " @i H J"|= =|=('§(A"EI“”-Q<—> 4=|=*)R”- “E

v -
H " i &k SSTP/PVSTd RSTP/MSTR At  ~ 6 0! - =€ YO.SSTP/PVST
D i/ AH € OH "/ ¢ NCHyo.RSTP/MSTPo it/ A U—

BPDU" ®n i M H "NCHR QAyo.Fa/ H 5 L e

NCHR QAyO.

sLaVvd—AN V,/AOQe ">

" Pnay "Y1t LHR © & oy = IE
H " leb / A BPDUY #°71 R QAyoO.

spanning-tree loopguard . p -~ TL _ "Ef ~L Qoo 4 =|= &L oE o
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G—A" PVST+" € rapid-PVST+2 ii/ Amme K, 1t H O LN
FH " May "HiE1 LHR e & oy =sKEH " IEDLN
/ A BPDU" &°1 N QAyoO.
G—A" MST® i/ A wwe K 1t °0 MSTHE G H " 0" g  Fa0

NG K, 1/ ¢ BPDU" x T #THR QAyo., / AH O KE®H

MSTHE Gk +d0 VG vo.

v -
H " i &k SSTP/PVSTd RSTP/MSTR At  ~ 6 0! = =€ YoO.SSTP/PVST
i/ AMaY ke OH "i/ 3 NC3ywo.RSTP/MSTP® ii/ 'AlE BPDUD
wn ®' ., VY/ Nay Tn, H=3r " NCYyo.H "k — BPDU
OnqT I+ Nsy s Z £ Hi n NCO MR QAyO.

STPe & E_'E

STP¢e & "E_"E 4@,

Port Fast_ "E

BPDU Guard_ “E

BPDU _E
Uplinkfast . "E
hp Fast. "E
H  "n _"E
Ho " E
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L

PortFast, ®+ 'E y 4 f+dl V1 4Cn7 Ll osmnQ i»d oy = &C
O v ¢ vo.
od [~Lg. + a5 "Evii/ Aportfast, &l "E yo.
as As
spanning -tree portfast default *E aqT 7wl
nL ywo.° 6  F4/ T yo
no spanning -tree portfast default &5 &1 fast & L
x "E wyo.+ F&_.E=Ks L
CARn QAvoO.
v~
portfast, & & / 7 K€ +4/ + & oYyo. T, mF es qT
_"Ey .t BPDUGuard” €KBPDU 1 €A/ "E - wyo.
&  +& _ Ec it/ Aportfast, &Ll "E uzg od [ ~LO. {AC.
as Ag
spanning -tree portfast +  F4§/ Aportiast, x L O~ wo.
no spanning -tree portfast 4+ F4 portfast, = L
X E wo."TL_ EIlKs LEAn
QAyo.
BPDU O "E
portfast 0 & (" 7 1 e )0 4 / A BPDU" iin &5 44T E 3
@ oy =" BPDUY wnp [ portfast O - n*B yo.
T _ "B/ "A PortFast" "E H k€ BPDUY wf N Q'Ay o . portfast-enabled
/ ABPDUGR E' F K A 77 L <ty _ EL ¢ ¢ BPDUO
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&k n g x E O 1 .3y0o.F,.t d-ANlE—eFeV

g
=
=]

B yo.

" *BHR Quu un3 errdisable detect L4 bpduguard shutdown vian & s

CEf~LOo. 4 —efeV / AvE" HIEVLAN, “ B {A¢.

o3}
U
O
C
O
X
—
8.
L0
=
—
o
>1

A wee AO - BT T nNQoE EF L O
FLe yo. 'Ed g oy =/ M4 KI1ILHAR w3z Axd& " | o
n v,/ ABpDUO . xLlo. fAc¢.

od @D/ a1 BPDUO |, sl as a1 E iA¢ .

CR Ag
spanning -tree portfast bpduguard &5 & T bpdu 6 = +
E Yyo.?6 g F6&/ 7 yo
no spanning -tree portfast bpduguard &5 & T bpdu 6 = + x 'E Yvwo.
aol:
T . &2l Qge 3 Wran~"a " 5 n — BPDU Guard
BPDU n "B = Yo.

+  F&_  epii/s ABPDUO |, 2l "E w3z od D1 o f{AC.

as Ag

spanning -tree bpduguard enable 3k 4/ Abpdu O | 2Ll 0o yo.

spanning -tree bpduguard disable &+ 8§/ Abpdu O | =l
X E wo. TL_ EKs LCAR
QAyo.

no spanning -tree bpduguard &+ 8/ Abpdu O | =mlL
X "E wo. TL_ EKs LCAR
QAyo.

BPDU _ E
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portfast 0« " ® 4  +d&/ 'A BPDU

o L &5

aqT “E 3 [J—c

o s +d" BPDU? 09+t on NY wo.8—A" @/ & -ii BPDUD
o . &/ & F£G" o, %H .t y, T BPDU» O€yo.+1 F  F§/
77y G " BPDUMERn Y T1uv Gd—A/ A BPDU o L as o qT E -
wo .portfast O~ 4  F£d/ A BPDUY wpn 3 4  F4 € portfast mwe 0 0 |~
BPDU o Lx "E Yyo.
od GO/ §a BPDU 2l as aqrT E 1 A¢
as Ag
spanning -tree portfast bpdufilter &5 & T bpdu  wxlos
Bhvo.co g F8/ 1 wo.
no spanning -tree portfast bpdufilter &5 4T bpdu . x=|= x E Yvyo.
aolL
T &xLloge 3 Wran"a "5 n — BPDU Guard” €
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A== YO .spanning-tree uplinkfast & s

238

"E[ ~q T UplinkFastn "E 3 ¢ " €



G—A" 0 «t d@ oy =" =eqT -, EH 3 UT =H g L7
Ayo .H € sUad @ oy = N/ AdMA 0o d AT » AR Q
DA«C U 1T & Yyo.
Uplinkfast, ® £ SSTP/PVST it/ Ar T wo.
UplinkFastn #V a1 "E wn3g od GO o nA¢
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no spanning -tree backbonefast Backbonefast L x "E yo.

H IIMA E
Lo4a/a B g caed
R/ AL EarH 0 O

o

n x fj A¢ . UplinkFast? O o

239

6 VLAN/ & Yy o . UplinkFast

3 e !



h %o "NCy O T éQyo., utH "imw E Hi Bq 3 UplinkFast

%/ A Qo P06 h% Fg" H " By pnQKEld NCH)r Hi +¢
O/ uC¢C nY T~ Yyo.

H " j & ESSTP/PVSTd RSTP/MSTP At = 6 0! - wwe WO.SSTP/PVST
D i/ AH € OH "i/ ¢ NCHwo.RSTP/MSTPo it/ A U—

BPDU? ®n 2w M H "NCHRM QAyo.Fa/ H 5 L e

NCHR QAyoO.

+  F4/AH "i@#n E ug od D0 e  [{AE:
as Ag
spanning -tree guard root 4/ A" i, &l "E yo.
no spanning -tree guard £ F/AH O dgH O , &l
x E wo.
spanning -tree guard none + 4/ A4 O dH O &l
x E vyo.
H "n _E
HO " jn Qo 3 CH 9o, T 7 HIE» T3 b T leH " PnaAYy

OBEAYo .+, xEeV d—AN V,/A_E "

"nkd oy =/ g NI ' (point-to-point) T ' D HIE

L L4/ A mme YO,

H o "4 ®%ESSTP/PVSY At -~ 6 0! ° wwe YO.SSTP/PVST ii/ AR Ay
e OH "i/ 1 NCHWoO.RSTP/MSTP AR sy ke OH "/
T VCHyo.RSTP/MSTPe it/ Al BPDUY ®np &', 39/ RNay T n.

240



H ur

*5

AL
r

4 .

" NCHyo. —emy BPDUOR T 4 mey s Let ke (5
W/ 1 VGHN QAyo.
"Eoii/ AH O 1 "E u3 0od O w nA¢
as Ag
spanning -tree loopguard default *«E aq7H O  xlo. o
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as Aq

~

aggregator -group agg- CEE'S T pHL  E yo .

/d mode {lacp | static }

Src-mac

Lp MACY i/ §a H¥F n L+ yo.o,¢e® MACHT
EL "3 ARy = o T K1 yo.
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as Ag
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as Ag
show aggregator -group S0 0 A vo.
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PDPK #
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PDP &7 x4 dPOPrOe» AL "E nz " 1L _ EP i/ Aod L
i
[~ Ag
pdp timer seconds PDP Tl XU  E yo.
pdp holdtime seconds POPsO ey A L "E yo.
PDPK & E
POPK# Ll "E ug " tL_ "Eoi/Aod [~L{ HA¢C.
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pdp version {1]2} poPKa L "E yo.
a—A/ A PDPP'A— .
PDP1 O u3 #5 _ "Ev it/ Aod [ ~L§{ HAL.
[~ Ag
pdp run G—AN/ A PDP) Aumm YO.
/A PDPTA—
paqT / A PDP" Qo 43 CEov i/ Aod [~ Lf HAC.
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pdp enabl e G—A / A PDP1" Awm YO.
PDPp ¢y ¢ d ' =
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PDP1 oy © u3 EXEC i/ Aod [ ~Ly i A¢C.

[~ Ag

show pdp traffic ®n d #°1 y PDP T G A yo.

show pdp neighbor [detail] PDP" ¢ v }€={=/ L A yo.

PDP_ "E o

~

Example 1: Starting PDP

Switch_config# pdp run
Switch_config# int fO/1

Switch_config_fO/1#pdp enable
Example 2: Setting the PDP clock and information storage

Switch_config#pdp timer 30

Switch_config#pdp holdtime 90
Example 3: Setting the PDP version
Switch_config#pdp version 1

Example 4: Monitoring PDP
Switch_wnfig#show pdp neighbor
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID Local-Intf HIdtme Port-ID Platform Capability

Switch Fas0/1 169 Gigd/1 COMPANY,RISCR S
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[~ Aq
lldp holdtime  time LLoPr & AT L "E yo
no lidp holdtime Ao AL ps d12047
0] Yo.
+u 'E
LLDP $un _ "E 4 yAn &1L — §g—A" . Lty
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[~ Ag
Ildp timer #ime LLDPr 7 AR &7 ' . L "E yo.
nolldp timer p -’ 0,304n - Yo.
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[~ Aq
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nolldp reinit rAnn " 7 &7 K€, p - LonA
Amm yo. p >k24 yo.
& TLV. “E
LLDPy tiv-selectn = "E 4 09— I TLVD ¢ AYo .. paqT °O TLV"
¢ 1TYyo.
LLDPy tv D 4" <+ ot ug #5  "Ev i/ Aod [ ~Lj qA¢ .
[~ Aq
lldp tlv-select #v-type 1" -  Tivs" KEtv Eod’ T Ayo.
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LLDPIE #71 & o, @) # o d #7171 d OGN E" NP AT wae

€ G © il
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paq T LLDPKE TR it/ A=me wo.o0d [ L LLDPT wm¥%0® i1 G 5
+  F& . Evii/ Aod [ ~Lj 4 LLDPT == ® @40 _ "E { AC.
[~ Aq
"l # o0 RT ‘E o« T
no lldp transmit o f ] " T
Th «# P in x 'E yo.
no lldp receive n Wn *?RT _E «* T
QN # i CaT"®% ~ VYO.
Ao fn E
Show7 ' [ ~ L j 4 LLDPe N o +/, 7K€ O/ b 500
Ao
EXEC €45  "Eo it/ Aod [ ~Lj wo.
[~ XY
Show lldp errors LLDP> N/ b ¢= 507 A vyo.
Show lidp interface /nterface-name C ,o#7T°oindaonoi/ b
s0n A vyo.
Show Illdp neighbors £// b 20800 A yo.
Show lldp neighbors detail =|=// b @ a0n A vo.
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Show lidp traffic 6 on d 7y 200 A vyo.
ot [ ~_ 'E
EXEC® it/ Aod [ ~LA{ 4 on Yy F/ covdrd 200 ot
Ayo.
[~ Ag
clear lldp counters 6  HE 0" ot yo.
clear lldp table o yroF 200 ot yo.
YK_ [~ _ "E .
LLDPo ML v~ oy o wug EXEC it/ Aod [ ~ Ly i A¢.
[~ Aq
debug lldp errors LLDP® M/ b y "N ¢=
201 0" vyo.
debug Ildp events LLDP® N/ b uy "N N
+m 10 yo.
debug lldp packets LLDP® My An &7
+m 10 vyo.
debug lldp states Lo w0/ b 8000 wo.
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as Ag
Switch#config G—AN _  EP T ef<vyo.
Switch_config#e ther -ring 7id Ainn E T A EP AT
ef<yo.
id:4& & ID
Switch_config_ring#control -vlan vian-id £+ VLANL "E yo.
Vlan-id: £ ¥ VLAN ID
Switch_config_ring#master -node An + Lxg At _ "E yo.
Switch_config_ring#hello -time value +COKeE O yo.xd An"
HEALTH Lal 5 0 _ "E yo.
>:1-104 L—q A" > p>Ek
‘yo.
Switch_config_ring#fail -time value +3OKe O yo.Ow "
HEALTH L' o=Kkn L
_E yo.
>:34/ A304 Of1 A" >
p>E34 vo.
Switch_config_ring#exit -~ EL ey - Qi _ "Eoitn
B yo.
242 +e A _ E
od OO/ §a d—An e V, X A°lT _E yo.
aw Ag
Switch#config G—AN _  EP T ef<vyo.
Switch_config#ether -ring 7id Ainn E T A EP AT
ef<vyo.
id:4& & ID
Switch_config_ring#control -vlan vian-id £+ VLANL "E yo.

Vlan-id: £ ¥ VLAN ID

Switch_config_ring#transit -node

an + LN daut | E wo.
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¢ ~
od @D/
e

ID>" " 9
o O

od [~ L

Switch_config_ring#pre -forward -time value

+OKe O yo.a
O+ #C 0 n tn KA L

. E vyo.
> :34/ A304 Of4 A >+
p>E34 yo.
Switch_config_ring#exit -~ EL ey ~ Qi _ "E0 in
B oyo.
“E
fAG—AT n F£XKC @ T _E f§A¢.
as Ag
Switch#config G—AN _  EP T ef<vyo.
Switch_config#interface  intf-name +  £& . E° i1 Aem yo.
intft-name: 4= & Fo L+ €eyo.
Switch_config_intf#ether -ring /d {primary - +xC ¢ + L "E vo.
port | secondary -port | transit -port } =|=>KC o Ui ID
Switch_config_int f#exit ak 4 _ "Ecin B yo.
"t KE_ 1t FxCeoeq E " 4T Ho®
T N U w
A a9 0O T DT U » YAyo.
as Ag
show ether -ring 7d ¢ O T Nd#£ExCeq /
%— a0n v yo.

show ether -ring /d detail ¢ O T Nd$xCe / b
o 'E 800 ¢ yo.
show ether -ring /d interface /ntf-name Ether-ring T e T 0
v o vo.
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MEAPS 'E

“E .
51
Master Node
GO/3 S2
Gl Secondary Port coi Transit Node
Primary Port Transit Port
Transit Port ng::ispu”
54 Transit Port Transit Port
Transit Node
Transit Port
S3
Transit Node
MEAPS_  "E
B 21/ AF " £ x G Qi SI' X Ai S2l€o0d’ " £ "EYyo.om Aig
EE S22y . E e® yo.
&4 S1. E :
STPn = B 7 Etherring Ainn _ "E yo.

S1_config#no spanning -tree
S1_config#ether-ring 1
S1_config_ringl#control-vlan 2

S1_config_ringl#master-node
od [~EA "onm, DY _E KEH OoYyo.

S1_config_ringl#hello-time 2

S1_config_ringl#fail-time 6
Ain  "EPan B yo.

S1_config_ringl # exit
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p F Ow n ‘E wo.

S1_config#interface gigaEthernet 0/1
S1_config_gO0/1#ether-ring 1 primary -port
S1_config_gO0/1#exit

S1_config#interface gigaEthernet 0/3
S1_config_gO0/3#ether-ring 1 secondary -port

S1_config_gO0/3#exit
£+ VLANL "E yo.

S1_config#vlan 2

S1_config_vlan2#exit

S1_config#interface range g0/1 , 3
S1_config_if range#switchport mode trunk

S1_config_if_range#exit

ar-A S2_ E:
S2_config#no spanning -tree
S2_config#ether-ring 1
S2_config_ringl#control-vlan 2
S2_config_ring1#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ringl#exit
S2_config#interface gigaEthernet 0/1
S2_config_g0/1#ether-ring 1 transit -port
S2_config_gO0/1#exit
S2_config#interface gigaEthernet 0/3
S2_config_g0/3#ether-ring 1 transit -port
S2_config_g0/3#exit
S2_config#vlan 2
S2_config_vlan2#exit
S2_config#interface range gigaEthernet 0/1 , 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit

267



MEAPS

MEAPS %

©.+XC®+ 88 H3

EAPSE+XC ¢ ¢, pFi/ N & oHE T
H+ H h/ AWri~ & & +eY mQuu - wo. "t F£xCoq

¢ " FEItng ¢/

wo.d—Ag s E_CEL Qos" MA YO.

EAPSEC® ¢ w, ML g MEAPSIEEAPS  eqT »»Hbt CH e O, Qya

PM20N® _wnnNL wBAyo.+ 1. wkEhmdg—4L— FxcCcol

STooxT OB X T pFEF OEG 0oxT 7Ty QS EG pFET

O EHyo.AT omemp eF 2N K€, N P 77 Yyo.
o O T NdSTPEP M @, " Aq TNt/ QO-Yyo.STPEEN V,
TR N 0 Co>-1 &1 K€ G- =360 N V,/ vyo.e O
T Nko TR/ QoHe N V., TRnyn, Lam | — gpayxl

A Yo.fAAe N1 Vv, / Ae O T N 0o kESTPOO t & wo.O =i

n v,/ Ae¢ 0O T nNksoms+3/ N v, nla

MEAPST , p , W

ur %

268



urEFExcH nho T Ny O L—" na g swT _ 'Ey IDT
AYyo.¢e® 6 w¥+ nnL " e®™ 1 viANL "3 g—A , M EAT
7"y / wrHl E oFAvo. tqpurHEk tqpe AT N KON
o L o BAayvo.od B Lyw [{jAg.

t 1 MEAPST | 4/ € MEAPSY ,£ + VLAN,x & dAi,x  4Ai,/ n 9i d

Ow/ n A" BAyo.

B 1 ' CO MEAPS® Q@

¢
TTQ’I:U:Q'"T‘I):*:)KC TN/ 3t Q_,+|‘€‘AT (p'"T71U¢'X—/\|
wyo. tq MEAPSyy 4k t o MEAPSe " IEAT _ \ Kox el &)

Ehvo.

O— o

269



ct U=—0oq1 tqpoele - yo.0-

ar s o0y d
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ol —ogar
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£ ¥ VLAN
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71 €W O-Ywo.' MEAPY €Y £f VIAN' Ow £t VIANFaAlEM " R £ ¢

O—9¢ "€ —olL "E 35 &1 VIANLRs - yo. E lk€eO_  p
£t VLANLns ©  p &t VLIANyF IDOo 1+ IDF VLANL  — £ 1 VLANg T
Oo 3 Yyo.U—9e E_ p £f VLANd — £3F VLAN/ €A/ 1" He — o Lk

—t1 VLAN/ ¢+ 1" Yyo. B 1q°
—9¢ 1 N ES5 £+ VLAN/ Aa"IHIEe3g —9 1 N L Ow

£+ VLAN/ A#1Yyo.0—eq —t%f VLANE U— 9 v
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VLAN  wo.+xC ¢/ "E4 Ka—Aq lEt$ VLAN/ 1T g $Fx%C 9/

EG K€ ¢ £ 1 VLAN/ 1" Ayo .
po
y e e MEAPS €5 £% VLAN'  —£3% VLAN/ T - wo. — 9
MEAPS 1€ —t% VLAN/ + T yo.U0—9¢ EAWe 1 6= AiT ' DHe
AW e Eyfe ol [ = #1lygo.0—9q EO— 9/ A
¢ 1TYyo.
H$ VLAN

H+ VLANE v+ Lam l€H OoYyyo.H$ VLAN/ € MEAPS ¥
% MEAPS " HoBAvo.” urdk + 0 w$ ViANL

=

O wo.urfre O T N/ ¢ “uy TREFuUrdqHF
VLAN/ + + yo.
H+ VLAN#F Y'EHIER 4 SIE MEAPS " MEAPS® N/  £1H  x MEAPS

"STPP M/ ¢ titHKES O Ad T e% s LOR QAyo.

yeo

MSTP® N' +OQ M= HI

Q
=

Ql

Q)

T VLAN_ B O ' &+ T7° 0O/ §a s4yo.
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x84 AnEF XN Ak =~9n Vv, " O . "COMPLETE! $8 4" IEN

Ayo.x & A/ Ae N V, o e, " abk, 1t/ P

2B Ayo."COMPLETE" KhHt O W

"COMPLETE" " MW+ H @

e n v, 10 . KOe=" =~ Vv, g TR0 1 DKW UYF

EAPS E 11/ AF " fo0d ¢+ g7 T=

11EAPS

HEALTH +i ke n v, g TRN" §BH" IEAN S A —
x& A/ 1 #*1Y4yo.

LINK-DOWN o/ Ae, XNGEkeV 4Lt eyo.+n1 * =g
Ex dil/ AelYyo.

RING-DOWN-FLUSHFDB o1 Vv, RCGy x& An" #71 Ex
Qi MACYT 7/ +~ Fwl A yo.

RING-UP-FLUSHFDB o N Vv, " NCH x& An" 7 EN
Aing MACOT /7 £ F+wl A yo.

EDGEHELLO i€/ n A" bE KErdke / 1 &1 g/ nm
A/ N /1 T sH ,pfeef gBY" ERD
CA .
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p € HEALTH L £+ VLANgT 71 wo.sUed, ¢ HEALTH E

o omog AN 4 XADXE A 2\ / UV yo.

Ow €, pwypodéwE VLANL NG yo.HEALTH L™ 7 on 3
Ow Ew$+ VLANLNCG ™ H 1 VG yo.0w " s AN . p

/ "A HEALTH L'opn mnQua e n v, " 7 nQo” 'Y wyo.
od x& dAntdw / Aw$ VLANVCGL £« ~ 18 MACY i 01 ¢n

O« ~ RINGDOWN-FLUSHFDB L'« 4 om Ail/ Qvuyo.
x 8§ Ain" w$ VLAN/ b sv Ow / A HEALTH L opg 3@
n v," = Yyo.+ .1 xd AnlkOw / Av$ VLANLDANC"
T & TR 500 %H+E ~ om A" RINGUP-FLUSHFDB L MAC b i
+wl/ £ v 6 vyo.
od B "4 S4KEH, 44T HELLO La" wo.H h/ vi" ' 43 HELLO

+xd& A Ow / wVv ~ Ow "1 wW#$ VLANp H$ #ClL

HELLO HELLO

Sl:Trangit S2:Transit
P-Primary port
S-Secondary port HELLO
B-Block port

HELLO
4>
-

DATA

S6: Transit
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B’ "+ A S3 A S6OF e,/ vk e¥Y wo.Ai S3 A S6%F

o ./ AFCvie" eV dlepn zgurr gy o v o n NG om

/A, O = L a7 wo.xd Ai" LINK-DOWN L op 3

H h/A» " e¥ o sy A Lx40, 0=nQ 17 5 vo.
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-
LINK_DOWN LINK_DOWN
S1:Trangit S2:Transit :Transit
P-Primary port
LINK_DOWN
S-Secondary port -bo
B-Block port S @
S~
N
- > R
LINK_DOWN LINK_DOWN
SA:Master S5:Transit S6:Transit
P4 0o, O n,. QB
N " -~ 'y /KHF VLAN LoA« RNQ O« &C
O "Yyo. = Ve U £+ VLAN/ ALt R
wn yvo.
o N v,/ AT nQENX "t O%fe " s Ve O "H3
x§& Qi Ow €. p / "A HEALTH LoAwn Ao .F , ¢
x & Al Ow TH+ VIANLoANG ™ 7+ 571 Fwyp Qe Lasry

kdan" /£~ 57 Fwg QF L ong 3

1 yo. > Ve U X

AnlEh e &C / b O# &C nos o4 T& MACOT  Fwl
/7 yo.

N o' xgd A/ A/ £ 51 Fw QB LERY 3 xa Ao
7T e, " FC 1+ N Qqe &7 AR s eqT 4C & N #C NqT
. E wvyo
[ o
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O— o O— ¢ £%f VLA  — ¢ £1 VLAN/ e A/
1" Yyo.fAA,AWe T DN Eyfeoe/ ¢ £ HiENBL I
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AWe r AW ¥E 10O wo (" OX AilEF +0O ).

—>
Sub HELLO

Major HELLO

P-Primary port
S-Secondary port
B-Block port

S5:Edge S6:Transit

pde o AW\

yFe oo,/ vE" e¥Y T /R Ai¥F Ow Al OfF AWe 1 N
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T Owepxd Qi Ow " e85 &/ OwdAig/ N "
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Switch_config_ringl#exit

mJ
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mether ¢ @®+VY wy 4= D24 [ ~ E Ai _

O-4Yvo.

ml :
EXR/KET—90" —of B

E

\UO-+A "E=|= "E 4T . EH3 _|’=|=E ¢ T £% VLAN

"Ed o Al El ot €W

£+ VLAN O O— ¢ 1 £1 VLANL “ g

AW o 1 £t

VLAN= y +¢e 9/ Y'EH €A/ AW £ 1 VLANE AWe/ Y'EY™ ,9 t 1%

VLANE AWe/ A  mnYyyo.

+e A _ E

0d D/ §a d—An e Vv, N

AT _E yo.

s

Ay

Switch# config

§—A _ EP AT et<yo.

Switch_config#mether -ring /dZ domain /d2

Ann E T 4An

CEPRT ef<vyo.
idl A 2 a
.1 Y1)

¢ Did2:uy 1 &8 & IDO©

Switch_config_ringl#control -vlan vian-id

Switch_config_ring1# transit -node T/ G iyo.49n T Lx" aunt _ "E yo.
T/ O iiyo.Aingreomlb an "k —o
Switch_config_ringl#major -ring[sub -ring] An X tTT1 E yo.
T/ G iyo.tt VLANL "E * VLAN"id"d
VLAN"id-1"L "E yo.

vian-id :£ + VLAN ID

Switch_config_ringl#pre-forward -time value

+OKeE O Fyo.aT /A Q% &C
v n kA L "E yo.

>:3-304 L—qp A" >+ p>L9o4 yo.

Switch_config_ring#exit

- ELes * Ai_"Evin * B yo.
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Switch_config#

/N AaAnd Ow di _ E

od @O/ fa8—A" 91 VY, pxd& At _ E fiAC.
[~ Ag
Switch# config G—AN _  EP T ef<yo.
Ann "E 7 Al EP AT ef<vyo.
id1:Ah a4 & IDi2:uy kg Fa& & DO
.0 ¥)
Switch_config#mether -ring /dZ domain /d2
T @ iyo.dAin + L oaes qir
Switch_config_ringl#edge -node[assistant -node] . E vyo.
+ O KEYY OBAvo./ n AR AWS
Switch_config_ring1#sub-ring An 4 — yo.
T/ @ fyo.£+ VLANL "E ~ VLAN"id'd
VLAN "id-1"L  "E yo.
Switch_config_ring1#control -vlan vian-id vian-id : £ £ VLAN ID
+DOKe O fyo./n T = Vb
O nn €A L E yo.
Switch_config_ring1#pre -forward -time value >:3-304 L—7 A" >4 p>Ek 94
Switch_config_ringl1#exit - "ELl ey * 4l _  EP0tn "B yo.
Switch_config#
CHMAWe N v ©oi  'E
0d D/ §aG—An e Vv, yxd& AT _E {AC
[~ XY
Switch# config G—AN _  "EP T ef<vyo.
Ann "E T Al _ EP AT ef<yo.
id1:sii g & G D@2y dr & & DO
.1 Y1)
Switch_config#mether -ring /dZ domain /a2
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T/ @ iyo.Ain + L ores AirT
Switch_config_ringl#edge -node[assistant -node] |. "E woO.

+ DKEYY oFAvo./ n Al AW
Switch_config_ringl#sub-ring An 4 — yo.

T/ @ #yo.£1+ VLANL "E ~ VLAN"id"d

VLAN "id-1"L  "E wyo.
Switch_config_ring1#control -vlan vian-id vian-id - £ £ VLANT ID

T/ @ iyo.

+/~Lo. naonue  "ELRE o

BEn, Ad £CBoen Vv PiT Bt

" Apo.CHEAWe N1V

o i/ A, AW 0

TN T VB O K€V, Hn Qe $X
£ N1 V,IKE9 3/ F~ AKOyo.:[~E
Switch _config_ring2#single -subring -mode /A ARE Ow At/ Ar 4 oYyo.
+DQKke O yo./n T = Vb
O nn €A L E yo.
>:3-304 L—7 A >+  p>Eko
Switch_config_ring1# pre-forward -time value 1390,
Switch_config_ring1#exit - ELle» - A _ E°0n "B yo.
Switch_config#
) “E
od OO/ §a d—Aq n FxC 9 T_E §A¢
aw Ag
Switch# config G—AN _  EP T ef<vyo.
Switch_config#interface  intf-name & 8 . EP i Aum YoO.
Switch_config_intf#mether - +XC 9 + L "E vo.
ing /a1 in id2 pri - -
ring /d1 domain /d2 primary -port [ secondary a1 i Jﬂf@" & IDid2: 1y J||f'n' J|I|=°‘ & ID(©
port | transit -port | common -port | edge -port ] n .
F ot Y)
Switch_config_intf#exit £  F&_ Eciin * B yo.
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per

£+ [ ~ k mether-ring idl 1y 4k ' Ay 0 . id2 primary-port [secondary -port | transit -port |

common -port | edge -port] , ¢ T . EL 1§ Ay oo.
¢ é T D-"- U 9g
od AL} + 9 0 T DU 1" YAyo.
aw Ag
show mether -ring o C T Ndeq / b %— s0n
v oyo.
show mether -ring /dZ domain /d2 nay ¢ O T NDdeq /b Ys—

200 ‘v yo.
@1 A0 Ed
O .t Y1)

¢ Did2:uyy 4 +& & ID

show mether -ring /dZ domain /d2 detall

nay ¢ O T Nd$xCe / b
«"E a01 YAyo.

name

show  mether -ring /dZ domain /d2 interface intf-

nay © "INy T o T 0 o

v oyo.
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n NGO yo.eA x & Ante. p / A Hello LS aqrT

&’ yo.¥ hello EoVuaqr X didn ° ~ xni 417 Ow / A X &
ARNT wO<wo. 3 Ey 0 e kod B ~Ayo.rfe 9’ AWe Loy
3& U yo.U—9o 4 711 EO—9/ A H1He,

Master
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xXa AT 71 ywo.eA o gyawxkn AL e O n oA
by © “ n, WYO.AWe¢ T NAB/ vE" eV¥Y 3 U—90o/ AAWPO

T N T ANB O S rayx/ 7 vE" M3Yyo.od B/ AP ®
5+, rFe oo, d” o, T Ny ARy Fe ¢/ Ar #TH XAD

X

AT #TYyo.

S S @

S
p
Transit Edgle Assilstant Master
S_Ub 'l | Major Ring
Ring v ng
I S I
S <
~ e ~
‘&& P P \ ‘&&
Master Master(Assistant) Edge Transit
P-Primary port
S-Secondary port Major Rﬁg Sub Ringﬁ
B-Block port LINK DOWN LINK DOWN
vEn &7 T x & A/ Q3IEe
X4 AR o, 0 e L cwn /K€ "/ U tn.H eA Ow

" 85" FDB #ws$ UT °~ 1N RINGDOWN-FLUSHFDB £ ° 6 A/

294



B ~F UO—9ogpxda dAinlk

A/ QVwo.AWe 1EA4B/ v "

UT
A/ N "NCHyo. AW 2 xd Al AWe U X HAite/ - FDB?
s pA mwu N T FTA [ e aTFrFe o/ A® HIi1Fo0.
M oot - Tdge Transit
S-%c_g:lzg;r&,??rt Major Ring RING-  Sub Ring 11 RING-
¢P-EdgePreforwarding port DOWN-FLUSH-FDB DOWN-FLUSH-FDB
¢ s £ ° d FDB. p
0.
N Al "0 _Hz XN Ainl O+ 1 0 7 & Yyo.X AdAiq
"6, Hap M= vNlEod B’ “Ayo.U—9 e " 6 Heg U— 9
o 0 7" KX il Preforwardng U T n,. Y HF ENGCHnR: £t
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Master P Prinary port s Edge Transit
S-Secondary port . Ty .
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eP-EdgePreforwarding port HELLO HELLO HELLO i
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> e \ L e
Master Master{ Assistant) Edge Transit
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L yYp RING-UP-  RING-UP-  RING-UP-

B-Block port gy USH.FDB FLUSH-FDB FLUSH-FDB

B 15 ¢ 0O _
v 5 Preforwarding & 1 X Ai " RINGUP-FLUSHFDB LEn Y - Fali
Timeny 4° 3 XN SAiRKENCHY X nosT w4 ALOA Aem yoO.
MEAPS  “E
E

Master Master{ Assistani) Transit{Edge) Transit
P-Primary port S-Secondary port T-Transit port E-Edge port C-Common port
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MEAPS  "E
B 11/ AF “Fxad Ain SI' X Ai S2l€0d’ “ 4+ "EYyyo.om

A . EES21  E W yo.
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&~A S1. E :

od [~k —o X Al AR 21 E €W OsYyo.

Configuring switch S1:

od [~k —9e X Qi d Al 20 E KEH OoYyo.

Switch_config#mether -ring 2 domain 1
Switch_config_ring2#transit-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control -vlan 2

od [~LEA" "oa, no1 _E KEH OuYyo.
Switch_config_ring2#pre-forward -time 12
Ain  "EP AN T B yo.

Switch_config_ring2#quit

od [~ ki 24 X n _E KEH OoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 2 do main 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 2 domain 1 transit -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configurin g switch S2:

od [~ EUO—9 N aAi Fain 1Ll "E €W OoYyo.

Switch_config#mether -ring 1 domain 1

Switch_config_ringl#transit-node
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Switch_config_ring1#major-ring

Switch_config_ring1#control -vlan 2

od [~EA" " 9na, nw" _E KEH OoYyo.

Switch_config_ring1#pre-forward -time 12
A "EP AN T B yo.
Switch_config_ring1#quit

od [~ kain 14 &7 n _ E KW QOoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 1 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 1 domain 1 transit -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

od o~k —9o/mnAindAi 27  E EH OoYyo.

Switch_config#mether -ring 2 domain 1
Switch_config_ring2#edge-node
Switch_config_ring2#sub-ring (this can be omitted)

Switch_config_ring2#control -vlan 2

o2 [~EA" " oA, nw" _E KEH OoYyo.
Switch_config_ring2#pre-forward -time 12

"EP AN T B ywo.

Switch_config_ring2#quit

od [~ Eqih 24" d/ n " E k€W QoYyo.

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 2 domain 1 common -port
Switch_config_g0/2#quit
Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether -ring 2 domain 1 edge -port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S3:

od [~ EUT—0o X didai 1Ll "E lk€H OcYyo.

Switch_config#mether -ring 1 domain 1
Switch_config_ringl#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control -vlan 2

od [~EA " oR, nwY _E €W OoYyo.

Switch_config_ringl#pre -forward -time 12

Ain  "EP AN T B yo.

Switch_config_ring1#quit

od [ ~Edi 14 27 n _ E KW QOoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 1 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 1 domain 1 transit -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

od [~k —9o OwdAi & Ai 47 _ E lEH OoYyo.

Switch_config#mether -ring 4 domain 1
Switch_config_ring4#assistant-node
Switch_config_ring4#sub-ring /it can be omitted

Switch_config_ring4#control -vlan 2

od [~EA " om, nwY _E €W QOoYyo.
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Switch_config_ring4#pre-forward -time 12
A EP AN T B yo.
Switch_config_ring4#quit

nkan 24 d/ n n _ E k€W OoYyo.

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 4 domain 1 common -port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether -ring 4 domain 1 edge -port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S4:

od [~ EAWe x & dAi 4 Aih 40 _ E KEH O-Yyo.

Switch_config#mether -ring 4 domain 1
Switch_config_ring4#master-node
Switch_config_ring4#sub-ring

Switch_config_ring4#control -vlan 2

o2 [~EA " oRa, nw" _E KEH OoYyo.
Switch_config_ring4#hello-time 4

Switch_config_ring4#fail-time 12

Ain  "EP@an T B yo.

Switch_config_ring4#quit

od [~kqaindg, p ¥ Ow " E k€H OoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 4 domain 1 primary -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2

Switch_config_g0/2#mether -ring 4 domain 1 secondary -port
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Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S5:

od [~ EAWe x§ dAi Al 27 _E €W OoYyo.

Switch_config#mether -ring 2 domain 1
Switch_config_ring2#master-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control -vlan 2
od [~EA" " o8, no?" _ E KEH OuYyo.

Switch_config_ring2#hello-time 4

Switch_config_ring2#fail-time 12

Ain  "EP AN T B yo.

Switch_config_ring2#quit

od [ ~kqin 24, p d Ow " _ E KW OoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 2 domain 1 primary -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 2 domain 1 secondary -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S6:

od [r~krfeoexag Qindain 1l "E k€w O-Yyo.

Switch_config#mether-ring 1 domain 1
Switch_config_ringl#master-node
Switch_config_ring1#major-ring

Switch_config_ringl#control -vlan 2
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od [~EA " omnm, nwt _E €W QoYyo.

Switch_config_ring1#hello-time 4

Switch_config_ring1#fail-time 12
Ain  "ErPan B yo.

Switch_config_ring1#quit

od [~ Eqdi 14 &7 n _ E KEH OoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 1 domain 1 primary -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 1 domain 1 secondary -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

od ok —0o OwAn A 20 _E €W OuYyo.

Switch_config#mether -ring 2 domain 1
Switch_config_ring2#assistant-node
Switch_config_ring2#sub-ring  7his can be omitt ed

Switch_config_ring2#control -vlan 2

od [~EA " oar, nodY _E KW QoYyo.

Switch_config_ring2#pre-forward -time 12
Ain  "EPan T B yo.
Switch_config_ring2#quit

od [~ Eqih 24" d/ n " E k€W QoYyo.

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 2 domain 1 common -port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether -ring 2 domain 1 edge -port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S7:

od [~ EUT—0o X didai 1Ll "E lk€H OcYyo.

Switch_config#mether -ring 1 domain 1
Switch_config_ringl#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control -vlan 2

od [~EA " oR, nwY _E €W OoYyo.

Switch_config_ring1#pre-forward -time 12

Ain  "EP AN T B yo.

Switch_config_ring1#quit

od [ ~Edi 14 27 n _ E KW QOoYyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 1 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 1 domain 1 transit -port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

od [~k —9e/nAid Al 47 E KEH OoYyo.

Switch_config#mether -ring 4 domain 1
Switch_config_ring4#edge-node
Switch_config_ring4#sub-ring  This can be omitted

Switch_config_ring4#control -vlan 2

od [~EA " om, nwY _E €W QOoYyo.
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Switch_config_ring4#pre-forward -time 12
A EP AN T B yo.

Switch_config_ring4#quit

od [~ kqan 4g- d/ n " _ E KW QOoYyo.

Switch_config#interface gigaEthernet 0 /2
Switch_config_g0/2#mether -ring 4 domain 1 common -port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether -ring 4 domain 1 edge -port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switc h S8:

od [~k —9e X Qi Al 47 E KEH OoYyo.

Switch_config#mether -ring 4 domain 1
Switch_config_ring4# transit -node
Switch_config_ring4#sub-ring

Switch_config_ring4#control -vlan 2

od [~EA " oA, nw" _E KEH OoYyo.
Switch_config_ring4#pre-forward -time 12

Ain  "EP AN T B yo.

Switch_config_ring4#quit

od [~ kAi a4 N n _ E KEH QO-Yyo.

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether -ring 4 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#inte rface gigaEthernet 0/2
Switch_config_g0/2#mether -ring 4 domain 1 transit -port

Switch_config_g0/2#switchport mode trunk
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Switch_config_g0/2#quit
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DHCP Snooping

s

VLAN/ ADHCP&b + E 4 .t VIANT°O A @' €Y = o /A

@R Yy DHCP + T aqT SOYYo.VLANT A @' €V > o /A

@R y DHCP [’ EotHt "' 7 IE 44 | "Ey DHCPAK" i TH

Ax G0 £° RY T yo.nA o' T DHCP %\l T . t DHCP

%\ T wEI LT oar &+ T MACS>7 ¥ My n Qq 3 DHCP%\
E DHCP DOS ~ -~ 77 O-HiE"" 77 Y2Yyo g—A" 1L

KV yo.

&5  E0 i/ Aod [~ LR i A¢C.

[~ Aq
Ip dhcp -relay snooping vlan vian_id VLAN/ 'A DHCP& b L "E Yo.
no ip dncp -relay snooping vlan vian_id VLAN/ 'A DHCP§ b1 L
x 'E Yo.

DHCPtrustd=  +d& . 'E

& f§" DHCPtrustingd &1 _  Ey . t$+ & F4/ Awn DHCP
L YR QAyo.

voadk g Evi/ Aod folpy fAC.

[~ A

dhcp snooping trust & 480 DHCPtrusting 4= F47
‘E yo.
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no dhcp snooping trust

T fGE. paqT AN
VLAN/ 'A DAl E

VLANT © 6 v = o

G e g

/ A €4 ARPP y

+ &

v+ 0 Hat

T {6 MACOT *

i & IPYi " _ "Ey MAC-IP&édei’ " 7 B4 n Qq3 o y ARP &
- SYyo.% Fadg e’ KEDHC T eaqT &byt weqT
. Apo.vsad £ PO/ MACOT " éduigi
d—ANIED° 6 ARP LaC nQAyoO.
[~ Ag
ip arp inspection vlan  vianid VLANT 6 T0 / Aes ARPo y o L E yo.
no ip arp inspection vlan  vianid VLANT 6 Th / Aes ARPP y o L x “E yo.
ARPtrustd= 4§ _ E
f A +  +d/ AARP y e L O o Ayo.f  Fal€
peqT AA ' KT
+ Fa. Eri/sAo0d oLl {jAC.
[~ XY
arp inspection trust & Fdn ARPuustngd  Fd/
_E vyo.
no arp inspection trust ARPTH #+ F6/ b #F  Fdn
- wo.
VLAN/ AT & IPYT oy o E
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VLAN/ AT & IPYT oy o3F "E y /Ki & MACYT 1 & IPYT ™
. 'Ey MAC-IPédii’ " 7 By n Qu3 VLANT PO v = e / A ony IP
++-SYyo.§f Fa &4’ KEDHCP/ T eaqT éfEH- 1

a

& Fa&q PO/ MACHT " &4BiHE

d)‘e-"T R

nQqa G—AlEv = e 4 +4/ A on 0§ IP LaC n QAyo.

&5  Eo i/ Aod oL} i A¢C.

[ Aa

ip verify source vlan  vianid VLANT © 6 T &  F4/ AT & IPYT ¢ O
"E yo.

no ip verify source vian ~ vianid | VLANT © 6 4 £d4/ AT G IPYi ¢ Ob
X E yo.

M~ :DHCP (P )y onHa #5 &b F+_ "EHI aCYyo.

AL s oo
IP-source trust 4 F8 . E

i tas
-
£ Fa . Ecu/ Aod [ ALy 0A¢.
[~ Ag
ip-source trust nan o BrLp IPYi " Bied +d60 _E vo.
no Ip -source trust nA o' KT aIPYi " Bied +d60 oA
Aem yoO.

. JL (%4 lJL.. =
©oeqT i F& egHE
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& " DHCPn Sin 1 nY 3 ad—Ag ¥ Fdads/ & cLar 4
& " n v,/ CE4 cu/ A c Lot P
O DAL MACIP M §
(b‘e T “E s L c , S
MAYo.weqT . Ey é481 ¢’ eaqT  Ey éFn c+ e® MACH( 0
K.t 0eqT . EH ¢ EeaqT By ° L %wf ywo.F Fa e
c EMACY i 0" T udqT O wo
5 Eoi/ Aod [~Llj {jAC
[~ Ag
ip source binding MAC /Pinterface name |4 +& édul weq1 . E yo.
no ip source binding MAC IP vian +  F+a éedm c L ai yo .
DHCP-Gbl Py ¢ d R’ >
EXEC i/ Aod [ ~LAj iAC.
[~ Ag
show ip dhcp -relay snooping DHCPG b | ' b a0 A o
show ip dhcp -relay snoopi ng binding 3k +4/ T 57 4w L
A vo.
show ip dhcp -relay snooping binding all DHCPbl / 1 Y Ey o6 é4m ¢l
A vo.
[ no ] debug ip dhcp -relay [ snooping | binding | DHCP* o &bl & L "E 7 €
| event ] x E yo.
o< E DHCP bl " b a20n O4viyo.

switch#show ip dhcp -relay snooping
ip dhcp -relay snooping vlan 3

ip arp inspection vian 3
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od L

od E

od L

DHCP Snooping trust interface:
Gigaethernet0/1
ARP Inspect interface:

Gigaethernet0/11

dhcp-relay snooping/ b &4 500 O+ vyo.

switch#show ip dhcp -relay snooping binding

Hardware Address  IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89 192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

DHCPt o= @bl / b © o &4k 200 O4vyo.

switch#show ip dhcp -relay snooping binding all

Hardware Address  IP Address remainder time Type VLAN interface

00-e0-0f-32-1c-59 192.2.2.1 infinite MANUAL 1 Gigaethernet0/2

00-e0-0f-26-23-89 192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

dhcp-relay snooping/ b 20 yo.

switch#debug ip DHCP -snooping packet
DHCPR:receive 12 packet from vian 3, dilD: 3
DHCPR:DHCP packet len 277

DHCPR:add binding on interface Gigaethernet0/3
DHCPR:send packet continue

DHCPR:receive 12 packet from vian 3, dilD: 1
DHCPR:DHCP packet len 300

DHCPR:send packet continue

DHCPR:receive 12 packet from vlan 3, dilD: 3
DHCPR:DHCP packet len 289

DHCPR:send packet continue

DHCPR:receive 12 packet from vlan 3, d ilD: 1
DHCPR:DHCP packet len 300

DHCPR:update binding on interface Gigaethernet0/3
DHCPR: IP address: 192.2.2.101, lease time 86400 seconds

DHCPR:send packet continue

311




IGMP-Snooping

IGMP-Snooping . "E wm%o

IGMP-Snooping + |F EVLAN® M 5% " " n +m " d T 4& n.’ en

%oH = 4 d oFt, Mg TN _ W/ §apFt 26—A" vE 1 &C

IGMP-Snooping 1+ 2 %, ® E0od’ ~ Ayo.
IGMPy ARn EAyo.
VLAN' M5 ' v+ Fwl +n 0o wo.
e+ e¥Y mQuu & g IGMPT F At T IGMPT 0
¢® O 1 tn vyo.
A

igmp-Snooping E 5 1 Ann E° igmp gy Ann O° —q .

igmp-Snooping Ed T & At / A =me r ELT mme

G—AIKED, aqT a1t / Aigmp™ = 507 ®f - WO .igmp-Snooping T A !
®f Fwoligmp-Snoopingl 7 K€d ~& a:r g, M7= 00 A
>4 7T . EHi - wo.showipigmp -Snooping L § 4 VLANT d "~ &

VLAN IGMP-Snooping "E  /x 'E

VIANT 74 d ~ & 57 4" /ot
VLIANF OA  _'E
Yoy bOO1 " kd ~ & 1 Ann ¢ K€, % _E
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IGMP-Snooping + A ¢+ / +n 4 _ 'E
IGMP-Snooping + F° A s _ E
IGMP-Snooping 1 IGMP Querier . "E
IGMP-Snooping® ¢y ¢ d +R ' =

IGMP-Snooping . "E ¢ £

VLAN IGMP-Snooping "E /x 'E

&5 "Eo i/ Aod  EL o nAL.

aw Ag
ip igmp -Snooping [ vlan vian_id] VLAN IGMP-Snooping L "E yo.
noipigmp -Snooping [Vvian vian id] |. p . EL 0 A Aem yoO.
vianLl ms n Qqus tx/ Y'Epy VLANL “« A& o6 VLANL

"E T KEx E Ayo., p . "E/ A ipigmp -Snooping | ~

_ "Ey 1M A ® 6 VLAN IGMP-Snooping$+ "E Yyo.

M~ :IGMP-Snooping E Vb 16, 7 VLAN/ A H ®

Ayo.

VLAN3/ 'A IGMP-Snooping ' "E n 3 Q ¢ noip IGMP-Snooping L

A 4 o % VLAN IGMP-Snooping L x "E o4 ip IGMP Snooping
VLAN3 L "~ "ELl e» - wyo.

VIANT 54 d ~ & S0 1" /ot
IGMPD RL N QI & Ksed ~ & Hin "E 4 Xt d TG4

f ARnn on

5 "Eoii/ Aod  EL o HA¢.
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as Ag

ip igmp -Snooping vlan vian_id static A.B.C.Dinterface intf VLANT se d 7

&
1" yo.
no ip igmp -Snooping VLANT 54 d a
vlan vian_id static A.B.C.Dinterface intf ot yo.
VLANT D A* B &
M cuv/ A

MLTt" HR Qu3 £ Qwe g d " & n+s LEL
.10 a8 xlo. o' Ayo.
&5 "Eo i/ Aod  EL o nAL.
as Ag
ip igmp -Snooping vlan vian_id immediate -leave VLIANT DA B ® L " yo .
noip igmp -Snooping vlan vian_idimmediate -leave | VLAN ©‘ 44t B p> g7
_E vyo.
VLANT DA B "EE paq1 %x 'E Ay o
YoybUbi"+d ~ & 1y Ann o K. % _'E
d & yARbLOLALG" 33 (DHLL O 5§ " igmp-Snooping L G —A
1/ YoHn Qd), p v> HI EVLANT » 6 / Ay Ann 02K 1iyo. 'EL
T'EG HT L n )

.

AWYoO can i " fE /1 YuoHn Qkon o (g
T & 1 ARKotYyo.

Jn
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ip igmp -Snooping df - |6 OLALl g ied ~ & 1 AR gk wo.
drop vlan vian_id

no ip igmp -Snooping dif - | Z=  "EL 0A Aem wo ( / AS ).
drop vlan vian_id

1) » 6 VLAN/ b 1 Ef_ "EYyo.

26—A" T 5 ARn M= K€, p HI E aH

Vo T T

r ARk VLAN/ AWT i~ & Yyo).
IGMP-Snooping 1 . "E Router-age =|=H

Router-age l€ IGMP+ nb Y$ F - ER ¢ Sn sy ¢ €W OoYyo.IGMP
5Dy Ann 09d "~ & Yin tm  wo.IGMP-Snooping k IGMP-
inquer ¥ & ' nl

- Yo.

a5  Evii/ Aod  EL o {jAC.

[~ Aq
ip igmp -Snooping timer router -age tmer_value IGMP-Snooping 1 Router Age > L
_E yo .
no ip i gmp -Snooping timer router  -age IGMP-Snooping 1 Router Age
. Pp>L oA Am yo .

+u . EHI EIGMPO = 5. * _ ELlvuw {§AC. fule” > ' Oo

- _E ®' Ayo. FwlE* > ' pEHT _E K1+ 'Ayo.

IGMP-Snooping 1 Router Age T ,

IGMP-Snooping ' A’ Fu _ 'E



E A FolEIGMPT nb Y+ &7 & " d ~& n O U
AT s pAnn € - O Ay AR"  $w8 Ef / onHN QEd—-AIE(

T4 Yin ot yo.

&5 "Eo i/ Aod  EL o HA¢.

[~ Ag

ipigmp -Snooping timer response  -time timer_value | IGMP-Snooping + F° A’ > L

‘E wo .

no ip igmp -Snooping tim er response -time IGMP-Snooping F* A’ ., p>1L
(w] FA A— yo.

F+u >EY) ml o’ Ayo., 13 d " & N+ TOs " wo.

IGMP-Snooping 7 ' A’ >k 10471 _ "EYyo.

IGMP-Snooping 1~ = ==E_ 'E

d T & a: " IGMP-Snoopingf E 4 VLAN/ k- R Qq3

IGMP-Snooping t* = , *®L O« 4 d ~ & a: noH 4

A, 477 IGMP™ = y Ann OB @

IGMP-Snooping + #5 4317 E y VLAN/ A, &Ll "E " Ex E

Ayo)
d & a1 "LAN/ F-~ nQ d & Ti/ a1 £ %
IGMP-Snooping L §—Age=e”> &l "E b T IGMP-Snooping

ELT =m€e YoO.

5  "Ev i/ Aod  ELl o [{Ag.
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Jn

Ag

[no] ip igmp -Snooping querier
[address [ip_adan

IGMP-Snooping = =1 _ E Wwo0o.¢ 4

n®addressiEw [ AR i & IPYT &

n '

IGMP Snooping -querier . & £ p x "E Ayo."" " Py AR 1 Lp IP
51 K€, p4qT 10.0.0.200¢ y O .
b
r—">%, %xf E H . ®FeHnQqazd T& a:r " vian/
F- % wxEk-ceaqgrd T4 lor = E Yyo.
IGMP-Snooping®» ¢y ¢ d oy @
" 0 i/ A 0d mmbl © HA¢C.
[~ Ag
show ip igmp -Snooping IGMP-Snooping . "E 7 On A yo.
show ip igmp -Snooping timer IGMP-Snooping t A 207 A wyo.
show ip igmp -Snooping groups IGMP-Snoopingr d 7 @ M/ b
7201 A vo.
show ip igmp -Snooping statistics IGMP-Snooping/ b 200
A vo.
[ no ] debug ipigmp - IGMP-Snooping 1 / m YK, /=|=rf1
Snooping [ packet | timer | event | error ] Ifhods §—An "E d
X E Wwo.¥YK, d—AD As N
Qua 0 YK, &—A" "E H- 1t
X E Yyo.

IGMP-Snooping i / b  VLAN 50

switch#show ip igmp -Snooping
igmp - Snooping response time:10 s

vlan 1



______________________________________________________________________________________________________ 1
switch#show ip igmp -Snooping groups i
Vlan Source Group Type Port(s) i
10000 234566  IGMP FO/2
10.0.0.0 239.255.255.250 IGMP F0/2 i
______________________________________________________________________________________________________ ]
IGMP-Snooping  £& A
________________________________________________________________________________________________________ -

switch#show ip igmp -Snooping timers
vlan 1 router age : 251 Indicating the timeout time of the router age timer

vlan 1 multicast address 0100.5e00.0809 response time : 1  Indicating the period from when the
last multicast group query message is received to the curre nt time; if no host on the port
respond when the timer times out, the port will be deleted..

switch#show ip igmp -Snooping statistics

vlan 1
vl packets:0 IGMP v1 packet number
v2_packets:6 IGMP v2 packet number

v3_packets:0 IGMP v3 packet number

special_query_packets:0 Special query of the packet number

join_packets:6  Number of report packets
leave_packetsO Number of Leave packets
send_query_packets:0  Rserved statistics option

err_packets:0  Number of incorrect packets

general_query_packets:5 General query of the packet number i



=
x

:S_ip:90.0.0.3, d_ip:224.0.8.9Source and destination IP addresses where packets are received

type:16(V2-Report), max resp:00, group address:224.0.8.9 Type and content of packet

—
x

:s_ip:90.0.0.90, d_ip:224.0.0.1

type:11(Query), max resp:64, group address:0.0.0.0

—
x

:s_ip:90.0.0.3, d_ip224.0.8.9

type:16(V2-Report), max resp:00, group address:224.0.8.9

—
x

:s_ip:90.0.0.3, d_ip:224.0.0.2

type:17(V2-Leave), max resp:00, group address:224.0.8.9

=
x

:s_ip:90.0.0.90, d_ip:224.0.8.9

type:11(Query), max resp:0a, group addre ss:224.0.8.9

|

IGMP-Snooping 7 ¥ AN Fu8 YK,

switch#debug ip igmp -Snooping timer
tm: vlan 1 igmp router age expiry at port 2(F0/2)

tm: multicast item 0.0.0.0 ->224.0.8.9(0100.5e00.0809) response time expiry at port
FO/4 Inquerying the response timer expiry

IGMP-Snooping . "E ¢ £

B 1ot n v, 77 LOsviyo.

Computer Computer Server Computer Computer Server
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Q) Ogb An 77 € VLAN 14 IGMP-Snooping -
Switch_config # ip igmp -Snooping VLAN 1
(2) Otb Bn 77 | VLAN 2 IGMP-Snooping L

Switch_config # ip igm p-Snooping VLAN 2

320

yo.
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IGMP s A_E

IGMP U A _ "E wmd%o

IGMP vAlEd ~ & Ooo" BIEVLAN:E o™ VIANT d ~ & 1 &n

O ™ML o YO.IGMP vAKomd T & At T N F Yy aqr A
2/ A Yyo.IGMP v Ak UvAWH VILANT IGMP / U A VLANq T
1 F1 IGMP / §a/F& VIANFd "~ & Qo= #Wzi Vi

+wl +n yo.IGMP v A AT om VLANL v A VLAN 0 A VLANT M

"PT tEYO.%G B d T & VLANE UuvAVLANgT | E

§ B d ~ & VLANE uAVLANgT . E

IGMP v AKIGMPGb L eq1 nNr M, KEFe T, V/ AYY s yo.IGMP

Gl EIGMP VA" E H+*t x E H=xs ULER Qn: IGMP&b L IGMP

ol £ E y .t/ | H®
od wy+ 4vHn Q3 IGMP VAD Q- o' Ayo.
1. L3 —A
2. eA IPd & at LOoo mQumu vwo.
3. vlanF o8& B viand %8 B vianT e K1 LHR yo.
IGMP-Proxy "E [/ x "E
VLAN/ & '~ 41" /ot
Ae d T4 T4a c A" /ot
IGMP-Proxy? y ¢ d +R ' >

IGMP v At o . 'E
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IGMP vVA "E /x E

&5 Eo i/ Aod oL} HA¢.

[~ Ag
ip igmp -proxy enable IGMP v An Qo wo.
no ip igmp -proxy enable P . ELOA Aem vO.
V' o:ipd " & a:r L oCE / KEIGMP v An E O AP0 .F&/
"E Y IGMP vAKIPd "~ & At F E .t ceqT BYyo.ip

multicast-routing L * B 1 IGMP v A" o €T E HR QAyo.

VLAN/ & ' 1" |ot

5  Evii/ Aod foLj qAE.

[~ Ag
ip igmp -proxy agent-vlan avian_map client-vlan | vlan (cvlan_map)l * = . — / =|=Q
map cvian_map VLAN (avlan_map)L 1" yo.
no ip igmp -proxy agent-vlan avian_map client- |/ =|=4» "0 gk yo.
vlan map cvian_map

1.vlan#$ avlan_map/  naH, &/ Ay VLANL "E o' Ayo.”
/ ##& VLANE cvlan_mapa/ | E &' Ayo.

2. Ay VLAN' / f& VLANLE IGMP-Snooping+ £17 EQ e+ - yo.
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EXECr it/ Aod [~ LA qA¢C.
[~ Ag
show ip igmp -proxy IGMP v A/ b 200 A vo.
show ip igmp -proxy mcache /[defete [ nonsync [ | IGMP v A #C ™ An A wo.
synef static] delete : Wzt~ A" gt H" n i #1
TA" A 4 gnak <L A yo.
nonsync :M > H" n, &i WL~ A
e, gnaok L A yo.
e, FC izt~ A Fr cl
A vo.
4 wy$+nagn Qqa3 06
AYvyo.
static: 544 ~& T A ¢, A yo.
[ no ] debug ip igmp -proxy ferror | event [ | IGMP U A YK, &—AD E T IE
packet] x E Yo.
od o/ AICIGMP VAT #C~ A1 A KEHT LO+vwyo.
Switch# show ip igmp -proxy mcache
Codes: '+' synchronization, ' -' deleted, 'S' static
A" unsynchronization
Item 1: Group 225.1.1.2
+(192.168.213.163, 2, G3/24)
VLAN 3,4
IGMP v A _ “Eo
n v, TR, B 1/ t % Ay 0.
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FPrivate Hetwork B

Computer Computer Server Computer Computer Server

(1) IGMP& bl d IGMP v AN E  yo.

Switch_config # ip igmp -snhooping

Switch_config # ip igmp -proxy enable

2) VLAN2n Ay VLAN3T/ £4 VLANgT 1"

Switch_config # ip igmp -proxy agent -vlan 2 client - VLAN map 3
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MLD-Snooping

IPv6 Multicast | s

MID& bl 1 |/ IEVLAN/ IPV6, M 5§ 1 &G "

n.' e, “d T& Mg TR/ FAHF

+ . %/ IEMLD & bl oy ¢, M Y7 F VLAN' 1 $w tn,MLD { bl

¢ F MWDo a: te®mMELnd wpve "+ Yyo.
L2»A" MLD& b LA nY 3d " & W KEMK T A/A
WTith ™ & Yypo.L2»A" MDG&w L j 3 Quad ~ & My
d & W KEMK TA/AWTHT & HNQ Rnay o, T
O2n” Qo' k€d ~ & HF KotYyo.
mJ :

MLD-snooping & MLD-Snooping 1+ Query” € Report Loy o 4 —/ A ..

bt MID&b Ed ~ & At

e, 1/ AU T =& ©

MLD-Snooping Multicast = "E ¢ v

"E /x "E MLD-Snhooping

E /X E d T & My i#i 4C %\
A" gk VLANT 74 d ~ & Oi
MLD-Snooping + A ¢ ®f A’ _ 'E
MLD-Snooping ' A’ Fws _'E

Ae d T4 At T _E

D' B, ®_'E

MLD-Snooping ® w ¢ d +h ' 3

MLD-Snooping Multicast "E [/ x 'E

5  Eo it/ Aod [ ~Lj i AC.

as, |
ipv6 mld snooping MLD-snooping d ~ & E yo.
no ipvé mld snooping MID&w L x “E yo.
ml :
MLD-Snooping$+ "E H™ d " & LAny 3 t05i" Yuyn QL d
e +otYyo.
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M

d & .My #w#zt #C %I E /x 'E
global configuration mode / A o4 [ ~ L § nAg.
as, EJ
ipv6 mld -snooping solicitation d ~ a4 Mo Wz Vo
* Yo
no ipv6 mld -snooping solicitation d ~ & My W23 Vo
X "E yo
VLAN ne d 7 @ D1 4" [ 47
global configurationmode / A od [ ~ L § iA¢.
aw, Ag
ipv6 mid -snooping vlan vian_id static XX XXX VLANp s d & 500 1" wyo.
interface /ntf
no ipvé mid -snooping vlan vian_id static X:X:X:X2X| VLANy 24 d ~ & Din
interface /ntf £+ vyo.
MLD-Snoopingt A ¢ ®f A’ _ E
Global configurationmode / A o4 [ ~ L § 0iA¢.
aw, Aq
ipv6 mld -snooping timer router -age timer_value MLD-Snooping 1 A ¢ of L "E vyo.
no ipvé mid -snooping timer router -age MLD-Snooping v, P A ¢ wf L
s yo.
ml :
+ o . 'EE MLD-Snooping 1~ = . Elvyw - e*=_ " 0o a-
At of Fewn = " T 'EH"Hhmu _ E K€1F ' Avo.
MLDGbl . p At  of E2604:
MLD-Snooping ' A’ $w _ 'E
Global configuratonmode / A o4 [ ~ L § nA¢.
as, Mg
ipv6é mld -snooping timer response -time MLD-Snooping + F* A’ L "E wo
timer_value
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no ipvé mid -snooping timer response  -time MLD-Snooping -, p f' A’ L - yo.
m{ :
For >L Y/ e E o' -t d T &
MWD&Gbl ., p F A
Ae d T Q@ A o _E
Global configuratonmode / A o4 [ ~ L § nAC.
as, Mg
ipv6 mid -snooping vlan WORDmrouter interface | Vlanword » MLDéwl 1~ 5 d 7 &
inft_name At / _E yo.
no ipvé mid -snooping vian WORD mrouter Vlanword © MLD &bl 1~ a d o}
interface /nft_name Al / _ "EL 4§ yo.
o' ° B ‘E /x 'E
Global configuration mode / A o4 [ ~ L j iAeC.
as, Aq
ipvé mid -snooping vlan WORDimmediate - oA " &xlo. vyo
leave
no ipvé mid -snooping vlan WORD immediate - p . ELOA Auem Yo
leave
MIDGsr d ~ & oy ¢ don Ow
EXEC i/ Aod [ ~Lj  HAg.
as, XY
show ipv6 mld -snooping MLD-Snooping + . "EL A wo.
show ipv6 mid -snooping timer MLD-Snooping + A" 7 A wo.
show ipv6 mld -snooping groups MLD-Snooping  d a ML A yo
show ipv6 mld -snooping statistics MLD-Snooping 7200 A wyo
show ipv6 mld -snooping vlan WORD VLAN/ MLD-Snooping . "EL A wyo
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show ipv6 mid -snooping mac MWD&el /7 ¢t . uygd 7 & MAC

Sin A yo.

MLD-Snooping 20" ®Nn¥ -

+ AYyyo.

#show ipv6 mld -snooping

Global MLD snooping configuration:

Globally enable : Enabled

Querier . Enabled

Querier address  : FE80::3FF:FEFE:FDO00:1
Router age : 260s

Response time : 10s

Handle Solicitation : Disabled

Vian 1:

Running

Routers: SWITCH(querier);

MLD-Snooping 1 d

.M+ AYyo.

#show ipv6 mld -- snooping groups

Vlan Group Type Port(s)

1 FF02::1:FF32:1B9B MLD G2/23
1 FF02::1:FF00:2 MLD G2/23
1 FF02::1:FF00:12 MLD G2/23
1 FF02::1:FF13:647D MLD G2/23
2 FF02::1:FF00:2 MLD G2/22

2 FF02::1:FF61:9901 MLD G2/22

MLD-Snooping t 4"

Aqyo.

#show ipv6 mld -snooping timers

vlan 1 Querier on port0: 251
#
Querier on port 0: 251 meaning the router age timer times out.

vlan 2 multicast address 3333.0000.0005 response time : This
shows the time period from receiving a multicast qu  ery packet to the
present; if there is no host to respond when the timer times out, the

port will be canceled.

MLD & bl " s0kod’ T Avo.
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#show ipv6 mld -snooping statistics

vlan 1

vl _packets:0 quantity of v1 packets

v2_packets:6 guant ity of v2 packets

v3_packets:0 quantity of v3 packets

general_query_packets:5 Quantity of general query packets

special_query_packets:0 Quantity of special query packets

listener_packets:6  Quantity of Report packets
done_packets:0 Quantity of Leave packets

err_packets:0  Quantity of error packets

on/  AY4yo.

MLD-Snooping

#show ipv6é mld -snooping mac
Vlan Mac Ref Flags
1 3333:0000:0001 1 2
2 3333:ff61:9901 1 O
FF02::1:FF61:9901
1 3333:0000:0002 1 2
1 3333:ff00:0002 1 O
FF02::1:FF00:2
1 3333:ff00:0012 1 O
FF02::1:FF00:12
13333:ff13:647d 1 O
FF02::1:FF13:647D
13333:ff32:1b9b 1 0
FF02::1:FF32:1B9B
2 3333:ff00:0002 1 0O
FF02::1:FF00:2
1 3333:ff00:0001 1 2

1 3333:ff8e:7000 1 2
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OAM _ 'E

~

OAM = %

IEEE 802.3ahy EFMOAM E C# o s Amy * o vt [Ex ‘N, &l yo.
"t EFMOAML EVC & o @' b1 ¢B ' FxCroy oLy ®

' Ayo.OAMPDUIK O™ & +4T #C H ®' Ayo.IEEE8023ah | * tHIE
+%xC OAM E Ub e g1 BV T o.db #71T T glE4: 10 » |+ i
1T Toe4:1 o]

OAM 1T N 1E

+XC OAM »A d OAMT "En L

+xC OAM 7 * T "E§ I€ OAM T " L. 2 A OAMT n oy
Osy EHE . EHe: CQOT1T AYypyo.CO €07y +xC
OAM | € 50 OAMPDUF U wme 4 OAM©® it ,$%C OAM _ 'E
5O0d 18 A PLFXC OAM ot L'AT O wyo.m CBy
+xC OAM/ AH h  "E,GH ¢,  m_"Ed e, fm _ 'Ef
#CH .1t FXCOAMM T NF 9, " A/ A wa€ , Awm YO.
. ¢, Py @

+x%xC OAM E £ QB OAMPDUD o oy olg yo.
o/ v g TG o, " veEn oy ¢ 3 T&9 KaUo,
+m 0O |, — Frm QB OAMPDUN f $xC OAMq T
&’ yo. sote, oy ol n v, 0 n eaqm Qo

Bayo Mg o Fm sl 1/t E
1ﬁ0¢,u =|=n'1 T °T

a0 e, +m A
Period event of error R K NLxA TnRs ywo.N, Trn "
signal onHs ¢=n o axy | >L4 vyo.
Error frame event >N eog¢g= b o sayy | >t
4’ yo.

Period event of error p K NLxA 7 ns wo.N » JLlon 3
frame ¢= oo sy | >L4 wo.
Second frame of error ¢= o |44 0" nagy M4/ sy | >L 4 mo

frame nsz vo.
. L-ve A
+XCp vk, vsa 1 VY, nf THEeON V, ExfF
bunikE, tn & €1 EfsApyo.OAMPDUIE $x C OAM
f vk a0t/ &7 n, uy#l sy vo.

n, k€od” ~ k" o
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i LinkFault:v > A ET& DTEf op H + 4L
‘R oyo.vt" e¥ 3 v A S W A" CH  emdol
nL ~ L. OAM/ Avt QB L . yo.

U Dying Gasp: 6 _ W kTd ¢= (o :OAM* B) e¥ 3
+ +a" ¢=x EC " yod - Byyo.

0 N%F+m T f Xb Fm " eV¥ yo % Fm IE
Ew%N " mAa wyo)

70 OAMPDUIE £XC OAM7 ~ X/ Ni a1 &7 Yyo .Local OAM

entity € Local X 9% @ =|=rﬁ n 50 OAMPDU?" L~ OAM entity /

o) wBo.fAA s lceaqT o, 1 O :

Czn V> Ay o .

. L- " h

OAM E m™Hs o, " A omH hoin £° g x OAM-PDU

H o pL ¢ —Ade. Ex & 7 & wo.L~ H hetk

OAM7 "+ Y EY / + i Yyo.OAM7 £ Y'Ey , "Eviiq

OAM | L. H hfanL s. ~ T ke ~/

F* wo.L. CB#fH hoii/ Bq3 OAMPDU d A xR
Lo oo + & 10 OA*TYyo.¢= —A d

Ayo.L~ DTE" L~ H h i/
1755 T ] T X y
DTET #71H, &/ ,.& "
H h QKN Vv, ¢=1 DAn
'Eh H hecokFnt N v, ¢=n N Ekod Fu1 ge=n
Ee KW UYFYvyo.

o9 MBnof A <ii =~ 2130/ £E[ Uit

OAM © 4

»AKEM "R 2,0 "E°HF e in OAM 7 * L ¢
o oA ol B 2/ A%, Yyo.one it 7 OAMentity € + OAMentity 7 °
%ULl on- ez, "Eviiq OAMentty r 7" T EGn = -
L- OAMe: T'EG" §By ,L. entity" "EPi ., TEcigTé
entity € © 6 OAM PDU La’l o
T & entity mwe E £ Yyo. EPiiq 2A" @€ L. entity" &7 L. H h
[~ no %N/ e NQ =viyo.

2 Wd AWo il »A ol X

Nr L~ entity" ce ®it 3,1 "E°iig

-

Capacity Active Mode Passive Mode
+xC OAM ¢ v T 'EG 4, Yes No
OAM ¢ v 4, TEG/ F Yes Yes
7O OAM PDU * Yes Yes
£ n OAM PDU E S I Yes Yes
"n %\ OAM PDU T 3 I Yes No
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"n E OAMPDU O N Yes Yes

Loopback Control OAM PDU 3 I Yes No

H h &t OAMPDU/ b F Yes f ¢BE Yes

‘EP R 4 - wo.

nsy OAMPDU &7 o Yes Yes
+x%C OAM 7 " £  "Ey M CB/ EIE OAM entities I Information OAM PDU L
7 47" L+n yo. t OAMentty TS 1 20O OAMPDU + 54 9/
OoAHYn Q3,7 A 4 d UT «OAM7 "+ EH %"

OAM T . E %l
Octets

6 | Destination Address = 01-80-c2-00-00-02

6 | Source Address

2 | Length/Type = 88-09 [Slow Protocols)

1 | Subtype = 0x03 [OAM)

Common, fixed header
for all OAMPDUSs

2 | Flags
1 | Code /
42-1496 | Data/Pad
4 |FCS
Figure 57-9—0AMPDU frame structure
B 1 0AM T . 'E %i
OAM 1 i pCkod’ ~nAyo:
. can Yi :fFxC OAM T CS4n MACYin ¢ vo.
. Lp 57 :$xC OAM T Lp MACH i
+1 E7p, cB T MACYi " Ty~ & MAC
i & yo .MAC address.
. TFIT O+ +$osln Yo .FxC OAM T T
B L— T
. Flags : Ethernet OAM f T+ 0 " AdKEur +
., 0@ :OAMPDU 1 1 + Ay ur
. H$ / # :OAMPDUH+ d it >1L e uy
. FCS: o | V. £
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3CODELy 4 +

CODE OAMPDU

00 20

01 +h QB

02 nw %\

03 "n F

04 Hoh ef

05-FD £y

FE wi N

F £t by
s O OAM PDU L OAM T T 0 /7 700 L. OAMT T &7 4 OAM
7 Lon kW OaYyo.
+m QB OAMPDU Lo n oy o ° 1& OAMT F L. OAMT T
o/ AeY uvENO KH O-Yyo.
H h £3f OAMPDU EST L. »A OAMH h O 4 |, H pL
£t KW OoYyo. /tKH h, xl "E "K€x E K€sO0" et

Ay o . y 50/ f§a L. H hls. ¢ -8 ®FBAvo.

OAM ~ “E w0 C U

+ 44/ AOAM E
L. OAMH h "E
OAM ¢ oy © “E

L. OAMT TS o n_E
, OAM 1T N/ b 50 A

OAM _ "E w0

311 4+ F4/ AOAM E

OAML oo unz od [ ~LA{

DA aw, Ag
1o _ config "TL . EPUT eft<yo.
20 _ interfac e intf-type intf -id 1 F§ _ E? i Aem Yo.
30, ethernet oam +  +6/ Af+xcoaMLl "E  yo.
40 _ ethernet oam [max-rate oampdus | ¢ & OAM#a , nw _ "E:

I .
max-rate & , nwlE 4: &1 HE OAMPDUy

min -rate seconds | mode {active | Jb o0 _ E €W OoYyo.L—IE1-

passive} | timeout seconds] 10+ . p>E10yo.
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L~

L
r

JT T 1ua, n&olEOAMPDUL i 7

Tuyn _ E lEH OaYyo., CiI

1igo.L—KEL1-10¢ , p>Eliyo.

° 4 { "E|passive}r, n ok OAMy ° in 0

_E K€H QoYyo.0AM 7 "

T Fa

Eaty

Ev i/ B, 1/ M

b 46/ . EH O EAvO
timeout A, N OIEOAM 7 = ¢ A’ 4’
AN L OE kw OoYyo.L—tE1-

304+ . p>E14iyo.

No Ethernetoam A . AW E g 3 0y.
OAMH n k™" & a7/ 1T Ht + F4/ A 'E ®' Ayo.
L~ OAMH h E
+4/ AL- H hl "E K€eVNlEod / 17 BAyo
DA aw, Asg
lo _ config "TL_ EPUT eft<yo.
20 _ interface intf-type intf -id +  F6_ EciT et<yo.
30 _ ethernet oam remote -loopback L- OAM/ A¢ & H ha non
{supported | timeout  seconds} "E yo
. NLHKER, nokdF Fa" FxC
OAMt L~ H hlniL B tw
OoYyo.L- H hbk paqr
NLHR QAyoO.
timeout # . nolE L~ H hq A
4 AL "E Ew QoYyo.L—I
1-10+¢ ., p>
40 _ exit +  £6_ Ecin c B yo.
50 _ exit global . "EP i1 © B yo.
60 _ ethernet oam remote  -loopback +  Fa/AL-H pl B o
{start | stop} interface intf-type x “E wo.
intf-id
OAMH nh k™" & La/ T A+ F6/ A E ® ' Ayo.

L~
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OAM®_ oy ¢ “E
OAM¢ oy ¢ mE] >dubk ] >L_ "E
L a4/ A0AMe, oy oLl E lEvViod
oA aw, Asg
10 _ config "TL_ EPHT et<yo.
20 _ interface intf-type intf -id 1 F6 _ EP i) Amm Yo
30 . ethernet oam link -monitor 1 6/ A9, oy ol "E  yo.
¢, oy 9k paqgT RLYyoO.
40 _ ethern et oam link -monitor e o, Fm 0 . g
symbol -period {threshold {high N2, ek +m O d I >t
{ symbols |none} | low E yo
{symbols}} | window symbols}
I >0-», nok0-] >L_"E K
HOoYypo.C-Een K yo.L-l1
~65535+¢ , p> L none 0.
I >0-—», notemt | >L_ "E €W
O-Yyo.Co-E€N K ifyo.L—€O0~
65535%¢ , p> Eliiyo
window s, n®EA «it * = " 1, .0
. E k€W OoYyo.1, . 7 COl100Mn T
K §1§:§§\|JO.
1., . IE1000M+xC = F4/ ALV A
600 0F+q+ .t ., p>FE 10Fq 1, . €
100M£+xC 4= F+8§/ ALY A600++¢+
50 _ ethernet oam link-monitor n s g
frame {threshold {high | s L

{ symbols |none} | low

{symbols}} | window symbols}

nok - | >L_ "E

HOoYypo.C-ER K

~65535%¢ , p> L none

I -

HOoYypo.C-lER K

O—n, notemk |

~65535+¢q , p> k1
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window &, n KA =it & =

. E €w OcYuo.,

[—t1-60+g . p>E1 vo.

60 _ ethernet oam link -monitor ¢ o], qe. Fm 1 5. €
frame -period {threshold {high ¢t= b I'IT* ) =|=n’1 T o d l
{ symbols |none} | low >L E yo.
{symbols}} | window symbols}
I >0-»5», nok0-] >L_"E K
H OoYypo.C-KEN K
~65535+¢ , p> L none
I >0-», notemt | >L_"E K
H OoYypo.C-KEN K
~65535+¢ , p> k1
window R, n@IEA =it * = 1,0
_E l€w OoYyo.1, , 1 CoI€ 14881
o |+ ® wo.1 . . € 1000M$xC
&  F8/ A 100 60000+ L—F¢+F
ot € 100M #x C
+ 4/ A1y AB000++e+ 1
70 ethernet oam link -monitor

frame -seconds {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

HOoYyo.-KEN

9004¢ , p > k noneii

I >mvd 5, noemt ] >L_"E €

HOoYypo.C-EnR K

0/ A900Q0++¢g 6 p>Ek1liyo.

window &, n @A =it = = |

. E lkExw O-Yyo.,

L —1€ 10/ A 900 OF+¢ ,

80

ethernet oam link -monitor
receive -crc {threshold {high
{ symbols [none} | low

{symbols}} | window symbols}

CRCV, & €=y o, £ 0 =. E¢=
CRC » I=+=I'ﬁ '|'|'0) d I' >|.|.

. E yo.
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o

I -

H OoYyo.CkKn

-5, nokEe -]

~65535+¢q , p> Lt noneiiyo.

-

I -

H OoYypo.CKEn

r, nokEmE |

K

~65535+¢q , p> k1

window &, n KA =it & =

. E €xw OcYuo.,

-e4iyo.

L—l1-180%¢ , p> k 10

90 _ ethernet oam link -monitor Tdoe, oy oLgog. yo.o, oy o
AERLHz Thd o, vy oFoeqT
'E Yyo.
L~ OAMTF / AV E n_'E
£ F8/ A¢=x E wA" _E o BAvo.od’ "k _ 1 14
& F§KEerdsabled 0 " Yyo.
1.7 64 4+ 6/ Aa0e, #m 70— | >L 4" Ayo.
21& 4 Fa0 7" kL. &  Fdl€erndsabled 0 " Yyo.
378 4+ Fan0 7" K€L- F FETOAM, &k’ 5. B yo.od
/ K€+  F6/ AL, OAMv £ An _E KEv\N" tF BAyo .
DA aw, Asg
lo _ config "TL . EPUT eft<yo.
20 _ interface intf-type intf -id 1 8 E° il Aewm YoO.
30, ethernet oam remote  -failure £  F6/ AL, OAMv £ >+« cml
{critical -event | dying -gasp | link - E yo.
fault } action error -disable -
. critical-events . n @R sHN Qk
interface
Afeddm e wd 4a
errdisable ' T ef" mu KW OoYyo.
dying-gaspa , nolT & & +8/ A
We o, £m 7 O-] >4+4 y- 1
N T Y
errdisabled 0 " Y-t " €T & £ Fan
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7 € L. 4 +& 1 OAM, = E
st t B yo.
link-fault ®  notlkon. " THL
R L=< erdisabler 1 ef" 14U
L 441 "E k€W Ooyyo.
& — A € LINK FAULT d X% Fm LYE &' Ayo., 1t £ E
L- CB/ Awfy .t M3Yypo. &—A I Dying Gasp Lol o &
T & " errdisable 0 T ef"t ' =/ ¢ W 1t TG T OAM, =+
s/ q W 3 Dying Gasp ETéd n 7" KL, CBT #71Yyo.
OAM T N/ b 50 A
A40AM T N/ b 80 A
as, Ag
show ethernet oam discovery g4 4 " K€nsy F  F4&/ A OAM
interface [intf -type intf -id] TN NoL A yo.
show ethernet oam statistics {pdu | g4 F&d  K€nsy F  Fa/ b
link-monitor | remote  -failure} OAM 760 A yo.
interface [intf -type intf -id]
. pdus, nol OAM T 0n uy
>/ § A OAM Lie © "y €W
O-Hvyo.
. link-monitor &, n ol Me ad o
+m 1 'E 200 A KEH
O-Hvyo.
. remote-failure A ., nwiE L~ v £/ b
o 'E 200 A yo.
show ethernet oam configuration oo+ F4  K€nsy F  Fd4/ b
interface [intf -type intf -id] OAM_ E 501 A yo.
show ethernet oam runtime interface oo+ F&  K€nsy F  F4/ b
[intf -type intf -id] OAMR 200 A vyo.
B,
n <, . 8. O
Oo-= EG N3/ A SFC6506m) ¢= o b 200 "M |, — M, T
SFC6506G —A " 7 " HIE 1 +£4/ AoAM 1 nl_ "E - wyo
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E v \

Configuring SFC6506 switch A:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#ethernet oam mode passive

Switch B
v TR

Switch_config_g0/1#ethernet oam link -monitor frame threshold low 10

Switch_config_g0/1#ethernet oam link -monitor frame window 30

Switch_config_g0/1#show ethernet oam configuration int g0/1

GigaEthernet0/1

General

Admin state :  enabled

Mode . passive

PDU max rate : 10 packets/second
PDU min rate : 1 seconds/packet
Link timeout : 1 seconds

High threshold action: no action

Remote Failure

Link fault action : no action
Dying gasp action : no action
Critical event action: no action
Remote Loopback

Is supported : not supported
Loopback timeout : 2

Link Monitoring

Negotiation . supported

Status o on
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Errored Symbol Period Event

Window : 10 * 100M symbols
Low threshold .1 error symbol(s)
High threshold : none

Errored Frame Event

Window . 30seconds
Low threshold : 10 error fra me(s)
High threshold : none

Errored Frame Period Event

Window : 100 * 14881 frames
Low threshold ;1 error frame(s)
High threshold : none

Errored Frame Seconds Summary Event

Window : 60 seconds
Low threshold : 1 error second(s)
High threshold : none

Errored CRC Frames Event

Window : 1 seconds
Low threshold : 10 error frame(s)
High threshold : none

Configuring SFC6506 switch B:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#show ethernet oam statistics link -monitor int g0/1
GigaEthernet0/1

Local Link Events:

Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.
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Errored Frame Seconds Summary Event:

No errored frame seconds summary event happened yet.

Errored CRC Frames Event:

No errored CRC frame event happened yet.

Remote Link Events:
Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.

Errored Frame Seconds Summary Event:
No errored frame seconds summary event happened yet.
Errored CRC Frames Event:

No errored CRC frame event happened yet.
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CFM_ "E mm¥%o ¢ U
., TRz ourdar

Maintenance Association 1 "

MIP 4 " (Maintenance Domain Intermediate Point)
MEP 1 " (Maintenance association End Point)
CFM 1"

CFMTR " > wmd%0C U

H h % Oo

B Ea

9 'y % 0o

B - *

CFM_ 'E

Th 0o yy 1

"E° i :Global
as, Ag
ethernet cfm md mdnf string 40 % char_stringdt +n O 7y L
<char_string> [ level <0-7>| creation 17" yo.
<MHF_creation_type> | sit [0
<sender_id_type> | ip <IP_address>]
1 T grglbar
Ad + 0’ ourg. E
PHT ef<yo.
+nlow o A"
"E ° i :maintenance domain
aw, Ag

mamanf string <char_string> ci {100ms | f° % char_stringst +n Ow 7 " L
| 1s ] 10s | 1min | 10min} meps <mepids> 1" yo.
[vlan <1-4094> | creation

<MHF_creation_type> | sit
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<sender_id_type> | ip <IP_address>]

MDIP 1 "

"E » i :physical interface

(Maintenance Doma in Intermediate Point)

string <char_string> manf string
<char_string> mepid <I1-8191>
[direction {up /down} |ip

<jp_address>]

aw, Ag
ethernet cfm mip add level <0-7> [vlan Mnsy VLANd ~ A & MIPD Ry
<1-4094>] v = oa 4/ 1" yo.
MEP 1 " (Maintenance association End Point)
"E ° i :physical interface
aw, Ag
ethernet cfm mep add mdnf nAay TR’ > urd MEM nay
v a & +4/ 1" yo .ethemet

cfm mep add mdnf string <char_string>
manf string <char_string> mepid <I-
8191> rmpid <1-8191> [dire ction {up/

down} | ip <ip_address>]

CFM ~A—
"EP i :Global
aw, Ag
ethernet cfm  {enable} CFM A mm.
CFMTT‘] 'S
Hoh, & O
"E° i :EXEC
aw, Ag

ethernet cfm loopback mdnf  string

mepid <1-8191> mac

<char_string> manf string <char_string>

nay MEPM Q. 4 H

® vo.
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<AA:BB:CC:DD:EE:FFrumber <1-64>

L *

"EP i :EXEC

as,

Ag

ethernet cfm linktrace mdnf string
<char_string> manf string  <char_string>
mepid <1-8191> mac
<AA:BB:CC:DD:EE:FF#] {1-255} | fdb -

only {yes}]

nsy MEPM O o

@ vo.

4

H

hIL

E,

~

o4 customer+” = A+ 54 -n’ s grdlar v vianl/ b
T T r

MEP? § & 1/ 1" yo.

L B ym s 7 pceeMe s Lad4r

Switch_config#ethernet cfm md mdnf string mdn customer level 5

“E

Switch_config_cfm#ma manf string man customerl vlan 1 ¢ i 1s meps 1-2,2009

Switch_config_cfm#interface g 0/1

Switch_config_g0/1# ethernet cfm mep add mdnf string mdn customer manf string man customer

2009 direction DOWN

Switch_config_g0/1# exit

Switch_config#ethernet cfm enable
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MACFF_ "E

"E %0
MACFFIE & —A O ¢®  VIANT 0 = 9, n O "Ed ' T= 4 DHCP
AK D Ao oL P T F £ ik 0d 00 /o 0
TV WO.MACFFIE O « 9 '/ ARP L™y 47Qo-=09, " ARP?
A K€1LHR ®BAYO.MACFFIE™ + #41 MACYi/ F 49206 0«
.. "yeo O E& £ F #+9 7 mwu yo.
Note: MACFFIE DHCPR& b1 L mL - bt MACFF» "E | &/ DHCPRGb
AsUa T mwe €N £ - yo."F £+ ICMP=YEHE paq1 0 yo.

VLAN' = 57 IEMACFFO o & —AT _ EHt - wyo..
MACFF "E " K€x "E

VLAN/ 'A MACFFQ o

VLAN/ 'A MACFF . p AR_ 'E

VLAN/ 'A MACFF o™ AR_ 'E

LAY S n nAa 4 MACFF = B yo.

B
B
B
B

B

MVC E /x 'E

Global® it/ A od [ ~LAj iAL..

aw, Ag
macff enable MACFFY Qo yo.
no macff enable . p. ELo®RA

+[~kEkas T"Evii/ AMACFFn E  IEH OoYyoF[ ~Lij 3 "6 ARP
+a—-AT GfYyo.

Note: [ ~L "E _ &/ DHCPSnooping+ "E Hit

A . &/ AafF. " E—ATHin] g3 G—AK xé&ku 0 A"

" Ay o.

VLAN/ A MACFFQ o

VLAN/ A MACFF* "E H3 VLANT ® 6 DHCP& bl NA o' IEV = e /A
®f y DHCP  + T aq7 S OYyo.

LU IPYT " ARP Lo kit "BIEDHCP Aaf.. pIPYT &
+1 ARP EotYyo.ARPFE * .1t F L otYyo.

Note: MACFF" "E y VLANE’ = 5in "mqu "E - yo.DHCP& b L
VLAN/ Ay "E Hi- yo.

Global® i/ A od [~ LA} AAC.
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as, Ag

macff vlan vian_id enable VLAN A MACFR
‘E yo.
no macff vlan vian_id enable VLANT MACFP
x "E yo.

VLAN/ A MACFF ., p AR_ 'E

Af.. /AYin GeqT . E 3 G—ANIKEMACFF" nsy ., p ~F #2517, p
ARL:eq1 "E wo. tq.p AR BAvoO.
Global® it/ A od [~ LA iAcC..

as, Ag

macff vlan vian_id default -ar VLAN/ MACFF . p AR L "E yo.

AB.CD

no macffvlan vian_id default-ar A.B.C.D VLAN/ £ 1€ MACFF . p AR L

ot yo.
Note: [ ~L "E &/ d—A/ af.. &5 Fwla"  — ipsource
binding xx -xx-xx-xx-xx-xx A.B.C.D interface name L n Qg3
MACFFIE @eq T . "By af.. 7 <4y af.. 1°' 5 ° MACFFIE+
Af.. " £ N QAyo .VLAN/ A MACFF o™ AR_ 'E

MACFF om AR+ _"Ey  MACFFIE DHCP a $.. " DHCPAK" :: P
e La¢ nQ #+1 AR i» BG4 yvo.

SR E oA F N v, 'EE h 7/ BE®S AK" l€om Ax 8 Y1/ & oH ®
T
Ay o .

Global® i/ A od [ ~LA{ HAC..

aw, X
macff vlan vian_id other_ar VLAN/ MACFFT o™ AR L "E yo.
A.B.C.D
no macff vlan vian_id other_ar VLAN/ B € MACFF o™ AR L
A.B.C.D ot wyo.
MACFFY K _

EXECP it/ Aod [~ LA HAC.

9, Aal
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debug macff Macff YK_ 'E yo.

no debug macff Macff YK_ x 'E Yo.

MACFF. "E o

B 1/ n V., _ "Eyn O

501

Computer Computer

Computer Computer

4N v, An 77 EVLAN1/ A MACFF1 'E

p ~F #FI€192.168.2.1

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:edvlan 1
Switch_config#ip dhcp -relay snooping

WO .DHCPAK"

Switch_config#ip dhcp -relay snooping vian 1
Switch_config#macff enable
Switch_config#macff vlan 1 enable

O&Db Bn 7" € VLAN2/ '"A MACFF E

p -+ #+I1€19216822 yo ( %
4.

W o .DHCPAK/ A
.t . p T F #£+I€1921682.1W

Switch_config#arp 192.168.2.2 00:e0:0fea:74:eevlan 2
Switch_config#ip dhcp -relay snooping vian 2
Switch_config#macff vlan 2 enable

DHCPAK, p ~+ #+d . ARL « « 7 g
) _E yo.

Switch_config_g0/1#dhcp snooping trust
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VLAN 1 A I P I P

19.2168. 2. MAZL 6 €6 26d591 87
192.168. 2. 1MACFF .
(Af.. " oeqT . EHf Bn Q3+ O " & Hn QAyo.

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:edvlan 1
Switch_config#ip source binding 6¢ -62-6d-59-18-b7 192.168.2.102 interface

GigaEthernet0/1
Switch_config_g0/1#macff vlan 1 default -ar 192.168.2.1
MACFF? O« | VLANT v = o n ms 4 MACFF? = B yo.

Switch_config_g0/1#macff disable
A+, 7e® 0 Vv, E h /BEom ARL_ "E yo.MACFFIE
A " TF g7 uy Fi0 Edn o : yo.(©m AP
nAn il T_E - I )

Switch_config_g0/1#macff disable

348



22 A T N BEOG—AT,3 0OFf Qo G—Af’' 0
’ / s LERQ g4 N v,/ nay 2 A

& —A 4 +4/ A[f~tn Qo 4" A2 1T Dy B, &l "E vo.
CECD Kk od T Ayo.

as, Ag
configure &5  EP 0N Aw YO.
interface <intf_name> G—Ag &  FE& . B2 10 Aem poO.
[no] I2protocol -tunnel /sto/ ~stp T N B, alag—nAr

nL 2 ALlo. yo.

[CTRL] + Z EXEC® T t<yo.

write _EL ey yo.
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2" A T D B_ "Eqt

AL/A2/¥€ G+ N Y,/ T eg,CliC2lEM*/ ATu Yy d—A Tk
e QO N VvV, XM"nn 1 Yoo yo.
o, AN v, _Lb— [h #7T4AB yo.Q0ee" STPp[h 7L

i wmag* &d—A/A0d  "ELl o - yo.

1) & —A Al foi2, fo/1 f0/2=|= D =|=‘ , 8 —AN A2f0/1 ¥ fo/2" c, °©
nT _  'EYyo.

2) STP T N B, & A2 fo2% Aly 0/1% »° wu . "EHt
Ayo.

e b LR RS

350



B

n vy, tH hkEWwran~a&@ ,d ~d& " KTy
Tl e o v, 2780 Mx - n V, LN
ow L . — AKEL,€H he¥YA N oV, 21 d._
noCo,uE" n £t KA apxLlen
n e+ /A M L a7 - & Lt /A7
t 80 Q4 HohdeY Encsn 4 o

Ad / oA, 01 &1
n v, gt »A £Hn H oo .” H h R
NeE % O / f A \ G MAC A, n" lK€EC= x "E n ¢ 4
n £t T H hq NV, :
G—Alod’ ~ EANzg/ AH
/ AH h nn ML [ RNL
H h R TbOMACHT _ EnL
Jb 10, T N Ay /b H hSRn RnL vyo.
H h n T*1 - d¢td T6. A" _ "ERL
Wwo , MAC- A, nd = x "E 1 £t nL

H o hs, paqrT / k= KR 4+S0 _E KENL
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DMAC 6 0x0180C2BO000A( E" & ., p >)

SMAC 6 MAC address of the switch

TPID 2 0x8100, VLAN tag type

TCI 2 Specific value of the VLAN tag, priority,
VLAN ID

TYPE 2 Protocol type, 0 / "A 9001' n

CODE 2 Protocol sub-type,H h ¢ mn t 3¢
000014 y o .

VERSION 2 0X0000 (M~ M & >)

Length 2 0x0008,H h R T K T F

RESERVE 2 hna >

SYSMAC 6 G —A MACDY i

SEQUENCE 4 + +71H, &/ A& / T
I+ YEHE T A° & ID

DilD 4 PortID,85 A= 1 " TL ID

End 2 0x0000,4Y v =

h S U "E mm¥%o

#5417 H h Sy E

H h n_E

nay VLANH g1 H hsuvlo U _E
/AH h m’ . 'E

£t/ =

paqgT H hi / _E

45 H hSy E A

H h ¢n / b 70 A
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517 H hSw 'E
H o h R &5 aq7
H h nn E l€x E
TAPO.F d—AD 8 3
as,
[no] loopback -detection H h nn _ "El £ wyo
H ¢ O’ “"E
naAy /AH h nRnn E Ex "E w3 heH h Ao
E - yo.
as, Ag
[no] loopback -dete ction enable H h nn _E yo
nAy VLAN/ AH h Sl g UL _'E
nay VLAN/ AH h nn _"E 3 €N 2y VLAN e 4
L's aq7 &1 - @ €PN ay VLAN TJbL 10, 7+ N L
1 oFAvo.
be yk " nay VLAN/ k- - DN Q3 . Ef
&' s LCAR QAyo.VLAN2/ AVLAN8 mH h Sn" eV 3 te
c, AT _ "EH" ¢, VLAN ok VLANS58%g,8—AT &y . 2-
L+ noo ' 7bT . E¥ &4 oHN QAyoO.
as,

Ay

[no] loopback -detection vlan -

naAy VLAN/ AH h A" @ v

control vianlist n_E wo.
H h SR’ . C“E( 271 . Lt HIKE 6 ™)
Q. S ” ’?Aa-
[no] loopback -detection hello -time t#ime H h n T 7 IL
E vyo
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n v,k Un, "x®% ., 18/ H h nRIKERI &
s, 44 A/ H h n L« yo.+ =
T*1 -7 TVvo.AG . p 71~ E3H
aw, Mg
[no] loopback -detection recovery -time H h n T &1 L
time _E yo.
—rl~EH h$+ 0ang Teed, WL E KW O-Yyo.
p B/ A "F£C el yH h A L'104 +3/ on nY 3
H h$+ OankElqgT ' YYyo.0_. A E 1 A" 1 3H" Huyvu
CE K1F P AY0.4TT A £ a1 mmE>qT EH3 6. A L a7
A Oo 4ty 104 x 77 _E K1+ *Ayo.
£t 'E
as, Ag
[no] loopback -detection control £E¥n _E vyo.
{block]learning|shutdown}

“n J_,/ H dLepn 3 Ein E ¢ & n o=

. Avo. 1 £ 1 O € block, nolearn, shutdown ~ € trap ® ¢

. "Ef° /H o hfk=- 3 7 ,.05AR" #7Yyo.,

_"EHR QAypo.

H h n" &5 a7 E Ha H h n +=H h A" E ¥y

/A &TTHEF / AO0AwRHe od N "N EF ekl ® 0
Ay o.

BLOCK:H h+e: Ha+ lkEom F T>Yyo.frAf /
et ¢ Eom T #CH®' Ayo. €k 7 No-0 $¢ MAC
> Fwcecuog ofFrBYyo.

Nolearn : " MACYin QnY T K€1Ll4C wo.H hfnHys

lEx +0 MACYi Alow nQqe e + T MACY T  $wkE
Znyg" Ayo.

shutdown : n WK1 L4+¢C wo.H hf+E“mHz a7 An" &7 H

T MACY1T $w+ ¢nyokes Lt " i€ "eeqT W 7 err
disable-recover A’ i N L'x £0#C o' Ayo.

Trap : " Qr . O L'4¢C wo.H h$°nHys3 € o’
wA' £, 0,0 ° MACYi n ¢n Qo yo.

"wo O/ By on La¢C o' yee™ H h n L
7T aq7 71 wo." h$ Oang "eoeqT 0. Yyo. p . A
"+C#4lyH h n L'104 9/ on nQk, 1 H h+Ooanik

1'|'|T’|7L‘,|\|JO.
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)

Block O 7/ 'AlE
- XNNYYo.

T

N+ we N QAyo.” 8B 0 /A

355

H h n TbUOMACOT | 'E
as, Ag
[no] loopback -detection dest -mac H h n T b0 MACH T n
Mac-address . E yo.

H h ¢n p b MACY i I 01-80-C2-00-00-0a
MACL "E _tH h n T CS4n MACYi T OoYyo.
peqT H h / k= 1u _ E

aw, Mg
[no] loopback -dete ction existence H o h$, L peaqrT / k= Tu
. E vyo.
" tel Hohen" aofgg —gploloe a7
H h$+gln+Sn _"E yo. " 8B 0 4 4 leH hpl
H & n QAyo.fk* 8 0 T " LaC o',
. EEH h / k= RN Qo
&5 H h Sy "E A
aw, Ag
show loopbac k-detection H hesy_ "EL A yo
=|={“|=globaln"E,‘ / H h=|= lEn «+ S d M3 -"—A"E”-
«+ 45 H hoy "2 b 500 A KH OoYyo.
H h S R E 'A
aw, Ag

show loopback -detection interface intf H hey_ "EL A yo

[ ~EDT +u d &1 d on y / b 700 4
H o heul A €W O-Yyo.




E

S1

=

GO/1(VLAN1, 2. 3)

GO/1(VLANL, 2, 3)

S2

GO/3(VLAN3) GO/2(VLAN2)

)

s3 S4

B 11H h ¢ n _E
B 11 AP o B35+ Siy lEn sy VLANL1,2d 3/ b

® wo.? 8 §—Ag 3  Ekon/ tF BAvo:

Switch S1:

Configuration of interface GigaEthernet 0/1:

switchport trunk vlan -untagged 1 -3

switchport mode trunk

loopback-detection enable

loopback-detection control block

loopback-detection vlan -control 1 -5

Global Configuration

loopback-detection

vlan 1-3
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Switch S2:

Configuration of interface GigaEthernet 0/1:
switchport mode trunk

Configuration of interfac e GigaEthernet0/2:
switchport mode trunk

Configuration of interface GigaEthernet 0/3:
switchport mode trunk

Global Configuration

vlan1-3

Switch S3:
Configuration of interface GigaEthernet 0/1:

switchport pvid 3

S3" 7 YN v,/ H h+ Hoh+files Fd PVID" 34
o Lsipd 4+&90/1/ #7y SikH hlayL & 4§ goy
1LVE yo.
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QoS 'E

QoS LU

G—Alc@Meaqr Ui Aolo K€AZ P/ BAyo.Fo i/ A

G—AIKEDP S TN €Y T M3 Y oy Tin &4C mou el

o wo.+,.,:1,786 T1lEsV" e¥Y 3 e® " orYyyo.ft N v,
wy/ Aom o kom N%ELYAYyo.d—A QoS, xE o NWE fA om
o/ Om AX &N ET 4 X N% ol dopgx £ wvo.

~Nn v,k o R%HBEL_ N EM"RHTI Lt yo.

, 8021Q o v .. yqT Xx%EL N wo. ,/K28F " BAvoO.
"rmkéd+ FEx Ki1e d—o1Llt €yo.8 g 1é dG—0pm0

74+ oy mEr g @—F"ronkig d—pmlt €eyo.

, IPr ARt IP %/ ADSCP 0 , eqT N%'EL_N yo.DSCP il IP
¥ TOSTuyr =/ A6x n \R yo.

AeE N Vv, & =siF+H Aef §—ANIEXBTY fA OMm t & O—0 0™ T 1/
TH wo.om G—ANIE o/ H té& @— 80/ fa om AXGn £°  yo.
peer-to-peer (P2P) QoS™AX &¢" i Ywyo.

n v, n» _"E 4 A1 ART &
Ca T ® Yyo.

§—AT QoS, mkn v, bs L ' aq7 ,ef Exl OA vyo.

P2PQoS® @

P2PQoSAx & » @ L om PeertoPeery Ann & Z'Aypo.QoSi e S

v &€ 1 Ax @ (Besteffort service)l¥ \ N 'Ax & (differentiated service )y M " N +

Axador@lnL yo.
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Besteffort Ax @

CRAxXG o Qiyo.Fo 17 vEN Vv, 1 " lFfeQrla. nQ
% A/ L KKogpHE 1 OhPoBAyo.de Axdq .t VY, KEQAE

N7 L—"1© "1 % NnNQ wf 1+’ o
@/ AG—Ag QoS, mE" VOO v Lan yo.

Ayo.l a / Ax @

Differentiated "Ax &

NN § Ax8q .t AxG" o ¢ ° / 3: QoSef+wlnas - vyo.
NnAY OMDORT _ N\ = AP T P71 .4—AKQoS* 1 Lo, +
AxEn T= ~ nx b8l Wwo.&d —A QoS, =k N

A =il TX (WRR)d "¢ V & t & " (FCFS) UN g Ax G #]

QoSY 1+ QoS5 Q° = X

QoSY 7+ QosSY Q = x EQosfy L O» wo.r13pa—AKE - 1é ®d—,WRR
(Weighted Round Robin) d FCFS (First come, firstservedy b b, 8 Q° = x L
£° yo.

" 1€ O—

Jt1é L1 EFa MQAyo.Y Q  sx kg ®—"unuk 11/ bt xtE
Ax&n £ yo.CG Eirég O—" mE o @

Round Robin " X A

WRRQ = xk . ¢ 0—7H» Q =xyp QL ~ € " aFHT
bs F£° 1¢& O®—9/ TuYyo.' 1¢& @—%kEnkie d— ApEte d—/
fAE Yyuo.té O—" nkb, 8F+C Ammy , ¢t WWWQ 5 x E 1 & O—"
MEL 8T &Y Axdan £° yo.

EVO MK T F1FMK T Axd E0)

FCFSQ™ =X Ey Ann &«C KOAY .~ ~ §! 7 1t AR/ Axd8" £~ Yyo.
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Q0S_ "E %J

Meaq7m G—AKE2 S AR #C . — Jélo yo.sV" e¥ 3056

r AR" ot Ho BAyo.feT,0m 1y ARtk om Xx%EL " n

F AnNKEx T EAXGF Z £ Hi- wo.QoS, ® EAT om Ax&n &7

— AT Om1¢& ®—n “Komy AR £° wo.fAAN VYV, Exf UHI
a7 Qo VoO.

+K o/ AlEEG—AT, &L _ "E E€HI L] wyo.

&5 CoSt ¢ O— b, 8 E

CoSt ¢ O—b,. 8/ t Wz g4 “E

CoSté¢ O—b. 8/ b Wy 5 E

. 7. p CoS> _ E

QoS sV A _ 'E

QoS sV A EJ _E

QoS AV A T My y o E

QoS sV s T My gy v °/ b  wm¥%_ 'E

/ QoS AN & o

QoS 51V A +w A

QOS mm¥%0_ E

*

&5 1 € O— Queue_ 'E

*

QoSt ¢ ®— 901 _ "E K1 L IEEE8021g Aty 8, 7 CoS>L ¢ - Y/
R 1iwo.8—A/ K8, 71¢& O—b, e+ BAYyo.G—ANIEOM b, 8/
Fa oAl * QoSAx &1 f wo.
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5 "E° i/ ACoSté¢ d—b, ¢ L "E 3 CoSté d—tF+s LEAyo.:¢
®—Y" _ "EH3 K1 é O—51 Qo un” Wo. DR Qq3 #5 _ Ef
O-Yvyo.
#5 CoSt ¢ w—b, 8L "E nzg od Lo i Ag.
[ ~% €[
Configure 5 "EP AT ef<yo.

[no] cos map quid cos1..cosn (0-7)

COS:t ¢ &— 901 _ "E vyo.

quid € COSt ¢ d@— IDiiyo

cosl..cosn € IEEE802.1p A Y

cos> Hyo.
Exit TSP RT W< Yo.
Write _EL ey yo.
CoSt ¢ O— b, 8/ 1 Wy~ AV _E

§—A /K4  pAob, 8FBAY0.FG—A/IE8, T 1E O—
L, e+ BAyo.0d Log. 4« Aob, sly_%"% yo.
,  SP(SheerPriority): § N 1 & &— Wz 1 ¢ 00— mEL, &g E1 ¢ -

"ukb, s ExtBE, 1/
18 F +he +TYyyo.

WRR (Weighted Round Robin): *

i/ A 0T mmdbol @

2/

4 CoSt ¢ O— b, s Ml

#CYyo.1 ¢ O—" nkt, s/

b4 e 1

.+

wo.

. 'E

wo

I ~%

£l

configure

5 "EP N Amm [ AC.

[no] scheduler policy {sp | wrr | wfq| fcfs }

QoSt ¢ w—bL, 8/ b Mg gyl

E

wo

Exit

TS0 RT wOA<YO.

Write

"EL e

yo.
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QoSt ¢ O— b, 8/ b Al

COS:t ¢ ®— YKWRRIyo.Gin/EM"n +

-4 - '|'|'(bn Qo yo.
L. A :#ly A/ EQh 1 Qo 4
By rd—Al wr "L yo. wlE

—_
3

JTT:S

p

L+

Ayo.

EVo.

FAA N Gin o avlg Akl ~ k" Ayo.
. p CoS> _ E
"ofwF ' K€ o JLlon 3 d—AKE, p COSt & Q-0
pEWw/ 1" u”  ywo. p CoS>_ Ekpfwt' ik o |y.
A0/ Ao T. P CoS> waml & iA¢.
[ ~% €]

Configure &5 TE°P N Amm AL

interface g 0/1 = / 1,4 vo

[no] cos default cos (0~7) pf+w$ '€ o |y Cos>L_ E -
CoSkEcos> L+ €yo.
. p >qT cos(0-7) EF " ®x wo.

Exit &5 EPRT 4M@<YoO

Exit "SI DRAT 4R< YO

Write CEL ey yo

Qos » an ‘E

QoSae sVE %/ ANz ekl N ./ 8. sl
T A O 4 HeE "EG¢ 1 IP "E& © v d MAC Accesslistn ®xy A
IAyo., DN Qq3 . EfF{ WO . wmdboE " A g

L Eod mm¥l Ew Ooyyo.

o+ ol T wo.wA" - SH3 "1 Ews Tt AN

OoHn QAyo.IP "EG ¢ v K K" agt - wvwo.

QoSe 2V L euz’ o/ Aod mkl o {AC.
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[ ~ %

EJ

Configure 5 E2iN Amm Yo.

[no]policy -map name QoS 74 =|=v'v CEP i) Amm YO.
name £ sV Fwyp Folt eyo.

description description -text Qs avlegr Ll "E yo.
description -text € € [

[no]classify {ip access QoS sV 1 WAy w4 o L

group B yo

accesslist-name | dscp dscp-value |

mac
access-group mac-accessname |

vlan vian-id | cos cos | any }

accesslist-name € M A € IP Access list

dscp-value £n IPy An/ o™ Ax Gn

TC vo.

mac-list-name Mac>i =& 1 WA DT

cu Fo 0.

vian-id vian® ®Ay € Do

cosw My K€Axd Y, >L+ €eyo.
action {bandwidth ~ max-band | |®A € W F -0 ﬁ;li'l-A E yo.

Ccos
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cos-value |
redirect

dscp dscp-value |/

Interface-id | drop | monitor }

T

max-band w

QoS a1

o/ 1 Mbbs

eY vo,
cos-value My y Ax & ¥V, L cos-valueq T

E ki1 l4C vo.

dscp-value € ©° + d A dscp W dscp-value.

>LaiA yo.

interface -id n "E/ dA o7 B
T €vyo.
Drop v f ANn okt yo.
Stat 201 t €Eyo
manitor L&ye T &7 L

Exit &5 TEP AT 4w YO

Exit TSP RAT wO<Yo.

QoS 21N n E
N |
' o i/ A 0d mmol ® 4 QoSsVv A / b EJL "E yo.
[ ~% €

Configure &5 EPUHT ef<yo.

[no]policy -map name QoSsN cu EPién fo yo.
name sV o L+ €yo.

description description -text Qos sV &f L "E yo

description -text € sV L &[] 1€ @&

Exit TL_  E°PWT w@®d<yYo
Exit S DRAT 4wR<YoO.
312 QoSa sV Wy Eew+ o E
QoS H oqr Te* A k% O / §ga _E 0 *
0d ¥l WA €5V v ol "E yo.
[~% Ef

364




access-group mac-accessname | vlan vian-

/d | cos cos|any }

configure &5 "EP T ef<yo.
[no]policy -map name QoS av cuv/ _ EL yo.

name sV L+ €yo
[no]classify {ip access-group QossN Ty Eew+ o L
accesslist-name | dscp dscp-value | mac E yo.

accesslist-name WA € IPaclist° fyo.

dscp-value stands for the diffserv field in the IP

message.

mac-list-name 1€ A |€ MAC ac-list $©

vlan-id Vlan @Y n ¢

Eyo.

cos®y KAxG Y,
Exit &5 TEPAT 4WO<YO
Exit "SSP RT W< Yo
313 QoSAa sV WMy ew+ o LMy € "E |

ot

o Loy

O mmol g oK1 EBLS &
o/f?\ —%ou‘(b

&

¥ TAn oE , Ty J|If %0H'=*=

0d ¥l @ + By ew+ °/ b wmdl "E wo.
I ~% €

configure 5 "EP N Qo YoO.

[no]policy -map name Qos s\ | "EP in { Vo.

name sV -t t o L+ €yo
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action {bandwidth max-band | cos
cos-value | dscp dscp-value [ vlanIlD
vianid-value | redirect interface-id | drop

[stat-packet | stat-byte] | monitor }

QoSsN 7/ Wy ew o gL "E yo.

max-band:M b > Lt €Eyo.

cos-value °  Ax & VY, "N cos-valueT

_E ki1l 4C vo.

dscp-value ™A l€ o dscp #n VSE> T

_E KEHT iiyo.

vianid -value ™A y o o+ VLANID i1 vlanid-

vauetr . E €1 L +¢C vwo.

interface -id H "E™A ¢ o

“Bn t €yo.

dop iiv 4 r ARn t Eyo

Stat-packet, Stat -byte d —A/ T w” y

ké+ C>T1 1t €Eyo.
L ¢ne / &7

monitor k1L t¢ wo

5 "EPAT 4O<YO.

SORT WR<YO.
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/ QoSsV Ll s

*

QOS s L / 4o OBAyo. Tt sVF oX / T & oH ®
/ 4oy AN/ €1 E 4 cHIE 8VF V1€ O—1 NN ywo.r An" e A/
M"N aVL "E Y Eem¥t 44 K, t he Wy gL a1 4 [jAC.
RS / & oH3 G—AK "  oHR QK 2N/ ol yo. T
o s+ oktHa G—AIE /A, p>. p sVl eqT 0t vo.

QoSsVLlao ng’ o/ A 03 ol © i Aeg.
[ ~% €
Configure 5 E° AN Amm YO
interface g 0/1 . E /T, F vo.
[no] qos policy name { ingress |egress} / QoSavlao yo.

name QoS AV L & o yo.
ingress Qos s\ on s L
broki1l4+C vwo.

egress Qos sV+ en/ s L

baokil ¢ vo.

Exit &5 EPRT 4MQR<YoO.

Exit TS 0O RT wRH<Yo.
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QoSa sV F+w A

show QoS strategy # +wl j
QoS 51V # +wl A ug’ o i/ A 0d mm¥l @ AL,
[ ~% £y
show policy -map [policy-map-name] 6" K€nay QoSN & Fwl
A yo.
policy -map-name & Fw Fo L
t eyo.
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QoS "E, &

/ QoS AV o £ & o

*

/Ay Angp cos>L2r n, k€svl_ "E yo. bDn Qq3
om svlao - yo.?n6 v+ o L ®' AYO.
ip access-list extended ipacl
permit ip 192.168.20.2 255.255.255.255 192.168.20.210 255.255.255255 policy-map
any
classify any
policy-map pmap
classify ip access-group ipacl
action cos 2
interface GigaEthernet0/2

gos policy pmap ingress
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LAXG S 42"y wo . MeadDoS o/ €N V. bSO
S SRR § Yyo.DoS" ~ k G" =Y eYA €N V, " .0

i
4L T AL o = | I v o -
LGadtcak Tadooeys eadk 1 YV, AxGn

nQqn-”
n v,n 19y, =K€liyo.
DoS” .~ HnR K Pingflood, SYNflood, Landattack, Teardrop d T 1 n " H
TCPE ~ B~ L Ly — B L sHHT L I€E—A" % wo.8—A"
- PElte" . + &1 DO - gF" - L o = 4= — wo (o

&—An CPUT 02" K=1t€1).

ko, T  DosS” - L et AKn "~ . wyo.od E Mg ad pos .

Ping of Death

Ping of Death € x 5 (' Ping

1T7... " lcmMp | >L 4 g TCP/IP& d
\J;Q‘"T wn a ‘|'|'v '+QV 0" Y yo.

TearDrop
TearDrop E TCP/IPG  na B IPW ./ y 200 Q0o ¢
i yo.lPw'/ IELnN TiIbST+ Ht Blenn t+ 21K 20"

Brc®s TCP/IPG L AT i+ g " ow Lo 3

SYN Flood
1 TCPT T/ KEE"NT -QF, TEE" % wo. AZ.. KESYNy Ann
AKT 09 'AKIE SYNACKr ARn e v A$.. IESYNACKy ARnn E E
AK/ ACKy Ann O€yo.$1 HAgT TCP” "  "EYwo.SYNflood I TCP
T NG F£m & OF Al -0F, v 4, x DoS” ~ L =< yo.

370



Land Attack

S .5 ©SYNr Ann  Byo (en Y1 F on i lkce® Axa i
) SYNy AniE AK" SYNACK; ARn AK = VT &7 mu bt 57 I
ACKy Ann 09" nulle 0 YE wo.fu =g €t
A’ i n rAHYbT AK" ° » Pyo.Llandattack k IPland¥ MAClandT T =

DoS™ ~ HN _ "E mm0C U

"TLDOS - HR _"E "o 4 o5 —_ &L "E od &—A" =t DoS" -
Lot wo.fAa Ad—Abs EOoHN Quu Or»Yyo.
DoS” ~ HR . "Ewmdt ®N¥F ~ Aypo:
DoS” - HR _ 'E
% DoS” - HR _ "E A

D0S™ » HRA _ "E wm¥%o

TL DoS™ ~ Hn _ E

DoS” -~ HRAn _ "E K1 Lk global® it/ 'A DoS” ~ HRA
¢ ' —,.&kom DosS” - Lyvéd o
LAND” - L HRn r DOSICMP — & E PingofDeath n HR
At % O / ga 2 — =zl -
EXEC® i/ A DoS” » HR . % _ "E.

aw, Ag
config Global, "E® 1" Amm YO.
[no] dos enable {all | icmp  icmp -value | ip 0 T  Dos” - LHn gu all
| ipvé4firstfrag | 14port | tcpflags | tepfrag . 'E yo.

lephag -valuey IcMP L HR Tmu ICMPY _ E yo.
ICMP> EICMP 1 Jb T41 tC yo.
Aen IP" can IPE ¢® p L

Hn mvu ipy | 'E yo.

ipvaM K° n,n _E 4P MK

Lp D" & @ ID4 TCP/UDP

LHn 1u Mportn _ "E yo.

371



TT TCP n, 0 € TCP L

HRn mou tepflagsn . E yo ..

Ji TCP x" tcpfrag-valued- TCP L

Hn T tepfragn . "E wo ..

exit EXECO T w®<yYo.
write CEL ey yo.
9 DoS” -~ HR _E A
show[ ~ L Dos” Hn "EL A A
EXEC® it/ Aod [ ~LA{ 4 "Ey DoS” - HR _ xL A {4A¢
as, Ag
show dos DOS” - HA _ "EL A yo
DoS” - HRM _ "E

od s k€ <y n, ktcP " - Li” Qoo EL A mwu_ E K
HT L O+ vwyo.
config

dos enable tcpflags
show dos

od s kIETTL oI/ AAen IP" canIPEIP .

config

dos enable ip

od s K€L T£" 25500
O+ vyo.

config

dos enable icmp 255

ICMP " -

372

LikeHT Lo+sviyo.

L* yLon/"AHR KHI L



s
G—ANlEN Vv, bs g 1-ELO» - n £0-HkE1lLlHun k€, xL
£ Yo. =7 " - 09i/ x1% 1> & KWz ' 0 ARPIGMP € IP
y ARn £ 097 & / AXGn E nQAyo.F ., &k Ope &
{ AR Ln v, s Lym 1l L AWo.fAAN Y, " sV H
®w' Ayo
" . o9 H "E wm%0
I >L4 €nsy ' -7 & 7/ AOE IGMPARF K IPy AR
' n v,n»". o Y wyo.
(ARP, IGMP" € IP),” ~ HR d"» MRnA non
AYo .04’ Tk E et BAYO.
," HR + _ E
. nAa, nw_ 'E
" . o H “E
- NRAa, nw_ 'E
as, Ag
filter period  time - n, ' L4G1_ E vo.
filter threshold  value . n ] >Lvauer | E wo.m, D&
>t | >/ AyyrAn @1t Eyo.
filter block -time time T8 AxG NCOA L
. E yo.C>KE4 yo.

HR + . E
as, Ao,
filter igmp igmp~ - L n yo.
fileter ip source -ip PYin  eq7 -~ Len yo.
interface f x/y &+ +§ y/ Awx/ ef<yo.

filter arp

Ap- - L m yo

373




filter period 15

filter threshold 1200
filter block -time 600
interface f1/2

filter arp

exit

filter enable

374

ARP" . L a -rrMAC')'l'?'l'('j( n - it O YoO.IGMP™ . |IP
Lk & T IPYTFTG ) idgT O WYO.IGMP™ ~ HRFE IP" .
HRIE Z Aem @' Ayo.
- QH* XGA—
. oHL - o868 no" Utz " HR - HR
Rt AemYyo.
aw Ag
filter enable . HR, AL Am wo.
) Hn =xLlx "E ~“ noo6" ., a1 NGl e ng
nofilterenable [ ~ L O« §{ A¢.
h QHU ;¢
. HN" Aed3 0d [ ~Lj 4+ HR O 0 &
aw Ag
show filter - s HUO ¢
"~ HR _ "Eo
1”2/ AIGMP ~» HRd ARP ~ HR1 Ow u3 " ~ { &T 154 9/ 1200,
+0ry ARn 02 "~ . T8/ b N VY, Axd1 NCOIK & 1  u AL



PS5i °E
P, 9
Internet Protocol (IPYe 1. v,/ A v AqT HEE 0 _ e

T NDigyo.IP/KEYI mna,Tu ,-. M dox ¥ Ek =x+
Awo.om™ IP T 1 (IPProtocol Cluster)k IP" _ eqT wo.Nl V,
N/ wae € T NDTAIPKEST Ns s0F £ 500 -

At / O-sYYvyo.

Transmission Control Protocol (TCP)IE IP7 | e T  wo.TCPIEHF &l
Aws+ d s03 ALt K7™ n T :
W+ / E aq7 ¢ dLQskHl Lt yo.TCPIEAG 1 4
Fe T, V+FonywfE 1" 71 Fe 1,/ " OPoE.
| vo."

v/ e A N

IPA 3 T N

tsp At G—AK* T D W AE[ He4nuIPA: es T nL

NL Yyo.IPa T NDEkwm" R, M Interior Gateway Routing Protocol (IGRP) d
Exterior Gateway Routing Protocol (EGRP)y T TYypo .1 > T AL @ — A € RIP, OSPF,
BGPd BEIGRM NL e % O / §f A RIP,OSPF,BGR BEIGRPM ‘' "E
Apo .’ terT G—ANIEON At T NLleAsr "E € T1"EG,OSPF
TESt blyr o Ge=n0 TH o, t)BGP TEG,RIP TEG d |y o
BEIGRP T "E& " ML yo.redistribute | ~ L f 4 0m A T D . T0

- A TEGr HE | F6/ ~TH ~ 40 17 0N TEST.TY 77
Ayo.

IPea a1 T DL "E mwuag phe’' o TEED _E - yo.
"o N oV, N ea Al TEGF 0 wmo TU r 0 OF
/ A AmmH At T'EG" Ma wo.f+1 — _ Ef~vAq_ EC 0 JS

375



=
=
<
=
N
o
AH
o
mi

T ef" o, N V," ALH %" BEn +S

T .
— ¢/ b =E Dokfe/AE] PN QAyp0.A T Nel
¢ LNV, % O F4vHi-ok1louivyo.

IGRP

Interior Gateway Routing Protocol (IGRP)E = A AG 1 N V., b0/
Qoyypo.? 6 IPIGRPIE AwmeH . N1 vV, F 7 Hif- yo.' At
TEGKEN Vv, Oomat G—A/ A%H=E [ ARnn oy o ~
At 1 Ann - EA" N Vv, / A Broadcast yo.

At &d&—A" ML KIGRPEOd' ~Ayo.
T RIP
1 OSPF
1 BEIGRP
T EGRP
Exterior Gateway Routing Protocol (EGRPYAT o™ = = Ad ' 1 At 200 _ €
H OoYyo., 70 _ +/ ,0¢ "% N Vv, dns A AGd K I

Meaq7 . EHi- wo.&—A" ML KEGRP 1

376



P w0 ¢ U . E
P, "EL — wedt s O Easr G—Ag N V., F  Fa/ POI0 _E
1Tégwo.+ .t/ N Vv, &£ Fanr E lre IPOTlEO™ AG ' N
Apo.eDA/ PN VY, x&,n F - wo.PYi nsl_ "E unjz oA
—%OH‘;XB - yo.
MK ®L o7 0 +qom WL @ fyo.N1 v,/ AIPYI nal,eng
14"P5T maoskt™ Vw § AC.
0d EIPY5T | "E wmd%o ¢ U
, NV, & +84/ AIPYi _'E
., N oV, &£ Fa/ Aox IPYT | E
., o A
. Al TEQ . E
, Broadcasttext’ = _ "E
., P57 “ndn’ =
IP D1 E
n oV, 4 & IP>7T "E

PYT KEIPr Ann OB LUOL " 5

vo.BS p owbHi €, -HE

& IPYT "IN V., YiT O &' Ayo. 1/ KIPYT [—,
o—H IPY7T d Oo"x IPYT
11 d k- ]
0.0.0.0 na
A
1.0.0.0to 126.0.0.0 T
127.0.0.0 na

377



B 128.0.0.0to 191.254.0.0 T
191.255.0.0 na
192.0.0.0 na

C
192.0.1.0to0 223.255.254 T
223.255.255.0 ns

D 224.0.0.0to 239.255.255.255 Multicast > |

E 240.0.0.0to 255.255.255.254 o — 21
255.255.255.255 Broadcast b |

PY>i{/ b ~ Aedt &[] E RFC1166rInternet Digit RM w g Internet Service

Provider(ISPYy v 1+ o BAyo.3& Fda/ 1€, p PO T " t, e &+ F4
_Er i/ Aod oLy s n Vv, 4 F6d . pIPYTEFN vV, x§, 0
. E fAe.

an. As

ip address ip-address mask +  Fa/ yEIPYID CE

X ('.i.“ |'€f| '\/_“ n 1‘ 3" IPID ll' _"_ .S\IJO .

b 1> d—AKND Vv, vo OA FaA "sruké&+ /AT aqT _ "Ey
XQ, r DL Yo.

n v, ¥ F&oxIP>I _ 'E

C 4 Fak, pIPOTF 40 —IPYIP D 4 4 IPYT D T+ ©
Apo.0d M"Mm .t/ —1IPYin  E - vyo.
., N v, Eh / IPYT" AT mQk
s 6% 56> AWC/ €254, 1 O-" & IPYT Vs 8
n v,n 7" ng300, 1 & " % wo.£,1 a—AN" K
AK/ A —IPYin E ¢+ M, K 16> AWCH+ e® [t AwWCl
O Apo.2° A W=mn  eqT K4, D
n v, ybSTE+u AWCqyT T HR QAyo. — IPYin
£6! 7 Qo 44, O N V,n 40 T e AWCqT ta o

378



"By T IPHi N n v, 1At a—Alce® p¢
77 Kesn AWCLAEA o BAvo.

om J \/,“/'"' 4U:Q'"T TBU 'T""'ﬂ \/m/ 2'"'
AWCH BliE, ¢

.10 V, 510 T IPYIi 1T O oBAyo.§AAVvV>aqT To 3y

641 Vv, tMAWCEG=aq37T Z7 Yyo.

b N VY, E R At G—A/ b —5in _"EKE_: " kn v,
'Eh Fomar d—A/ b Femklod - yo.

+  +8_ Ev i/ Aod [ ~L{ s N v, F  Fa&/ A+ IPYT D

B AL,

A Aa

ip address ip-address mask secondary |/ V., 4 8/ Aox IP

Sin KL Bo .
Note: IP A 3 T 701 #71 €W OcH 3 —IPYT IEOM
HTA'"T M s H(b
o1  "E 1
P IPYT TA - B =zl Apo.od Eoi  EL L eHT L
T Eyo.
R PA 1] r 6,

PrAlETE DT &N Vv, EE QB FLANGT N _ Ny o»A)FN V,

ST WA/ —AD + 2KEN vV, )m"nn "N BAyo.1édYi ke, " A
r AR X/ Ht Bq1a 9., AT A/ Ag Oo BT T8 ADIIE
o, A Yl iyo.4v ek OUMACHT A~ S2yo.flEe, = A MAC

— AF5in Ms EH OoH, v

o 8% & " FXCT »AF o WU Mg »A 48X MACHT T K
¢, A TE& YT Q- wo.IPYiI/Ae, T AqpTGYin ] KEHIL
ARP (Address Resolution Protocol)a ~ wo.¢, T A TEOT/ AIPYTI 0T KE
HI L RARP (Reverse Address Resolution) ~ Yo.

t>q1 AG Em"n g 90 "1 L ARPF ProxyARP4 ~ ©.ARP¥ Proxy
ARPIE RFC(860) RFC(1027) ‘' * stHt BAWoO.ARPIEIPY i n CYt AV 1

MACY 1/ =» lkwr O ~ IPY5T 7 ARPIE :: K MACYi n YAyo.MAC
379



5in Q Bq3 IPYT F MACYT " ta ' " hm T'EGn — ARPT W/
erYyo., 13 IPyAnKEe " A1 AR/ T HExmniqT N OV, T
*1TYyo.

Static ARP™ A A
ARPF om i 4 1 nNEIPYT F MACY{ OF Dynamic mapping L
£ yo.bST & " e4a5i H*LnL bt 24 ARPP A c L
MeaqT % N QAyO. % . Apo.
Ad EgatcARPT A ¢ L oo 4 32x IPYT 1 48x%x MACHT T
At G—AD Rs 4 0m d / b ARP%/ F

t &\  EP QAT aT w

s. 49T F~ RQqua ARP ¢ ¢ E, ' L "E o

CEv i/ AL ~En f yo

am. As
arp timeout  seconds ARP™ A/ AARPT A ¢ 1 A T
4 A L "E yo.

[ ~ % showinterface € M s & £ & 1 ARPMtimeout L + €vyo.
[ ~% showarp € ARP" A4 2L 4 wyo
[ ~f Cleararpl€® 6 ¢ q ap”™ A0 N-yo.

Proxy ARP "E

5

A& proxy ARP (RFC1027 3T s Qe 4 Oom 1 v,/ :.T" 'K &
MACYi T "hmyo.o0" e a1t &—A" ARP%U L op -  F & %
O g " oW 4 +4/ 7" HI Bmrn Qoatr d—A" B0 & /
uC Kro6 .17/ ARP%U L o 4 & +4n ' mQKE,.1,9,  Aq
5% n € uvAARPE L Oeyo. od  F & K€y AR0 A
G—AT 09" G—AKELT & T 5y ARn #C Ywo. UAARPIE, paqT
'E Yyo.

VAARPY "E  wugag d Fd&_  Eci/ Aod [ ~Lj i A¢C.
as., As
ip proxy -arp Proxy-ARPn 4k 6/ A E

° T « ARP, & 'E

5

G—ANIKE° 7T <7y AN &7l 4 om H» A IPYT " IPYT F 4w IEN 4 S0 Q&
AYo .o 1T = ARPy AR/ HiagIPO>i FbUOIPYilEe M G—Ag TG
wo.r AR i & MACYi IET & MACY i yo.

380



G—ANIE, paqT a77F ARPf AR M> wo.G—A" »A/ A= 7T = ARP
r ARY o " 1 AR/ H IPYT " =\ IPYT ¥ 4u 3 »A/ ARPE L

e a IPYT " AT Adu LQvyo.eDN a—AKIPYT " 4u o1 Ll 1
Oos/ ™ QUYYOo.

s T <« ARPy Ann 09K EG—A ., ®E, peaqgT x "E Hi
A 4 G—AT / AQOo"& ARP, xL "E vyo.

Ayo.od [~ L

aw. Aa
arp send -gratuitous 3 +8/ A ARPf AN A
arp send -gratuitous interval vale |- e ARPy An ' . L ¢
p>k 1204

P> i/ Host$o L a

B

Apo.A& Etelnet” K€ ping L o

AIPYTIKE G o My

¢ Fo -5i #n AN B YoO.
&\  "Ec i/ Aod [ ~Lj 4§ For IPYT g Lnas f§Ac.
as. Aa
ip host name address PY>i/ & Fo Ll sA o.
Al T'EG _ E
n Vv, % O / fa *t 0 2a: T nbl e
T nkn v, TR/ b 200" £° Yo .BGP,RIPd OSPF¥ ~ k IPa 3

T ND.E b 9.kod v/ % ovo.
Broadcasty An M= _E

Broadcasty Anqt b U Sil€em At N Vv, 726 & ‘wo. & K N
51 n Broadcasty Ann AN o BAyo WS x% £ c 1 nlt

S 1 Nk Mg Broadcasty AnNY O wo.lIPA vV, "> 9%% ) X tIE
Broadcasty Ann £t €1
Broadcast’ ML wo.Ad F+ N1 vV, y° 06 AWC Broadcast’ NnL N QAyO.

wo.$+ Ad Enas Broadcast® may NV, T

381



T N

BS 4 & IPKE - Broadcast® i 11 L A n QAyo.f1 P/
Broadcast? i €3 & Q- "0'1T AYwo.Ad EmM"Pm T 771 AR e W
AN @ N Ay o .

N Ay Broadcast A v > & 4k Broadcasttr <y n

N5 IPBroadcasty AN, paT otHF d—A" "AXd - S H"y AN/ T

«C_ xL E

 § M 7 Broadcasty An" 4

. L NGO yo.n s Broadcast" it y ART n
Ayo.+C =+

g ie 3

"E Ha +

a0

+ 8/ A n a IP Broadcast

€N V. g

+dT1 #CYyo., ' o4 y An" & Broadcast

y ARNT #71Yyo .Broadcasty An #CLltt K€ "EG¢ Fwlna o
Ayo. "E4 FwF nsHz Ed Fw/ A o KIP;f AR, R 5 Broadcast/ A
v > &4k Broadcastt n H & B
&  +£4 _ EP "/ Anay Broadcasty #GC L "E  E%
as., Aa
ip directed -broadcast [accesslist- |4  F&/ ARna->v = ad
namel Broadcastn L o wyo
UDP Broadcast; AN # C
¢ €®S UDPBadcasty Ann Y7, "Ed $° ¥/ b a00 " & yo. &
N v,/ UDP;f ARn #C AK" '1€.1 & IEUDP; ARD & &' Ayo.
Fogn — s+ F4/ AMs gl + WS o o Boadeasty Ann Ow
5T T 4C OBAyo.fF F4/ b 4u, pOwdin _ E oBAvo
WPLT " ns ¢4 &C UDPy AN "7 oBAyo. - Ad . peCb0 €
137 yo.
s Anecl o v b0O%inns nadk F&. Eci/ Aod oLl HAC.
aw, Ag
ip helper -address address UDPIE Broadcast| AR n o.
LOSin ns vo.
&\  Er i/ Aod [~ Lj I Yo T Nlns {AC.
o s, Ag
ip for ward-protocol u dp [port] «C UP 1T Nlngs fAc¢.

382



P>7 mad +n

r= o/ Aod [l

nsa O=I -%Ou'(b

i Ae.

awm. As
clear arp -cache IP¥ ARPT~ AN £+« wo
AG d N oV, /b we A
AG EIPa +w,” Ad wf | F£6F " Enay HE 0 A
Ayo.F1 26 50KV ad L O0TLQ N v, vEn T kEHW
uy+ Yyo. A& Ly An" N1 v,/ AR H=R "uC S TF
AR sl T A '
D9 ' 0 mmdoko0d’ Tk /s ts IAY0 .0/ b AKETIPY T
[~ naR Lyw {§A¢.
s 0/ Aod [ o Llj i AgC.
aws ., Aa
show arp ARPtabler 9 oL ¢+ €vyo.
show hos ts Hostname - IP& / °  ~ A Fw
show ip interface  [type number] | it +£6 0 n t €Eyo.
show ip route [protocol] Al + W O 1t €Eyo.
ping {host | address } n v, a9/ 1ucl n +t €Eyo.
IP5 o £
o4 k Interface VLAN 11/ IPY{ " _ "EHIE_  t 1 t €yo.

interface vlan 11

Ip address 202.96.2.3255.255.255.0

383




DHCP_ E

Y8

DHCP (Dynamic Host Configuration Protocol) €4 C & b . "E®, n @
£° WO.DHCPIERFC213V £ Hi BAwo.DHCPT " » X% . &k

& F4/ IPYi 0 HT K1 yo.DHCPIEIPY{ n H K'E"n HI L
nL yo.

- ¢ TH

DHCPAKIEs . IPYi 1 asf../ =eqT H vyo.

¢4 H

DHCPAKIK aAf.. " &, €00 , — "€ af.. " 0o n
Ql i nIPYT 1 TH yo.

we H

DHCPAK ' == KIPYin oeqT Nns ~ DHCP 1T Nl $0
Af+.. /7 O€vyo

DHCPes -
DHCP/ IE+4 1 = =24 ko T, - k.t Oo"x® vyo.
DHCP a$.. n _E 4 IPYi , 0 Vv, "Eh d’' o1& (o F #+F
yp +xC 3  Fd/ H © @Ayo .DHCP/ EG & |
G—A" 4n & 01 77 3 &—AI DHCP? p 0 DHCP'AK/ A IP
5in "hFod & 7 SinH
DHCP4
- i 21 Ko/ AlE$+xC I +G DHCP a£.. ” I€DHCP
AfF.. " ALYyo.DHCP a$.. " nL K, x/ Kkod’ "~k
+.+Brvo
., . EA GO
, . Eg= i
, DHCPAKD WS A T IPS5T &%

384



DHCP %

DHCPIE AKF¥ af.. ,eqT7 &' “Ef wyfr=- yo.
., DHCR'AK
P>7T d JbA ' - EDHCP o i ¢n H v aY L yo.
, DHCP a ..

P17 s0F " E1é& Agd 1 »A/ b 500 DHCPAK/ A
1 En, b A° EDHCPes THp v/ t tiE, Wo.

, b A -TH$ PO ¢ 1

- .+ Utz IPYT IEDHCPAK/ 1 =~YYyo.IPYin’

Oo ug DHCP af.. " IPYi 7" 0As o - yo.

385

i



DHCP a # ...

DHCP A =.. _ "E%

P

VLAN 4
PARLEN

P51 Ha

DHCPAK i M5

DHCP& , n® 'E
DHCPo y  ©
Ha
@/ Ao0d [ ~Lj 4 4/ b DHCP T DL "
Ayo.
= Aa
ip address dhcp DHCP 7 Nlna 4
T T
. E vo.

386



DHCPAK/ 511 na

WS DHCPAK 210 Q Bl .t G—A/ A1 DHCPAK i1 nas ¢
T DU emoc A’ LnEG

Ayo.45  Eo i/ Aod [~Lj vo.

am . As

ip dhcp -server jp-address DHCPAK IP5T 0 mna yo.

+ [ rtleIPY L— ¢ ad akiiyo.

DHCPA nw _'E

% O / fA DHCP T N+ U wmop A, DO W5
o i/ Aod [ ~LAR yo.

. 'E

an. As
ip dhep client minlease  seconds Ji b A" "Eigo
ip dhcp client retransmit ~ count T Ny Anq -« 1A" _E
ip dhep client select  second's C L g 4 NAa "E%.
F[~EPYIin ], — welo 2 ¢
DHCPo y @

§—A/ AYEDHCPAK/ b 200 & ug’ =0/ Aod[~Lji {AC.

as. Aa
show dhcp server Al d—A" @Il DHCP

AKsO1 A vyo.

"eo /AL ~fn f 4 At G—A/ OoxFEIPYin 4+ yo.

as ., Aa

show dhcp lease At G—AN/ A OoNE

P57 =7 & d sa0n A,

DHCP 1 NL Qoo + FxCH& Faq4 PO I TH K€, ¢
rshow interface R fj s+ £xCd  Fd4/ % IPYI 0 E aqT 1 "R 4

387



DHCP Aaf.. _ "Eo A
IP>in EK ¢
The following example shows Ethernetl/1 obtains an IP address through DHC Pn P> 1 n

+xC 1/ Al - Hit byo.
interface vlan 11

ip address dhcp

DHCP'AK = 'E

DHCP'AK . "E D o

DHCP'AK O o
DHCPAK x 'E

ICMP M A, nw_'E

HE | 8 e»s°5 a, no_ E
DHCPAK 91  _ 'E

DHCPAKT 91 / b A n&_'E
DHCPAK ® y ©

DHCPAK 20 nt .

DHCP'AK = "E
DHCP'AK O o
DHCPAK? "E ~ IPY{ ¥ " kEa, non H n3
DHCP aZ.. " #5  "Eoii/ Aod [ ~LAj WO (DHCPAKIE 7 T & 3k wa¥oty

388



NL ywo.®Me DHCPAK" H ®' €7 4 . t/ I€iphelper-address" _ "Ey
€ DHCP%\U L «C €1 iyo).
an. As
ip dhc pd enable DHCPAK O o
DHCP'AK x 'E
od EDHCPAK? Qo "% mu ~ DHCP as$../ b IPYi A, nae¥% ~ E
not XM mg od’ " Ef~tn o fAC.
an. As
no ip dhcpd enable DHCPAK x 'E

ICMP M A, nw_'E

AK" #71T H3 OBICMPyf AR &, DOV W4
ST sl o Yo.&5 “Eo i/ Aod [ oL
OB ICMPyf AR w1 _ E mz od Lo f{A¢.

as. As
ip dhc pd ping packe ts pkgs ICMPy AR T 51 vy

A Lns §AC.

&5  EP i/ Af~Lj 4 ICMPy An A" 4 A L "E yo
an. A
ip dhc pd ping timeout timeout ICMPy An k' 1 A" 4’
A Lnas fqAc¢.
H+ | +&d 6> 55 8, no_ E
51 TH 20" /7 & w#+ | F+6/ erH' - L _ "E ng
a5 Ecri/ Aod oLl fAC.
as., As
ip dhc pd write -time  time i T 20"/ %« D/
prHIE - Lns §A¢

DHCPAK 91  _ 'E

&5  Ev i/ Aod Lj « DHCP/ i La" yo.

aw ., Aa
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ip dhc pd pool name DHCPAK i Lar ~
o fA¢.
DHCPAKT %1 / b &, nd_'E
5i . Ec i/ Af~fT S50 b Yin _E yo.
as. As
network /jp-adadr netsubnet ce T&/ Qoy 21 T
bOin _"E {AC.
ce T®/ OoHKEST L= "E K€_1 od [ ~ L} "E.
am. As
range low-addr high-adadr ce TH/ QoHIEYT L —n
. 'E i A¢
od [ ~tl af../ H HKE, p. T2 _ E yo.
as., As
default -router  jp-adar & p . Tn _E [ AC.
Af.. /7 H Yyo.
od [~tl a%F.. / H HIEDNSAK Y i " "E yo.
as. Aa
dns-server jp-adadr DNS'AK i1 "E yo.
od [~te af../ H HEeur+l "E vo.
as., As
domain -name name Client/ THHKE 5y L
_E vyo.
od [~tl a%../ H HiEST A L "E yo.
as., As
lease {days [hours|[minutes] | infinite } | Client/ TH €Y1 |B
AL O"E yo.
od [ ~tl aF.. / AH HIE Nethios AKYi n _ "E yo.
am. As
netbios -name-server jp-addro Client/ S =y Nethios AK?
_E yo
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od [ctlEMACHT " wztd & / IPYIin H |, — «$ n3 o4
[~Lji  vo.

as. Aa
hw-access deny hardware-address nET ST 1 & IPOT H

«S wvo.

DHCPAK o y ¢
s o i/ Aod [ ALy 4+ DHCPAK/ b -9 H s0n
I+ fAe.
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