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M &2 = 14
HojlE &2 KCH 27 -MEH o0 HER

(Dual Core 600MHz/1GHz, RAM 1GB, Flash 64MB)
e S2 Zt 474 (olF=h -2

o 87 (B 1~8H £R)

Zth 771 (01 F=h

7k2(W) X M Z(D) X & O (H) mm

=X
- 10/100/1000Base-T or 1000Base-X  *|Cf 384 T E

- 10Gbase-X X|CH 384 ZE

- 40Gbase-X X ea ZE

- 100Gbase-X %32 ZE

- Switching Capacity 10.24Tbps

- Throughput 5,714.2Mpps

%J;I-%E Operation: 0°C ~ 40°C

= 710 ~90% (Non condensing)
S| (I):Il‘, zlt_ﬂl._J'\_ - - 100 ~240V AC, 50/60Hz +10%

482 x 564 x 620, 14U, AFA| 50kg / Z|CH 102kg
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ROHS &

Part Toxic or Hazardous Substances and Elements
Number,

Name and | Pb Hg Cd Cr (VI) PBB PBDE
Description

Machine O O O O O O
Box

Cabinet C @] O O O O
Module O O O O O O
Basic O O O O O O
Board

Interface O @] O O O O
Card

O: Indicates that this toxic or hazardous substance contained in all the
homogeneous materials for this part, according to EIP-A, EIP-B, EIP-Cis below
the limit requirementin SJ/T11363-2006.

X: Indicates that this toxic or hazardous substance containedin al the homogeneous
materials for this part, according to EIP-A, EIP-B, EIP-B, EIP-Cis above the limit
requirementin SJ/T11363-2006.

The referenced environment-friendly use period logo is determined based on
normal operating conditions (such as temperature and humidity).

Note-These statements apply only to the China RoHS regulations.
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Switch> enter

Password: <enter password>
Switch# config
Switch_config# interface g 1/1
Switch_config_g1/1# quit
Switch_config# quit
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Switch_config# no ip telnet enable
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DX} HUHS admin

EPS =3} 9600,8,1,N
SNMP H| g 3}

Telnet H|2-g ot

SSH & SFTP H| 29t

PENEEY s

S2|& ZE AE| shutdown

HH g8 2ol

Switch#show version
Soltech Co., Ltd. Internetwork Operating System Software
SFC6510 Series Software, Version 4.9.0C Build 100389,RELEASE SOFTWARE
Soltech2020
Compiled: 2020-5-21 18:31:32 by SYS, Image text-base: 0x108000
ROM: System Bootstrap, Version 0.3.8,hardware version:0
Serial num:20014047120, ID num:20014047120
System image file is "flash:/switch.bin" Soltech
SFC6510 RISC
1048576K bytes of memory,65536K bytes of flash
Base ethernet MAC Address: 00:21:6d:54:fa:76
BOARD num:14020453 PCB version:0
CPLD version:1
snmp info:
vend_ID:11618 product_ID:974 system_|D:1.3.6.1.4.1.11618.1.974.0
Switch uptime is 0:00:02:26, The current time: 2022-9-6 15:23:12
Reboot history information:

No. 1: System is rebooted by power-on
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0

AY HlEHE 7 7

H| D

4,

i

HIZ2#H= O X|22Z0]. 9 At| 0|2l ZO

-

NE
10

wjr
op
B0

of
4

i

=Xt tHEAH Y
17 Ol & =
AHE2XE AE (D)

t

A

o
o
(=]

—A
K
=
b

jod

Lo

Atel 3 =it ofy =Xty LI &

HQ|: 1~127 24}

—_

ol

ol

ol

51 H

MER AE ST

qr

<
<K
<
okl

ol

o

)

=

=)

Xl(qwe, asd, abc, 123

=1
[ |

Ao et AZE 22lst| A8l otefel 7IsE A

b

(o]
i}

-

100

4
K

s

i}

go

element {upper-case | lower-case |

localpass <name>
min-length <1~127>

number | special-character}

non-user

non-repeat

=

oteho| ZAtof et 22 AFe| HIZ
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non-seglisting 718X HLEE A E= At &XtH
Lt¥ ZX|(qwe, asd, abc, 123 o)

non-history A ALEE HIZHZ THALE FX

validity <1d2h3mé4s> HYHS O %§7|{f(%,/\|7_+,%,$ THel)

local pass-group <group-name> Ol=0f L= AFEAL A0 Chgt
HYHS0| 22 HZM= OF AE2
H&5t= 4

no local pass-group <name> local pass-group 2| T+ S|

no localpass <name> localpass T+&! AHK|

. BB B T U MY HS WD
22 AHo| H YD 75 MBS}

HIZHZ 5 H8ot2{ T of2fel EXtS UHEL.

o O O -
FHO e
local pass-group <group-name> O|= 0] YHE= ALEAL AFOl TSt
HEH20| 22 H2HS OF A3 S

H85t= 74

username <username> password 5 <username> A& ALEXl/2E| X}
doz ¢, Moo H|ZR 7Y
‘JO| &l pass-group <name>2| & &

Please input password: MER H2HSE A S 1HLH

Please input the password AGAIN: ZEZEQ 22 YHSHC

B2 = S M85t W orefel XS WEL.

o

FHO e

username <username> pass-group <username>2 ALEE ALEXl/ZHE[X}

<name> password 5 Foz Y, pass-group <name> 2|
TAE 0 AZ0Tt HE5t0] H|EHD
T4

Please input password: MEZ H2HSE A S 1AH

Please input the password AGAIN: ZEZEQ 2tz YUt

SYBE WYG TS| 74| Hge}7



enable level <1-15> password 5

enable pass-group <name>

TACACS 7| €8 2=
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tacacs-server key 5

= .

Ko uy y
u ol 1ol
ar H olo r oo
ol Sl &T ol &
=3 1l oln 3 ol
oK o 1 Kr oK i Kr
ol X L I il IS
ol @r| T =} of u| |on @r 1of
R 5 |y (0 o
AT K = | N T
E N T 3 = ol |® Ar T
ol =| RS Rl
T oy | 5% s | T o M
O HI| W = W =2 |od H . !
W owol ol g o000 WO I oF | oo|z0
=z fdl| Ar zl ~ m | T |l [T A ~ ml || %0

ol X ™ = o

ol —_ = ._l_Ol =

oz 10 i i

R g o =

T A T hr
| T o U A > U A
<| o, = of g S K il £
o | oK ~ Kr = S ) KI = £
i I E S| |3 < = 5| |8
o o] ._o._ o o o ._o._ o o
I i) 3 5 5 i 3
s & M g B w® 5 s 2 B w® 5
= o L8 ou 2 1203 S ol oo Y
A ] afl < il % > o - iB %
S S| T o Bl K a L |z £ 0 K o
e p M T 5 |5 |< = o 5
) N ru = wr > > > = xr >
S 2 = =) 5 |§5 |22 =) 5
£ SN w0 rE 0 ) = |__A|O = a
o Q| u © KV o |z o o | o 9 kY o 5|
& s o Po | 3 2|2 @® =18
o 2 o [y 3|0 5 Ee) o 2 = E R B I
az o) 8 X n ol B S c |a & n gl | ®o| 8

oK i ) T U T

° &) ol Mw ol

o % = z




Please input password: MERZ H2HSE A S 1AH
Please input the password AGAIN: DZEZEQ 2tz YHoot
AHl 1 | M
AMAE e g
TkCl 1
op g2l 4
IOhY A|AE e
EA M2 MYEl= THYe| 0|52 20 At EX| el It 0|2 HAEAE FE5HK]
ASLICH
TiY AlAE @210
2= BE0= 72 =M Ol 7|Et= DH#H 4 LT}
Ha H217el 82 ME AL LT
-l ly 493
Format oY A|A”S ZOESHD 2= HO|HE AMH|gL Ct.
dir [filename] 1 o % CAHEZ| O|F2 HA| ELICL "[I"7|= 22
ot 0|2 02| ZALE A%t IHY S HAISH=
AE 90| gLt Y2 O3 HACE 'A| gL
Ct
MOIHS mAUO|E <me> ZO| & AlZH
delete filename 2 IS AE LT o0l EXYSHA| o T A|AH
Ol A Lt




md dirname 3 ClgE 2| E THEL 0

rd dirname E{2|Z AMH| SHL|Ch CI2AE{ 2|7} EXYSHR]| o

5 Lo &S EAIYLUCH ot WES ¢ HolX|z

more <filename>
HA & == gl= 22 HO|X| €2 BA| €L

HEEZ DUE Y|

A2 MRAS HAHL 2B T reboot HHO 2 THAIE 2= 0f Ofzf HA|X|7} L& I, 2Z

S0 M <Control + P> 7|2 Q&sI0] ZL|E REZ XIQTH &= QIC}

System Bootstrap, Version 0.3.8, Serial No:20014040102

Soltech2020

Soltech SFC6510

Current time: 2022-2-17 18:35:09

SDRAM Fast TeSt....cccoovveereerionei PASS!
Flash Fast Test......cccoovveevennnce. PASS!
Y O =Y PASS! # Control + P ¢ &

Welcome to SFC6510 Ethernet Switch

monitor_5# #MCUESE5 25 ZEO| &8st 4% ZEXE
CC

4

monitor_6# #MCU 26 25 ZEO| &0t 49 ZEXE
NAH SE T P4
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monitor#boot flash <local_filename>

o 0 X[ gt UYL= SeYA M A 2BS FE

oS 2

JLICE 7|2 A[&8 ot

m
Ot
rir
(ol

o
o

0|2 switch.bin YL|Ct OYHS CHAZKE L2SHK| XS LT
Of 74 &1 &= Moy
local_filename ZeiA HE2eof NEE oY O|EC = AFEA= ot
O|E2 YHslof ghL|Ct,

Of| A

monitor#boot flash switch.bin

OlCiHl Ip T T

monitor#ip address <ip_addr> <net_mask>

o ¥y 22| oY ZEQO||p

Of7 = 7+

Fag Ty

oj7H 4

nx
ok

ip_addr

ojuel 1P Fa

net_mask

ojElel orA3

Of| A

monitor#ip address 192.168.1.1 255.255.255.0

712 842 48
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monitor#ip route default <ip_addr>

ol 32 7|2 B2E Tt MEYLILE 7| B2 & BfLt

ip_addr HO|EQ0|9] IPFA

Of| A

monitor#ip route default 192.168.1.1

PingS O|805t0] HIERIS S22 JEi Al

monitor#ping <ip_address>

O Boj= UERZ AZ =S &Isty| I YLIC

RS

Oj7HH &

nx
ok

ip_address IP A EEX]

Of| =

monitor#ping 192.168.20.100

PING 192.168.20.100: 56 data bytes

64 bytes from 192.168.20.100: icmp_seg=0. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=1. time=0. ms
64 bytes from 192.168.20.100: icmp_seq=2. time=0. ms
64 bytes from 192.168.20.100: icmp_seg=3. time=0. ms
----192.168.20.100 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss

round-trip (ms) min/avg/max = 0/0/0
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AZEQ0 BHOIE

AEAH= O] BB E AH8oI0 A%(X[e] REF

o

HE 2HE CRE LS YUO0|E & 4 S

TFTP & 0| &83}10f REF Y U0 E 57

monitor_5#copy tftp: rom: [A.B.C.D]

o7+ 2

EfofEo)E BF2=

o 74 4

M
=

g

ABCD TFTP MHES| IP
A7F Qo™ SAHHO| MEME = AH O

T4 YL[CE

—

1]

IPF2E YHotets HAMIXIZF LHEFE LT,

Source file name

TFTP MHOf Qs #S T2

Destination file 22 ZYAN HYE T4A0| 0|52 YBiLIC
name
TFTP £ O|83t0f A|AF ~ZEQ0 YHO|E o}
monitor#copy tftp: flash: [A.B.C.D]
Of FZOl= TFTP MH O IAUS A[AO| S2fAZ SARE L PSS L=oIEH A|2-2 &

M O]t 214 It o|§& YHoteks HAIXKIE
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o7 2

i 7)==+ 29

AB.CD TFTP MH{Q| 1P 4 LCh
XN pFL7E ol SAZE0| ZddE = IPFAE
=

Y H5tEk= HAMX[7F LEEHE L T

Source file name | TFTP AIBIOI 9l 22 meto| 0|22 @stct,

Destination file =7 SejAl0] AES TS| 012 YL

name

Of| =

CtZ O Al= TFTP MO A 212 mYO0| AL X[0f ME &= DY HES switch.bin 22 KT SH=

AE E0F L L
monitor#copy tftp: flash:

Prompt: Source file name[]?SFC6510_MCU_4.9.0B_74921.bin
Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

please wait ...

B

GETE)

Switch#Feb 18 15:59:32 TFTP:successfully receive 18249 blocks, 9343380 bytes

Feb 18 15:59:32 Verify download image

Feb 18 15:59:32 original : 260fd8a8c104c7dd96b40b8061250af9%efba3c716beedce5041e51accaab2ea?
Feb 18 15:59:33 calculated : 260fd8a8c104c7dd96b40b8061250af9efba3c716beedce5041e51accaabea?
Feb 18 15:59:33 Image SHA-256 hash verified, updating...

Feb 18 16:03:00 file flash:SWITCH.BIN, successfully wrote

Feb 18 16:03:01 OS image update succeeded

Feb 18 16:03:01 %CMD-6-EXECUTE : “copy tftp: flash: * return 0, admin(console 0).

AFERE A QE|0|E (Aet)
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ALK FH2 KB (write) O] 2Jsf TtY=E ME LD oY O|F2 startup-config & LICt.
AT EQO] YOOI EQt FAISHA OfzHe| BH S AHESIO] ALEXIe| MERO| 2} B F =l 77

DHYS YECae THS 29 o AL ALY 4 ASLICH

o
ot

TFTP £ 0|8

monitor# copy tftp: startup-config [A.B.C.D]

o7 2

O 71 1 == HY
AB.CD TFTP M H{Ql IP =2 L|Ct,
XEE IpFATL QoM SEAYHO| HAHE = IpFAE
YEstet= Ij1|)\1| |7F LtEFEfLICE
Source file name TFTP A HOf| e &S oto| 0|52 LHTLICE
Destination file 24 %EHMOﬂ Nye ool o|lg8 YLt
name

SES= N PRES g 24

monitor# reboot

System Bootstrap, Version 0.3.8, Serial No:20014040102
Soltech2020

Soltech SFC6510

Current time: 2022-2-18 17:26:23

SDRAM Fast Test.....cocvvecnenernns PASS!
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Flash Fast TesSt......wmeeneeunnne. PASS!

[ G [=TS) SO PASS!

Loading flash:/SWITCH.BIN......

Start Decompress flash:/SWITCH.BIN
i
HH R R R R R R R R R R R R R
Decompress 9111236 byte. Please wait system up...

PCle: Port 1 link active, 1 lanes, speed gen2

local_heap_start:0x4000000

starvation(spinlock) benchmark is 149973240

starvation(read by write) benchmark is 58815344

starvation(write by read) benchmark is 27532796

starvation(write by write) benchmark is 64240976

old idle is cb9f320,new idle is cb9f278

Setup Global Region from 3fbe8f80 to 3f9e6400

Setup Global Heap from 35000000 to 3f9e6400

System startup OK

Verifying firmware image integrity...

Original : 260fd8a8c104c7dd96b40b8061250af9efba3c716beedce5041e5Taccaab2ea?
calculated: 260fd8a8c104c7dd96b40b8061250af9efba3c716beedce5041e51accaabea
SHA256 hash verified & success

ctrlrelay app register: module 91 cb bd6e40 app saved 39bd4c4
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ctrlrelay app register: module 110 cb bf5978 app saved 3986908

load 55910 symbol OK

Loading startup-config ... SUCCESS:Empty Configuration.

Ho

® FTPAHOAM A&

=2
[S]

of
-
_|
mv)
s
>
ol
Ot
2
B>
I=!
|m
40
i=)
40

FTPE Aot 2T EQ|0] 8l 74 Y|H0IE

X = DEE H2RE

FTP MHO|A 29X 2 T2 S T2 E gL Ct

742 YOIO|E A2, copy

copy ftp: flash: {<64-10240> | AB.C.D | -w | type <1 | 2> | <active | passive>

nchecksize>}

copy ftp: flash: B HOE ASHH A|A

YOS AHE510]

S0lM AE, B2, fA MY F2, oA O 54
Y2t HAIXIE EAISHD 0f o2p /8 Lot
O 7)== 4 29
ABCD FTP ME 2| 1P 2
XZE IPFATL YCH “Copy” BHE A o &

o=
P FAE QESIEt= HA|X| 7} LIEFE L CF

ftp user name FTP MB S| AHEAF OIS

“Copy” BYS 4¥ ¢ 3 AR 0128
Q2{ekate HIAIXI7} LIEFELICE,

ftp user password FTP MH{o| HZH=

O Ml K1 7} LHEFEF LT,

“Copy” 38S 2d ot 2 Z= & YHIet=
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<64-10240> Holef 25 37| ot M= Atgh (7] 24L 512)
W oS 2 sjAlgk AALRIO| TS Za Al
M7\ oot MERALS,
<active | passive> FTP 24 REE 29 2 E(active)2t +3
2 E(passive) SO A AIE4DICE MEIALS
Type <1 2> HIO|E & ZE L Ch(1: ascii, 2: binary)
nchecksize MEO| ot 7[5 2HQISHA| =Lt AEAL

o ~2X[o mt AABRIOM FTP MHZ OieS YZE

ENOPETEPYPS

HOIM FTP MH 2 MAS HZE SHYA|

fo

copy flash: ftp: {<64-10240> | AB.CD | -w | type <1 | 2> | <active | passive>

nchecksize>}
copy ftp: flash: B HDE LSHH A&

119l 0|52

o7+ 28

HOM AY, B2, @A M Fa, A4 T4,

YHStEtE HAIX|SE EAISHH 0 h2r A3 ghLCf.

uH7H |_'I'

29

AB.CD

FTP MH2[ IP
XHE 1P FATF QOH, “Copy” HHS M ot
L]

Ip F=2E AHSIEHE HAX|7F LIEFELICY.

ftp user name

FTP M 2| ALEX} O] &
“Copy” BEHE H¥ ot = ALEX} 0|E&

o= EOl_

ftp user password

e e P P e e = L
|

Hz
A

O Ml K1 7k LHEFEFLITY.

<64-10240> HolE 25 37| ot M= Ateh (7|24t 512)
W AALGLO| IHUS Z2A[0f




<active | passive>

FTPUZ B EE 2 B E(active)2t =5
B E (passive) SO A HEHBHCE M EHALSE

Type <1 | 2>

HOlH M& 2E FLMBHLICE(1: ascii, 2: binary)

nchecksize

rir

MEOf| ot 7[5 2HQISHA| G=Ch B AL

o

Of| A

CHS OlMl= "main.bin” Tt 0] AH{ O A &3] 12

EoFL L.
config#copy ftp: flash:

Prompt: ftp user name[anonymous]? login-nam

Prompt: ftp user password[anonymous]? login-password
Prompt: Source file name[]?main.bin

Prompt: Remote-server ip address[]?192.168.20.1

Prompt: Destination file name[main.bin]?switch.bin

FTP ME{ 7L ZrSotX| B2 W TH2| AlZHO] ZO{ZLICE O] 2= TCP AlZH
TEANZIZ 75522 Qg LystE Tcp A2 AlZtg +=8ot7| 210 “ip tep

n

synwait-time” 228 ZEO|AN BHS 7o Lt
AR HERZ SU =HUAM FTP E ALESHH

[S Ny | Lo ~
gz B3 - SO Ay 2t dedl ME 252 37|18
HESHH =8 = A HCEL 7|2 27|= 512 0| R Z22] HEAIOA
oY 2 53 £=5 2L

89
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VTY & QFLH

AAE2 “line” O E AHESHY EHO|E O7/EHS-E 4 LTt
o HHZ Sl HO|20f 20| HEAlZl= +EE 74 & = UASULT
S
AAEO H£ 7thseh SE2 2 7HX|Q] RY0| /&L

console(£2), virtual terminal(ZHE O]E)

2helo] s LCh HEe

T80 tishM= Chs

—

X SERO 9 UM E TZE SHUAIR.
Line & QIE{H 0] 2 ks Hz
CON(CTY) 2 TS s A|l2H0| 2
Console a9l 0
SSH 3 AJ2E9] L E(0f:0|EHH 8
vTY JpAt ERt HEEE)E S 2 2 £+ A& | (39
Lct.
Line console
2o EL
config T8 RE2 Y
line console 0 g2t 24 22 Mal
pass-group <group-name> HAMS FA 122 X8 P
password 5 HIZHD 4
Please input password: ArgE H| 2 A 3 =QIHX| 2 3| ¢
Please input the password AGAIN: ==
(RlE LEW E57|5 H3I)
no password =20 dEE0 A= BEHS S A
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no pass-group =50 M8 v W2 A& OFS i
Line VTY

FHO 43
config IMH pEZ R
line vty <0-31> <0-31> 2tel 2 2E= [et
pass-group <group-name> HEHD 2 1ES HEd5l= 74
password 5 HEZHD
Please input password: AMEE HI 2D 4 Bl =0ItX] 2 2 Y
Please input the password AGAIN: .

(913 DeY H57|5 H3)

no password 250 4HE0 U= HEHZE AKX
no pass-group =50 §E8& HEH A 2ES A

Show line 2 &350 VTY 82

HERZ 22| +4

SNMP A

e

SNMP A|AEIO| = CHZ4t

(]
o SNMP agent (AGENT)

#0| L= = gLt

=1 3]}

—

S,

SNMP management side (NMS)

Management information base (MIB)

SNMP = S2m 202 AHZ0M &St T2EZE QL|CH SNMP 22| =11 of|o| M E 7t
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SNMP 22| Mol ZHo =z HEQI e A2/ (CiscoWorks 2F 22 NMS)e| 27t & =+
USLICH Agent L MIB 2 A[AHO| XF ELCH A|AE SNMP S T+d5t7| Mo HIES3 e
Zit 0| E Zte| BAIE FolsoF L L.

SNMP 00| E= MIB =5 ZotetLC}.

SNMP 22| £2 Oo|2{st H=0| gtS 2 QAStALL - = AF L CL

HE|E2 OO HENAM Ha S 7HM AL B gt O0|HEN MY - ASH L
O0|E= MIBOIM HIO|HE =& LTH MIB2 FA| 07 2 HER I FH|2| HO|H

O] A YLICH =S OO|HE= #E|Atel 28 £&= HO|E 74 230 SEHE = AL CH

SNMP 00| HE £ 2| H0| E&ES 22 o ASLICE Trap 2 HEIL| £ SEIE LIEtLE

e

B2 Trap 22 HM2|EAL ¥ S B AS LT + ASUCL HAME Trap & =41 I

0|0

T2 HUX| YOO 2 £A £L Trap O] =4 E|QUCHD Al & 4= g&L|CH WMEEM Trap &

ﬂJI

=

2|

uot

F o= GlELICE Ofof H3H, SNMP Zt2|A| AR FHO0|A “inform request”E F=4!5t= SNMP
ZIE|A|AEIOA SNMP HEO| CHSE SEO 2 PDU 2 AFREHLICEH T2 A|AEIO|A “inform

request”O| =4I E[X| O™ echo 7t TEE|X| &L CH HHOM= SHE EWX| 2™

|

“inform request”2 CHAl 2 = AELICH 08 Ch3 LE2 A2 =2 & 5 ASLICH

r
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“inform request’2 HL} A12|g0] 7| MZ0| A|L™ R HEQI H B2 XS 44|
ZUCHL ERM2 ES 2 I 17| FLCh o272t s EAL 2 EA|ZH0] =2t E T{77HX] “inform

request’S O 2 2|0 MZoHOF gtL|Ct L3t Trap 2 AT TEE| D “inform request’= O{2f

MWHE 2 = ASLICE ™S “inform request’= WERKI SA0| FIt7t £ 22 O B2
2518 F4 L Ch ot EYM2 oHHDE ME L[ “inform request’2 2] H ™S & =
ASLCH 2t ER 3 L2 2F2 ot 2|l 2o ™S K| 2L CE SNMP
ZEIAARON BE LE > =4I8{0fF St= H2 “inform request’s A& S 5= JUSLICH

HET0 SN PMA| O BE XIS WS TaJt OB Trap S AFSY 4 YBLICH

O] 22Xl EHE X|SHX|TE “inform request”0fl CHe & = K& TL|Ct,

SNMP HH

t
M

®  SNMPvI---ZtEHSH HEQI3 B2 Z2EE RFC1157 O Mo|= QI
ZZEQlLC},

®  SNMPv2C--- SNMPv2 & 7| 22|
ZT2EEQL o

®  SNMPv3--- RFC3410 Off H2o| & ZtChot HESRA &te]| Z2EF B 3

It|

e 3= RFC1901 Off M| =l B#F

SNMPV1 & 1 7|4 20F #AIS ARSI 1P T4 T2 HO] 3 ASE ARSI
GOIME MIBO| M2 & 49U Bl 5 182 Folguct

SNMPv3 2 HEQZE &t mjzl 215 8 &

0

o
fot
ot
1o
2
o
mjo
ofm
el
02
>t
=2
=Ig
ro
HT
re
A
ry
mjo

M-St
SNMPv3 Ol A HS &= 2t 7|52 Chaat Z&LICh
JHAIX] REE—T20| HE SO HEEX FUA=XE 2ol Lot

OIS AR 7t L& AA A QIX| &9l BhL|C}



A2 — Izl &0 2EH SUEX ¥2 X HAS & 5+ YSUCL
SNMPy3 2 20t RN HOot =522 B5 HSYLICHL 22 ZH2 AEA 8

AFBRLT AZSe 180 T FAES Q15 MMYLICH Bt £FS ®ot mY

LHOIAM 318 &l= ot =F YLt 2oF RE I} ot =F 0| X2 SNMP A2

Qg 2E Blae Ml 7HX| 2ot RE S AEY = AFHCH

2H2| 2 AHO|MO| X|2/85= SNMP S 2 SNMP Of|O| M EE LM 8|joFgtL|CL.

MIB X| &

22| A|AEI9| SNMP & 2 E MIBII B4 (RFC 1213)2F SNMP E& (RFC 1215)2
Xl AghL o,

2K AIAE2 2 A|2-0f O] A7 MIB =S MSTLICE.

SNMP T4 5

SNMP 27| 7
SNMP community &2 MO 7+ A =¥

A|AH DB|REo| & Gl A|AH QX A

SNMP agent CflO|Ef TH2I 2] X[ 20| Z2| SNMP JEf ZLIEY
SNMP AHEf 2L E 2

SNMP trap +4

SNMP HtQIE a4 F=A Y

SNMPv3 &

SNMPv3 AL X}

SNMPv3 EnginelD T+
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SNMP & 71

SNMP E7|= MIB Of Cigt BM A HSkincloud / excloud)S MO{Ste AQULICH CHS HAHS

o

A83H0l 1dE T EstdAlR.

CEL g
snmp-server enable snmp THE2 2435t
. . Lo| o2 b o)
snmp-server view name oid [exclude | 27] 752 0|F,0ID X8 MIBS
. o| = cC L o Sk
include] 5tel E2| £ HO|E2 FItst
O|20f ZHN AlHX}O| MM A ATt

2 X|gg ot
Exclude : BN A& HE

Include : HMA &

SNMP 2 7|0 A AN A & e 12 AeH2 MIB ZHMHE "exclude" 7HH| 2 "include"= Lt K|
WM ULICH A EEX] R2 K 7|2 o2 HMA T = Q&LICH
SNMP E7|& F/d3%t 2 SNMP 1.& O|E2 T#45t= SNMP E7| & F#3i510f 11&F 0| S0 A

HMA & U= JHHS] otel s Mot & = ASHEL

wn
P
<
v
0
o]
3
3
C
=)
e
<
=2
=
%
i
=
2
1
0x
A
rr
4
2

SNMP community 2| 2XtES ALESH0] Zt2|A| A" ZH|ALO|S] 2AE Fo| & += UFLICH
Community ZAFE 2 Zt2|A|AHO0| ZH|o 230 & = UAA St= L=t FAFLIC

Community =XtE 1 2HASHY StLf O 4| £ S X|HE = ASLICH

o o2 T M
g30 s
. . Lo =0 it 7ES Kol S
snmp-server community string [view view- 3 &2 community &s 82| B
name] [ro | rw] [word] C}.

StLt EE= 02| Ho| A8 #XEE 7+d & = UEULL 'no” BHOE ALESH0] X|FE
Community 2XtE S HAHSHMAIL. Community 2AHE S F45HE HE "SNMP H &

HZSIAMAIL.
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A 2B 2E|Rte] o= B A A[LEO X 28 74

SysContact 2t SysLocation = A|AE JIFE0|AMQf 22| H=a== MIB 0|1 2{2to| ZH|2| ID Ztat

IKIE Zof HLIL O] YE &= Config & S3HA HMA E 5= ASHLCEL 22 ZEOM TOHF

— o| 2| | o =]
snmp-server contact text 4 LEo| 3 I Xtof St =

) C 9|%|o| BXIUS At
snmp-server location text =E flXlel 242 TR

ZH|OAM 2= SNMP H|O|Ef mfZIe] =T 20| Fe

g5 oW Ho[H mjzlol x|t} Zo|E 74 &

T ASLILL 228 ZEAM O=

Ly

IIs

. miZlo| x|CH Zlo|=
snmp-server packetsize byte-count 5 HOIH malel Hof 2ol 7

=

gL,

SNMP AtE{f HL|E{E

B9 ZE0M B BE A E AHESI0] EXE Community 2AtE &5, of 2

i

A 0O A

HIRSH SNMP £3/288 §AHE ZHHE & = ASHH

IIs

show snmp SNMP HEj 2L|H.

SNMP trap ++-d

CHe OIS ALBBHO] SNMP trap & BLIEE Al2™0| 742

g9 + ASLCH

o trap= EUHEE A|AH 7Y
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Al

HYREOAM BHEE &

SAER BEWES gL,

o
ol

of

7l

=
o

snmp-server host host community-string [trap-

typel

Trap HIA|X| Q] = AE K| FGLICE

snmp-server host host [traps|informs]{version

{v1 | v2c | v3 {auth | noauth | priv } }community-

Trap IAIX| Q] =X}, B, AR
O|§= XIE&HCt

SNMPv3 trap 2| 8% SAE7LE

string [trap-type] =
9 PP HAIKIE SAStEE SAEM Ch2t
SNMP engine ID & +-J3}{OF L|LC}.
A|A”IO] AJZLE|H SNMP 82 XtsC 2 Ad ELCh ZE |¥9| Trap O &-d3}t ELCt
“snmp-server host " HHOE AFE3I0] O{H SAEJL O Z29| Trap 2 AT X| X|HE

A& LT
UL Trap 2 CHE YHES Sl MOjsiof ZLICL o|E S0i, AHEO|AE HAHLL B I} SNMP
23 EYS 2L QIEHO|A FTHEOA “snmp trap link-status” BHO|E HEsto] A3
EME 23t sfjoF Lt
Trap 2 F=4I5t2A™ S AET} "snmp-server host " &S 78O HL|Ct.
® Trap o HAFQl O =75}

MEAN S5O = Trap O] A|ZRHE|E= AA QIEIO|A, BIAIX| 2| ZO| E& Z}

SAEQ| YHE 7t 72 XY = USLICH Trap o A Of7H+E

ot MYRE0|M Chg MEX HHOIE ALY == JAS LT

F&o] IIs

snmp-server trap-source null

Trap HIAIX|2] 24 & null interface 2 X3 $HCt

snmp-server queue-length length | Trap O U= 2t @ AE0] et HA|X| 7| ZO|E
L (Z]22k : 10)

snmp-server trap-timeout seconds | T & CH7[H0|M Trap & MTS & B E
golgtHt}. (71=8f: 30 X)
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SNMP HQIE AA 2N

=
Fa

HYBEOIA CHE B

A0 & HATI0] SNMP A X[ 2]

AN FAE THOYAL,

CEL

715

o

snmp source-addr ipaddress

SNMP HA|X| o] ELX|E F 2L Lt

SNMPv3 group T+d3t7|

182 T4 E CFS YOS UHBIYAIR
Yo 7Is
2o k=
snmp-server group [groupname v3 SNMPv3 A& TR
H™YMoz Ol ul Eg|o E =2 O
{auth | noauth | priv} [read Zl2He 2 Qe ofpl Eelo] e =
readview][write writeview] [notify o2 = A&t
notifyview] [access access-list] Privi SNMP v3 & 7l Q15 9 53t (HEh
Auth: SNMP v3 H& IjZl 21, P=oh= O/HE.
Noauth: SNMP v3 & T2l 0|25, &= 3t=
0] 8.
SNMPv3 AFEAF T+d5t7|
Chg BBOE 2dstd =22 AEAE 79e & ASLICE B2|X7F ZX[of 2aQ5HH X0 73 &
AEXt O|E1 A2 E ALEXO| A 22{0F SLICH AFEAIS| 2Ot =22 AFEAZL &8t AF2| EotsZ L0}

7Lt ZOtoF gLt O¥X| g

input auth:

comfirm auth:

snmp-server user <name> <group> | SNMP v3 AtEX} 0|, &, ¥=3t, 015 Al 7
v3 priv <aes128 | aes256 | aes256-c> o
P | | 5 Qt& B} HHAl(PBKDF2 + AES256) HE
auth <sha | sha256> 5
(T =, 9 L3 E YEIE BA|)
input priv: Priv: =3t H|ZH= YH(O ~322 7%}
comfirm priv: Auth: AFE X} QIE H|ZHS A (9~322 Xt
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SNMPv3 Engine ID 748}7

SNMP EnginelD & SNMP Engine & A &5l=0| AL EL|C} 7|Z2] SNMP ZHE[A|AH 8

Hl= SNMPv3 Z2j| 22| SNMP Engine Off ZgH [0 UAZLICE

eyl |5

4 HFEH Ol H
snmp-server enginelD local AH SNMP AZIof 7 B E RILICH (11 =)

engineid-string

3 Ol

Off & 1

snmp-server community 5 public RO
snmp-server community 5 private RW

snmp-server host 192.168.10.2 public

?l= o241 22 o= LtEH- L CE

e DEMBHTE AS = U= 37 EAES Fdst= WH

e DEMBEBSE QD £ A Community EXES 740 35t g
Community 2X} Public & A23}0] A|AHIS| MIBHAE S 4 JASLIC

8t Community Xt 2 Private StA T+°d5t0] MIB =& 20 A|A"R0| 47| 7}53 MIB

Qo] HH2 A|AHIO| Trap & ELHOF & I Community 2XtE S Public SHA X|H35H0] Trap &

192.168.102 22 LA ELth o S0f, FH|o| ZET} L2 JEi7F & ACHH FH[OAM =

192.168.10.2 £ LIS Trap BEE EHL|C}
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Ol &l 2

Switch# show running-configuration non-interface

snmp-server enginelD local 80000523015a000003

snmp-server group getter v3 auth

snmp-server group setter v3 priv write v-write

snmp-server user get-user getter v3 auth sha 9 e7a86399065c56fa8645cc14e33f29f2d
ac965c3d73fd879fb424419cac7a3ff

snmp-server user set-user setter v3 auth sha 9 2e556b053bf1903cf40643b2687dbdba5
2aa1ce594605fd7724713322f88b48f

snmp-server user test admin_g v3 priv aes256 auth sha256 9 65c03eaf2ea90e0cdb8cf
68572b690fcec03713d31f1e566738db3e2dbelfdae d3ec854a04c12dacc1ca380d999afe8d0054
€02370c8069000c8efd3eal12227

snmp-server host 90.0.0.3 informs version v3 auth notifier

snmp-server view v-write internet included

& Setter = X E F+HE = U= UHH, OF Getter = FX|HLEE #ot & = ASLICL
AFEXF M AFE X2 & User 7t & Setter Off &8 [ AFE Xt Get-user = & getter Of

Ete]d L_| [|-.

=

ro
0

T2 EXT Y=ot X] EELC

=
=

»

get-user 2| 4% Eot

—
Set-user 2| 4& ot &2 AT A Y23} HLCt

ZH| 0| M Key event 7} 2SI H username notifiy £ AF2SH0] ZHE|XtO| SAEE 90.0.0.3 Of A

2E HAIXIE 2=
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RMON 4

RMON 74 =H¢d

RMON 4 % ¢:

A2|Xof CHE RMON & 7|5
A 2|X|0f Cist RMON O[HIE 7|&
A2|X|0f Cist RMON 84 7|5
A2|X|of CHE RMON 7|15 7|5
AQ{X| RMON 714 EA|

ALQ|X|0f CHet RMON BE 7|5

I
o
Z
O
=z

N
H
N
or
njo
4
ok
ot
+
20
i)
C
o

Command line EE= SNMP NMS & &

HEOo| IIs
configure B9 === Sogdn
rmon alarm index RMON 28 =& F7I5HMAIL.
variable interval Index & ZE 50| MAYLICEL F= HPIE 1~65535
. Lt

{absolute | delta} rising- . ° _ ol

Variable 2 2L E 3 Z|= MIB 2| 24K L|Ct
threshold value AAEOA f23 MIB 24K 0 OF O, Integer, Counter,
[eventnumber] falling- Gauge == Time Ticks 78 9| Objects Tt K| & 2=
threshold value AELCh

I I% HEE|206|'_I-A7|-E|_}—OO||_|:.E|_I-OEZ§_
[eventnumber] [owner nterva EE 98 flet ATEH YU 24

EHOIO|T 9% 22 1 O 2147483647 Ato] QL|Ch,
Absolute = MIB 242 22 =% BLEY 3=
AF2EILICH HERS S ME2 AO[of M MIB 2= EQ]

EO
U HES E'—IH 5PE il AHEE IEf

string] [repeat]

%'—I':f

Owner string 2 2Z2H0f Cio §EE HHBL|CH

. o = =0}2
exit 2I7 RE2 SEorLc
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. M KAFSH|C
write 42 MLt
rMON ZE &=0| 28& = &X|= X|FE oD #42 7ttt
SISE 242 alarm (YOt £= ZELHO| w2t O™ Ziab H g L Ct
SIS 40| Ol ZEC A0 &5 UA U2z XHE A ¢S X1tsts 42 O|HIE Hz Tt
index H=2 0l O|HIE (O[HHIE 7} 0 O| ALt O|HMIE STt index H= 7 Ej O|HET}
2ASH] REZ)
Heo X|EE OD & g2 = 8T o] do| & a7 Hij7t Fa2 FdE L sgst
MoloZ Hi §22 437|218 rmon alarm  Claf ¥ MWD OpK|e 2D
SOE A LCE OFF 2 rmon alarm 2| index = AlSHX| g0 QIHIATL S AUTH Y =2 FA
% 4+ Ut
22| X[0f CHSH RMON O|HIE 7|5
L2 #0|= RMON O|HIEZ T/ d5t= THAIZ} LIS LT
CHA| HHof oY
a2 = EZHLC
1. configure 228 22 SodUn
, O[HIE SRS ET|SIAIA
2. rmon event index RMON O E 252 F7kottAle
L ) Index = O|HIE &5 MOI0[0 §& #HP|= 1~65535
[description string] oyt
(log] [owner string] Description 2 0|t E0f| L3t M2 Z o|O|gL|Ct
[trap community] [ifctrl Log = O|HIEZI M E o] 21 HO|E0 BEE
interface] =7t A€ Qo] gk
Trap 2 O[HIET} 2l E [ Trap HA|X|2| -4 & 20|
gt
Community & Community 0| & & L|Cf.
Owner string 2 L20]| Lot HEE AHTL(CH
. I =1PN c =0zt
3 exit 22X REE E|FotgfLct
. MO K RFSH |
4 write TEE MLt

rMON O|HIEZ} {1/ &

eventLastTimeSent &

20= rMON &7} 2hdligt

@ rMON O[HIE 2t=9| =02l

SysUpTime 22 F-dd}jof gfL|Ct.
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Log 40| rMON O|HIEZ M E|H HA|X|7F 21 H|O|E0f =7t & LTt Trap 40|

rMON O|HIEZ & EZ HA[X|7} 7L El O|E2=2 HESELICL rMON OfHl

[IJ|FLI

o3

Aol S Ut index 2 O[HIE & 52 7145

-_

™ OpX| 9 42 HEE L rMON OfHl

index & #5310 index 7t S L% OHIE &5 F|ag = AFLIC

AQ|X|e] RMON E4 M

<
@)
Z

m
X
[
H
rlo
oA
as
1o
H
rin
H
[m
i

| ot 4 §28 2LH ot=0 AFEE L

rMON S & +d3dt= ttA= Chaat 2Lt

CHA| FHo 49
1. configure 6 T REZ SoiZLCh
2. interface iftype ifid 7 ZE RER S0{ZL|C}

iftype2 Z& |FEE 2lO|
8 Ifid= ZEQo| IDE o|0|gfL|C}.

3. rmon collection 9 HZEOM A 752 ¥zt L
stat index [owner index= S7° ¢S ©|0j LTt
X owner string= S0 St YEE Y= A Y
LIEh
4, exit 10 MY ZEZ SO AL}
5. exit 11 EX EEZ SO ZLL,
6. write 12 TEE ML

S Lot MOolg ARSI EA TS S £45H7| 28 “rmon collection stat * & 02 | AMalSIH

ORX| 9t L8t M-20| EL|C} “rmon collection stats index"S A0 index 7t S Y3 E7

AQX|Q] RMON 7|2 M

rMON 7|5 52 X2 ZEOAM THE AlZt Muo| 4 §2& +Hst=H AFEE Lt

rMON &7 7|52 ttZat 20| F+g& Lt

oA g0

nx
oZ
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1. configure SEY DC= SojZLCh
2. interface iftype ifid ZE REZ SO{ZUCH
iftype 2 Z& RS o|0] Fict
Ifid = ZEQ| ID & 2|0|gtLCt
3. rmon collection ZEOM A 752 g%t Lt
history index [buckets index = 59| M2S (DL
ol g5o=2 =X ZE Ho|H SoA A4 H3
bucket-number] o
Mo =S KEof gLt O|2{3t &4 2k 27
linterval second] 9lef olEiUol 7|12 S22 Jop 2 4 YBLITE
[owner owner-name] 71222 50 7 L|CH
T Hije Y2 &4 HO|HE &5t 7tH 2 olO]
ghL|Ct 7|= g2 1800 & L|Ch
owner string 2 S0 Ch3t Y2 E HFSt=
At
4. exit 224 nc2 F0F Lk
exit 2E[X} REZ FOf ZL| ot
6. write TS ML

RMON 7|8 &=0] F7tE[H FX|= AFE ZEOM 2 =0ttt 4 442 7S L

HA =

£7 32 M2 202 0/8 20| 71 HUCH IMON 48, 7|2, Mo12 ofaf ¥ Agstof
St MoI0R 7|2 BB S TASHE OXI0| T4 P Bt Xg Fuct,

rMON 7| & index & 2&3t0] index 7} St 7|5 &= Fae + AS L

o2t
P

T
S\

30| 30| LR AALE ZHH(X)0| 42 B2 FP B2 U

A& et

AQ[X|2] RMON T+ EA|

show OIS 2&5I0] 22(X|2] rMON T+d& EO{EL|CH

cE EL

show rmon [alarm] [event] [statistics] T SEE A gHO

[history] Alarm 2 & &30 142 BA|St= A2
o|0] guct
Event = O|HIE & 50| 7195 HEA|StLD
O[HIE ZHof ofs Hd=[ ZH|O[ZS0
Zot B g=S BEAlots AS 90| &L




Statistics = M X|7} ZEQA =T sl= EA
g2 9 87 el #HE BEAlste A
ofn] #tuict.

History= ZEO|A XA XY= 7HHo 2

AI|-'-|_I_

0t
Jio
=
ofm
X
£
lo
-
0x
o

7=
=
7He
E

10
o

gt
i
Inl

HAISH= A
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O] UEL|Ct SSH AMH = A3}

—

=)

o A

= 7
oto
LS —

HHSEX]

o
[

| Xt
(o}

—

2 SSH 2ao|PiE L
A

}hE
- O

.
o

EE
=]

|

=

1L
o

LIk (KEA|
N

=

=

s

o
(=)
=

o
=

|

SSH MH7|5& M&otH SSH E2t0[AE et

SSH A{H
= Al

| -
| —
’ls

[
=
=

e

SSH
X|2HE SSH AH

SSH 22}0|YME = SSH

29/%|
k]

Xt
(=]

L|C}.

I

o L
= X

= B 20

|
3l

SSH AMH{ % SSH 22}0|

ol

Kl
X0

0

M
O
il

.

70
Kio

ol

ol

or
il

-

10
Ko

LICt. SSH A= 7| &

s

e
o
=

= =
oI5 ZEE AME

= 21¢

SSH A H
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Yol EL:

ip sshd auth_method STRING | 2|5 2ol 552 gL CH

ACL T+43}7]

X[ SSH MHOf Lot FZE MO{st2{H SSH A Of tigt @2 MO 525 F-d3ioF 2L Tt

—

=28 ZEOM Chg B3PS Sl B2 Mo 55 #IH

Ly a9
ip sshd access-class STRING ACLE F+dgLct.
eI Algt =1t gt 4

SCHO[UELt MEZH0| HZO| & = Fd& AlZt Loy 2

GZg BEUCL 229 7Y B0IM T YHS Sof 7Y A7 £1H ke TAFLICH

HA od
Ly a9
ip sshd timeout <60-65535> 15 AlZh =1t gtE 4

ob QIS0f CHeH AlZHO] Z[CH AlZHE Z=upsHH SSH M= Af HZ0| Y &|X| @i= oF 2

LS

MAIE SHX| @& LICh 2) Al 3

2=
AT =

N

| A
— 1

|0

2 3YUUCL 228 REOM O F BN E

2ot QAS S LAl A[=3te Z|T AlZEE 78 SHAI=:

=

FYof g

ip sshd auth-retries <0-65535> Configures the maximum times for retrying

authentication.
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SSH AMH 43}

doz Md ot ChZ S2t0[QES| A Q¥ S AL 2 1~2 & B 42 UG
=228 74 ZEO0M Ct2 BHOE 2-SH0] SSH MHE gdst gLt
HHO 49
ip sshd enable SSH MHE AtE 2LICt
2= = 2048bit 2 M4 EL|CH
SSH HE 74
SSH HTEE 74 LT
HHO 49
ip sshd version 2 SSHE 7|2 a2 ™ 28t
X &gt
SSH 7| M¥
SSH st ddE 7|5 ZaAl 220 HIotr| f/3 cr= BHOE &2 gLt
FHO 29
ip sshd save SSH 7|& EaiAl 22|of o=z
Mg o)
SFTP 2hgst
SSH 2'4%t% SFTP & 293t 517| fIsh Ctg HHOE A& LC
HHO 49
ip sshd sftp SFTP £ EdiA| tize(of o=
Mg
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SSH SA| & M4 Kot

HHO 49
Max-lines ssh <0-31> SSH SA| & MAZ2 Nt ote&
M I—I'c'>'|-|:|-

no max-lines SSH SSH SA| H& MM A

o x &
d& Flastt

t.

SSH =Xt =tol

HHO 49

show ssh ssh &AL HEE BA[SHCE ES 1P
TCPEZEF™HE

show tcp brief TCP H& MM EEE HA|SHCL

SSH MH 1/ oA

CHS RHOME= 1P FEATE192.168.20.40 Q1 host TF SSH A HO| B & 4
AFE Xt CIO|EHHO| A= AHEX}L ID & TFESHE O AF2E LI

Access control list (ACL)

ip access-list standard ssh-acl

permit 192.168.20.40

I

aaa authentication login ssh-auth local
ip sshd auth-method ssh-auth

ip sshd access-class ssh-acl

ip sshd enable
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SSH 22I0|QIE 7|5 AtE

SSH 22I0|AE 7|55 AH&st2{™ ot S H= St

=
to

YO

Ssh -l userid —d ip_address FO1Z AE 1t 1Pv4

(AB.CD)Z ssh &S A|ZtstL|Ct.

Ssh -l userid —ipv6 ip_address FO1Z AE 1t 1Pve

XXXX:X) 2 ssh BES

P Hd 2Hd =2

ot
-
_|T|_

> o oo |Jdo mo |nx
L S P S vl I D S ol )
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Telnet 74

Telnet AH|A 7

o

ip telnet enable

id>

ip telnet sour-interface vlan <interface-

Telnet & AFEE 4= U= F 2d3}

Telnet &2 518 AHHO|AE X|E

ip telnet listen-port <3001-3999>

Telnet ZEE BZA. (7|22} 23)

lp telnet max-user <0-31>

Z|C Telnet AFEAL 5= X8

no ip telnet enable

Telnet & A2 = QIEE H|ZHY3}t

Telnet A{H[A Q15 21 O S 4
FHO 29
ip telnet attack-defense <Count num : 3 | &% 3= Mot U X H& C7|A|2tS2
- 10> <time num : 30 - 86400s> 78 85 5 At 3~10 2
M ES 7] A2t 30~86400 =
no ip telnet attack-defense &34 Ol JHE Oj7| A2 A AR

Telnet SA| = Ml At

Yo

A
=3

max-lines telnet <0-31>

Telnet SA| & M2 XMoot SIEE

23t

SAl B& Mt 0~31 (7122 0)

no max-lines telnet

-_—

Telnet SA| H& MM 282 F2¢2

—

Ct

22| X H2H0 ACLAEE

Telnet MH{ O CHSt M 2S Moot HHEZTZENM #E ACL S +dot1 Ofef

HH O Z Telnet AMH| A0 X

EfLo.

Hof

g

ip telnet access-class <acl_name>

22| X H2H 0 ACLE Telnet
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ME| 20 HE-fLICE

Telnet ™ X} 210l

Yol

L&

show telnet

il

Telnet X HEE HEAIBHCH HE 1P

TCPEZEFE

show tcp brief

TCP B M SEE BAISICL
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OI=(AAA) M

AAA T2

HMA MOl= HERT S MB[20] CHSE AMAS KOSt Y- YLICH 2T, Het F0f 8

AE (AAA) HIERIR 22t ME|AE 22 e HM A MH0| CHet M2 XS Fd5t=

AAA E ot MH[A

AAA = M 7HX| SEHQ 20t 7SS EitE gHeR Fdotr| el 71eX Yl

2| YA YLICE AAA £ CHg MHIAE A= & U4 S MLt

« Authentication - 2191 3 &= Cizt AXt, @H S SE, HAIE X2 3 MEiSH

Hot ZR2EZO M2 F25tE HIRoH ALEAL A8 WS MSeLIch

Authentication 2 HE{/3 S MH|A0| Cist 20| 5{&%7] ™| AHEXLL

HEAI
(=l

1>

H o

18]

Lict g = ol

— =

rir

T8 g 2T =ME FolgLtt. ol & 2T HAET AR o £

CIET O] 20 HELO{OFgtLILt. ofel= 7|2 HAE FE ("default"2t= 0| 8)RILICH
7|2 HAE F52 CHE WAL S50] ZolFX| 2 89 2E AHI0[A0

Asez2 HEFHLUL gl & Has 550| 7|2 Ha

[N

S22 5= A8TUL
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Klo

od
ufJ

= YRS o0 2

3

HolsOFetL| T AAA EQF MH|A QR0

X, P

=
=)

]

2
[S)

Af

o2y,

x

m]

Ay ==

EH
=

A& AL
kel

.
o
[

A
-

LICt.

I

=

e
(=)

=

A0 Ch

ne

Ly
o

= Mol SRS A

g
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newinfo X periodic 7| Y EE Z5F AI8St= 29 20 & M A FEIt U2 wforct LAl AH
HIEEZAE MHZE EWXD AE BREs Q5 Bz ol Eiz 7|z AE MH=Z
ELEL|Ct 0| & 0, aaa accounting update newinfo periodic number E&& A5t H HH 1|
2003 BE AFBRIIE F7|HQ YA A HREE AL HF5tD M AFHE A= newinfo
2NEEE 7|8z AE YREE FHeLT

AAA A8 AHE Ol MO

AAA A|AEIO| ALEX} O] F ZXFEO| NULL Q1 AR XLO| TS AE 2REE EWX| R =Fot2H
Z2Y 14 ZE0|A aaa accounting suppress null-username EH S A5 Al 2. AFE X}
O|E0] NULL 21 AFEXAIOA HZEES EW2{HO0| FZHL| no PAIS AFESIYUAIR.

° aaa accounting suppress null-username

RADIUS #+M

0| Z0j M= Remote Authentication Dial-In User Service (RADIUS) E O A|AHEIOf| CH3s| M3t
RADIUS 2o 52 25t RADIUS 7|&& Ar85t7|0f HEstD BN HEs HERA st8S

AIRHSHLICEH "RADIUS 78 &Y S E"H 0| M= AAA (authentication, authorization, 1t

accounting) 3 T2 E RADIUS & T/d5t= LH0l| CHs dFatL|ct
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=)

RADIUS 78

RADIUS = #?H0| gl= AMAZREH HEYJIE E25t= 24 SE0|AUE / MY

M"Y LCH #3A| RADIUS EEI0|AEE AX|0M LN RE AEA QAT 3 HESRR
MH| A M~ FEIF 2ot & S RADIUS AHZ 21T 2FS 2-LCH

RADIUS = &4 ALEAL0| Lot HIERR AMLAE RASHHM 2 E2| 2000 20 Chfet

HERI 2EZ0M FoIEAS LI

HAM|A EOto] EQot CHE HES R 2HE 0 Al RADIUS & AFESIMAIR.

® RADIUS £ X|R3tE 02 S5 M HM2 MHIIUE HE/JAR OE =9

o2 S5 Y2l UM ME= EHY RADIUS MH 7|8t & ot Ho[HH|0|AE

AERILICE 03] S5 Y2l MM A ME7E s 1P 7|8 HEAIOM Tt

M2 A2 A= Kerberos HOF A|AEITE SHY RS EZ 2 AFR X} X| ™ &l RADIUS

MHE Sof 2S5 E Lt

o  AREXZL T MB|AO|ZE A ASHOF St= W ER/S. RADIUS & AHESHH

THY = AE Aular g

rlo
ra
ne
=[0)
um
'l
m
tA
rr
v
av)
)
&)
o
5
=3
o
(@]
)
)
o)
—~
)
=
(@]
o]
(@]
0
o

PPPE A3 £l HBO R AHotD Ho| H UMA S22 AL

o {2 A8 S/t 2% HESR A RADIUS 2IF0|Lt HEH R0iet &

)
£Q
°

RADIUS AI™E A2 = JSLICEH RADIUS Al'E 7|2 AHESH

r2
x
=
>

A% S ER AIF HOIHE H&5E & A28 Md S| At

oh
ri
L]
>
>
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(AIZE T2, HOIE S)o| &S LIEF-HLICE IE U MH[A SGX} (ISP)=

— od

Z2[90f 7|8 2| RADIUS M A X0 & Accounting 2ZEQINE
AL83Sto] St Hot QI HF Q7 AtehE SFAIZE = JASHIT

CHE HESR 22 &4&0lM= RADIUS 7t HetdtX| @f& LTt

AHEXH7F RADIUS

I- H'c'J'I-L_||:|-

@)

3)

HE| ZZEZE HMA 2, RADIUS = LS T2 EZ S K| ASHK| A&L|Ct.

(k=]
AppleTalk Remote Access (ARA)
NetBIOS Frame Control Protocol (NBFCP)

NetWare Asynchronous Services Interface (NASI)
X.25 PAD ¥&

AR|X|-TH-A2|X|Ql ZL. RADIUS & F 7IX| Q15 S MSSHX| Y& LILCt.
CtYSt MH|AS AL SHE WESR T, RADIUS £ LB O 2 ALEXLE B}LtC

MH| A 2RO Bl d gLt

RADIUS 29

ALESHY MM A AMEo| 2015t Q1Este{ 1 ot Chg EHA 7t

AFBRHE Het o[l H| LS S @S of ST,
RADIUS ME{O IEAS H0f AL X} 0|21t Ot HUMSE 2 HL|CH

RADIUS MH 25 E ALEAZF #= SH & otLt7b ELICh:

a. ACCEPT—ALE X} 9150 = &

-|0

b. REJECT—AF8X} 2150] 0f0|C] X ML R @72 olef x| %2 2

o
oT.
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c. CHALLENGE— RADIUS A{H{Of| A H2IX| 7} st L|CH "MEIX|

rir

MERZEE 71 HO|EHE =Tt

d. CHANGE PASSWORD— AHEXIO| A Af 2= & EHSI2t= 27 0| RADIUS
ME{o|| ofs| ‘Ll Lt

ACCEPT = REJECT SE2 EXEC & HER A AT 200 AL &= F7t
oio|E{Qt @A XS E LICE RADIUS 2152 AHESHE T A RADIUS 2152
tEsfjobetL| Tt ACCEPT S+ REJECT IjZlof =%k & F=7} oo E & ChS ot
20| gLk

AU, rlogin EE= LAT (2Z 9 ©E) ¢4, PPP SLIP (2| QHU Z2EE)

Lt EXEC MH|AS HIRSHO AAEXIZF ML S QU= AH[A

L oA A{B{O]| RADIUS & FASIE{ T C}S RS SasloFgtLCt.

RADIUS Q152 2st & SE2 2|5t ™ aaa authentication M T

HHES AFRSIAMA| 2. aaa authentication B A0 CHSH Xt HE=

Mol &l AE EE2S AFESIE{H line X interface HH S AI2SIAA|I2.

Mot SEE QT Y EE TSR
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o ST AEX Y

52 9153824 aaa authorization global FH S AFEE =+
A& L|C} aaa authorization @& ALE0| Cliot AbMTt &2 "Ho 1" H 2
KXSHAA L.

®  RADIUS A0 CHEH AEES &/d%t5te ™ aaa accounting BHES AL S =+

A& LICH aaa accounting B AFE0] Ciist RbA|sH LY

-

o

82 AY BYE

o

o>t
o

FRSHMA @,

RADIUS T8 g =5

° RADIUS MH S4lo 2 Mzt 71
° == YN E RADIUS EME ALESIEE AQX| +4
[ ]

RADIUS 215 X|H
° RADIUS #3t X|™

RADIUS A X|H

RADIUS ++& ¢l

=

RADIUS Al EAlO 2 M3t 1M

[ o

RADIUS 2 AE= YK O

£ Livingston, Merit, Microsoft £ CHE &

ZEQO XMS &H el

St= LIS AMEAF A|2B YLLY.

o
7 Y2 HAE

Mo

At

mjo

AME310l = E Y=

RADIUS 7} AAA EOt HHES

o

>

8322 TABI2{H RADIUS AfHf O 2

S M#ste sAEQL
= Al’golopgt L L.
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MH| 2 RADIUS MH S4E 713128 222 78 RE0|AM TS B2 AFESHUAIR.

Faof e
radius-server host ip-address [auth-port | &2 RADIUS MH S AEQ| P T4 Ei=
port-number][acct-port portnumber] DAE 0|52 A5t 215 A AE cf4
ZE B3 E oot
radius-server key string 2t E{2F RADIUS ME{ZH0| A8 &= SF7
HE HAE FXIE S X|7deL|CE
2t EQF RADIUS AMH 7te| MY S41 Fd2 F 85t 8y +d R EO|M CHS radius-server
HHS AFESIAAIR
Faof e

Z7|8t7] Mol AQ|X[7} ZH RADIUS 82 AH O
radius-server retransmit retries x

8Lt (712 a2 2).

L HATT

XS MHSESH7| Mol AX|7F RADIUS 2H 0|
radius-server timeout seconds 5
=

S 7Itels Mz (&) XS

RADIUS 215 &

o
radius-server deadtime minutes N
MEZL R 2 SO HEEl=X| XFLLCh

IETF (Internet Engineering Task Force) Z£0t B2 52 Y 54 (EY 26)2 AL

HES HM 2 MB{QERADIUS MEZHY| S& 2HE EE TES= YyS XL

OH
h
2

H ID 2 VSA Of CHst XpM|$H LH-2 RFC 2138, RADIUS (Remote Authentication Dial-In

User Service)S T ZOHUA|2. VSA & 2143110 AEoteE HERT KM MHE 9512 H

CEL TS

radius-server vsa send [authentication] HER HNA MHIZERADIUS IETF &4

260] Ho| EICHE VSAE QlAlStD At St
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4 RADIUS 9=

o

X
|8l RADIUS 91 7|12
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1=
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A

RADIUS MHE

WA., 0l
g T = 50 o
10 . o LTS <| _
Koo % = 3 W 4 X
K= ° KR [N
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oo 2 3 Az ow mo W
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a 0 K 1] = o jol B K oo !
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RADIUS 8 Of| x|

RADIUS 215 % &gt 2o of x|

CHZ Ol0f M= RADIUS & AFESHY QISotl dots RIS 2tRHE 795

rir
0%
I
o

B EFLICH:
aaa authentication login use-radius group radius local

O] MZ RADIUS 215 & #ot 80 2o &2 Craut 20| FolE LT},
aaa authentication login use-radius radius local 219l ZEZEO|AM QIE52 {5 RADIUS &
ANESIEE 2HREHE I LICEH RADIUS 7t LFE BI2SHH AHEXtE 2Z HIO|HH| 0| A

AtE3I0 QIS ElIL|Ct O] Of|0f| A use-radius = RADIUS & X|H3st Ct2 24 QS

mjo

X’ Est=

1t AlS oA

X
>
)
C
N
e
ol
=

CHS ool M= AAA B Tt 8H RADIUS & AtESts 2B 4 S HOolEL C

radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd
username root password 5 AlongPassword
aaa authentication login admins radius local
line vty 1 16

login authentication admins

Ol oH[2] RADIUS 215, ot 20 S AE 42 Ch21t &0| ol Lt .
radius-server host @ &2 RADIUS Al S AEQ| |p FAE HO|gtL|CH
radius-server key HH2 HEQT WM A MEH L} RADIUS M SAE ALO|O] 3/ H|Y HAE

AEE ZolgtL Lt

Mo
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aaa authentication login admins & £td 2Z F&2 RADIUS 215 & RADIUS MH 7t

00

BOHA| B

ox
4o

2Z 230| pPP & ALESHE HE 20N AL E S X[ Fots AT YH-

— o

E2 "dial-ins"S Ho|gtL|LCt. ;

login authentication admins &2 2192 215 S {5 "admins"HAE S5 HE LT}

RADIUS H& o A|

CI2 Ol= AAA B M E

i

Sof L 7S Folot= LS BoFLCL
radius-server host 1.2.3.4

radius-server key 5 myRaDiUSpassWoRd

username root password 5 AlongPassword

aaa authentication login admins radius local

line vty 1 16

login authentication admins

?1o| oo A 2t HE o= 07 o 0|7t USLICH CHS LHES BZSHMAIL.
& radius-server host = RADIUS A{H{Q| IP FAZ Ho|gtL|C},

B radius-server key = HEAT WM A MHQF RADIUS MY 7He| 37 EHS FolghL|Ct

]
ro
ol

aaa authentication login admins radius local &2 U 55 admins & oLt

rk

2| Xt 552 HXA RADIUS & ¢!

0I>|

o= X T RADIUS ME{ 7t SESHK| Q= 2%

7 o]
= -

tu

ol
o

A& Lt

login authentication admins 3d2 271901 215 HHO 2 admins HAE FES X|HTLC
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QI H O] &

O M2 AQIX|7} KYSHs CIYBt BRO| QE{TIO|AS BT ChyBt QIE{TI0|A

7o tiet +4 32 & F=ot= o =30 LI

2E IHHO|A HHO Cieh XtMet 22 AHH 0L 714 FES HESHYA|L. 0] MM

—

I

L= CHE 338 T2 d3Mo OHE 28 HIoHAIR.

Naos 2= AHHOA RHH HE & + JUs S S=27F ZHE LD

A EEls AHE Ol 7Y

CIE{H| 0| & Fof Tieh AiM|eh LHE2 CHg S HZESHUAIL.

QIE{Ho|A §

o
ol
2
itas
[

O|EH Y AEE 0| A5 Pt T,

A& Ol Ul QIEHO|AE FERLICh

Ethernet interface = o|lEul ol mo|A M
7|7tH|E o|HYl QIHI|o|AE

TeLCh

=2| AHH oA 74

FoH QIHHO|~ e OIE|H 0|29 ' (null

Ho|AE 3 AHS AK|O AT
ELICE AFE A= 2010 2
X|0|A VLAN QI E{HH0|AE

g = AFHEL

o Hu

Null QIE{ 0| A '

Logical Interface
VLAN QIE{ 1 0] &

[> 4
ox 40 ox m

-+

A AHH oA

rr

2| AHH oA T

Rl
rHo
mn
rir
4n
O
du
10
ro

BT O] 2: O|H U QIE{H|O| A0t =2[H QB 0], O Q& H 0| A

rd2 B2E 4 AHLO|A B ALX[0f 2X[E QAHHO|A FtE £ QAHIO|A 2E0 et

StLto| FX|of et ChELICH =2lX IHHolA= Y =28 FX|7t gl AHH0[AZ

MERZL #3522 FdgtLtt

2fX[e] X & o|E % A EO|AE BHZat Z5 L CH

Ol 2IE 1| O] &
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T2 o|C{Hl QIEH 0|~
7|7HH| E O] Yl QIE{ 0| A

A9IK|9| X Ele =24 MOl As CHEat ZE LTt
ozl Ol T 0| A
null 21 E{IH O] A

aggregation 9IE{HO|A

VLAN QIE{H{ 0] A

OIHIOolA 9 7he

Che 432 2= QIHGO|AS 71 Z2MA0 MEELICH MY 714 ZEO|A QIHL0[A
THE G2 H CHS THAE FHSIUA L.
(1) interface ¥ S A0 QAEHHO|A +d EEE S0{7tA QIHEHO[A

M
(=]

-+

o

A|ZFSELICE O] I AQIX| TETE = 'config_'Qt FH & OIE{ T 0| A

ok

Moz FAMELCE O AHIO|AE HSE AIESIYAIR. M= MX|
(exworks) EE= QIHI{|O|A ZEEZF A|ARIO| =7t 2 Uf X|7ZE LTt O
OIEHO|AZS HEA| 6t2{H show interface S AHSIMA|Q | EX| 7}

Kot 2t AEHIO|AE Bt 20| XMl SEiE M-S LIC.

A QK| # show interface
GigaEthernet1/1 is down, line protocol is down
Hardware is Fast Ethernet, Address is 0009.7cf7.7dc1
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Auto-duplex, Auto-speed
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LT E.:
IHO|A R
EHojM g 1/1 EE

M

input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00

Last input never, output 17:52:52, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

1 packets input, 64 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, 0 pause input

0 input packets with dribble condition detected

1 packets output, 64 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier, 0 PAUSE output

0 output buffer failures, 0 output buffers swapped out
To configure gigabit Ethernet interface g1/1, enter the following content:
interface GigaEthernet0/1

The switch prompts “config_g1/1".

af QIEH O]~ H ALOJOf SHS =7t & ER7F YSLItE & =9, <2
=g 1/10| = Cf siEefLCt.

CIETO|A 71 REOM QEEO|A 78 HES #d & =

U LICH CHefet F2 AHHO|AMM dYE 2222 U S8 Z2 03

—
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HolgfLITt O] WH2 ALRAITL AEHO|A TN REE ERBULE o2
OIE|H 0| A2 FH & WA RX|EL|CH

2 AHEO|A 0| 2L OF Fo 'ZHEHTE | /X &

SIE{H|O| A 0| A show BES AFESHY QIE{H|0|A HEHE HAESIYAIR.

QI O] &

OIHE oA 58 £d 748

I
djo
=
o
rlo
o
rin
=0
ogt
lo
ro
m
il
2
>
<
_>._
oe:t
[l
>
0
rir
ol
o
njo
nx
(ol

ot QIHH0[A9 &

£42 THBLCL TY T 4 AUk EH0|A BE S0 AETO|A S, (HYE

2 QI M 0| A0 CHot ¥ S F7IotEH QIHIo|A0 HE & ZHXE 7|Y5t= H =30
2 LIC o] 22 AHHO[A AFES M E%t= H =50 &= AHH oA H1 Argtez ot

MEE AEIO|A0] 7|50 s OIXIX| E&LIt Of 232 show running-

config X show interface BH 2| =2 0f| LIEEHL|CE AFEXI7F QIHI|O| A0 2B S F715tE2 =

8% AHIO|A 4 ZEOM Ltg FHS AFSIYAIR.
= &
description string X FEE AHmo| A0 HHS FItELICE

CIE{HO| A~ 2 F=otet AE oM = Chg M "I HH oA Y oS HXZSHUAIR.

rf o

oid

7
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A9l

[H

2E22 fYE Y=

&

=) O g B

=2 T

#X THE QR HO|A fYZS YT

0x

I EE2E

MU
rlo
ofn
bal
N
bl

ZEOM QAE T O] A2 AlZH X

ol X =28 AHL 0|22

AZ TPt E ChZ BHE AIBSHUAIR
Hd 7NE
delay tensofmicroseconds oM FEE QIO AL A2t X|¢g gL C
NZ X e] TAL EHR B 07) Ha Qe

AZF Kol mAS £ gla

o= T HAEI—l EI'-

o

QI OlA BLHYE & X E=

ohg &

g2 AHHO|AE RLHBIL R 24

mot
5
i)

OIE{T| O] A ALE

o

oA
oY

QIET O] & 27|t &

QIEITO| A CH2 U &Y

OIE{H 0] A ALEf 20l

=/ -
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2|9 A%X|= 2ZEQ 0] 8 StEY 02 M Bz, AHHO[A JEi S QAHHO|A FLEt

L

e
i
rn

27K BE

o
f

Tuot

Al g 4 A&LCH CHE BE QIEEHO|A DL Haol Y

SR=]
=T =2

LhEBtLICE Of HHO| Chet A2 QIEHOIA T4 YH'S BEHIAIL.

o o O =

ChE S AFESHUAIR.

B &
show interface [type [slot/port]] QIE IOl A HEfE HEAISL O
show running-config X THEE BAIRLICH

I H O] =7|=} Bl ALK

=

=2| HHO|AE SH2 2 Fgotal 4K

mot

& ABLITL 0l 819l SIETo|A U X2t &

CIEHO| A0 HEELICE Y 8 ZEMAM AEHHO[AS E7[slota AXSta{H

THE A8,
L] ’1E
no interface type [slot|port] =2|& QEIO|AE X725t LE Thy
QO] AE APH|ELICE

oIHHoA~ F& W g3}

CIEHo| A7t SRE|H AHHO[AS BE 7|50 AHE 27tsoH &0 O] QlEIo|lA= 2E

BLE Y CIAB20|0M AS 275 IEHO|AR BAIFLCL o B2E 55 29
TRESS SO CH2 AQKE M5 2 & AL

CIEHOolA 8 RE0|A AHEO|AS B=oALE Bdotsta{E g EF S AEoHY

e ’1&
shutdown QI I 0|~ ZEELICE
no shutdown QI I 0| AE AMEEHL|CE
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Aol AHEE U= & AEHO|A FHI 4 HM-FY QAHHOAV ZREU=X| HEE
2t olst= HE 2. BE = QIHI|O|AE show interface HE 2 £2{0] 'administratively

down'© 2 EAIEILICL XAISH LESS QIEHOIA B2 ORIl [ OHIS HXSHIAIL,
=2| AIHEO|A g

O HOJAL 21N QIEHO|AS FAots WHo Chef ATLICL LH8L CHET ZBLITH
d QIE{T0|A 7Y
2o olEmo|A T4,
274 QIET 0| A Ty

VLAN QIE oA T4
S (Null) 2 EEo|A T

M A 2E2 St null AEH O] ZE X RISLICE O 7|52 R 23 HMA oA
T— oo

&85l (hul) 2] 15T SARILICE null AEHO|AL B4 A8 E 4 X2 S4

MEZ MES AL $AISHK| L& LT QIEH0|A 74 HE no ip unreachable 2 2

QIR O|A0|M AME R = RSt S YL null AHEO|A= SiE EEHTS = MHY
HAE=EE MESSLIDH F, /oK = HE/JR S4S 2 (null) AHLO[AZ ERE &

=

USLICE null AETO|AE AN A KO FECZ 7|5 &+ ASHLL

i R el

HY 78 220 LS FES 250 null AEHHO|AE X8 & ASLICE

o= T M
] 7=
interface null 0 null QT EIO|A 7 MEj2 MEketL|C}

—

2 2IHH0o|A= QAHMO|A RYS 07 B2 Fot= Z& 0| HEE + ASLICH

147



CHE At2fl= 1P 192.168.20.0 2| 2t E = I3 @ 2AHH|O|AE 783t YRS EHF LI

ip route 192.168.20.0 255.255.255.0 null 0

Fou OIEHO[A Ty

FEH QHEO|AE =2/ AHH O AYLL F AHHO[AVE ER & E20%= BGP MH2

g Aot ALELCH 2 QIHEH0[A= BGP M9 HOJE =22 AMEE &
UG UL BHE 29(X7) R4 QI H| 0| A0 =EHot2{1 ofH ROU QIHHO[A AR

dZE Broadcasting St= & & 2t Z2EZ S F/Jolof SLICH T QIHHO|AZ

2t e 2 ARl 29X 2 1 2t 2EUAM X2 2 & ASHE FZH AHE0|AR

et & X2 Ci 0] R4 QIE{H|O| A0 |p =27t OFE B2, 3ifd HAIX|=

MHE UL O| A2 FE QIEHO|AZE E (null) AHEO|AZAM 7|58E o0|gL

Mo T4 BEON CH YHS MYelol RTY QIET0|AS XHoID QET0|A 7

or

ENS RIS AlS.

¥

ol

&

interface loopback number SO OIEHO|A T HEIE YHSMAIL.

A elHHolA 149

CH O|f 4l QIE{H 0| A0 &

£E2 0 7ol © 0|F AHLO|AE FOAM HHFS IA SHAE = ASLICH

~

A QAHIO|AE ZolstzH

n

dlo

f

%

mjo

Aots

|2,

of
ol

7|&

Interface port-aggregator number A Emol~ o

VLAN QIEHOo|A Fd

148



VLAN 2IE{H|0| A= A(X|2f 2t 8 AHHO|AYLICH 222 78 RE9| VIAN B2 Y

FAZEVIAN O U= 1P {22 K 2[ot= HHS "DolSHA| Y10 AHF 2 VLAN T A|AHI0

7t L E VIAN QBT O] A7F Qo™ o2{gt ZF2| TjZl0] AXE LIC.

—

VLAN QIEHO|AE HO|t2{d Lt YEHS AASIMUAIL.
HY 7l
Interface vlan number VLAN QIE{HO|AE FATtL|Ct.

71§ VLAN QI EHEOo|A 4

5 VLAN 7|2 ChE1 22 HAHLIES MSeLIth S8 29(X[Q] CHE VLAN O RU=

SAES SES IPva MEUO| 2Eotn ST 7= HOIEROIE A8 = USLICE [Kh2kA

W2 |p FAT7F MEELICEH Super VLAN 7|22 VLAN O] 523t 22| QIE{HO|AE At
DAEJ YT IPv4 HEYI MM HO|EQIO|E AHE3t= 1&E0| CHE VLAN 2

B X| LI CF. Super VLAN 0] &3t VLAN 2 SubVLAN O|2t11 %} L|Ct SubVLAN 2 IP &4

i

75t 22| QAEHO|AE AF7 & £ USLICH
FH =2 Sl Super VLAN HIO[AE T+ & 5= UASLICL Super VLAN 2IHI|O[AZE

785t EXts O30 Z2EL

¥

ol

&

[no] interface supervlan index Super VLAN QIHIO|A 1 RER
S0{ZL|Ch X|EE = VLAN 2IHIo| A7}

ZEYSIX| Lo M A|AHS 2T VAN QET0[AS
Mgt

index = Super VLAN Q/E{H|O|A Q| MOIQLICH F&
2ol Hel= 100M 32 Ato|YLICE

7+ VLAN QIHHO|AE AME 4 glELICt.

[no] #IH VLAN O M SubVLAN & 4 gfL|Ct =7} &

subvlan [setstr] [add addstr] [remove remstr] | 3}9| VLAN 2 2| QIHHO|AS A9 & 4= AL}
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CHE 4T VLAN Off &g 4= QIS L|Ch 2] SEfof A

setstr 2 Sub VLAN 528 43l A
o|ojgtL|Ct oE E0] List 24-6 2 VLAN 2,4, 5 &
6= LIEFRHLICE

add = 229| SubVLAN SE0f VLAN

SEZ F7t ot= A2 202 LIC} addstr = 2{2t
&2 gAlo| EXtEZ o|OfghL|Ct,

HAH = 2o SubVLAN 2Z0|A VLAN 228
AH| sh= A2 20|BLCE remstr = fIF E2

=
[
"ol 220| SXPEYLICE

SuperVLAN O A 2-E SubVLAN & AtH|&

- QLo

Super VLAN QIE{H| O] A

=
=

1_.I.

gt

= Super VLAN QHEO]A2] Ip FAE F1E & &

XS LICH Super VLAN QIEIO|AE CHE ZEQ OXIIXZ 718 & 5 Q& 28 ZEO|7| =

2L
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I olA 4 0

&8 549 ¢HEO|A 1

ClE{Hoj~ 29 Of

Chg O AMOIM = A Em oAt 2HAE YS FIH5ts LS BEOFL L o] 282 78 ohg

U QIEH| 0| A HE CIAZ 0|0 LiEFELIC.

interface vlan 1

ip address 192.168.1.23 255.255.255.0

IHH oA = Of |

ChS OO A= interface GigaEthernet 0/1 & Z2otE YWHES 20 FLIC

interface GigaEthernet0/1

shutdown
CHe oMo M= QAETO|AE Edotsts 2HE EoEL L

interface GigaEthernet0/1

no shutdown
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IOl #He 8

IO~ ER 7+

Sl H[O] 2 Hel2| o]}

ro

BEo|As &9l 2E2 SO{7tH R0 ZetE QHEO|ATF 714 £|0fOf BfL|Cf.

IHE Ol B REZ S0{7H7]

interface range’ ZEZ S0{7t7| 2|l CtS HHOE A& StAIR.

23 of E

o

Interface range type slot/<port1 - port2 | QEHO[A He| RE2 AIXRLICE

| port3>[, <portl - port2|port3>]

x| Ut

E£R Ho s 202 1Y LU

SO|E 5|9 ZE MS &= port11l port2
2

AFOJO| ALt port31t ZOFOF FLIL. Port2&
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3 Ol

20 % O0IHU 123681011128 EH0| S BHOIS Seff ETO|2 7Y
L)

EE M AL,

Switch_config# interface range gigal-3,6,8,10-12

Switch_config_if_range#
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2| &0l OlE{H| 0| A EA

M M

I 0|2 15t
O Hojl Al O|Ci4 QIET|0|AS TSt WHO| Choh A YBILICE A9IXIE 10/100/1000Mbpse| 12 Of
H%ﬂﬂwmﬁéﬂ%ﬁwiﬂW%?g%ﬂ%méauq
RS B T4 ARSO|D CHE BHfls M A LT
O|E Yl QIEmolA 7
HAREOM CHS BES HASH0] O AHHO|A 49 HElZ SO{L LT
Bof ay

interface gigaethernet [slot|port ]

Gigaethernet 2/ O] A 0] &L Ct.

interface gigaethernet [slot|port ]

Gigaethernet 2/ E{I{| 0| A0f H&3tL|Ct,

‘show run interface gigaethernet’ EH0|S

2. 'show run interface gigaethernet’ 0| &

0| &73t0] Ol QNE|T|O[A2] SENE =2l SHYA|

0[83t0] 7|7HH|E O QIEI0]A0 HENE

SOl
A
sk £
Ol £= AsYY E& AHHO|A0M #9255t 1o & =+ ASH
BHo| ay

Speed {10|100|1000]auto}

o|Hul elE{mo|A0] 10M, 100M, 1000M =

o
[
= T

Auto-negotiation2| M2 0|&35}0] Rated
g gct
No speed Ratex M= AtA|2HLCL
7|27 auto-negotiation2 2 ZO0tZFL|Ct.
| =2.:

SFP o] £ &= YL ASLILE Ol

FE-FX o] =X = 100M Y L|C} SFP

sy g

ﬂ

=0, GBIC & GE-FX 9| &=+ 1000M 0|11

Y3 O30 XS o eot B AtS
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et

g

o

A8

or

T30 M= 7|7HH| E QI E 0]~ AtF

AELILE 2FX|

&2
|0
r2
o
%
ot

e g+ flguth 7|12

gde gdst g 5 AR 100Mbps

OIE{H{|O| A Q| Rtz AIS H|ZAM S} QlL|LC},

EO

ClE{Ho|~0| =FHM O 4517

OIE{H|O| A7} Full-duplex ¥
OIE{HO| AT} Bl O|F BE

C O]

f, SEX 0= 802.3x H2[5t0] PAUSEZ | AE Sl oI E LT
:

Ol B2 Flow-control2 Hi S Sslf A& LICH

eyl

29

flow-control on/off

QIE{H| 0| 29| Flow-controlS &3St HLE &

= ASLICH

no flow-control

72 FE22 ot L QAHI 0| A0=

flow-controlO| &i&L|LCt.
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QIO A 19

2IH O] A g3t

YA 8 & A BN THA= 4 A0 LIHX|= H= Al L Ch

ol2] XA EE ZEHM CHg S HAstH ZEO| R4S HehotiAl2.

Zt o9 e 7| 2822 128 kbps YLICH
FHO 249

configure Mo PHREE AZfEL O

interface f1/0 Td g ZEE YLt

[no] switchport rate-limit band Of7H == CHY 2 mTh & /28 LtErd LT

{ingresslegress} D74 QU/QES 2tz A/EA
ZEO|M 7|50| 2t 'S ol0jgt Lt

exit MY 74 REE ZEYLC

ZE 0| Storm-control 7|5 +M

AQIX|o ZEL i HIHANO SL| HHAE (MAC T4 AN 4T, YE| HAE £= 82C

o 1= 1T

0

HAE HAIXIO 2ot SHS =4 & & UAFLICEL O] B 54 ot ZE E= ®H| 29(X[7t

N = ASLLCE Mt ZEQ| AF MO HFHLISO0| &-dELIC

(0l

E4O‘| MY

o
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storm-control {broadcast | multicast | HEC J{AE / HE| IHLAE / fU IH2E

unicast} threshold count O A|X|Of CHSH AE HO|E 8B T}
no storm-control {broadcast | multicast | 7|2 F AL

unicast} threshold

HT
rQ
Hl
Im
-
0x

e

7h &9 Mets Z=3etn MAC F471 HHSHA| o™ Hob ZE 9[Hto] gL Ch CHE

P 220 dat =X|E FSH OFRf LI LY.

HOot ZEO & O3t 22 7|s0] A& LICH
® HOMAC FAQ| =2 FMetL|Ct

A2 82 ZEE 38 MAC F2E &R
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HOtZE Fg3= Y
YA =20t ZE BEOE £8 U AR £ IIX|7F YELICEL $4 BE O FQ AA Favt 27
MAC F49f Ut B2 20| BA BRER 44 & 4+ YHLCh 2| ME B 0 ZQ 42

HEo] dF
configure MY pHREZ ZIYStL
interface g0/1 ZE ANDER XIS
[no] switchport port-security mode Hot EE FHeLC]

static {accept | reject}

exit MY ncZ otk
exit EXEC ZEZ E0tZfLct,
write T8E2 MEetLc

I8 MAC T8 788t 2 8 REOM &L FATF 2EH MAC T4 S
OlAM =413t0 S4l & = USLICHL HE ZEME &A FAT 2H MAC T49
ZEOA A 2 USLICH
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EXEC ZEOAM CHS BHEZ

configure

interface g0/1

[no] switchport port-security static

mac-address mac-addr

Hob ZEO| Y MAC F2E

AR LICE mac-addr2 T8 E MA

=Tkl 7L}

A0l
TIH

L|Cf.

exit Mo AMHZEZ ForgL|ct
exit EXEC REZ EopzrLct
write Td2 MEgL
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ZE bOj3{gd go7|

ZE 023 Be B2 7Y

o

e IZE OZHE Td5t7

e ILE O/2T ME HA

ZE 03 P4 3

configure

mirror session session_number {destination

{interface interface-id} | source {interface

interface-id [, | -Irx ]}

destination EE 2| S X X|QL|C}

source LEO| EYUX|QLIC}

Rx O/2{3 HIO|HE @& WS Q0|gLLt.
exit 2| REE FOtZ LT,
write TEE ML

ZEOM MNE HEA

nx
oZ
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show mirror [session session_number]

OHYRES FYYEE BEARHCL

session-number :

O ZES =5 LIEIHL|CH
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A

MAC =24 =

MAC 54 74 %Y B2

HH™ Mac T2 74
Mac =2 00| & AlZH 4

VLAN 38 MAC F4& 74

HE MAC T4 BB2 A9(X|0) Ofof AHZEIX| Y0 502 B MHT 9

RE XS

MAC T2

rir

addr vlanvlan-id interface interface-id

gy gy
config Y 78 RES AR
[no] mac address-table static mac- | & MAC &4 28 F7| /7 AH gL Ct

Mac-addr 2 MAC FAE LIEFHL|CH
Vlan-id & VLAN HSE LtEtHLICH S5 %
W2 1 ~ 4094 LT},

Interface-id = 2IHL|O|A 0|52

LtEHA LT

exit EXEC REZ ZOfZtL|CH
write TS MESLCH

MAC F2 o0 F AlZh 8
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X ZE oo d AlZE S 38 MAC F27F AFEX] BB Af|X[= MAC F&8 MAC 2
HOIZO0A AtHELICE 21X MAC 22| Of0|F AlZt2 Heo mal 4 & =+

A LICE 712 0f0]F AIZH 300 ZYLIC,

Ct20t 20| At REOAM MAC 40| o0 A|ZHE 4 ghL|Ct.
3y 43
config 2EY 74 ZEE So{ZLCL
mac address-table aging-time [0 | 10- | MAC 29| 0f|0|d A|ZtES FABhL|C
1000000] 02 MAC 347+ 188 et LTt
S BTk Z7h2 X T2 10 O A
1000000 & LLCt
exit el ZEZE ZopgLCt
write Td2 Magct
MAC =4 H HA|
28 TEMA0AM ClHZ A 227t 2R57| If20] AKX MAC =4 HIO|229| LIES &1
HELLCHL 22X MAC =4 HIO|E2| LHEZ2 EAISIZ{H show BES ALESHUAIR
g3y a9
show mac address- MAC =2 H|O|22| LH8E BAITLICE
table {dyn.amlc [ln.terfacelnterface—ld | Dynamic & EMO =2 E S8 MAC FAS
vlan vlan-id] | static} LIEF LI}
Vlan-id £ VLAN = & LIEtHL|CH 25t

2f2 1 0l A 4094 AtO|QiL|Ct.

Interface-id = QEIO|A O|ES

LtEHA LT

2 HOlES

Static 2 @& MAC

LpepgiLict,
S MAC T4 X7
CHe P2 ALRIOl AB REOIM S5 MAC F2E AHSHIAIL.



Do=| 2

o

clear mac address-table dynamic

[addressmac-addr | interface interface-id |
vlan vlan-id]

Mac-addr 2 MAC FAL|C}

Interface-id = 2IHH|O|A O|ES
LIEFHLICE

=

Vlan-id = VLAN H&E LIELE

||
42 1 01M 4094 Ato|iL|Ct.

o, g

—
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MAC 2§ 714

ol

K
X0

MHr
Or

%0
==

3

MHr
or

L|C}. MAC SZ0|

I

=58 TS0{ore

of M&8stei® HX MAC

220
= = —

MAC A2

o
=

2 UNEH MAC B2 T4 2C2 20 9 O

ol

300

e ZEOM MAC &5 7t & A X528 Chg &

My

of

of | = ©

<z | @ B

<0 o Ol

o | = ou

ol | xr

go| | X ©

| M| T o

Wl W

ul | ~ or

o o

o|d I

ol BT

il mHr (]

M| g E

mf= 8
B0

OH

configure

[no] mac access-list name

J—

ru

57} = AR MACZ|2EQ &5E. O

k=3
o=

24

Ay 2y g

J

s oF gt

ol
=

go| oi2aE 5

s

o
Q
o

012

ol

100

LICk (CF

0%

MAC 558 T8 ZE0A B2 HYS +d5H0 MAC

ol
70
5 o .
o or o]
T 10 <
oo Ul
=
=
< Ol {n 1M
B [ =~ M o5 o2
W g Mg <
9 o
o < wpu W
o = = W
0 5 I o
of o ¥ W
%woew' <
or <% K-
CW7 U
AMnr_x_. AMn
Ly
g E
S 4
L T
- &
>
g 2
fran i
Lo
| 2 E
| E 8
oh| &
— iy
o
> 2
S — O
v = -~
T3 %
=
o 8 B
£ £ 3
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src-mac-addr 2 &2A MAC A2

o|of gL L.

dst-mac-addr 2 Ci{4 MAC 28
olojgtLCt.

ethertype © 2X|8t 0|4l T2l SES
ojojgiLct,

exit MAC 22 74 ZE0|M 21 o238t
Z22Y P ZEZ CHA| E0{ZLICH

exit 2| REZ CHA| SO{LLILE
write TS MYSHHAIL.

MAC S8 74 o

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any

Switch-config-macl#permit host 2.2.2 any

The above configuration is to compare the source MAC address, so the mask is the same. The

configuration is successful.

Switch_config#mac acce 1
Switch-config-macl#permit host 1.1.1 any
Switch-config-macl#permit any host 1.1.2

Switch-config-macl#2003-11-19 18:54:25 rule conflict,all the rule in the acl should match!

?lol +MOoIM A HRE Z2 /2 MAC T2

i

H| wSt=

N
°
kJ

M E

rlo

CHAF MAC =4

i

Hlmot= AYLCt mat Of237¢ BHELCEH 7-80] ZIigf L Ct
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configure

interface f0/1

[no] mac access-group name

name 2 MAC 5£9| 0|

o

o| 0| gL L.

exit Z2Y g ZER LA S0{LLICH
exit el ZEZ CHA| 2L L
write TE2 NESHYAIL,
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802.1x T+

802.1x 7+d &Y =5

802.1x ZE 91= 1M
802.1x X 215 +d
802.1x & Fot 7o

802.1x ZE0f CH

0
o2t
rx
am

guest-vlan Tt 35}7|
7|2 802.1x T4 EFAl Al

802.1x 215 T+ W AEf ZL|EE

802.1x Td & ¢

SUE[X| 52 Q0L L AF8AtE ZEE Sl HIO[H HMA HOE
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802.1x 2T AIZ2 ZEJL802.1x 2T Z2ESS AW &S 20/ L|Ct 802.1x AS2 ZEO|
M ABHE ALAIOIH HEEHLLE ASS St o AAEAL 2 ZEES o HOJH HML RO E

T8 o UASLICE 802.1x LSO AIZEH AAA 215 WS 8o oF SLICt

802.1x & T+d3t7| ol Ctg S 2] 802.1x 7|58 EIISHHAIR.

= O
HHO 4y
dot1x enable 802.1x 7|2 &3} euct,
802.1x X 15 T+
RN EHR 2150| 52 = & 20| E= E7F A|ZtOCt QIFE|0f S2t0|MHES HEHHE S
BESLICH Ol 22 X 215 7|52 &3t offoF gL Ct
M Q5 7|50 243t 802.1x = F7|HO2 TAEQ 215 2™ 2 M&TL|CH
Che @82 A5 X 215 7|s2 7+d & = ASLIC
FHOo 4y
dot1x re-authentication I 2IF 7|52 AHEStHAl2.
dot1x timeout re-authperiod time N AT 7|7hE Fd gLk
dot1x reauth-max time I oIF MO = T A= A2t 74
StL|Ct
802.1x A& Fots +4
802.1x 215 1O CIOJE HAETV S AEZ MEELCH HO|H ©&2 802.1x T&
ot4+=5 HOjslo] sAE SEO0| M3Hoz 0|R0 X2 ZHE 4= Y&t
ChS HE2 A0 S BIEE FESHAIR
FHO 4y
dot1x timeout tx-period time 802.1x 2| HIAIX| & BIEE FHSHYAL.

802.1x L EO| Cjist 1= Q& MEH
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K| gttt Chap 2150] & 2 [ MD5 0| M R+ &= BEIX|=

L|Ct . 802.1x

ol

—

x|
S

CC
o

ol

2 AAA 7} Chap ¢!

5 Eap

o
T

ZAGeL|C} Eap 2152 md5-challenge ZE2t eap-tls ZE

2ZOM YFE|= gt

— — -

OI50| MEHE|™ MUK = AT MM WHELCEH 2t LE= SlLtel 215 R o
MESLCH MY Fgel 215 |RYE0| 7| 2Mo = XHMELCL ZEV IS RAELE
THEH No HBHE H 510 7|24L2 THAl AIZL OFX| @i= ot ZE= 215 RYES
AHER LT,
Eap-tls = M4t AIBME 215 EH2E AHESIL Translation Layer Security (tls)2] HE M 0|2
TAE TeUCH MEtM 52 =Eoto] EFE LT

Mol TA REOIM [ BYS MU0 915 R¥e T
A 49
dot1x authen-type { chap | eap } ZetTl Z7| £ HI|E MESHYAIR.
ot QIHIO|A 1 BREOM ChE S JASHYAIL.
Ao 49
dot1x authentication type {chap|eap} MY BEO|M chap E= eap £= THE
215 fES MESHHAIR,
802.1x AIAE VLAN 714
Guest-vlan 2 S2IO|HAEVF SHOIX| S [ 23 ZEO| T MM FHok (0f - FEH0|E
AT EQO CHREE)E MBS LLCH Guest-vlan 2 A|AEIOA & VLIAN & &
ASUCH FE guest-vlan O] ZHS SFA|7|X| %2 H guest-vlan 0N ZEE Ml £
RS L C
LE.;:
2150 HuistH M2 Hoto| &L T
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MY REO|M OH2 HEE A0 guest-vian 2 &datetL(Ct

Yol =L

o

Dot1x guest-vlan L~

Z} ZEO| A guest-vian id 2| 2l 2t O] 0 O] guest-vlan O] MY R EO|A E43tE|0f AN E

guest-vlan O| 2&3tX| GEELCH ZE 4 BEO|M guest-vlan id 7t T+-d & B0 2t guest-

ZE 7Y REO|M S BHE MHBH0] guestvian id & FHELIC

ol gy

Dot1x guest-vlan {id (1-4094)} B E ZEOM guest-vlan 2
A

2ot A2,

7|2 802.1x T+ CHA| A|%f

REZ2E FE2 7|2 TE2E LA ARSI Chs 382 2doiaA2.
% 240f el
dot1x default 0= 229 1MH8 7|2 LTHOZ LA
AL CH

802.1x 215 ++d A AEf ZL|HE

802.1x 2152 78 W JEE ZLIH St =Y Of 5= 802.1x D7l HF 2ot H 2|

ZREOAM g BE S ddotAL.

S| 4y
show dot1x {interface ...} 802.1x 2159 71 U MEfE

L HYE L
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VLAN +4

VLAN 7i 2

7t& LAN (VLAN)2 StLt O|&9| LAN Ol =2|X e 2 HER A & X A&

mjo

EI

M

ANZ 3L 40|00 HZEO U= ANMEH EA & = JSLICEH HHZE o8] LAN
MIOHE XL Tt 1999 H |EEE = VLAN ¢ Z2HMEE B F5}517| 2|8l IEEE 802.1Q
TZEZ BFE 202 PHWESLICEH VLIAN 2 S2|8 A4 Al =2|0f 7|8tst7| W20 AL X}/

CHA = gy A 2|2 2Hstof 0 FARLCL

ZE 7|5 VIAN : 2t 235 A9IX ZEE VIAN MEQ| PN XHAHS X Hets
ANA BE02 THELLH

OIE{HO| A0 A 802.1Q EZ A B EZ} X|JEL|C}

HM A 2E QIEIO| A7t X| R E LT

ZE 7|8t VIAN 2 2 R[X|7t X|@3t= VLAN 2| 89| e & oLt ZES

Of

Stetshe A YLICE O] VLAN k2| &gl StLte| VLAN Bt Ql= Z20| =

I8
[m
rir

2
=
>
H
[m
o

IL|Ct. O] VLAN St &gtofl o124 712| VLAN O| %= Z20|

i
|m
rr
|m

Hd3 ZEQLICH 2 VLAN & StLtS| 7| & VLAN O] 2 VLAN

D= ZE VLAN ID (PVID)Q L|C}.
Vlan 518 ¥ ¢|= QL 0|ANAM X|&EL|CEH
VLAN &2 O§7f M= ZEJF S5 VIAN B9 E M Oo{ste o AF2E LT VLAN Ef gl

Of7H M= S VLAN Off VLAN Ef7t gl= TH3lS ELHEE ZEE F495I= O AFEELICH
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VLAN 8 5¢ =5

VLAN F=7} / AHK|
AKX ZE 7Y
VLAN QIE{H|O|A MY / ALK

VLAN 2| 78 A AEf 2LEHE

VLAN 74 2

VLAN F7t 7 AHK|

X O 2 VLAN O|2tdt= 7he LAN 2 2 X ?{X[0f &f28l0] St 20| HZAL|Of

—

P
R
o
ofm
r=
ey
rr
ok
ofm

Q7 A A

mjo

MRl SAE OZ2QL|CH VLAN & E2|& LAN I S Y3t

§| 2
0x
mjo
AN
Ral
rl:l

FSYLE LAN MOHEON AX| @HE2tE ST AHOMS 4 &=t &

A
=2 T

UASLCL VIAN 0= 03 712 ZETL RIS & U2 BE FU HHAE, BE[ HH2E QL ERE
INAE HAX|= SLe VIAN O HOj2@=28 e 2 - SO 4 VIAN2 2/

HERIYLICE HIO|E7F CHE VLAN O =Eot2{® 2t L= E2[X|0f 2lof =X 0fof

ShL|Ct,
ChS @Es AW VIAN & 74 2Lt
29.. 23
vlan vlan-id VLAN 4 ZEZ S0{ZFL|C}
name str vlan 8 2EQ| 0| &
Exit vlan M8 REE ZZ238}1 vlan 2 7+ gHLCh
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vlan vlan-range S A0 O3 VLAN = 7+ st C},

=

no vlan vlan-id | vlan-range St O 42] VLAN 2 AMH|SHUA| 2.

Vlan 2 VLAN 2| Z2EZ GVRP & Sl & 7t A AHE = & = ASLLCH

QA ZEE WA RE EFF 2E Y dotlq HE ZEQF Z2 ZEE X|ATLC}

ML RE= Of ZEJFSILES| VLAN O 2F S50 Ef 7t Gl O|E Y =2 g

EY3 ZE= Ol ZEJICHE ARX|0f HALO A2 EfAZL A= o|HH
z s S5 g 5 ASS LEFELICH
dot1g-tunnel ZE&= £AME|X| 42 TjZIS H| EfO 2A 02 S MBHLCH AQK|

2 AS22 ZEOQ| pvid 8 M22 B2 FI7I5t22 AX|7t HER A

HZE CHE VIAN LE[M S FAE & AEHCH O3 Chg Ijzl2 s

-

k1
b=
1o
il

n
>

o
A

m
Y
L
=2
(]
rir
il
i
Hl
[m
Hu
rE
O\I
EQ
r_L

SELL &3

Zt ZEO|& oILtQ| 7|2 vian W pvid 7t Y2 ZEOAM 21 El vian EfA7IRlE 2 E
H[O|E{= vlan 2| H|O|E| TjZI0f &gtL|Ct.

EY3 RE- ZES O3 VIANSE 715 & = Qo0 Hae |3l S/ ZE0| S &

IHZI0| Ef 37 AZALE Ef27IGE A = R ZETL &3 VIAN 552 78 & & USLICH

e BEE 250 29X ZEE FHSIHUA L
249.. £
switchport pvid vlan-id 29X ZEQ| pvid E TSI L.
switchport mode access|trunk|dot1qg-tunnel 29X ZE BEE FESIAAIL.
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switchport trunk vlan-allowed ... 2K ZEO| VLAN 5| & HRIE
gt
switchport trunk vlan-untagged ... AQX| LEO| VIAN EfOQE HIE

T

B A8 ARIX|E dotlg-tunnel 7|52 X|ASHX| &4

il
-
anl
ne
4o
>
(¢}
>t
I
ie)
N
or
mjo
bl
19

Ho= gdst/ HEdelsls 7|5 T K| @otH COHE ZEO i3 CfE YMS #9 & =

VLAN QIE{H|O|A MM / ALK

Vlan 2IEI{ 0|2 = HE/JR #E| £ AF 3 2R E 7IsS Fos7| 28 8 =

UGt vian AHEO|AE P 20t OFATE X[Fot= O AHEE 5 AU O S 82

AlsisLa] VAN QIE{ T 0| AZ JTABHAAIL.

29. A4
[no] interface vlan vlan-id VLAN QIE{ I O|A M / ALK,
I VLAN QIE{HO|A T
#I VLAN 7|22 Ci21F 22 HAUES S MSSLICHL sYot AKX E A= CHE VLAN 9

SAES YU IPvA MEUIO| 2 & 5= ASLICEL WEtM B2 1P F27F MEELCL Super
VLAN 7|22 MZ Ct2 VLAN 8 tLie] 12o2 E8%tL|C} 0] 1E9| VLAN & St 22|
CIHIO|AE ALBEILICH D82 SAEE= ST IPv4 HIEYI MM A O|EQI0|E

AFREHL| L}, Super VLAN Of| %3 VLAN € SubVLAN 0|2t 8HL| T} SubVLAN £ [P =4

i

Tg5to] #al AHHOIAE AF & 5 QSLICL

FH E2 Sl Super VLAN QE{HO|AE 7/ & = UAES LT} Super VLAN QIHI{O[AE
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oz
ol

[no] interface

supervlan index

&
QIHHO|A T+ REE AIZtetL|Ch X|FHE I VLAN QI HO|ATt
Ao M AA-OA I VLAN QIEHO|AE THEL|C}
index = 7T VLAN QIE{I|O[AQ| MoliL|Ct & o] Hel= 101
32 Ato| 4Lt
OfL|2 = I VLAN QEEO0|AE MXSH= A o0jgLCh

[no] subvlan [setstr]
[add addstr]

Super VLAN O A SubVlan & Tt48tL|Ct F7F 2 319 VLAN 2 22|
QIE{I| 0| SL|CH Sl AEOIA =

= A
AE AL T

2 = A& Super VLAN O
[remove remstr] Sub VLAN O] Z3tx|X| Sb&L|Ct O StLIC| o9 Y TF AL 5=
AUSL|CE
setstr = Sub VLAN E£2 #ddt= A2 2O|gLICt O & S List
24-6 2 VLAN 2, 4,5 5 6 2 LtEFRHL|CY,
add = J2{2[ SubVLAN =&0| VLAN =52 F7t 5t= AS
O|0|gtL|C} addstr = 2|2t Z2 HAIS| EXtE S o|O|gtL|Ct.
HAH = A2iel SubVLAN Z=E0|M VLAN 552 4[H ol AS
O|0| LT} remstr = It 22 HAO| FEo| EAE YLICH
SuperVLAN O A 2E SubVLAN & A 4= giELICH. o HH2
CHE St P 24 AFE L X| S L CF
Super VLAN QIE{HO|AE 73t & Super VLAN QIEHO[AQ| |Ip FAE 1Y T
UAELICE Super VLAN QIE{T{|O|A = CHE ZEQL OIXJIXZ 74 & U= 2t E
=ZE0|7| = 3L Ct,
VLAN | +d 8! &Ef 2L{HE
VLAN 2| 718 B! HEjE D LIHASI{H EXEC ZEO|A CHS FEH S MMM,
249... a9
show vlan [ id x | interface intf ] VLAN o 7+ 3! MEfE EA|SL|LCT
show interface {vlan | supervlan} x VLAN ZEO| ME|E FA|THL|CE
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-d oA

PC2 192.168.1. 2/24 PCS 192.168.1.12/ 24

AEXFPCT ~PC62 ZE 1~ 62 S0l 2X|E HALLICE O] PC2l IP Foe
HER3I MM 192.168.1.0/24 Off &g L|CH PC1 ~ PC3 &1t PC4 ~ PC6 AE2

ME OE AT 2 HEEE F|AE O Q10| {{X[SHX[BE PCT ~ PC6 2 ME ping 2

TS P FA 192.168.1.100 2 Sl 22X E 22| & = UASLICH O|E A
Sl2{H ZE 1 ~ 32 VIANT 2, ZE 4 ~ 62 VLAN 22 Fgs|{of gLt 1

CHZ SubVLAN 22 VLAN 1 1t 2 & SuperVlan 0| =7t80F L CH A2[X|0f| A CtE

interface gigaethernet 0/4
switchport pvid 2

!

interface gigaethernet 0/5
switchport pvid 2

I

interface gigaethernet 0/6
switchport pvid 2

!

interface supervlan 1
subvlan 1,2

ip address 192.168.1.100 255.255.255.0

ip proxy-arp subvlan
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GVRP #+4

e

_._

2

GVRP (GARP VLAN & ZEEE GARP VLAN)= 802.1Q EH 3 ZEO|AM IEEE 802.1Q 2 &!

VLAN 24 3 58 VIAN M8 E X|S5t= GARP (GARP VLAN 62 ZZEZ GARP VLAN)

WAE LY =+ =
ol HZAE 22X|0|M VLAN € SHCZ 51 2| & = UAFLC

P

futot
fot

GVRP M 9% 2d3} / HZd

OIE{H|O| A0l A GVRP &3} / HIZ g%}

»

GVRP ZLHEY 8 /X &

GVRP 7+8 % ¢

Mo MO Z GVRP &3} / H|ZA 3}

MY T BEOIM CHS FHS UYL,

¥ &

[no] gvrp MY HMo=Z GVRP € &3t / H|gdatgtL|C,
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JZ2HL R ALESHA| BEEE 50 ASHT

OIE{H|O| A0 M GVRP 243} / H|Z M3}
CIHMO|A 7+ BEON CHE TS THSIHAIL.
3y I

[no] gvrp QIE{If|0|A GVRP E &3} / H|Z Mgt
ZEJt 2 GVRP &I7tA7t £j2{H HX GVRP & MY Moz gdslslofsiH ZE & 802.1Q
Ed3 xE oforgtL|ct
7I2HoE AEBSHEE F/E[0] JASL T
GVRP BLIE|Z 9 9X| B4
EXEC EHEO|M Ct2 EH YU S THSIYA|R.

HE I

show gvrp | GVRP SH & EA|EL|C

statistics [interface port_list]

show gvrp status GVRP M MEf HEE HAIGLICL

[ no ] debug gvrp [ packet | event ] GVRP H|O|Ef mfZl
S}/ HEA
| f | o 2

—

bt LIt

PE LCh 232[E A°IXI§

O|#IE C|HI AKX E

I:

= OB AQAX7t 283t

GVRP E4 HA| :

switch#show gvrp statistics interface Tthernet0/1
GVRP statistics on port Ethernet0/1

GVRP Status: Enabled

GVRP Failed Registrations: 0

GVRP Last Pdu Origin: 0000.0000.0000

GVRP Registration Type: Normal
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Display GVRP global state information:

switch#show gvrp status

gvrp is enabled!
-4 Of

HEQA HZ2 Ot 25U AKX A2 22X B2 VLAN 714 FEE SLSH

ST AKX AL A9/X| BOM GVRP & 2E3t & = ASLICH 72 L5t 5L

(1) 29X AZF 291X BO| HZASH= QHIOIA 82 EYIAR P IELCL
Switch_config_g0/8# switchport mode trunk

M 29X A2l MY GVRP #d3}:
Switch_config # gvrp

() 29X A2 QIE{HO|A 82| GVRP £ &HA%}etLLC}
Switch_config_g0 / 8 # gvrp

3)  2%IXI A0 VLAN 10, VLAN 20 % VLAN 30 74

Switch_config # vlan 10
Switch_config # VLAN 20

Switch_config # vlan 30
(4) AKX AT ALK BO EYIS HHSH= IHEO|A 9 2 FHBLICH
Switch_config_g0/9# switchport mode trunk
5) 2fIX B2 MY GVRP Ed2t:
Switch_config # gvrp
6) 29X Bol AEHIO|A 92 GVRP Ed=t
Switch_config_g0 / 9 # gvrp
(7)  2%IXl B O Al VLAN 40, Vlan 50 % Vian60 7+

Switch_config # vlan 40
Switch_config # vlan 50

Switch_config # vlan 60
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40| YRET A9I%| A A9IK| B O VIAN T4 MEot 242 EAIEUCH (5, £ 292

VLAN10, VLAN20, VLAN30, VLAN40, VLAN50 % VLANGO).
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At VLAN

A VLAN 72

AR VLAN 2 ISP 7} 21 ™ oF VLAN O Z2|AH 0| X E s ZM&LICE ISP 7 Zf
A2 X0 A VLAN € MSSHH 4094 VLAN 2| ZH ZHX|7F ISP o] X[ €

AFA VLAN 2| AFA VLAN

O3 Ol IE OF
78 A ZE RY

A VIAN 2 VIAN O] 12 HE2E JJAE CHOIS o 319 SHQIoZ MEststLct 2t

Stel =0 212 AFE VLAN 4 (7|2 VLAN & EX VIAN)2 2 - E L|CH SHLEe| AFE VLAN

EOeIE o] 7ol AHE VIAN A= 7HE == A2 Zt AFE VLIAN &2 5t3 =0 elS
LIEFH L|CE AM VLAN E0| Q10 = 7|2 VLAN O StLtRE QI 2= AM VAN A2 S5t
7|2 VLAN & s LCt 235

Il =0 Qo] EX VLAN ID = MZ CHEL|C}

StLEO| 7| E VIAN S8 ES

7|2 VLAN : 22Xt ZEQF B0 9o

o0 A2 VLAN 0= 7|2 VLAN Of StL+2k
ZXELCE 7|2 VIAN Q] 2t ZEE= 7|2 VIAN o AL}

= 749 EX VIAN 93

o
T3 Ew

42| =l VLAN : €3t 42| VLAN Q| &+ ALO[OIM AE 2 B4

o
ot

4
+

SlELICE ot AbE VLAN O = Z2| & VLAN Of oLt LTt H2|

rm
<
—
>
prd
rlo
N
Mo

VLAN I} 23 Z|0{oF gL LCt,

Z{FLIEl VLAN : 53 VLAN 9| & tofl 2jlojof 2 BAIS &

ot

4 U]

ro

b ot

r

717 LIE| VLAN o] ZEQ} SASIX| & LICH SHLEC| AHE VLAN O = 02f 749
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7{FL|E| VLAN O] =&t = QU&L|CH HFLIE] VLAN 2 7|& VLAN 1} 2 Z|0{OF

2L

AP VIAN ZEO|MQ| ZE 83

CHY ™ ZE : 7|2 VLAN Off gLt 528 AME VLAN Of|l= 2= VLAN 2| AZ| &

AE| ZE : 42| VIAN S| ZAE ZEQL|CH SYTH AFE VIAN O[N] Z2| &l ZEE
FAE ZEE HQ CHE ZEO|M M| 22| B 20|22 22| & ZEM =4

&
—

K

4o

2L XY ZEOT MY 2 £ YsLC

rir

AR LIE| ZE : HRL|E| VLAN Q| SAE &

Im
L
fal
>
%
<
—
>
=z
2
>
rot

1R LIE| VIAN o] HRLIE| ZEE ME £& FAtY ZES Sof 12 S4E ¢

ot

b= QAR CHE VIAN 2| R LIE| ZE 8 A2| & VIAN 9| H2| ZE= AH8Y

_/l&_ HAl:lI_ll:l-

VLAN TAG 2| EE =73

0] 752 VLAN Ef9| VLAN ID ¥ M +=2|E =85t AL VLAN 2| &4 TjZl0|

Bl18 MEOHEA| oS AYBLIC

=2 L O

AE VLAN 78 &g =5

AFE VLAN 7
AtS VLAN E0|QIo| 1A M

AME VIAN 8| 12 ZEE SAE ZER g

AME VIAN O| [2 ZEES BAtY ZER 1Y
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AFS VIAN O] &A1 7] 2 ZE X
AME VIAN 9] 79 HE EA|

AP VLAN £ 2

AtS VLAN I|O{7t X

8les =

ro

1. 7|2 VLAN 2§
2. EXVIANES
3. 7|2 VLAN I} X VLAN Ztof| o Z

4. 7|2 VLAN O Bxtg =

AFS VLAN A

VLAN € AHE VIAN O 2 314

2
(o]}

-
mn

il

3

M
=3

vlan vlan-id

VLAN ZE2 E0{ZL|C}

private-vlan {primary|community|isolated}

MM VLAN o] 7|58

T8I

no private-vlan {primary|community|isolated}

MM VLAN o] 7|58

APR[ gL C.

show vlan private-vlan

AFM VLAN A

HEAILICE

exit

VLAN 7+ B EZE ZF 3L C}

s
=

A VLAN =0 Qle| Zdg -

Ct

ojo

cEE

Mesto] 7|2 VIAN IF EX VIAN 2 &

SN 2.

%E#

o

pS|
=

o

vlan vlan-id

7|2 VIAN 74 BEZ SO{ZL|Ct

private-vlan association

{svlist | add svlist | remove svlist}

A= HX VLAN 2 LAt
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no private-vlan association

SxY 7

|2 VLAN I} 2 & 2 X VLAN A{O|Q|

DE MHS x| L}

exit VIAN 7A RCZ =23t C}
AHE VIAN Q| 12 ZEE TAE ZEZ 7Y
ChS HES Mol AHE VIAN Q| 12 ZES SAE ZERZ JHSIMAIR

3

Interface interface

CIEI oA 718 RES AXEL L

switchport mode private-vlan host

gojof 2 ZE
TYg

£ 3AEQXE IER

no switchport mode

L2 ZEO| AtA

VLAN 2E 7192 Afm|gL|ct

switchport private-vlan host-association p_vid | |2 SAE ZEE AbM VAN IF HATHL|C}
s_vid
no switchport private-vlan host-association 12 SAE EEQ} AFM VIAN 7t aizS
AfH|eh L Ch
exit OIE|H 0|~ T4 BES Z23L|CH
AME VIAN S| 12 ZEE RAR ZE=Z Y
CHS S HASI0] A VIAN 2| 12 ZEE BAY ZER J3IiAR.
33 29
Interface interface QIHHO|A 1 REES AJRfRLIC
switchport mode private-vlan promiscuous 2ojo] 2 ZEE RAE ZE REZ PMTLILC
no switchport mode L2 ZEO| AMM VIAN 2E TS At EtL| LY,
switchport private-vlan mapping L2 RAHE ZEE A VIAN IF HAZLCH
p_vid{svlist | add svlist | remove svlist}
no switchport private-vlan mapping S ZEQL A VLAN 7He| AS
AfH|gh L Cr
exit QIHmO|A 7 REE SEELICL

AHSE VLAN O M &

|II'I
:I::I
»
id|
m

El
[




Ctes B2 2ot A2 VIAN 2| 4l T2l 2 BES +F5HHAIL.
=B gy

Interface interface

IEI oA 718 RES A[XEL L

switchport private-vlan tag-pvid vlan-id

mjzlol Ef0f VLAN ID 2HE

it
1R

switchport private-vlan tag-pri pri

it
_IEE

ojZlol Ef0| M =2

[no] switchport private-vlan untagged

T
18

o Zl0) el A=A AREE FELLICL

exit

CIEIo|& 71 RES S=ELCL

AME VLAN O] 718 HE HA|
o

— 1

AFE VLAN 8 HEE HEA|ZL|C

OIHHO|A & VIAN 718 ZEOA Ot &

=
o

= 2oty Ard

VLAN S 12 ZEQ]

g

o

nx

Y

show vlan private-vlan

AHE VLAN 7482 EA|BLICH

show vlan private-vlan interface interface

AAE VLAN Q| 12 ZE AS HA|BHL|CH
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STP 7+

STP 7i 2

HE AINY EB| Z2EZ (STP)2 IEEE 802.1D B 7|HtO28HL|CH A Q|X| AEHL LIHX|
HEQ(ZO CHot CHY ATHE E2| L E2 LIEILIH 2= AR HH= SUSH HE2|X| ID &
AtETLICEH el HAISHA| = o A X|2tE 80l ST MY A AKX U AKX AEZ

LEpALI T
STP & AT Y E2| YNEIFES ALBSIO B8 HAUE HEYTY 2K b2 ATy E2lo
2E2 MeBiLCH o 2Ta|5L BN EB2X|0| ZE Q0| Ofet 2 ZEO| 4TS Bt

ARX & 2|0]0f 2 HEYAS Sl X ¢o Rxgls 428 AL

STP= HESRAS F=
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it

I=

ZEZYLICE 20]0] 2 oY HESQIAZ MLHZ &S5t & AH 0|4 ALO[of otLtel 2y

ox

2 o EN

ABLICE AE AHO|M Zto| o3 B4 22 Qlg) YEAIO|N R}

+

YA LICH HERIO R27t AW AE AHOMOM S5 HAIXIE =4 & =

UgLIL ok AX[= 02 Layer 2 AHEO[A0M AE AFO]M MAC FAE St & &

ot ZA2 SCHEet HIERAE =L 204E E| g2 A=

AHO[MOM REHSIEZ T LAN MAHE E= o2 MAHES AKX LAN Of HZL|0f

rir

UK IFE A & 5= YlELIL.

B2 E AihgLLt.
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BE ALY E2| Z2EZ (STP) IEEE 802.1D Of M o||0] QU&LICL Ol= SfLto

g™ E2lof o] E2[X|2 FE LAN EE2X|E Hagsty HESRR BoTt

WHOHE| YEE ot HEYIC EH HES BIBLICL

=

STP A oiE Z2EZo| Y0252 WE E2[T LAN S ZHHot AAS AEdt=
= Z2X|2 FASHLICH S8 EEZX|0|M Y ZE= TS MEE

HESIR0) F7bE| AL HELIA HAE S ZEJ M B2 BE 2 5
Lt
STP EB2X|0)M HEXs RER 8 4 USLICL BE LAN 4404 22|15 mES

HEXI MU HO|HE REZ HEYLICL ZE= HERI 4H2 X FE ZER

EAGUCH ZE7} Qs BRI LAN O AIHE HaXR BFELT RES

REVI AZ%ts 2E HER/I Muol X[ FE B2 XYL 24 E2|X|o] ZEO|A

REO 7H8 7t2 2EE EE2[X|2] RE ZEQLCL BE ZE S X[¥& ZE

r-|o

(AHE 7tset 89) B HE JENQYLICE O E RS ZE= SEEX| BA|T RE

mE & X|HE BEJ} ofgLCh Q2= 0|S EEE [f7| mE2D 2B
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=9 U2 HEYA EZZX|O ZE QX|Qt ERfTS M= QX|E LIEHHLICE F2 H[E
42 0|Cjo] £ & LIEtEL|CH

Qe[| AQX| EEL AIllY E2| ZZEZE 802.1D STP 2 802.1w RSTP 2| & 7tX| REE
gL Ch AX|o] L& IR VAN S MSTP AL E2| Z2EZ0| et STP 2EE
HiZshs Z4S X LetLICh XtMst LI€2 2 &o| 'sTp ZE Y & H'E &XsAA|IL.

O] oME AXI7L X|ete EE ALY E2| Z2EES 45t L0 sl dysiL|ct
LT E.;:

O] A0 A& 802.1D STP 5! 802.1w RSTP & SSTP % RSTP 2 A BtL|Ct SSTP £ THY ATIfy

EZ|E olojgfLL}.

SSTP 78 X =5

STP 2 & MEH

STP HIZ g%}/ &

0x
ot

29K 24 29 7

0z

Hello A|ZH 778

E|O AL AlZE TS

e XA Al
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STP MEf ZL|EE

SSTP ™8 A&

H a9
no spanning-tree STP & H|Zd%tetLCt

yd 29
spanning-tree 7|2 BE STP (SSTP)E Ar2gtL|C}.
spanning-tree mode {sstp | rstp} £ BE STP E AHRLICEH

AQIX| 2N 29 7Y
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A9IX| 94 %918 TAD A8 SN AYK| T£ 29K} FE 29X|2 He I
tedg =Y = UASHLT
AQK| M &2l /G52 T OS2 BHAE MEMAR .
B g
spanning-tree sstp priority value sstp R4 =9 US FELLICH
no spanning-tree sstp priority sstp M =212 7|24 3276822
HE@LUCHL

Hello AlZH THd45t7|
ARz Hello AlZHE HASHY R E AL2(X|7F & o STP HIO|H THR| AtO|Q] ZHA S 71 2

= AELI
Ch2 FHES AF23I0] SSTP 2| Hello Time & T-A$HL|CH .

Y a4y
spanning-tree sstp hello-time value sstp Hello A|ZtS FdgfL|Ct

no spanning-tree sstp hello-time

sstp Hello AlZHS 7|22k
== R u )

Z|CH AHE AlZE T8

sstp max age S AtE

ot M8S Al=st?| o 20d E2| 78 HAIX|E 4I5HA| g2

AKX 7F Ch 718t AlZE () UL
Z[CH off o] H AlZtE St B Ctg THAIE &S AIR
] a9
spanning-tree sstp max-age value sstp ZOH AFE AlZHE FERLICH
no spanning-tree sstp max-age o =T A2 7|24 20 Z) 22

T = &L
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spanning-tree sstp forward-time
no spanning-tree sstp forward-time
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spanning-tree port-priority value
spanning-tree sstp port-priority value

no spanning-tree sstp port-priority

FLICH
A9

2
IE{m o

Ch= SHAOf b2t AEH 0|29

AHE
o
ol o

DI.
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spanning-tree cost value
spanning-tree sstp cost value

no spanning-tree sstp cost

ChE SHAOf [h2 AEHHO|A H|ES FE3HHAIR .
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s A8 ZE 74

. 0] 7|52 22 7tE7 BPDU € AtSC 2 X|™E ZEZ X5 ME510] MSU 9| B3l

AE X8 ZE 7|52 STP ZE0M ZutH Lt

B dF
spanning-tree designated-auto AEo2 XHE ZLE J|5S AFRELICE
no spanning-tree designated-auto NSO 2 XYE ZE 7|53 HEMdstetLCt

STP &Ef 2L HY

STP 8 X JEIE 2LIHTSEHE 2| ZEOA B BE S AESHUAIR.

H 24
23 89

show spanning-tree E{H| 0| A0 CHSHA BF ATf L

2| §2E EAILIL

r

show spanning-tree detail

SIE{ I O] & FEOf CHot XtA|oH
29FS EAIZLCH
show spanning-tree interface X| ™M El QlE{m O] J\O” CHS ATy
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PVST 4

He

SSTP ZEO|M A HEXI0= stLte] STP AME|E|TH USLICE STP O ALK ZE MEfE=
ZE VIAN O|M &EfE AFZLICH WEYI0]| 0{2] VLAN O|RUe= 2% TH STP ot HEYXA
EEEXE 2eotH WEHIQ YRoIM A FH I LMY = JASLICE

AKX = L™ 9| VLAN 0| S&X QI STP & H3sto] ZE T CHE VIAN O A CHE
MENE QX|5IH VIAN ZHO|2E Z¥0| {X| | =2 $tLct

A QK| X|CH 30 7H2| VLAN Of|A] S 21 QI STP & MY 4= USLICL CHE VIAN EEZX|=

STP Off 2l A Of 2| X| g LICH.

VLAN STP 7+4 2 ¢

Mo M DEO|A CHE HHS AMEHEL0] VLIAN 2| SSTP EAM S FAISHLICY

B 43
spanning-tree mode pvst VLAN 7|82t STP B @ EE A|EEHL|CE
spanning-tree vlan vlan-list X|IEEl VLAN Off Cial STP At2{|E Hi=ThL|CH

vlan-list : VLAN 55

AQX|= %[ 30 7§12 VLAN Of CHSH STP
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spanning-tree mstp revision value MST HE Wz E gLt

7|22t o Yuct
no spanning-tree mstp revision MST BHE HZE 7|22 LTt
spanning-tree mstp instance instance- | VLAN & MSTI Off Oj & &HL|C}.

id vlanvlan-li . gL
id vianvian-ist instance-id = MSTI £ 2|0|3}

HZ E LIEFALICH 1 25 157X

3 r|r

vlan-list & 201 d E2|0f 0T &&= VIAN 552
o|OjgtL|C}. 1 Ol A 4094 B ILICE

instance-id £ AId E2| QIAHAE LIEIE SH
ol ZrL|ct,

vlan-list = "1,2,3", "1-5"% "1,2,5-10"1} Z2 VLAN
dA5s LEHE = ASHC

no spanning-tree mstp instance instance-id MSTI o] VLAN OfEHE FH 2510 ALl E2| QIAHAE
H|g-dstetL o

instance-id = MSTI & 2|0[3t= 2Td E2|Q] QIAEHA
S LIEFELICE 1 26 157X o] HR L Tt
(2 WS MWsHO] MSTP BeO| THE HOlSHIAL.
= My
show spanning-tree mstp region MSTP & 99| +4E HmA[L|CL
HE92 22 Py
MSTP O M Zt A1if'd E2| QIAEHAO = 44 &2 atd 291X9] MAC Fa7t =8

g H2|X| 1D 7t USLICL ALY E2] EB2XE THSE SO 4rjXoE He
52| ID & 7HR AQIXITH HEYD RES HeELTE
MSTP & 42 Sof A9XIE UEYT A2 T4 4 YELICE spanning-

tree mstp Spanning-tree mstp instance-id rootroot H S &350 ALl Eg|
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AQX|7t AQIK|O| RET R EELICL AT £ QAAHA,

getdo=z O HHO| 4 &l 2 Z2EZ2 JiXf UESXA FES| EE|X]| IDE

AEO 2 2l CHS 4f 24576 O] SiX| AQX|7F AT EZ|o] REJILEE
2 M 22X DO M =9 EEE 24576 22 T 4TL|C}.

HERQA RFEQ 2M 2| 240| 24576 tELCH 2 ©H MSTP = S X E2|X| 9

EE FHT O HF B4 YYS MY oto] AnjY 8] EYA HEYD

ReLCh HERR 2Z0| Y& = MSTP = HET STP AlZH Of7f BH5
NS ALt HERT HHT L0 P dS EFLICH Al Oj7) Ba0l=
Hello AlZF, HE XA S X0 0| ZELIC} Hello-time F&5 Y& AE510]

712 1EE UM 2 MER hello AlZHE 8T &= UASLICH

AKX E HESRD REZ 715 L5 FES 2dsUA 2.

cE 29

spanning-tree mstp instance-id root primary | 22X X|HE Amjd E2| QAHAS RER

MSHL|C
[ diameter net-diameter [ hello- TS

time seconds ] | instance-id = 0 - 15 #H?|2| AIjd E2| QIAHAQ]
HS2 LIEFLICH

net-diameter = MEI& QI Of7} H== O
HEYA X|EE LIEFHL|C} instance-id 7} 0 & f
SOt L|CH ¥Meles 2 - 7 YL|CH

seconds = 10X 10 7tX|2| hello A|Zte| TH|E
LHEFR LI CF
no spanning-tree mstp instance-id root 201d E2[0|M A9(X|o| RE Fd& F oL O
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instance-id = 0 0| A{ 15 77tX|2] Am{d E2| QIAEHAQO|
H= E o|O|gtL|C.

Che S HASIH MSTP HIAIX|E &QISHU A L.

- CL:

= =

show spanning-tree mstp MSTP HA|X| & &l ot

[ instance instance-id ]

HE 2E 74

HERI RFE7 & Z0|= spanning-tree mstp instance-id root secondary £ & 5}0]
StLE O] o AQIK|E BEx RE L= Y RERZ JdY & AUFLICL £ 0|fE RFE

o

LSoHA| el 2 Xt REVHHESRIR REIHE LM

= RE #8a HE| 7|2 RE 7+d BYO| 2 & = MSTP & £9[X[Q] 214
Eg| M =95 28672 2 /8 LTt CHE A9(X|o] &4 =9 440

HI
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il
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i
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o
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He-E YUOIE & & JAFLILH. 2 X REIHT A REJIEO Y-S AIZSHEHO| 2E Of74

29X E HER/TS 2 Xt REZ 71952 L5 TS HAsHA2.

By EL:
spanning-tree mstp instance-id root | 29X E X|FE Alfd E2| QAHAO HE ZER
secondary RS CH
[ diameter net-diameter [ hello- instance-id = 0 - 15 H{|Q| Anfjd Eg| QIAEHAQ]
time seconds ] ] HSE LIEPHL|CH

net-diameter = MEIX Ol Of7f B~ O
HEYA X|EE LIEFHL|C} instance-id 7} 0 & f
SOt L|CH ¥Mels 2 - 7 YL|CH
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seconds = 1 0 Al 10 77tX|2| hello A|Zt2| EHR[E

LIEFRHLICL

no spanning-tree mstp instance-id root

A0 ERO|M A9(%|2] RE 1S FAYLICH

o= =

instance-id = 0 0| A{ 15 77tX|2] Am{d E2| QIAEHAQ|

M S ol0jgLCt.

Che HEZ AN MSTP HAIX|E oISt A2,
L My
show spanning-tree mstp MST QIAEA0| CiTt HAIX|E &elgtL
[ instance instance-id ]
S| M #9 7Y
420 et E2|X| M =& 7E510 AKX E HESRA FEE AH A48 +
UESLICE 5t9 BE RE E HASHK| 20 AKX E HESRA FERE Y = AS2

olfgiLict. A9K|0] @4 29| 32 2 Al Ea] AIAHAON SHHYLCE TRty
A9IXlo] M £9I8 SYHOR 7Y 4 ALt

spanning-tree mstp instance-id priority value

29K|2] 24 =9& FEYLIC

instance-id = 0 - 15 ¥
HZE LIEF LI L

0, 4096, 8192, 12288, 16384, 20480, 24576, 28672,

32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440

no spanning-tree mstp instance-id priority

2QX[Q] HE[X] &4 &8 7|22 CHAl AlEfgL T

instance-id = 0 0| A{ 15 77}X|2| AT{Y E2| QIAEHAQ|
HZ E o|0|ghL|C,

STP A2t D7 =
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CHS:2 STP AIZH 07K B4QiLich
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EzZ #8 HAXIE EUHE
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JEZ HE
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2X7HERA FEZ A3 2 W XE
ZhAQL L

HE XA

STP ZEOfM XPEH HEOIM S HElZ, &
LQZshE A2

Z|CH age

AT Y E2(0f et T4 HEO| Hr) B 7|2k

HER/S EE2X|Q &

=
x (fwd_delay - 1.0)>

= max_age

max_age> = (hello_time + 1) x 2

SO AlZH DRV H=0ff CHSt Chg 27 AreE SHSHOFLICE

Y

M
=

spanning-tree mstp hello-time seconds

of7h &

xeolL|c

Hello A[ZH 047 #H45 ey

Ct.

% & £ Hello AlZF o] £+9(0]0f 1 - 10

boo7124t2 2 ZYLCh

no spanning-tree mstp hello-time Hello A2t & 7| 23[2 2 CHA| A%} gL Ct
spanning-tree mstp forward-time seconds HE XA Ofof =5 PP
oj7) B X =4~ 30 9 o Mt
X chldLch 7|23 15 R
no spanning-tree mstp forward-time HE X|H S 7| 22U ChA| A|Zf gL}
spanning-tree mstp max-age seconds Max Age Oi7§f =& L LCH.
Oj7H B4 & =6 ~ 40 = HY of Zcj
+3 CIYUnE T2 20 ZYLC
no spanning-tree mstp max-age Max Age £ 7|22 22 CEA| A|Zf gL
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AIZHOp7) w0l 2HE £ BRGHE 2E £ HEYI KPS P40 STP
A7t Oj7) 42 2k 20| St
M2 TAE AZHOp B4 O/F $40 27 A8 S F401X| 20ts
QEYLICL THS 2 B 1 220 L0 FosHAlL

HERR XE 4

HEYD HYe e

LHEH LI CH

spanning-tree mstp diameter net-diameter 33

o o

UZSLICEH. 047§ B2 net-diameter = CIST Of| 2t

W47t SO HEE S48 o

—

9|50 322 LtEHAE HE

939 £ ZAE Aol2] AT AKX 45
2 Mgsto] MSTP HIERA HYS THY 4

ogstL|Ct 1A = 3 72| STP A|ZH O 7|

2 YololEE Lt

510 net-diameter & TISHUAIL .

CE

49
spanning-tree mstp diameter net-diameter 24 38 4.
047 == net-diameter 2| He|= 2 0| A 7 AfO[QIL|C}.
7122 7 YUk
no spanning-tree mstp diameter CHAl A1ZF 38 &E 7|1 2itezgL
0470 # 4= net-diameter = £22X|2| S 1H22 MYLX| ESLICE HWE/R HES
TAIBI0] 27 B AL01BH AIZH D7) BAE KEE & YLD
ZH g 72 E g5t
Che BEHS Lo A0 & +2 THSHAIR.
¥y EL
spanning-tree mstp max-hops hop-count x| 52 gL C

hop-count 2] #2|= 1 -
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EE T4 BEO|A CFS BHS MHsHo] STP ZEO| 24

no spanning-tree mstp hop-count

A g +E 724U 2 ChAl AlER Y CL

5)s
do
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Mo
H
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rir
>

n

[Eea=|

FEILICH 2= ZEO

e YEf7HE L CH

spanning-tree mstp instance-id port-

prioritypriority

STP ZEO| &M

instance-id = 0 - 15 & Q|o| AIfyl

LIERHLIEL

S =9l = ZE 24 =& LUEHUCL O & &
StLE & 4= A LI

0, 16, 32, 48, 64, 80, 96, 112

128, 144, 160, 176, 192, 208, 224, 240

spanning-tree port-priority value

DE ALjd E2 QAHANMN ZE 24

Tt

value = ZE M #2|E LIEMHLICE CHF 2F & StLt &
= A& L
0, 16, 32, 48, 64, 80, 96, 112
128, 144, 160, 176, 192, 208, 224, 240
no spanning-tree  mstp instance-id port- | ZE M =& 7|22 2 CHA| A|&FEEL|CH
priority
no spanning-tree port-priority RE A E2| QAHAONM LE M +|E

7|22 2 CHAl AlEretL CL

MBI MSTP ZEO| Cf3t HEE SQISHAAIL .

H24
oo

29

show spanning-tree mstp interface interface-
id

MSTP ZE HEE SHOI5IMAIL,

interface-id = ZE O|&2 LtEFHLICH (O : "FO / 1"H
"FastEtnernet0 / 3").
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ZEO| F2 bg 7Y

B 2%
spanning-tree mstp instance-id cost cost HEQO| ZZ HE2 ATt

o Amjd Eg| ol

instance-id = 0 - 15 B¢ g

LIEHH LIEL

200000000 & L|C}.

]

HE 2 ZEQO| 2 H|&= LIEILH, Hel= 10M

spanning-tree cost value RE 20d EE| QIAHAOM ZEO| HE HIE

U4 2 ZEQ| 2 H|ES LIEILD, Hel= 104

no spanning-tree mstp instance-id cost EEQ| 4R HIEE 7| 2U2E CHA| A|RfRHLICE
no spanning-tree cost RE AIfd E2| QAHAOM ZLEO| HE HIE
7| 23S 2 CHA| A|RFRELICH

ALK 7} X|2l= MSTP Z2EZ2 |EEE 802.1s & 7|Hto 2 $FL|LCt CHE MSTP,

E3| A|AT AQX| 7 X|¥St= MSTP 2 S3tE|EE MSTP Z2EZE 2 MST =8

BEOM Es g 4= USLICE MSTP 28 ZEOIM A F Ol AQX|= CHE
MSTP o HAIX| =& M &St Zet & MST X G MEXE 25t MST SYS

T8 = AFLIL
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2CE2 HHL|CH ZEE BFE MST ZEZ CHA| A|ZS12{™ spanning-tree mstp migration-
check & &#H5IH ELICH

Y 14 ZEO|M Chg S 2

0°I*

5t0] MST 8t DEE AFRSIHLE AFRSIX| Y2

2B
2 dF
spanning-tree mstp mst-compatible 2QX[Ql MST 2%t REE EHSIMAIR.
no spanning-tree mstp mst-compatible 2QX[9 MST 2% REE H|Z2M3lstA|2
LT E
S8 BEQ| £ 7|52 291K U I|EF MSTP A% A9K|o| MST AOg BEE

AYLICH dH HE/JAZUHME 29X|2 714 O|F1 HY H 7t S LS|OFetL|CE CHE MSTP

Z2EES 2dd5te 29X CST BEO| 718510] 2 X|7F HAIX|E 41010 =8 ZE0

DS RES ZEE= SEY 1 ZEOM 8 BET}

oht

2 = 420/ & MST BPDU £

HUES XAS22 M & 4= §lEUCH 0] 3% 0ro|ado]d HAE & SHHAIL

—_ 1

T2 EZ M3 &0l ChA| A|RE
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MSTP £ AB5IE AQX7 Z2EE HE HAHUES S Sl 7|E2| STP 29I X[et 24 &s &

7 USLICE 29(X|2] ot ZETL STP 714 HAIX[E +45HH ZE= STP HA[X]

HEELICE SAlOf, sTP §2E $43ts ZE= A ZER ZUFELUCHL

g
EETHSTP 22t HEHO0l| QT ZETHSTP HAIX|E O Oy $435HK| et ZE=

check € 2d 510] ZET} ot5 oF STP HIA|X|E X[ ZEE MSTP &EIZ Z[ZE +
USL|Ct
RSTP Z2EZ S AAMSIE A= MSTP HIAIX|E AlHSID N2 & 4= USLICEH [ty

MSTP A9IX| RSTP A9IXI9} &5 & 1 ZZE S Bgto| LRSHA| & LCH
Mol T4 DEOIM CHE FBS UMolol A9X|0| BE TEO|M LXIEE 2E STP YHE X|

=L

g 29

spanning-tree mstp migration-check 2QX[Ql BE ZEOM HX|E= ZE STP HEE X
4

ZE 719 ZEOM L8 S 2ot ZEOM ZX| ¢ STP YEE X SLICL

B3 a9
spanning-tree mstp migration-check ZEJL X o STP HEE X| LT

MSTP & 20l

monitor 3F, 228 74 BT £& ZE 719 YN L3 S 2ASHH MSTP of Lt

DE ¥EE oL

=

rn

E CL:

show spanning-tree MSTP BEE =gt
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(SSTP, PVST, RSTP & MSTP Ofl Chst HEE =tolgh &=
AS)

show spanning-tree detail MSTP HEQ| N2 AtetE =L T
(SSTP, PVST, RSTP & MSTP Off Chst HEE =tolgh &
AR))

show spanning-tree interface interface-id STP QIE{mO|&~ HEE =folgtLC).
(SSTP, PVST, RSTP & MSTP Off Chot HRE =tolgh &
AR))

show spanning-tree mstp £ MST QIAHAE ZALSHL|C}

show spanning-tree mstp region MST @9 Fd& =elgLct

show spanning-tree mstp instance instance-id | MST QIAE A0 O3t M2 E =QlstL|Ct.

show spanning-tree mstp detail MST & E =elgtLLCt.

show spanning-tree mstp interface interface-id | MST ZE 42 =QIgtL|Ct

show spanning-tree mstp protocol-migration | ZEQ| T2 EE B3l MEfE =QIBHL|C}
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SEE 7ICHE|X] @0 ZEE X|FE ZEZ FA| YO 0| EGLICE

232



Backbone Fast 7| 50| &-d%} &l £ CHE ZEOAM K2 24 =22 BPDU 7t =& H £290X|=
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Example 1: Starting PDP

Switch_config# pdp run
Switch_config# int f0/1

Switch_config_fO/1#pdp enable

Example 2: Setting the PDP clock and information storage

Switch_config#pdp timer 30
Switch_config#pdp holdtime 90

Example 3: Setting the PDP version
Switch_config#pdp version 1

Example 4: Monitoring PDP

Switch_config#show pdp neighbor

Capability Codes: R - Router, T - Trans

Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater

Device-ID Local-Intf HIldtme Port-ID

Switch Fas0/1 169  Gig0/1

Platform Capability

COMPANY, RISC RS
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242 0Ol & 74

Ao A =EZ YL

¥l

EE

Switch#config

A9IX| 74 RER SojYLIL

Switch_config#ether-ring id
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S1_config#interface gigaEthernet 0/1
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S1_config_g0/1#exit
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S1_config_g0/3#ether-ring 1 secondary-port
S1_config_g0/3#exit

Mo VLAN & F-d& L L.
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S1_config#interface range g0/1, 3
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S1_config_if_range#exit

AQX| s2 1M :
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S2_config#ether-ring 1
S2_config_ring1#control-vlan 2
S2_config_ring1#transit-node
S2_config_ring1#pre-forward-time 8
S2_config_ring1#exit

S2_config#interface gigaEthernet 0/1
S2_config_g0/1#ether-ring 1 transit-port
S2_config_g0/1#exit

S2_config#interface gigaEthernet 0/3
S2_config_g0/3#ether-ring 1 transit-port
S2_config_g0/3#exit

S2_config#vlan 2

S2_config_vlan2#exit

S2_config#interface range gigaEthernet 0/1, 3
S2_config_if_range#switchport mode trunk

S2_config_if_range#exit
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Switch_config_ring1#control-vlan vlan-id

o|f tHAYLIC M Of VIAN £
VLAN "id-1"& gL C}

T80 VLAN tid"H

vlan-id : X0f VLAN 2| ID

Switch_config_ring1#pre-forward-time value

Switch_config_ring1#exit
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Switch_config#
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Switch# config

29K 8 REZ SO{LULIC.

Switch_config#mether-ring id1 domain id2
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Switch_config_ring1#edge-node[assistant-node]

o/ EAYLILE = RES HYKfR| LEB

T,

Switch_config_ring1#sub-ring

Of THAlE Met & & UBLICH O] LB ME
= ofopgtLict,

Switch_config_ring1#control-vlan vlan-id

O|F CHAYL|CE X of VLAN 2
VLAN "id-1"& #MdgtLCt.

745t VLAN "id"H

vlan-id : A0{ VLAN 2| ID

Switch _config_ring2#single-subring-mode

o2 chAQLct
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Switch_config_ring1#pre-forward-time value
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Switch_config_ring1#exit

Switch_config#
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Switch# config

22X 4 BEZ2 So{ZLCL

Switch_config#interface intf-name

QIEmo|A T+ RES AL T

Switch_config_intf#mether-
ring id1 domain id2 primary-port [ secondary-

port | transit-port | common-port | edge-port ]

id1: =EQ9| 2lA ID id2 : = Q1o QIAEA D (0
ol B2 dzh

Switch_config_intf#exit

QIETolA 7+ REE SEELCL
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show mether-ring

show mether-ring id1 domain id2

show mether-ring id1 domain id2 detail
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Ct otel & B4l == 2 LE 2 & #¥ot= Ol AFEELEL

dlo

%IE#

o

rlo

Configuring switch S1:

dlo

Do4 2q

o

rlo

Ct obfl & 34 =2 £E 2 & F4d5t= O AFEE L

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#transit-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

ct

dlo

%

rlo

Al

N
e
m

of7f H+=E F45t= Ol AF&E LT
Switch_config_ring2#pre-forward-time 12
LE Fd BEE ZETLCL

Switch_config_ring2#quit

Ct

gjo

%I =<

o

rlo

EE 29| FA ZEE #d5t= Hl AFEELICH

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S2:

Ct

gjo

I:IO=| =<

o

rlo

M FA LE Qo LE 18 FEStE O AHSELICH

Switch_config#mether-ring 1 domain 1

Switch_config_ring1#transit-node
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Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Ct

dlo

Do4 2q

o

rlo

AZ

—

e
i

oz a5 95t Ol AHSE L
Switch_config_ring1#pre-forward-time 12

LC 7N DCE ERSLC

Switch_config_ring1#quit

O 3832 =219 d& Z2EE 7#4¢5t= O AEE U

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L2 B2 okl 8 Al == Q £ 2 & #83t= O AFEE LT

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#edge-node
Switch_config_ring2#sub-ring (this can be omitted)

Switch_config_ring2#control-vlan 2

Ct

gjo
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rlo
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rk

b o) =& F95ts ol AFEE LI
Switch_config_ring2#pre-forward-time 12

LE 7Y REE SRYHLCL
Switch_config_ring2#quit
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gjo
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o

o LC 9

OH

& ZE S OfX| ZEE Fd3%t= O ASELCL

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit
Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S3:

ct g9 @ A L& 2 =21 & ot O AHEE UL

gjo

%I =5

o

rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 AlZh 23 Oj7f Bi& Fdot= O ALEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 8832 =219 d8 Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit
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gjo
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o

rlo

olfl @ EX LE O LE 45 FgStE O AHSELICH

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#assistant-node
Switch_config_ring4#sub-ring (it can be omitted )

Switch_config_ring4#control-vlan 2
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Switch_config_ring4#pre-forward-time 12
£ PY BEE SEELCL
Switch_config_ring4#quit

Ct
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o
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EE29 &5 ZE S OX| ZEE F#d5t= O AHEELCH

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S4:

Ct

gjo

YE2 ME 02l LE 9 L E 4 5 F85t= O ArSE UL

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#master-node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2

Ct

gjo
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o
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b Of7 Ha+8 T gots o A& LCH
Switch_config_ring4#hello-time 4

Switch_config_ring4#fail-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring4#quit

Che YYe e 40 e EEQ Bx BEE TASE O AU
Switch_config#interface gigaEthernet 0/1

Switch_config_g0/1#mether-ring 4 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk

Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2

Switch_config_g0/2#mether-ring 4 domain 1 secondary-port
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Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S5:
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g OfAH =B ¢ =B 2 & F85t= O AFEE Lt

Switch_config#mether-ring 2 domain 1
Switch_config_ring2#master-node
Switch_config_ring2#sub-ring

Switch_config_ring2#control-vlan 2

Ct HA Of7f H+8 #gsts O AHEE L
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gjo
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o

rlo

AlZt
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Switch_config_ring2#hello-time 4

Switch_config_ring2#fail-time 12
LE 7Y EEE TERYLLCL
Switch_config_ring2#quit

Che @Ye LE 209 7| EE U Bx BEE TMstE O ARELUC

gjo

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 2 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

Configuring switch S6:

Che B2 Mo|M & 02l =& 2 =E 15§ 7dots O AFEE UL

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#master-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2
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gjo
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Switch_config_ring1#hello-time 4

Switch_config_ring1#fail-time 12

LC 7N DCE ERSLLC

Switch_config_ring1#quit

Che Bd2 LB 19| & ZEE 719%t= O ArEE UL

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 primary-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 secondary-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit
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gjo
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Switch_config#mether-ring 2 domain 1
Switch_config_ring2#assistant-node
Switch_config_ring2#sub-ring ( This can be omitted )

Switch_config_ring2#control-vlan 2
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Switch_config_ring2#pre-forward-time 12
L 7Y REE ZEYLLCL
Switch_config_ring2#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 2 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
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Switch_config_g0/3#mether-ring 2 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S7:

ct g9 @ A L& 2 =21 & ot O AHEE UL

gjo

%I =5
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rlo

Switch_config#mether-ring 1 domain 1
Switch_config_ring1#transit-node
Switch_config_ring1#major-ring

Switch_config_ring1#control-vlan 2

Chs B2 AlZh 23 Oj7f Bi& Fdot= O ALEE L.

Switch_config_ring1#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring1#quit

OhE 8832 =219 d8 Z2EE 7#4¢5t= O AEE L

Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 1 domain 1 transit-port
Switch_config_g0/1#switchport mode trunk
Switch_config_g0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 1 domain 1 transit-port
Switch_config_g0/2#switchport mode trunk

Switch_config_g0/2#quit

L B2 5t9l 8 Xl == Q E 4 & 7d3%t= O ArSE LT

Switch_config#mether-ring 4 domain 1
Switch_config_ring4#edge-node
Switch_config_ring4#sub-ring ( This can be omitted )

Switch_config_ring4#control-vlan 2
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Switch_config_ring4#pre-forward-time 12
£ PY BEE SEELCL
Switch_config_ring4#quit
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Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 common-port
Switch_config_g0/2#quit

Switch_config#interface gigaEthernet 0/3
Switch_config_g0/3#mether-ring 4 domain 1 edge-port
Switch_config_g0/3#switchport mode trunk

Switch_config_g0/3#quit

Configuring switch S8:

ct
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ot @ A LE 9 LE 45 P O AHEELCH

Switch_config#mether-ring 4 domain 1
Switch_config_ring4# transit -node
Switch_config_ring4#sub-ring

Switch_config_ring4#control-vlan 2
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Oj7) M5 F-d3t= O ArgE L
Switch_config_ring4#pre-forward-time 12

LE 7Y EEE TERYLLCL

Switch_config_ring4#quit

ct

dlo
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Switch_config#interface gigaEthernet 0/1
Switch_config_g0/1#mether-ring 4 domain 1 transit -port
Switch_config_g0/1#switchport mode trunk
Switch_config_gO0/1#quit

Switch_config#interface gigaEthernet 0/2
Switch_config_g0/2#mether-ring 4 domain 1 transit -port

Switch_config_gO0/2#switchport mode trunk
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Switch_config_g0/2#quit
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DHCP Snooping
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VLAN 0| A DHCP A%TO| Mot =l AR VIAN S| B E AM2|g 4= Q= S2|H ZENAM

1

A &l DHCP IfZI0| gt ™ o2 HAMELICE VLAN o] dlZ|g == Ql= S2(H ZEOM

41 € DHCP S THZI2 AE/0f 7t B TR TAE DHCP AH{7H 52 2t

A

MHE|AS MSOHR| ZoHA ghLLf. &

o =

1
I
1

= ZEO| DHCP 87 mi2le| 42 DHCP
273 S St F4 HET O] AL MAC F48F LX|SHX| GEo™ DHCP 2%
IjZl2 DHCP DOS of 34 WAL 2 AFEE|E 7IW T2 2 ZtFELC A9X|7F AAS

HE L Ch

Mol T4 BEOM TH YHS MHSHUAIR.

o = o =]
T4 43
Ip dhcp-relay snooping vlan vlan_id VLAN O A DHCP A% S EM51tL Ct,
no ip dhcp-relay snooping vlan vlan_id VLAN O A DHCP A2FHZ
H|g-dstetL o

DHCP trust Q1B H 0| A 74

OIE{H|O] A7} DHCP trusting QE 0|22 Fd & B20[ AHL|O[A0M 4] SF DHCP
ofzl2 =2elE K| gLt

225 QIHH 0|2 T4 BEON THS YHS AR,

= =]
Y ks
dhcp snooping trust QIE{H|O| A& DHCP trusting QIE{ 0| A2
Tdgct
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no dhcp snooping trust

DHCP- 412[2t 48t QIE(H 0|2 0] T3
OIE|B|O|AS CHA| AJZHELICE

SIHHO|AE 7| &Y

VLAN Of| M DAI 43}

VLAN 2| 2= 22|8 ZEM &5 ARP ZL|H

>t

AA NP FATE LEE MAC-IP HEQIE ZHA 9 &

AEE L QEE 0|0l BQlE A= DHCP 0 23 S 2= Hiel

38 2 + UASLILh =25 AHI|o|29] 1P

29X= 2E ARP IS HEHOHA| EELICH

0l

|5HA

OIE{ H| O] A LT,

LS| HO| THZIo| AA MAC FTAt

Al

—

B2
¢
r2

=4 & ARP T} 210

YE|AL +50

Z= A0 MAC =47} HFOISIE|Of YUX| o

3

nx
of

ip arp inspection vlan vlanid VLAN o 2

5 ARP RLIHE S gttt

no ip arp inspection vlan vlanid VLAN o 2

S ARP ZLIEHY S H|ZgsteLCt.

ARP trust Q/E{H{|O| A T

MEIY = A= AHMO| A0 M= ARP ZLHE S AFEE = l& LT AHEHO|AE
2oz Melg 5 gl AT 0| A LT
SIHEHO|A T+ REOM OHE S HASIUAL.
Y ay
arp inspection trust QI H[O| A~ ARP trusting 2/ E{H 0|20
TEEgLC
no arp inspection trust ARP &% QIE{H| 0| A0] CHSt QIHEO|AE
MR c.
VLAN Of| Al &4 P A ZLEZ EX3}
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VLAN O A AA P FA L EZO0| M3} =

=l S0 AN MAC A% AA P FATL

THE MAC-IP HEQIE Aot YX|SIX| UO ™ VIAN o] B E Z2|H ZENA A =P

T = =

oj 20| AR ELICH I Ho[A2] HIRIE 2t = DHCP Off 23 SH 22 HII &ALt

1

S22 74 € = USLILE =2[H AHH0|£9] 1P 20| MAC F27t HHRIE &[0

X Bo® A2X= 228 AEHO|A0M =4 o 2= IP IIZS HESHA| @l

30

Y 14 ZEOM Chg S HdsIHAIL.

33 29
ip verify source vlan vlanid VLAN 8| 25 41 QIHEHO[A0AM &4 1P T4 HALE

gystetL

no ip verify source vlan vlanid | VLAN 2| B = QIEI{O[ A0 A

HIZ-getefL ot

&0 DHCP Izl (1P I{Z)O| oA E|H MY ALTO| e[ MEELICH
IP-source trust QE{I{ O] A M

QIE|T O] 20 M2l = A= &

2 |p FATHUE B R FA HATF QIEH 0| 20N

L=

—
—

ot

M| Of RAK| BEE L EL

OIE{ 0| A 1A DEO|A CHS TS ASHBIAAQ.

o = o =]
3 EL:
ip-source trust Mg 4= e 2 1P FA7L e AHIO|AE Pt Tt
no Ip-source trust MEIE 5= Q= AA P FTAVEQUE QEHIO|AE CHA|
Nl

TS2E QHEO|A HRIE

o
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SAETDHCP E 83 FAE 2X| RSHH 22X 9| QIHE| 0|20 HOIY &=E F7I6H0]
SAETHEQAO HMA E =UqA & = JASLCL ST HE 220 2=2 AHE 1P
22 HIQIY MACIP £ &g &= giELICtH
450z PHE HOY B22 SXO2 TYE HolY BBELE 2 2907t
S&UCL $502 THT HOIY ¥2T SYO2 PAT HOIY B80| SUH MAC FAE
2e 79 502 THE B2 SOz PHH 22 YHOEHLIC, QUEHOA Hold
$22 MAC F48 19 Moloz AgELIL
Mol 24 REOM O18 BLS HUSHIAIL.
CE dF

ip source binding MAC IP interface name | QIE{I|O|A HIQIYE =522 FggtL|Ct

no ip source binding MAC IP vlan QIE{mO| A HIQIE &5 F AL Ct
DHCP - 258 2L HEY & 7A| 22|
EXEC RE0|M OfS &S 2AsdA=

HY My
show ip dhcp-relay snooping DHCP A4 F1-40j| Chet §EE HA[SLICE
show ip dhcp-relay snooping binding QI IOl A0 FEYt FA HRIY =S
HEA[ZLCL
show ip dhcp-relay snooping binding all DHCP A=H0j o3 ¥ & ZE HolY =2
HEA[ZLCL
[ no ] debug ip dhcp-relay [ snooping | binding | DHCP &2{|0| AFHo| M3tz &dzet £

| event ] H|g-dstetL o

Chs

2 DHCP A%

d 780 tiet S2E 2 FE L.

switch#show ip dhcp-relay snooping
ip dhcp-relay snooping vlan 3

ip arp inspection vlan 3
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0jo
rlo

djo
rlo

0jo
rlo

DHCP Snooping trust interface:
Gigaethernet0/1
ARP Inspect interface:

Gigaethernet0/11

dhcp-relay snooping 0| it HQIE HEE HO{FL|C}

switch#show ip dhcp-relay snooping binding

Hardware Address IP Address remainder time Type VLAN interface

00-e0-0f-26-23-89 192.2.2.101 86400  DHCP_SN 3 Gigaethernet0/3

DHCP 2j|0] ~5Tof tfet 2= HRIY YEE 20F L CL

switch#show ip dhcp-relay snooping binding all

Hardware Address  IP Address remainder time Type VLAN interface

00-e0-0f-32-1c-59 192.2.2.1 infinite  MANUAL 1 Gigaethernet0/2
00-e0-0f-26-23-89 192.2.2.101 86400 DHCP_SN 3 Gigaethernet0/3

dhcp-relay snooping Of CHoF & E I L|Ct

switch#debug ip DHCP-snooping packet

DHCPR: receive 12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 277

DHCPR: add binding on interface Gigaethernet0/3
DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: send packet continue

DHCPR: receive |12 packet from vlan 3, dilD: 3
DHCPR: DHCP packet len 289

DHCPR: send packet continue

DHCPR: receive 12 packet from vlan 3, dilD: 1

DHCPR: DHCP packet len 300

DHCPR: update binding on interface Gigaethernet0/3
DHCPR: [P address: 192.2.2.101, lease time 86400 seconds

DHCPR: send packet continue
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IGMP-Snooping

IGMP-Snooping T+ &

IR

IGMP-Snooping 2| & F= VLAN It 1

i

Z4 7to]

]

HA|

i

Aot HE| HHAE BP0 SA|0f

YHO[ESIO| HE| 0|0 AES] EEZX| F=0f e} 20]0f 2 A(X|7t HIOHE TEY

==

F=RAA G AL
IGMP-Snooping 2| 8 7|&& Ch&1t 25U T

IGMP O A[X| & 25 L CL,

E2{F0| HUSHK| Y F SAEQ| |IGMP AE|E|Qt 2R H 2| IGMP HE|E[E

LE.;

igmp-Snooping & Ao HA|X|E B2 igmp 2] HAIXIE 21 29| 7|52 A

r9.t
Ot
N
MO

=2

igmp-Snooping & ZE|FHAE 2IREMAM AE & P Mz &tE & &= ASU L F
22K F7IHoz 2tRHOM igmp #Hel YEE =484 0F LT} igmp-Snooping 2| 2+ H
=3 E}O|B{ & igmp-Snooping & AZSt= HE| JHAE 2tRHO| OF | 7|7 2 A2t
UO 2 TYE|0{OFEtL|C} show ip igmp-Snooping 2 A &SI ZF VIAN 2 HE| HAE

2PE B E ol

VLAN 2| IGMP-Snooping &3} / H|Zd 3}

VLAN O H& ZE| JHAE A F7}/ AHH|

VLAN 2| ZA| BE| 74

oln

=& Oy F2 7tgle BB HWLE HAXE EHE0E 7s 718

312



IGMP-Snooping 2| 2-%H O O|X| EfO|H T4
IGMP-Snooping 2| S & AlZF EFO|D ++4
IGMP-Snooping 2| IGMP Querier 7%
IGMP-Snooping 2L HE & |FX| 22|

—

IGMP-Snooping 743 Of| &

VLAN 2| IGMP-Snooping 243} / B|24 3}

Mo T4 BEON THE THS 2HSHUAIR.

E A

ol

ip igmp-Snooping [ vlan vlan_id ] VLAN 2| IGMP-Snooping 2 &4 3}gtL|Ct.

=

no ip igmp-Snooping [ vlan vlan_id ] | 7|2 742 CiA| A|ZfELICH

vlan & X’8oHA| ol LSO 49 & VIAN S Z2510] A[A-S| 2= VIAN 2

Mok
0%
ot
tA
rir

B

nigk

dat g = JASLICE 712 FE0IM ip igmp-Snooping ¥ & 0|
T E ZAXE ZE VLAN 2| IGMP-Snooping O] 29 3HE LICH
1 : IGMP-Snooping 2 Z|CH 16 7HS| VLAN O M H&E = JUSL|CH
VLAN3 0{| A IGMP-Snooping & &-d2t5t2{H X no ip IGMP-Snooping S

HASH 2= VLAN 2| IGMP-Snooping £ HI&-d32t ¢+ CHE ip IGMP Snooping

VLAN 3 & 45t 42 XMEslof gL Ct.

VLAN o] HA HE| JHAE T4 FTH/ ALK

HAIXIE =4 & 5 AFLIC

Y 18 REOM Cg 784S oY AIL.



- CL:

ip igmp-Snooping vlan vlan_id static A.B.C.D interfaceintf VLAN 9| & HE| /|AE FAE
F=Itgtct

no ip igmp-Snooping VLAN O H& HE| J|AE FAE

vlan vlan_id static A.B.C.D interface intf AtK| gL Ck

VLAN o] ZA| BE7|&

SA X7 HEE B 220K 58 HAIXIE 2 = HE| HHAE Q59 ZE S50M

=
ZEZS MAE = ASLICE W2k 2(X= ENO|H7E O E S AET HE| J|AE0 M7 S

7ItHE 287t flgLth 22 ZEof

A
A bl

rir
[m

Ct

i
fot

7|' % :I-_'_Oﬂ -LH )\A—l— A|"9'X|'7|'

Q22 mLbD NR $OB O] AFBAIY TE| HAE S410] FHS W2 4 ASLCE O
49 Z1Hel B2 IS8 AR & LIt
Ho{ 2 BEOIM C18 THE SUSHHAIL.
Y Yy
ip igmp-Snooping vlan vlan_id immediate-leave VLAN 9| ZAIBE 7|52 74 U,

no ip igmp-Snooping vlan vlan_id immediate-leave | VLAN 2| ZZXQl ZRE 7|2 E
TS

VIAN o ZA| B2 S42 7250z bz aste|of A& C

52 & of4 FAQ0| HE| HHAE HAIXIE BEYSHE 7|5 74

1z
m
N

>

m
=
>
>
o
o

ot
o
1

O™ (DHL, CH& =471 igmp-Snooping 2 &8 2% K|

ol SEXA @3) 712 M2l G2 VIAN 2| 2= ZEOM HAXE El= DAY 42
Sl Z2HA YHE HEY = ASHC SHA F27H ofH ZEOE SEXX 2 25 ZE|

HAE HAIX|= AAIELE

3g

nx
ol

314



ip igmp-Snooping dif-

drop vlan vlan_id

o= ZE HAE HAIXIE AFELICH

drop vlan vlan_id

no ip igmp-Snooping dif- | LF T2 CHA| A|ZFLICH (RO A E]).

1) 2= VLAN of Cisl £-80| s+g &Lt

2) 291K17F R HAIXIE Melots 7|2 Y2 SYYULILH (0] FH2

HAIXl= VLAN O|A E2E FHARIEL|CH.

IGMP-Snooping 2| 7§ Router-age EtO|H

Router-age = IGMP 2| X|Y 40| EX5t=X| 6|F& ZLIHYol= O AHEE LT IGMP

2ol o HAIX] £ EW ZE| IHAE FAE FA

[m
N
Ofm
R

inquier 2 @A

xS BHLCE,
M T4 BEON THE THES THSHAIL.

gtL|Ct. IGMP-Snooping 2 IGMP-

29

ip igmp-Snooping timer router-age timer_value

IGMP-Snooping 2| Router Age %42

Tt

no ip igmp-Snooping timer router-age

IGMP-Snooping 2| Router Age 2|
7| 22HE CHAl A|RfgL|C).

L HA =

Eto|H 9 S#2 IGMP 22| Xto] Zo| 7|7t 9 & HEsHA|IL. Eto|H & 2| 7|ZHECt

IGMP-Snooping & & AlZt EIO|D 4
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SE AlZF EfO|H= IGMP 2| X[ 0| & ot = S AEJH HE| JHAES B ot
AlZE 2| HAIX[E. = 2Hef 20M HA|X[7F EFO[T M| O] =0 =4 E|X| Bi= £29K|= EE|

HAE F2F AT

MY Y DEOA S THS SHSHIALL.

%z CL:

ip igmp-Snooping timer response-timetimer_value | IGMP-Snooping 2| S& A|Zt (2
T,

no ip igmp-Snooping timer response-time IGMP-Snooping S & AlZtel 7|24E
CRAl AlZfeEL EL

LT E.:

Eto|O 2k

rlo

HE &S o SLIth 223 2E| IHAE SH0| 28 s T L Ch

IGMP-Snooping 2| S & AlZt at2 10 22 &Lt

IGMP-Snooping 2| #2| &d #4

HE| IHAE 2tL2E 7t IGMP-Snooping O] &3} =l VLAN O =X{s}tX| o™
IGMP-Snooping 2| # 2| 7|52 AH835I0 HE| HHAE 2tRHE 2350

71822 IGMP H2| HAIXIE B = JELICH. (O] 7|e2 MY

it

Lo

i

IGMP-Snooping O] 89 X 2 243t & VLAN oM 7|58 &d3t &

rir

HIZg st

b

ot

= AEFLIChH
HE| A E 2FRETF LAN O EXHSHR| 410 HE| HAE E220| 2t2E0| Hadl=s B2
IGMP-Snooping 2 &8 2¢|X[e| At HE| 7|52 &d3t & = JA2EZ IGMP-Snooping 0|

M2 ZSefL o,

MY T BEOIM CHS FHS UYL,
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3g

CL:

[no] ip igmp-Snooping querier
[address [ip_addr]

IGMP-Snooping 2| 2|2 TAISHLICE MEHE oy7)

#H== address £ 22| OIAIX| o AA P FAYLICH,

IGMP Snooping-querier 7|52 7|2 H|2d2tx[0] ASLICH 7R #HE| HAIX] o A& Ip
FAE 72X 10.0.0.200 YLCH
LT E

oHoF H2[0] 7|50| detE|n 7|50 HEL|X| RoB HEIHAE 2L2H7L vian O

EMSIH 07|52 AraH 22 HE|HAE ErQYorR | dotE Lot
IGMP-Snooping ZL|H 3 % ZL|HY
e ZEOM O A S AU,

22 u

show ip igmp-Snooping

IGMP-Snooping T+ HEE EA[RLICH

show ip igmp-Snooping timer

IGMP-Snooping 2| A|Al BEE HEA|IRL|CH

show ip igmp-Snooping groups

IGMP-Snooping 2| ZE| J{AE OF0f Cfst
HEE BA[SLICH

show ip igmp-Snooping statistics

IGMP-Snooping 0l tiet 84 BEE

HA[ZL|CH
[ no ] debug ip igmp- IGMP-Snooping @ I{Z] / 28 C|H{1 / O|HE
Snooping [ packet | timer | event | error | /A Qi ALK E gdet A
H|ghdotet LT Ol ARIX|E X|FSHK|
RO ZE CjH I AQX|7t ot ALt
B 2ot Lo
IGMP-Snooping & &0f Ciat VLAN HE HA| :
e =

switch#show ip igmp-Shooping
igmp-Snooping response time:10 s
vlan 1




______________________________________________________________________________________________________ T
i switch#show ip igmp-Snooping groups i
E Vlan Source Group Type Port(s) E
{10000 234566  IGMP F0/2
E 1 0.0.0.0 239.255.255.250 IGMP F0/2 E
IGMP-Snooping EHO|T{ EA| :
________________________________________________________________________________________________________ -

switch#show ip igmp-Snooping timers
vlan 1 router age : 251 Indicating the timeout time of the router age timer

vlan 1 multicast address 0100.5e00.0809 response time : 1 Indicating the period from when the
last multicast group query message is received to the current time; if no host on the port

respond when the timer times out, the port will be deleted..

switch#show ip igmp-Snooping statistics

vlan 1

v1_packets:0 IGMP v1 packet number
v2_packets:6 IGMP v2 packet number

v3_packets:0 IGMP v3 packet number

join_packets:6  Number of report packets
leave_packets:0 Number of Leave packets
send_query_packets:0  Rserved statistics option

err_packets:0  Number of incorrect packets

general_query_packets:5 General query of the packet number

special_query_packets:0  Special query of the packet number



rx: s_ip:90.0.0.3, d_ip:224.0.8.9 Source and destination IP addresses where packets are received
type:16(V2-Report), max resp:00, group address:224.0.8.9 Type and content of packet
rx: s_ip:90.0.0.90, d_ip:224.0.0.1
type:11(Query), max resp:64, group address:0.0.0.0
rx: s_ip:90.0.0.3, d_ip:224.0.8.9
type:16(V2-Report), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.3, d_ip:224.0.0.2
type:17(V2-Leave), max resp:00, group address:224.0.8.9
rx: s_ip:90.0.0.90, d_ip:224.0.8.9

type:11(Query), max resp:0a, group address:224.0.8.9

IGMP-Snooping 2| MIA|X| EtO|{ C|H{ 1 :

switch#debug ip igmp-Snooping timer
tm: vlan 1 igmp router age expiry at port 2(F0/2)

tm: multicast item 0.0.0.0->224.0.8.9(0100.5e00.0809) response time expiry at port

FO/4 Inquerying the response timer expiry

IGMP-Snooping 74 O X

a8 12 ofxlel HEYA HZS HoIFLIL

Computer Computer Server Computer Computer Serrar
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290K 74

(1)  AFEY AE PZ3BHE VLAN 1 2| IGMP-Snooping & 4 3tetL|Ct
Switch_config # ip igmp-Snooping VLAN 1
@) APd At B 2 AZBH= VLAN 2 2| IGMP-Snooping & E43hgtL L,

Switch_config # ip igmp-Snooping VLAN 2
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IGMP =8 A| 14

IGMP ZZEA| o & ¢

IGMP ZEA|= HE| IHAE AFEXIZE A= VLAN O LHE VIAN 2| HE| JHAE A5

TAUSHEE S8 LICE IGMP ZEA|= CHE 2E| H2E 2128 Z2EZR0| SEHC = 4

£
Jn
12
Ol

20| MAELICH IGMP ZEA|= ZEA| & VLAN 2| IGMP IjZI0f| oJsf ZEA| VLAN 2
M& Ll o3|t IGMP I Zl0f 2t O O] M E VLAN 9| HE| JHAE AFEXIO| SIEQ 0 ZQE

HO|22 |X[ELICt IGMP ZEA|= ME CHE VLAN 2 ZEA| VLAN I ZEA| VLAN 9| &

Ho

X2 LhsLch §2EE BE| JHAE VIAN 2 ZEA| VLAN 22 1de &= UX[TH T}
AEZ HE| JHAE VIAN 2 TEA| VLAN O 2 AME 4 & L|C}

=EH YLICt IGMP

5}
<
av)
=
I
>
QO
<
)
|>
4r
=}
mjo
N
re
|0
Hu
Ot
Ral
=
4n
=
rir
olo
ofo
I
Hu
[
)
2
>
]

ATl By B FLoB MY & ALt
che Z70] SZE|X| YOB IGMP ZEAS ALBE 4 gLt

3. vlanO| Ct2 AEE vian X RAEE vlan 22 EFSt= AS WX|gL|Ct
IGMP-Proxy %} / Hl2d3}

VLAN OfO|ME A F71 / &K

J

o
it

HE| HHAE A ST FTH/ AE|
IGMP-Proxy 2 L{E{Z 3 |FX| &2

IGMP ZE Al off 7+
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Yy My
ip igmp-proxy enable IGMP ZEA|E AFERLILCE
no ip igmp-proxy enable 718 74S CHAl AlZFgL ot

P HE[IHAE 2tRES Y% o 20|= IGMP ZEA|E 2dst &

£Q

ot

multicast-routing & SE L IGMP ZEA|7} At52 2 2/d3tE|X| SF&L|CH

(ko=

VLAN OfO|HE ZtA =7t/ A

Mo 7Y BEOA 1S BEHE AHsHIAlL.

SLCt o

I3 Bl IGMP Z2A|= |p HE| I|AE B2El0| M3} &l A2 Xf=oz SR EL|CH ip

0=
I
0]

map cvlan_map VLAN (avlan_map)2 #7tgtL|Ct.

ip igmp-proxy agent-vlan avlan_map client-vlan | vlan (cvlan_map)2 Z2|3}7| QI3 0jj0|HE

no ip igmp-proxy agent-vlan avlan_map client- | O O| M E ZtAH S AK|EHLICE

vlan map cvlan_map

LE:
1 .vlan O] avlan_map Of QJsl X|HE|7| M0l EAIE VIAN & T8 & &= el&LICt £t
O|O| M E VLAN 2 cvlan_map HOf 74 & & gi& Lt

2. EA|El VLAN 1} 0f|0| M E VLAN 2 IGMP-Snooping 2| X 0{& 20} 50 ofgtL|Ct,

IGMP Z2A| ZL|E{2 2 2| 2
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EXEC ZEOM CtS &

o

=

Al

Hg Y

SIMA|Q,

3y

M
=

oZ

show ip igmp-proxy

IGMP ZEA|0f CHot YEES EAILIC

show ip igmp-proxy mcache [delete | nonsync |

sync| static]

IGMP ZEA|2| TE FHAIS EAIRLIC

X |
&=
L=

zEgof

fLICY.

delete : SFEYI O] FHA| 7} &F
FHAIZE AlZE ZDtE|X| =

UAX| T
AN
o
=

HA|

1ot +>

nonsync : M 2| =| X2 OF % SLE0f FHA[Of
7| R 2 g5S BEAIYLIO

o

7|3 o|0] S0 AN U= =2

HEA[LCL

01_'f ZAO0| XX e 2= ¢=0|

AlEH ot

static : & HE| HHAE Al &5 B HA|ZLCL
[ no ] debug ip igmp-proxy [error | event || IGMP ZEA| C|H 1 AKX E st E=
packet] Hig-datetLot

e ol M= IGMP ZEA|| HE FHAIE HAISH= HEE EOjELCL

Switch# show ip igmp-proxy mcache
Codes: '+' synchronization, '-' deleted, 'S’ static

A" unsynchronization

Item 1: Group 225.1.1.2
+(192.168.213.163, 2, G3/24)
VLAN 3,4

IGMP

HEHZ EE2X|=

ZEA 748 0

Ol A
o=

O 10 Lief L ct.

323




FPriwate Hetwork E

Computer Computer Server Computer Computer Serwer

AQK| 2 -
(1) IGMP 25T 8l |IGMP ZEA|E &/d3tetL|Ct,

Switch_config # ip igmp-snooping

Switch_config # ip igmp-proxy enable

(2) VLAN 2 & EA|=l VLAN 3 2| Of|O| M E VLAN S & F7}etL|Ct.

Switch_config # ip igmp-proxy agent-vlan 2 client - VLAN map 3
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MLD-Snooping

IPv6 Multicast 7 &

MLD AFE9o| A2 &= VLIANOf IPve O & A0 ME HAE XI5t HE| IHAE OF9)

HZAD} F7|31510] HE| JHAE QF9| EEZX|0 M2} HO|HE MY #917%}% AL,

Ol 7|s0l& MLD A%d i3l ZLHY, O& F42 VLAN 7+o| H|O

SAEQIMLD A%dE Er$E19| 29 X 34 Eed EX sjZ0| =
| 5 I A S0 A

H

=

E=2E 7Hi'5o'5.=! LT 12 X7k MLD &2+ 8& &d5E & E| 7/ 2E 59
HE| JHAE HO|H = & B ASOM BE2E JAELX] §0 XFE +47|2
ELX[2 & 8l 2E| JHAE HO|8= ARE L

.

MLD-snooping 2 MLD-Snooping 2| Query B+ Report {22 ZLIE &350 {{0|A AZ ot
=M E siZstE22 MLD 2532 ZE| HHAE 2tRHIIU= 0T Bd¥ez &a g +
ASLCH
MLD-Snooping Multicast 74 S&
o = g3l/H|E M3}t MLD-Snooping
o Zdoh/H|gdat HE| JHAE OF2| SIEQIN HE 2F
e =TJL/AH VLAN o HE HE| HHAE Fo
® MLD-Snooping 2| 22 H =3 A|Zt #+4
®  MLD-Snooping S& AlZt EtO|TY T4
o YX EHE|IHAE EIREQ ZE 74
o =2 3R 7|s 7457
®  MLD-Snooping ZLHE & || 22|
MLD-Snooping Multicast 23} / H| 23}
MY 79 ZE0|M Cfg BES HASHHAIL.
o] T
ipv6 mid snooping MLD-snooping HE| J{AEE EMstetL|Ct,
no ipv6 mld snooping MLD AFd S H|gdatetL|Ct
| =
MLD-Snooping O] &/d2tx|n HE| JHAE IiZIS XA ZOHH o FATF SEE[X| 2 HE|

HAE TiZI0] AP M| E LIC.
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HE| JHAE O 52| StESO HE 2F &d3sl / Hgdsl
global configuration mode Ol A| CtE FHS AASIUA|L.
Hof =9
ipv6 mld-snooping solicitation HE| J|AE Q59| StEQ I ZQEE
7bSsHAIg LI
no ipv6 mld-snooping solicitation HE| JHAE D52 StEY 0] ZREE
H|g-dstetLoh
VLAN 2| X ZE| HAE T4 FTh/ F2
global configuration mode O A Ct& HE S HAUSMAL.
g3 a3
ipv6 mld-snooping vlan vlan_id static X:X:X:X::X VLANS| EH HE| IAE FAE FIHHL O
interface intf
no ipv6 mld-snooping vlan vlan_id static XXXX:X | VLANS| H& HE| JHAE FAE
interface intf Mgt
MLD-Snooping 2| 2t%E =3 A7k 74
Global configuration mode O A Ct& HE S HASHAR.
e ly| ks
ipv6 mld-snooping timer router-age timer_value | MLD-Snooping 2| 2t2E = gL
no ipv6 mld-snooping timer router-age MLD-Snooping 2| 7|& 2t2H Y2
MR ek L e
H 2.
0| E}O|{Q] 71412 MLD-Snooping o #2| 7|7t A2 &txsjorstn Fa| 7|zt Ct HopgL| ot
of Ml Bi7te| =& FdSt= A0 ZELICH

EfO|HE 2| 7|Zte

2t2H =%
2 260 X QIL|C}.

MLD AFEQ| 7|2 Et2H =3

MLD-Snooping S & AlZt EFO|TH

CL:

Global configuration mode O A C2 ¥

CEL

2t

[

MLD-Snooping 2| & AlZtE T

ipv6 mld-snooping timer response-time

timer_value
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no ipv6 mld-snooping timer response-time

| 2.
EtO|B{o| ZtE UFE &A Fde = AL BE| HH2E S40| 2t & &= ASL T
MLD &FE2| 7|2 S& AlZh2 15 ZYLIL.
M YE| HAE SO ZE 7
Global configuration mode Ol A Ct2 HHS AASIMAL.
%o u

ipv6 mld-snooping vlan WORD mrouter interface | Vlan word & MLD &+

OH
10
k1

inft_name Bt H ZEO| FggtL|ct

no ipv6 mld-snooping vlan WORD mrouter Vlan word € MLD A5Ho| 17 HE|HAE
interface inft_name PIRE ZEO 2MS A A StLCH
24 Sz gt/ HEgdst
Global configuration mode 0| A CtZ FHS AMSIMAIL.
CEL EL
ipv6 mld-snooping vlan WORD immediate- SA Rt 7l5E AHBELIT

leave

leave

no ipv6 mld-snooping vlan WORD immediate- | 7|2 T4 CHA| A|ZfgLC}

MLD &+38 BE| HW2E ZLHY 8l /fX 2

EXEC ZEOM CHS HHS MAMSIMA|L.:

o
ol
2

show ipv6 mld-snooping

MLD-Snooping 2| 82 EAIELICE

show ipv6 mld-snooping timer

MLD-Snooping 2| A|AIE BEA|LCE.

show ipv6 mld -snooping groups

MLD-Snooping 2| BE| JHAE T ES HA|

S

=

CF.

show ipv6 mld-snooping statistics

MLD-Snooping 2| E7 &

-

S EAIFLIL

show ipv6 mld-snooping vlan WORD

VLAN 0| MLD-Snooping 8| T+8& HEA|gL|CH.
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show ipv6 mld-snooping mac MLD Ao

MLD-Snooping ‘&7t Otz ot Z0[ HEA[EL|LC}.

#show ipv6 mld-snooping

Global MLD snooping configuration:

Globally enable : Enabled

Querier : Enabled

Querier address : FE80::3FF:FEFE:FDOO:1
Router age 1260 s

Response time :10's

Handle Solicitation : Disabled

Vlan 1:

Running

Routers: SWITCH(querier);

MLD-Snooping 2| EE| 7§ A E -F0[ HA[EL|CE

#show ipv6 mld--snooping groups

Vlan Group Type Port(s)
1 FFO2::1:FF32:1B9B MLD G2/23
1 FF02:1:FF00:2 MLD G2/23
1 FFO2::1:FF00:12 MLD G2/23
1 FF02:1:FF13:647D MLD G2/23
2 FF02:1:FF00:2 MLD G2/22

2 FF02::1:FF61:9901 MLD G2/22

MLD-Snooping 2| EtO|HZt HA[EL|LC}.

#show ipv6 mld-snooping timers

vlan 1 Querier on port 0 : 251

#

Querier on port 0: 251 meaning the router age timer times out.

vlan 2 multicast address 3333.0000.0005 response time : This
shows the time period from receiving a multicast query packet to the

present; if there is no host to respond when the timer times out, the

port will be canceled.

MLD 2+8 &7 §E& 32 254
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#show ipv6 mld-snooping statistics

vlan 1
v1_packets:0 quantity of v1 packets
v2_packets:6 quantity of v2 packets
v3_packets:0 quantity of v3 packets

general_query_packets:5 Quantity of general query packets

special_query_packets:0  Quantity of special query packets

listener_packets:6 Quantity of Report packets
done_packets:0  Quantity of Leave packets

err_packets:0  Quantity of error packets

MLD-Snooping ZZA[7} Of2iof HA[E L|C}.

#show ipv6 mld-snooping mac
Vlan Mac Ref Flags
1 3333:0000:0001 1 2
2 3333:ff61:9901 1 O
FFO2::1:FF61:9901
1 3333:0000:0002 1 2
1 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0012 1 O
FF02::1:FF00:12

13333:ff13:647d 1 O
FF02:1:FF13:647D

13333:ff32:1b9% 1 0
FF02::1:FF32:1B9B

2 3333:ff00:0002 1 O
FF02::1:FF00:2

1 3333:ff00:0001 1 2

1 3333:ff8e:7000 1 2
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OAM 74

OAM 7i&

IEEE 802.3ah 2| EFM OAM 2 tH 230 X|F 7t A3 22X / d5

Jd2{L} EFM OAM € EVC Off B2 & %= Sioc'i HOE 2t o|Hull L HEZ e ¢+
& LICE OAM PDU = CHE QIHHO|AZ ™

Ol OAM 2 diiXez g Z2EZYLCE A & H&= T 10 Z2 0

HE S = 1 Z Y YLIL.
OAM ZEE2EZ9| £

e O|HY OAM EX| & OAM &4 X[ &
O|Hul OAM A& ZEM A= OAM ME[E[Z} |14 ZX|2| OAM QME|EIE &1
OHYE MMO0| 7 2 W LA tHA 2 SEELCH thA Set HZAE ol
OAM QI E[E|= FE OAM PDU & &= %8310 OAM ZE, 0|4l OAM 7+4
He 9 224 L& X2 o|HY oAM &2 MEEITL|Ct F EO|E9]
O|C{Ul OAM Of|AM Rt Sl Crbglk 213 ZX] 44 3 23 O[HE F40|
e & 42 o|HUW OAM Z2EEF0| 3 ABOM 2a5t7| AlZgLC
o 3 ZLHE
0|4 OAM 2 O[HIE 22 OAM PDU & = 2 2
30| 2M7t A 24 A 2HE BLHYSIH 24 3= FHy 3
OHIEEE 57| 2|3l O|HE 2E OAM PDU &
M&SeLct #2(xte @3 2HHY

Lo dJ

Xt

AL
2
o

ASL|CH Lt 23 O|HIES| Fol= & 1 0f Lot ASLICt
H1 Y A OHMES Fo
e 23 oHE 7539|
Period event of error Mz s NS OEEE X[FELCH N i Mzt
signal FAEH F Mz -’?—7f o E AA S ZaretLct
Error frame event CHRl A2 St 2 F =2 =7t ol & oA U2
ZEapgtLCt
Period event of error =z H NS O EE X|EYLCHE N Z2f 22 F=AI5HH
frame QF o =7t "ol B A S ZaretLct
Second frame of error F Z Yo = £ X|FE M =0 Ho| E dA 7S ZAGtERE
frame X|Eg ot

o A FH HEA|
ojgulel x|, 53| 2218 HEHI S40| ALZE = 52 HESRA 80|
15 L|Ct OAM PDU & O|G{4ll OAM
= AEE 2 =0l FolgLCt
HEZ LIEHH = ASL T}

o Mot [
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> Link Fault : 2| A52 22 DTE 2| =4 &0l 27t glgS
YAIZHCL 2X7t 25T 22| AS2 257 X7t TS HYS

X stn A4 OAM O A 2| L3S &5 8FL

> Dying Gasp: 5T & 8l 22 2F (0] : OAM T )7} Ld5tH
QI I O] ATt @F HIEY MEfIt & Ot S LU CH

> ZROME . S=43 ZOst O|HET GMSLICH (ER% OHMEE

2! =1
MZ2H 7 R E L o).

SO X|EH o2 MEE LT Local OAM
5 OAM PDU £ &5l &4 OAM entity Of
(@]

=

HE OAM PDU £ O|H 4l OAM A&
entity = Local 58 3 O[HE

=3

2o gh +=QUCH MEtM ZE|Xte SHo 2 30 HEE & = Aol o
REE Mz &+ &L

o HAFIY
OAM 2 &4 2 &3 AF ¥ Foud R E X 335tH Hl OAM-PDU
FoWz S F X X 3 45 HAEE $HTLICH A FoHe
OAM G1Z0| ¥ =l 20 2t MHELICH OAM A0 MY =l 5= &d ZEQ
OAM QE|E|= /4 Foul B2 E2|AHSIL H|0f AEIE|[= HHO
SEHELCH ¥4 Hojdo| R=8 o QI2™ OAM PDU T2l B! YA| FX|
mzl2 Melgt 2 mjZlo| ol ZEE Sofl ChA| NS ELICH 2F fX H
23 §5 H2AEE =8 & = USLICHL |A DIE7F ¥4 2o oo
QoM 2 = A A HO|HE FHelstn FAE Hug = JASLICH
| SEe 2mul ol A DTE R MLE|7| Mof, oK E= S0 =
2 UCHL F7| ROt AAsE HEYT REE JA ZX| & = JUX| T
M

y
IBE REH AARS 028 HEYD 2R ¥ 2 0[28 28 S
St =

MA5t= o =Z0|E LTt
° = MIB #H=2[ 2t2E F2[= 30 &Y AS LT (802.3)
OAM B E

BRle F 71K 2E, &5 & ZEQt =5 ZEE &6 OAM YZ2 ¥ & &= JUSFLCH OHE
DO ¥X| 82 H 20|AM HIELLH =& 2E2| OAM entity & I|0f OAM entity 2| S
XS 7|ctz{ofsl= BtH, 2 T EO| OAM entity Bt G2 ZZNAE E2|H & £ JELICH
UH oMM LA ZEMATL 2ERE 2, A entity 7t B9 ZE Q1 R Y BEQ 2
entity = 2 OAM PDU If

m C
El

=
718 TEE £ UKD A entity 7t 5 ZE QI FL &4 ZEQ|
24 entity 252 MotE UL 29 ZEO| X7t =5 &Y entity 7t V& of HF FoH

FHD H QYO HHISHA] §E7| W2 QL.

H2 e Y jAE 2E0| BX| 82 Hl=

il

Capacity Active Mode Passive Mode
O OAM AHM T = M| A 27|} Yes No
OAM #HM 7|5t T2 M A0 SE Yes Yes
ME OAM PDU I{Zl M& Yes Yes
O|#HIE &X| OAM PDU I{Zl & 51§ Yes Yes
7t 28 OAM PDU A & 5| & Yes No
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7t SE OAM PDU I{Z] M 6|8 Yes Yes
Loopback Control OAM PDU I{Zl M& 5|8 Yes No
F 4 X 0] OAM PDU Of CHSH S Yes , IO HO|E2 Yes
gd 2 E ofoFgtL ot
X8l OAM PDU & 3518 Yes Yes

0||:‘|'-‘|I OAM Y¥Z0| &l = F EHO/20 U= OAM entities = Information OAM PDU I 2l =
3510 S22 FXIZLICE IO OAM entity 25 EH2| Y& OAM PDU I{Zl0| 5 = LKof
T_IEIXI HoM, oA A7t 2t W MER OAM HZA0| 7+ & ERTIUCt

s —

OAM IfZlo] +d @4

Octets
6 | Destination Address = 01-80-c2-00-00-02

6 | Source Address

2 | Length/Type = 88-09 [Slow Protocols) Common, fixed header

1 | Subtype = 0x03 [OAM] for all OAMPDUs

2 | Flags

1 | Code /

42-1496 | Data/Pad
4 | FCS

Figure 57-9—0AMPDU frame structure
J% 1 0AM Tzl 78 24
OAM mjzle| EEQ| ofb|= L1t Z&LIC:
o SHX F&:O0|HUW OAM I{ZI2| ZXX| MAC FAE o|O[RfLCH.
o H=Z F2:0|HN OAM I{Zl9| F= MAC F&

O|H2 &417| E{0|d ZLEQ| MAC FA0|H £t FL| IHAE MAC
FEAQULICEMAC address.

o ZOo|/RY ¥ 7Y AZY S MESLICE O OAM T{ZIQ| Z2EE
232 0x8809 YL|Ct.

e AME EtQ: 0|C Yl OAM IfZISQ3t T2 EZO| ME EFYL 0x03 O|LC}

®  Flags : Ethernet OAM U E|E[2| HEN7} HA|Z|l= =0 ¢

° E : OAMPDU I{Zlo| RAO| EA|E =02l

e GO|H /I{HE : OAMPDU H|O|E X THE ZfS ZEdtes =0 Ql

® FCS: = MIAad
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H 3 CODE =OQl /3
CODE OAMPDU
00 g8
ot o= &3
02 B 2%d
03 7t SE
04 FoH Ao
05-FD Motz
FE =3 g
FF MotEl
FE OAM PDU I{Z2 OAM AME[E[S] HE{O] 2ot HEE ¥4 OAM E[E|Z THE510] OAM
AEE RAISt= O AHEELICH
O E 23 OAMPDU IjZl2 PAE ZLIHYSI D 2Z OAM ME|E|2t R1F OAM RME|E| 2t
Y30 M WS EHELE DSt O AFEELICH
2o F0f OAMPDU A2 T2 2% A2 OAM R NEHS E3fotol 22 2THS
Folste T AFZELICE THZ0E TT 7|52 Bst B HBY s HEIL S0
UAGLICH 2o & RO et JH Fxes A LI &+ ASHCH
OAM -8 &g 55
o  QIHMO[A0AM OAM E-d3t
o 2 OAM E =i =5}t
) OAM 23 ZBLHE 7o
o #H OAM UEHE|IZEEH HOf X T4
) OAM 2 EZ0]| Clict HE HA|
OAM +48 % ¢
311 HHOIAMM OAM g3t
OAM 2 AHB3IZITI CHE B S 4.
= CEL L
124 | config 22Y 74 BEZ E0{ZLCh,
2CHA| interface intf-type intf-id QIE{HO|A T+ ZEE A|EFSHL| L}
3THA| ethernet oam QIHIO[A0A O OAM 2 E-dztatL|ct.
45HA| ethernet oam [max-rate oampdus | MEH& OAM Of7 B F4:
| ®  max-rate Oj7f ¥ X MEE|l= OAMPDUS|
min-rate seconds | mode {active | A|Of 2 LAISHe O AFREIL|CH M= 1 -
passive} | timeout seconds] 100|H 7|27+ 10 L|Ct,
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Of7§ H4-= OAMPDUS| Z|A

B
Mot o ALBELICH 1 EHRlE

HelE= 1-100/0 7| 22t2 1UC

AL
Blas

g | passive} O47H OAMQ| BREE

Td%t= o A-8E UL OAM EZE2 HO=
StLtel QI 0[A7F g HEO U= B0t

=
oT [

QIEmo|aztof 79 E & AFUEC

LY

e timeout Of7H Bl~= OAM AHZQ| A|ZH =1}
AlZtEg 74

|0 7| =gk

St= O AFEELICEL HRl= 1 -

o

30 & 21 %

YL

No Ethernet oam A| 7| H|
4 OAM F =2 XA OIH I o] A0 &

oA

OAM

OIE|H 0| A0 A 22 2

gdet guyct. .
FAX EHEHO[A0AM Edst o

—||_E

SF A

T flEuL

I:IAI:I

CtE 20 Lot ASLICE

=M F&o] a3
124 | config Z2Y 1Y 222 So{YLCt,
25HA interface intf-type intf-id QIEmO|A 7+ BEE S0{ZLCt.
3EHA| ethernet oam remote-loopback H4 OAM Ol M MEHM Zmul Oj7 H-=Z
{supported | timeout seconds} JASHL|C}
o XAE|= 047} M= AHHO[AT}E O|E U
OAMO| ¥ Rmulg X| g = 5t= Ol
Ar8ELICH 34 REH2 J|28oz
X=X &L
e timeout Dj7f Bz 22 FIHOl A|Zt
Zt Al Fd5te O AFBELICH "Hel=
1-100| 7|2¢t2 2&LCt
4THA| exit QIHIo|A 1 REE ZESLC.
S5CHA| exit global #4 REE ZZ23ILICE,
6CHA| ethernet oam remote-loopback QI O| A0 HH RS 2 olStALL
{start | stop} interface intf-type H| = S}SHL| T}
intf-id
A OAM R xHi2 T QIHE O] A0 &2t MA SIEHIO|A0AM 2dat & 5= AUSLITH
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OAM 213 T L|Ea M

&=A

1

oA

config

=22 74 RE2 SO{ZLL(CL

interface intf-type intf-id

OIEHO|A 1 EES AIXEfLICt

ethernet oam link-monitor

CIEmo| A0 &3 BLEHES Ed=teiLCt

23 2L EHZL J|2Hoz X|YE L},

ethernet oam link-monitor
symbol-period {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

QA 2k &9 i) Has M9 YA ds FYsksE
O AHEELICE Bl A HD LT Hel= 1

~ 65535 O|{ 7|&Zt2 non

o
o
-
o

AA 2 9 o7l BE ®2 YA US FEoE O

AMEE L BHele HE M YLCh HelE 0 ~

65535 0|0 7|&2gf2 1 YLCt

window D7 B 2H2E F2| 7|2te| ¥ 37|&
TS O AFSELICE & 37]|9] tHelE 100M A= 9|
Hz Lt

& 37|&= 1000M O|Eull QIE{ I O] A0 A 100]| A
600 AFO|O|HO| B2 7|24f2 100/ & A7|&=

100M O|E St QIE{ 1| O] 201 A 10fAf 60 AFO]O|T{O|

5

THA|

ethernet oam link-monitor
frame {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

UA| 2t &% Oi7) Has o9 g e Fd5ke
O A ELICE CHlEe AT HSQILICH HRle 1
~ 65535 0|0 7|2Zt2 none YLICH.

UA 2t &% O Hes 22 UA 4 75k
O AFSELICEH CHlEe M HSQILICH #RlE= 0

~ 65535 0|0 7|=2gt2 1 YLCh
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6THA|

ethernet oam link-monitor
frame-period {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

UA 2t A% O Ha= M LA S T -5k=
O AF2ElL|CE CHRle AT BT QLT #Hee= 1
~ 65535 O|{ 7|&Zf2 none YLILCF

UA 2t M9 O B B2 A 22 F-5=
Ol AFREILICH CH= M BHS QLT #HQE= 0

~ 65535 0| 7|27r2 1 YL|Ck

window Oi7H B 22 E 2| 7|2te] & A7|&
TSt O AHSE LT & 37|92 thelE 14881
T Ao +LCt & A7|& 1000M O]
OIE{T| O] A 0f A 1001+ 6000 AFO|2| #${0|HO|
4L J7|22k2 1002 LCE & 27|= 100M O] 4l
OIE{m| 0| 20f A 100iA 600 AFO|O|T{O| ZH<

7|22 102 L Ck

7 T

A

ethernet oam link-monitor
frame-seconds {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

QA 2k 9l o) Has M9 YA dE FYskE
O AFEELICE EHele A HB LT Hel= 1 -

900 O|H 7[&Zt2 none YLILCt

8t

A

ethernet oam link-monitor
receive-crc {threshold {high
{ symbols |none} | low

{symbols}} | window symbols}

CRC Z2| Q] Ol ES| oot Bl ofoh A 2s

TP,
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9 ethernet oam link-monitor

Al

AA 2t &% O Ha= M9 QA S -5
O AF2ElL|CE CHRle AT BT QLT #Hee= 1
~ 65535 O|{ 7|&Zf2 none YLILC}

AA 2t A% O s B2 A S A -5=
O AFRELICH CHele A BT QLT He= 0
~ 65535 0|0 7|&gf2 1 &L|CH

window Of7f H=~== 2t2E 2| 7|7tel & AV|E
Tds5k= O AMgElLC O el Rt
Hl=1-1800|0 7|22 10 QLI

EZ 3 2UHIS AAEZLCE 33 2L HE
7150 X|/zH 2 3 ZLHEO| A2
=g sHE L}

&4 OAM Y EIE|OA EMHE A 7+

CIEm 0| A0 2F HIZHY St =X|E +

QIE{H| 0| A= errdisabled AE{ZHEILICE.

1. 24 QIEHO|A0AM Fet B3 O|HES| e AA S XS Tt
2. 2Z QIHI|o|AE ¢AStE= A QBT O|A = errdisabled & Ef7HE LT}
3. 2Z2 QHIO|AE GASH= ¥4 QIHI|0|AL| OAM 7|52 EE|X7t SEL/CE CHa
HO|l= HIfo|A0AM *H OAM &4 HEA|E F/d5t= EAIt LieF ASLICE:
=M B30 AdE
1244 config 228 718 =2 E0{ZLCH,
25HA| interface intf-type intf-id QIEHO|A 7+ BREE A|EfgtL|Ct.
3EHA| ethernet oam remote-failure QIE{HO| 20N &2 OAM 2X|Q| EE|H &2
{critical-event | dying-gasp | link- | Lk},

fault} action error-disable-

interface

critical-event D7 £ X|H X %2
A HXQl O|HET LAMSH I QIE{ T 0| AT

errdisable &E2 S0{7t=E5l= O AH&E LICH

dying-gasp OH7} B4 22 OIEH 0| A0 A
st 213 oM E 0| A9 QA Zto| Eate|HLt

o

b

22 HHO|AE HESt= ¥ AEI O[Tt

errdisabled #E{7tE| AL EE= 2 QHI|O|AE
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AZst= B4 AHI0|A2] OAM 7|52
#E| X7t S2E L

Al
=

link-fault Oj7 B £=M7(71 M=

>
o

ZX|HE 0f errdisable AEf2 SE0{7IE 2

QIEH 0| A5 2d=lste Ol AM8E UL

=

29X[= LINK FAULT IfZl & 2 O[HE mjZlg 4d & = giSLIth d2{Lt ol2{st izl
24 HO|20M =4 & 32 X[ LICh A9|X|E Dying Gasp WA S S54 & = ASLICH

EZ X E7} errdisable HE{E2 SO0{7FAHLE 2| XH0f| Qs ©S| AL 2Z ZE Q| OAM 7|50|
22| Xtof o8 E5|™ Dying Gasp A2 22 ZEE AAs= ¥4 HO|22 MSE LT

OAM TZEZ0f Cfst HE HA|

B 40AM ZZ2ZEZ0f Cist ME FEA|

FHo| 43
show ethernet oam discovery £ QHmO|A E= X|FE AHHO|A0M OAM
interface [intf-type intf-id] M M E gA|SHL|CE,
show ethernet oam statistics {pdu | D= QIHHO|A E= X|FE QIEH 0|20 TSt
link-monitor | remote-failure} OAM E7| MEZ HA|SHL|C},

interface [intf-type intf-id]

e pdu Oi7f Bi== OAM IjZIQ| ZE =0 ¢l
2ol 2t OAM TIHZI S 2R/t A AstE O
A8 E L|Ct

® link-monitor Oj7f H== Ht™ol &3

O|HIES| XtMISt 7 YEE EAlSH= O

=

A& E LT

e remote-failure O§7f Bi== | X0 CHS

Mt A §E2E BAIZLICH

show ethernet oam configuration D= AHMO|A e XFE AHm| 0|20 Tzt

interface [intf-type intf-id] OAM T8 EEE HA[ELIC

show ethernet oam runtime interface | 2= QI 0|A E= X[ El QIEHO|A0 CHTH

[intf-type intf-id] OAM H¥ HEE HA|SLICh.

R

HESID B 2T A

AE X} MM A ZHO|A SFC6510 =4l @3 Z Qo CHSt MEE K7 sl & 742
SFC6510 2 X7} AZAL|= QIEHHO|AOM OAM ZE2EEZES T H|OFRtL|LCE.
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HER3I EZZX|

Switch A Switch B
J3 2 HEYI EEEX]

-d 2X

Configuring SFC6510 switch A:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#ethernet oam mode passive
Switch_config_g0/1#ethernet oam link-monitor frame threshold low 10
Switch_config_g0/1#ethernet oam link-monitor frame window 30

Switch_config_g0/1#show ethernet oam configuration int g0/1

GigaEthernet0/1

General

Admin state : enabled

Mode : passive

PDU max rate : 10 packets/second
PDU min rate : 1 seconds/packet
Link timeout : 1 seconds

High threshold action: no action

Remote Failure

Link fault action  : no action
Dying gasp action : no action
Critical event action: no action
Remote Loopback

Is supported : not supported
Loopback timeout  : 2

Link Monitoring

Negotiation : supported

Status . on
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Errored Symbol Period Event

Window 210 * 100M symbols
Low threshold : 1 error symboil(s)
High threshold : none

Errored Frame Event

Window : 30 seconds
Low threshold - 10 error frame(s)
High threshold : none

Errored Frame Period Event

Window : 100 * 14881 frames
Low threshold . 1 error frame(s)
High threshold : none

Errored Frame Seconds Summary Event

Window : 60 seconds
Low threshold 1 error second(s)
High threshold : none

Errored CRC Frames Event

Window : 1 seconds
Low threshold 2 10 error frame(s)
High threshold : none

Configuring SFC6510 switch B:

Switch_config_g0/1#ethernet oam

Switch_config_g0/1#show ethernet oam statistics link-monitor int g0/1
GigaEthernet0/1

Local Link Events:

Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.
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Errored Frame Seconds Summary Event:

No errored frame seconds summary event happened yet.

Errored CRC Frames Event:

No errored CRC frame event happened yet.

Remote Link Events:
Errored Symbol Period Event:

No errored symbol period event happened yet.

Errored Frame Event:

No errored frame event happened yet.

Errored Frame Period Event:

No errored frame period event happened yet.

Errored Frame Seconds Summary Event:
No errored frame seconds summary event happened yet.
Errored CRC Frames Event:

No errored CRC frame event happened yet.
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CFM T4

CFM T4 3¢ 22

X 22| =0l =7t

Maintenance Association 37}

MIP &7} (Maintenance Domain Intermediate Point)
MEP Z=7}(Maintenance association End Point)

CFM =7}

2o 7|5 AS
Y3 55 7|5 A8
CFM T4
o
A B 2o =7t
T4 2 E : Global
HEPo] =L
ethernet cfm md mdnf string 0|£0| char_string ¢! |X B4 =022
<char_string> [level <0-7> | creation FItgtL Ct
<MHF_creation_type> | sit o 2.
<sender_id_type> | ip <IP_address>]
[1] X 22l 20 Fotot =
Al2go] x| Bal Eojel 74
B2 S0{ZL o
o A S =
S ERS - EE
T4 EE : maintenance domain
Fof Tl

ma manf string <char_string> ci {100ms | O|£0| char_string ¢! |X| 24 HZAS
| 15| 10s | Tmin | 10min} meps <mepids> | &7F2LIC}.
[vlan <1-4094> | creation

<MHF_creation_type> | sit
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<sender_id_type> | ip <IP_address>]

MDIP &7} (Maintenance Domain Intermediate Point)

T4 B E : physical interface

HYol

29

ethernet cfm mip add level <0-7> [vlan

<1-4094>]

X™EE VLAN & AHE = MIPE X HE

=2/ QIHH| 0|20 F7HEfL L.

MEP &7} (Maintenance association End Point)

T8 BE : physical interface

ol

ol

EE

ethernet cfm mep add mdnf
string <char_string> manf string
<char_string> mepid <1-8191>
[direction {up | down} | ip

<ip_address>]

X gE A 22l =020t MEPE X EE
=2/ AHH| 0|20 =7t ethernet
cfm mep add mdnf string <char_string>
manf string <char_string> mepid <1-
8191> rmpid <1-8191> [direction {up |

down} | ip <ip_address>]

CFM A| &}

T4 2E : Global

T8 BE : EXEC

LY 43
ethernet cfm {enable} CFM A| &t
CFM =X| 22|
2 |5 AFS
F™o] 293

ethernet cfm loopback mdnf string
<char_string> manf string <char_string>

mepid <1-8191> mac
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<AA:BB:CC:DD:EE:FF> number <1-64>

b L
23 55 7|5 ALG
T4 BE : EXEC
o] ok
ethernet cfm linktrace mdnf string X8 E MEPE A8 FmiZ

<char_string> manf string <char_string> | =&gtL|Ct
mepid <1-8191> mac
<AA:BB:CC:DD:EE:FF> [ttl {1-255} | fdb-
only {yes}]

-3 0

F2 vian1 Of Cist 024 1 QX|

OF

O| 0] customer O| 1 A50| 5 QI FX| 22| =0 QS =7t

rk

2| HAS g5t /A 22| HE2l M HE HE S 1 =2 Fd% CH= MEPID 7t 2009 ¢

o

MEP & HAl ZE 1 0f F7tgfL|Ct

Switch_config#ethernet cfm md mdnf string mdn customer level 5
Switch_config_cfm#ma manf string man customer1 vlan 1 ci 1s meps 1-2,2009
Switch_config_cfm#interface g0/1

Switch_config_g0/1#ethernet cfm mep add mdnf string mdn customer manf string man customer1 mepid

2009 direction DOWN
Switch_config_g0/1#exit

Switch_config#ethernet cfm enable

344



MACFF 7

7 =Y

MACFF & 22|X| L 3ot VLAN Q| Ct2 23 ZEE &3 MM A D2l Wetidt Z2(35t0 DHCP
MHE S8l 22t0|HEQ| 7|2 AHO|EQojof €2 o CtS CH2 3 ZE0| &Y
ELICH MACFF £ CH2 @3 ZEZH0| ARP I{ZI S M 2ZM CH2 B3 ZEJLARP &

& LICH MACFF = A O|ERIO|2] MAC 20| &

o
i
o

\J

AE LA g += As Bot0l 2ZE O 2
ZE 79| RE = AN TiZI0| AO|ELO|E Sutot= =Lt

= DHCPR A%E 2 X| A0St 22 MACFF & &d3tst7| 0 DHCPR AFEO|

- ESH=A] 2elsiorgtL|Ch A0 EQ0|Q| ICMP E2|C|EME 7|2 Ko =2 THalL|C}
VLAN HE| FAE MACFF AHE 22X 2 T E[0{OF LT,

® MACFF Z43%} = H|ZHM%}

® VLAN O A MACFF AHE

® VLAN O Al MACFF 2| 7|2 AR 74

® VLAN O Al MACFF 2| C}2 AR 74

o =2|X ZEE X|F5I0] MACFF & 3EZLICL

MVC 243} / HlZd ot

Global ZE0|A CtZ S HASHUAIR2.

DI

HYol 13

macff enable MACFF & At2ghL|Ct

no macff enable 712 #EE oAl
NESg=HE =

O F2 MY T4 BEOA MACFF B ZA3fots O ALBELICLO BHS Mo BE ARP
A

mfzlo] AQX|2 =4l LLC}
Note: O] H&HES F4}7| 0| DHCP-Snooping 0| &43tE|0| UE=X| 2hQlsoFstL|Ct O] BHES
M| Toj| SEHO|HET A X|Q] FAE oW AQX|= oY HIQIE HAE =7t & +=

H}L =) L‘l I:I-
VLAN Of Al MACFF At

SIE|H VLAN O] 2 & DHCP 25T Mg 8= E2|8H ZEA

VLAN 0| A{ MACFF 7} 2td
| St C 2 AAME LICH
A

Al £l DHCP IfZl0
EHM IP =27} ARP i
O|2{3t ARP I§ZI2 ArH|E L
Note: MACFF 7t 2d 3t &l VLAN 2 2
VLAN O M & 2H/d%te|ofoFgtL| L.,
Global ZE0|AM Ctg HHS HASIHAIL.

o
kel
& DHCP S2t0|HEQ| Ip F=4 2l B2
20| 2= AH E LT

2| FAE MK =& Fd8l0fetL|Ct DHCP A5EH 20|

=
ot
FIF
>
é
H
i
_\;
$0
=orr

Ct.

>
pe)
)
H oo
o
=|-_é
N
ro
0\1
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HYol 1
macff vlan vlan_id enable VLANO| A MACFFE
ER Ll
no macff vlan vlan_id enable VLANS| MACFFE

HlZ-g3tefL ot

VLAN Of| Al MACFF Q| 7|2 AR 4

2 RIX= MACFF 7t X8 El 7|2 AOIEHO|Z 7|2

S20[QIE0|H FAE +502 F4to
5 7)€ AR B B LICE.
=

AR 2 A5 2 2Hd3letL| Lt StLto

Global ZE0|AM Ct5 FES HASHYA|

HEo =L
macff vlan vlan_id default-ar VLAN O MACFF 9| 7|2 AR 2 F-dgtL|Ct
AB.CD
no macff vlan vlan_id default-ar A.B.C.D VLAN 0| = MACFF 2| 7|2 AR 2
ArH|gt LIt

Note: O] S F#-d517| Mo A2[X|of S2t0|QE HiQIY HO|EZ F7t517| 2IdH ip source

UAESLICE O|EAISHX| k™
Z35}1 MACFF =0
Z220|HEE N SSIK| $ELICEVLAN O Al MACFF ©| CHE AR T+

binding xx-xx-xx-xx-xx-xx A.B.C.D interface name 2 A3g
MACFF = +E0= T4l 230|0lES HRE Saj0|gER 745

=2 2= AT =2

MACFF 2| C}2 AR O] & = MACFF = DHCP 22I0|AE 7} DHCP MB{7} &g ot 7|2
HOIEQO|E Soff THA S MEFSHA| %A1 0|24t AROf| AT HMA T QA THLICE
0| 7|52 SCIO|UEL HEYA MOAHENJU= &7 MY E= CHE MH|A Fa0| HEE +
AAI:I Ll EI-
Global ZEEO|AM Ct2 FEHZ AASIHA|2.
HEPo] =k
macff vlan vlan_id other_ar VLAN O MACFF °| CtE2 AR & &8t
AB.CD
no macff vlan vlan_id other_ar VLAN 0| = MACFF °| CtE AR 2
AB.CD AbH|EHL| T}
MACFF C|H{ &

EXEC EEOA CIS HHES AMAlSAAIL.

o
ol

of

nx
ok
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debug macff Macff C|tH{ 2 EhAdsstL|ct,

no debug macff Macff C|H & H|gd%tatL|Ct

=

MACFF 7+4 0]

J8 10 HEHA #8980

G041

Computer Computer Computer Computer

HESRA 74:

Hel HEQIR A E SZSH= VLAN 1 0| M MACFF & 2-d3tetLI Tt DHCP Mu{ 7t E2
¢k 71= AOIESOl= 192.168.2.1 Y LICE.

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1

Switch_config#ip dhcp-relay snooping

Switch_config#ip dhcp-relay snooping vlan 1

Switch_config#macff enable

Switch_config#macff vlan 1 enable

AL B E AZASH= VLAN2 0| A MACFF £ ZH 318U CH DHCP AMB{Of| A Tt 6_*
7|2 HOIERIO|= 192.168.2.2 YLL|Ct (ERot B2 7|2 HOIEHO|&= 192.168.2.1 2
+E A2

Switch_config#arp 192.168.2.2 00:e0:0f:ea:74:ee vlan 2
Switch_config#ip dhcp-relay snooping vlan 2

Switch_config#macff vlan 2 enable
DHCP AH, 7|2 A O|EQ|0] X 7|Et ARS 212} HASH= ZEE 212 e
= UA gLt

Switch_config_g0/1#dhcp snooping trust
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F243 192.168.2.102 ©] 1L MAC 223 6c-62-6d-59-18-b7 ¢ L]t}
192.168.2.1 < AH-8-3H MACFF 2 2§ & & 93ruth.
(ECHO[UETL 322 FEE0f UX| FHO| BHA 7} ALK s )

s — =

Switch_config#arp 192.168.2.1 00:e0:0f:17:92:ed vlan 1

Switch_config#ip source binding 6¢-62-6d-59-18-b7 192.168.2.102 interface
GigaEthernet0/1

VLAN 12t} I T2EA7FIP L 7| E AoEQo] & =502 AT 45 IP
7]

Switch_config_g0/1#macff vlan 1 default-ar 192.168.2.1
MACFF & AH83H= VLAN o 22|18 ZEZ X|'8510f MACFF & SE&LC.
Switch_config_g0/1#macff disable
Zato|QlEo] SUB HEYD MIMEUE Tt

U= CHE AR 2 2L MACFF =
%ErOIC&i 7r HO|EQ0|o] =2Ql0| 2T HNAE = & +=JUARLICL (CHE AP E
M|t £ ZEZ Fg5lotsts ZE)

SW|tch_conf|g_gO/1 #macff disable
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2 Al E2E= HE 4ot

2 S ZREE HE2 29K & ALO|Of| AFEXIZE A9 K|2] 2EH
2 A 2ZEQI0 20 o3 ks ©A| B Ao HEAIN X FE 2 AS

ZRESS S T 4 YsUCL
2 A5 Z2E= HE AT #dot7|

AKX AHEO|A0M BHOE AFESIO AT 2 ZR2EZ2| HE 758 738 ®LILCH

-4 BA= ChEa 25 LE

HEo k]
configure MY 74 ZEE AZgL|Ct.
interface <intf name> A2K[Q] QIHHO|A FEREE A|RFRHL|CY,
[no] I2protocol-tunnel [stp] M stp ZEEEZQ| HE7|s2 A%IXI7t

X HotH 2 AES AHB UL

[CTRL] + Z EXEC ZEZ L{ZfL|Ch

write 742 YL
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2AE ZEEEE HE 744 oA
A1/ A2 /& 20 HESIAO
XHALS| HIEYH R & F 7HXIE

5 o4 HEYIE DU2 9l

£5t0, C1/C2 £ & ROIM 4 & AKXt 1

£ StLtZ ZgotnAt ghifct

=

HQ
—_

PIot HEok WS RS L LCH ALERIE STP o st M&S
oot M 2t 29X M Chg 78S s&oioFet LTt

1) 2%IX|A12] fo/2, fo/1 1t f0/20] 20|11

AQIX|A2 fo/1 @+ fo/27F EFI 2
E=2 fdaHr).

2) STPZZEZ9| HHEJ|st

=L

A22| f0/22F A12] 0/10| M2t E A MK AU

e b LR RS
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HEIS| Rue2 E2E J|AE HE| J|AE E= FUH JHAE IjZl9 Hhs
H&S RE0I0 HERR 2|2A8 SHSID HERA 1TS L2Z + ASLLL e o
EglES Tot7| /siMe, B2 T HEHT & X F9E ALEAOA LH3H
X5, ZM7tA=E ZEE MOste HE HAHLUSS NS 2 27Ut R
B0l ZEO|M A {2lS ME5HL0| IS0 ZEOM AL #4l & = A=K
Ol 5 dAISIO] HIAE Oy IX[Q] ZEOA RoHO| YSI=X |5 =l +
UAGLCL K= oid ZEN 20| JUSS LASHH 2| X7t SA| HERS =X E
A g & AT HEYT B2 AL FA ZEE TEY = ASHCL MELA,
HEXS Bl TAIZHO] X & +=QUCE Eot Rxd EX|= ZES MO & = ASLIC
N @7 At et ZE Xjeh LE MAC a5 34| Ee 2F HZ2d3tE MESHY
e ZES NOjstn RxHo| HEQR s st d &+ AU

2%X= Chglt 22 SHOM 2= ZX|E XL T

ZEOM Zx8 GX|S Xt =F X[

Fou FX mjzlel tid MAC T4 7 K2

ZO 10 7iel AP El ZEO| Ceh 28 XS X| gL T

Fod GX mjzle ME 4 A Mol ZEQ| 57 AlZt 8 K&

ZE =5 ZE MAC- o5 X X 27 HEdetE 2ot Mo ZE X3
Rmdo] 7|2He 2 ZEO EXst=X olfE Fd5t= AH
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AN

DMAC 6 0x0180C2B0000A (T+4 7ts3st 7| 24h)
SMAC 6 MAC address of the switch
TPID 2 0x8100, VLAN tag type
TCI 2 Specific value of the VLAN tag, priority,
VLAN ID
TYPE 2 Protocol type, 0 Ol A{ 9001 77HX|
CODE 2 Protocol sub-type, F = ZtX|E LtEHLY T
0x0001 & L|C}.
VERSION 2 0x0000 (X[ X|H )
Length 2 0x0008, ==& EtX| mjZlo| 8| ZO|
RESERVE 2 oc X" &
SYSMAC 6 A QX9 MAC =4
SEQUENCE 4 o Zl0] MEE[7] Mol AAE0 ofsh
Uo|Z MHE[= THZlIo| A|IRA D
DilD 4 Port ID, 85 A|2|=°| 22Y X E D
End 2 0x0000, & &Xt
I ZA T B
o THoz Zmuf AM Y
e IE ZIui EX| 1Y
o XIYE VIAN Yo Rt AMS fASEE LE 7Y
o IEO|A RIE UX| 7tA g
o Hojsto] ZE Fd3}7
o J|EMOoR RIHZ HEQ 7Y
o Y I AM Y4 HA
o EIuli ZtX| LEO Cist M EA|




SEY HR|E MY HO2 WA EE HTHITE A BE 2a|H ZE0|A
S SX|S BAS EE HBE 2 olojgUch 22 THL AgX|et
2t ol A9AIS 9 Y EEo| ZEYW SX|E B B + UsUTh

HEHOo =L
[no] loopback-detection F=9 BRI E LA/ AIR L T

HOf a4y
[no] loopback-detection enable EZE FOu EIX|E LML}

X8 E VLAN Ol A Rzt HXE Pg5tH ZE= X FE VLAN Ef7H1= of2f ©X|
oS Z7|H22 HEorotn ZE= XFE VLAN Ef 12 Z|TH 10 7Ho| EX| H2l=
&g = USHCE

TS g2 ZEJH XFE VLAN o EXsiorstite AL Ch D™X| o @ 740
OFR 3 HES OIX|X| & LICH VLAN2 Ol A VLANS 77HA| Rz ZX|7F SlistH ZE=
Ey3 2cz 7451 EZH3 VIAN 382 VLAN 5-8 0|0, 29|X|2 H& & Efj1 2-

47t WjZ20| ZEE St & + gle8z #90| HEEX| s

Ly A%
[no] loopback-detection vlan- RIHEl VLAN O A 2= 24X & WIS
control vlanlist ZEE FHULCL

Fmu ZX| 7H4 74 @iz ME 44, Mokl ZE ST AlZh
B0 a4y
[no] loopback-detection hello-time time ZE Rou EX| afzlo| ME A4S
gt
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[no] loopback-detection recovery-time

time Tt
o] BHEZ FUO| AtRtX|H ZEQ| Xta S AZtE #85= O A& E L L
712 #E0 ZEZL O|0| & E Rz EX| IjZS 10 X O[LfOf| =4I5HX| ZotH
FIHO| A2tX= AL = 7+XE'|—|E|' ST AZH2 T TS AZHe| 3 HiZtE| =&
T5kE A0l ZELCH ME A|ZH0] O 22 gtz FHEH 57 A|U2 8S
AMZHEDE MO = 10 &= O ZA F8%t= A0 Z&LLt
ZE HO 7
BE0 29
[no] loopback-detection control ZE MO E FELICL
{block|learning|shutdown}
EEZIHEYAO FoHO| ASES LXSHH ZE HOE #d510{0| ZEE a2 &
= UELICH ZEQ| KO #Ef= block, nolearn, shutdown B+ trap € = A& LICH A O
p
MEZF THEID EE0) 2EU0| ERSLE S8 A WX BEELD, J2Hoz

TIE[X] S LICE.

SO EX|7 MY Moz ghdot|H S BX| mjZlo| R EX| 7t 2 et F
ZEO|M MEE0{0] ZEO|M CHA| =4IE|H ZE &= CH3 4| 71X Mo Y E =& & +
A& T

BLOCK : S ZHO| Y7L HO| ZE= CE ZEQ} Z2|& LT} M2tAMo| ZEO
s0eEs A2 2 ZEE M & £ QELICHL ZEE ZEEF [} AE{0[H MAC
F4 HO|lE =529 =30| Btz &Lt

Nolearn : ZE7} MAC FAE UX| RStA|St= A2 o|0|gL|Ct R0 ZX|z[H
ZEE [ 0|4 MAC & &2 WX ¥l SA|0f0] ZEQ| MAC F4 HO|E22

22| A5 H .

shutdown : ZEE tt= Z{ S o|0|EtL|Ct F=tH o E 2
ZEQO| MAC 4 H|O|E0| QefjEICtH= B2 MeIstaes ZEZ AHS2E B4 err-
disable-recover A|ZHIHX| THZIS O O|& MEE =+ AUSLICH

Trap: ZE7} L8 OtE 0 g2 o|0|gtL|Ct FZHO| ZX|L|H ZE= OfFH
ZX|Qo] B BE G T MAC T4 BES 2f Attt

REZI 25 HJEj0| Q2 =AM IfZS MEE = glol SA|0 T BX Ij2lS
A&Moz WESL|CH FZHO| AFRHX|H ZEV XAts2 2 S E UL 7|2 FE0AM
ZEJto|Ol M& &l 2= EIX| TiZIS 10 & WO AR 2 HP ZIEO| ALEEX]
Aoz 7hEEL ot
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o ZE Z2EZ0| 4SoHX| @ELCh T2 JEOM ZES] P33 =

Efol M=
ER =

Block

| J_|_H7|0| [HAI- MAC _JI\_ __I.Lkl

e CL:

od

of

AE
L=

|:||T|

[no] loopback-detection dest-mac

Mac-address

4 01-80-C2-00-00-0a Y L|Ct. CHE FH X

| 2™ X| MAC A2 AR EIL|CH

Hel
Im
N
N
> ofn
n
El

il
[H
1z
k=)
30
o Ilr
2

1A
0 ot
Of
A
o2
i)
I~

L

0x
rl
4
H
1=
o
Hl

11

rx
19
i
Kl
JE
o
1=

show loopback-detection interface intf

=]

rS| ol

ey
Lo

ZE Eto| 8
HAISH= O AHEELIL
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-3 0

S1

=

GO/1(VLAN1, 2. 3)

GO/1(VLANL, 2, 3)

S2

GO/3(VLAN3) GO/2(VLAN2)

S3

d3110AM = 5 UAX0| 512 EEE X|EE VLAN 1,2 &
T RE 29X|2f of Y g2 of2fof Ltet ASH L

Switch ST:

Configuration of interface GigaEthernet0/1:

switchport trunk vlan-untagged 1-3

switchport mode trunk

loopback-detection enable

loopback-detection control block

loopback-detection vlan-control 1-5

Global Configuration

loopback-detection

vlan 1-3
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Switch S2:

Configuration of interface GigaEthernet0/1:
switchport mode trunk

Configuration of interface GigaEthernet0/2:
switchport mode trunk

Configuration of interface GigaEthernet0/3:
switchport mode trunk

Global Configuration

vlan1-3

Switch S3:
Configuration of interface GigaEthernet0/1:
switchport pvid 3

S3 7 HZLE HESI0 FE40] R0 2oE0|R = CIEH 0|22 PVID 7t 3 2
B2 W22 512 AEMO|A g0/ 10 MEED S12 FEMS A2 = QAIHE|O0|A g0/

1S AHErefL L.
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QoS 7iE
AKX = et o2 A[Mo| L Z Ciot= MY ZEO| J}SLICLH O] ZE0fM
AKX BE EERE S50 XNElotn BE EERE HESIEE XM2S
CtetLICE O] 32, RE EE22+ M7 LMstH st 7|2|7F AN ELICH AX HEKA
ZHOAM CHE SE2 CHE 5242 ASLLCH 22X QoS 7|s2 B E2| 5240 wat CHE
of Ct& MHIAE X351 O 523t S &2 2Lt ME95| HSeL Lt

M HERA=E =52 S2d9E T8%= F 7t ¥EsS MUt

e 8021Q Z Y2 IS 7[FE22 S2d= FEYLICL Ei20= 2 HIO[EZ} /IS H T
7t =2 HIOIEL| M HIE= 24 = &5 HERLICE 8 712l 24 =9 =& oxt
t 1

| 2|2 S LIEHLICE

nE

70 242 71y " M #9le

N
[0a
Hir
rlo
Ho
rx
Ay
-0
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[no] scheduler policy { sp | wrr | wfq| fcfs }

configure
Exit
Write




QoS ? =%l 7|20 Ciet 272 #E 9

COS 24 #2| F= WRR YLICt AHE = F 7tX| S80| Q&L

2Ho| 29X Izl T XL
Xl

|
et 25 272 33 S dEotets 382 s

ZET} 20[=0| §l= Z2¥2
2flo[=0f 752 gLt 7|

=

EE RENM OE ZEQ| 7|& CoS ¢ THE TSR,

Y20 oy

Configure Mol 1M QEE A|ESIAAIR

interface g0/1 T g ZE 2algL L}

[no] cos default cos (0~7) 20|20 Q= mAQ| Cos ZHS AT

CoS = cos %= LtEFRL|CH
7|2 Zf2 2 cos (0~7) +40| ZhsgtLCt.

Exit Mo AM gEZ ZofzfLct
Exit g| REZ =SofztL|ct
Write THE MEetL

Qos OHE 3™ F-g35t7|

Qos 08 FHM2 HEHUM X'8 P s FESH7|of £F 7IsS MEsts AS of0RfH
StLES| % 2H ALESH0] H|O|E M 22| 1P °”A1Ii =5 8 MAC Access-list & XA Z
= A UL IAZX B W 0] 2oLt Yol 57t 2l 3%

A2 O AYS +d5ts ol ASELCL

o

=
HOlE 555 FEYLILh =X7F AREEH 52 HOH E22E LXIAZ|7] ?IoH
MEE[X] HSLICH IP ML S5O ZE Ho = 1N7YE|0f A OFRfL L

QoS O EMZS TS AT ZEOA CHE A Y S SASUAIR.
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= k=kY| 49
Configure MY 19 REE AAgL L
[no]policy-map name QoS EM HIO|2 7+ REE AIRLIL.

name 2= JHE|0|=2| O|F= LIEFRLICH

description description-text

QoS o Mg 4 S FdgLCt
description-text = & H I L|C}

[no]classify {ip access-
group

access-list-name | dscp dscp-value |
mac

access-group mac-access-name |

vlan vlan-id | cos cos | any }

Qos F® 2| YKIE ©lo|]
Tyt

=
-

access-list-name & Y X|St= IP Access list 2]

O| & & L|C}.
dscp-value O|ZF IP TiiA|X|Of CHE MH|AE
o|ojgL|Cf.
mac-list-name Mac

=5 O0[FO|tt.

vlan-id vlan 1t 2X|35}= ID O|Ct

cos £ YX|St= MH|A S5 242 LIEFRLICE
action{bandwidth max-band | | €X|st= HO|H S & M2 FLHeL|Ct

Cos
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cos-value | dscp dscp-value |
redirect

interface-id | drop | monitor }

QoS FH HO|=

max-band G| O| E
g Bt Ct

SEO 2l = tH9=0]

K=l MH|A 538 cos-value 22

o|0j gL},

= ‘620'
= —O—

AQ

= dscp HE dscp-value.

dscp-value

U= IHEAIZLIL

o

interface-id X|&40| St=

ot
ol
lo
OB
U
i

LEEHE LT,
Drop E& OIA[X[E 2K gLICE.
Stat &7 YEE LIEFHL|CH

monitor 7S O/F2 TEZ M2

Exit HY 22 EZ FOtLfLICE
Exit 2| B EZ SOopZfL|
QoS HM o & +4d

A
= O
ot ZEO|M CFS XS 50l Qos M ojLof CHet MFZ FHELICH
CELY 49
Configure MY 4 ZEZ S0t
[no]policy-map name QoS B =& g REE YHETLICE,
name X 0|52 LtEtALICH
description description-text Qos MM d¥Z FHgL|Ct
description-text £ FME dYst= HAEQL|CE
Exit =22Y 7 ZEZ S0t
Exit e 2E2 ForyLch
3.1.2 QoS OiE Aol LX|5t= HIO|H S & Fd3}7|
QoS HI0|H S 82| &% &2 27 Ao maf et HHE & LT
[ TS YA(SHe B Lo/ 528 P4 BLICH
Yl 1
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configure o Fd REZ SO{ZLTt
[no]policy-map name QoS B SE0| L4& gt

name YHO| 5= LIEHHLICE

[no]classify {ip

access-list-name | dscp dscp-value | mac

access-group

access-group mac-access-name | vlan vlan-

id | cos cos | any }

QoS B HO| €KX o= HO|HEES
TAoeL|Ct
access-list-name 2 X|St= IP ac-list 0| 5 & L|C}.

dscp-value stands for the diffserv field in the IP

message.
mac-list-name £ Y X|5}= MAC ac-list 0| S I L|C}.

vlan-id Vlan O}O|C| & LtEFHL|CE

cos LX|oH= MH[A S5 AL CH

Exit A 7 REE SorZLct
Exit e 2E2 ForLCt
3.1.3 QoS OiE Ao LX[5t= HIO|H S &5 LX|5t= 4517
HolH S &2 A8 doletit= A2 Y = Ao, HAIX| A, =02 KOI0lE &
ZHZ #A2 HolH =80 maf Y S sdsch= A2 2lo|grLct
O 2 YS =350 YX|5t= Hojg S &0 et S 7+ &Lt
FEo 49
configure MY 7d BEE AL
[no]policy-map name Qos M F ZEE H¥stL|Ct
name YH-WO| 0|2 LIEFHLICE
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action {bandwidth max-band | cos
cos-value | dscp dscp-value | vlanID
vlanid-value | redirect interface-id | drop

[stat-packet | stat-byte] | monitor }

QoS ‘8M HOf| 2X|5t= HIO|H SF X

mjo

max-band: Z|CHZ{S LHEFE LT

I>

cos-value 59| A{H|

interface-id 2f&Fd

S=2E LIEfHLICE
drop =& & MA|X|E LtEFEL|C

Stat-packet, Stat-byte 22|X|0f| oJsf %=
IfZl &= HIO|E T2 LIEFHL|CH

monitor T2 S 0|2 ZEO| MEst=AS

TG,

SH 8EE

o|ofghL ct

Exit MY pd 2EZ E0pZfLCh
Exit #e|REz SOt HCH
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QOs M= ZEO H& & & UFLICE StLi2| Mo| OHF ZEN = 82 & ASLICL
ZEO HE& HMo= 4 HEE= ZHO| X2d =2|F KR LILE HAIX|Z7F SAl0f

T MK §ME 8ot 8 Y0l S=ots 8 HA X M HEELR FHYA L.
b7t A& K| B A 2 Ftg Y ZEQ|
o=

| = =
— | O
oM Z|=2grel 7|2 XS XS APHlgL Ct.

FE9 29
Configure MY 4 ZEE AFg
interface g0/1 T g ZE0 2R
[no] qos policy name { ingress|egress} ZEO0| QoS EME HEgL|LCt

ingress Qos M| =419 k=

NEEHE AS 2o o,

Exit Mo M BEZ EorZiLCh
Exit #e| RE2 SO0t LCH
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QoS T M E|0|S HEA
show QoS strategy THE HO|2& HAE = JUESLICH
QoS ™ of E|O|E% HA[SHEEH Hot REOM Chg MY S TASIHUAIL.
b gy
show policy-map [policy-map-name] 2E £ XEE Qos B 0E HOISS
EAlZLIC

policy-map-name Of & HO|22| 0|5 &
LHEF LI CE
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QoS 7+ oA
ZEON QoS M Ofx| XHE5|7|

ZEOAM HAIX|2 COS #4222 BZ5= YMES LT
f

CHE Y S HEolioF gLICt 2Z& HIOIH =55 81

ip access-list extended ipacl

permit ip 192.168.20.2 255.255.255.255 192.168.20.210 255.255.255.255 policy-map
any

classify any

policy-map pmap

classify ip access-group ipacl

action cos 2

interface GigaEthernet0/2

qos policy pmap ingress
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DoS &4 X 748

DoS 34 712

DoS S42 MH|A HE SHO|2t U= LICE QI DoS SH0= HER/A =
sS4 HE S40| ZE L DoS S42 A7t At HdA7|= HE/NA 34 REY L L
A o SH2 A O ALEXIO|A LEHQ HESR MHAE HISHA| ez o
HESQIE FH =2|= AYLCt

DoS &2 #X|& Pingflood, SYNflood, Landattack, Teardrop S &% E2{17 =3t &l
TCP 2t 22 348 Y7|9Ie U2 34 o YRS HMSste 2X|7F EagL|Ch 22X 7t
34 HAAS I ofH 34 FHQRIX| TEH{orstn 0] 34 M2l S S5tA X Z|shorgLCt (O :
AQX|E CPUZ 2D HE|lE )

Si7E Chet REOl Dos B2 S BHE0 MBS BHELICE CHS2 YU Ol Dos 32
7 @lLict

Ping of Death = H|'§4¢ Ping {Z 22, 27|17} ICMP YA 22 XSt TCP / 1P A& 8
HEHoz 4l SAEQ| UFHO| Hdotita FTeL o

TearDrop
TearDrop 2 TCP / IP AE4O| M2|E Q= |p 20| IjZl o||Co =3t =l HEE A5
SAS HATLCH IP 220 |2 1fzle] ol B20| et J=XE LtEIL= BETt
EZEE|0f o LR TCP/ IP A2 AKX QLEMO| X3 =l 7R 222 =251 H
DFELCH

SYN Flood

HE TCP AZ0= M 7HX| & - 0|3 Z2MATF EagtL|Ct S2t0|AE= SYN HAIX|IE
MHE 21T AH= SYN-ACK HA|X| & Etetst S2H0|HE & SYN-ACK HAX B2 =
ME{O| ACK HA|X| S EL|Ct o|2{st vtalo 2 TCp HZA0| A EILICE SYN flood & TCP
D2EE A0 £ SAE MO|OM & - #|0|2 BAE X7\t & U} DoS 34 & E2|AHYLCE.
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Land Attack

SAXtE £ SYN HAIX|E THELCH (A Faek 4 FAE ST AMH[A
Q). SYN HIA|X|= MH{ 7} SYN-ACK HA|X|E ME XIA| E%6+E%6+E§ol
ot ACK HAIXIE ELHD null 3 E MMBtL|CE o|3{st 2t B3R &3+ K|

AMZIER| SR 22 MH7t 1

ZEFLCH Landattack 2 IPland 2F MACland £

= AL L|CE.
-
Dos B WA 74 5t 52
224 DoS 37 YX| M0t BAsto] A 519 7|52 FEs TS AAX|7t 8 DoS 54
If2lS AtML|CE WMat AR X[ LHYZ2 AEEX| s EXELICH
DoS 54 WX| 7t 2 ofefet Z&Lct
DoS &4 9X| 74
£ Dos B4 WX T4 BA
-
DoS 37 | 74 ¢
228 DoS 4 A 714
DoS 824 WX & Fdste U2 global 2E0M DoS 32 HX| 612 7|52 Hsts HE
ojO|stH 2t 59| 7|52 CHE |2 DoS 34 I{ZS Attt = AUSLICE DosS IP &% 7|
LAND S4E UX| & %= AKXt DoS ICMP 12| 7|52 Ping of Death & HA| & = US|
ME 27 Atetof et siE 5t 7lse A = AS L
EXEC 2 E0M DoS 32 HX| 7|5 74.
Hof My
config Global 714 ZEE A|=tgtL|Ct

[no] dos enable {all | icmp icmp-value | ip
| ipvé4firstfrag | 14port | tcpflags | tcpfrag

tcpfrag-value}

ICMP T{ZI S HX|SIEE (CMP & RSt T}

pAX=2
BATT

ICMP ICMP m{Zle| =|Cf ZO[E 2|ofgfLC.

EUX P/ 2HX| Pt =

U3t p Izl

YXG=E ip & F LI

ipv4 R B S22 E 5+ 1P DjZIol A HAY

z7tg golgct
=2 e D7 LA ZE D O TCP / UDP
212 YXIBLE 2 port 2 TABLICE.
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=8 TCP 222 E Zst= TCP AU S
XS Z tcpflags & FAEHLICE.
Z| 2 TCP 8|7t tcpfrag-value I TCP If2lS

XIS T tepfrag & HEEHICE.

exit EXEC REZ EOopZL|C}.
write Td2 ML L.

show BH2 &l Dos 524 WA Fd= HEAl & = AFLIC
EXEC ZEO|M CHS BH S AMAME0] 71dE DoS 54 WX| 7|52 EAISHUAIR
Hof a9
show dos DOS &4 X #4842 BEAIL|CE.

DoS &4 YX| 74 o

ERE SHAVU= TCP Wizl SH S U1 ALEAS| 1dE EAISI =S Fd5t=
config
dos enable tcpflags

show dos

L Ol 222 ZEOM S2X IP7E SHX 1P 2 1P IjZIl SA4S U= Y S E0FL L

config

dos enable ip

ChE Ol= 2O 20|17t 255 Lt 2 ICMP {2l SA4S =22 ZE0|A UX[ot= HES
HoEL L

config

dos enable icmp 255

372



e

ol
Jlo

J4

o
[¢)

2t ARP, IGMP E= IP

L{ct. o] 7|

BFX

O AA&El= AS

7] 2lof E2fd

N
gl

28

o
784

o=
==

HEX3 O

=
—

A%

Ho

HESLICE eixjel &4 ZE0f H

S ENPNE=S

OF A
(k=]

S}X|

QAR 7t B2 HESRR tHYZFS AX[Sts AS IE 5 UASLICH TEtA HE/ARZ ZH

- YE L

Eo MEIAE HMES

A

o] ELfD o2t

o

[m])

&1
Kr
0

—t

10

N
Ho

IP KA X[ 9

C—
o

E IAEAM EH IGMP, ARP

IP),

CC
o

(ARP IGMP

4

.
[=}
o

OF

0

_|_|
0 <k
- 3
B =
oF &
K K
70 wo
R Rr
Ho Ho
o o

Ho

Lict oj7f =

)
0
o =7 . .
] 4 gl
T w2 T 5
ol 0 - Bl I
0 - up | o 3 W
- T ST Ny
E g K M y o o S
oF s X | oo A B
| > 7| Ko o« T o K )
B K o = 80| 11 -z
g Jooor | <o o = | M| <u| @1
X NS o = — xu K 1o
o Mol T ook Slol = =
~ T & | X o w2 =
s =2 el BN T
N ol ~3 O|_ " o__._._ ~
_ I (] Tr <l ou
I I I = do| W| | &
wd wl ot | 4 #p Dl =] R
qr Troold | AT X0 | KH| o a
Ho Mo Ns | Ho r+ o ool <
S ) )
70 E £ X0 | 70 o
B o g < - | 80 -
£ - g g
= ° £ 70 gl >
o = 5| X
° < g o] o
2 2 3 ol w| -
2 £ | | £ |52 gs
()] [ ()] [] - [ []
= = = T 2| 2 2 =
= = = N = = c =
= 4= U= _n_o 4= 4= - 4=

373



24

iy
o

LIt IGMP 341t |P

LICt IGMP 54 X[} IP

I

o
o
=

3

o
o
=

AAEZ AR

q

RSB

| -
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filter enable

Of A|ZfELILY.
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no filter enable
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A8

HERI MB|AE K Eohs SAEE NEORIAIR.

=
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—

.
o

2201 Ch

24
o

Al 74 of
glnz

=

=

F

=
E 12 oM IGMP 34 H&X| 3 ARP 54 HX|

O| &2l A
filter threshold 1200

filter period 15
filter block-time 600
interface f1/2

filter arp

filter enable

I
exit
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Internet Protocol (IP)= HIERIANM 2AEM 2z HO|HE netst=
ZEEZYUCLL IPOE T4 XE, 24=h A= R OHES=tet 22 7|50
UAELICH THE IP Z2EE (IP Protocol Cluster)2 IP & 7|82 2 gL
ASO &&ote ZR2EZEM IP= T2 X8 G2 N BEE

2t o ALE & LICf

Transmission Control Protocol (TCP)= IP & 7|HtQ 2 $tL|Ct TCP = HIO|f ™S
Al HIOIE & HEO HAS XSt HE X Z2EZYLICE EBF TCP =
CIOIHO| M3Mo2 REMSS Yels L2 MISLICH TCP & A|A-Cl oy
S8 ZZ2I#0| =4 & HO|HE o 88 =230 2z 2 == Q7|

A

ME0l SAl0 4 & & AA Lt

FI
n:rlJ

oK

PElRE ZREZ

22| 2t 290K= 4 Z2EE2 Q0M 2 2 of2f P tRE S8 Z2EZE
XLt Ip 28 Z2EE2 5 7kX| & Interior Gateway Routing Protocol (IGRP) 5!

Exterior Gateway Routing Protocol (EGRP)2 2 T2 & L|Ct f2(2| 28 A2|X|= RIP OSPF,
BGP % BEIGRP £ X| &5t Q TLAFEO|| 2t RIP OSPF, BGP X BEIGRP & 2f2F 7 & ==
UASLCH Lot 2|9 A9X|= OUF 2tRE Z2EZS A0 £d5t= T2 M, OSPF
Z2M20| oo = (HEZEE 24l & = = 8%), BGP ZE2M 2, RIP Z2M 2 3 20|9| %=
BEIGRP ZZ2 M AE XYL redistribute FES HoI0 LHE 2t 8 Z2EZ0| 4=

X 2t 8 ZEMA0| HIO|HHO| A0 E2HIStY o Z2EEE ZE2MA 428 AZY &+

22
=

22 74 S Z2MAS TS0 BT
B2 YEYI EES SN 219E D2 A0 AT ABIEE UE O3
ZEOIM AR B2Y DR NAS KB 0|2 6l 74 Y 2M2 M EAS HE B
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IGRP

Interior Gateway Routing Protocol (IGRP)E= AHX| A|AEIS| HEQ| CHAHY|
AEELICE 2E IPIGRP & ARt E I HEYAQL HAALO{OF LT 2f 2t E
ZEMAs HEQIAO CHE 2t E AX|0|M HOIE HAIXIE ZLHESD s
2t e HAIX|E 22 AlZH HERI AN Broadcast 2 LICH.

2t 29X7t X[ {5t= IGRP = L1t Z2&LC

e RIP

e OSPF
e BEIGRP
e EGRP

Exterior Gateway Routing Protocol (EGRP) A2 CtZ Xt& A|AH

= 24 =
O At ELICH Z2E nEsheE 0|, =2 7tse UWEYT U XY X| A|AH Hs =
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IZE & DHCP R’g% E%&E A YL oh.
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Hzof 449
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dns-server ip-addr ... DNS MH FAE FMBtL|CH
Che @E0l= 220|HE0 k= =0l F-detL|Ct
H30of a9
domain-name name Client 0] 2HiL|l= =H QS

Tdgct

Che HE0l= S20|UE0 HIEE= A AMA|IZHS FTL(C
HHO A4
lease {days [hours][minutes] | infinite } | Client Of 2H{3t= T4 LY
AlZtE F-eL T
Ch2 HHOol= 220|HE A HiZL|= Netbios MHFAE FA4THL|CH
HHO A
netbios-name-server ip-addr... Client O] =& Netbios AHE
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HHOf a9
hw-access deny hardware-address | SFEHIO T2 Qo Ip F=4 HIZE
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el 2E0M &S E

el 2E0M &S E

HHOf a9
show ip dhcpd binding o1 ARER 23X BA|BLCE
YHS HASH0] DHCP MHO]| Chot SAX| TIAIX] 4 HEE SQISHUAIR.
HHOf a9
show ip dhcpd statistic DHCP MH 0| SAHEEE AHLICH
DHCP AMH & X|27|
HE HASIO DHCP MH{Of CHot AR FA HiZ HEE AHSHU AR
HHE 4
clear ip dhcpd binding {ip-addr|*} XNEE FAZHZEEE AAL

el 2E0AM &S 3
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Mot Al
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A'l I:l:|

clear ip dhcpd statistic

APHIE L CE

X DHCP ME HAIX] SAZEE

DHCP MH - Of|A|

CHS O Al20 ICMP B X| i ZISf AJZHof =1

TJE[2 DHCP MH{ 7t ALEE L T
ip dhcpd ping timeout 2

ip dhcpd pool 1

b AlZH2 200ms 2 g E L Lt F=2

network 192.168.20.0 255.255.255.0

range 192.168.20.211 192.168.20.215

domain-name my315

default-router 192.168.20.1

dns-server 192.168.1.3 61.2.2.10

netbios-name-server 192.168.20.1

lease 1 12 0

ip dhcpd enable
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HAIXIOlE &4 SAETL B2 Z2E Aot HAIX|Of BAIE 2Ot Z=tot B2 S
AESHOF gLICH R E2 22E 2 A= 2t HO|E0 =£E F2E FoieH
agLt 2t A9KE 2R E ZR2ESS 88 g2 SEE O Malg + AUt
metM 2t e 29X|2 YR et S AE F=E FII5HA| g5 Ut

0| 7|52 7|28 22 M85t s Fd&[0] AEL|CE HSRP(Hot Standby Routing Protocol)
=dAl Of7] 2tRE Z2EE0| AHI 0|20 FHE 4% A2 HgdstE Lt
SHX|BH 0|75 2 AtEsL 2 HAL(X| Yol ZEEF0| A & ZR0 L X522

28X EE L

(=]

O] 7|s& At8ote{H QIHHO|A 8 REOM CfS BB S 2AdaA 2.

HHY a9
ip redirects ICMP 2&F =7 HA[X] & &

ICMP mask S& HIAIX| &

HE BAEE HEYI DIAIS LOLORILICE HBE 7| 9Is) SAELE ICMP 01A3
2% HAIXIS B + USLICE 22Y AQIX7 SAEQ| DIAAS 3
CMP D1~ 3 SE HAIXIZ SEELICL 7IEHORE 22Y A9/% £ ICM

HAIXIE 2 & ASLICE

v
ji=|
| >
NI
olo
L

ICMP mask 278 HAIX|E 2L H AHHO|A 79 REOM OHZ S 2AHUAIR

oR

Hof FL

ip mask-reply ICMP mask S S HA|X|E £ LTt
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X|4HEZ MTU EHX]|

| ol € 1P Z2o| MTU 2 HAIE XYBLCE IP Z2 MTU ZX

A AHE2 RFC 1191 Of
KX E MEBSHH ZAET ME CHE Z2o| KT ME Hel MTU)E A5 2 &1 x-S
= UGLICH 2G| 2t AX|= A1 2 P HA[X] Z0|7F HIA|X] ME QIE{m{| O] A0

TdE MTU 2L} 2 Z9E HAILO.
= ;

SEX|ZH 1P HAIX| S "2 et & X E2"H Es Mg E Lt

ST

%
=2
=
il

rr

A IJ1|)\| = 22 & & USUCL HAIXIE AAsior gL L 0] 3% 2t 291K|=
ICMP BAIX|E &0t et M Ol X HE AHHO|Ao MTU E 7|E 22E0
ELCL O3 g 7|E 22EE Hd0 ELE HAIX|S] 20|18 £ B2 X

MTU & ZH-gtLCt

o
tu
1o

AZO| BOIX|H HAIX|= CHE HESEH
o

= AYULCH MTU X[agr2 |lef 229t
IS LCH O3 O 228 ALK& & 2

2] 2
DAE M 74E°| MTU & &
7tsst ot ZEO| A MTU 2 IH7| 7 E|0{0f 2LICE O]2{3t HAlo=
M2 HAIX 7 ELX|A 2l S4l 20| e L|ch 2H

£ X|sorgtL|ct O Ch3 2t 8 AL(X|of olsi S E MTU Lo et

Zgoto] HE YoM 2 LA & 5+ ASLIC

A
L)

[l
o Hoo2 o mn
m

1
s

s
x

ox <
>
B>

=
>
B
lo
N
k)
mlru

H
i
tot

AEE IPEE MTU ZXIE X[ JsiofetLitt. O3 O 2t 29X 0f o) &
TU gtOfl 2t 1P BIAIX|2] Z0|E =750l TE MHoAM 22 EA & =

30 [
i)
£ <
il

MTU IP 4

Maximum Transmission Unit (MTU)& IP IA|X|2 ™&0| 7%t X|Cf 20| ZerL|Ct IP
HAIX] 207t MTU & Zt5ts 2R 2t E 29X[0|M 2Lt 2HI 0| A2 MTU
U2 HASIH IP MTU 240l SSFLICE IP MTU 7t MTU 2F 228 IP MTU £ Xt82E
MTU 7} 8 & [ 22 MTU & SotA =FE Lt 22{Lt IP MTU 2 BZE2 MTU 0
U o QAIHHOo|A0 & MTU ECF 2 £ i&L T

gekZ OX[X| & LICE IP MT
st E2|& O|C|0jE AZdt= BE X7 39t MTU Z2EEEE 7IH0t5H=
4200t oEl SMZ WY & = JASLCH
£78 2IHH|O|A0AM IP MTU & T+d35te{T QIEIO|A T4 REOM Lt HHEZ
HASIH AR

HEHO] A
ip mtu bytes OIE{m| O] A2 IP MTU & FMBIMA|R.

P AA AR QS
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228 AQX|= ZE HAIX[Q] IP 8| E =QISLICE RFC 791 0l o & IP 3 &
K| AgLICE Betot AaA F2, o8 A F2 A7 a%'zsar dE0| it 7|5 2gjn
AQK|7F SME R MEMCHH ICMP OH7H B=E2X|0f| CHD HIAIX|E AA SAEQ
BUD HAXIE AXMELCH 2AZZ0|M 2H7F YU5HH 2t AKX aA
SAER ICMP A2 27 (22 Z20| 2IfE 2X|St= 2)2 E-”UCLL IP= &4
SAETJLHAIX|Of CHSH 1P HIEEYRL| BEE X|EY 5= JUA LLC X|FYE 2RET}
AN RER EFHLULCH IPEE SHOM AA ZE2E MEISHO X|¥E = ASLC

2t e 29Xl M0 W2t 1P HAIXIE HEotAL 2ot 27 Ao el HAIXS
AHSioF gLt O3 ChE 2R E 29X= ICMP HZY = Qe HAIXIE 22 SAER
HHYLUCH 2t E 29K 7| E2He R A Z2E K| AFYLIT

P2 27t HZ2 et B 22 MY 74 REOAM OS2 HES A5 1P RIZ2 B2 E
elseLct.

H2of Mo
ip source-route P AA BIRE A3t 2O

IPo| HE Wd 5 &

M2
E

IP HHE W2 FHAIE AFESHY IP TIA|X|E TS 22X|7F £ I E HAIX|E
S| ol A|&EE 2t 8 H O[22 2l Ot Z 20| W HA|X|E LT
MENSH B2 = A|LH AZEQI0 2t FHAIO| MEELICH S Xto| HIAIX| 7t &Y%t
SAER HUXH AKX = 2t E WA MEE H=0f Wat S X2 HAX|E
TEeLCE HAIX| 7 D 2 ot s S 2R E g5 HF Sl 2410 1 4 SoteLCh
HE 7t 74 2t 228 22 EQIo 2t E FHA|7F SEERIO] 2t E ZHA|0f
MYELICL SYe I AE0f Ot Ot MA[X|= StEL00 ofsh = MEE Lo ¢€F
AlZt S FHAIE ALESHA| Q2™ FHA[ZF AN ELICH AZEQ0] / SLEY0] FHA| 250
ooh 2ol =EOH M Oy @ 2E= O 04 FHA|0 MEEX| &L WE WS
&85 X5t H AHIO|A T+ REOAM ChF BHE SO AL:
HEHof 49
ip route-cache & WS gLt
no ip route-cache S wdS 585K ASLCH
AT EQO0] FjA| $50| SIEQ O A0 ME 2 1 st HF 24+2 P4l H T
70N CtE BHE S AR,
HHO 249
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ip  route-cache hit- AT EQIOf FHAOM 2tRE =2 HE

numbers Zl2=7} hitnumber 2| 20| Z=HSIH

hithumber AT EQ0]| A2 2t E B0 BtEY O]
Al 2tRE st=oz XAE L

Z2 QEH Ol A0 A WE 1P u4 X[

ALK 7F =4 QIHHO|AE &4 QAIHI0|AQt SUSIATCEMN HE P WS XA
ASLICH LEtMOo 2 2t EQ| 2|CHo|AM 7|51t SE5H7| I{E0]0] 7|52 AHESHA| Y=
20| Z&LCH
S U QI O|AO|A 1P 2t E FHAIE 51852 H QAEHHO|A 74 ZEOA O BES
HASHA A 2.
H0f Ay
ip route-cache same-interface | €2 T/8S AHLO|AF 71X 1P
HA|X|E 2t FHAlof MEgLct.
Oj7f He= e ds
TCP A& C{7| AlZh 74
228 ARX= TCP HZAS & & I Ch7] A2t S TCP HZO| S O{X|X| R TCP
AZo| oot Ao =2 ZtFotL(Ch O CH3 2t Y AL(X|= Mo TCP HZ 2l 49|
TR0 LLCH TCP A4 TH7| A|ZHE 78T = JUSLICEH A|[AHRIQ| 7| &8t2 75
ZYLICH O T2 AKX 7 HMHSH= TCP HZA0| Fak2 O[X[X| & LICH AKX XX 0 A
Mg El TCP A0 T Fek2 FL L
ZE2Y 78 ZE0M 2 HEES HASHY TCP A of7| AlZhE 74 2L Ch
H 0 A
ip tcp synwait-time seconds TCP ¢1Z 7] Azt 4 oL CL

TCP windows2| 37| L/ d5}7|

7|& A7]= 2000 HIO|EYLICE MY 78 REO|M LS B S 2ADH0] 7[= TCP windows
37|& HEsHHAIL.

2o =3

ip tcp window-size bytes TCP 2o 37|18 TdstuAlR.
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IP HERS 7X] & EX|

7HAlQt HIO|HH|O|A S5 MATLIC
FHA|, 22 = HO|E{H0|AS RE LJES K|S 2 YSLICH FjA|, 22 == [ O|EH0]AQ

ZX= HOIHE X2 Ea7 UAs UL

HZE HOIHE X|22{H CHE Y2 AU,
HH O A
clear tcp statistics TCP &4 HIO|EHE X|ZL|CE
TCP A2 S|
TCP CIZ2 Hoa{H I3 Y2 MAUSIYAIL.
2O 249

clear tcp {local host-name port X|&E TP 9IS X|SL|CH

remote host-name port | tcb
TCB £ TCP MO =55 LIEtL|CH
address}

A28 SLUHERSO gt SA HOIH &A|

M2 FHA, 55 S CIO|EH|O| 20 LHES EAl & & ASLICE Ol2e 4 HOIH=
HAXC EXe| M-S mofstd '—1IE-r43 =M E sildst= ol =80| gLIL.

Chg BB S 2ASHHAIL. AMet HE2 "IP T MHIA"E FZSHIAIL.

—

HH0f 249

show ip access-lists name BE AdMA FEO LHES HAIGLICH

show ip cache [prefix mask] [type IP KA K| 3 &l FHA|E EA|SLICE

number]

show ip sockets 2 QX0 27 HEE BEAISLICL

show ip traffic IPZ2EZ0f CHet A CIOHE
HAIGL| T

show tcp D= TCP HZ HEfO| Ciot BEE
HAIBL|C.

show tcp brief TCP Off CHot BEE 2HEFS| LIEFH LT

show tcp statistics TCP &4 HIO|HE &EAIRLICE

show tcp tcb [TCP control block address] | AI'8 TCP HZHE SEE BAILICH
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ClHZ HE HA

HERIZOAM 2X7t 245 LIS At CIHY GEE BA| & & AFLIC

ChE S HASHUAIR. XtMet &2 "IP B8 MH|A"S HZOHUAIR.

=0 Ay
debug arp ARP Of| CHSF X8 HEHE HAIZLCH
debug ip icmp ICMP Off CH3t &= %8 HEE HAL|CL
debug ip raw AL =P BIAIX| O CHet MEE BEAIRLIC
debug ip packet IPOj| CHSt &= A8 HEE HA[GL|CL
debug ip tcp TCP O CHot &= A8 HEE HA[GLICH
debug ip udp UDP O CHot &= 218 HEE HA[SLCL
. — L
Access List 7+’ d5}7|
IP HAIX| ZHEHE
ZHI HAIX = WESIAOAM Tj2le| 0|52 HMOojst= O =20| gL CH HEH2 EF ALEAt
E=EXNE S8 HERR ME L HEYI AHES o & 5+ JASLICH ukt X|H
PIHIO|AE Soll H2lS RESHAL FR22 UE7| 8l 228 AKX = Access-List 2
HZELIC Access-List = CHS ZEOAM AR E = A& L|CH

SIE{H| 0| A0 A Tzl & H|Of

7te HOE =9 B2 Mo

Z= YHO|E W& Mgt

O HOME IP UNA FES UHEE LRI IP Access-list 2 AHESHE HHOf CHo AL

o

Access-list 2 IP T8 HE7[91e 817t/ XA =d2| A& HQ HYLITh 22K|2] ROS
s

— =
ZEY 0= #7800l mat Access-List Ol A =25 StLEA B AERIL|CE & HK 2X|= ROS 7t

2 ok L

FAE 42 £E MR GRS ZFYLCH X WA A7 2L ROS AZEF0{7} 27|
THS BRI Waty ZH0| £A7t BRELICH FHO| YX|SHX] LB FAT}

ZE Nl

399



St
<]

Ct2 =0 W2f Access-list S AFES

Access list 2| O|E 1

(M

)

o2t
|

Hl

Z Access-list 1 2H&¢

MY 4 ZEO|M CHS HES S0 EFE Access-list THSL|CH
=LY MY
ip access-list standard name Access-List 2| O|E2 “§2o|gtL|Ct.
deny {source [source-mask] | St O] &2 318 8l AR =S
any}[log] or permit {source [source- | X|"d%t2 M7l 52 2 E
mask] | any}[log] Z8gL Lt

Exit

Access-List Of| A 2102 gFL|LC},

d REOM CHZ

—

St Access-List RS L|Ct.

— 1 o = o = O o
FE0 243

ip access-list extended name 2H&F Access-List 0|22 FolghL|Ct.

{deny | permit} protocol St} O|AtO| B8 T HE TAHE

source NEsnBEARL[G E=

source-mask destination 2SI T} A{H| A QFRHTOS) =

destination-mask

MHIARHE o|OjgL ot

[precedence precedence] [tos

Exit Access-List 2E0|A 20 ghL|Ct
Access-List 2 BHE 20|= LSO F7tE= 222 55 €0 €2 = UAsHCH & XEE
Access-List 3 E2 F7I 2 & SUCL 2Lt AM A 58 SFOM S=5S AH St
5g o it AR ot otE AdY = UG

i
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Access-List & PH=™ Access-List 2| & 220 7| 2H o2 YAH HE ZE0| =gt L|Ch

OpAT; MO IP SAE F=A Access-list Oﬂ)\ M2k 255255 255255 7F OfA 3 2
Zt=EL CL

Access-List & 2HE 20|l= Z2 E= AHE 0|0 HNL FES {0 fLICE ApA|TH

=
{82 3.2.3 "QIE{IH| O] A 0f Access-List H&" &S HXIAIL

QIE{TH|O| A0f Access-list -2

Access-List & BHE 20 /2| QIE{H 0|~ o £ SIEO|AS E2toto] SLt 0|4
OIE{TIO|A0) Xg & % ¢

CIEHO|A 8 2E0|A OFS B S 2ASHHAIR.

g3E9 MY
ip access-group name {in | out} Access list & H-8gfL|C}

Access-list 2 23 QIE{M|0|AQL =3 QIE{HO|A0M AMB T 4= UELICH 23 QIEIfo]AQ
HE Access-List 2| 42 W2l =4 = Access-list Of 2t Ty &4 & FAE 2OIs|oFRtL|Ct
SHE A Access-list 2| A2 2t 8 Af(K|= o2 SIS LICH Access-list | A FAE 5{&SHH
AT EQ0 = I3l XM2|E ASTLICH Access-list | FTAE S 8HX| Yo ATEQ &
IZS AKstD IcMP =2 & 5= QL HAIX|E gratetL|Ch
QIF QAIEHO|AS] HFE Access-list 2| 2% THZI0| =AIE|AHLL MO QHIO|AZ 2tRE & =
AIZEQIO0l= Access-list Off 2t THZIo| Y& FAE SQISL(CH 2 Access-list 2| B2
2R AKX E =4 F9| Access-List E M A LICH Access-list | A FAE 5{&5HH
AZEQ OVt IfZ2 B LICE Access-list A FAE S{ESHX| Ro™ ATEQO= Ij3lS
AFT

MRS ICMP = g 4= Ble HAIX|E gretefLCh

X|7H &l Access-list O] Qo™ 2= TjZl0| St g = YSLICE

ot

& 7+ 8 Access-list 2| O

J

>|

MEEl gaa CF2 A HRW =2 A TCP 7} ZE 1023 CH20|| LA ZEE AAT 4= QA THL|C}
T HR E2 M TCP 7} TAE 130.2.1.2 2] SMTP ZEO| HZAE 4= QYL =2 $hL|C}
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ip access-list extended aaa

permit tcp any 130.2.0.0 255.255.0.0 gt 1023
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface vlan 10

ip access-group aaa in

SHE 7tst HA EES MBS £ CHE oA 7F MSE UL HWELIZE AAEH o
HAZAECHD 7PE5HH O|EUel 25 SAETL QIH US| S AEQLTCP HAZ BhE == USLICH
2Lt QYO SAET MY SAEQ SMTP ZEES AZSIX| U0 ™ O|E US| SAEQ} TCP
AAZ otE = glELItt

A4 7|7t S Yot F ZE H It A ELCE QI HY 0| IiZl0f= e ZE & ZE
257F AUELICHL B THZ0= Bt E W It UESLICH AtY, 2t 8 291K Fo| A= 2ot
ANARES S ZE 25 0M Y S HELICH S0 MH| AL LVt= MH[AE DRSHA K| 0f
gt 4 Q= Mot 0| LICE Access-list 2 Al MH|A = A MHAZ 2E 2
AELICE

Ct2ut 22 42, 0|42 471302000 ¢ B S HEQIAYLICE HY SAEQ Fas
130.20.1.2 Y L|C}. "established" 7| Y E= TCP TEE S0Pt AFREIL|CH &, ¢ Z0| I EIL|C}
ol
AN

A
o
TCP ClOJE{0f ACK EE= RST AtZF FLSE[Of A2 B 20| 7|E HZAO| £ ASS LIEHH=

O4 X7t et L et

rl

ip access-list aaa
permit tcp any 130.20.0.0 255.255.0.0 established
permit tcp any 130.20.1.2 255.255.255.255 eq 25
interface vlan 10

ip access-group aaa in

=c|HQ TEE 7|HO 2 |P Access-list 7+

IP HAIX] 2HE

ZHY HAIX|= HEHRNM Tizle] O|5S MOdte H =80| ELUCH o B2 £8 AEAL
L= HXE 8 HEHA TS A HEHI AHES Mot & = ASLICH WA= X|F
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CIEIO|AE S WA S FROIAHU FR22 US7| 28l 2t E 22K = Access-List =
=

M3EL|Ct Access-List = CH2 ZEO|M AT 4= AUSL|CH

o OIHHO[A0A T2l TS X O
e 7ty HOIZ 24 HM 2 HOf

o Z= YHOIE WE Het

Ol HOA = IP YMA SES UE= LI IP Access-list 2 At

ol
ely
rir
0%
I
=2
=
ot
nx

=
ot
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i

o

Access-list 2 IP F25 HE317[2Ie 817t / X =H2| A HQl Tttt 29X[2| ROS
ZEQoj= #EO W2t Access-List | M FAE StLHY HIAESHLCH A #R 2X|= ROS 7+
T E= ABS=X R E ZELLCE A HK| Z7|7F ELHH ROS 2T EQ)0{7t Z7
SEYLCL et =de =M7t S L 7780 LX|5HX
L|ch

=N P e
o % b
o mjo

X

Access list 2| AF&2 ChE1t 22 THA| 7L QL& LICH
(1)  access liste| 0|51} =HZ X|’d5t] Ef-dehL|Ct

() SIEHMO|A0 Access-listS MZEetL|Ct,

HZE U 2P Access List 4

XS AFE8LG IP access list & PHSL| Lt

Mo

oz
i

Fl

= Access-list It 22} Access-list Ol = S LSt 0|22 AFEE 4= & LCH

Mol 14 DEO|M CFS HHS ABI0] EE Access-list S PHSLICH
H 20 29
ip access-list standard name Access-list Of| O|§2 M8 L|C}
deny {source [source-mask] | StLO| & 2| &7t/ H & X|H5tH =H
any}[log] or permit {source [source- | O|T &2 T2 SAAQRE
mask] | any}[log] A-gL ot
Exit TEEE0NM 202 gL T

Y 718 REOM Ctg B S 2Pt & 7hsth Access-list & THELIC.

r
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FHO 29

ip access-list extended name Access-list 0| O|§& X8 LICt

{deny | permit} protocol StLIO|AbO| & 7H/HE K| ™SI = A

source o|F LMe m3zlol &0l

source-mask destination RS O} M| A FEHTOS) S

destination-mask

MH|AREE o|0fghL T,

[precedence precedence] [tos

Exit T8 BEO|M 21 O T}
Access-List 2 THE 20| LIE0| FIte|= #2282 55 20| €2 = JASUCHL F, XHE
Access-List 38 &2 7t & = glSLICE 2Lt HMA HHE FEOM =2 A XS H
518 ¢t gt AE ot g A = S
S pnk
Access-List & BHE ™ Access-List 2| & F20| 7|28 2= A HE ZZ0| ZgE LT}
OfAS 7} ALY P SAE FA M A 2E0A M2FE|H 255255255255 7t OpA TR

2zt

OIE{I|O| A 0f| Access-List &

Access list & PtE 20 Y= QAHHO|AQ =3 QIHHO|AN ME & 4+ USL|CH
CIHIO|A 7+d BEONM Chs BHS HASIHAIR.
HEHO A9
ip access-group name Access 1E2|0|E2 YE=HHC}

Access-list = Y3 QEHHO|ALQL =& QIHHO[AOAM AFES = USLICEH €3 QI O|AQ
HE YMA 220 ZL THZ =4 F Access-List O 2t TjZlo| &A=l FAE ZHOIs|of st
2T Access-List 2| d% 2R E 29K = dES &AL CE Access-List | M FAE
S 85tH AT EQO= W2l X2|E ASTYLICEH BNA SZEON FAE S ESHK| R H
AZEQO= IfZS AN ICMP E& & 2= 9= HA|X| 2 gtslstL|C},
QIE QIHMO|ALl HFE Access-list 2| BF I{ZIO| =AIE|AHLE MO RAAHHO|AE 2tRE & =

A2ZEQO& WMA FEO| a2t IfZIC FE FTAE SQISLCH Y WML S50 F2
2R 8 ALK 4 FHO| WNAZAEE HIABICE WMA SEOHM FAE S ESHH
A2TEQO7t T2 S BHLICH HMA SEM TAE SESHA RoH AZEQ0& IHIS
AXst ICMP =2 g 5= glE HAIXIE gtetetL|C}
XNEE HMA S50| gle™ 2 E DiZlo| S4F & = ASFLICE
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TCP /UDP ZE T HZE X| 5t E 7|Hb |P Access-List

rir
H

{deny | permit} {tcp | udp}

source source-mask [ { [src_portrange begin-port end-port] | [ {gt | It } port ] }] destination

destination-mask [ { [dst_portrange begin-port end-port] | [ {gt | It } port ] }] [precedence

precedence] [tos tos]

HLE HRIE HOl5t0] Access-List & 735}

rir
oX
o
n
ojo
>
0ot
2
ol

O|SIAA| 2.

o ZUX[o| HQt FHX| URO|M Access-List & 7457 !l ZE
HeIE X E5t= S-S ALESHH Tl 2|AAT7F AH|E|7[0f] Y2
T40| Al & = UCH 0] BL SHZROM ZE HRIE XY =
HAIS ALESHOF St CHE ZEOAN ZEE X|HSt= LAlS ALESHOF
g

o IE HQ IHIZ ASIH B2 2|AAT ABEHLICHL ZE HE
ZHYS HF O] AE8F ZER0|= Access-list Of| A{ O| ™t CHE
Z2OUS XHY = SUCH

TCP/UDP ZE ZHEZS K| Y5t ZE 7|8t IP Access-List.

If

CI2o| OMOA X BHR| 2 A TCP 7t SAE 130.2.1.2.2] SMTP Of| 9 A== tL|C},

ip access-list extended aaa
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface f0/10

ip access-group aaa
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P AMA KOl 55 HE

IP Access Control List &

ZEO ACL™E
ACLO| 8&E 20| StLt O[] &8 = H Y
global & ZE 1§ REO|A CHS HHES A
Hyof

config

interface g0/1

[no] {ip | ipv6} access-group name

[<cr> | egress | [stat-packet | stat-

THE P/ IPve ML EES

CIET| O] 20f H-E3tAHLE 2T O] 204 A

byte] | A48,
Egress & ACL O] Ot HIRE Higto 2
xgeg oot

exit =E2Y 74 ZEE SotgLCt

exit EXEC ZEZ FotZL|ct

write THE ML
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RIP T35}
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Ol 4H0ME RIP BES T83= LES dYYLICE RIP B0 CHSH XAt
W82 "HEHI ZEEZ FY HZ"9 "RIP FF"S HISHAIR
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RIP = 22| i+E AFESHY o2 22| 7tEX|2 d¥s =3
A AN 7t 2= 2K +YLCEL HE HZE HES
=Y 5 Qe HEAAS 228 7t %= 16 YLCL R Af
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ip ospf message-digest-key keyid md5 | MD5 Q152 AtE3l2{H OSPF 7t ZREHL|Ct
key

ip ospf passive ZEO|M hello HA|IX|Q| #EHE FdgfLCt

N2 CH2 22|15 WEYI0A OsPF 74

OSPF = HIEAS] 22| O|L|0{E Cf31 22 EHLZ Lhg LI
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®  Broadcast H|ER|3 (Ethernet, Token Ring, FDDI)
() Non-broadcast 2 CtE H = L E /3 (SMDS, Frame Relay, X.25)

®  Point-to-point U E /A (HDLC, PPP)

= &% broadcast 7|52 M3 L map BHE Sl
|

X.25 X Frame-relay HIEHI &= MEN
broadcast HIE 0N HHE|=E OSPF & THLICH. map BHO| CHSF AHADH LHE2
SkA

WAN 0| &HzE0t0| map EO| Chiet @S HZOHUAIR
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OSPF HERI 7 74

HEQA7I &3t 22X 0O|C|0o] RO A2tZ0| U EYAE Broadcast HEYA &= non-
Broadcast & Ct& H2d HE/AZ 74 & =+ JUSLILCL O] 7|52 AL8SIH HEYIE
FAUSHA 74 & &= UAS LT Broadcast HIE®/AE non-Broadcast X HE| BN A
HEHIZ 78 & = USLICE Broadcast HIEQ A 0| xX.25 =2 20| S SMDS 2t
#2 non-Broadcast HIEQZE 74 & =& JUELICL O 7|52 neighbor 2| +8E

E =
20|8tA gL Ct XFA|SH Lf € non-Broadcast HIE QA 2| OSPF 7140 CHsH LIRS
P

Broadcast H{E®/3 X+ non-Broadcast I E 30| non-Broadcast X HE| HA|A
HESIE F+d5t= A2 F 71| WE ALK Z+of| 7Hat A 7F EXSCD FHESA L
HESAZI A2d HEHYID 7H8st= AYULCH Ol 42
H|&0| & o] E7| IfE0f H|HMEXMYL|Ct 22 Broadcast X CHE WM A HEQIE
f22Hoz =9 F HEYI=Z 74 & = USLCH HES EYSH| 28 non-
Broadcast X HE| UM A HEKIAE X|F 7t HEHIAZ 748 & &= AU 22| H
ARKE 7ty HAE Sl 2tRY YEE ME udt & £+ JASL
OSPF X|E 2 CHE X|HO| AASH= QAHI|0|A & X 2t (point-to-multipoint) HIEX A
QIHmO|AZ FolELCt OA2 B2 3AE 2 E UELCH HD

x 7

Non-broadcast & HE| HMA HEQA L= X|
pi

[ point-to-multipoint network& & 74 & = JASLICH

° Point-to multipoint network= TA| HA| HIEQIZ S| EZZX|7I HQ5IX| HoB2
H|&0| HCt

® o N2 4 AL 7k Y3 AjetEietE AB2 AL S B 4 YsUC

=
CIEIO|A 79 REOM Cg B S 2sI0] OSPF HERD RS FSLILE

CIETO|A 718 REOM HES A0 OSPF HIERAS fEE Fd5HY

=
o

Gk L

ip ospf network {broadcast | non-broadcast | | OSPF 2| HEfQ| HEQIZ FdsiCt

{point-to-multipoint [non-broadcast] }}

Broadcast network & StLIS| AQ|X[Q] | EQ/ZO|CH
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o7 XS g5t

T 7tS%t Area Of7H #H=0l= 215, 2H Area X! 7|2 228 99F 240| Z&HE LTt
52 Uz HDE J|HC R SL|CE AF Area 2 27 27t TS EX| Y= Area YLICH
ABR 2 7[2%tE gLt
AEE Area Of S0{7H7] o F BE. AtS Area 2|F2| 2| F HEYHIN £H Area 2
AAY = UASLICH OSPF AF0| X| ot 7|62 A8t AH Area 0N 7|2 BEE
ArESHOFetLICH A Area Off S017t7] ?I3H LSA & F7t2 Z0|2{TH ABR UM S SUSS
M E4SHOF et L Ct.
290K Of7f HE G52 H AKX 714 ZEO|M O BE S AASHAIL.

LYl ok
area area-id authentication simple OSPF Area ©| 2152 &3ttt

ro

area area-id authentication message-digest | MD5 2152 2/F OSPF 2 X| &%} L|Ct.

SLlet

=

area area-id stub [no-summary] Stub Area 2 9

area area-id default-cost cost AE Area o] 7|2 EE 4

njo

T

OSPF AreaOf| M 2| 228 Q9F H1d

0| 7|15S AtESIH ABR 2 CI2 X|¥oZ Q9 AZE Broadcast & &= Y& L|C}
OSPF Al ABR 2 B2 & HEQIE CIE Area 22 Broadcast L CH 5 HHEH0f 2}
HEQI HZ It =XHO 2 BHjE|= 42 ABR2 7450 2 A2 E CFE Area O

broadcasting 2°f 2= £ #Helel B= HESIE =2 & & ASLCL

2K 8 REOAM B B S 250 T4 BRE A oA

B39

area area-id range address mask 29 Area o T4

MY E 2teg 2o 7y

HE27I Ct2 Area O Al OSPF Area O 2 £H] 2 [, Zt AZ2 = QE LSA HOZ T QGH
Broadcast I L|Ct. 2Lt EH FTA Area S Z8 & £ 9= Z2E Broadcast SIE =
A

=

=
AQXE 78 g 5 USLICL O] &'HE2 OSPF A AEH CIO|EH|0|20| 27|E EYLICE

29K 718 REOAM CHg BES HAsI0] 29 2E FESHUAIR.



Bo| Ck:

summary-address  prefix ~mask [not| B4 BRE CIR= AL OIAAE

advertise] MHSHL|C} SILIQ S BIRE L

7|2 32 Y

ASBR 0| M= OSPF Z 2 Area 0 S0{7}7| Qldf| 7|2 B2 E 4 dsifof otL|Ct.

OSPF Area O ZEE H{ZSI= & A(X|E FH5IH B27F At522 ASBR O & LICE
Jd2fLt 7|2 ASBR 2 7|2 32 & d-d5tXA| G0t OSPF 2t & Area Off SO{ZfLICE.

ASBRO| 7|2 F2E 495t 8 29X 79 REOM Ci5 3PS ALt

Fo| Ck:

default-information originate 2 ASBR 7|2 H2Z MAMSIEE ST}

[alwavs]

Loopback PIE{L|O|AE Sot ZE IDAEH

OSPF = QIHI 0|20 TS & HTHO| g2 IP FLE 29X ID 2 MABFLICH IP F2E
ZSts QIEHO|AT CHe JE 2 HBE|ALE IP FA7F F 4 & B9 OSPF Z2MAE
M 22X ID & CHA| Aldtotal 2= 91 1u1|0|*01|A1 ot 8 EEES CHA| 2ELICH
PIHO|ATLIP FAR FHEH AQK[= IP FAE ID 2 AHEELICE Loopback
QEIO|As HNE C2 SEH7t X Lw'—ltr matM 2t Hol=2 PE M YLt

AQK|= SME2E Loopback REHO[AE AQX| ID 2 AFESL|CH Eot AKX ID 2
AL 1P FLAE MEHSHLICE Loopback QIE{TO|A 7} Qo™ AQ(X|Q] 2 Zho| IP FAT}
22X 1D 2 ZhFEL L E5 HIO|AE AHE3tE{ 1 OSPF £ X|gdt= A

=7t LT

=228 FZ ZEOM CHF BHE2 2 IP Loopback 2 O[AE FHSHHAIR.
L 4y
interface loopback 0 Loopback QIE{I{O|AE Mgt

QIEmo|A T+ REE AlEtetH T

ip address ip-address mask QO] A0 IP FAE FHITLIC

OSPF &2| 57t 7+

el S22 BHY 29K e 29K 250 22 2128 2P| UE &S LIEYLD
Yo 2 | 2 0 oA 255 AHO|2f H= R LI ==Xt}
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255 M7t Lot L|Ch 2tef #h2| 5240] 255 o1 B2 2t Y a2 FEIt
M| =X GALE Y E=FE|OfOF hLILY.

OSPF = M 7tX| 372 MZ CtE &t2| 7 (Area 7t H L-2F)E AFETL T} o X[<o
BEE intra-area 22t £ FLULCEH CHE X|F2 = 7= BEE inter-area 422t 2 &L CL
CIE 228 T2 EZ Area 0| A 24t =l ZE2E external-area AZ2t10 $HLICH ZF H20| 3H
71282 110 YLICH

T HA T

2K 9 ZEOM CHg S HAStA OSPF 2| 72| s 9 LICh

g3 29
distance ospf [intra-area dist1] [inter-area Area L} B Z, Area 7t 42 Y 2|8

dist2 t | dist3 "
ist2] [external dist3] 74§°| -l-FEl 7-|E| % _/'\_x °“—|E|’

BE AitE #let B0l g

OSPF 7t EBZX| $17 FHE SAISHTL A|A0] AZHE UPIFX] XI91 AIZ 4 ULICH BISE O SPFE
o2 Al
=

Aitdts 22 78 & & JASLICE 290K 8 REOM CHS TS dAsHAI

B2of ek

timers delay-timer delaytime 2t 8 ALtol X|¢A|Zhs FEeLICH

timers hold-timer holdtime

OSPF ZL|HE & RA|E43}7|

HEAZ SAZENE Ip 228 HOIE, 7HAl X O OB H O]~ 2] L& O
gEUCL 25 2= HERZR 2l AES THOL HEHI EME
2ot HERR =E9 HZ 7tsdS =25t Ijzlol HE/IAES

=)
sitots 28 =0 =kELIG.

2= 2RE A SEE EAISHE T Otg YE S HdASHUA|2.
o 29
Show ip ospf [process-id] OSPF Z2M 20| HEE HAIGLIC
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Show ip ospf [process-id] database OSPF G| E{ H| O] A0f CHSH HTHE HEE
HA|SHL|C

show ip ospf [process-id] database B

[router] [link-state-id]

show ip ospf [process-id] database

[router] [self-originate]

show ip ospf [process-id] database

[router] [adv-router [ip-address]]

show ip ospf [process-id] database

[network] [link-state-id]

show ip ospf [process-id] database

[summary] [link-state-id]

show ip ospf [process-id] database

[asbr-summary] [link-state-id]

show ip ospf border-routers ABR 1 ASBR 72| 2+ & HIO|S0] LiF

=2 HEAIZLLCL

show ip ospf interface

s Me

—

OSPF QIE{Lf|O| A0 CH

£ BAIHC

show ip ospf neighbor

QIE{H| O] A0f It2t OSPF 2| neighbor Of
et §EE AL CL

debug ip ospf adj

OSPF 21 7= ZAE ZLIHI LI

debug ip ospf events

OSPF QIH IO~ Sl QI OJHIE
S LI gL CY.

(i

debug ip ospf flood

OSPF L|O|E{Hf|0| 20| ZEIME HL|E{ZL|CE

debug ip ospf Isa-generation

o
Meds

OSPF 2| LSA SLEas T}

debug ip ospf packet

OSPF HA|X| & ZL|E{TtL|C}

debug ip ospf retransmission

OSPF 2| IAIX| &S ZLIEHFLCY.

debug ip ospf spf
debug ip ospf spf intra

debug ip ospf spf inter
debug ip ospf spf external

OSPF 2| SPF Al B2 E ZLIE LT

debug ip ospf tree

OSPF O| SPF E2| 7AS DL E{stL|C},

OSPF & VLSM 4 O |

OSPF & 178 A2& VLSM 2 X[ YTLICE VISM 2 Sl M2 CHE QIH T 0| A9 Er%
OAT 0N S HEXHT HZE AEY = JUSLLCH MELM IP FA7F MDD
Mo 2 2EEILCH CHS oo A= 30 Rt2] el



OFAS7E A ELICE 2 Xj2| 4 SU2 23 ZEQ| SAE T4 80F

O|QE|0f ULLICEH F JHO| BAE FAZ ZEBHL|C}

interface vlan 10

ip address 131.107.1.1 255.255.255.0
I 8 bits of host address space reserved for ethernets
interface vlan 11

ip address 131.107.254.1 255.255.255.252
I 2 bits of address space reserved for serial lines
I Router is configured for OSPF and assigned AS 107
router ospf 107
I Specifies network directly connected to the router

network 131.107.0.0 255.255.0.0 area 0.0.0.0

OSPF =2t 2 ZHjie| 79 0f

OSPF = LH& A@|X|, ABR(Area Bounder Router) 3 ASBR(Autonomous System Border Router)
Ztof] SEE wmatsffof gLt X 7 d0|AM OSPF 7|8t AQX|= 7|2 07 B A HeE &E

= AFLICL 21F5S 27F5HA| s UL

met N

CtE2 Ml 7ER 8 o RILIC.
N BiR o= 712X 2l OSPF 32 B FLICL
T B Ol= AtE 2HR Y A90K], ABR R ASBR 2 Ats A|AHE0| Y5t WS 2oL

M B Ol= 2= 72| OSPF =715 Ar85ts HE S 2o FLICH

7|2 OSPF T+ of
CHS OO M = ZHEESH OSPF & 785t S B0 ELICH 228 TE2ENA Y3 HE
90 1t O|H4l QIE{HO|A 0= Area 0.0.0.0 0| HZASIMA|L. SHH RIP & OSPF 2 ELjAHLt
OSPFE RIP 2 EHL|LC}

|0

interface vlan 10
ip address 130.130.1.1 255.255.255.0
ip ospf cost 1

interface vlan 10
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ip address 130.130.1.1 255.255.255.0
router ospf 90

network 130.130.0 .0 255.255.0.0 area O
redistribute rip

router rip

network 130.130.0.0

redistribute ospf 90

=
alil

2t E AQ|X|, ABR & ASBR Q| 7|2 34 of|A|

CHS GMol M= Ul 7Hel 1P & HRI0 Wl 702 Area ID 7t HHEZEL|C} 2t 8 T2 MA (109)7F
M SEICE Y| 72| area &= area10.9.50.0, area 0, area 2 X area 3 & L|Ct. Area 10.9.50.0, 2 &
ol OtAT &= T4 HRZE XZE LT}

Area 0 0= 2= HEAI7I ZELICE

w

router ospf 109
network 131.108.20.0 255.255.255.0 area 10.9.50.0
network 131.108.0.0 255.255.0.0 area 2
network 131.109.10.0 255.255.255.0 area 3
network 0.0.0.0 0.0.0.0 area 0
I'Interface vlan10 is in area 10.9.50.0:
interface vlan 10
ip address 131.108.20.5 255.255.255.0
I Interface vlan11 is in area 2:
interface vlan 11
ip address 131.108.1.5 255.255.255.0
I'Interface vlan12 is in area 2:
interface vlan 12
ip address 131.108.2.5 255.255.255.0
I Interface vlan13 is in area 3:
interface vlan 13
ip address 131.109.10.5 255.255.255.0
I Interface vlan14 is in area O:
interface vlan 14
ip address 131.109.1.1 255.255.255.0
I Interface vlan 100 is in area O:
interface vlan 100
ip address 10.1.0.1 255.255.0.0
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HER/R Area T8 B2l 7|52 =M7I JLB=2 FY =Mt St
29K = &AM W2t 1P 4/ kA3 0] ®E SX[AYLICE REMISH LIE2 OSPF

SR RN E L PNTS

N HM HEXR Area 2 QIS A2, Area ID 10.9.50.0 0f CH 7 =

[E{|O] A A E4l 131.108.20.0 2 131.108.20.0 Y L|Ct. O|C{Y QIEHO|AE 022
FEILICH et QIE I 0] AE 10.9.50.0 Area Off L& LILCE

B Area Ol M= CHE QIE{HO|AE 24157 QIdH O|T ZE2MAT XEHE|H
E{HO|A7F1 2 YX|ghL|Ct wha2tA QIEHO|A 12 Area 2 & HZALICL

>

[¢]

o 4n 4 .

r

CHE UERR Area & A& ZAIAIZLLICE OHX|8 HEAS Area FE2 0]20|0H, O] = LIMX|
HE QIEIO|ATZ HIERA Area 0 0ff HZAEICHE AE o0|RLICL

L A Q| X0 {2 ABR 1} ASBR o] E&tsSH 1A

ChE o= & OSPF Ats A0 O3 ALK& 85t BES 2L S
g2 #38 oof tiet HERR EZ22XE ENHE LI

AREA 0 | AREA 2|
imilic| =

e Ied PO [: 202 96. 20F. 41

— T B— — T F—

e, 168, 10, 31

Virtual-1ink

192, 168, 10, @2

182 16, 20U, i

L

14, 164, 2, 32 192, 163, M. 85

[h: 20, 96, 20, 52 Tr: Il 96, PE, B3

AREA 1 AREA O
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flel 2o mat AKX E FESHHAIR.

RTA :
interface loopback 0

ip address 202.96.207.81 255.255.255.0
!

interface vlan 10

ip address 192.168.10.81 255.255.255.0
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!
interface vlan 10
ip address 192.160.10.81 255.255.255.0
!
router ospf 192
network 192.168.10.0 255.255.255.0 area 1
network 192.160.10.0 255.255.255.0 area 0
!
RTB :
interface loopback 0
ip address 202.96.209.82 255.255.255.252
!
interface vlan 10
ip address 192.168.10.82 255.255.255.0
!
interface vlan 11
ip address 192.160.20.82 255.255.255.0
|
router ospf 192
network 192.168.20.0 255.255.255.0 area 1
network 192.168.10.0 255.255.255.0 area 1
!
RTC :
interface loopback 0
ip address 202.96.208.83 255.255.255.252
[
interface vlan 10
ip address 192.163.20.83 255.255.255.0
!
interface vlan 11
ip address 192.160.20.83 255.255.255.0
|
router ospf 192
network 192.168.20.0 255.255.255.0 area 1

434



network 192.163.20.0 255.255.255.0 area 0

ABRO|| 2% OSPF A 8}7]

CEZ2 ABR 7+ Zteiof CHot A L|Ct
® |2 OSPF AM3}17|

® F= FHioH|

chge 72 R4 s
(1) O|E4 0 ~3 0f CHot 4 e 7

() 2= QIEIOo|ANAM OSPF 23}

() ZArea X HERFQ 25 HEMZ 7Y

@) 23 S 2 X 7|EF QIHE[O]A DI B Y

S nk
StLtel B9 HES 22 AM8SH0] Q1T D7 et AH S FE5tM R
StLtel HES AFESHO] Of2fot D7/ H+-E e = UG LTt

® HiE AN Jd(Area 0)

HizZel 2HEE 9 A2 tad 25 U0

® IGRP ZE2fRIP Z2E HIZSI0| OSPF O§7H 4= 74

(HEE, HES /Y, B & MEH EE)% gLt

® |GRP AZ2 OSPF ZZE RIPO| HIZSIMA|R. .

CHZ2 OSPF 2| T8 2f Of Al LY.

interface vlan 10
ip address 192.168.20.81 255.255.255.0
ip ospf password GHGHGHG

ip ospf cost 10
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interface vlan 11
ip address 192.168.30.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf retransmit-interval 10

ip ospf transmit-delay 2
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ip ospf priority 4
!
interface vlan 12
ip address 192.168.40.81 255.255.255.0
ip ospf password abcdefgh
ip ospf cost 10
|
interface vlan 13
ip address 192.168.0.81 255.255.255.0
ip ospf password ijkimnop
ip ospf cost 20
ip ospf dead-interval 80
|
router ospf 192
network 192.168.0.0 255.255.255.0 area 0
network 192.168.20.0 255.255.255.0 area 192.168.20.0
network 192.168.30.0 255.255.255.0 area 192.168.30.0
network 192.168.40.0 255.255.255.0 area 192.168.40.0
area 0 authentication simple
area 192.168.20.0 stub
area 192.168.20.0 authentication simple
area 192.168.20.0 default-cost 20
area 192.168.20.0 authentication simple
area 192.168.20.0 range 36.0.0.0 255.0.0.0
area 192.168.30.0 range 192.42.110.0 255.255.255.0
area 0 range 130.0.0.0 255.0.0.0
area 0 range 141.0.0.0 255.0.0.0

redistribute rip
RIP 2 HEQ3 192.168.30.0. T&

router rip
network 192.168.30.0

redistribute ospf 192
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BGP +/d5}7]

O M= 7 HOIESIOl Z=2EZ (BGP)Z 70 THol EFL Lt

BGP HO| T3t Xk SH LIRS "BGP HE" MM S KASIAA|Q. BGP £ RFC1163, 1267 X 1771 0 &2|
El Exterior Gateway Protocol (EGP) 2IL|Ct. BGP & AF&3FEH XpX| A|AE(AS) 7H0)| 2R E ME S-S TS
T UASFLICH 2t ME SRHS ALESIH R 20| AtF 22| A|AH 2t 2t ME YEHE X522
imi

AN H
B3t 4 UaLch

o

BGP 7i&

GPOIM 2t 2= HESRT ¥z, 427t Sitste= 2| A|2E 2 (as-path) X 7|Et 4 528
%E. L|CH 22[9 AKX AZEQ|0= BGP 4 H{H 2 X[ AgLICH BGP &= RFC1771 Off H2| |0
& t

LICt. BGP 2| 7| & 7|s2 HER/IE n&tdts AYLIT

_>,1_
oln
=l

4

(]
PN

=
FEE AS A4 0282 Fdstn AS 9 182 Sl AS 2
AEL|CE BGP H{ T 4 = CIDR € A|@ZLCt CIDR2 29 Z2E TS0 22 E H|O|
EQL|CH et a1 HEXI7F M ELICE CIDR 2 BGP HEYA EejAo 7HES FAst 1P 1 H-
Broadcast & X|- ¥ ELIC} CIDR 2 OSPF, IGRP 5 RIP2 & ol M&TLICE

e E MO 7522 IGP 2 LHELICH BGP = B 2& M| Of5t7|flet o] 7HX| MEN U=
L|C}

EG
A

o

O
o rr

® ospf W ript 22 S IGRPR} &= 23812 H distribute 3HS ALE3I0] BZ2ZE M
B = LI T 2k 228 EIH RS JdELIth BGP d2= 32 £

BGP = 3
Sl **0F01 dd g 5 ASLCL BGPEZ Y GAl route-mapS AHESIH =229

® A|AHIO|A BGP RO M £9/E RXI0] BGP ZEo| TE| HQIE distance HHO
£ AESHO PEStEAIR.
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=
w

X

X

RO

oF

ol

270 7N

|

0]
4

{0
L]

F

F

HEHIH =

BGP 2|

b €5 LICH

|M Z27F n2{5tA U

4

, BEIHIGPO| S M

Hzot e Z2oln

gLt

|

E

Xl

A

=

ol
Kr
|

oF

x

o) 2H 0| B2t oM

2 dEE L

2E B2 VESXZL sLotEH 24 =27t 7HY

g &

H

2Z =S 7HXIH 220 2f5f £

SgLct. of

upd

0| 2I2E7 HEYT B

=
=

=

22 M =97t 27U 22 2260 oY 22 ET} 4

74al BhEH BiR MetElLct

25

12 (IGP <EGP <INCOMPLETE)7} X

MEfEL|CY,

MED 2{0| 7} &2 d=27F HMA HEELICE bgp always-comp

o
are-med7t 2-d2tE[0] AKX RS M MED f Hlile= ST AT ASS| R0 i

L ct.

o

A
=48 w0 ¢

Origin

10| 2= 42+ IBGP

E

q

Fa

D0E ZZ9| MED 0| Z 2™ EBGP7} HA MEHEIL|C} X} Al

Z AEE U

7t B=7) HA dEELICE.

=
=

router-id

4
RK
ol

4r

70

ol

—t

K

BGP 7|

=
e

= Ag UL 7= Hgel Ma

=13
=

=
T

IH

=

BGP T
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BGP B2 M & & dztst 7

=228 79 ZE0M O 38 S &d5to] BGP 2 HHE ZdeigL )

ozt
i

BGP Nei

= =

FYof CL:

router bgp autonomous-system 22 E 79 ZE0|A BGP 2t E

Z2MAE 29Ut

network network-number/masklen [route- HEQIE 22 XX A|A-HCE HEAIGtR

map BGP HIO|E0f F=7tgtL|Ct.

1) EGP2| B% 2t H T+d HEYZL FHO ALESIO IP HERIZE 4 & I o] 4
EQIZI YES 2 = UK Mol & = ASLICH IA2 IGPL B LICE O & =
RPZEEEZZ2 HERA YHS ALESI0 YHO|EZL &= |XE BHSLICE

s

E

(o]
A

2)  network BHE AFESHY IGP 425 BGP 2128 HIO|E0f F7t

2t E 2LV AME 7SS HIERIR FE 2| dots 2L

Tuot

A A L_l
T =
F74 MEd ARSEO 2 redistribute

[

Y2 M SE YL

ghbor ++
QEel 2t E HEE wekst{ ™ BGP W|O|HE /g sHof gFLCt.

BGP = IBGP 2t EBGP 2| F neighbor & A| & gL|Ct. LiE Neighbor 2 Z-& AS 0f

L|Ct.

Ol A
=
2ESH
o=

Q| £ Neighbor 2 EHE AS 7t USLIEL N2 2 9F Neighbor 2

I 3 A2 MEUS SR WE Neighbor = 22 AS 2

ROf| L} ASLIC.

KEMIRE AL

HE AH3}0] BGP neighbors & Td%tL|Ct.
LYl Ay
neighbor {ip-address } remote-as number BGP neighbor & &#[gtL|C.

&2 "BGP Neighbor 748 O X|"S EZSIA|7| HFEILIC.

BGP HE KRN 7

LEH O 2 BGP neighbor 2t H= AZ0| &g & Mt RE Z2E wetetL|Ch 18 Chg
HEE = B LSS0 netefLch e 2t Mol HEE 32 HEE 2t E HS
=4 B 20| H8517| o BGP M-S X|R/OF LICE J2{Lt BGP MM S X|E &

HAIE HIZdototn HERA S &4AIZ 5 UASLICEH BGP 4 INIRE SRS R =

o

AlE HIES I
Tdo5tn 2gstste H =80| &|7| W20 Soft X9 7SS xS
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M2 Soft T4 7152 21249 neighbor o M8 4 Tt M2
neighbor o <18} 4 & 41 YH0IZ0] HBsIof 41 L2 7
AZE HPYS B0 53 2 &t
WA Ol2k3 BUCL R AZE WANE A% 8 3 4 Q2 A0l R TP
53 ADE THS 4 & S0l M 22 52 YHO| BGP MM S MRS %1

rRds AU

mn
nr =

158
jin]
2

m

mjn
o)
@,
[(e]
>
O
O

BGP A2 2/ S| 41 @12 1 QIBI0|=S A6t SisH 22 BGP AIAIC] 2HREHE £ I0] 441 B S0jRs
UCIO|=S 5 UsHOF BHLICE 221 Bl YBI0|E7} ST S012:= | Off SAEHLE HFEI=K| Ol T2y
Chasol OFLILICE O] Z B2 2|7} 0| ARBEILICH 2Al FTA0= 37} B2 2] BI8O| glo D= 31y QEsiLCY
BGP ©| CH2 Sojl| LiZHs 2TE HRYS E2i7) 2 4 QUesLict

ol RRdS GARILICE S02= A E RS 51852
9

S| =2 BGP S TAI8HOF BiL|CH Bl AT E YL M0flE AP 0] ZRBIX|

|

MMS AFRSI0] A 22 S0|Q=
A E S BtRE oroj=S =

OI-AL_||:|..

[Ecy=]

BGP SOFT M 748 T4ot2{B CHg FHS MastiAle.

FYof EL

Neighbor { ip-address } soft- BGP soft & M7-d5t0 FgHL(C}.

reconfiguration [inbound]

BGP A

= 749| 2t E{ 7t BGP Neighbor 2 HO|%|™M BGP (2 MHED A= M JEHE 2l
et d MO LHSo SZYE| AL CHE 7180] HEEH BGP HZ= Mdoto] BEE 782 Ed=S

HABHOF gLt BHE B & StLE 2&5t0] BGP PZ S MF-dotd Al

FYof uy

clear ip bgp * Resets 2-E BGP HZE T+ eL|ct

clear ip bgp address

BGP 2t IGPs 7t°| &7|=t F+d

AS 7F ZtAIol AS E Sl Ml M| ASOIM EEE Bl 2% AS2| WF 28 HEl= AS 7t CHE AS O

broadcasting Ste 2t FEeF UX| SHOFELICE O|E S0f, AS2| 2 E 2tRHILIGP E Sl 42 E
&5t7| 0| AS = BGP Ol[ A L5 2t E7L 2t E & = gl 2tfY FEE =4 & &= ASLCH

BGP 2t IGP ALO|9| &7|3t= AS LHO| 2 E IGP 2t E7t 2t2E HEE ot W7tX| BGP 7} 2t €

H & E Broadcast 2 otCt= AQULICE 7|8t 7|28 22 gdstE Lt

AS 7t AS & Sdi HIOIHE

OfT Z L0l BGP 9 IGP 2t0] 57|32 4% & Tav}
7t BGP 7|87t HABLICL $7(37}

HEIET S{ LK R AS | BE 2tRE

B
FAEZIGPE R MO d2E £ & 5= 20 BGP
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FYof ek

no synchronization BGP 2} IGP AFO|Of| 7|35 F| ALt

—

S7|3E FA 2 I BGP MM 2 X[22{H “clear ip bgp” Bd2 A&sfiof B L|C}.
XiMlst &2 Neighbor 714t BGP A2 ZHY A" MMS HESHYAIL.
Ut O Z SILt £ F JHo| BZ THIGP 2 ME L1 IGRP 9| 28 H=Z7}
Z|7Lt BGP M %Wr 712 AS Z2E YMTLICH BGP Ol A IGP £ ZE27} MEE[™ EBGP £ &3
A2 4= ot deEd &’AaLIEr. 222 8% IGP = BGP Off A HYZE|X| 4EL|CH AS O /=
LIE%ELi 2tRE 7 HESRR FHOE HASto] LtHE L Ct M2t W ES AT} Broadcast & L|CH. Of
O UEE HERIE ZZ Y E Izt L CEH BGP £ IGP 9| origin 48 7HEL|Ct &Y HAZAE
1 42 E= IGP oM at5 o d2ot 242 ol2{st B2 F Ip 2t HO|Z=0|| RL0{0F
LICt. BGP 2t 2 IHEOIAM = 1P 2t E HO|E2 FI|H2E A7 &0 2Z HELAL
=X 25 B[St 0|20 BGP 2t H|O0|=0| YUL|O|EEL|CH BGP 7t Z2E ZYE & I}
SHYAIR. IGP 2| 2= BGP £ &4l CHE 2t EO0| ME & £ JASLICH BGP = HMEcz FEE
IGP 2 2L IGP = Y EE CtA| BGP 2 E|L|Ct,

H1J rL

-|>| MY d4o oY ox
fot
II°J

BGP 4% 37| 74

BGP & A7|= 4 M Z2NAE H|05t7| {8l BGP 20| £ &=
YLICHL FA= 2tEo| Che 2Z LICEH 7FEX|] #2l= 0 0| A 65535 YL|CH 2Z BGP 422| 7|2
A7|= 32768 YLICE Neighbor 0| A @2 B2 37|&=

0 YLIC. HHE|AtE B2 37| #7800 2teE s =8 & = AgLh

E= SHE 7195t E tha

(ol

A2 MUSHYAIR,

|

'r.g

neighbor {ip-address } weight weight BE 2tE{Q| 37| ZtE X|FEL |t

ol
2
I
2

=2 O

PtRE WS S P2o| 378 YIS BLILH

Neighbor 7|tto| BGP 2t9 & ZEZ 74

2R E A2ZEQ0= Elt 22 ¥ 22 X E Neighbor 2| BGP 2t ES HE L LIC

ip as path-2} neighbor filter-listot 274 aspath 55 ZEE AtEgL|Ch
g3 2%
ip as-path access-list aspaths-list-name BGP &3 Access-table & 2|gtL|Ct,

{permit | deny} as-regular-expression
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router bgp autonomous-system 2HeH 1 REE A|RFRLCE

neighbor {ip-address } filter-list BGP ZHE THTLICL

aspath-list-name {in | out }

ip access-list X! neighbor distribute-list & AL8310] HMA ST ES AL ELICL
g39 2%

ip access-list standard access-list-name Defines an access list.

router bgp autonomous-system Enters the router configuration mode.

neighbor {ip-address } distribute-list Establishes a BGP filter.

access-list-name {in | out }

(5) TFA SZ2 ip prefix-list & neighbor prefix-list2 E7H AHESHAUA|L.

FYof gy

ip prefix-list prefixs-list-name |sequence prefix list & Ho|gL|Ct.

number { permit |deny } AB.C.D/ngexley

router bgp autonomous-system 2t E BGP TEEEE SO{ZLICt
neighbor {ip-address } prefix-list BGP filter & Pt LICE.
prefix-list-name {in | out} 1™ 2|AE 0|29 =¥ S LT L}

route-map % neighbor route-map B #E AHE5L0] route mapping= AtEg L L}

2HeE YIS 22 £42 WHIYSID WD 4 YsLCH

4o

o
TR

P

—

REMISH LIS 2 "HOlH 7]8t BGP B2 TET OfH" MM S HESHIAIL.

ZET|4 BGP BHRE TEY T4}

Access-list O|Lt prefix-list & A23t0] ZE 7|8t BGP 2t E ZHAS T8 & & YSLICHL =9

HE®I #Hz &= HO|EYO0| FAE THIT & 5= UASZLICL Access-list & ALESLEF Access-list M2

X|HSEAHLE prefix-list 2 AHESI0 Z22| HEYA HZE HHYSIHT prefix-list M2 X|HL =

UAELICH E3t HO|EY 0] SME X|HSH0 Access-list & AFE3H0] ZZ9| Nexthop 54 ZHE &
4510 2 & TEQ|

UAELICE access-list M1t prefix-list M2 & AHES = USLICH E87 (ME X|HSt
7

o 2 Mo
o o =2 O
filter interface { in | out Yaccess-list ZE J|g BGP 2tRE EHEE FHYLICL

access-list-name] [prefix-list

prefix-list-name]gateway

Mt &2 "2E 7[H BGP 2tFE ZHEY OH" M S FZSUA L.

BGP-Updated Next Hop ZI&& FA3}7|
Neighbor 22 E{ 2| BGP 2IH|O|E0]| T3t CHe & M2|E FA & = ASLCHL 742 T 2o £

X.25 2 Z2 non-broadcast HIEX AN A FELICH =2 2 0] == X.25 0|A BGP &8 22EHE=
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SUBH P MEUO| CHE BE neighbor BHLE O] T AMA B 4 QSLICH CHS WHe O & Halg
a8 4 Az

® BGPUZZS MESts 2Z IPFas EHER OZ § FAE AEYUL
e IIREY WS A8 L7tes B2 E= S0 BRI SFAE AR

neighbor {ip-address } next-hop-self BGP neighbor 7} HIO|E & I} Ot &
NE|E FagLch

O FHO| ALEETH oiXf 2tREH= 2tREQ Chg §22 QAASI=F 242 SELCH
2fA CHE BGP O|X 2t HE= IjZlS o 2t H2 2L C XY Broadcast 2t E 0| A
XEE 0|2 2tREHE2| ZZ0[7| I{E0]| non-broadcast HIEY A0 A FESLICE 22{Lt
=2 2% 22| F (hop)0| L-dst7| W0

broadcast HEH A M= MR =7 FELCH

42 W2 2 o204 32 UHOISE EIBAn Ol Beol S SHAE o A8 4 AL
Z2 Y S0t YrolEt Lijts YL0lE BE XS & 4 USLICL Z2 YHOIES BUAL}
W2 0 Z2 YS ST 2 U KRIPLCL 22 E B S0|2E YE0IEY LTt YEI0IET AS
B2, 71RUE 2 YEYD MBS 7|80 R BICHE HS KIYABLITE aspath B2 AS LX|of
AFBE[0{0F SHLICE FHBLIE| AXoE HRLE 35 FYOI7t WRBL|CL HEYD S4 37

IS M ip access-list HHO| ZaghL|Ct

e HES 400 42 YE Sol 42 YH0|ES EHISD S AIL.
g3 g
neighbor {ip-address } route-map S0 = ZE L LIt 20| 2 YMe
route-map-name {in | out} HELC
A Fa
B 9% BE 7 9EL 2198 HOIBE HAs| ) TA ASE (A ST HEYE
e = UAEUCHL YA Z2E BGP O X{2HiStALE CFg 7Ol 29 & A £482
A8 T 2 4= ASLICEH BGP HIO|E0| HO{ & StLt O] 42| XiMieh 2|2 E7L /o™
BGP HIO|20| A FAE FISHIAIR.
s ¥8 J ottt Ol 2 M85 2t 8 HIO|S0| A =48 TSLC
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Bo| L

Aggregate-address net/len 228 Hol20 A FAE oL

aggregate-address net/len summary-only | 8940t Broadcast 3fL|C},
aggregate-address net/len attribute-map | 2P E WS o XAEE LA FAE
map-name e

"BGP ZE A o] MM AXSIMAIR,
BGP HRLUE F437|

BGP 7 X| /5t 2teE M2 BGP 228 JEO| il ChZ Ml 7HX| 2t & StLE 7|8e 2 gLt
® UHERI Y Z= Hs

® AS PATH £49| 2t

® COMMUNITY &M9| gt
2t2EE= COMMUNITY 42 83l ARUEIRZ 27 & & U2l HRLIE| 7|8t 2t 8 HHM2

To o1
2E0 Hgg 4 dsUch

0 -2t 8 & H oo 70| ZHEh s TCE

1-ARUEE Y 582 4= 2R E AFYULL 4 2= 08 HRLUEM £ = AL
AS EE|RHE BRIF Hob HRLIEIE 28 + AU
2 -COMMUNITY £d2 dEH0|1 HE 7hsot0 B9 XHo|H /= Chad ZaLICth

HHO el
no-export Xh& A|AEO| EBGP |0 E Z25t0] EBGP
] O 0f| CH$t 2 E Broadcast HX| @& L T}
no-advertise B E Peer 0| B 2E Broadcast
SHX| @& LCt
local-as KIX|A|AH Q22 ZHEZZE Broadcast HA|
&L ch

>
H
rr
r

o3 O 2P E ARLUE £48 24, 7} EE

g = ASHO 2REZ A & =, EAd= 2 |2 22 ES| COMMUNITY £40|
st

UNITY £82 7|28z QY 50| PSEX| BELITh TES 2dstdAlL.

FHS AH83I0 COMMUNITY £42 X|EEl neighbor 22 EHL|CH
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Bof gy

neighbor {ip-address } send-community X8 & Neighbor of COMMUNITY §82
HEL[C}

HARLIE| 82 78328 b3 =82 Al

At
HEo ek

route-map map-name  sequence- 42 Y Adgt

number

router bgp autonomous-system 2eH H REE AFSLCH

neighbor {ip-address } route-map 42 B2 HaLUCh

access-list-name {in | out }

Chg S sdstd AHRUE &4 78 2teE 2 EHYS FEU L

B0l el

ip community-list standard | expended HRLUE =52 FolgL Lot

community-list-name {permit | deny}

route-map map-name sequence-number A2 WS FAetL|Ct

{danv | narmit)

router bgp autonomous-system 2t

o
°
neighbor {ip-address } route-map 42 @3 Mgotct,

route-map-name {in | out }

"BGP HRLIE| £9= St 2t E Y OA" 482 FE=sIHAI2.

IBGP HZ 2 E0|&= W2 StLt| ASE O3] 7H2| 612 AS 2 LH+11 0| AHX| SgA|Aa”o R BRI
AYL|Ct 2o &M=, SB2 AS X1E* H2OICH Y LYo ZsiM=, 242t9| 5t AS = 247

0] Qo Ut A A0 QU= CHE 619 AS S HATIL|CH EBGP M|4A10| CHE 1| AS 9
Peer O ZXSIEEHE IBGP peer @ OHEI7HX| 2 HZ2 MEi HEE WestL|Ch 5 OS2 5, MED U 22
P YEE MLt
BGP AtX| Qigt A|ABRIS P52 T =Y AHXLE X|JslOf SL|Ct GIgtAlEX= AS M QL CE Q20
HfME, ASE Y MEXIE AS HS 2 Fote ThY ASHE 2Lt

Bof ek

bgp confederation identifier RHR| gt A|A"o| MERE gL T

autonomous-system
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FYof rk:

bgp confederation peers REA| gt AlA—Of &3t AS & X[ FRLIC.

autonomous-system [autonomous-system ...]

"BGP g AHX| AL Of[H" MM S FZSHY AL,

Route Reflector +A338}7|

HI EH
od

IBGP H&E E0|= E 2 2 reflector & 7/45t= A L|C}

Route reflector 2| |0 = Z2I0|HE peer 2t AS 2| Ct2 2t (H|-220|ME mo)e| & IFL=E
LFE| LTt Route reflector = & 115 AtO|o] AZE gHHBILICE Route reflector X S2I0|E m0j=
ZHAHE FHELCH H|-2 20| E T|0j= 24835 HAE|0{of gLt 20| E Tm0oj= AX 3|
-

|
a2 4= gt E2AH2 220|UEE O HAEO IBGP MM AZM et S4BHA|

&L Ch
Route reflector 7t 2t & HEE +=4ItH Ot 2 S A TL|CE
® Q2 BGP MM AEANO HE2E DE Z210|HEQ} H|-220|ME I 0| 2 Broadcast 2L
Cf.
® H| EZ0|¢E ZEZOAM 2= SCI0|YUEZ HZE Broadcast & L|CH.
® ZSZO0|UENM ZE S2t0|AUE mo| Y S20|HE peer2 ZE broadcast 2LCH 2
20| E mHm[0oj&= 2A™S| A2 Ees USLICH
CtS HYHS MSIo] 2Z 2L 2E{Z Reflector 2 7311 0|2 2IREE 20| ER X|HSIMUA|IR.

CEL Ck:

27 2t2HE route-reflector 2 748t

neighbor 22I0|HEZ X|ZgfL|C}.

neighbor ip-address route-reflector-client

StLEC| AS Ol = CHS E 2 reflector 7} }ESLICH B2 reflector & IBGP )\ﬂ*1 AEME Nl g I CHE
route-reflector & X 2|2 L|Ct LEIX O Z ZAUSH 22| AH| E2I0|AHEN = SHLO| route-reflector TF
QU&EL|CH 228 AHE route-reflector 2| 2t2E ID 2 AHEIL|ICH O|F3E F7t6tn T L E9| HOE
oot ™ StLte| S {AH 0| 2] 7HO| route-reflector 7t AS 5= USLICE O] R SHAH BE ZE2
reflector & 4 HE 22{2AH ID 2 7°d8li0F AZ reflector 7} 5Lt EHAE| CHE A Z reflector 2
QUOIO|E HEE MY & = QEL|ICH SYUSH 222 HO| 2 & route-reflector = 2| AL YD

S ot S2H0|UE mof B H| Z2t0|AE peer & 7HA[2L UO{OFRELILH.

route-reflector 7/t 2HAEH 0| YW L FHS dASH0] ID & FH5HIAIL.
B39 29
bgp cluster-id cluster-id cluster ID & F+dgtLICt.
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“BGP Route Reflector 7t O X|"MM S EtZSHMUA|L.

6. peers SE5}7|

BGP neighbors 0l shutdown @ E0{E H3otL|Ct

Ho| L

neighbor {ip-address } shutdown BGP neighbor Ofl shutdown & &&stL|C}.

Run the following command to activate the neighbor:

LYl k)
no neighbor {ip-address } shutdown BGP neighbor 24 3}8tL|C}.
HE[-Z /T2 mof F/d35t7|
9% Tojt V2N oz MY AXE Lol UO|OFELIL,
e HY S 40t 2E| g 2/ F I E Fd2 Lt
FEo] 49
neighbor {ip-address } ebgp-multihop ttl BGP 2| neighbor & HE| & 2|% peer £
gLk

#eE| AHels 2tRE ZR2EEQ 24 =018 SYots HRIYUCL BGP £ & A2, WF A2l 2 =22
+ Az

5 ¢t BEE 2F AHElE E0E UL

Li 5 BGP O M &t ot 2= WF AHElE EOEULL 22 B20= 22 727t BAIELITE BGP B2

B0| L

distance b external-distance .
! 9P X ! BGP route 2| HZ|E +-dTLICE.

internal-distance local-distance

BGP B=2| &2| H2|E 785t A2 LIt 2/ F Hele ZE SHEeE ZREZ2| H2|HD}
ZOLOF gLt L& HEele RE 3 298 Z2EZ2| 2= ZO0{0f gLL}.

BGP timer =45}7|

BGP keepalive ¥ hold-time timer & =d52{H CtS FES AL,

Bo| CL:
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2AE o] E= T 252 keepalive &

holdtime EfO|HE F-dBLICH (B - X)

neighbor [ip-address | peer-group

name] timers keepalive holdtime

no neighbor timer B &2 A&35}0| BGP neighbor EE= I|0| 1&2| EIO|HE
7| 2422 CHA] A|RFefL ot

=

Ct2 AS 9| 42 MED H|uw

MED & O Z2 0|4 2|Ho| Z2S Metefof 3 1 Tajsl o) W4YLICH B D B MED 28
717l Z27h N ;gL

Zl2dez Ay Z=7r U 2 [ MED Hli= St AS 2| B2 S0 T A ELICH B2 HEOf
280l MED E HluE = A=E #4 & + AsHH

CHE AS O Z2 7H MED HIRE $#5t2(T 1S BHS HHHIAIQ,

FYof L

bgp always-compare-med AS 9| ZZ 7t MED H|mE $#TtL|C}

BGP ZL|H St 7 A|E017

#2|XH= BGP 2| 2t2 8 HIO[S0|L} CHE HIO|EHH|0o|A2| Li&S ROtE DN AXg = ASLICE MF S

= =
JEO| ¢S BAl & + ASH L

BGP 2+ 2 H|O|= 5! H|O|E{#|0] & X[27]

2| REOM LS BB S 2A5I0] & FA|, BIO|S == BGP HIO|EH| 0| X[27] 23 XS

— =

oH-d
Fdo] ad
clear ip bgp * DE BGP gZAS MAdeLICH
clear ip bgp as-number XEE A& A|A=o| BGP HEE2

clear ip bgp address X'gEl 0|22 BGP HZEE M7 d&L|C,
clear ip bgp address soft XEE 0|29 E012= E& e

HlO|E{H|O| A& X|& L Lt

clear ip bgp aggregates 2 A B0 49 & BEE XL
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clear ip bgp networks

HESIS Bl o) 44 B 28

[

NI

clear ip bgp peer-group name

Peer 2| JE0|EE XS L|C}

clear ip bgp redistribute

Z2MAM HE

L]
o
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ofgiet A4 2= HE/A 2225
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g3 1

show ip bgp A|AEI0] BGP route table & EO{&L|LC.

show ip bgp prefix HEE LAt 5521
LX[ot= 25 HEAIFLIC

show ip bgp community ARUEl £d0 i 84 BEE
HEAlRLICH

show ip bgp regexp regular-expression Yt B LRt 2E BAISLCL

show ip bgp network X|’8E BGP ZEE HA|FLICE

show ip bgp neighbors address X8 & 0|29 TCPp ¢4 5! BGP ¢1Z 0| CHst

AtMet SEE EAIRLCH

show ip bgp neighbors [address] £33t BGP neighbor Z22E Hi2 42 E

[received-routes | routes | advertised-routes] | HEA|ZL|CL.

show ip bgp paths HE BGP 22 HEE Ho|EH 0] 20|
HEAIZLC,
show ip bgp summary D E BGP ¢ HEHE EAIZLICH

QFE NOIM ZHE s dsteA™ BGP HZ =X, BGP EE FHI0 4= =4 X 42 dY2
ZHESHOF UL} O 2 Y E ™Y AR
Command K

debug ip bgp * LA Ol BGP HEE FHTLICH

debug ip bgp all B E BGP BHE FHL|CH

debug ip bgp fsm BGP 7|4 MEHE FHTL|C

debug ip bgp keepalive BGP Keepalive HA|X|E& =X EL|Ct

debug ip bgp open BGP open HIA|X| & =X BtL|Ct

debug ip bgp update BGP YUHIO|E MAIX|E FHgtL|Ct,

BGP ++d Of| X|

BGP route-map O Al

LS ool M= route-map 2 AFE310] S0{2= ZE2| £42 0|2 2tRHOUM F=Hot= LH-HS
HOFLICH QT 2t2E] 140.222.1.1 Ol $=A1 8 RE HZ 0| JIEKE TSI D ASPATH AN A 22
aaa £ 200 S 2 YXA|ZULICH 2ZZ M =22 250 22 A HTLICH HE27F HRE|H CHE HE27t
HEE L

f
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router bgp 100
!
neighbor 140.222.1.1 route-map fix-weight in
neighbor 140.222.1.1 remote-as 1
|
route-map fix-weight permit 10
match as-path aaa
set local-preference 250
set weight 200
|
ip as-path access-list aaa permit ~690%
ip as-path access-list aaa permit ~1800

ChS OO0 M B2 © freddy 2 R HW 52 AKX A[28 690 O M A|ZSH=
I.

127 2 THELCL & HHY $22 O EUS BHESK| %= F2E AF 2t

= Q29| MED £d2
B 1111 2 ™&g ot
router bgp 100
neighbor 1.1.1.1 route-map freddy out
!
ip as-path access-list abc permit ~690_
ip as-path access-list xyz permit .*
|
route-map freddy permit 10
match as-path abc
set metric 127
|
route-map freddy permit 20

match as-path xyz

CHE2 route-map = S0 M 4 & B2E #785= Y-S 20lFLILL

router bgp 100

redistribute rip route-map rip2bgp

route-map rip2bgp
match ip address rip
set local-preference 25

set metric 127
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set weight 30000
set next-hop 192.92.68.24
set origin igp

!

ip access-list standard rip
permit 131.108.0.0 255.255.0.0
permit 160.89.0.0 255.255.0.0
permit 198.112.0.0 255.255.128.0

BGP neighbor 74 0f

CHZ OOl Af BGP 2R Ef= AS109 Off £efL|C AS109 = & 72| HESIE F=ELCL 2t*H0=

QF O|R (CHE ASOff A3), LHF O] (5¥%t AS Hm 2) 8l Q7 0|2 & 3 712| 0|R0| }U&

router bgp 109
network 131.108.0.0
network 192.31.7.0
neighbor 131.108.200.1 remote-as 167
neighbor 131.108.234.2 remote-as 109
neighbor 150.136.64.19 remote-as 99

neighbor-7|Ht BGP Z=2ZEZ2| 0
L= 2 neighbor 7|8t BGP &= EE 2| O 2 L|L}. as-path 2 HM A FE testl
2R EE= 75X 100 2 P ELICH as-path 2] WHA ZE test2 E Sl ZEH St
O|% 193.1.12.10 22 M& = £ &L
OFEIEX 2 AN A FF test3 & S8t BE= 0|2 2H2H 193.1.12.10 0 M &
UAE LT

router bgp 200
neighbor 193.1.12.10 remote-as 100
neighbor 193.1.12.10 filter-list test2 out
neighbor 193.1.12.10 filter-list test3 in

ip as-path access-list test1 permit _109_

ip as-path access-list test2 permit _200$

ip as-path access-list test2 permit A100$

ip as-path access-list test3 deny _690%

ip as-path access-list test3 permit .*
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I E -pbased BGP 2| route ZH 0f
CHS Ol M= ZE e1 /02| AR HMNAE Soff ZEHE E2 E0EL|CH

router bgp 122

filter vlan10 in access-list acl

Ct= OO0 = HM A =5 filter-network H WM A =F filter-gateway el /0 0A
d2E A0 EEHZSHY HESA Hz o AO|EY 0| FAE 212t HHES= WS HoFL T

mjn
>
o
Ot
2
H
m
e
fot

router bgp 100

filter vlan100 in access-list filter-network gateway filter-gateway

2
fire
Im
)
]
rE
ot
o

CHS Ol = prefix list filter-prefix 2F prefix list filter-gateway & At 3}

HOIESOl =48 Z+2f BH D0 ZEOM SA|0| 28 BHYSE YES EOF L

router bgp 100

filter * in prefix-list filter-prefix gateway filter-gateway
prefix-list 7|8t 2 TH T4 o

Ch2 o= 7|2 42 0000 /0 7t AREJASE B FLCL
ip prefix-list abc deny 0.0.0.0/0

CHE O = prefix- 35.0.0.0/8 1t €X[5t= 427t 5{&E S EOlE LTt

ip prefix-list abc permit 35.0.0.0/8

Ct= O Ao AM= / 8 Ol A] / 24 AtO|2] ZO|E 7t%! prefix Bt BGP ZE M| A0 A {8 & L|C}

router bgp
network 101.20.20.0

filter * in prefix max24

ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

ChE OO0 2B = 25 d28 EH Yt prefix Z0[7F 8~ 24 AHO] €
B2 58t

router bgp 12

filter * in prefix-list max24
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ip prefix-list max24 seq 5 permit 0.0.0.0/0 ge 8 le 24

CtS Ol = prefix Z0|7} 24 0|52l AZ7F & 192/8 Of| A S{EE S 2O FL|CH

ip prefix-list abc permit 192.0.0.0/8 le 24

CHS O = prefix 20|17t 25 & =atot= B27F 4 192/8 A 3{ &&= EH{ZLICH

ip prefix-list abc deny 192.0.0.0/8 ge 25

CHS Ol = prefix 20|17t 8 2Ct 311 24 HCt X2 AZ7 |82 20 FLCt

ip prefix-list abc permit 0.0.0.0/0 ge 8 le 24

ChS Ol EFAF Z2017F 25 & =atot= 427t AR LSS 20EL L

ip prefix-list abc deny 0.0.0.0/0 ge 25

CHE Ol= WESRI 10/8 2 = 27t ARLUSE 2L CH
A 2eiA HES3 10.000/8 o A3 7F 32 HIERLD HALL 2o B
RDE HAZ7t ARE L

ip prefix-list abc deny 10.0.0.0/8 le 32

ChE oMiM= HERZ 204.70.1 / 24 2| OFA3 ZO[7t 25 & Z6ER RE 27 HREEJUSS
2oEH

ip prefix-list abc deny 204.70.1.0/24 ge 25

Chg o= 2E 327t o 8&8s B ELICh:

ip prefix-list abc permit any
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LS o= Y& redistribute static = SYZAE 193. . * . * 22 M&S=0| AMEE LT}
ip route 193.0.0.0 255.0.0.0 null 0

!

router bgp 100

redistribute static

O| StLt Ol o B2t X[ & Helof £33 o3 490 W2t BGP 22 S H|O| =01 TA
Ut A d2= AF8AEAS 2 Aoz ZHFEN BA| HEOAM &4 € & U= atomic

£d8 7tgLt

—_

router bgp 100

aggregate 193.0.0.0/8

CHE Ol= &A Z2 193. * * *& £ 21} Broadcast 0| Al 2E Neighbor 22 E0Of CHEF XpAf st
H2E Hsts WHe HoFLICh

router bgp 100

aggregate 193.0.0.0/8 summary-only

BGP Z £ reflector 4 0f

Ct22 Z 2 reflector 72| O 2LIC} RTA, RTB, RTC % RTE & &8t AHX| A|AH AS 200 Off £8HLICE RTA £ 22
reflector &&= S}X| 2t RTB W RTC & Z 2 reflector 7|%% EEBLICE RTE & 24HHA Q1 IBGP O|2 & LICL RTD &
AS100 0| &30 RTA 2t°| EBGP ¥Z2 FTLICH 2 ChSat 25 L Ch
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RTA 7+/d:

interface vlan110

ip address 2.0.0.1 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

!

router bgp 200

neighbor 2.0.0.1 remote-as 200 /*RTC IBGP*/
neighbor 2.0.0.1 route-reflector-client
neighbor 3.0.0.1 remote-as 200 /*RTB IBGP*/
neighbor 3.0.0.1 route-reflector-client
neighbor 5.0.0.1 remote-as 200 /*RTE IBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
network 11.0.0.0/8

|

ip route 11.0.0.0 255.0.0.0 2.0.0.12

RTB 4 :

interface vlan110

ip address 3.0.0.2 255.0.0.0

!

router bgp 200

neighbor 3.0.0.1 remote-as 200 /*RTA IBGP*/
network 13.0.0.0/8

ip route 13.0.0.0 255.0.0.0 3.0.0.12

RTC 7+ :
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interface vlan110
ip address 2.0.0.2 255.0.0.0
!
router bgp 200
neighbor 2.0.0.1 remote-as 200 /*RTA IBGP*/
network 12.0.0.0/8
|

ip route 12.0.0.0 255.0.0.0 2.0.0.12
RTD #+4:

interface vlan110

ip address 4.0.0.2 255.0.0.0

|

router bgp 100

neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/
network 14.0.0.0/8

!

ip route 14.0.0.0 255.0.0.0 4.0.0.12
RTE #4d:

interface vlan110

ip address 5.0.0.2 255.0.0.0

!

router bgp 200

neighbor 5.0.0.1 remote-as 200 /*RTA IBGP*/
network 15.0.0.0/8

|

ip route 15.0.0.0 255.0.0.0 5.0.0.12
BGP AtE Zg Al o

Che O3 KX 2 A|lA"” FL 42 20 FL|CE RTA, RTB & RTC & IBGP A& S Bt L|Ct
RTA, RTB 3! RTC = AtA XHA| A2 65010 O] &2 L|CE RTE & AFE AbX| A|AE 65020 Of
L2tL|CE RTE & RTA = AHA| 2t A|A”> O M EBGP HZE 2 TdgL CH

AS65010 & AS65020 = AtX| 28 A|AES TS LICH REX| A A[A"> ol H = AS
200 LICt RTD &= AS100 Off £gfL|Ct RTA E &3l RTD 2F AS200

7+ofl EBGP ¢1Z0| - E LT}
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RTA T4d:

interface vlan110

ip address 1.0.0.1 255.0.0.0

|

interface vlan111

ip address 2.0.0.1 255.0.0.0

|

interface vlan112

ip address 4.0.0.1 255.0.0.0

!

interface vlan113

ip address 5.0.0.1 255.0.0.0

|

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.2 remote-as 65010 /*RTB IBGP*/
neighbor 2.0.0.2 remote-as 65010 /*RTC IBGP*/
neighbor 5.0.0.2 remote-as 65020 /*RTE EBGP*/
neighbor 4.0.0.2 remote-as 100 /*RTD EBGP*/
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RTB ++:

interface vlan110

ip address 1.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.1 255.0.0.0

!

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 1.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.2 remote-as 65010 /*RTC IBGP*/

RTC ++/d:

interface vlan110

ip address 2.0.0.2 255.0.0.0

!

interface vlan111

ip address 3.0.0.2 255.0.0.0

|

router bgp 65010

bgp confederation identifier 200

bgp confederation peers 65020

neighbor 2.0.0.1 remote-as 65010 /*RTA IBGP*/
neighbor 3.0.0.1 remote-as 65010 /*RTB IBGP*/

RTD #4:

interface vlan110

ip address 4.0.0.2 255.0.0.0

!
router bgp 100
neighbor 4.0.0.1 remote-as 200 /*RTA EBGP*/

RTE +d:

interface vlan110
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ip address 5.0.0.2 255.0.0.0

!

router bgp 65020

bgp confederation identifier 200

bgp confederation peers 65010

neighbor 5.0.0.1 remote-as 65010 /*RTA EBGP*/

9. route-map BGP community 42 0f

CH22l 0fl= @O route map set-community = neighbor 2| Lt7t= A& 171.69.232.50 £
YOOI ESt=0 AAEE UL §F ARUE £ 4 no-export eHM A 5 aqaa 2| d2E Sl

O HA — T = O

T = ASUCH O 2 Z2= 44X Broadcast & =& e LT

Ir

EEAHRUEl 54 22 AS200 2| BGP MM AEMIL RIS 2 AtE A|AH RE ZEE
Broadcasting St& A2 WX gLt

router bgp 100
neighbor 171.69.232.50 remote-as 200
neighbor 171.69.232.50 send-community

neighbor 171.69.232.50 route-map set-community out

route-map set-community 10 permit
match ip address aaa

set community no-export

!

route-map set-community 20 permit

L= OOl M route map set-community B & 0{ & neighbor 171.69.232.90 2| & &

B25 YHOIESIE Ol ArSELICH S 2tE HRLIEl £d 2t 20022

THSIMAIR. CH2 A2 = M4 Broadcasting S =3 $tL Tt
route-map bgp 200

neighbor 171.69.232.90 remote-as 100

neighbor 171.69.232.90 send-community

neighbor 171.69.232.90 route-map set-community out

I

route-map set-community 10 permit

match as-path test1
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set community-additive 200 200

!

route-map set-community 20 permit
match as-path test2

!

ip aspath-list test1 permit 70$

ip aspath-list test2 permit .*
Chg = Z22 MED 3 22 24 =918 2F 2HRHM FdgLct

FELIE| £4 ZHof 2}t 171.69.232.55. HASLIE| B2 com1 I €X|st= 2=
T-dgtLct o] d20= AR/ LUEl 240] "100 200 300" "900 901" 2!

B27F ZotE 5 AFLICE Ol2et 20= L E &4 40| AS = UASH L

ARLE =5 com2 & EUE 29 22 4 &9/5 500 22 FELICL

router bgp 200

neighbor 171.69.232.55 remote-as 100
neighbor 171.69.232.55 route-map filter-on-community in
!

route-map filter-on-community 10 permit
match community com1

set metric 8000

!

route-map filter-on-community 20 permit
match community com?2

set local-preference 500

!

route-map filter-on-community 30 permit
set local-preference 50

I

ip community-list com1 permit 100 200 300
ip community-list com1 permit 900 901

ip community-list com2 permit 88

ip community-list com2 permit 90
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SFEL|O] IP Subnet B2

e

SFEROf IP Subnet Z2= IP Of WHE WeHih FARFLCE SF=YOf IP Subnet B27}
2ot 2 B2 1P FA7L 2ot & MY

HIAIX[7F SFEY OIS 3l TRELICE siT &=0] B2 HAIX|7t CPU 2 HS & Cha

2ZEQ0E Salf M2 ELIL.

-

SLEQIO] IP Subnet 42 2=0|= CH4 Subnet, OtA3, CHS S2| IP T4, QIEH|0
ZSHELICH SEERIO] IP Subnet BE7F 2 3HE|M™ [P FHAI7F MIfst = A

IP Subnet ZE &=2 QLT LXK =0 LAEH HA|IX|= Ot & IP T2 LX]
=0 XIGE QHEO|IAE Sof 2 MEE LICH SHEQ0] IP Subnet B2 &=0| g™
Xe|E fIsh TAIX[ZL CPU 2 HESEL
SIEQ|O] IP Subnet Z20|= AtE
IP Subnet Z2E 822 FAYLICE SHX| MEUS| O 7l OpAF Tt Q= 2t
X FI[00F SLICE Ats ZEOM A|ARZ LTl BEE SHEY O Subnet ZE0
S22 FI4ELICE SEEQO] Subnet Z27F AR LM ZE FAIL AHS 22 3 E L|Ct,

A =32 F 7HX7F AEHEL =5 ZE0AM

4o rr

om o
o

Jio

SIEQ0] IP Subnet A2 T1/435}7|

SLESIOf IP Subnet Z2 T2 B CHS EAIS $HBHIAIR.
£ CEL ay

1 [no] ip exf StEQof 1P MEU 2t E S 283t E=

HlZ-gatgtLcth

2 [no] ip exf down-up-threshold ZCHEHS O] <Number>7ro| D2t |
<Number> exf 7|52 &Mzttt
3 [no] ip exf exclude-slot <SlotID> exf 7|52| SlotiD & ZetLCt,

SEQ)|O] IP Subnet 22 2| B =I5t

FYof EL:

show ip route AN 22 T

IP-PBR T4

IP-PBR 7+
IP-PBR 2 A9I%| 20| SIEQ0IS Sofl AZEY0f PBR 7|58 FHBLICL
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PBR 2 & 7|Hh 21252 LIEPALIC PBR 2 AFBOHH AFBXHE 2t E 298
Z2E20| ot SF YMO| OF & 4 UFLICL ATEYO] J|U PBR2 THE MM X 74 S
X
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= A& LCH IfZI0] IP-PBR XS THESHH SHEQ|O{ 0]
(NAP) E2 & 27 HMEYLICL O] ZEN|
C

=
Ct IP-PBR O 2J3 Z S & A2 7t =2 24 =%
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7}X|04 IP-PBR T
44 IP-PBR 2 IP AC
R =i

0

O

T

7 10
Rely
o 1o
Ra

MLl
2
B S m oo )

e

Bas
2]

= .
t.odg 7Hef o &0l 85T
| "ofl 28 &diel= S7FateEs
A AYUCL StEY A & 2t 0= 71 40| 2R5HX| BEL L.
E

IP-PBR 2 Ct2 S 2t 8 P S XA

Che B 1P R4 HMS XYL

o -
rx O
i
I
-

L route-map WORD
° match ip address WORD

] set ip next-hop X.X.X.X [load-balance]

IP-PBR 2 22 E{Q| HA 2t EDt =3 CHELICH IP-PBR S Q&3 C
Mefstn fuh Che H0| glod g Haln a2l ¥y 2o gL by el

H
Chg 22 MEoHX| 2 o2l 42 CH3 20| ARP & LX| ROt LdetL|ct. of

IP-PBR & 3t/H| 2 d 3t

HYof el

ip pbr IP-PBR 7| SEASHELICH (7] 2X 22 blZ st ALich

no ip pbr IP-PBR H|EHg et L|Ct.

IP-PBR 2 7|22 2 H|Z gt EfYLIC.

Ty sy 22

IP-PBR 2 T1MSI2{H 1SS HSIUA L.
ACL A :

route map ‘44;

464



port Of route ma

-1 O
ACL= TS L3 BE S HASUAIR
B30 a9
ip access-list standard net1 ACL T8 BEE A|ZStD ACLE FolgtLtt.
route-map 2 BHE 2 S B S HYSHIAIL.
CEL Ck:
route-map pbr route-map 74 ZEE A|EEL|C}
match ip address access-list|prefix-list Match-up ‘8% T4
set ip next-hop A.B.C.D IPI{ZIS| Tt & FAE TETLICH
PaM ZEOM YN 22 Y NgolB (e FHS AHsHIAL.
BEo 2%
interface QIEmo|A +d REZ
interfacevlan_name =0{ZfL|Cf.
ip policy route-map ZEOM M 2tREE MBIt
route-map_name
MVC 2L{HE & 7A] £
EXEC ZEOAM L5 S dASIHAIR.:
iyl 2%
show ip pbr RIP 40| CHot MEE HAISH= O A ELICE.
show ip policy IP-PBRO| H8&|= ZEE HO|FL|C.
show ip pbr policy IP-PBR S7} 2t E0j Cist HEE HEA|SH:E O
A+EE ULt
debug ip pbr IP-PBRQ| C|H & ALRX|E %t e HZ2 %5
ol Ar8ELICt.
IP-PBR O] H&E|X| = HEIF #A|E L

switch#show ip pbr

IP policy based route

No pbr apply item

state: disabled
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No equiv exf apply item

IP-PBR &l 2HEE 2= H|0[H & Ciad 25Ut

switch#show ip pbr

IP policy based route state: enabled

No equiv exf apply item

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

IP-PBR MM 2t & HE = ofeffet Z&L|Ct:

switch#show ip pbr policy

IP policy based route state: enabled

VLANS3 use route-map ddd, and has 1 entry active.
Entry sequence 10, permit
Match ip access-list:
acl
Set Outgoing nexthop
90.0.0.3

St ete e 27t ot2fof Ltef A LICE:

switch#show ip pbr exf

IP policy based route state: enabled

Equiv EXF has 1 entry active.
Entry sequence 1, handle c1f95b0
Dest ip: 1.1.0.0/16
90.0.0.3

192.168.213.161
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IP-PBR T’ Of| X

221K 8.

ip pbr

interface vlan1

ip address 10.1.1.3 255.255.255.0
ip policy route-map pbr

!

ip access-list standard ac1
permit 10.1.1.21 255.255.255.255
!

ip access-list standard ac2
permit 10.1.1.2 255.255.255.255
!

route-map pbr 10 permit

match ip address ac1l

set ip next-hop 13.1.1.99

!

route-map pbr 20 permit

match ip address ac2

set ip next-hop 13.1.1.99 14.1.1.99 load-balance

SRl

22| X|= VLANT Of| M =41 2k T Z00)| Cish H& 2t 8 HELLICH &2 IP7F10.1.1.21 0|1

CHe =0| 13.1.1.99 Q1 TZI0]| CH8H A A (P 7F 10.1.1.2 9 THZI0)| CH H LM = pbr 200 HE;

set ip next-hop Ol = load-balance 07 =7} 7| 20 22X 2 SHX| Ip =40 e}
AES2Z 13.1.1.99 £ 141199 & E7 2 MEiBIL|CE.
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of ¥ZE|0f ISP &X|& 2+ QEI0|AE VPN 2t & Ho|gat HZTHL|CE

E|O]=& VRF (VPN 2t & / M HO|Z) LT}
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MCE 9gtS5le AQX|= CH2 ZEE S| Ct2 S210|QE HEQJIE ¢Z ot C}30| ZEE
VPN 2t & Ho|Eat HZASLICE (FAF & H|= VLAN ZEQ| VRF #+-d B X| A ghL|C}).
MCE 7|52 Ci7f CH+ 2 MPLS-VRF VPN HER/ 32| o X|0f HYX[& L|Ct. Multi-VRF CE, MPLS

go]2 A2[d H MPLS MO AlES2| 7|52l Ml 7tX| 7|s2 SEXEYLICH O& 1.1 & MPLS-VRF
VPN HEYIE EFL|C}

Switch Switch

2! 1.1 MPLS-VRF VPN HIE Q32| MCE Switch

CERte 4= 4

Multi-VRF CE AQ|%|= o8] 55 2t
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Zs17| fIs MZ CHE VLAN ZE 7t

A4
E = VRFQF ##H0| JAO{OFRHLICE CE &

E =
| =
QLT VPN 2 HZSH= O AFEE|= VLAN ZE
£ X 2Lt gi&Lch

PERte| B2 ++d

MCE 29| X| (MCE)= otLt 0|2 PEE HZAY 5= UAX|T MCE 2 HAE PE= 25 VRFE
TAMB|OFSILI|CH MCE = CE 25 E MCE 7t H1S ZZ22 PEO)| M 238}D PE2EE A2
S20|ME YEYAS F2E st&TiLL:
BGP OSPF, RIP 2 BEIGRP 9 22 =X 2t9E T2 E2S E3 MCE 9 PE 710 VRF 2t EES
T = JASHLCH S E VRFEEE HOZ 4 & =& JUSLICH

LUHO = MCE o PE= M2 CHE XpE AL SLC [M2tA EBGP & AHESH0! MCE 2t
PE ZHO| VRF 2t EE T4Hs WH0j0] B A2 HYYLICH.

Multi-VRF CE %+

7|2 VRF 4

715 712 3y

VRF VRFE 7|28 o2 H|Zd3l MEfL|CE

2E d=27 7|2 2t S HOIE0 FIHELICH

VRFO| VPN &H&F A Route-distinguisher” | H| 283} (RD).

ela / 3 3128 Cfatol gi&Lch R,

X|Cf VRF 42 %= 10240

VRF port N/A.

IP Express Forwarding SHEQIO] Ip 2t B2 3t £|o|UAX| AELICL

MCE 7+ &

VRF 74

VPN 22 7

PE 2t CE AtO|2] BGP B2 T143}7|
PE @+ CE Zt2| VRF &1 =0l
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MCE 4

VRF 7t

o

StLt & Ct2 VRF & 7528 Chg TS HEoHAIL.

CEL

29

Switch# config

29K 9 REZ SofYLCh

Switch_config# ip vrf vrf-name

VRFE ‘445t VRF 714 ZEZ SO{ZL|Ct.

vrf-name: %|Clf 31 Xt9| VRF 0| &

Switch_config_vrf# rd route-distinguisher

route-dstinguisherS 144 8tL|Ct.

route-distinguisher: Z2 FLEXE 2|0 LICH AH&

0O D2} nn EE= 1Pt nn2 A EL|Ct.

Switch_config_vrf# route-target
{ export | import | both }

route-target-extened-community

M

2 /&8 VRF 2K 2| g

ot

& & VPN

N/ 2

2HELICh

[

mjo

route-target-extended-community: At& =09l D2}

L i 1ot L2 R,

Switch_config_vrf# interface intf-name

SIHIo|& 718 RE2 SO{Z L CH

intf-name: 2/E{T0[2 2| O|F& 2|0|gtL Tt

Switch_config_intf# ip vrf forwarding vrf-name

VRF2t 13 QIE{H|0| A5 HZATILICH

vfi-name: VRFQ| O|&& 2|0|gtL|C

Switch_config_intf# exit

CIEHO|A 71 REE S=2LCH

Switch_config# ip exf

ip SIEQIO 2t 8 ARE.

Switch_config# show ip vrf

[ brief | detail | interface ] [ vrf-name ]

VRF &2E =olghL|ct,

Switch_config#no ip vrf vrf-name

4% VRF % VRFEF L3 QIE{H|O|A ZHo| BAE

APH| gL T,

vfi-name: VRFQ| O|&& 2|0|&tL|C

Switch_config_intf# no ip vrf forwarding

[ vrf-name ]

L3 OIE{H 0| A2t VRF Zto| BAE AtA|TL|Ct.

VPN 22 74

1%y g2o| 1y

12 -= BGP OSPF, RIP BEIGRP EE&=
a

:
o
ABLICE L1232 CH2 F2 T4 KRS OSPF T4

40




Note:
0| E HEKI AZAs7| s MCE O 2t E7F M85 H 2128
ZZEZO| VRF £ & X[YoFetL|Ct VRF = 02 FX[of] 7t & 27t

&L

o ek

Switch# config 29K 74 RE2 SO{ZLCE.

Switch_config# router ospf OSPF-VRF B2 E A|EStD 4 REZ SO{Z LT}

process-id vrf vrf-name

Switch_config_ospf# network network-number OSPF HEQ 3, btA3 & E9Y IDE FolgLCh

network-mask area area-id

Switch_config_ospf# redistribute bgp ASN X8 El BGP W ESIZE OSPF HESIAZE MESL|C
Switch_config_ospf# exit OSPF 74 ZEE ZZfL|CH

Switch_config# show ip ospf OSPF ZEZEF0|| CHg WEE EHASLICE
Switch_config# no router ospf process-id OSPF-VRF 2128 #d2 ArHgtLICH

VPN ZZ T1°d PE 9 CE AMO|9| BGP HZE +4

Che 7Y BYS FESHIAIL:
HE@o] ks
Switch# config 29X 4 HEZ S0{ZL T
Switch_config# router bgp Xt

autonomous-system-number

Switch_config_bgp# bgp log-neighbor-changes | BGP 0|2 HZ 0| L3t 7| Z 2 A|=tetL|Ct,

Switch_config_bgp# address-family ipv4 vrf VRF address-family®| 4 ZE2 S0{ZfL|Ct
vrf-name
Switch_config_bgp_af# redistribute ospf OSPF 22 & HEE BGP WEYIAZE HME.

ospf-process-id

Switch_config_bgp_af# network network- BGPO|| 2ldf| HiZ k&= HER D Hzet OtAT
number/prefix-length ZO|E FdgLrt.
Switch_config_bgp_af# neighbor address neighbor 2| BGP neighbor 2t ASHZ &

MSHL|C
remote-as ASN TEg .
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Switch_config_bgp_af# exit-address-family address-family2| 74 ZE F&.
Switch_config_bgp# exit BGP #+d ZEE Z=TL|CL
Switch_config# show ip bgp vpnv4 BGP-VRF 228 HHE 2QlgtL|Ct.
[all|rd | vrf]

Switch_config# no router bgp ASN BGP 2t E TME AX LI

PE 2} CE 7t2| VRF ¢4 =90l

E S CEQ VRF A2 =0I8t2{™ VRF S M1}t &4 PING HEHE AFRSIAMA|2.

CEL EL

Switch# ping —vrf vrf-name ip-address VRFO| =AE PING Eg &gt ot

MCE /8 Of| X

08 212 7tehst VRF HEQAE 2O FELICE ST 1 S2 & 25 Multi-VRF CE A X| L C}
S11, 512 U S13 2 VPN1 Of &30, s21 9 S22 = VPN2 O] &8t 257F 124 FX|QL|Ct,
OSPF A2 CEQt 17 AHK|ZH0| LA E|0{OFstH BGP ZA 2= CE @ PE AFO|Of

T E|ofoFgtL Ch

PE S2

VPN1
S13

CE

- Gon GO/ 4®

G02 — G111 Gl/2 — G0/2

S12 § D : ;
5 L S : VPN2
; Lo - 5 S22
- GO3 - - i
L P GO/3 34660/1 ])
VPN2 | - = é
S21 :

g 2.1 MCE 7+ Ol |
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CEE gZots =2[H 2EHH oA VLAN £4 F48:

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

IP =4 S VLAN QIHI|0|AE gLt
Switch_config# interface VLAN11
Switch_config_v11# ip address 11.0.0.2 255.0.0.0

Switch_config_v11# exit

CE2f 174 FX| Atole] 2t Z2EZ F14:

Switch_config# router ospf 101

Switch_config_ospf_101# network 11.0.0.0 255.0.0.0 area 0

Switch_config_ospf_101# exit

MCE-S1 M

Multiple-VRF CE ZX|0| A VRF & T LICE.

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 100:1
Switch_config_vrf_vpn1# route-target export 100:1
Switch_config_vrf_vpn1# route-target import 100:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 100:2
Switch_config_vrf_vpn2# route-target export 100:2
Switch_config_vrf_vpn2# route-target import 100:2

Switch_config_vrf_vpn2# exit

2mouw gEQ 27X TE

i

Switch_config# interface loopback 0

Switch_config_l0# ip address 101.0.0.1 255.255.255.255

TASID FoE TEQ

L2E BGP ZEZEEEO| ERH D2



Switch_config_|0# exit

SIT2S11T2F0/12ZEE B¢, S212 G0/4 ZEE ES|,PEE G0 /2 ZEE Eg
ctZghL|Ct,

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 11

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/4
Switch_config_g0/4# switchport pvid 15

Switch_config_g0/4# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQ|X|9] L3 VLAN ZEE 43t VRF S VLAN ZEOf| HtQIgst |p FAE gt
S12 % 7iel =2|x ZE 2l VLAN21 It VLAN22 & &3l PEE HZA-LICE VLANTT If
VLAN15 o] & ZE= Z4Z} VPN1 1F VPN2 & HZeLICh

Switch_config# interface VLAN11

Switch_config_v11# ip vrf forwarding vpn1

Switch_config_v11# ip address 11.0.0.1 255.0.0.0

Switch_config_v11# exit

Switch_config# interface VLAN15
Switch_config_v15# ip vrf forwarding vpn2
Switch_config_v15# ip address 15.0.0.1 255.0.0.0

Switch_config_v15# exit

Switch_config# interface VLAN21
Switch_config_v21# ip vrf forwarding vpn1
Switch_config_v21# ip address 21.0.0.2 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2
Switch_config_v22# ip address 22.0.0.2 255.0.0.0
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Switch_config_v22# exit

CE 2t 24 FX| ALO|2] OSPF B2 7.
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 11.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 100

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 15.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 100

Switch_config_ospf_2#exit

PE o CE ALO|2| EBGP B2 4.
Switch_config# router bgp 100

Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# redistribute ospf 1
Switch_config_bgp_vpn1# neighbor 21.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 22.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 4.
Switch_config# vlan 1,11-12,21-22

29K|o] MEU B2 MES EdeleL

Switch_config# ip exf
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PE T

VRF on PE T+4:

Switch#config

Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 200:1
Switch_config_vrf_vpn1# route-target export 200:1
Switch_config_vrf_vpn1# route-target import 200:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 200:2
Switch_config_vrf_vpn2# route-target export 200:2
Switch_config_vrf_vpn2# route-target import 200:2
Switch_config_vrf_vpn2# exit

2 1IH
- =

HH
Switch

PIHEO|AE 2t H AHXIE FESHA|2:
config# interface loopback 0
Switch_config_l0# ip address 102.0.0.1 255.255.255.255

Switch_config_l0# exit

PE 2t CEE HZst= 22| ABTO|A 8 :G1 /110Gl /2= Z2 S13tS2 & HZAYULCE
Switch_config# interface gigaEthernet 1/1

Switch_config_g1/1# switchport mode trunk

Switch_config_g1/1# interface gigaEthernet 1/2

Switch_config_g1/2# switchport mode trunk

Switch_config_g1/2# exit

S12 AZAsHE PEO| L3 VLAN QIEHO[AE Pt Ch
Switch_config# interface VLAN21

Switch_config_v21# ip vrf forwarding vpn1

Switch_config_v21# ip address 21.0.0.1 255.0.0.0

Switch_config_v21# exit

Switch_config# interface VLAN22
Switch_config_v22# ip vrf forwarding vpn2

Switch_config_v22# ip address 22.0.0.1 255.0.0.0
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Switch_config_v22# exit

S2 & PZ3h= PE 2| L3 VLAN QHHO|AE gL Ch
Switch_config# interface VLAN31

Switch_config_v31# ip vrf forwarding vpn1

Switch_config_v31# ip address 31.0.0.1 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.1 255.0.0.0

Switch_config_v32# exit

EBGP of PE 714:
Switch_config# router bgp 200

Switch_config_bgp# bgp log-neighbor-changes
Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization
Switch_config_bgp_vpn1# neighbor 21.0.0.2 remote-as 100
Switch_config_bgp_vpn1# neighbor 31.0.0.2 remote-as 300

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# neighbor 22.0.0.2 remote-as 100
Switch_config_bgp_vpn2# neighbor 32.0.0.2 remote-as 300
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 2 #4310 MEUY 28 NP2 gdatetL
Switch_config# vlan 1,21-22,31-32

Switch_config# ip exf

MCE-S2 ++/4

VRF d:

Switch#config
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Switch_config# ip vrf vpn1
Switch_config_vrf_vpn1# rd 300:1
Switch_config_vrf_vpn1# route-target export 300:1
Switch_config_vrf_vpn1# route-target import 300:1

Switch_config_vrf_vpn1# exit

Switch_config# ip vrf vpn2
Switch_config_vrf_vpn2# rd 300:2
Switch_config_vrf_vpn2# route-target export 300:2
Switch_config_vrf_vpn2# route-target import 300:2

Switch_config_vrf_vpn2# exit

Fou mEC 82X RES THolD £IY Q| 4

Switch_config# interface loopback 0
Switch_config_l0# ip address 103.0.0.1 255.255.255.255

Switch_config_l0# exit

S2=F0/1X2EE %6H S132 GASII GO /3 ZEE

Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 41

Switch_config_g0/1# exit

Switch_config# interface gigaEthernet 0/3
Switch_config_g0/3# switchport pvid 46
Switch_config_g0/3# exit

Switch_config# interface gigaEthernet 0/2
Switch_config_g0/2# switchport mode trunk

Switch_config_g0/2# exit

AQK|Q| 13 VLAN ZEE 138} VRF 2 VLAN ZEO| HFQIES D |p A
ol v ol PEE AATILICEH & 74e

S2 & 5 71el =2| ZE QI VLAN31 1t VLAN32 &

VLAN41 I VLAN46 2 2tZF VPN1 It VPN2 & HZASHL|Ct.

Switch_config# interface VLAN41

Switch_config_v41# ip vrf forwarding vpn1

478

£ BGP ZREZO| 2}

=

HIDE



Switch_config_v41# ip address 41.0.0.1 255.0.0.0

Switch_config_v41# exit

Switch_config# interface VLAN46
Switch_config_v46# ip vrf forwarding vpn2
Switch_config_v46# ip address 46.0.0.1 255.0.0.0

Switch_config_v46# exit

Switch_config# interface VLAN31
Switch_config_v31# ip vrf forwarding vpn1
Switch_config_v31# ip address 31.0.0.2 255.0.0.0

Switch_config_v31# exit

Switch_config# interface VLAN32
Switch_config_v32# ip vrf forwarding vpn2
Switch_config_v32# ip address 32.0.0.2 255.0.0.0

Switch_config_v32# exit

CE 2t 024 K| ALO|2] OSPF B2 T4,
Switch_config# router ospf 1 vrf vpn1
Switch_config_ospf_1# network 41.0.0.0 255.0.0.0 area 0
Switch_config_ospf_1# redistribute bgp 300

Switch_config_ospf_1#exit

Switch_config# router ospf 2 vrf vpn2
Switch_config_ospf_2# network 46.0.0.0 255.0.0.0 area 0
Switch_config_ospf_2# redistribute bgp 300

Switch_config_ospf_2# exit

PE 2t CE AO|2| EBGP B E T.
Switch_config# router bgp 300
Switch_config_bgp# bgp log-neighbor-changes

Switch_config_bgp# address-family ipv4 vrf vpn1
Switch_config_bgp_vpn1# no synchronization

Switch_config_bgp_vpn1# redistribute ospf 1
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Switch_config_bgp_vpn1# neighbor 31.0.0.1 remote-as 200

Switch_config_bgp_vpn1# exit-address-family

Switch_config_bgp# address-family ipv4 vrf vpn2
Switch_config_bgp_vpn2# no synchronization
Switch_config_bgp_vpn2# redistribute ospf 2
Switch_config_bgp_vpn2# neighbor 32.0.0.1 remote-as 200
Switch_config_bgp_vpn2# exit-address-family

Switch_config_bgp# exit

VLAN 244,
Switch_config# vlan 1,31-32,41,46

A9K|9) MEU F2 MES Edelet

Switch_config# ip exf

S22 7+

CEQ| E2|H QIHHO[ALS| VLAN £d2 745t QIHI|0|A go/1 2 &6l S22 2t S2 E

AZHSHUAIR;
Switch_config# interface gigaEthernet 0/1
Switch_config_g0/1# switchport pvid 46

Switch_config_g0/1# exit

IP =4 8! VLAN QIHI|0|AE Pt Ct
Switch_config# interface VLAN46
Switch_config_v46# ip address 46.0.0.2 255.0.0.0

Switch_config_v46# exit

CE2} 02 ZX| Atole] 2t E Z2EZE T4
Switch_config# router ospf 103
Switch_config_ospf_103# network 46.0.0.0 255.0.0.0 area 0

Switch_config_ospf_103# exit

VRF 94 HAE

S10A PING HHE S M50 S1 1 S11 AFO|Q] VPNT 1A 2OISHAMA| .

Switch# ping -vrf vpn1 11.0.0.2
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--- 11.0.0.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms

Testify the connectivity between S1 and PE:
Switch# ping -vrf vpn1 21.0.0.1

--- 21.0.0.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/0/0 ms
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HSRP ZE2EZ 1A

e

HSRP = 7|2 AO|EQO] IP FAE T El IEEE 802 LAN O A [P = AE0|| CHoh & MY

52 Maotd =2 HERA 71882 MEdte #E LE LI HSRP =

0

7t8g0f| 2| ESHX| @k 1P EfEE 2t LICE O] IHI{O|AE ALESHH
2t RE QHIO|AE oH ArE%tY THY 7hd 2R E = 7|2 A O|ESR0e] 2
LAN S| 2 AE0| M & -’F UAEL|CE HSRP 7 HIEQIR EE= MOHE 20| +
—?—7}01| FEl= 7H MAC (Media Access Control) =22t
O] &f2| HSRP 8 2t E 7t 7t 2t E 2| MAC 22t
7t BtREH= EXOHA| ELICHL M2 #HYS

7ty 2R EHE FEE Ef

IP F=AE MSEHCE HS
IPHERI F&S Arﬂ%
HME5te s & 2R EQ
HSRP = K| & &4 E+$E1
7] 2E2 MAC R IP F
2= Y= 2t2*H *'uH

UDP 7|8} hello THZl2 ELfOE

_I_

éﬂH

0>| ofm

ok L|C}.
EH’&% LIEFHH L CF.
g

|ru§
=

rulru L

|-|II
>'I__

2oy o

il

Control Message Protocol) 2]
H| g ot LT

WStHO|E AX|StD MERE Of7| 2B = o
SHL|CH 3 A2 CH7| 2R E{7t MEHEIL|Ct HSRP &
Xt 2o A of7] 2tREHE X|785t7| I3 HE| HH2AE
|Ct QIE{H[ O] A0 Al HSRP & T3t ICMP (Internet
AN OAIX|IZE 7|28z i E QIE{mH 0|20 Cisl

Al

HSRP = EZ2 2, E2 B A, FDDI ¥ ATM LAN HEQA £ X|281X| &1 0|5yl y A E

0|'

o|H4l / VLAN HERINAM 7o

P A HE.

Il

HSRP Z2EZ 714 Xtgl 22

HSRP T2 EZ =M}
HSRP & & & 74

HSRP ZR2EZ T4 &Y

HSRP T2 EZ A2

OIE{I|O| A HSRP Z2EZE S EMglsta{H , Frle
T-dsioF gLt

ro
m
=
2
>
-
0x
Ha
e
=2
R
o
='E

EQ
o=

standby [group-number] ip [ip- hsrp ZEEE 243t

address/mask][secondary]]
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HSRP 1& 55 82 48
HSRP 1 £42 PHBIR  TAS SHLiel SIEHOlA 24 BUo| ool o BY 82
TgooretLCt
2y uy
standby [group- HSRP EFO|T OW7§ M8 FHStHAI2.
number] timers hellotime holdtime
standby [group-number] mac- HSRP 1& 7t& MAC £ 75N R

address mac-address

standby [group-number] priority priority | hsrp @4 =% THE FHTLICH (2 / O]
2t EHOM F£2) (7I=4L 100)

standby [group- hsrp &S T+ gLICL 22 2t Ho| 24

number] preempt [delaydelay] —E—-?—|7f %“‘o" Ef-?—HEEf ::L 704 24 2RHe
ShAd

T4 hsrp preempt X| ¥ timer.Local 2t
ME XA EO|H 3 2 2tREE
W R[soFgt L Ct.

standby [group-number] track type hsrp 1& =% QIEI0|A FES P LICH

number [interface-priority] =& QM o|ATt *'HHOF'}‘ HSRP 24 =2
20| LAt

standby [group- hsrp T2l R &M HALE 21557 {6 HSRP

number] authentication string g 5 2XgE gLt

standby [group-number] timers number

HEF71E FELHLICL

Hello timer Of

=]

gl ~

= AHE5to]l 48 B YEE &

olghL|Ct,

o2 |o0x

E°1

show interface vlan <1-4094>

HSRP 788 &

show standby [interface interface-

number]brief | detail]

HSRP & Ef H&

CEE R

= -k
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HSRP ++/32| 0

CtE=2 LEA QI HSRP 7+ O M YULICH HERA MOHE 171.16.6.0/24 2| TAE &=

L3SW#1 1f L3SW#2 & &l M 1 3F ME{ 2 Off M ASFLICE L3SW#1 3 L3SW#2 = HSRP

Td& Sl TS0 7[= AOIEY O] 0|F=HHot-standby)E M-S LICH

=] iServer‘I Server2

4

L35W#1 I _:: :2‘ L3SWi#2
HSRP

17116.6.0/24 .~

ﬁ L2SW#3
I

[T

L
I,
I
1)

[T

L

Host1 Host2 Host3

2 2-1HSRP 74

L3SW#1 HSRP T+ L3SW#2 HSRP T8

Interface vlan 1 Interface vlan 1

ip address 171.16.6.5 255.255.255.0 ip address 171.16.6.6 255.255.255.0
standby 1 preempt standby 1 priority 95

standby 1 ip 171.16.6.100 255.255.255.0 standby 1 ip 171.16.6.100 255.255.255.0

t.
2 95 YLICH [MHatA,
= 7] &Ef7F "L Ch

T Ojof 13 29IX|= 74 IP 7H171.16.6.100 2 HSRP &8 T4L
L3sw#1 2| 7|2 @M=2(2] 242 100 O|X| 2t L3SW#1 2| M &2(2)

FAER7F =2 L3SW#1 O 230 A O|ER0|=2 SA5tL, L3SW#2

|C
Zt
X

L3SW#1 7t 2|7t ‘87 CHRE|H Ch7| M EfRXE L3Sw#2 7t 2d3t |0 A 0| EQo|&2

SEELIL.
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VRRP 4

VRRP {2

VRRP (Virtual Router Redundant Protocol)= 02| 2t EHE Bt2H MY IE2 2 AMESIY
HEQZ ALXIO|AH 7tk HOIEQIO| 2tRHE M & 5= AFUICL 2tREH ZX|
Z2EZO| XALX| %= R AR FESLIC MEist 2t REE CHA| AX|SHAHLE
I LIE M NMS 2t HE Xts Het g £ o7 22y
VRRP £ 7t& MAC 42} VRRP A&l 2t2F 1 50| 3/}
M3 CH VRRP =0| 2t EH 1E00|AM Ol 2tHE AH7 M
2R EE Y FAZE S OF9| 7t MAC 4 9 THZIE A8t MERLCE VRRP 7}
T 2R EQ £8E UX|StH VRRP 2t HE SHLHE MEE F 2tREHE MEISIO] H Y
£l MAC % IP E @& LCH
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07| 29 H= ol2fet M2 ALt T 7| 2t E = Timer out M7 L|Z 1} Preempt
HALUES Soff 7|2 2t2H A S & = JASLCL 2HRHE AT AL8S2H
QI I O] A0 O 7HO| CH7| CH7| AEE T4 & == JUS LT
S} VRRPE O|EUll y IHAE O|EYl / VIAN Z2EZS X[YX|0t E2 2t E
HAE X|JSHR| SS LT
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VRRP &0j

Unicom 20

network
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e
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VIP Jtekip
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VRRP Router
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VRRP 8

VRRP &3}

VRRP &5 ZE T4

VRRP 0f Chot 238 =AtE 9
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VRRP EL|EE 8 /A £

VRRP 7§ & ¢

VRRP
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[no] vrrp group-number ip [ip-address

netmask [secondary]]

VLAN QIHEO|A R E

VRRP &€ 2g3tot7{Lt Bl ggatet

VRRP O| A|Zt d

- y
[no] vrrp group-number timers CHRI7L = E& 0.1 & EHR(dsec)?!
advertise <1-255>|<dsec <5-360> > VRRP 9| A|ZtE gLt
VRRP &5 R E 74
2 y

[no] vrrp group-number timers learn

VRRP 9| Description 2Xt€ -4

E
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[no] vrrp group-number priority <1-
255>

7|2 B9 9 of7| BHLEE MeHs}|
915) VRRP 2+ E 04 & T} 7|

SME=RE 74 TLICHTI24L 100)

MY BE

7

EE

[no] vrrp group-
number preempt [delay <1-254>]

ZzE

im}
rm

XM=
=

rot

F S 7Y

7
°

¥

ol

[no] vrrp group-number track

type number[interface-priority]

ro
ol

k)

[no] vrrp group-

number authenticationstring

Ay
el TEES I3 DA SY
I8l CIE 2R EHE A5t o
ArgElE 9F EXEE Mg

VRRP &Ef 20l 8l FX| H4
2 k]
show vrrp [interface interface- | ® X VRRP 2| &3 MEfE HA|TL|CE

number]brief | detail]

debug
numbergroup-

number] all | packets | events | errors

vrrp [interface interface-

3 /2| VRRP O|HIEE C|H{ gLt




VRRP 7+ 0f

Chg HEHS EEZX0M ST HEHIS & MEH2 242 XHil9] A O] EQ 0|
(HIOIERI0] A 2t HO|EQ|0] B)E AE5H0] QAE{ LU0 HAMASHK|TE H O] ELO] A 2t A O|EY O
B= MZ ti7I Lt StLte] AO|EYOf (StLte| 2t E)7F nE LIE CHE dtLi= =
MEUoM 2SS L CH

=1 P Serverl Server2 | (=) i

L2SWH#2

L3SW#1 étz_. L3SW#2
VRRP !
G1/5 VID 2: 100.1.1.0/24 _x"ngs

VID 3: 200.1.1.0/24."

Host1 Host2 Host3
100.1.1.101 100.1.1.102 200.1.1.103

J& 3 -2 Eh= VRRP O E2|# 0|4 EEZX|
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L3SW#1 VRRP T+

L3SW#2 VRRP T+

vlan 2-3
interface gi 1/5
switchport mode trunk
!
interface vlan 2
ip address 100.1.1.5 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 120
vrrp 3 description line1-master
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
interface vlan 3
ip address 200.1.1.5 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 110
vrrp 6 description line2-backup
vrrp 6 authentication line2pwd
vrrp 6 preempt

vrrp 6 timers advertise dsec 15

vlan 2-3
interface gi 2/5
switchport mode trunk
!
Interface vlan 2
ip address 100.1.1.6 255.255.255.0
vrrp 3 associate 100.1.1.1 255.255.255.0
vrrp 3 priority 110
vrrp 3 description line1-backup
vrrp 3 authentication line1pwd
vrrp 3 preempt
vrrp 3 timers advertise dsec 15
!
Interface vlan 3
ip address 200.1.1.6 255.255.255.0
vrrp 6 associate 200.1.1.1 255.255.255.0
vrrp 6 priority 120
vrrp 6 description line2-master
vrrp 6 authentication line2pwd
vrrp 6 preempt
vrrp 6 timers advertise dsec 15

L2SW#3 7+

vlan 2-3

interface Gigaethernet0/21
switchport mode trunk
interface Gigaethernet0/22
switchport mode trunk

|

interface Gigaethernet0/1
switchport pvid 2

!

interface Gigaethernet0/2
switchport pvid 2
interface Gigaethernet0/3

switchport pvid 3
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Multicast

O] Z0olX& Multicast 2t 8 ZEEZS S F95H= L0 Cisf AYSLICE Multicast 2t &
FHO| LHE2 "Multicast 228 FH" 222 HXRGHUA.
HSHQl Ip TE2 St 2 AE TF Bt S AE QL S4BEAHLL (unicast 84) EE 2 AEQ}
sS4l g &= AELICH (Broadcast S41). Multicast 7| &2 AFEStH o S AET AE ST AEQ
HAIXE B = JASLICE O] ZAEE= OF )02t gL

2 TdHA HE = HAIXS| T == D SeL F4 (224.0.0.0 ~

=
=D 2
239.255.255.255) 4 L|Cf. Multicast HA|X|= UDP @F 20| A& ELICE TCP M E AME[E = U=
HE A 2F MO E MISHX| EELICH LAXRE $=4Xt= Multicast S8 ZEI#ME
MetL|ch 2 A2 OF0 7+°'*+ | 210 Multicast HIA|X| & £ &= ASL|CE Lt
AMAts 82 HAIXIE 27| ol 2&0i 7t siof gLct I8 48 7He =
HYLCE SAEE HAMEX A0 7tYSHALE AE0AM EE & = JASLCHE IE 2|9
|X|Qt HZ0ll= XMBHo| QPELICE BR3P B2 ZAEE 08 A2 T8RO ?
JE0 &Ejet OF MRS =& AlZtof et CHE LI

-
2

IP Multicast 7|2 "2 O tf ZE|OC|0f 38 =2 -0 HEtetLch

Multicast 2+ & QI Al

22| BtRE Q| BIRE AZEY 00| Multicast 2+ EI0f| CHS Atet

00I-
o
H
%

n
T
n

® IGMP= LANOIA 2tREet S AE ZH0| e O #d& A S FH5t= O

A2 E L LT,
® OLNKE ZtEHst EZZ2X|0M AMEE|= EHE Multicast 7|2 & LICH Multicast Z9| 22
AHHstn cpuet HEE S g8 o 2 FofstL|C}

® PIM-DM, PIM-SM % DVMRP= S Multicast 2} & T2 EZQL|Ct 2}2H
2t M E|H Multicast 2t E HIO|E2& TH=0] Multicast FES A& SL T
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Multicast 7 %2 ==

7|2 Multicast & & =5

IGMP T+d X e S5
o X BTl IGMP =
e IGMP 2| 7t 7 M
® |IGMP Querier 7t4 74
® IGMPQ| A|CH SEF A|Zt 1A
e OIX|Z |GMP 112 A Qo fz| 7+H 7
o XA IGMP 7Y

® IGMP SA| HAH 28 14

PIM-DM #+d % =&

e EIO|H =E3}HY|

e PIM-DM H{H X|H

o A Chat T3]
o O} EE 7Y
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o TTL A Zt 7 (ME At

® 1% multicast M F& (ME AR
o & multicast 42 74 (ME AR
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PIM-SM T+d &g =&

e X RP T

e 7| BSR 4

e [fi7|RP T4

® PIM-SM Multicast 2t & EA|

® PIM-SMOJA 2t&3F Multicast B2 X[ 27|

DVMRP 7§ X% =5

Jfu

3 M

dE Q d
ZEO| A0l |eaf-node T+
42 g4y 74

DVMRP Unicast A2 HA|
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7|2 Multicast 2} El M

Multicast 2+ & A|ZtS}H|

2t E AZEQ|0{7} Multicast HAIX[E HEE 5= AUA St Multicast 2t E S
A|ZFsfOFtL|Ch MY 4 ZEOM TS HASHO] Multicast HIAIX] MES A|ZFL Tt

Bof EL:

ip multicast-routing IP 2t & Multicast A|Zts}7]

ZEO|M Multicast 7| = F+4817|

Multicast 2t & ZZEZ0| ZEO|A HAZ|H IGMP 7} siY ZEO|A = SHELICH Multicast
22L& T2 EZ0|= OLNK, PIM-DM, PIM-SM % DVMRP 7} ZgHE L|C},

StLES| Multicast 2t E ZE2EEE O Yot ZEOM HdAL =5 S{EELLCE 2H2H 7t

o2 Multicast =0 Q1S HZSIH CHE ZEO|AM CHE Multicast ZEEESS AL Lt

2t E AZEQ|0{7} Multicast A 2t2H (MBR)Z & & =& UX[Bt 7tS3SCHH

2 Multicast 2tR 8 Z2EZS S 2R EHO M SA|0| HASHA] DRMA| L.

4 ot

O =
AE Multicast 2+ E TEEZEO| AL AMZtst HaE HhE &= Q&L L}
0|2 =0{, PIM-DM I} BIDIR PIM-SM O| SA|0]| Ml L|H = 50| LSt Ct

PIM-DM A|Zt5}7|

CIS Malslo] ZEO|A PIM-DM 2 & multicast dense 7| 52 & 3}stL|C},

d@E@o g
Interface vlan vlan-id VLAN 74 ZEE A|ZgL|C}
PIM-DM O| H& &0l ZEE Y 3t L+
ZE 74 ZEO|M PIM-

BIRE Z2ANAE =

ip pim-dm

0%
for

Qt
I
o

PIM-SM A|ZtS17|

PIM-DM & &3} PIM-DM Multicast & 2-d2tot2{ B Ltg XY S AU AR,
Ry ek

Interface vlan vlan-id VLAN 7t R EE A|&ftstL|Ct
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PIM-SM 2 A #3}jof 5t= ZEZ S0{7}1
Ip pim-sm ZE M DEOAM PIM-SM Multicast

298 EE M2

M3

2t M oL Ot

TTL &A &t 8

ip multicast ttl-threshold

PHS HASI ZEE St 2 = A= Multicast HIA[X| Q] TTL
LA o2 FELLCE 7|2 YA 2F 12 AHESHE ™ no ip multicast ttl-threshold B& &
HASYA L.

o] u2
ip multicast ttl-threshold ttl-value ZEO| TTL 2A 2t eIt
il Al
ChS oo M= BE|X7F ZEO|AM TTL YA 2tS 7d5t= WS 2ojELCt
interface vian 1
ip multicast ttl-threshold 200
. | - O e
HiHE Multicast & 7|52 F| 25}
ip multicast mroute-cache &S HAHSI| ZEO|A HHE Multicast T 7|52
T gL Ch tE Multicast M 7|58 F25t2{ ™ no ip multicast mroute-cache B2
HASIY AL,
23of ue
. ZEO WE Multicast &S MAlBtL|CH
ip mroute-cache
off %]

CHE Ol= &2|X7F ZEOAM D& Multicast & 7I5S *

interface vlan1

ABte

YRS 20 FLCL

no ip mroute-cache

AAH IP Multicast A5} |

ip multicast boundary FdZ A%

oco=

A5H0] LE O] A Multicast &
BAE F258t2{H no ip multicast boundary

AABHL|CH A E
S MBS
AE E FE2 A HR L0 AFE E FE

S AWEAAIQ. F A A
NP
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Bof

29

ip multicast boundary access-list

QIE{ I O] A0 BA multicast & T+ LICH.

interface vlan 1

ip multicast boundary acl
ip access-list standard acl

permit 192.168.20.97 255.255.255.0
IP Multicast =& T445}7]

ip multicast helper-map B &2

HERZOM & 7H2| Broadcast HE

HHES F/A8t2{H no ip multicast helper-map &

AlSH310] Multicast 2 S

32 HEFLCH

2 Al
s o

o
ey
>
>
to

AHE S0 Multicast

ol

ol

Interface vlan vlan-id

ip multicast  helper-map

group-address access-list

broadcast

=2
VLAN 74 REZ A|ZtstL|Ct
ip multicast helper &2

Broadcast M| A|X| £ Multicast HIA|X|2
HatgkL| ot

ip directed-broadcast

X|&td Broadcast & &{£%tL|Ct.

ip forward-protocol udp [port]

HAIXIE TEDS

Broadcast U E®|3 2| S&X|E HZSt= OHX| -

BYol

Interface vlan vlan-id

VLAN 78 ZEE A|RFSHL|C}

ip directed-broadcast

ip multicast

broadcast-address access-list

helper-map group-address

X| &g broadcast & 518 LICt
ip multicast helper &2 #4310

multicast Ml A|X| & Broadcast HA|X| 2
#HatgkL|Ct,

[ =

ip forward-protocol udp [port]

HA|X|E MESIEE ZEHSE

B L}

od

Of| =

Chs Ol

ip multicast helper &

F_C'i

= T8%te

Y= 20F L
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2t EH Fd2 ChEdt Z2EL0H Xgd HAIXIE M2[5H7] 5] R BHW & 2R E2| e0
ZEOf ip directed-broadcast @& & Td e LICE. ip multicast helper-map Broadcast
230.0.0.1 7

testacll 2 AF23810 AA F=A 192.168.20.97/24 0| A CHA =4 230.0.0.1 2| Multicast
HAIXIZ2 M& &l LE #HS 4000 O] UDP Broadcast HA|X| S RiE & o~ UEL|CH

2af HA|X|E X2[st7| {6 OHX[2 & 2FRE{2| e1 ZEO| ip directed-broadcast Fd=
TAELICE ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2 & 7140 ZE

STt 4000 0|0 A FATF192.168.20.97/24 QI CHA =4 230.0.0.1 2 CHA0| e
Broadcast HIA|X| 2 Bzt & 4~ Q& L|Ct address 172.10.255.255.

22 Broadcast HIEQIAE HZst= A HA 5 2tRHOAM OIS XS TASIMAIR.
(BHE7H VLAN ZE0| 74 =0 US)

interface vlan 1

ip directed-broadcast

ip multicast helper-map broadcast 230.0.0.1 testacl

ip pim-dm

|

ip access-list extended testacl permit udp 192.168.20.97 255.255.255.0 any ip

forward-protocol udp 4000
Broadcast HHE¥A 2| FHX|E HASt= OHX|H-F 2tREHO| CtE3S ™ TLICE.

interface vlan 1

ip directed-broadcast

ip multicast helper-map 230.0.0.1 172.10.255.255 testacl2
ip pim-dm

I

ip access-list extended testacl2 permit udp 192.168.20.97 255.255.255.0 any

ip forward-protocol udp 4000
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Stub Multicast @2 F48}7]

ol
=x

ip igmp helper-address
E2E 7 U

ip pim-dm neighbor-filter &

o
d2

ASHY stub multicast

stub EFREQF ZAET HAE ZEOM CFE XS =ASHHAIR.
HHof A
Interface vlan vlan-id VLAN 74 ZEE A|EfEtL C}
. . IPigmp B¥E T LICH HE[HAEE MEY
ip igmp helper-address o A=
o EEBFAE FYRHO| HAX E>HLCH
destination-address
Y 2tREHQt stub 2R E7F HAE ZEOIM CHE &YS =S LICH
LY k]
Interface vlan vlan-id VLAN 7+ B EE A|ZgtL|Ct
ip pim neighbor-filter access-list Stub EFREHOIA 2E PIM HAIXIE ZHEELICH

Of| A
ChZa 20| 2t*H A2t B E #ELICH
Stub 2t E A 71
ip multicast-routing
interface vlan 1
ip pim-dm
ip igmp helper-address 10.0.0.2
B4 2196 B 7Y
ip multicast-routing
ip pim-dm

ip pim-dm neighbor-filter stubfilter
ip access-list stubfilter

deny 10.0.0.1
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Multicast 2 2 L|HE S |FX|E5}7|

Multicast ZH A2t 2t 8 HIO|= X| 27|

E8 A = 22 HO[E0| 25X 2 4% Y WHES X orgL Lt
ZE|ZEOM CHES HASHHAIR.
g3 k)
clear ip igmp group [type interface] IGMP 7HA|Q] &t 52 K| SL|C}
clear ip mroute [pim-dm |sm group- Multicast 2t & HO|22| &=& X| FLICt
address | source-address]

Multicast 2t7 8 H|O|& X A[2E S7 &2 BA|

>

>
>
oo

T
13
mjo

IP Multi 2t2 8 H|O|S, 7§A| EE& Tl O|E{H| O] 20 CHet XtM|et S &= 2
et HERAS 2XME siZste ol ==0] Ut

LS BES H3H0] multicast 2H2E0f Tt 874 EE #EAILICL

CEL CL:

show ip igmp groups [type number | [GMP-cache of HEIHAE IS BAIGLICE.

group-address] [detail]

show ip igmp interface [type number]  |[2IE{H[O]A0] IGMP THEEE BEA|ZLIC

show ip mroute mfc HE|AHLE TEAAME BAZLCH

show ip rpf [ucast | pim-dm | pim-sm ] RPF HE5 EA|EL|CL

source-address
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IGMP T+435}7|
e

IGMP

IGMP (Internet Group Management Protocol)= Multicast group T8 |2 Z2|stE O AHElE=
ZRZEZYLILL IGMP £ 2£E JiF A9X| 585 Zote HHEY Z2EZYLICL 2 2E
Z0|A IGMP Z2EZ2 SAE, Multicast 1& T4 0]

XpA10| &3t Multicast &2 E15t= LE A S AETF AQX| 9] 2| HA|X|0f SETt=
PSS IS 29K FHOM IGMP Z2EZ2 IGMP X[

AQIX|7F 24 HEQYAO Y= SAEQ| Multicast 12 T4 ID & &&=

W DAEQ| B HA|X|Of M2t X E Multicast 18 7@ BEE

St WY e gL

_|
oA

4> o
0x %

0

ALX|74IGMP 2t Z2EZEES X[ /S| IE0] multicast 2t 2 ZEEZ 0| AXY
HEXZ 2| multicast & T &0l Ciet BE7 HS 2 5= A2 2|X|= Multicast HA|X[ &
MESX| 25 ZELLCE F, 2X(7t 1P HAIX|2] Multicast ZEMAE X[ 5= UA
5t2{ ™ Multicast 2R E T2EZ 0t

IGMP 2t REH Z2ZEZZ X|/USI=E 22X E Fslof SL|Ct dX AAA 22X = =4 HH

ol IGMP 29 H Z2EZ Dt HH 3 IGMP & X[ L C

IGMP O CHet S && QI A& H&HO0| Y &L|CH IGMP-Router Z2EZ2| 7|52 Multicast
28 Z2EESZ SOl AIZELCH
OLNK
Mzt UstH IGMP o] st 213 Z2EZ (OLNK)2 CHE ZZ2EZNEH M5 %82
ZZMNAZE 7] W20 Multicast 2t 8 Z2EZ0| Ot L|Ct 2L & Ex3t ¢
OLNK £ Tt EEEX| 0N AASIH 22 Z0E A3 = YSLICE Y Z2MATE &= PIM-
DM ZZ2EZ1} OFAHZIX| 2 OLNK £ IGMP 118 FA Qe

rot
oL —
1=
[o)
]
O
—
Z
~

2t RPF QA O|AE A 2T &= ASLICH 0
BEESED Multicast 2R E

ZREZO MO HAIXIZI iYZS XX St AS YAIRLICH
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IGMP T+43}7|

IGMP 2t2HO| £4Z2 F+M5t= B2 =2 IGMP Of7f #H=
Ol HHES MAHTILCL XIMTH LHE2 IGMP B HHE M0 ZME FZSMA|L.

i
P
ox
Ot
rir
0g
52
0
I
o
[
o
o

S IGMP HHE HZA

X27A IGMP Z2EF0i|= Al 7HX] Z4 BTO| AFLILE 3l RFC = RFC1112, RFC2236 &
RFC3376 2LICt IGMP V1 & Multicast 1& T #S
7|Z5tE 7| X AL IGMP V2 £ X FE Multicast 15 T3-S
2|5k, IGMP ZAE7F Multicast 18 ME I 7 HIAIXIE Mgt
A5 7T83e HE Xgs o g 5 USHEL IGMP V3 O£ 24 o4
Multicast 1& T+ & ID & YHIOIEStD RX| #a[dt= F7t 7|50]
UELICH IGMP V3 Q| IGMP 2t2E Z2EZ2 IGMP V1 X IGMP V2 2| ZAE Z1} 2857
S SHEILICE AAA o] 29K AZEQIO{£ 3 74O IGMP H{7 2| IGMP Bt EH ZEEZS
NI
MZ CH2 QIET 0| A0 A IGMP-Router 7|5 S T & = AL LICH(MZ CH2 QIE{H 0| A0
TMEl Multicast 22 El Z2EZ0| IGMP 2t 7|52 A|ZHgh, 2|1 CH2 A9l IGMP &
CHE QI HO| A0 Halgh 4= AELIC.

= Yttt HEQIE AZSt=s ZE F St M B IGMP 2+ H
Lt

o III>

AN
Multicast 29|X|= &

s AME E 5= AU

[I|>

Chg BES 2ASI0 ZEOA IGMP-Router Z2EEZ0| M S HEGL|CH

¥ 2%

ol

O.I MH

. . . EoM M¥FOl IGMP HES
ip igmp version version_number

IGMP #H 2| 7+4 F+d

S IGMP 2t2H Z2EZO| HH H 7t Fo0[= A 80| Multicast 29|X|= IGMP 2H%H
7150] AlZHEl ZEO|N E7 A|ZOICH IGMP 28 F2| AIXIE B 5= ASLICHE BE FAE
224.0.0.1 YL|C} Multicast 2 X[2] X2 IGMP TAEA 210 HA|X|E 7+ QA
HERTS| Zt IGMP SAET &3t Multicast 1 &2 Thtshs A L|CH Lt 2| HA|X|E
BUW& 2t42 1IGMP #2| ZtAo|2tn gL Tt IGMP Query Interval (IGMP 2| Zt2) Of 7|
Mot 2 o2 AME AR AQXK|E HXY| IGMP BAEJF 23 Multicast 120 Cist HEE
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FA| =418 2= QUELICEH IGMP Query Interval (IGMP #2| ZH2) Oj7 BTt 22 o2
THE 42 dX HEK/INAM IGMP HIA|X|2] Z&0| Z7tgtLICt.

e BEE A5 ZEOM IGMP H2| Zt4 8 =FeL ot
Bof ek
#7h QIEIH 0| 201 M IGMP 2| 2142

ip igmp query-interval time
p igmp query AFBILIC (S - %)

IGMP 2|29 ZtA Fd3t7|

IGMP 2} H Z2EZ9) H'|7‘1 2 % HP‘* 30 CHal IGMP 2t R H Z2EZS 25 LHE
29X[7 S22 HEAIO A H2| =2 S dEfsiort L Ct

Querier = H2| HAIXE B 5 A= 29(X[E 2|0[Z LTt (AHY IGMP-Router Z2 EE0|
2dst & 29X ZEYL L. B&2 ttel HERR0= stbtel He7t AgU . 5,
StLte| A2/ X|2HIGMP H 2| HA[X|E 2& LTt Multicast

28 T2 EZ2 IGMP-Router V1 Ol A IGMP 2| HAIX|E 2 22X E Z27F57| HZ0
IGMP-Router V1 Of Clieh #2| 2 gXt+ AE40] Gl5LIC)

IGMP-Router V2 % IGMP-Router V3 O & 523t querier &Y

H} A
O AANH

FAE 71 ALQK[7t HEH AL querier & LIC} querier 7F O AR X|= querier 2] EME
=

7|Z5H7] ?loh AIAE MEohof ZLICE S5 AlZHO] Z=MET § &2 P FAZ AX[0M
IGMP H2| HAIX|E =4 & W7HX| B HE2| 2IX|7t querier 2 B#gL|C

IGMP-Router V2 4% CHE2 AHESIO CHE 2| ¢tdS 4 & = ASF L

of

Hof el

CHE queriers O ZtA2 FMHBHLICH (EHR] : X).

ip igmp querier-timeout time

IGMP-Router V1 2| A2 CE 2|9 Z+AL2 £2 7t Y &LICH IGMP-Router V3 2| A2,
ZZEZ AHHO Qs Z2-E7| 20 7HE2 7+ & 5 gl&LCh

%0 IGMP S AlZH 74

IGMP-Router V2 3 IGMP-Router V3 2| A2 M4 =l IGMP 8t 2| HA|X|2] E4 HO|H
L= IGMP ZAEQ| O 8E AZtE ZEYLICL &, IGMP SAE= A4 =l X|Cf &

AlZHol 2tz E[7] o S HAIXIE £LHOF ot O] &t H2| HAIX|Z7t +=MERASS
LIEFRHLICE Z|Cf SE AIZH0] 2 222 F#dE 8% Multicast 15 T2 2| #HE0|
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RIGELITE A0) S AlZHS & 3oz RHetE Hxf UEAI0IA IGMP HAIXIS SE0|
SIHtLITH
a:

Z|CH IGMP 8 & AlZH2 IGMP # 2| ZHA 2t Zfofof grL|Ct =|Cf S& AlZt €L0| #2| ZtH =L}
3 H A AE2 query-interval-1 O CHSE X|CH S & A|ZHE AH52 2 FTHLICt IGMP-Router V2
X IGMP-Router V3 2| 42 QIEHHO|A 4 REO|A

Ct.

Chg 3ES LASLICH 20 IGMP S AlZtE 78328 LSS A AIL.

EELY 4y
Z|CH IGMP S AlZH (EHRI:X)

FBLC

mjo

ip igmp query-max-response-time time

IGMP-Router V1 2| AL, %|CH IGMP OE.* A7t Z2EF KHM0 Qs Z27d & LICt w2tA O
HZH2 |GMP-Router V1 O M= £ ol& LI CF.

DRX|3f 18 A 0| Cfst IGMP 2| 742 44517

IGMP-Router V2 3 IGMP-Router V3 2| 22 &7 Multicast &0l CHSE O& & FH2| HAIX]|7F
MEM OX|8 OF A FH2| 7440] S AEQ| X} SE A|Zt2E AEELICH &, IGMP
SAEE OF 8 Hel HAIXZt £=AEASS LIEIW= OrX|2 28 99| 20 SE
AlZto| Bt E|7] Mo ' HA|X|E EL{OFgLICt IGMP 2 AETL 2| HA[X|of SE &
2t gitts AS SHstH 7|E 244 O|20of ojA|X|of SESHX| & LICt O] BS Multicast
22X =

MYE Multicast 18 7H 2 FEE A0 ELLICL OMX|2 O& F+ERAQ| #H2| 7+40| 2
U2 2 FEE 42 Multicast 18 T+ RQ| HZO| X|AE LT oX[2 O F F-d &2l #al
7HA40| 22 o2 e F2 A WEAI0A IGMP HIA|X|Q] E&0| Z7+gtL|Ct

IGMP-Router V2 3 IGMP-Router V3 2| 42 QIEHHO|A 4 ZEO|M LSS HAMSHH OFX|Sf
a5 3|9 IGMP #He| ZtAS gLt

FYof

nx
o

o . . OpX[8F 25 Fd/ol IGMP #E| 7HA
ip igmp last-member-query-interval time

(Tl 22l )2 FELCL

Qro| @& 2 IGMP-Router V1 0| A &= FESHA| Y& L|CH
A IGMP T4

IGMP-Router Z2EZ0| o8 #HM & 7|5 0= AX= ZEHO ¥X Multicast &
TS X|YEL|Ct IGMP SAEQ| A2 Multicast 12 ALY oA 7t CHE £ YSLICH IGMP

503



DAET} Multicast & group1 O|2F £330, Multicast HIA|X[E =41 A] Multicast 1&

group1 Ol Multicast HA|X|E 2 L|CH 27 A|ZHO| X|LIH Multicast 1& 2 1& 20| &£& =+
A2 M Multicast L& 2 Off Multicast HIA[X[E &350 Multicast L& 2 Off 2 L{Ct CHE
A|ZHO] X|LI IGMP 2 A E = Multicast 10l £3HX| 42 5 UAELICH [atA, Multicast &
o e Chstot

?lol "sA Multicast 1 &"0t &2| ZEZI A Multicast &0 £5t=E 7= 2 Multicast
2IRE Z2EZE2 TEE Multicast 1E2| Multicast HIA|X| 2 &A $£AI8tD ELj= ZEZ
HEl AN FA0N

A& ELICE IGMP-Router V3 2t O & 22| = & FX Multicast 1E2 X|
Multicast HIA|X|E =4St E £ & = JAESLICL F, Multicast HAIX[Z7F =41 2 I AA T E
7| 50| =7tEHct.

ot

QI HO|A 1 HEOA CHg S 2dst0] ZEO st X Multicast &S TS LICH

B3

2

gy

fjo

ip igmp static-group { * | group-address} | ZE2| §H Multicast 1& &4

. MSHL|C
{include source-address | <cr> } TS

IGMP SA|- Y& 22 1

e EEOHH IGMP V2 7} A|& &l ZETJF AZE HEIO IGM
M o

AL2K|0| Leave HAIX|E ERLICE Leave HIAIX|E
HAIXIE EW| 2AEO|AM Multicast &4 8= Multicast B A[X| 7} ZEOf
gHRIgtL|CH SA| WE 7|50| #EE0f A2 T IGMP 2 AEQF Multicast 2

g2 H8Y LRIt gle8Z Multicast & TEH ID 2| HE7Hs gLIC

P
B2 IGMP SA|-Et= 228 1MSI0 IGMP SAEQ| SA|-HEI|SE T £ ASL|CH
IGMP V2 o] ™0 [E2H SAEJF E™ Multicast 152 HE [ SAEE= T E Multicast
Al 3 3 Multicast 28 X|=
2

x4

HHO= MY 74 2EQ QIHEO|A 7+d BEON 25 7+ & 5+ USLICE MY 7
oo FHEE HHO M == AHIO|A Fd REOA YR HH M = ELCt
=5LICh 89 18 ZEOM BESE Ng 85t

CIHIO|A F+d BEON & FHO| MErE Lt FHO| QIHEo|A 4 REOAN XM&
TEEH MY 7d ZEOM FHEE FH2 QAHEO|A 1 BEO| 7 HEZ AL CH

|_| o = "1 I_
IGMP-Router V2 2| 42 QIHLO|A 14 DEOAM CHF FHS A0 IGMP
SA-EHE EES AL L

- 1=
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o

gdof A4
IGMP S AE0Q| L%t Multicast IS0 A SA|

L7he 7)58 Tesie dMA 222

ip igmp immediate-leave group-list

list-name
AL}

o -

list-name O|2}= EZ IP Access-list &
gL Ct

= Access-list T+ ZE0| A

M EE| 7|58 73St IGMP ZAEQ)
=

0

28 FEYLL

ip access-list standard list-name

AN H

permit source-address

&S]

O|™ H&HE2 |GMP-Router V1 & IGMP-Router V3 0| = S 2 8}X| ¥&L|Ct
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IGMP E4 4 (

DE FE2 Vian ZEOM IGMP 5§42 +deL
IGMP H{T A9l of

A9 KMol IGMP-2IREH Z2EE

Ol | IGMP-2IRE ZZ2E
HAO| IGMP-2IRE ZEEZS
Z2EEZS 7| 0| 22 IGMP-

F|O

52 MO IGMP S AEQ} S %HE| K|
E|X| =t M2t wx HESZ0| A= o
AR(X|7F Ue D2 x4 HHO| IGMP-2FLH
fH ZEEZE HHY{OF SLCH

T 1T O 1
r,—_l

_._

Q

=
=
[

o°=*

OP

_U
—|—

ZH2| Xt IGMP-EHREf V1 B IGMP-EH2E V2 & MESt= AKX 7 22 A X7} HZEE
HEXIO QACt= AS L0 QJCHD J7HYSHH, BE|XtE IGMP-EHRE Z2EE BT
V2 HE 2 IGMP-2HE 2 Of| A HAsloF fL|Ct.

ip igmp version 1
2= A IGMPHE| 24 74 ¢

CHS o= IGMP #2| ZtA 2 50 X& gt WY S 20F L

ip igmp query-interval 50
IGMP Querier 2t 14 0f

CHS 0= IGMP Querier Zt2€ 100 X2 $=Hdl= WS Ho|FL|C}

ip igmp querier-timeout 10
IGMP Z|Cf SE AlZH off |

CHS Ol= A IGMP 85 AIZHE 15 X2 +7sts WS 20E L Ct

ip igmp query-max-response-time 15
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ORX19 35 R0 thet IGMP FH2| ZHE F-g2| 0f

ChE olof M= OrX[E 35 7822l IGMP HE| ZH4 S 2000ms 2 +~dot= LEE 20FL L

ip igmp last-member-query-interval 2000
HH IGMP 74 of| K

S Meotol M FhAol 12 2HAE
A

& Multicast AE2| ++d BH2 CHE Of7 HE S
| H+E M of Z0HE 20 ELICH

ol & = AL TS o M= ChHE FE o7

= — oo

ip igmp static-group *

Ol 7+ EH2 B = HX Multicast 1E2 T+I T LICE Multicast 228 ZEEE2 &

ol IP
multicast M| A|X|Z interface vlan 1 22 FESt= Z4 @ L|CH

rin

ip igmp static-group 224.1.1.7

O™ 7td B2 interface vlan 1 0l A multicast & 224.1.1.7 & +-8EL|Ct F,

I I O] A= multicast 1 & 224.1.1.7 O £&LICL Multicast 2t ZE2EEZ2 O L
Multicast & 224.1.1.7 2 & = 2= |P Multicast HA|X| £ interface vlan 1 22 M=
AYL|C,

interface vlan 1

ip igmp static-group 224.1.1.7 include 192.168.20.168

712 dd 192 2HH 0| A ethernet 0/0 Off HA Multicast 1& 224.1.1.7 2 #4351
Multicast 152 source-filter & 192.168.20.168 2 Ho|8tL|C} F, QIE{ I O| A £ Multicast 1&
224.1.1.7 Of &5}X|2t 192.168.20.168 2| IP Multicast HA|X| 2t =ABHLICE Multicast 2+ &
ZEEZE2 192.168.20.168 O A =Al&|10 OREILY Multicast 1& 224.1.1.7 2 ©& & P
Multicast HIA|X|E QVE{H 0|2 O|HUW 0/0 22 T EHSt= AYLICE

PIEHO|A 718 REO|AM CHS HE S HESHO 192.168.20.169 O A OHX|Z 2 2 Multicast &
224117 2 ™% &l IP Multicast HA|X|S $=A1BFL|CH

ip igmp static-group 224.1.1.7 include 192.168.20.169

7|1 B2 03 &8 FAE FOH| A8l o] ¥ HAE = UASLCH

oz
R
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Multicast ZE0|A Multicast 1 & BE= 58 AL FAQ} BE A4 FA0 LY
SAOf 8 & = YELICL Ol 0 AFE = HEE WeErE LT o & S0
ip igmp static-group 224.1.1.7 E2 & o = ip igmp static-group 224.1.1.7
include 192.168.20.168 BHZ A &SI H ip igmp BHO| AAE LTt

HA 0E 224.1.1.7 =% 192.168.20.168 = 4=k & L|C}

IGMP SA|-8E 55 78 04l
Lt 00 A= immediate-leave 7|52 AHESHY interface Vian 1 0| A €A| SX|E| =5 Access-
list & 7435t IGMP §ﬁ§9l IP =2 192.168.20.168 =
Access-list Off =7tot= &S E0{FLILE O] 85 ALESHH IP 271 192.168.20.168 2
IGMP S AE0|AM 54 SE| 7|58 MEY =+ USLICH
interface vlan 1
ip igmp immediate-leave imme-leave
exit
ip access-list standard imme-leave

permit 192.168.20.168
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PIM-DM £

PIM-DM 72

Protocol Independent Multicast Dense Mode (PIM-DM)& 2% 2 E2| Multicast
2IRE T2 EZQLCL 7|2X O 2 Multicast 227 Multicast HIO|E{ & E LY 7|
AESHH EOQle| B E W ESRA LET HO|HE sAlgL|Ct W2tA PIM-DM 2

Multicast T§Z! 2 Broadcast & ZEZ MEFSHL|CH Multicast 227} L|O|HE

HLZ| AEBHEH A[X|= RPF QEHIO|AS Koot Z& PIM g5} QIEH oA 2

|

Multicast T{ 212 MEtstL|Ct 0|2{3t HtAlO 2 pM-DM EH Q0] BE HEQA

L E&= 0|23 Multicast I 22 4 & = JAELICEH Multicast Z9I Y=

AZBH7| Qs AKX A2 GO AA SOf SHES= Multicast 2t E &2

Mo 2FL|Ct 2HRE &= (S, G)0l= Multicast 22 FA, Multicast
"

=4
aAE T2, 24 AHH0lA =5, EHO|H &l 208 ZetL(C.

— —/ Ty

E8 HESRA MAHEO Multicast 1F TIRA0| H2H PIM-DM 2 pruning ZEE EL1
HE/I NOAHEE AAS= Y AHHO|AE FE| o CHS pruning HEFE FdgL T
pruning SEf= Aot A|ZH EFOITHO| S S LTt EFO[HZF A|ZH Z23tE| M pruning & EHZt CHA|
e HENZF &I Multicast H|O|E = O] 27| & et M & =+ AFLILE ESF pruning
HENOl= Multicast 222 8! Multicast 2E0f TSt YE7F S0 JASLITE pruning S0
Multicast 1& T4 0| LIEILIH PIM-DM 2 4% EE2| pruning & EfZ A|Z+ Z1HE|Of
pruning

HENZF TEO| 2 W7EK] 7|Ch2[X] 0 20 HIAX|E &9 EEZ HetetL ot

A2ASTHOHNE OE GO BEE EUHE oH A HHY-5 X = 28 &5 (S,
GO M2 n& MHEE FJ|XMo 2 22l Broadcast EE|E EL
OFELICH PIM-DM Of B M2 1 d/2 Ch2 2EE JEE M

Broadcast £2|2| pruning 0| AlZH ZtE|X| =5 FLCt
CHE M~ L EI0)M DR ME{O| = PIM-DM 2 CIS3} 22 ¥g =gt

<]

0
gl

n
Pl
mjn
rx
Juj
Of
rir
ol

Yal

o HEXMO=Z ML= Multicast I ZS &X|5H7| Qs
=2 A
[}

—
HEfLIC

=

® add/prune HX HAHLES M50l S5 7t/ FE| SEE SO|HAIR.
o SXAT X X|7| HYS AHRol= HAHLIES X718 HELLLIC

=~
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PIM-DM EO Q0| A PIM-DME F7|H2 2 HA#st= AQX[= Hello BEE F7|HOZ HLY

e CIXTE PIM AKX E AESL LT
o ZAY 2|Z {EKISf 2lZ AKX

® Multi-access U ER IO A X|HE 2tRE(DR)E MEHTL|CE

IGMP v1 2t 22t & PIM-DM 2 DR MEiZ gL|Ct QIE{H 0|2l ZE PIM QIF 2H2E 7t DR
M =R E XYSHH M &7t 22 QHE 2t*H7 DR2E MEEL|CH M =7t 22 H
OIE{HO|A P 2tO| Z|CH QI QI 2tRE{ 7t DR 22 MEHEILICH @M =27} 0{2] 2tRE 2] Hello

HA[X|O EA|ZIX| 2™ QIEHHO|ATZL 7k 2 1P 242 7t 227t DR ZE MEIEL|CE
A2{X|9| PIM-DM v2 £ CIDR, VLSM %! IGMP v1-v3 & X|gtL|C}.

PIM-DM T+ 5}7|
EFO|H 4= 3}7|

228 ZZEZ2 Hello HA|X|Q} State-Refresh X0 HIA|X|Q] F& Bl E THCHs|Y| sl o 2
49| EIO|HE AtEBICE Hello HAIX|E M&Ste ZtA2 IF 2HA7F SHIEA MY &
U=X| o 20of Fek2 Dl’él'—lﬁf.

N

290K 4 REO|M Chs BES 25 EfO|HE ZESHYA|L:
g@do g
ip pim-dm hello-interval QIE{H O] A Bl neighbor 2 2 £ Hello
HAMXE S4Ste 744 (= B2
gL
ip pim-dm state-refresh | 2225 ZF AZ5= A Hmj-g 22/X(2|
origination-interval AEf AHE D& HAIX|E ELjE 7tAHe

PIM-DM 2| Bl AfZ 1F MO 2= 72822 2| ZEoAM HEELH. °|E11L|0|A .
AN x Z *

[ o
REO 7Y B2 225 MY HEsts W HM 2 29X7L F7IH2 2 JE M2 1%
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HAIXE 22 I FAEF ZEO| # 0T HEFHLICH CfE £9(X(Q] 8
oy HAIXIE M2l 7| YL et

iyl 29
no ip pim-dm state-refresh disable ZEEOA AEf M2 1F HAIXIE
Eifngtg o AELCH
ip pim-dm state-refresh ZEOM SE M2 0HE HAXIE
origination-interval Bljagrg 748 P L

LE 74 B2

o

PM-DM 2 7|2X o2 THT S5 795X @ELIth d
22 g Multicast 24 ZEY FE S ZatptL(Ct o1t 22

o oF gLt

HEI MOAHEQS| AQX| L= AQ|X|7t PIM-DM & &0 &7t}
LHE SE2 Fd¢l(oF gL CH €8 0&50| 22 HHS Sitste=
Multicast ZA ZHE SE2 FddlioF gL Ct.

o 1=

BYol

ip pim-dm neighor-filter oY dHE =5

ip multicast boundary

DR M &=2| 7 d45}7|

IGMP v1 T} S#H40ji= DR MeH0| TR LI 7|2H o2 DRO| £4 &2

L =T

o ﬁ

12 gL QHHo|A9 BE PiM 217 22 H7t DR 24 —’.E-?—I% x|
=2/E 717 oI 2tRE7t DR Z MEEL|CE M =27t Z2o
SIEfH|O| A 1P 20| Z[off ¢ eI 2B 7t DR 2= e E LTt —r*.J =271 012f 22 E 2| Hello
D AIX[ O EAIZ[X] 2@ QIEIO|AT 7HY 2 1P ¢tE 7+

2t E7t DR 22 MEHFL|LY.

OIF O]~ TN BEON CHS YHS MHBIMAIL

otH &2 24

= =]
BYol gy
N - X Hel ZEOAM 22 DROj| CHet 24
ip pim-dm dr-priority
#2918 FHELIC
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(o] ==
o=

(5.G) X[ 27|

ooz 22 MRT 9

clear ip mroute pim-dm {* | group [source]}
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PIM-SM T35} 7|

PIM-SM 71 &

Protocol Independent Multicast Spare Mode (PIM-SM)=
2t9E T2 EZQLICE PIM-SM =0 Q0| A PIM-SM S Algsl=
ZI|HMOZ Hello YEE M&310] Cteat 22 2X S LBt Ct

|>
>
it
_0
<L
c
o

o QT3 PIM-SM 29X & HSHY AL,

o [T AN HEJAIOM XFE 22E DRE MR LCL

ChS O30t 20l DR 2 =0l / H2| HAIX[E Multicast E2|o| HHo 2 ZH AAE O &
TS AASIALE I E HZAEl multicast 2A 2| H|O|E{E muticast £HY E2|2 EHL|CH

(*, G) Join -

(S, G)Registration Unicast 1 Shared Tree

(S, G) Join > . Source Tree—m
(S, G)Registration™ [pnicast

Data stream =% L

2l 5.1 PIM-SM 2| &0 bt

PIM-SM £ Multicast HfZ E2|& THS0| Multicast T 22 M BL|CH Multicast 2% E2|=
S5 ECQt 2|E 42 Egol F OAERE 7 & £ JUELICE Shared Tree = 1& G2 RP E
2 EZ A3} Shortest Path Tree = Multicast

£ FEZ ABZLICE PIM-SM 2 HA|El join / prune 2EE& &5l Multicast

EZ|E TtE10 || 2L Ch O3 5-1 1F 20| DR O] =4I Z0|M Join HIA|X|E
S5tH DR2 & B2 RPO| e 2t ZOIAM (%, G) - 7t TIA|X]

E2[0f FtUAILLICEH &AA SAE Multicast HIAIXE D500 H&EHH AA SAEQ]
2 5 HAIX|0f If7|X|2} 2|1 DR O] 2[3H RP 0| Unicast & L{Ct.

>
>

o 4 £

oo > W

=
=
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O Lhg RP £ &2 SAEQ| I{7|X| E[X| H2 1%

—

%
HYLCL RP = 220 X[E Z= E2|0f Fo57| 24}

S5 EEIE et 38 8o
S, G) - QI HAIXE oA Ho =z H

o
A & APIK2 2YLCH Of o2 A0 IjZl2 17| Y =X &1 2EH Z= EEI% (et
RP 2 TEELICE A BIR Multicast OB 7t = &35 RP = S5 SXI HAIX|E £22| DR O

21 DRE & W7|X| ZEMAE SX|FLLCE 0|2 AA9| Multicast H|O|E{= ‘| ol

i 7|3 E|X| EX|TH AAO| X[EH ZE M JHE W2t RP E MS E S RP 7t 37 E2|E Met
Zt AF BHOA S LICE Multicast HIO|E{ 7t ZR5IX| 42 < DR-2 Prune HA|X|E
& G 2| RP & ¥4l Multicast t0f 37 E2|E MAHELICH

PIM-SM & RP MEH SHH & QIX|SEL|C} StLf O] 4o & BSR O PIM-SM =0 Q10| A

TE L EF g0l Ml £ 2 BSR S0|A BSR 2 MEHE 4= A& LICL FE RP & PIM-SM
SHQIOA T ELICE Ol2{st T RP £ RP 2] FAL Multicast 1E2 Z&sHE Ii3lS
BSR Off Uni-casting & L|C}. BSR 2 YHO| 22 Rp & (1St 1& O AE =g
SEAEY HAXE AR W3ttt SFEAER HA|X|= HA| =0 Q10 A
MEE UL AKX = RFEAE™ HAX|E #=41510] MYELICE DRO| 2 A
O FERe BAO st EAME &2 2 DRO| 152| 2t*E &50| gle
YnZ|52 8l A8 FAE FE RPO| B LCL O3 CHZ DR 2 Join / prune HA|X| &
RPEZEOZ STHZ Multicast 8 LICH OHX|ZHO 2 DR 2 2 HAIX|0 Multicast HIO|EH &
Ij7|™st 0|2 RP O Unicasting 8 LICt.

S Fﬂ ot
lt rn ot
{> o 1
m
i hu

rs

rlo
els
>

PIM-SM A3} 7|

PIM-SM A|Zt517]

oe:t
Ot
2
<
r
5
Z
ro
m
H
Q
>
=2
x
u
z
m
<
HJ|0

MBS0 sparse ZEO|A HE| JHAE

Bo| ay

QIE{I|0|A T4 ZEO|A PIM-SM HE|

ip pim-sm IfAE 2tRE Z2NAE QIEIo|A

2y81E AL

=

BSR T/d5}7|

PIM-SM = QIO A ZA BSRS M & &= &L|C}

VLAN QIE{HO|A REOM CE BHS AAHSLICH
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o

3ol

29

ip

no

pim-sm bsr-border

ip pim-sm bsr-border

VLAN QIE{I{|O| A0 ZH BSR 2 MATHC

PIM-SM Multicast 2 HA|

[source-address] [summary]

Yo My
show ip mroute pim-sm [group-address] Fi& B8S H&H0] PIM-SM 0|l Af o5 ot
multicast 32 FEE =QlIeL(Ct.

Multicast 22 EE 22 PIM-SM X[ 27|

clear ip mroute pim-sm

group-address ] [source-address]

[

*

32 4ot PIM-SM O A stg oF ZE[IHAE B2E X 4
Bo| Ck:
PIN-SM CHf3t R0l Ch2h REMSH B
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3 O

PIM-SM 74

A CtE olM= & 702l 29IXI7F PIM-SM ZE| THAE BRE 9
Y= EoFLIC

>

Sf

291K A:

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

!

interface vlan1

ip address 192.166.1.142 255.255.255.0

ip pim-sm

ip pim-sm dr-pri 100

ip rip 1 enable

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
ip rip 1 enable

ip pim-sm

!

router rip 1

version 2
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22K B:

!

ip multicast-routing

I

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

ip pim-sm dr-pri 200

|

interface vlan 2
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ip address 192.168.21.144 255.255.255.0
ip pim-sm

BSR T+ Of|(Vlan ZE 0| 7+85I= E9)

Ct

gjo

Ole &= A9/X|°] BSR +HS EO{FL|Ct.

29K A

!

ip multicast-routing

!

interface Loopback0

ip address 192.166.100.142 255.255.255.0
ip pim-sm

ip rip 1 enable

!

interface vlan1

ip address 192.166.1.142 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.142 255.255.255.0
physical-layer speed 128000

ip pim-sm

ip rip 1 enable

[

router rip 1
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29X B:

!

ip multicast-routing

I

interface Loopback0

ip address 192.168.100.144 255.255.255.0
ip pim-sm

!

interface vlan1

ip address 192.168.200.144 255.255.255.0
ip pim-sm

!

interface vlan2

ip address 192.168.21.144 255.255.255.0

ip pim-sm
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IPv6e TEEZ 7N

IPv6 TEEE AN

2t2E9| IPve FA 2 S2|X QIE{H0[ATt OFLl VLAN QIE{ I 0| A0 M M-8 L|Ct
IPv6 ZEEZEE 7|2 ME{O|M AL = §SLICE IPve ZEEZS VLAN QBT 0| A0f A
AH85lofste 40| ZEEE2 A VLAN QHIO|A T4 B E0|A 2 3tsljoFgtL|Ct. IPve
DT2EZ S A8 ALBALZL IPve TAE FdsloFgL| Tt VLAN QIE{ I O| A0 A &0 =
StLEC| IPve FAa7F TG E|H VLAN QI O|A & IPve TiZI2 X5t CHE IPve AL S 4
g = A&

g etasorgtLCt

IPv6 Z2EES ALESHEH AM A= Lt
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VLAN QIHHO]A 14 REO|M HO{= StLtC| IPve T2 T3} |

IPv6 23}

IPv6 =24 T

PV AL IPv6 TS B QU A FAS HAHSIE O AFRELICH IPv6 FA0E A 71X

& 7|2 g4 el
Unicast 2001:0:0:0:0DB8:800:200C:417A/64 | 2001 : 0: 0:0: 0DB8 : 800 : 200C :
address 47A = L JHAE FAE LIEILHD

64 = O] F=20o| HFAL ZO|E

LHEFEY LI CE.
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Multicast FF01:0:0:0:0:0:0:101 DE HE| HHAE FAEFFE
x

address A|RFSHL
Any address | 2002:0:0:0:0DB8:800:200C:417A/64 | Ol F22| M2 RL| HHAE FA9|
g4I 5 i~E/ERE

IPve F=A0f CHSE XEABH LI8&-2 RFC 4291 2 EXRSHYAIL,

P62 ALSBHR{ B ALS I} VLAN QIE{TO|A T BEUA QLI HHAE Fo5
THSHOFBLICE THE SLI HAE FaL 48 RO SHLf & 0f2f 4 O{oftLICt

IPve A3 2 F2
Global IPv6 2
VLAN QIHHO|A 79 REOM IPve B3 - 22 FoE 79512 H L5 8

2 AL

FEHO 249

ipv6 enable Y3 24 FAE XNS2E FEYLICL
ipv6 address fe80::x link- 43 2H FLE 322 L LLCE
local

23 2Z FAE fe80 22 AXBOFRLICE BF0{2| 7|= ZO|= 64 HIEYLLL =5
T30 A OHX[9} 64 HIEO| gt X8 & A LILY.
VLAN QIE{THO| A0 A otLtel F3 22 F4 BF 98 = AFLL.

Ipve 7t &3 22 Fa0 1S SOl 9=t Ipve 2 22 FIMT HEFLICE

VLAN 2IHHO|~ REOM T IPve FAE 752 Lg FHS 2HSHUAIR.
FHO 29
ipv6 address autoconfig Y F2E NESL2
T

ipv6 address [ipv6-address/prefix-length | prefix-name

sub-bits/prefix-length] | [eui-64]
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IPv6 AlH|A A

IPv6 MH| 2 1Y

IPv6 & AFESIEE Fd5tH IPv6 Ol MSSts Z& AMHIAE 78 = AFLULE 74 7tss
IPv6 AMH[A= Of2fiet 25 Lt

IPve 23 Tz

IPv6 23 22|

IPv6 2= IPv6 23S M| O{5t 2t2|57|lot YA ME|AE M-S LICE Of YL MH|A0]=
Ct20| Z&HE L|C}-

ICMPv6 THZlQ| &4l Tt 34

LUX Ipve B2 74

IPv6 2] MTU ++M

IPv6 2[C|HH 79

IPv6 =& X| Unreachablity T+

IPv6 ACL M

IPv6 Hop-Limit 74

HMX] IPve A2 1Y
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BHQEIL V| 2HOR A4 YRS KUBLICHL YL P27} P YOW ABRE MY 7Y

BEOM Chg S 2oty fE B28 € =+ AL
YO 29
ipv6 source-route LA IPV6 BE HE

IPv6 2| MTU 74

2= AHHO|A0= 7|2 IPv6 MTU 7t JA& LT} IPve THZIQ| ZO[7F MTU & Z=1t5HH
2t EE0] IPve HAS Z=2F d ZAYL|CE

£ QEHO|A0A IPve MTU & 75t AHHO|A 74 BEOM CHS BHES

Mot Ale:

2 3of =8
ipv6 mtu bytes QIE T 0| A0 IPv6 MTU & F4&THLICEH

IPv6 2|C|HME 3d

2 S AETL MEisE B2} X9 ZE7t OtHLICH 0] B%, A%X|7t0] BR0j|N
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FAA LI CL
IPv6 destination unreachablity T’
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7ls€ BE = USULL 0] 7|50] HI|H AA”2 ICMP =2 & 8l= TS WSS
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O 7| 5& Ar83t2{T Ct5 HHE HASHAR.:
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FH0 =°
ipv6 unreachables IPv6 7t SEX|Of =2 & +=8l= IS
HESGEE S ELLICE
IPv6 Hop-Limit 73
AEXH= TZIOA hop-limit 2E 742 &SR 2t*HE XEY &= ASHO (TS &

If 7= A <l). o] 2-E 7t

HEsHe BE W, 49

£ T2 0| hop-limit 2+
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Yot FHotn HPE 3 AS FLE HAEYLCL 2tRH E=

2t EHOl Z20| EM7I 2dolH = AE= CHE 2t £= OHE 428 = SYUC.

IPv6 ND = IPv4 ARP ICMP 2t Ef ZM Sl |cCMP 2|C|&lM0f| s ehetL Lt
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D= P2P, HE| ZH{AE NBMA, S5 0O|C|0f, HE 758 MTU
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P0+

(1) To discover routers :

e

(2) To discover prefixes: @AEJL FA OF2 & W, AZE CfA0AM OfH CHAOl 2

(3) To discover parameters: ' =7t M& QI EHO|AL| &3 & E= HESLIT & 07y

= A0
E‘ T = I-_l‘I

b
N o Hd.
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(4) To automatically set addresses: '=E7} QIH{I{|0| A9 FAE AHEO 2 Fdts Y.
(5) Address solution: A X[Q| IP 7t FO{E [ LE7} &3 o A3 AS FAE 28t

H}
o

IT

(6) To determine the next hop: S&X|2| IP =AE QIF IP O 0§ ESt= L0 2|FYLICH CHS
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ro

2HE EE ChA0] B 4 YL

o
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(7) To test unreachable =& & £gl+= O]
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(8) To test repeated address: AFE E|= FA7F CHE L EOf ofs AFEE[X| U E=XE E2H-SH=

L=

©
o)
D

Q
@

ol
u
4o
m
N
bt
0z
10
n
oo
ot
njo
fot
[>
[m
=2
ne
L)
rir
0%
IE
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ipv6 neighbor ipv6address vlan vlanid X ND HAIE 7852 IPve FAE B3
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Nd 78
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ipv6 nd-redirect

ipv6 nd-synchronize [update-period
synchronizing_period] | [response-
immediately] | [request-immediately] |

[deletion]
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YoM = A 27 Aol M2t XY S +Hot=E MEE = ASLIC

Unicast Routing Protocol 714 &{&
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Unicast Routing Protocol 7t 318
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RIPng QIAEHAE 243}512{H interface vian Ol Al CHS B ¥ 2 M3 TLICH

eyl 29

ipv6 rip instance-name enable QIE{I 0| A0f A RIPng A T+4.

RIPng QIABIAS A|ZHSIZ{B MY T4 BEOIAN S BYS LWL

CEL EL:

RIPng QIAEA Sl s|E g BEZ

=0zt

router ripng instance-name

Tltot

Note: At&AtE QIE{H O| A0 A RIPng QAEHAE 2431 g = JUEL|CEH RIPng AIAHATE GO M RIPng

ro
[>

EHATL MEELCH A|ARO| MY 74 ZEO|A RIPng AIAEHAQ 2F 4= & 4 I20{0| RIPng

QIAEATIGE B9 RiPng AAEHATE WG ELICH AFEAE 2TEH O] 20 A XL 4 7§ RIPng
QIAEAS 2ot e o+ AL RIPng DAHAE Z|0H 4 702 AHI|O|AE HE & =+ ASL L

Unlocal Instance O A2 Xjj &4

RIPng 2 2Z QIAHA0| 2t L HIO|EH 0|20 H| 22 AAEA 212 FYEE IH = oF CHZO
QIAEAOl 22 HIOIHHO| AN A= BRE Sl LHE TRt 2tf 8 d= HES AL 212

SEES LT RIPng T4 RN CFS FYS AusHAlL:

HHO =L
Redistribute protocol [ instance-name 178 B2, 7|Et ospfve ZEM A U 7|E}
process-id ] RIPng QIAEHAE TfZHSHLCE.
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AMES EHstD HERR ZME diZ5te H =30] € = JAFLICL SA4 YEOM HER/JS =9 &=

2= BRY SA YEE EAISIHE EXEC ZE0|M Chg BES dASIHAIR
g30 29

RiPng QIAEHA0 Ofeh A 2t SEE

show ipv6 rip process-id summar
pvo TP Y EABLICE.

show ipv6 rip iprocess-id database RIPng QIAEAC BE ARE HA|TLICH

show ipv6 rip process-id interface

o
Ho
om
[H

EEZ0| oot HEE X5 M EXEC ZEOM OfE THES HASIYAL:

of

gof 29

2t HO|Z0|M RIPng QAAEHAO| AET}

debug ipv6 rip database ~ L A ol 0.5 xSt
7L MA Es HEEUASS FHY UL

RIPng QIAEA A9 Bl RIPng QIAEA
debug ipv6 rip event Tt Z2MA0M YMst= HI-Y S
FEgLCt

debug ipv6 rip send

RIPng QIAEIATL 2SR Z2MAE

debug ipv6 rip recv
9 1pvb P R,

RIPng QIAEAO[ AIZF ZEE O|0{X| =
debug ipv6 rip msg

Fa3% OMES FHBLCE

RIPng QIAEAQ st ZE HEE

debug ipv6 rip all SmBILICH

RIPng 4 Of

RIPng 74 Of|A:
A A HXBE MY AAStD ChZat 20| gLt
A A
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interface VLAN2
no ip address
no ip directed-broadcast
ipv6 address 4444::4444/64
ipv6 enable
ipv6 rip 2 enable
ipv6 rip 2 split-horizon
!
router ripng 2
redistribute static

exit

A B:
interface vlan 2
no ip address

no ip directed-broadcast

ipv6 address 4444:2222/64
ipv6 enable
ipv6 rip 1 enable
ipv6 rip 1 split-horizon
!
router ripng 1
redistribute static
exit

ol2{gt Moz X At X B M2 T 2t*E SEE SSLIL
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e

OSPFv3 2 IPv6 UIERIAE 25| IETF 2| OSPF /1 &0 oo 7HE & IGP 2t* Y =2 EZ YL|Ct.
OSPFv3 2 IPve A EUl, Q& 2t E FHo| HA| & I{2lo| 2IE5S X|AgLCt.
OSPFv3 2t OSPFv2 = B2 38H0| JU&LIC
® Router-ID 2t area-ID = 25 32 HEQL|C}.
o [I32 st izl FAERULICH: Hello T2, DD I{Z, LSR IHZ, LSU T2l S LSAck THZl.
o 2 0|2 =AM HAHL B Z2 0|2 ¥ HAHUZS 7t

o S LSA T HAHYUSBL SLE LSA 00| E HAHLIF

e OSPR3 & A 7|Htez H3ME|1 OSPFv2 £ LIEYI NAHEE 7|dtez MLt
® OSPR3 = =gt P3A0AM O AAEAS dAY = YUSLIC

® OSPFv3 2 22H IDE Sl AT 2t Ef 20|22 X|'F3tL OSPFv2 = IP & &3l 2
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EtEE 2ol S LI
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L #& OSPRV3 7|5 Toi0] 2ottt R 7HX| 8 7|55 20/ELCt.

Fa2 £4 2%
Stub domain 28 =gl XL
. E gloEl & o Sk L} AHAM | A 2 gloE|
Route forwarding RE 2P ZRES0| o S 48 & BRIt OHE 2R ¥
ZREZO EHIOIOE e g 5+ ASS AU K=
=M QI0M OSPFv30| RIPng 85 228 Y8 & == USS

o|ojgtLCt.
OSPFv3OA &5 3t B2E= RIPNgC 2 W2 == JUELICE XHX|
LZOQIZHo OSPFv32 BGP 8t& H2E 7HXE &= USLICH BGPO
OSPFv3 B25 WEH =& AFLICL
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Parameters of a routing | &2 74 7t&t A HI0|A Dj7f M=L|CL £3 H|E, HES

interface tA, QIHLo| A0 ME K|, 2tREH2| M =2, hello interval &
Q15 7|0f cist 2t2E 2| shutdown EHEH 7+
Virtual link 7t "3 XL

OSPRv3 719 X ==

OSPFv3 2 ZOQl L} 2t E{, ABR 5! ASBR 7t0f| 2t HIO|E Q| Metg @7 &L Ct &8 Haslsty|
s 2H T2 TS0 21E 80| 7|2 O M2 RESIEE o = USL|CH YR O0j7f BHEE
HMZSHH 2 E 2tREQ| 07 7t Y o2 2&sorgtLCt
OSPFv3 & ¢t O3 XS tlslofetL|Ct OSPRv3 2 E43tst= 20| 24 E50| OfLf2ts
S M QStH CH2 A2 MEH AFSHOIL|CH.

®  OSPFv3 Ed3|

®  OSPFv3 QIE{H|O[A Q| Oj7H B 7

e [IZ HEYIA OSPFv3 A

®  OSPFv3 Z=OQlo| Of7H W= 7

®  OSPFv3 2] NSSA =H| QI+

® OSPFv3 EOQIOA H2 Q2% 4

e = IuH OIEHO|AOAN AZ ID MEHS}V]
° OSPFv3 2| management distance 74
o 2T €ZF EO|H #9517

® OSPFv3 EL|EHEZ U X E
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OSPFv3 243}

OSPFv3 = 2-dt5t7| ol Ipve TiZls HEHolE 7|sS Ed=tslorgtLCt

Mo T4 BEON THE FHS AHSHHAIL:

eyl 29

OSPFv32 2d3tsti 2t*F 714 ZEZ

router ospfv3 process-id _
=0 ZLC}

OSPRV30| M%E|E 212 9| 22 DS
Ty,

router-id router-id

ro

HEol& 7+d ZEOM ChE S 2dsHHAIL:

CEL EL

ipv6 ospf process-id area area-id [instance | QIE{H|O|A0A OSPFV3E ALESIEE

instance-id] Ttk

ol 2 OIE{E| 0| A0l A OSPFV3 2 E4121817] F0| OSPFv3 ZE M A7} OFR] MAIEIX] %S B2 OSPRV3

DT2MATL RS2 MM ELICH

OSPFv3 QIE{IO|AQ| D7 H 41

OSPFv3 &% SO QIE{H 0|20 2 OSPRv3 D7 Bl &K 27 Al met =78 & 5 AFLILE ZE
Of7) H5 sldey a7t X|e €5 07 gisot e HERTS 2E 2t2HA 22dS

QR|SH=X| golsfopgLich

rH

2 TS SOt B QIET0|A T BEOIA 1S FHS YA

o a9
ipv6 ospf cost cost OSPFv3 QIE{ I 0| A0 M MSE|l= THZ 9

HIES T LICt.

jo

ipv6 ospf retransmit-interval seconds 0|2 AtO[Q| LSA MT & ZtA S FdefL Ct.
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ipv6 ospf transmit-delay seconds OSPFv3 QIE{T| O] 20| M LSAE T&5H7| Lt

ipv6 ospf priority number 2I2EZ OSPFv3 DR 2t EQ| @M &2
gLt
ipv6 ospf hello-interval seconds Hello {22 ™&E OSPFv3 QIE{ 0| A 9]

ipv6 ospf dead-interval seconds OSPFv3 TjZI0| QI 2R HZRE
o

CHE UWEXI0|A OSPFv3 78

OSPFv3 2 =2|® HESRA DICINE L& M 7HX| FE LisLICh
° HEE I|AE HERA(Ethernet, Token Ring, FDDI)
° = BEC JHAE Gl HE| WA L ELF(SMDS, Frame Relay, X.25)

®  Point-to-point UER|3 (HDLC, PPP)

OSPF HIE®{A 7 78

HEI7t o B2/ 0|C|0f RHOIS HEEI0| HEE HAE HEYT, & HRE HAE YEAS
EE YE| NA HEYAE HEYIES BY B 4 ASLICH GERM HEAIS KIS THHD

HEYIAE & HEE HAE U YE

2

M s X25 =Y 0] E= SMDS HE® AL Z2 BEEE

I
|
P

HAE YEYA2 THY £ AL LT ¢ 0|20 70| TaBE LT,
= o2c jAE U YE| AN A YEYIES A F A BHLEOICH JHA 23T UFLE full-mesh
H=E9A7} ACkn FPESHOFELICH 22 FH40|a R YEYAE T4 vs SfLto| YEAE TAE LT

QITYSHA| B2 2R EH AtO|0|A 2t FEE= 73 E Sof e & = UASLIL
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OSPFv3 point-to-multipoint QIHI0|AE ZAEQ| 03] ZEE T4 == multipoint-to-point

QIEHO|A2 Y = AL = ERE HAE o OSH D WESRR = Y HEXNIE that

®  point-to-multipoint JIE® 3= DR S d-d5tX| A0 #+d517| &&LCt.

e OlZtt TR HESRI= TA HA| EEZXE EREHA| ez A4 HIEO|

e OlZtt TR HERIA=LC HIHYLICL 7hy A7 HUfdtEete HES /A

mot

A
T

2REC HERA RH2 BEEE J|AE RAYLICL

OSPFv3 =0 Qlo| O{7ff B o

T8 7tse =0 Ql ofof Bof= 2F, 28 Y X A 7|2 29 2R E0| Lt 7S X[ X[7FO

28 FY2 2F Z2E0| 90| HiZ & & }lSS 0l il ABR2 28 S0 S0{7t= 7|2

QF 425 4d5t0 28 SHO| AKX FHo| o F HESRAL S & +UAYLICL. OSPF 2HO0AM

A
o
Ot
rir
I
0x
mjo
>_

FEot M A8 SHOAM 7|2 B2E AHEOHOFYLICH A8 FH22 HEE[= LSAs S

[9E T4 BEOIM 012 HHE Aol 209l o) H4E THSUAIL
HEo] ad
area area-id stub [no-summary] AH Y2 FolgtLct
area area-id default-cost cost 2H FAo| 7|2 HE9| CostE P+ LILH.
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SO i M= OSPFv3 7h

39| & HOEoM 78S

BE T4 RO CHe B Ausio] ool ojsy ¢

eyl d

area area-id virtual-link neighbor-ID [dead- | 7}& 23E& #4TiL|Ct.
interval dead-value][ hello-interval hello-

value][ retransmit-interval retrans-

value][ transmit-delay dly-value]

OSPFv3 =0 QI0A ZE Q9 F+d

0| 7152 AtESIH ABR 2 CI2 X|¥oz o A=

-1 O

il
|T
Hu
[N
=
| >
[m
_(?l-

|
_l
|
i
inl
M
0
19
|o
u
T
ulf
[n
=".é
Im

2H2E P4 BEOIN CFg YEE Uus

[ )

area area-id range ipv6-prefix /prefix-length | T2 29 = H

[advertise | not-advertise]

M
o

4z Q9

-

BE7CHE 228 YoM OSPRv3 2tRE Fgoz Zitg|H 2t

ZEI} QB ISAR CHE0R HEE

HAEELITE DLt BHLEOIMO| BHRETL Fa OIS TUTES RES BT + YBLICH O[3

4rAlo = OSPRV3 B AE| G[O|E{H|0|A0 37|S
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CEL CL:

summary-prefix ipv6-prefix /prefix-length stLto| @OF A2 oF B2 JHAEDSH|C}.

72 32 4

ASBR 2 OSPFv3 2t2 & Fo| S0{7t7| 28l 7|2 B2 & Y-gsfioretLCt O3 WOt 2t 7+ OSPFv3

2o

02

= QUEE Agstn0| 2tREE= XSS 2 ASBR O| & L|CH d2{Lt ASBR 2

Im
i
i
Hl
et

SIS

72X 2= OSPRv3 2t E B0 S0{7t7] 23l 7|= 428 Y-gHA| &Lt

| =

Fou OIHHO|A0M B2 ID HESHY|

OSPFv3 2 EI2E ID 2 %|C IPv4 TAE AFETLICE IPv4 TAE AZSI= QT 0|A T} CHRE| 7Lt IPV4
FATF M E|H OSPF Z2MAE0] Al 22 EO| ID & CHA| AlAtstn B E QI 0|ANAM 22 E HEE

ChAl M &Lt

T QIE|HO| A0 IPv4 FATL FEE B2 2tRHE B ROl Ipv4 FAZ ID 2 ARERLC
FE QEHO|AYH HUHE Ch2 &R $2B 2 2t2d HI0|S0] 3| ePd X L.

et E= BHA ID 2 RX QIR O[AE MESIAHL RE 28 QIHH|O|A0M X|CY IPv4 F25 D2

HSE A O
|_E°EI-_|_N1

>

|FI

B OIE{I|O| AT} QIO™ BtRE 9| IPv4 FTA7t 2t2FH ID 2 ArRELCHL EX

o>

L|C}.

il

IHHO| A5 AFESEY| I8 OSPFv3 2 A1 8E =+ &L L

PRI GIEHOIAS THSH 22 T4 BEOIN OIS YHS AU

Hyol el

interface loopback num Sz OIEHO|AE M5t QI EHOo|A

ip address ip-address mask QIE{T 0| A0 IPv4 TAE HIETHLICE
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OSPFv3 2| Management Distance 73

Management Distance = 2t2 & & &40 Mz =FF o|0[gL|Ct YO 2 Management
Distance = 0 Ol A{ 255 AFO|2| H=QLICt 240| 25 2| +=F2 RO LT Management Distance 7}

255 Q1 F2 2t Y YE 24 MElg 10 WEFE LD

oA

OSPFv3 2 Al 7tX| 72| Management Distance, & =0 Q! Zh L& =OQl A Q&S AR TLICEH
COelol ZE2E R =0Ql ZE2tngtLCt CHE =00 Ciet 425 =09 2t Z22tngtLCh CHE

2t?E Z2EZOM TS & 25 F ZR2tnYL T 4 SR F22| 7242 110 YLICh.

ot E €1a2[Fo| EfolH T

EZE2X HE §2S ¥ SPF S ALt W7 Xgs #8 + ASLICE F 71l H5Hl SFp

HHo ad
timers delay delaytime areaOf| A 2t 8 L02|F0] Ciet X[ 7.
timers hold holdtime G0N 2t2E Lng|Fel XA 7HHES
gL ch

OSPFv3 2L|HE S |X| 22

HBAl E #As HEHS 4 S=20= Ip 2t E HOIZ2 WE, 7Hd S CIO|EH|O[ A7} ZetE LY.

olg{gt TF2 E= MEAZI HERA 2|22 &S EEHSIR HESRA 2XE diZ%t=s o =50 E
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show ipv6 ospf [process-id]

OSPFv3 Bt & 2 M A0 CHEH LB HEE BAIT

show ipv6 ospf [process-id] database

show ipv6 ospf [process-id] database

[router] [adv-router router-id]

show ipv6 ospf [process-id] database

[network] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-prefix] [adv-router router-id]

show ipv6 ospf [process-id] database

[inter-router] [adv-router router-id]

show ipv6 ospf [process-id] database

[external] [adv-router router-id]

show ipv6 ospf [process-id] database

[link] [adv-router router-id]

show ipv6 ospf [process-id] database

[intra-prefix] [adv-router router-id]

OSPFv3 G| O[E{H|O|20f CHot §EE EA|IRL|CL

show ipv6 ospf interface

OSPFv3 QIE{T{O[A0f CHot §EE HEAIL|C

r

show ipv6 ospf neighbor

OSPFv3 QI 2H=0f Cist 2 E HAITL|CE

show ipv6 ospf route

OSPFv30f CHot 2t 8 YEE HARL|CL

show ipv6 ospf topology

OSPFv3 EEZX|E HEA|TL|CE

show ipv6 ospf virtual-links

OSPFv32| 74 A3 E HEA|TL|CE

debug ipv6 ospf

D E OSPFv3 S22 ZL|HEgL| T}

debug ipv6 ospf events

OSPFv3 O|HIEE R L|ETL|CE

debug ipv6 ospf ifsm

OSPFv3 QIE{T|O[ A0 YEf A2 S EL BTt

debug ipv6 ospf Isa

OSPFv3 LSAO] CH3H 2t S48 2L H AT CH

debug ipv6 ospf nfsm

OSPFv3 21 EX|o| JEf A|lAES ZLHZGLL.

debug ipv6 ospf nsm

22| ZE0| OSPFv30] el= HEE 2L LI

debug ipv6 ospf packet

OSPFv3 TIjZlS R LIEfLICt

debug ipv6 ospf route

OSPFv30f Chot 2t 8 YEE EL LT
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OSPFv3 74 0f

OSPFv3 B2 & 749 o

ox
HL
i
r
riot
el
o
o
-
il
bt
B>
11
0x
=2
R
@)
wn
e
M
<

w
N
re

OSPFv3 2 %2 L& 2t2E, ABR & ASBR ZH0j| %
2R EE ZE O B71 7|23 AM8sta 2150|gle d20f ZagL )
Ct2& dl 7kX] 74 Off & LI Ck.:

X EM o= 7|2 OSPFv3 70l CHe HES EojE L o

= HW o= 2HR2E{0l Of 2 7HC| OSPFv3 ZEMAE M 4 Q182 HO|EL|C}
Ml R ool M= OSPFv3 2 At8SHO] ZEE =0ldts 2 E 2o FLCL

Hl #H® o= OSPFv3 7ty B3 8 #dst= EES E0FLCH

7|2 OSPFv3 T+ o

Ch2 Ol= ZtErst OSPRV3 TS EO0|FLICL O] oo M= Z2M A 90 & E/d3tst O|H Ul QIE{H 0| A
02 B9 0.0.0.0 0l AZA3t 12 RIPng 2 OSPFv3 Off HiZ St OSPFv3 & RIPng Off HYZZ S OFgf LT,

ipv6 unicast-routing

|

interface vlan 10

ipv6 address 2001::1/64
ipv6 enable

ipv6 rip 1 enable

ipv6 rip 1 split-horizon

ipv6 ospf 90 area 0
ipv6 ospf cost 1

!

router ospfv3 90
router-id 1.1.1.1
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redistribute rip 1
!
router ripng 100

redistribute ospf 90

Multiple OSPFv3 ZZM|A T4

The following example shows that two OSPFv3 processes are created.

ipv6 unicast-routing
!
!
interface vlan 10
ipv6 address 2001::1/64

ipv6 enable

ipv6 ospf 109 area O instance 1
ipv6 ospf 110 area 0 instance 2
!
!
interface vlan 11
ip address 2002::1/64

ipv6 enable

ipv6 ospf 109 area 1 instance 1
ipv6 ospf 110 area 1 instance 2
|
|
router ospfv3 109
router-id 1.1.1.1
redistribute static
|
router ospfv3 110

router-id 2.2.2.2
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Zf AHHO| A= Of2] OSPFv3 ZZA A0 &8 4= AUX|2 AEHHO|AT7F 2] OSPFv3 ZZA A0 &0t H2

Z} OSPFv3 Z2 M A= M2 OHE QAAHA0| 3G BHOFRt LT,

A 7 of

Ct

gjo

Ol = THe OSPRv3 At& A|AH”0)| 02 2tREHE Fddts B S 20FH O g 282 74 oo

Oist HIEQ/R EEZX|E 20FELCH

6::2/64 6::1/64

area ( area 1

floAM 2ot 270 Mt 2t HE FEotEAL:

R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 10
ipv6 enable
ipv6 ospf 1 area 0O
|
ipv6 route 2001::/64 6:2
|
router ospfv3 1
router-id 1.1.1.1

redistribute static

R2 :

interface vlan 10
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ipv6 enable

ipv6 ospf 1 area 1
!
|
router ospfv3 1

router-id 2.2.2.2

Browsing the routing table of R2:
R2#show ipv6 route
(0] 6:/64[1]
[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
o 2001::/64[1]
[110,150] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80::/10[1]
is directly connected, L,Null0
C fe80::/64[1]
is directly connected, C, VLAN10
C fe80::2e0:fff:fe26:a8/128[1]
is directly connected, L, VLAN10
C ff00::/8[1]
is directly connected, L,Null0

ol 38 280 R27F 2 HEs A5t eE AS €

R1 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
interface vlan 1

ipv6 enable
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ipv6 ospf 1 area O
|
ipv6 route 2001::/64 6:2
!
router ospfv3 1
router-id 1.1.1.1
area 1 stub

redistribute static

R2 :
interface vlan 10

ipv6 enable

ipv6 ospf 1 area 1
!
!
router ospfv3 1
router-id 2.2.2.2

area 1 stub

R2 9| 22 & H|O|=:

R2#show ipv6 route
o] /0[]

[110,11] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
(0] 6:/64[1]

[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
C fe80:/10[1]

is directly connected, L,Null0
@ fe80::/64[1]

is directly connected, C, VLAN10
C fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
C ff00::/8[1]
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is directly connected, L,Null0
AH FYO[ ABRO| 7|2 H2E HXHOR MMst ASE LSA E 2F FYS=E J71d @X| 10| FHo| 2
SR EOf ¥ 4 UACED TEF e = AESLT

by 33 74
£ Tdots BRs 204 g 282 #48

CHS O MO M= THY AHE OSPFv3 A|AEIOIAM 7Hy 23

ofoll et HIERIR E22XE EHFLICE

R -~ virallink ______-- .
6:2/64  6:1/64/7 1) \S88--8 /61
S S LA S BESE/G
.vf‘%' . ' ] Iz l |}=lanl D
area 0 area 1 area 2 o TH
Host B

80| Wef 2R HE THEotdAlL.

R1:
interface vlan 10

ipv6 address 101::1/64

ipv6 enable

ipv6 ospf 1 area 1
!
interface vlan 1

ipv6 address 6:1/64

ipv6 enable

ipv6 ospf 1 area 0

!
ipv6 route 2001::/64 6::2
!

router ospfv3 1

router-id 200.200.200.1

area 1 virtual-link 200.200.200.2
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redistribute static

R2 :
interface vlan 10
ipv6 address 101::2/64

ipv6 enable

ipv6 ospf 1 area 1
|
interface vlan 1
ipv6 address 888::8/64

ipv6 enable

ipv6 ospf 1 area 2
!
!
router ospfv3 1
router-id 200.200.200.2
area 1 virtual-link 200.200.200.1

OSPFv3 H|O|H{ 2| 2FE:
R1#show ipv6 ospf neighbor
OSPFv3 Process (1)

Neighbor ID  Pri  State Dead Time Interface Instance ID
200.200.200.2 1 Full/DR 00:00:35 VLAN10 0
200.200.200.2 1 Full/ - 00:00:36  VLINKT 0

R2#show ipv6 ospf neighbor

OSPFv3 Process (1)

OSPFv3 Process (1)

Neighbor ID  Pri State Dead Time Interface Instance ID
200.200.200.1 1 Full/Backup ~ 00:00:36 VLAN10 O
200.200.200.1 1 Full/ - 00:00:37  VLINKT 0
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Zf 2R E2l 2t e HO|=:

R1#show ipv6 route

C

6::/64[1]

is directly connected, C,VLAN1
6:1/128[1]

is directly connected, L, VLAN1
101::/64[2]

is directly connected, C, VLAN10
101:1/128[2]

is directly connected, L, VLAN10
101::2/128[2]

[110,10] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
888:./64[2]

[110,20] via fe80:4::2e0:fff:fe26:a8(on VLAN10)
2001::/64[1]

[1,0] via 6:2(on VLANT)
fe80::/10[2]

is directly connected, L,Null0
fe80::/64[2]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:2d98/128[2]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLAN1
fe80::2e0:fff:fe26:2d99/128[1]

is directly connected, L, VLAN1
ff00::/8[2]

is directly connected, L,Null0

R2#show ipv6 route

o)

C

6:/64[1]
[110,20] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::/64[1]

is directly connected, C, VLAN10
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101:1/128[1]

[110,10] via fe80:4::2e0:fff:fe26:2d98(on VLAN10)
101::2/128[1]

is directly connected, L, VLAN10
888::/64[1]

is directly connected, C, VLANT
888:8/128[1]

is directly connected, L, VLAN1
2001::/64[1]

[110,150] via fe80:4::2e0:fff:-fe26:2d98(on VLAN10)
fe80::/10[1]

is directly connected, L,Null0
fe80::/64[1]

is directly connected, C, VLAN10
fe80::2e0:fff:fe26:a8/128][1]

is directly connected, L, VLAN10
fe80::/64[1]

is directly connected, C, VLANT
fe80::2e0:fff:fe26:a9/128[1]

is directly connected, L, VLAN1
ff00::/8[1]

is directly connected, L,Null0

555



BFD ++4

e

BFD (Bidirectional Forwarding Detection)= 23
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x|t

BA HALZ MEYUH. 7|E HEHIAS 955

SFAAIZ|7] ol QI Z2EE 72t S HOE WEA 24Xt Cf7] 84 XHE2 MESHA A5 &
QUELIC,
BFD £ & A|AR! Zto| MM S 75t & A|AH Zto] QFutsk ME AZE DL|ESHD AP o
IZEZES M3 T 4= USLCH H2= M et ZT2EEZES HMO| 2=l BFD 0| EETIL|CE A sHE
Hol3 HAHLIZZ Sl MM0| el = EFX|] A[ZF LHOf| Z|O{ 282 E BFD MO {2l S +AISHK| ZSHAHLE
o8 =l YA 42 =0ets &4 = o=Z o3l 7 EXME 2o ZALICH O3 CHF0| At siY N2l &
QI MR Z2EZ=ENEL|CH

BFD 718 & ¥

Port BFD Z2td3}

Port BFD = 7| 280 &2

2getE[X] s

Port BFD 7t #43te|H X T2 EZS S¢fl 7+ E BFD 7t HEE LCH.

Che HE0{2 A0 BFD £ &3t St A|2:
FHO 49
Interface vlan vlan-id VLAN 7t R EE A|Z&fstL|Ct
bfd enable <cr> | min_tx <tx_value> BFD ZEE 2M5|otL|C}
min_rx <rx_value> multiplier <m_value>]
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BFD Al410] T-4E|7| Fo| BFD MOf T{ZI2 1 X 0|40] ZtH o2 HEE Ol EHTG SYLICE AlM0|
=l %, BFD KO IS WA B Ao HEE0f A4S HSS UHSICL BFD MO A S¢t, BFD

Mo mizle] HE 72t A AE Al7H2 Lot T2l ngts Sof 28t 20X 2l BFD M40 A 0] EfO|H =

MM SEfO HES2FX| 10 AKX EX] QA2 SO =8 &= JASLICH MZ CHE BFD MM &0 A2
EfO|H &2 SENCE s LS EtO|HE CHE 5= JASLICEH BFD MOf IfAe| M& 7H42 24
min_tx_interval 1t IO min_rx_interval AFO|2| X|C{ tRULICEH F, Hu™ 2 220 M& v E

BIAl AlZh2 T{o] BFD MO I{ZI0fA O BFD M|O] TiZlo| gy & ©& A S &ot tE FAIY Lt
Z2Z AEQ| min_tx_interval & =2|H 2Z AWE0|A BFD MO m{zle] X H& 2tA42 Hojel F EER
Mg & mals =4 & M7k =8 5 gleLz S7tst7] ol ZX| AlZHo] T|o{ojA ZOf

NS =25 ¢ 20| BFD M 220 H& 7tA42| OFX| o B mofe| HA EfO|M7F AlZH =1t

22 A =0 min_rx_interval O] ZASIH m0o{Q| F HEo osh A7A =l T4l

HJ|0

441 8 kx| 2
SHA| AJZHe $HY 4 glo o2 mofo|Af BFD MO TS| B 2HAO| 2 EHX|Jt ZAasty| Hoj Z4 =
742 BT A2 12IL}, min_tx_interval O] Z145| P, BFD A|Of TiZl0| 22 &4l ZHHS SA| 24 &

2= ALE min_rx_interval 0| 37}5tH 2 Z EFX| A[ZH0] ZA| F7tgL LT,

Port BFD #Z| 2 E =/d3s}t

ZE BFD 2l BEE V2N o2 YBER YL

Mo BEOIME 2 AIARO| CHE AlAHTIO| B2 olsts SN O %

njo
\J
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b
s0
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El

PSR LICE BFD MM0] 5B £33 AIL"-OM Al & AZ HAZL HROHK| BB Al

rlo
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o=

MO A &S SR AR HZ HA7F Bt A[LE0AM A|L-2 &2 A2 BDF O

- y—
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bfd echo enable <cr>|<number>
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A

interface vlan1

ip address 1.1.1.1 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 100

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.2 remote-as 200

neighbor 1.1.1.2 fall-over bfd

!

B:

interface vlan1

ip address 1.1.1.2 255.255.255.0
bfd enable

no ip directed-broadcast

!

router bgp 200

no synchronization

bgp log-neighbor-changes

neighbor 1.1.1.1 remote-as 100

neighbor 1.1.1.1 fall-over bfd
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