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0-1800m(0-5906 )" 1/ A -5/C ~ +55 AC(23FF ~ 131 AF)
A
* 1" 1800~5000m(5906~16404 HE .t T omt o 220m(722 )£
VX O M eme FU" LCASE) 7T vyo.

- ' XIECD ' €0 a0 mme FuL—1 Et wwe o Bn:r od wy +

W wme F

AvHi- wo.

XK 1L/ Jb 96A €0 45/C(113F)F 0 Fu/ A7 T aqT
-t Yo.

»xKE 1L/ N 360A° €0 45/C(113)F+ Ut F/ A e WO.
»x € 1L/ 15K 0 45/C(113F)+ 01 Fu/ A wm€ YO
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TE X tamA4 Ha »x" TUOH-1T e, N QL Q" eV
O EAyo.
Fr" 0ACB2H)00 M73 *X7 Awm &' Ayo.F1 wyY/ A
OoHiE » M db « =€ 10kmn 4’ ® ' AYo.
O F1 -40/C ~ +70 AC(-40AF ~ +158 AF)
CE/ AT 4 (274,
Jo) < 57.7dB(A)
Ut AT 5% ~ 95%, X 1
-t T 0-5000m(0-16404 )
EMCHw
Tw O#v
Ew by
133 _ E
, T "X G—A X1
, O<= AK! CDX1
. 19k Mount WA §," st O, &L T Fw
o X tamwbTH-T10H: @ - ¢t EGs ST ' £ LoA

» 4 pOt b=u/ v [AC.
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N Ag
210 A x.
SFC91009200 Series & —A 1 £ ., . € 442(W) x 220(D) x 43.6(H) i y 0
2.2 [ v D Ne
I H Nd )
SFC9100T — 10/100/1000BASE-T 24
HFHEHEEA o oa 1G SFP+ 4
il 1
RESE® —A 1. ( » 4.  o1)
SFC9100HP PoE+ 10/100/1000BASE T 24 .
FREHEE oo RS
il 1,
RESETi —A * 1. ( » 4,
~T)
SFC9200T — 10/100/1000BASE-T 24
] — = 1G SFP+ 4
il 1,
RESET —A 1. ( » 4.  o1)
SFC9200HP : PoE+ 10/100/1000BASE- T 24
e | csre+ 4
Ll 1,
RESETi —A 1. ( » 4.  oT)
SFC9248T 10/100/1000BASE-T 48
1G SFP+ 4
il 1,
RESET —A 1. ( » 4.  o1)
SFC9248HP PoE+ 10/100/1000BASE- T 48
1G SFP+ 4
il 1,
RESET —A 1. ( » 4.  o1)
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a7 AA
+ N "W 'AIE Gigabit Ethernet Switch 0 & A~ Switch/ b 7" HI/ b

£l wo.od clgm tA KEOAT YN/ f2A ® HAC.HE, =+t
¢ e/ Gigabit EthernetSwitch " 8 A u3 o4 COn 48 §{AC.

3.1 7 Anf L

10_:ACe L 0t > M/ G—A" MBI "/ EA vyoO.

2 0 _ : Gigabit Ethernet Switch ¥ b n v \ O%/ 4T o bon jAC.
30_:N1 v, »A/ Swichn 7" yo.
A. Switch # 3/ 10/100/1000M RJ-45d SFP’ Aw/ 11 N1 Vv, { $wy . d
L7 f§hae.
B. v AK,V, & FHEt a1 FEN Vv, wA/ T Fwgp o Ul
fiAL.

@p / . Gigabit Ethernet Switch/ & 7 ° k UTP Category5* -~ +0 7¢, 1+ 1 V.,

T=|=W=|= 5 Yo.
40_:8—ANq 3 B/ BKEEACi O/ «L Di#n 77 yo.Gigabit Ethernet
Switcht€ # LL Eq 3 &L LEDGreeny 0 0h BAvo.

wp/ :n v, U0 E O 4—- 03,»A/ UPS[ s& &L " »A)

O~ Ki1l-u A é&nyo.n v, w$ TH+t N v, Downtimel
HR f o BAyo.

Wp/ MESAs/ AKEAR < £ »A0 EA K1 L 1 A ényo.d—A"

An a2/ 1+ 1T0H - F+EBAyo.

3.2SFP[ 3 AAT L

SFP 1 AK IE hot-pluggable and hot -swappable i y © . O = € SFPport/ 1 AK?
/SN = Gigabit Ethernet Switch 7 # L L ¢'H- Yyo.

om™ Switch,v, & FHEt C¥t &K n 7" | &/ odo L & fAg.
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1.SFP Tt M A3 k- ECY: + 4&n & HAC.on et:
1000BASESX/ € 1000BASESX L, 1000BASE-LXIE, 1000BASELXL 7 = -  yo.
20 ¢+ T +w  SFPeTT o @ Wy en 4+ [fAC.

->1000BASESX SFP# "I/ 7 n 3 multi-mode fiber { $w T duplex LC & M

O« - vyo.
->1000BASELX SFP#71/ 7 *  un 3 single mode fiber { $w T duplex LC & M

O« - vyo.

(3} .

33 T L£wa4+ L

-

1.SFP 1 AK/ N v, T #w duplexLCGM n 7" wyo.

2.SFP" Ay vV, & FHET CYF &K g fiberNIC B » A/ Switch{ +w
om. gl7" yo.

3.Switch #3/ A SFPAw LEDLNK/ACTn 4 §A¢.SFP 1 AK" £bT
-¢ €N I [AC.

4.9, "N . 1/ K SFPportr 77 o0 g @o .rl000 ForceR ¢ © i
g sl %t e WS fiberNIC" IECYT dK F Z =me YO.

0 v, '=se/ 7 A& 4T NV, eF' KN f HAC.Quz O/
Switch/d K ' = 4 Fan portn N f{AE.

2.8 &” fiberf Fwl . wyo.

3.0 T SFPP Ml oFn o Ayo.

41 %0 Siae” oo Nl Aeyo.
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4.1 WEBp* 4

411 WEBAg p* 4 - 24

AT

[ MG E»An Txceoy ©~ »AH d’ >0 Ch 0=, L ¢
HOUY$+HIEGU, e »A’' > 1 iyo.CLl#av nA' 7y [ Ag Lo. =

CEL A4 Y aAn oy 9 Y uwgn

C &

[ A& ~ K CLIn §—An ' > OEAyo.CLI"n Qo 3 [ L

"ET 5 »A "’ =0 OBAyo., ut [~ v/ $d - g CL" e I€
HALE - yo.[Ad E, pead:®WGad  nOwd’ >, » L

£ yo. 3% O / facCl k[ Ad Loo oBAyo.

CLIn Qe unga il “ € Cy USB n “ € Telnet” € STelnet L

Oe * &G—A/ 7, 4% - wo.[ A& LOo ug HTTPSH G—nN/
T.F - vo.

il “ € Cy USB n “ K€ Telnet” 1€ STelnet L 0. 4 & —A/

T,% K€HI/ b =E 2. Fkcur, & Elvw fjA¢.

[ AG 71,4 "oy Wkod' ~Ayo.
1 HTTP
HTTP(Hypertext Transfer Protocol) €4 C L [ +n WL a7

HOYwo.TCPIP T N& 1 ko T, 9Y A/ AR Yyo.a
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Ak7>n TCP 1 NLO. wo.HTTP OO0 4-"Eq T +
» AN/ Al Oo O#  HTTPS(Hypertext Transfer Protocol Secure) 0
A [RE /T E o
T HTTPS
HTTPSIE SSL(Secure Sockets Layen)l O ¢ a k.. F »A '/
. HEHFE 0 ©dwAT EL eqT EG £t sl
FT WO.HTTPSKEEWF [ " 'E &7 OOL~ 4 Adky
A A/ T F @
f SSLJ 1

U Yo.

SSLAV E AemX/ »A" O €8, nOY A7 YO.HTTPS "E &/
sstevLlH ° :¥Ym dkwAn WA/ T - wo.SSLan k
HTTPF ~ EFe T, V' A T 1N/ 4oy /: & oYyo.
T5p LxA

Yyn H#wnalEdw, ' (CAYy Ae, - ¥Yn A Llo. ¢+~ o
IDEFWAD T+ Ve )F éd8 yo.seFwA/ €V
v, e Al 4 dtWAT + 0 Y a0 Ho.Yn
+wale paaEL OA . — M n::0= DD CW yo.
» N IEPEM,ASN1d PFX Aq wAn nL yo.fwAak n/
ok e® 5. L ayo.

A PEM(pem) YR dwA" WMea1 OoYyypo.AG T
G #71/ QOQoYyyo.

A ASNi(der) ALL o VR JA Alyo.F1 ELSTq
W?\iE'ﬂ'* [f) y

A PFX(pfx) AEL VR \iiyo.PEM” K ASN1
AqTon ; '
177 3o
cAleYn FwAi oyt EL & ° ngudnopwHRY —
YR dwAn e, , n’ > 4 Yyn Ffyan e > d
47 Wwo.#E 44T A H CAA~ yo.H CAK
om CAn — CAT v EAyo.CADIE + - aenn o

BiccA ™/ [yt |
o1 8F CALLH cCA
TUAL e 0]

T Yyo.

0.CA2/ b FwAn e 3 CA3/ b
Ayo.+ TEGIKEJT AK FWA" e, H=i N
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CA3" AK ffwAn e, 0o "7 wyo. af.. pHwvAdy
T'EGIEAK FWAFw/ A Amiyo.
A ad.. €he cazdwnanr  eq1 AK fwaAg 1+ EL

+ vo.

A " od af.. k€cazdwanr & 4 CA3FwAT
T+ EL & vo.
A " od af.. KE€CALEFwAr & 4 cA2FwAqg
T+ EL & vo.
A AK fwAlE CA2dw A" CALFWA/ §a T 1T
Ty ot/ el 0 vo.
P 1kgwAe, d v TEED Ot vyo.
“uidvne, d v

Certificate issuing

Y

Server's
= e -1 = certificate
Certificate authentication
TLXA p ys (CRL)
CRLEcAs Ae, g ny FwAcuvlns yo.
YR FuAa K€t g ofFBqie CAlEOl LC , — Yn
+wAn 47 OBEAWO.CRY may dwAr + . FI+wAg Ln

T . 00 Ayo.CA" ¥Yn H4waAr n 3 FwA/ sy

okyn Fwa" ;ByYnQk, 1/ yuxF0P O @

" Ayo.fwA" [ BH3 CRV Aot Yyo.
Yyn $+wAOou ko1 CRLDd FWAM A FW AN PC/ Tl ©
Bayo.TiHn QL ¢ [ AKF 7T LE s R AKD A A AR

AYyo.E 4T 7 Ha PC/ AAK Yn F+waAar oA £ o

"AYo. T PCF AK '/ #7THIEHF €, L
— PC/ Anna FwAF CRLL T i
b =E Dok es VEqguypg 207 Vw { AC.

25


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_cfg_web_login_1002_copy.html?ft=0&fe=10&hib=4.3.3.4.1&id=EN-US_CONCEPT_0238344989#EN-US_CONCEPT_0238344989__en-us_concept_0177125691_en-us_concept_0177100120_fig_01

SF®100, SFC9200A= 1 O o= | KT _v1.0.00

412 WEBAa p* 4 E
[ AG 7/ AL~ EGUI G—An = T s
AG 1, 4L E, &/ PCFEG—A" AT A " &

AL ALY

1Software Version V200R020C10SPC500 #

sysname Soltech #

telnet server enable

telnet server-source all-interface #

http server -source all-interface #

pnp-button mode reset -system #

aaa

local-user admin password admin123

local-user admin privilege level 15

local-user admin service-type telnet terminal ssh http

interface Vlanifl

ip address 192.168.0.1 255.255.255.0 #

stelnet server enable

ssh user admin

ssh user admin authentication -type password
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ssh user admin service-type all

ssh server-source all-interface

user-interface con 0 authentication -mode aaa user-interface vty 0 4 authentication -mode

aaa user privilege level 15 protocol inbound all

Oes +°' n,y XDK 1 Qn ¢
«t Qos 200 n, uns oA

0 ¥ \

1. [ Qesn 8" Qo 71, F nEa yo.

<Soltech > system-view
[ Soltech | aaa

[ Soltech -aaa] local -user adminl23 password irreversible - cipher
abcd@123 //Create a local user admin123 and set the login password
to abcd@123.

2. [ Qe=/ b EG + d° o1 lgs yo.
[ Soltech -aaa] local -user adminl23 privilege level 15 /[Set the

privilege level of the local user admin123 to 15.

Warning: This operation may affe  ct online users, are you sure to change

the user privilege level ?[Y/N]y

[ Soltech -aaa] local -user admin123 service -type http /ISet the

access type of the local user admin123 to HTTP.
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[ Soltech -aaa] quit
3. HTTPSAK 501 Ryo.

[ Soltech ] display http server

HTTP Server Status : enabled
HTTP Server Port : 80(80)
HTTP Timeout Interval 120
Current Online Users 3
Maximum Users Allowed 55
HTTP Secureserver Status : enabled
HTTPSecure- server Port : 443(443)
HTTP SSL Policy : ssl_server
HTTP IPv6 Server Status : disabled
HTTP IPv6 Server Port : 80(80)

HTTP IPv6 Secure server Status : disabled
HTTP IPv6 Secure server Port : 443(443)

HTTP server source address :0.0.0.0

(1] NOTE

»A" _ E' & Awmd3 HTTPIE |7 YEy =V Al +wA1 O ¢
HTTP? AL yo.o\ Al g fwAlE— L4n o
S AeqT T dEy YR EwAr OV €1 F P AyoO.

Ayo.fAA

4. [ Ag L »A/ T vo.
[ AG 71, F1.p. snlis ,PC/ A [ WAt en 8~
51 1/ htps/t /P Ti v v 7 Enter v w2 wo. gz [ Ad
T,4# Fn* MAYyo. B 1 " F "Ey [ Qo= Fo n

[ AG ot € yvo.
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User Mame

English ~
(1] NOTE

1 n., Fnk[AG /7 vd 1, F 3 AYyo.

T xDK r B oAkt By t/ yxDK n,.
+n" AYwo.[ AG g Fn/ 20 . — AE
XDK ”Ue - \po

7 6ol — /Kive bve Qo d @Yo (o:!
$#%) N JMT M" P T F Hf- wo.” (5
ThET mmbpw () ' Ayo.

T [ Qoo 2eF  pTE&Q0ue" AG / k= I€
<t A& E[ A& /T, K€HOoy 0o o d
/0 F pTd Oeenn, Alyp AR

O’(—)D/= TA \|JO.

p Ows Fo € SA=1 §—A, p Oce #0 d
(1 AfFI N YV, KT 2EY AQe O

Bryo.vay b >0 Lynmuy 1

Of 1t X0r Lvuw 4 vAn ] leH] L Q@O E%.

YR =

* ~

97 +n ®Wlyy yo.
Weaqr [ $+n ®WLa—AgpAG 0 #%/ b+
TiYyyo.[ Fn MWLy pfit - K€, 1 Soltech™ A |
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O+ /7. % *Nug [ +n ®Mlo-ri « g-as
%o0T 1 yYo.
1. §—A/ [ +n ®WLyri [{Aa¢C.

(1] NOTE
[ +n MLy ;13 Soltech, %N L

f

t rpa@dKaelsg VDRI ¢{" " A>A A

Kaleg o 5% [ 4n ®L

o0 -Tih wo. My L productname -software versi on

O (http://support. Soltech .com/enterprise Yy 1, % 4

number.web page =|= version number.web.7z
[ Fn WLap W/ o yo.a] WL
O-Tih KHI E[ +n ®Wloorin KHT’

e® yo.
% ML §g—A/ 700 KEHI/ b ==E 9ok
crnvw AR,

2. [ #n ®Wlq:y yo.

<Soltech > system- view

[ Soltech ] http server load web.7z

3. HTTPSAX 4" E  yo.

[ Soltech ] http secure -server enable //By default, the HTTP
IPv4 service function is enabled, and the HTTP IPv6 service

function is disabled.

TYn dwAn 1it © SSLavla—n/s éd8 vo.
1. AKTYn Fwazr 4 Bl §g—AN/ %Til yo.
(11 NOTE

SFTP F . + AK #- +wnAz & WL %rin
Boc.acduns 4
MLEOYE =/ Save »)Hypo.8—A/ 8O YE =

" ' g8 mkdir security [ ~ L 4+ 3yo. %
WlLg—A/ Tih KHI/ b ="E 2.k =
Pl Nw AR,
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http://support.huawei.com/enterprise/
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=mkdir
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_cfg_file_0001.html
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_cfg_file_0001.html
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AK = FwAF 4 WL 9%t A Q oo

O./ Adir [ ~t0 /4 %T i AKy #° LwAF
cr WL WAKg, . FeW® n

£ o., 0PN Qy3 M%Tit X/ Q" e¥V ®

A\lJO .”‘OGA%OTII/.I

2. SSLavl,e” ¥Yn dLwAr Tit ywo.4, / AlEPEM
YR dwnAn o1 O yo.
[ SOLTECHSsI policy http_server

[ Soltech -ssl - policy - http_server] certificate load pem -cert

1_servercert_pem_dsa.pem key pair dsa key -file
1_serverkey_pem_dsa.pem authcode cipher 123456

[HTTPSServer-ssl - policy - http_server]  quit
3. SSLavLlg—A/ &46 © HTTPSAXG1 "E  wo.

[ Soltech ] http secure -server ssl - policy http_server

[ Soltech ] http secure -server enable
4 tiayg ¥Yn FwA/ b =E 200 Ryo.

[ Soltech ] display ssl policy

SSL Policy Name: http_server
Policy Applicants: Config - Vébs
Key pair Type: DSA
Certificate File Type: PEM
Certificate Type: certificate
Certificate Filename: 1_servercert_pem_dsa.pem
Key file Filename: 1_serverkey pem_dsa.pem
Auth- code; ******
MAC:
CRL File:
Trusted- CA File:
Issuer Name:
Validity Not Before:
Validity Not After:
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o[

s 'E [~ Ef Ef~VNwy Uw {AC.

1 [ e
LA a8 Ag
T& AAAQ oo 0 local -user wuser- . p Qoo Fo € SA= 2
r e Qoo n name password irreversible - g—A, p Qoo F0 g
£EA Yo. cipher password (f A £2
n v, "€~ =2%f Yy A0«
OEBAyo.v A/ b 7
s |.|_'| nu .t [
Of 1 Xor L uw 2+ vAn
1 KEHT L Q&b E.
b
CLIn G—A/ 1, F
Fj Q‘_’n m n n. P
v " Q- fAC.
T8 AAAO oo local -user user-name service - . peqT T8 Ooc € EG
BEG + L type http T+ Loe o' Ayo.
€A yo.
T4 Ocn local -user user- . PpeqT T8 Qoe
w1l gs yo. name privilege level /evel w1k st 2K
[ $+n WL http server load ~ { file - . peqT AG i £1/
Th yo. name | default } [ +n ®WLGg—A/
THYyo.
sSLav L, e sSSL ssl policy policy -name . peqT SSLaN EY'EHR
AV 0.1 A yo. QAyoO.
SSLav Ll g—Av/ . p SSLsAN E HTTPAK/ A
gdo yo. http secure -server ssl - O« o BAvo.

policy policy -name
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
https://support.huawei.com/enterprise/en/doc/EDOC1100182397
https://support.huawei.com/enterprise/en/doc/EDOC1100182397
https://support.huawei.com/carrier/docview?nid=DOC1100768677
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+server+load
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy

HTTPSAX &

E

[

T

el A

yo.

+n Wy

r

HTTPSAK

K 0

En vy

HTTPSAK/ b

L
r

£ A

ta

vo.

HTTPS'E"H x

SSL
(O

(O
3

Lgs y

£
ns Y

fiAC.

(WS

E

0.

Al
0.

ATy SSL

AN/ b
Lg g

yo.

http [ ipv6 ] secure -
server enable

s

check file -
integrity  filename signature -
filename

http [ ipv6 ] secure -

server port port -number

http server -source -

i loopback interface -number

http timeout  timeout

ssl cipher -suite -

list customization -policy -name

set cipher -
suite {tls12_ck_dss_aes 128 gc
m_sha256 |tls12_ck dss_aes 2
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Axd .  ®mkx "E Yyo.
Ag

20 I .Y S S
A B 2n BT gco
Wr 0- @' Ayo.

p K K443 yo
HTTPSAK/ b 1 & 4  Fan
¢ a &/ T84+ F47 ns

H h J|I|= +6u V“EU"’ len
+ FA¢., omnQua F[~L

£6' 7§ ®' Ayo.

pe4717 HTTPSE'HX 'E, ’ E

paqT G—AKOOQ =X«
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Ooe R WEAyO.
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=check+file-integrity
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=check+file-integrity
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+server-source
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+timeout
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+timeout
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+cipher-suite-list
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+cipher-suite-list
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2, [~
. A s Aa
56_gcm_sha384 |tls12_ck rsa_a A& | ZilEnL R
es_128 gcm_sha256 |tls12_ck  QAyw o tlsl2 ck_rsa_aes_256 chc_sha
rsa_aes_256_gcm_sha384 } 256, tlsl_ck _dhe_dss_with_aes_128 sh
a, tlIsl_ck_dhe_dss_with_aes_256_sha t
Is1_ck_dhe_rsa_with_aes_128 sha tlsl_
ck_dhe_rsa_with_aes_256_shg tlsl_ck_r
sa_with_aes_128_shad tlsl_ck_rsa_wi
th_aes_256_sha] &, non .1
A, NN Qo una WEAKEA
v, FLEgAN - yo.O00L
— oma, nw” O- K1+
‘Y Ayo.
SSLa g M i SSL ssl minimum SSLaV . p Ji SSLKa E
Kel s yo. version {tls1.1 |tls1.2 }
i i tIsl0O s, nw" AL
nQAyo.$+£8 no" O ng
WEAKEA v, 4L gn -
po.00L — ts1.2 8, non
ns K€1+*"Ayo.
M2y Qo= R A SSL  binding cipher -suite - . peqT ‘ SSLavk p
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1. Maintenance( 1 p * P )> System Maintenance( A& - p

‘P )> Administrator( * P m)n ¢ Yo.

2. Create(¢ O, )@ w yo.CreateUser(¢ 1 m ¢ O )b o "
Aqyo.

3. CreateUser(ot m ¢ O_ ) =|=n/ A User name(& + =
Lk ) Password(" )d Confirm password( Ly > L

1’ " & Accesslevel(vi "Y>)d Accesstype(vi 4 y b >1L
¢ Yo.
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fw1Qoe Y'E

System Maintenance > Administrator > Create User

*User name:
*Password: *Confirm password:
User directory.
*Access level Monitoring user -
Monitoring user: has only the right to perform the ping and tracert operations.
*Access fype: Al
HTTR Fie
Telnet Terminal
X25-pad SSH
(Telnet, FTP or HTTP has potential security risks. Select only the required access type.)
OK Cancel

4. Ok( )L w yo.
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2. UserName(& t m £k )s / A Qoo Fo L w o
O = Modify("Ys ) FR0 ;1 yo.

3. User Modify( & 1+ m "YJ ) =|=n/ A Password( © ) d Confirm

0 _ B 1" " & Accesslevel (v
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tem Maintenance > Administrator > Modify U
*User name:
*Password. === esssss =Confirm password:  wessss
HTTP directory:
+Access level: Monitoring user - Forced offline: v (7]
Monitoring user: hag only the right to perform the ping and tracert operations.
*Access type: All
HTTP + FTP
Telnet Terminal
X25 pad SSH
(Telnet, FTP or HTTP has potential security risks. Select only the required access type.)
oK Cancel

4. Ok( )L w yo.
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‘P )> Administrator( ‘* P m )1 ¢ wo.

2. o _uvleg © Delete(Ga)p w yo.AG E_B 1° T F v

ot 4 S0 VAyoO.
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’
10 Total record(s): 5

3. Ok( )L w yo.
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2 Last Login Notification »
Last Access Time : 2019-02-03

14:22:45+08:00
Last Access P 189.44 241164
Count of login failures 0
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View Transceiver Info

2. »A B ®n/ A View Transceiver Info  ( D AT

6. w yo. B 2F £’ o 50" MAYyo.
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w2 ol 50

Monitering » View Transceiver Info
Refresh Interface Name r)
Interface ~ Status ~ Transceiver T.. ~ | Connector Ty.. ~ | Center Wavelengt. ~ | Transmission Distance... + | DDM ~ Manufacturer ~ | Part Number ~ SN~ Production Date ~
GigabitEthemet0in/a ® Apnormal UNKNOWN. c 250 50(50um) 30(62.5um), YES AVAGO AFBR-57DTAMZ- AA1215 2012-04-16
GigabitEthemet/0110 ® Nomal UNKNOWN. e 250 50(50um) 30(62 5um), YES AVAGO AFBR-57DIAMZ AD1339. 20130826
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System Description )
Product model: S5720-56C-HI-AC
Device name: HUAWEI Edit
Uptime: 2 day(s) 38 minute(s) 35 second(s)
Senal number:
MAC: T N .
Software: Y200R010C0ODSPC300 Upgrade
Running patch: Mone
‘Web platform version: 2.9.0.930
4/ £yt oaQ,i 2t Kad, £ 20KV oFq it

A 50F 00 © BAvo.
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Switch Status )
CPU Usage Memory Usage Temperature
14% 30% 48°C
Fan Status
2. B 2% ° =|= CPU Usage (CPU & t 1 ), Memory Usage (mJ P
&@11)d Temperature (§X) L w 4+ «'E O 500 Ryo.
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fuwu20EC 80
/' CPU Usage

Now 12.00% Max 12.00% Avg 1200% Min 12.00%
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O

- Memory Usage
= Temperature
- Bandwidth Utilization
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noow 4 omP 50"/ & wfAvo
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Top 5 Bandwidth Utilization )

Port Name Inbound Outbound

GigabitEthernetl/nf32 | 0% D%
GigabitEthernetd/vs 0% a 10%
GigabitEthernet/lvy 0% a 10%
GigabitEthernet0/0/3 0% a 10%
GigabitEthermnetd/0M12 0% a 10%

Maore

2. a4 Fadg4bs Ooc L Ouz PortName ( Lk)yonq
& Fa&n w § A¢.Bandwidth Utilization (141
or®) AYyo. TN/ AP 2F T+ Fhy AA bSO
O-c LPoBAyo.

L4

w 2 A7 1

~ Bandwidth Utilization

PortNum:  GigabitEthemet0/0/32 -

Input: Now 100.00% Max 100.00% Avg 100.00% Min 100.00%
Output: Now 0.00% Max 0.00% Avg 0.00% Min 0.00%

3.omd#  Fe&g4bs Ooe L Oug Top5Bandwidth Utilization (i -
5° NI dre)y em Coo A=/
Bic More mE )» w yo.PortlList ( us)F AYyyo. b 3

T+ us/ Aomd  F4/ b =E 507 P o @Avo.
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T w3 u A

Refresh Clear Clear All All Types Il
Interface Name « Inbound Bandwidth... «+ = OQutbound Bandwid... «  Inbound Error Pac... «+  Outbound Error Pa... «  Inbound Broadcast.. «  Outbound Broadca... « | Operation
GigabitEthemet/0/3... 100% 0% 0 0 741075648 36281 Details
GigabitEthemetn/0/s 0% 10% 0 0 36881 525977131 Details
GigabitEthemetD/07 0% 10% 0 0 0 526014012 Details
GigabitEthemnet0/0/8 0% 10% 0 0 0 526014013 Details
GigabitEthemet0/0/M .. 0% 10% 0 o 36 522710718 Details
GigabitEtemetn/oi... 0% 10% 0 0 0 524599165 Details
GigabitEthemet0/Di4... 0% 10% 0 0 0 525999453 Details
GigabitEthemet/0/1 0% 0% 0 o o 0 Details
GigabilEthemetn/2 0% 0% 0 0 0 0 Details
GigabitEthemetD/ni3 0% 0% 0 0 0 0 Details

10 Total 52 record(s) D 2 3 4 5 6 >

od HI L O 4 PortList ( usy A s &  F4/ b ES
s0n Sw T P o BAvo.

a hvoecu/ A Fa o L yo.

b. M K> Sy Ua/ +§ K 0 yo.
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feo & Fadrbs Oeelnmy” Fnn Ut~ Aug

ClearAll (f Y p -, )n u o yo.
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1. Monitoring( [ 3 B )L w4 Monitoring( [ 3 B ) Fnn
8 Inte rface Bandwidth Utilization, Log, Alarm 6 % / LI =
L w yo.T1, k€ _B 1" "Fp" A" 7AYyo.

57


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0024.html?ft=0&fe=10&hib=4.3.5.1.5&id=EN-US_TASK_0238347865#EN-US_TASK_0238347865__en-us_task_0177125807_image-0e0024-1

SF®100, SFC9200A= 1 Q o>

wilt, n'H
Log 3]
Time Log Content

IFeb 82011 18:37.44 User login failed. {UserName=admin123, IPAddress=10.135...

IFeb 82011 18:37.03 User login failed. {UserName=admin123, IPAddress=10.135__.

IFeb 82011 17:01:34 User login failed. {(UserName=admin123, IPAddress=10.135__.

IFeb 82011 17:01:34 Last message repeaied 1 times_(InfolD=1103511553, Modul.

IFeb 82011 17:01:26 User login failed. (UserName=admin123, IPAddress=10.135__.

More

2. More(B 6, )» w 4 Viewloglnfo (P* 48 8, ) Fnn
A yo.+ FA/Af[ W "ormbkdnT, 0 POoBAvO.

More(H 8, )0 w 3 xu EQr LP o@Ayo.
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1. Monitoring( f 3 B )L w 4 Monitor ing(f 3 B ) Fnn
8 Interface Bandwidth Utilization, Log, Alarm 6 M / BIIE =
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w1l ORH
Alarm )
Level Content Time

0 0ID 1.3.6.1.4.1.2011.5.25 129.2 2 11 Voltage has fallen belo. . Feb 25 2016 03:05:14

0 0ID 1.3.6.1.4.1.2011.5.25 129.2 2 11 Voltage has fallen belo. . Feb 25 2016 03:05-14

O 0ID 1.2.6.1.4.1.2011.5.25.129.2.2.11 Voltage has fallen belo... Feb 25 2016 09:05:14

0 0ID 1.3.6.1.4.1.2011.5.25 129.2 2 11 Voltage has fallen belo. . Feb 25 2016 09:05:14

0 0ID 1.3.6.1.4.1.2011.5.25 129.2 2 11 Voltage has fallen belo. . Feb 25 2016 03:05-14
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wil1al O AH

Power Status

Slet ID PowerlD Online Status Power Status

0 Power 1 In-service Normal Power

0 Power 2 Offline - Power invalid or ...
1 Power 1 In-service Abnormal Not Supply

1 Power 2 In-service MNormal Power

45 _  E

451z9 E

v\

fa—4 20 h! - "E {§AC.

1. Configuration ( 'E) > Quick Config (z ¢ _ E)L ¢
" % Selectamode (f W A Y 'A Switching (v )L ¢ 4 pm
o "E FN0 L yo.

wilhma @ E

© configuration is delivered only after the Apply button is clicked
Step 1: Select a mode:
Select a mode: ® Swiehng  Routing

@ switching: The switch provides intra-VLAN Layer 2 connection and inter-VLAN separation.

7.

Gateway
O . Routing: The switch functions as a gateway to implement inter-VLAN cannestion.
= ‘i |

Step 2 Configure the port connected to downlink devices

Add Delete

*Interface Name. Port Status. * Allowed VLAN Device Type

Selectinterface

1 PC
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2. Step 2: Configure the port connected to downlin k devices (20 _ :Oyo
BN od> 4 _ N1 . E)®n Add(A w ) wo T /g, nwn
g n Wwihnooouw yo.

1 Ay Fnqgea, . non Ef vo.
10 =9, »A/ 77 H _'E
d- N"Y Ag
L da Fo 09, »A/ Ty A&  Fan t Eyo.
v ¢ 4 4a7 0 01 eyo.
1 ON:d- +g" "E yrdl
T Eyo.
f oFF 4
x "E H"4d L+ €eyo.
-y VLAN + +4" 1 . p VLANp IDD t Eyo.
- e 0§ B /7Ty oA T LEs yo.
bl Pc:e, + E 'Edd+e tq
VLAN:  ~Yyo.
1 G—A:e. T F c. Fe
T 4 VLAN; ~Jyo.
(1] NOTE
ek 4sYs 4 d0 W B yo.d  fan
Ot M3 20_ :0yebP XN aod> 4 _ N1
_E&®dn/ AOQa: wooyo.

3. Step 3: Configure the port connected to the upstream gateway (30 _
fa w,o L =L, 2 g . E)®dn/ A4 +4qn0 ¢ yo.
04 mmdbol ¢ Wi Ayo.

T ¢ wmzg t 30y @il w fAc.
Txtan Mt 71y n ¢ yo.
2€ Ay FRAq R, DO E] yo.
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2%4 P T+ EF/ 7Ty F& L E

o ¢ 4 +ar 0 01 eyo.

1 ON:f:  $6&" E it
T €Eyo.

bl OFF:4 4" x 'E g4l
T €Eyo.

0~ o o E Hrd Lt eyo.

1 oN:e, >~ v "E grdlL
T €yo.

bl OFFe_  ~" " x "E yrd L
T €yo.

e, > ID e, " DMt Eyo.

A noke, °° 0 " ON¥F 3 vo.
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of VLAN  Link Aggregation + 1 & Fd" 1" HiEVLANL + €eyo.

4. A, nwW" € 5 Apply(# 1t )q .t wo.
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1. Configuration ( 'E) > Quick Config (z 9 _ E)L ¢ wo. B 2F " &
hmat ©°i_"E =$nn 8ungag Selecta
mode (f M A ¥ "A Routing (( - )L ¢ yo.
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© Configuration is delivered only after the Apply button is clicked

Step 1 Select a mode

Select a mode: Switching () Routing

@ suitching: Tt ra-VLAN Layer 2 tion and inter-VLAN separation.

Routing: The switch functions as a gateway to implement inter-VLAN connection

%)
N/
.
g
H

Y
A\

Step 2: Configure the port connected to intemal network devices:

Add Delete
“Interface Name Port Status “Allowed VLAN | “VLAN Gateway Address Device Type Address Alloc...
Selectintertace (@ o ) . . . / . . . PC ~ | Configuration SR

62


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0209.html#EN-US_TASK_0238352315__en-us_task_0177125840_fig-209-2




