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1.1 HZFL0

SFC9348A A9|X|= ALY ZF KM A~ A OJHY CHS MH|A S MSSt=S ZEAE KHAICH o A |
2o 7|7HH|E O|H Ul AR XYL T Z[H T L= 0|2 VRP(Versatile Routing Platform) £2ZEQ|0{E

7|$HO 2 SHe SFCO348A A9IXIE 10Gbit/s YAEE S +8217| SsH (18 294 8, &2

ME|GOIE P &2 R StEYO O|HY OAM), 12 & GE ZEE NS LICt ESH EEE(Energy Efficient
Ethernet) % iStack 2 K| BLICE SFCI348A AQK[= 2 AHIZEI0|= HERT AILIZ|20]A
A8 = JELLCL O E S0 AHA HEQAS HM AX2 7|5€ &= ASLCH

1.2 | EAY

O 22|82 ZE

¢+ 1G Base-X 44
¢+ 10G Base-X 4
+  40G QSFP &% 674

¢ ALK 7|& Et2| oF AX|8 RS-232 & ClHI|0|A

+  #2| ZE(Out-of-band) 10/100/1000Base-T Gigabit RJ45 copper

A
EES
A

EES

& £%

=

s ol HEYZ

@ 7| =2| STP(Spanning Tree Protocol), RSTP(Rapid Spanning Tree Protocol), MSTP(Multiple Spanning
Tree Protocol)E A|#dt= A 20|z ADE O|GUl E3 (7= & A %4 O|HUH & Bz A{X|)et &
AAZUJSHEL SEP= O|HH ZA AS M8  E2 Z2EEZR, EZ 8 EZZX, I & EERX|,
AtHA & EZRX S ttet E HERR EEZX| 0| HEELILL 0| ZREE2 HEHO0|D FX| 2|7t
&0[5tH 50ms O|L{O]| tE 2= Tets FoigtL|Ch ERPS & ITU-TG.8032 0f 2|0 Q1o 7|E2)
O MAC & E2|F 7|58 7|HeR ot 22| = 2 £33 A9HS FogHCL

@ 20| HAZ FHSH=E Smartlink E X[ ASLICH SHLES| AL{X|2 012 7H2| Aggregation 22| X|0f|
AEY 5= AN HM A FX|Ql hF G0l A e E L

[ =

o
= A ZX|SH7] I8 O] Wl OAM(IEEE 802.3ah/802.1ag)S A| ¥ TtL|CE.

13



SFC9348A AFEAF A HA _v1.0.0.0

@ ZEEZ 802.1X 2F, MAC T2 215 3 510|HE[E 2B S X[ #StH VLAN IF QIEHO|AHz =™
Q15 X[ HStH AEXIOA s& X HS(VLAN, QoS, ACL)E TS LICE

@ DoS 324 S ALEA U4 SHALERH Wojsts YA HFAHLBZS MIZLICEH DoS 342 AXIE
2= St SYN 8=, Land, 2HZ X ICMP 8 S40| ZELICE AFEXt T4 SH0|= /= DHCP
MH 34, IP/MAC 4 AFd DHCP 28 E2{Y & DHCP CHADR ¢ HZO| ZgtE L}

@ DHCP 25T HioIE HO|E2 43 X |X| &a2lstn HO|E &= YX|SHX| %= 2l AN ct.
DHCP A%d MEg = e ZE 7|58 AHESHH ALEXZL Q15 & DHCP AMHOf|BF SAg = &L Ct
@ 2AUZTH ARP SH& 2 X|YSILICE O] 7|52 ARP AF T ZZAXI7} ARP 22 BT AFISIX| RS2
SEX|RLICE 22|5H0] ALEAHZE QIE U0 FAHo R A = ASLICH

Hz, =7t 74 Qlo] Zgt A= FA| WA, USB 7|EH B 22 *, HIX| EX| T 3 HYX| &4

rx
(¢]

2 M9l Easy Operation & X|&8tL|C}.
FH2 717 7=, YO 0|5, MH|A~ Z2H|KME X J[E 2| X RAIE HYS
£Xst0 o&M HIE2 I A HEZTLICH SNMP(Simple Network Management Protocol) V1, V2 % V3,

CL(EHZE QI O|A), & 7|8 HEQ A 22| A|AHE &= SSH(Secure Shell) V2.0 & AFESHG 22 9

X Ha|g 5= JAELCt =3 24 HEQLI ZLIEHYRMON), [HE 21 SAE, ZE Egfjg 84 &3 Y
HESI 2 242 X|t0] HESI XXzt o IH?“S% Qlet 7|8tS otARLIC

@ EasyDeploy 7|5& X|&gLICE 53] Commander= CHR2AER S2I0[UES| EEZX| YHE TSt
EZEXE 7|HCE Z20|HE ARt HEE Save(MZ)LICH S20|QEE M WE Qo] nHE &=
AE L CH

2y Y ATJZYEE YENOR ZE0|HEQ MY = JYSLICHL £t B ME ZANE =3
UELICH EBF Commandere A HEXIOM M A HEE =Tt
® GVRP(GARP VAN S2 T2 E )2 AFE510] VIAN S5 HjZ, S2 o
GVRPE =& 74 IAEEE F0|11 SHE 82 EETL|C}

® = VLANIZ} 03 3}Q VLANS E &= MUX VLANS X|gtL|Ct.

52| VLANS & VLANI 7HE VLANC 2 22 EL|Ct 7|2 VLANS| ZE = 812 VLANS| ZEQ} Eg
= AKX T 5HR| JHE VIANS| ZEE= ME S4ME =+

= UASHLCE oH2l & VLANS ZEE= M2 SUE =
S LICH VLAN VCMP(EY B2l Z2EE) U VLAN 7|8t AIjd Ea|(VBST) Z2ESE X ALt
|

E
=] o
T USB ZETF Q= A9X[2F USB 7|EH HiZE s+l = ASLCH

N
® Al5E A(Stack)2 XIFBLICE 0] 7|52 0f2) A9IK|S &alx A9i% 2 ALt

Asio] B A9IK| 0|F3t Wl THst0 FA YIS £0|T FA 7 YS WAES ALBSI0] B3
OHE NS B
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@ AEjYe w3t 77| 74 U B

= o
o = L8 = =
ClHtO| &2 ZhefshE LT 2RO fH A2(X[0] 221510

Hojct HEQS EB|E £Y

A
@ sFlow 7|5& X[ALIC} sFlow BEE0f Fol&l YYS A&t Sutdots Ecjg s ME Yt

2 1 MEYs
EPTg £77|2 MAIZIOR MEHLCH £TE ST SA L £ HOME NS o A8,

7|0l HERAE Al 2elot= O =80| LT

X549 o&am

@ /|7 HIO|HE HA[ZI2E T30 HESRZ 247|0] TdE = U= ¥4 5 7|22 MU
HESRZ 2M7|= XX Tof A8 L0252 7|2 HESRS HO|HE 45t HAIZ HESR
HENE S HAISHY HA|0] 22 Moz FESIL JOtH 2N ALEXL 240 &S DX =
HESZ 2ME dot metsto] AL8AL 4S8 st 2& et
@ 2 E eMDI(Media Delivery Index)E H|R510] 2C|2 % HIC|Q MH[AE 2| CHYTH X5 O&M
7158 KIAEYLICE O] eDMI 7|58 &8 2% Xl= F7|H22 SAE +HsI1 2O 8 H|T|Q MH|A
XNHE HESZR 247 E3F00l E05t= 2L EHE L& AdgS & 5= UAELICL of2et HAle2

E HES ZUHY &= o2 20| Ao M2} 20| 3 HIC 2 MH|A EF ZetE

OPS
@ 22?|X|= Python 210 Z[re| i == Jhs A2 Ql OPS(Open Programmability System)&
X| LT} T 2| K= Python 2B EE S8 AQX|Q] 0&M 7|52 T2 UL AM&ELAH 7|58

LSt X5 oaM & T+HE 5= AS L CL

HE ALY

g5 ddy

o 22| (RAM) 4 7|7HHI0| E

Z oy A| ZE 2GB. AFE 7ttt EefAl 22| 27|E 22{H display

version Y= HASL|C}

g F0E AZHMTBF) 56.87 A

I3 42| A|IZHMTTR) 2 A2t

e > 0.99999

MHIA ZE MX| 25 i At SlE
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Hl
oot
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RTC
RPS (RPS)

PoE
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A|CH M3 AH|[(100% X 2| 2,

Hol x|t £&)

Yot 1 2H|(ET 2o

30%, ATIS E=0f 2} HAEE)

SFC9348A AFEAF A HA _v1.0.0.0

29

. AC MY 2E AHS: +6kV(KHE 2E), +6kV(BE 2E)

. DC MY 2E AME: +2kV(KHE BE), +4kV(RE 2 E)

2 K (ENHAM 22 E F2 H2l): 43.6mm x 442.0mm

x 420.0mm(1.72 21X x 17.4 21 X| x 16.5 2/ X|)

» E|CH X|=~(Z0|= MH INEO| ZENAM =H I E 9
SHE MR 2] 7E]): 43.6mm x 442.0mm x
446.0mm(1.72 21X x 17.4 21X[ x 17.6 2 X])

9.2kg(20.28 2 E)

, DEQSFP+ ZE

oF
5

XA =X

%
X A=K ES
: 100 V AC to 240 V AC, 50/60 Hz

DC 3: 240V DC

»  DC ¥3:-48V DCto -60 V DC

» AC 23:90 V AC 0|M 290 V AC, 45 Hz 0| A 65 Hz
DY DC Y¥3:190 V DC to 290 V DC

» DC Y¥:-384VDCto-72V DC

255 QtE

142 QtE
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M
=

of

-5-45°C (23-113°F) @ 1= 0-1800 = & (0- 5906 3] E)

| 2

1 =7} 1800-5000m(5906-16404 T E) I D=7}t 1m(1 T/ E)
=7ve ufotct | 0 2E 27} 1°C(1.8°F)4 ZhAastL|Ct,

10O -

=

i = = |
TH 2271 0°C(32°F)ELt o™ AKX E AlRFE &= gl LICHL

AQX|Q| A5 2= QSFP-5G-ER40 & R ES AFRE [ -23°C
- 104°C(100°F - 4°F) QI L|C}.

-40°C -70°C

< 65dB(A)

5% - 95%, H| &=
0-5000m(0-16404 T E)

KC ¢l

ol

02353AJU

02353AJU-001
02353AJU-003
02353AJU-004

9'2IX] Mount 22+, ¥ & LiAL HE 0|2

O|F & StLtgte FEIEAHLE 2L +2|5i0F & B2 20| B5F0 MES CHAl ZESH0] AL

CHE| "ol 22t AlL.
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[

ol M

2.1 HE°| A7]
SFC9348A AQ|X|C| ME A7|= 442(W) x 420(D) x 43.6(H) mm Y L|C}.
2.2 2@ Ol oj&

Notice : 2% 70|13 HO|28 Z2OZO0| Gl= B, RESET HES 6 = 0| F2X| DAL, CiA|
T8 WK HESS HZO0| BoH

11

A

T
1
|

AAA "\\ A \ \\\ A
e By
VUK

LUK

= al

14 15
1 44712 1000BASE-X ZE 2 10GE SFP+ ZE 47§
HE Itst BE: Mg Jtss 28 X A 0l&:
 GEZS &8 . GEZY 2E
»  GE-CWDM & B & »  GE-CWDM & Z &
»  GE-DWDM & 2 & ,  GE-DWDM & B2 &
»  GE 2| 2 E(10Mbit/s, 100Mbit/s & »  GE 72| ZE(100M/1000M AtE ZX|)

1000Mbit/s Ol A AtS)

»  10GE SFP+ & 2-=(0SXD22N00
x| x| e

[El=]

F

8|

» 10GE-CWDM

0
N

2
2

kl

» 10GE-DWDM

0
N

v 1m,3m,5m, 10 m SFP+ 1= 2|
HOol=

»  3m % 10m SFP+ AOC #|0|=
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http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge-cwdm_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge-dwdm_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge_sfp_copper_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge_sfp_copper_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge-cwdm_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge-dwdm_esfp_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/ge_sfp_copper_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/10ge_sfp+_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/10ge_sfp+_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/10ge-cwdm_sfp+_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/10ge-dwdm_sfp+_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002250.html
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3 40GE/100GE QSFP+ & ZE 6 7| 4 H™X| LA
Mg Jtsot 2E 8 A Oo|&: o2

FSPN O|=1} &HH| AFREIL|C
, QSFP+ & & HX| Ao|Z1t BH AR ELICE

» 1m, 3m, 5m QSFP+ - QSFP+ 11 2|
Aol=

»  10m QSFP+ - QSFP+ AOC #|O|&

,  QSFP28 & ZE(2I0|MAT} 2EE
V200R020C00 O|&f BT oA X[ & &)

' 1m QSFP28 - QSFP28 1< 1|
HO|=(EHo| AT 2EE HE{O| A
V200R020C00 O] & KO A X| & &)

»  10m QSFP28 - QSFP28 AOC
70| & (20| AT} 2 E =l MEHO| A
V200R020C00 O] & B O A X| &l &)

»  2m QSFP28 M8 AEH
7 0] 2(V200R020C10 O|AF H{ T 0f| Af

NEEEE)
Ol 2.
QSFP+ SE|ZH ZEL T EJ} QSFP28 =
QSFP+ =E|Z =2 AHESH=X| O &0
ZtA Q0] 4749 10GE ZEZ E%tst £
ei&L
Jl2Mo = QSFP+ SE|Z EE & 40GE
L EQIL|Ct V200R020C00 O] A MM =

2

MAE ZESI0 LE £ E 100Gbit/s 2
= AELICt 2ol A7t
t=| M assign port-type 100GE EH 2
I AR[X|E CHA| A|ZISHO] ZEE

1T 1=
0t ox no

2
oy
o

100GE ZEZ JAstL|C},
5 SSD7IE && 6 Z&EZE 1
o=
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http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/40ge_qsfp+_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002250.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/100ge_qsfp28_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/100ge_qsfp28_optical_modules.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002249.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002250.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002250.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002250.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002460.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002460.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002460.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/dc/dc_s_hw_002207.html
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ETH 22| ZE 1 7}

PNP HHE 1 7}

5 7

Bk A (B,FAN I &

Hsdt ™ 25 FAN-031A-B (H
= Hi70)

=

PAC600S12-DB (600 W AC & 240 V
DC M@l 2 &) (V200R020C10 O] A
HEOM HE 7ts)
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http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_fan_02352CAB.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_power_02131740.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_power_02131740.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_power_02131740.html
http://localhost:7890/pages/AEL11131/03/AEL11131/03/resources/s_power_02131740.html
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m EEES

= ™ H|
=0 9600

E{o]=] 8

X 1

mz|E|l, =EX 0 e

HZHS admin123

m 2 ZE(EMETHEE)

= ™ H|
IP 192.168.1.253/24

A™ admin

ot admin123

IS SSH, HTTPS
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HE 24

O MO M= Gigabit Ethernet Switch & & X5t Switch 0Of Ciiet HZ R Of CHsl 2 LICH T
&=2S A3 MAISHE =AM 2 EXAHo| et YA L. HIA3FO0[Lt 180 Gigabit Ethernet Switch &
R[St Chg THA S 2tROPUAI2.

3.1 M 2X3HE

12H: ACTE 2E ZHO| 2X|7F 28 &= U= S0 EX|gL(Ct
2 THA|: Gigabit Ethernet Switch 2t =8 =X ALO|0f| 2%t 833 HS FAISHIA|
3THAl: HIEY 3 EX|0f Switch & HZATLICE
A. Switch T1THO| 10/100/1000M RJ-45 & SFP & £R0| & HER A AH0|Z2| otF 2 AZASIYA
2.

to

B. IZZH MH, 3 AHO|HO|L} 2tREHQ 22 HERZ X0 Aol oF E2 AHSUAR
OHf2: Gigabit Ethernet Switch Off CHEH HZ-2 UTP Category 5 7124 0|4 7 O|2te| W EL{3 #|0|E0]

Zogtch
4 THA: A]X|Ql 2H I H0| U= AC 220 ™
2o ™ M LED(Green)7t T4 AM UAELILCE
OHYZ: UEYITL St 2zt AEOOF SHCHH, ZX|Of UPS(R B T SSEXNE At&Ste= AS
D2{SHAlZ| HEEfLICH W ERR HO|H £40|Lt HELIA Downtime & YX|SHA = ASLICL
OHpZ: AR XG0 Me MX| AH| FXE HX|Sts AS n2{StA|7| HEETLICH AQX|7F MX| M FJ0j| 2|3

=
¢ 2ol AUt

rio
1]

EE AL T} Gigabit Ethernet Switch £ M &S

3.2 SFP B & M X|utH

SFP EZHA[H = hot-pluggable and hot-swappable ) LICt AHEXt= SFP port Off EHAIHE E/S &S [f
Gigabit Ethernet Switch 2| M2 T1A{OF & L|C}

CHE Switch, ¥ 3 £ H|O[MO[L} O|C|0] AHEHE HZASH7| HOf crgAr@% 2oISt Al 2.
1.SFP T&o| & 5H2 Z2 0|0|0f fHEAUX| =S AIR. OE
1000BASE-SX 0= 1000BASE-SX &, 1000BASE-LX £, 1000BASE-LX & ¢ ZAd}|Of &tL|Ct,
2.4 "I-M (@] 71|0| ; E|- SFP 7(-|_J.\_ EEIIJ—_||. 0IX|-(‘5|.ix| §|-O|-5|.AIA|Q.
-> T000BASE-SX SFP &0 HZASt2{™ multi-mode fiber 0|2 £ duplex LC H4UE EtYS AHE S} OF
LT}
-> T000BASE-LX SFP H&0f ¢1Z38l2{™ single mode fiber #1022 duplex LC {4 E{ EtQS ArE3}i0F
6I-|_| |:|-_

=]
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3.3 &7loj2 HZEYH

1. SFP EZHA|H{ O [ E2{3 #|O| 2 duplex LC H4EE AZATL|CL

2. SFP 7} AX|E @13 AHO|MO|Lt OJC|f HAHE{ Q| fiber NIC U= EX|Of Switch A 0|&2| L2 & E&
AZgL L},

3. Switch O] HHO| A SFP £&2| LED LNK/ACT & EQISIMA| 2. SFP EZMAIH 7} H|CHZ ZHSHE=X]

4. 237 2ot ZR0= SFP port 2| AZ ZES 2QISL|CL "1000 Force’2 3 RE AFS €22
5t Y& fiber NIC = O|C|0f HHE{QF SHH RS otL|Ct.

3. EYAH BF XA

1. HEQ A 22[Xof| A &l5t ot HEYR &&0| SleX| &S Al2. OfL|H AL O
Switch/ZAH E{ Q| 2t2| QI H|0|AE &3l port E SHA|ISHU Al 2.

2. RE fiber A0l MAHLLICL

3. 8o = SFP 2 =9 £F0[E &L LCL

4. £T0|2 REEA Tor Z=S WiHLIC
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4.1 WEB 219l

1.1 WEB A28 2791 7
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4.1.2 WEB A|AHl 2701 1M

E AIL"HOAM XMS5ts GUI S Sof 29(XIE HE[SHA 225t fAIE = ASLICH & Al2"- 23008

TS| HOf| PC 2F 29(X[7F M2 2t 8 7hsThA| ZeIStH AL,

g

TESIRELL]

ISoftware Version V200R022C00SPC500

#

sysname Soltech

#

authentication-profile name default_authen_profile

authentication-profile name dot1x_authen_profile

authentication-profile name dot1xmac_authen_profile

authentication-profile name mac_authen_profile

authentication-profile name multi_authen_profile

authentication-profile name portal_authen_profile

#

http server-source all-interface

#

clock timezone SEOUL add 09:00:00

#

diffserv domain default

#

radius-server template default

#

free-rule-template name default_free_rule

#

portal-access-profile name portal_access_profile

#

drop-profile default

#

aaa

authentication-scheme default
authentication-mode local
authentication-scheme radius
authentication-mode radius

authorization-scheme default

authorization-mode local
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accounting-scheme default
accounting-mode none
local-aaa-user password policy administrator
password history record number 0
password expire 0

domain default
authentication-scheme radius
accounting-scheme default
radius-server default

domain default_admin
authentication-scheme default
accounting-scheme default

local-user admin password irreversible-cipher admin123
local-user admin privilege level 15
local-user admin service-type terminal ssh http

#

interface Vlanif1

#

interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0

#

interface GigabitEthernet0/0/1

#

interface GigabitEthernet0/0/2

#

interface GigabitEthernet0/0/3

#

interface GigabitEthernet0/0/4

#

interface GigabitEthernet0/0/5

#

interface GigabitEthernet0/0/6

#

interface GigabitEthernet0/0/7

#

interface GigabitEthernet0/0/8

#

interface GigabitEthernet0/0/9

#

interface GigabitEthernet0/0/10
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#
interface GigabitEthernet0/0/11
#
interface GigabitEthernet0/0/12
#
interface GigabitEthernet0/0/13
#
interface GigabitEthernet0/0/14
#
interface GigabitEthernet0/0/15
#
interface GigabitEthernet0/0/16
#
interface GigabitEthernet0/0/17
#
interface GigabitEthernet0/0/18
#
interface GigabitEthernet0/0/19
#
interface GigabitEthernet0/0/20
#
interface GigabitEthernet0/0/21
#
interface GigabitEthernet0/0/22
#
interface GigabitEthernet0/0/23
#
interface GigabitEthernet0/0/24
#
interface GigabitEthernet0/0/25
#
interface GigabitEthernet0/0/26
#
interface GigabitEthernet0/0/27
#
interface GigabitEthernet0/0/28
#
interface GigabitEthernet0/0/29
#
interface GigabitEthernet0/0/30
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#

interface GigabitEthernet0/0/31
#

interface GigabitEthernet0/0/32
#

interface GigabitEthernet0/0/33
#

interface GigabitEthernet0/0/34
#

interface GigabitEthernet0/0/35
#

interface GigabitEthernet0/0/36
#

interface GigabitEthernet0/0/37
#

interface GigabitEthernet0/0/38
#

interface GigabitEthernet0/0/39
#

interface GigabitEthernet0/0/40
#

interface GigabitEthernet0/0/41
#

interface GigabitEthernet0/0/42
#

interface GigabitEthernet0/0/43
#

interface GigabitEthernet0/0/44
#

interface XGigabitEthernet0/0/1
#

interface XGigabitEthernet0/0/2
#

interface XGigabitEthernet0/0/3
#

interface XGigabitEthernet0/0/4
#

interface 40GE0/0/1

#

interface 40GE0/0/2
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#

interface 40GE0/0/3

#

interface 40GE0/0/4

#

interface 40GE0/0/5

#

interface 40GE0/0/6

#

interface NULLO

#

undo icmp name timestamp-request receive
#

stelnet server enable

ssh user admin

ssh user admin authentication-type password
ssh user admin service-type all

ssh server-source all-interface

ssh server cipher aes256_ctr aes128_ctr

ssh server hmac sha2_256

ssh server key-exchange dh_group16_sha512 dh_group15_sha512 dh_group14_sha256
ssh client cipher aes256_ctr aes128_ctr

ssh client hmac sha2_256

ssh client key-exchange dh_group16_sha512 dh_group15_sha512 dh_group14_sha256
ssh server dh-exchange min-len 2048

ssh server publickey rsa_sha2_512 rsa_sha2_256
#

user-interface con 0

authentication-mode password

set authentication password cipher admin123
user-interface vty 0 4

authentication-mode aaa

user privilege level 15

user-interface vty 16 20

#

wlan

traffic-profile name default

security-profile name default

security-profile name default-wds

security-profile name default-mesh
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ssid-profile name default

vap-profile name default

wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default

provision-ap

#

dot1x-access-profile name dot1x_access_profile
#

mac-access-profile name mac_access_profile
#

ops

#

remote-unit

#

return

1. 8 AFEARR 200 f= & TS UL,

-

2. B AFEXtO] CHot HMA FE R AT +ES FEE UL
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{Soltech> system-view
[Soltech] aaa

[Soltech-aaa] local-user adminl23 password irreversible—cipher abcd@123 //Create

a local user adminl23 and set the login password to abcd@123.
2. Y ALEXO| CHEE AMA R B HE =FS AL CH

[Soltech-aaa] local-user adminl23 privilege level 15 //Set the privilege level

of the local user adminl23 to 15.

Warning: This operation may affect online users, are you sure to change the user
privilege level ?[Y/N]y

[Soltech—aaa] local-user adminl23 service-type http //Set the access type of the

local user adminl23 to HTTP.

[Soltech-aaa] quit
3. HTTPS MH MEE FL|C}.

[Soltech] display http server

HTTP Server Status : enabled
HTTP Server Port : 80(80)
HTTP Timeout Interval 1 20
Current Online Users : 3
Maximum Users Allowed ;5

HTTP Secure—server Status : enabled
HTTP Secure-server Port : 443(443)

HTTP SSL Policy

: ssl server

HTTP IPv6 Server Status : disabled
HTTP IPv6 Server Port : 80(80)
HTTP TPv6 Secure—server Status : disabled
HTTP IPv6 Secure-server Port ;443 (443)
HTTP server source address : 0.0.0.0

(10 NOTE
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LAN SW|tCh Username -

Password &  Forgot password?

Language: 24 English

Copyright @ Soltech 2008-2022 All rights reserved
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2. Y HOIX| mtYES =ELCH
<{Soltech> system—view
[Soltech] http server load web. 7z
3. HTTPS MH|AE g atetL|Cf,

[Soltech] http secure—server enable //By default, the HTTP IPv4 service
function is enabled, and the HTTP IPv6 service function is disabled

o CIXE ABSME ZESHY SSL M S A2(X|0f HHI gL ot

o 1= Lod

1. MHO CIX|E 2ASML 7HQl 7| oS A9(X[0f P2 =L
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SFTP £ 0|83t MH2| FAtQIS MLt 71217 TS YP2E o + A2,
HAeIS A et 71 21 7]

o
212 ™ mkdir security 3= &&510] THEL|CH

= I- —
ZLoh= RO Ciet AbMeh LI 82 oY Ba| S HZoHUAIR.

A7|7F oY Mo 3

o7 Ll = AL

2. SSLEMS S LX|E ABME RELLICE O7[0| M= PEM C|X| &
A

ISME 0|2 AFE R LI

=

[SOLTECH] ssl policy http_server

[Soltech—ssl-policy-http server] certificate load pem—cert
1 servercert_pem dsa.pem key—pair dsa key-file 1 serverkey pem dsa.pem

auth—code cipher 123456

[HTTPS-Server—ssl-policy—-http server] quit
3. SSL EMZ ALIX|0f| HFRIYS D HTTPS MH|AE 2HdatetL(Ct.

[Soltech] http secure-server ssl-policy http server

[Soltech] http secure-server enable
4. 2EE CIX[E S MO it iAot §EE =L Lt

[Soltech] display ssl policy

SSL Policy Name: http server
Policy Applicants: Config-Webs
Key—pair Type: DSA
Certificate File Type: PEM
Certificate Type: certificate
Certificate Filename: 1 servercert pem dsa.pem
Key—file Filename: 1 serverkey pem dsa.pem
Auth-code: skskeksiok
MAC:
CRL File:
Trusted—CA File:
Issuer Name:

Validity Not Before:
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=mkdir
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_cfg_file_0001.html
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=dir

Validity Not After:
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local-user user-
name password irreversible-
cipher password

local-user user-name service-

type http

local-user user-

name privilege level /eve/

http server load { file-
name | default }

ssl policy policy-name

http secure-server ssl-
policy policy-name
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
https://support.huawei.com/enterprise/en/doc/EDOC1100182397
https://support.huawei.com/enterprise/en/doc/EDOC1100182397
https://support.huawei.com/carrier/docview?nid=DOC1100768677
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=local-user
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+server+load
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+secure-server+ssl-policy
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http [ ipv6 ] secure-
server enable

clE

check file-
integrity filename signature-
filename

http [ ipv6 ] secure-
server port port-number

http server-source -
i loopback /nterface-number

http timeout timeout

ssl cipher-suite-

list customization-policy-name

set cipher-

suite { tIs12_ck dss aes 128 gc
m_sha256 | tls12 ck dss aes 2
56 gcm sha384 | tls12 ck rsa a
es 128 gcm sha256 | tis12 ck_
rsa_aes 256 gcm sha384}
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=check+file-integrity
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=check+file-integrity
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+server-source
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+timeout
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=http+timeout
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+cipher-suite-list
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+cipher-suite-list
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ot

ssl minimum
version { tls1.1 | tIs1.2 }

binding cipher-suite-

customization customization-

policy-name

1. certificate load pem-
cert cert-filename key-
pair { dsa | rsa } key-
file key-filename auth-
code cipher auth-code

2. certificate load pem-
chain cert-filename key-
pair { dsa | rsa } key-
file key-filename auth-
code cipher auth-code
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http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+minimum+version
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=ssl+minimum+version
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=binding+cipher-suite-customization
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=binding+cipher-suite-customization
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certificate load asn1-cert cert-
filename key-

pair { dsa | rsa } key-file key-
filename

certificate load pfx-cert cert-
filename key-pair { dsa | rsa }
{ mac cipher mac-code | key-
file key-filename} auth-
code cipher auth-code

free http user-id user-id

web welcome-

message message

display http
user [ username username]

40

SFC9348A AFEAF A HA _v1.0.0.0

EE

PEM QISM = ISM Helg 2=
0 AFEXEZE CAOIM CIXIE BM Ee=
ASAM Holg 2ASs=X| off0f met

Che B8 & ILIE HSHUAIR

FH 12 PEM OX|E ASME
Z2EStD JjQl 7] g X|Fst= O
A E L.

YH 2= PEM 2SN MRS ZESID
HQ 7| e Xgste ol A& E U

A 2RX[= Z) 5 | SAl 222

# AFSAIE Klguct

St
on
£Q
blo

ot
onl
£Q
dlo


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=certificate+load
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=certificate+load
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=free+http+user-id
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=web+welcome-message
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=web+welcome-message
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=display+http+user
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/cmdqueryname=display+http+user
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A= 1 AEA S
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*User name:
*Password: *Confirm password
User directory:
*Access level: Monitoring user -

Monitoring user: has only the right to perform the ping and fracert operations

*Access type: All
HTTP FTP
Telnet Terminal
X25-pad 88H

(Telnet, FTP or HTTP has potential security risks. Select only the required access type.)

oK Cancel
4. OkEteh= = UL

6.3.1.2 At8%} £d #HE

1. Maintenance(SX| Z2]) > System Maintenance(AM 28 §X|
#a]) > Administrator(22|XhE MEiSFL|CT,

2. User Name(AHEX} 0| F) & O M AFEXAL O| F2 S &5t ALE AL Modify(5%8) T O|X|E
ELILCF.

3. User Modify(A-& X} +=7d) 10| X| 0| A Password(2=) 3 Confirm password(2= 2Q1)0j|

|
s Yot J8 11 20| Access level (& &) 1t Access type(B% /9) at=

51


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0011.html?ft=0&fe=10&hib=4.3.4.2.2&id=EN-US_TASK_0238347852#EN-US_TASK_0238347852__en-us_task_0177125756_fig_s_web_0e001102

SFC9348A AFEA dHAM _v1.0.0.0

5 'm Maintenance = Admini I ify Use
*User name:
*Password: ssmsss =Confirm password: LTI
HTTP directory:
=Access level Monitoring user - Forced offline: v [7]
Monitering user: has only the right to perform the ping and tracert operations.
=Access type: All
HTTP + FTP
Telnet Terminal
X25-pad SSH
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oK Cancel
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System Description 2 Suitch Status 2
Exaductmodet Stcesss CPU Usage Memory Usage Temperature
Device name: Soltech Edit | ] \
Uptime: Zhour (s) 51 minute () 35 second (s)
0 o 0,

4% 15% 30°C
Serial number. 102246640600
MAC: 0021-6DF7-D630

Fan Status
Sofware: V200R02ZC00SFC5008352 Upgrade

0] 0
Running patch $5732-1-4200r0225ph 120 pat
Wb platform version:  222.00.500.932 Upgrade
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1. =7 ZZ0|A Monitoring(2L|E{¥)S Z2/3tL|Ct.

HA|ELICH

231 ALY LY

System Description

Product model:
Device name:
Upfime:

Sernial number:
MAC:
Software:
Running patch:

Veb platform version:

(1] NOTE
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= n

SFCO9348A

Saltech

3 hour () 15 minute (5) 47 second (3)

102246640600

0021-6DD0-DD30

V200R0Z2C00SPCS00B352

§5732-h-v200r0225ph 120 pat

2.22.00.500.932
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1. =7 2Z0|M Monitoring(2LE®™)S S2|LICh 12 1 3t Z0] 29X SEfZF EA[E LICH

3% 1 A9 HEf A
Switch Status )

CPU Usage Memory Usage Temperature

4
14% 30% 48°C

2. 1% 2 9 Z'0| CPU Usage(CPU At%), Memory Usage(H| 22|

A8 ) X Temperature(2k) B S =00 XAt JEf SEE SLICH
A% 2 M SEf =

N CPU Usage

Now 12.00% Max 12.00% Avg 12.00% Min 12.00%
100

a0

40

20

~»  Memory Usage

> Temperature

~>  Bandwidth Utilization

K £ S&ol0 CHE oEf & ZHof Tt o= A LT

4.4.4 TOPS CHE &8
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i,

1. Monitoring(2 L E{™d)2 2250 Monitoring(Z2LIE{d) L|0|X|E E1 Interface Bandwidth
= 2 SEYLCL 18 1 1 20| &% 54

off A
CIE{HO|A Y F MEE0| EAIELC

Utilization, Log, Alarm §2| &I

o

-1 49570 A =F MEE

Top 5 Bandwidth Utilization )
Port Name Inbound Cutbound
GigabitEthernet0/0ri2 | 00% 0%
GigabitEthernetD/rs 0% d 10%
GigabitEthernetD/li7 0% da 10%
GigabitEthernetd//s 0% a 10%
GigabitEthernetD/ior12 0% da 10%

Mare

2. £ QHHO|ALS HE MEES £2{H Port Name(ZE 0|F) ot2fio] QIHHO|AE
2 85I Al2. Bandwidth Utilization(CHHE A& &)0| EA[E LICL T O[X|Of|A Z1E 2 ot
Z0] O] AHH O[22 HAIZH AR ABES = + UASLICH
a8 29X &8

< Bandwidth Utilization

PortNum:  GigabitEthemet0in/a2

Input: Now 100.00% Max 100.00% Avg 100.00% Min 100.00%
Quiput: Now 0.00% Max 0.00% Avg 0.00% Min 0.00%

3. CtE2 QIEHo|A9 Y E AHEBES E2{™ Top 5 Bandwidth Utilization(4¢l 5 7 CHHZ

A2 E)o| RE2Z &It 2 M2[0f U= More(XHMI3])E S2/8tL|Ct Port List(ZE

SE8)0| #A|ELICE O E 3 0t 20| ZE SRO0|M CHE QHT|O[A0] CHet XiME YEE & =
U LIL.
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1% 3 ZE 28

Refresh Clear Clear Al All Types jol
Interface Name « Inbound Bandwidth... « | Outbound Bandwid... +  Inbound Error Pac... Qutbound Ermror Pa... « Inbound Broadcast... « | Qutbound Broadca... « | Operation
GigabitEthemet0/0/3. 100% 0% 0 o 741075643 36381 Details
GigabitEthemet0/0/5 0% 10% 0 1] 36881 525977131 Details
GigabitEthemet0/0/7 0% 10% 0 0 0 526014012 Details
GigabitEthemet0/0/38 0% 10% 0 o 0 526014013 Details
GigabitEthernat0/0/1 0% 10% 0 0 36 522710718 Details
GigabitEthemnet0/0/1... 0% 10% 0 0 0 524599165 Details
GigabitEthemet0/0/4. 0% 10% 0 ] 0 525000453 Details
GigabitEthernat0/0/1 0% 0% 0 0 1] 0 Details
GigabitEthemet0/0/2 0% 0% 0 0 0 ) Details
GigabitEthemet0/0/3 0% 0% 0 1] 0 0 Details

10 Total 52 record(s) D 2 3 4 5 6 >
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1. Monitoring(2L|E{¥)2 = 2/5}0 Monitoring(2L|E{3) I 0|X| £ €1 Interface Bandwidth
Utilization, Log, Alarm 52| 21Z0f Q= —~2 Z2/gct 21 12 1 1

€0 21 M40 EAFLIL,,

21 23 44

Log 3]
Time Log Content
IFeb 82011 13:37.44 User login failed. (UserName=admin123, IPAddress=10.135...
§Feb 8 2011 18:37.03 User login failed. (UserName=admin123, IPAddress=10.135...
BFeb 8 2011 17:01:34 User login failed. (UserName=admin123, IPAddress=10.135...
BFeb 8 2011 17:01:34 Last message repeaied 1 times_(InfolD=1103511553, Modul...
IFeb 82011 17:01:26 User login failed. (UserName=admin123, IPAddress=10.135__.

Maore
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2. More(H E7|)

£ 22/3}0] View Log Info(21 ME H7[) H0|X| 2 EA|SL|Ct O] H|0|X|0f A
HAEI I =

MRS 2 5 ASLLCL
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H
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More(E| 27))E =513 H B2 2EE & + AsHCL

2At

1. Monitoring(2L|E{¥)2 £ 2/5}0 Monitoring(2L|E{2) 1 0|X| £ €1 Interface Bandwidth
Utilization, Log, Alarm §2| 21Z0f Q= g 2|3t 22 12 1 3}

Z0| & Mo EAIELCH

81 ZE AN

Alarm )
Level Content Time

o 0ID 1.3.6.1.4.1.2011.5.25.129.2.2.11 Voltage has fallen belo... Feb 25 2016 09:05:14

0 0OID 1.3.6.1.4.1.2011.5.25.129.2 2 11 Volitage has fallen belo... Feb 25 2016 09:05:14

o 0ID 1.3.6.1.4.1.2011.5.25.129.2 2 11 Voltage has fallen belo... Feb 25 2016 09:05:14

o 0ID 1.3.6.1.4.1.2011.5.25.129.2.2.11 Voltage has fallen belo... Feb 25 2016 09:05:14

0 0OID 1.3.6.1.4.1.2011.5.25.129.2 2 11 Volitage has fallen belo... Feb 25 2016 09:05:14

More

2. More(E| 27|)E 28510 7|2 Historical Alarm & Event(Z 2 % O|HIE) [{0|X| &
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LT §X|7r PoE T S& TXIE X|SHK| Y= B2 A8 7t5% & PokE T3 8 & PokE £
TEHo| M3 HEf MM ®A|IZX| sLCH
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1. Monitoring(2L|E{&)2 Z2/5l0 Monitoring(2LE{&) I|0|X|Z €1 Interface Bandwidth
N,
Utilization, Log, Alarm & 2| &1Z0] =2 SEILCE 12 1 1af 20| M &Ef7}
HA|EL|C
a1 A AEf M
Power Status £
Slot ID PowerlD Online Status Power Status
i] Power 1 In-service Normal Power
1] Power 2 Offline - Power invalid or ...
1 Power 1 In-service Abnormal Mot Supply
1 Power 2 In-service Normial Power
4.5 4
=
4.5.1 w2 3o
pS|
=P
298 HES HEA FESHUA .

1. Configuration(7%) > Quick Config(ttt2 T/d)2 M

mode (2 E MEH)0f| A Switching(Hgh= MEiSIO] w2
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1 WE e BE 7Y

© configuration s deivered only after the Apply button is clicked.
Step 1: Select amode
Select a mode: Switching Routing
@ Sswishing: The switch provides inira"VLAN Layer 2 connection and infer-VLAN separation.

Gateway
: Routing: The switch functions s a gateway to implement inter-VLAN connection.

Step 2: Configure the port connected to downlink devices

Add Delete

“Interface Name Port Status *Allowed VLAN Device Type

SelectIntertace

8

2. Step 2: Configure the port connected to downlink devices(2 Tt : Ct2 &3 EX|of|

HEE ZE F4) otzfel Add(F7hE 2&/st1 il -5 dF% 2 &5 SYLCL

# 12 BAE HO[X|of Dj7fH-5 S FE LT

Oh 71 & 5 29
QIEHO|A~ Ol  Ch233 HX[of AZE AHHO|AE LIEFHLICE

ZE A MEdS} ol

MEdoh QIE|E| 0| 20| MEHE LIEHRHLICE
e ON: 2IHH|O|A7} 2ot ASS LIEHHLICY.

e OFF: QIET 0|27} H|Z2 Yot =|AS5ES LIEFHLICE

{22l VLAN OIE{H|O| A7} &% 7|2 VLAN 2| ID £ LtEFHL|CE,
717 BF CheAER ZEO HZE X S dYTtL|Ct

T30| 2= QETO|AE S EOI0| FdetLIC AEIO|AS AX|SteH 2 THAl:
Ct2d3 X0 @EE ZE /g or2fol M A IS S =L CH

3. Step 3: Configure the port connected to the upstream gateway(3 TH7|: IAEE
AO|ESfof0f HAEE ZE /) Of2{of| A QBT O[AE MENSEL|CE
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# 2 = BAE HO[X|of Dj7f -5 S FE LT
#2 HY2EE AO[EQ 00 HZE AHHO|A 9
LT
Ze ME|  MEE QIEm0|A0| MBS LiErYLCH

e ON: 2IHH|O|AT} 2gotE|ASS LIEHHLICY.

e  OFF: QET 0|27} H|Z Yot A S LIEFHLICE

3 A Y3 A7t 2GSt ASS LHEFEL T,
e ON: 33 A7 23t/ ASS LHEHE L.

e OFF: g3 IA 7} HEget=ASS LIEFELICE

Y3 @A D 3 A IDE LIEFELC

Of oj7fH== 3 TA JEI7t ON Y I FEELCh

5185 VLAN  Link Aggregation S 2| QIE{H|0| AT} =ItE|= VLAN & LIEFRL|CE

4. DRIHEAE HE S Apply(H8)S ST

« 2t Y RES WEA FISHAIR.

1. Configuration(74) > Quick Config(til& %)= MEigL|Ct 12 2 of Z0| 2 2t &
2E 74 Ho|X|E ¥2{H Select a mode(ZE +;I EH)0j| A Routing (Bt E)S MEABHL|C}.
% 242 2t*Y 2E 3

@ Cconfiguration is deiivered only afier the Apply button s clicked.
Step 1: Select amode
Select a mode: Switching Routing
@ switching: The switch provides inra-VLAN Layer 2 connection and inter-VLAN separation.

Routing: The switch functions as a gateway to implement inter-VLAN connection.

Step 2: Configure the port connected to internal network devices

Add Delete

“Interface Name Port Status “Allowed VLAN | *VLAN Galeway Address Device Type Address Alloc...

Select Interface

:

PC Configuration v X
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2. Step 2: Configure the port connected to downlink devices(2 T+ : Ct2 23 ZX|of
oA E M) ofzlo| Add(E7HE S2stn oj7 B2 MEet s Y 2 2o

—

fl

3 2 BAIE HO[X|ef Df7f -5 S FE LT

— =]

# 3 UF HESRI FX|of A2 ZE 714

OH 7H & 5 29
2IEH 0|~ O] & L2 HEQT X0 AZE AEHO|AE LIEFHLICE
HE JEY MESH QIE I 0| 20| HE{E LIEFLICE

ON: QIE{TO| A7} Eyot | S5 LIEFHLICH

OFF: QIE{H| 0| AT} B2 Y5t 5S LIEFALICE

5|2 & VLAN QIE{H|O| AT} &3t 7|2 VIAN o ID £ LIEFRHL|CE
VLAN 0| E4J|0| QIE{H|O|A Q| |p F=AQL MEU OAT S LIEFH L|CH
EPN

77| B8 e HEIo AZE Ko RS EYehLCt,
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DHCP(EZ AMH)

DHCP(JZH AfH)

(0 NOTE

T80| =2 QAT O|AE SE5H0] I LIC AEIO|AE AX|SH2H 2 THAl: LHF
HEHI X0 HEE ZE g or2foll M A E S =L CH

3. Step 3: Configure the port connected to the upstream gateway(3 TH4l: YA EE
HOIEH ool HAE ZE F) OF2fO| A QBT O] A S HESILICY.

# 4 = BAIE HO[X[e o7 Hi~S HFTLIC,

—
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ZE HEf MESH QIE{T|O| A Q| AENE LIEFHL|CE

ON: QIHIO|A 7} eSS LIEFELICH

OFF: QIE{ I 0| A7} HIZStE| A S-S LiEFRLICE
23 A 3 A 2 stE|USS LHEFHLICE

ON: 3 ZAH 7 gdstz|ASS LiEp- LT

OFF: @3 A7t 2B ASS LIEFALICE
g3 A b g3 A D E LIEFHLICE

O o7& &3 TA MEf7 ONY I R=ELICH
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4.5.2 7|2 MH|x

4.5.2.1 QE oA EH

4521174 27|

=Na
= ot

O| H|O[X[0f|A CIEHO]A &EH |55 = & ASLILC

—

2At

1. A& Configuration(7+4) > 7| & MH|A > OIE{H|0|A M7 > MH|A QIE{TO|A

nx

g . 12 1 0t Z0| View Configuration & S2/gtL|Ct.

2% 1 74 2
Step 2: Select Interface

@ selectthe same type of interfaces during bateh configuration
Siot 0

Step 3: View Interface

Clear Ci Clear all on the interface and shut it down (stack ports will not be shut down).

2. CIEmO|A Ol0|2E SE3t0 AHIO|AE MESL T oF Ho

[e]3

tLtel QIE T Of AT A4 e

2 2 2F Z0] 3EAMAM 2AHTo|A 7|5S AR L

—/
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a3 2 eI oA £ B

Step 3: View Interface

Interface: GigabitEthernet0/0/4 Link Type: negotiation-desirable
Interface Status: Down IP Address: =

Default VLAN: 1 Mask: =

Voice VLAN: - Tagged VLAM: -

Add Voice VLANM to Untag VoIP:  Disable Untagged VLAN: -

LLDP Enable Auto-Negatiation: Disable
Port Isolation: Disable Duplex Mode: Full-duplex
Port Security: Disable Interface Rate: 10000Mbit's
WAC Address Limit: = Jumbo: 9216
Loopback Detection: Disable Combo: -

Trust Priority: 8021p-outer Flow Control Disable
Eth-Trunk: = EEE: Disable
Eth-Trunk Mode - Power Saving Mode: Disable
Load balancing mode - WAC address flapping action: -

Clear Configuration  Clear all configurations on the interface and shut it down (stack ports will not be shut down).

4. QlHEojAo 2E 4 Mot 7= 27

mjo

=1
=

rio

ot 8 X718 LI 780

AMEH M| 0| AT} Bl g et E L T
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45212 PCO| ¢4

O O
[

ARQIX|E PCO| HZASH = MH|A 3 AFEHO)| 2t 7|2 VLAN, ZE HOoH T E ZAHF| 59| 7|
AELICE.

2At

1. Configuration(Td) > Basic Services(Z|& AH|2) > Interface Settings(QIE{H| 0| A

%) > Service Interface Setting(AH|A QE{H|O|A MHH)2 MEISHL|CE T1E 1 1f

[N = =

Z0| Connect to PC(PC O] HZ&)S Z=istL|Ct.

=

2. A™Y1PCO AZE ZE 237
Step 2: Select Interface

© selectine same type of interfaces during batch configuration
Siot 0

® Mot supported D Selected Down - Up ﬂ Shutdown

®=
Step 3: Configure Interface
/ Enable link aggregation ~ Load balancing mode:  sre-dstip -
Interface Status *Eth-Trunk Eth-Trunk Mode * Default VLAN PortIsolation Port Security WAC Address Trust Priority Operation
( @_‘ Manual load balanci  ~ 1 8021p-outer hd More Configurations
Auto-Negotiation Interface Rate Duplex Mode Jumbo Combo Flow Control EEE Power Saving Mode
@_' - A auto -
Apply

E [y | B
. Ol3 ZE 00|22 2otol 0|23t TES MESLT TE OF0|22 ChA| B2otol
ZE Mg Fag
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1. Configuration(T+%d) > Basic Services(Z|& AH|2) > Interface Settings(QIE{H| 0| A

%) > Service Interface Setting(AH|A QIE{HO|A )= MEASL|CE 18 1 1t

Z0| Customized(AHEX} X|7d)2 Sl etL|Ct

L

Step 2: Select Interface

Slot0 O
& o 0.0

(7] EI =) ©
@ e 0 - - e . O e -

Step 3: Configure Interface

/| Enable link aggragation

Interface Status: L ID“

Load balancing mode: src-dst-ip -
*Eth-Trunk:

Eth-Trunk Mode: Manual load balancingm =

Link Type: Hybrid -
*Default VLAN. 1

Pass VLAN(Tagged):

Pass VLAN(UNtagged)

Auto-Negotiation (@ o ]

Interface Rate: - 2

Duplex Mode Full Half

Jumbo 2

Combo type: o Auto Copper Fiber

Description:

MAC address flapping action -None - v

Apply
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Step 3: Configure Interface

Interface Management Status Detection Result
GigabitEthernetl/0/4 Down The network cable is faulty. Details
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Step 3: Configure Interface

Interface Management Status Detection Result
GigabitEthernetDi/4 Down Loopback packet test succeeded.
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Refresh Interface ol
Interface « Status « Transceiv.. «  Connector.. «  Center Wavele.. «  Transmission Dista.. «  DDM = Manufactu.. « | Part Number « SN & Production Date «
XGigabitEthernet0/0/3 ® Nommal 1000_BASE S.. LC 850 275(0M1),550(0M2),10.. YES JOsu PLRXPL-VI-S24-HW CC18QQ.. 2012-04-28
XGigabitEthernet0/0/4 ® Abnormal 1000_BASE S LC 850 275(0M1),550(0M2),10.. YES HUAWEI 02315204 CD51QQ3 . 2013-12-19
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4.5.2.3 VLAN

4.5.2.3.1 VLAN

=]
T'__ﬁH

e A2|X|= VLAN 1 O A VLAN 4094 77}HX| 4094 7H2| VLAN € X|&lstL|C},

eVLAN 2 M2 S41e 27t gle SAEE AE|ot0] EREIfAE EjEZ £0[1 HERA

98


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0411.html?ft=0&fe=10&hib=4.3.6.4.2&id=EN-US_TASK_0238352340#EN-US_TASK_0238352340__en-us_task_0177125956_image-17-1

o VLAN MM

SFC9348A AFEAF A HA _v1.0.0.0

1. Configuration(t4d) > Basic Services(7| &2 AH|2A) > VLAN 2 ME{StL|CE

=

2. Create(Tt

% 1 VLAN

Create VLAN

*VLAN ID:

VLAN attribute:
Create VLANIF

IPv4 address:

IPvE address:

Add Interface ()

H
rlo

H 1 VLAN 44 & st

P TES

VLAN ID

M
=3

VLAN &4

IPv4 F4

NE 2

AR
o

VLAN “d7d Ciz} AXFol O 7H

pS|
o

Description:

Common VLAN SVF multicast VLAN

Mask:

Prefix length:
oK Cancel
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UL R

OfAZ 1P A0 NEY OLAIYLITE Of BiFfEAE M
AbgiLITt,

IPv6 4 IPv6 (0l FC00:0:130F:0:0:9C0:876A:130B). O]
O 7§ 2= 4= AbetO|Df VLANIF QIE{T O] 2 0f CHBHA 2F

HE T MEAO ZO|. O] Df7f = MEAIZO|D gf Hel=
20| 1-128 YL|Ct

VLAN Lf  VLANOi|A ARP ZEA|E 2ot X| {25 LIEHH LT}
ZEAl ARP

=
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J= 2VLAN O ZE F7}

Create VLAN X
SVLAN ID: [ l Description:
WLAN attribute: (*' Common WVLAN SVF multicast VLAN
Create VLANIF
|Pv4 address: ) ; ) Mask: -
|Pv6 address: Prefix length: (+]

Add Interface (&)
Select Interface

Interface Mame Operation

No data.

OK Cancel

5. QE{mjo|A MES SEELIC F7t A H 0|2 HO|X|7t HA|FLICH Z0| OF 3.

Add Interface

The interface ¢an be configured as access or trunk interface.

Slot 0

s “ o om o

[l il [ | [ Fil |
® - - ® 5] )

W w8 v oW om =m x m m w m o\ W W™ M @& &4 2 3 4

Stack
Not A . | i Electrical Opical Eth- .
g [CJosecks [Joon v Shoow ® I A parbe

6. OkEohe Z2IgtL|CH VLAN BHE 7| CHst AXE7F EA|E L Lt
7. OkEehs =Lt
e UM O Z VLAN A M

1. Configuration(7%) > 7| & AMH|A > VLAN £ M & ghL|C},

2. YE YHES SESL T HiXl= VLAN 44, EA|Z|= CHSE oA oM 20| 8
4. 075 2L
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O% 4 L2 VLAN 4o

Batch Create VLAN X

*WLAN 1D: (1-4094, containing integers
and ranges, for example:

1,357)

3. OkEtehs &=Lt
o VLAN 2|
1. Configuration(7%) > 7| & AMH|A > VLAN £ M & ghL|C},
2. A AXLOf VLAN ID £ 2L Ct VLAN ID £ Q5K oM MM o= VLAN O]
HEA|EL|CE
3. 222 Otk 12 59 20| VLAN O] EA|EL|CH
J2 5VLAN 22
VLANID ~ VLAN Deseription ~ VLAN Attribute ~ IP4 Address/Mask « Interface List
1 VLAN 0001 Common VLAN View Interface
10 VLAN 0010 Commeon VLAN View Interface
20 VLAN 0020 Commeon VLAN View Interface
10 v Total 16 record(s) - 2 >
4. QIE{Ho|A H7|E Z=TL|CE VLAN O] =7Hel QIHH0|A = 1 &l 6 0f 20| EA|EL|CL

a3 6 27| AHE0]~

Slot 0

e VLAN £+=H

1.

Configuration(74) > 7|2 AH|A > VLAN & M & ghL|C},

2. VLANID & S&/&fL|Ct =78 VLAN O3t &X7F AL CHZ0] 28 7. # 1 2 Modify

VLAN CHzt & ALOf Oj7ff =5 2 F LT
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a3 7 VLAN =%

Modify VLAN X

0 Modifying VLAN configuration will cause service interruption.

*VLAN ID: Description: | VLAN 0001

VLAN attribute: ' ®* Common VLAN SVF multicast VLAMN
+ Create VLANIF

IPv4 address: ) ) ) Mask: 24 (255.255.255.0) v

|Pv6 address: Prefix length: (+]
Intra-VLAN proxy ARP:

Inter-VLAN proxy ARP:

Add Interface ()

0OK Cancel

3. ZQo o2t oj7h M gte HEY LT

4. OkEehs SEgct.

o VLAN AH|

1. Configuration(/d) > 7|2 MH|A > VLAN 2 ME{ &L|C}

2. ATHIZ VLAN S Metstn 22| A A AHO|A VLAN S AFHZX| 0128 25t
(1) NOTE

VLAN 1 2 7|2 VLAN O|§ AfK|g =~ gl&LICE
3. OkEehs ZEgL
o L VLAN 2K
1. Configuration(7d) > 7|2 AMH[A > VLAN S A& gL|C}

2. U AKIE SUTLICH AT AR VLAN | T2} AXE7F EAIELICH 20| T2 8. of 74

i
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%l 8 Y VLAN AHK|

Batch Delete VLAN

0 When VLAMSs have related configurations, the VLAMNS may fail to be deleted in a batch
Attempt to delete these VLANS from the VLAM list.

*WLAN 1D: (1-4094, containing integers and

ranges, for example: 1,3-5.7)

oK Cancel

AHIE SR AIL-0|M VLAN S AHEX| 25 25U
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1. Configuration(7%J) > Basic Services(7| & A{H|2) > VLAN > VLAN £ MEigrL|C},

2. Create(R+=7|)E Z=/ELICE. VLAN E 2HS7| CHat MXH7F BEA|EL|CHZ0] 18 1.
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% 1 VLAN 2 44

*VLAN pool name: VLAN assignment mode: Hash

VLAN 1D: Q@ X (14094 containing integers and

ranges, for example: 1,3-5,7

oK Cancel

# 12 Ho|X[e| o7 H+F AFLC

B 1VLAN E MM

Of 74 H <= AE
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VLAN ShCh VLAN %O| VLAN %’J E"_T‘_E|§
=)= XEg k.

mjo

A EE B2

e VLAN &% 2112|E0| Hash £
HYE™ MAC TA2| sfA| ZADtE 7|Ete 2
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1. Configuration(74J) > Basic Services(?| = A{H|A) > VLAN > VLAN £2
MERSHLICE,

N

VLAN € 550|M VLAN 22| 0|ES S&LICt. VLAN & 31 20| 0] X|7}
HAIELCHE 1

1. Configuration(4J) > Basic Services(?| = A{H|A) > VLAN > VLAN &2
AMENSHL| T

no

gt VLAN E2 MEISt D M E S L|CH A|IAEO|A VLAN 22 A K|
= L
=

3. Ok(=tehs =g
«VLAN 25 M2 JF Lt

1. Configuration(%J) > Basic Services(7| = A{H|A) > VLAN > VLAN €2
MENSHL| T,

2. Refresh(M 2 1&)S =L Ct

6.5.2.4 DHCP

4.5.2.4.1 DHCP =& &

0O OH
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O MMOJME HEYRO S2A0E IP FAS SHOE RYGES MY Fo B EE QHT0|A Fa
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1. 212 1 1t 20| Configuration(7%d) > Basic Services(7|& A{H|2A) > DHCP > DHCP

C
Address Pool & MEHGHL|CY,

a8 1 WYH22 DHCP g-d3t

DHCP Address Pool DHCP Relay

oHeP stats: (_ ED)

Address Pool List

Create Delete Display Address Pool Refresh

Address Pool Name Subnet Address « Subnethask Gateway IP « Lease «

Vianift 192.168.11.0 255.056.255.0 1 Day 0 Hour O Minute 0 254

10 Total record(s): 1 D
2. DHCP &EHE ON S 2 MHM3I0 DHCP € ™ MAXCZ =435t}

o DHCP =& & 4

1. Configuration(7t4d) > Basic Services(7| &2 AH|2) > DHCP > DHCP F

k>
e
njo
>

Ju}

gj
-
iul

2. Address Pool List(F4& & 558)0| A, Create(US7])E S EL|CE 12 2 F Z0| Create
DHCP Address Pool(DHCP F4& £ M/d) H 0| X|7} EA|EL|C}.
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*Address pool type: = Global address pool

Interface address pool

» Address pool name:

*Subnet address

*Subnetmask: 24(255.255.255.0) - @
Vendor-defined: ~None - -

Advanced @

Lease 1 Day 0 v Hour 0 v Minute

(The default value is 1 day; the maximum value is 999 days, 23 hours, and 59 minutes; the value 0 indicates that the lease is not limited.)

Primary DNS server: Secondary DNS senver:

Primary WINS server Secondary WINS server

DNS domain name:

Gateway IF ©  (Madmum of 8 IP acdresses)

Gateway IP X
No data
Mot allocated IP: - [+
Mot Allocated IP X
No data
Address pool interface Sele [+]
Address Pool Interface x
No data
Statically bound IPMAC ! - - [+]
Statically Bound IPIMAC X
No data.
NetBIOS type Not specified -
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e DHCP F4 E 4t
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2. F& B SROM AT DHCP F4 20| M3 Y20 =olgtg MEs L AXIS
SR AIL-0A DHCP F2& £8 AHEX| O{2E EGLICH
3. Ok=ohs S&eutt
o =4 E HME |

1. Configuration(7%J) > Basic Services(7|= A{H|A) > DHCP > DHCP & E2 MEHTL|CE.

N
4>|
>

E S50M =3

Mot

F DHCP 4 MEISID BA| T4 E BAE 22U T8

i
mjo

-

A 20| F& & FHE HO[X|7F EAIFLIL.

|

112


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0425.html#EN-US_TASK_0238352345__en-us_task_0177125978_table-1
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0425.html#EN-US_TASK_0238352345__en-us_task_0177125978_image-3
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0425.html#EN-US_TASK_0238352345__en-us_task_0177125978_image-3

SFC9348A AFEAF A HA _v1.0.0.0

= IT =
Address Pool Information ( Vianif11 )

Bind IP Resene IP FixIP Reclaim [P Unbind IP NotReserve IP Refresh IP Address fol

IP Address « WAC Address = Status + Expiration Date «

192.168.11.1 ldle
192.168.11.2 ldle
102.168.11.3 1dle
192.168.11.4 Idle
192.168.11.5 1dle
192.168.11.6 Idle
192.168.11.7 Idle
192.168.11.8 Idle
192.168.11.9 Idle

192.168.11.10 Idle
10 Total record(s). 254 Dz 34 5 .. 26 O Goto 1 4

# 2 &= Ho[X[e] Ij7i 5 ZHELICH

T =

E252 EXNe

oj 7H 8 5= Y

HQIE |p FA EO|Ip FAE 1™ MAC F20 HrolglstkL|ct

IP Ol 2f FA BOM SHo 2 EYEX| #2 IP FAE XFELC

P =73 FA BOM AHE BO[ALE RS IP FAE MAC F20
HtolglgtL|Ct 1P A= OO 220! HEf7F & o XF =
ZetojdE &N SHEL|CH

IP g% AHE 0|7t OlM BtEE Ip FAE

A I
o= 4=
75 YEI7F =0 220U E0| THA|
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4.5.2.4.2 DHCP 80|

A

« DHCP 22{0] 2Z7|

1.

Configuration(+d) > Basic Services(7|& A{H|A) > DHCP > DHCP

20| S MEfL(C.
2. Create(2=7])E S LICE DHCP EE|0] TS7| TO[X|7} & 1 1F Z0| EA|ELILY.
3% 1 DHCP E2f0] 2HE7|
*Interface Name:
Interface IP Address: Interface Address Mask: 24(255.255.255.0)
*Server IP: @ A maximum of 20 pieces of data can be added )
Server IP x
Mo data.
OK Cancel
H 12 HOo[X|2 ofrhH+F Sttt
H 1 DHCP Z2{0] ‘4-d= 2t 7=
THEES EL:

ClEI o]~ Ol F
SIE{H|O| & 1P 2

CIET O] & =2

opA3

MH| 1P

CIEmo|£2] O] & X[FELCE

SIEm| O] 20 IP F2E X FRLCH

MEWH OA3 S X|78eL o

StLt 7 Of 22| DHCP MH| IP
AX|SH{ M DHCP MH 1P &
MESEAHLE M 1P Fol

50 X2 Z2USHAAQ

EH —
=1 [
EH
=1

rx
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3. Oi7feisE Qs
4. OkEohg 2Lct
« DHCP Z3|0] 7%

1. Configuration(+’d) > Basic Services(7|2 A{H|2) > DHCP > DHCP &2|0|Z
MEdSEL|CE

2. DHCP 20| 50 °._|E1TL1|0|ﬁ9| 0|52 S &LICE DHCP 0| & +=dt=
HO|X| 7t #A[E L & 1 2 HOo|X[e] Di7fH=-S 2 FLICE

3. D7 82 8o AIR.
4. OkEehs UL
e DHCP 22| 0] A{H|

1. Configuration(1t‘d) > Basic Services(7| &2 A{H|A) > DHCP > DHCP &2{|0|E
AMERSHL|CE

2. DHCP (0] 220|A ATIE DHCP 22j0lo] M3 HAS M
S22t AIAHOIA DHCP Z20|2 AHZR| of 28 25LITt

3. ok&ehs SHE LI

« DHCP 20| 82 M2 1%

1. Configuration(t’d) > Basic Services(7| &2 A{H|2) > DHCP > DHCP &2{|0|E
AMERSHL| T,

2. DHCP o] S50 M2 nHS SESL|CH

4525 8N A2

45251 IPpv4 B A2

A

=3

i
ok
o

elPv4 10 SHMA| 2,

oA
ox
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1. 715 ¥Y0|A Configuration(t4)S S&&tL|Ct IPv4 X
A2 HO|X|& 12 11t Z0| &7| 2|8l Basic Services(7|2 A{H|A) > Static

Routes(®dX ZA=Z) > IPv4 Static Routes(IPv4 HX AR)E MEHSHL|CT

J1Ipv4 1E 8=

Add Delete Rafresh Destination IP Add fo

* Destination IP Address = * Destination IP Address Mask = *Next Hop Address = Oulbeund Interface ~ Priority ~

255000 60

255000 60

10 Total record(s): 2 D

«IPv4 18 25 F7retL(Ct

1. 7ls YW A Configuration(T+d)S S TtLICH IPv4 EH

A2 4Oo|X|E 18 11} 20| E7| 23l Basic Services(Z|& A{H|2) > Static

Routes(®d& ZZ) > IPv4 Static Routes(IPv4 X ZA=2)E MENSHL|CH

2. J1E 2 2 20| FIIE SEI510] IPv4 78 = 272 EAIZLCL

a2l 21pv4 1™ 42 37t

Add || Delete || Refresh Destination IP Add o

* Destination IP Address ~ *Destination P Address Mask ~ " Next Hop Address = Outbound Intertace ~ Priority ~
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1. 715 ¥Y0|A Configuration(t4)S S&&tL|Ct IPv4 X
A2 HO|X|& 12 11t Z0| &7| 2|8l Basic Services(7|2 A{H|A) > Static

Routes(®dX ZA=Z) > IPv4 Static Routes(IPv4 HX AR)E MEHSHL|CT

2. MHgIpv4 o X =S et ARIE S LCH

3. BA|L[= Ci=t &AM Ok(=ehE =Lt

r

1. 7l YW A Configuration(T+d)S S TtLICL IPve EH
A2 HOo|X|E 112 11} Z0| E7| 2/l Basic Services(Z|& A{H|2) > Static

Routes(®& ZZ) > IPv6 Static Routes(IPv6 X ZA=2)S MENSHL|C}
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d11Pve 1E 4=

Add Delete Refresh Destination IPY6 A o

* Destination IPv6 Address ~ * Destination IPvE Prefix Length * Next Hop Address = Outbound Interface - Priority

1 GigabilEthemetd/0/2 60

60

1. 7l YA Configuration(T+d)S = TtLICL IPve X
A2 MOo|X|E 12 11F 20| ¥7| I8l Basic Services(Z| &2 A{H|2) > Static

Routes(MX ZAZ) > IPv6 Static Routes(IPv6 BE ZA2)E MEHSIL|CT

—

2. 1% 2 2 20| FIIE SEI510] IPve 178 = 2782 EAIZLCL

Jd2 2I1pve 1™ 42 F7t

* Destination IPv6 Address ~ * Destination IPv6 Prefix Langth ~ *Next Hop Address. « Outbound Interface ~

1. 715 YA TS SBLICE ME 7|2 MHIA > X F2 >0 IPv6 X

BEE 27| ?ls IPv6 2] 178 B2 H|O|X|E &0] & 1.

2. AHSIEE IPve A HEE MENSID 22 Ay |
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3. BA|L[= Ci=t &AM Ok(=Hel)S = gLt
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4.5.3 13 AMH|A

4.5.3.1 Cisco ISE O] ¢ &

O OH
™ =i
Cisco ISE O FZSICH= A2 NACHIERR 52 M) HEXZNAM 1S & dot F0E

2|8l Cisco ISE MHHE AtE8tE A220|2L|CE NAC = 802.1X, MAC, £ 25 E
L ESl= E2FE EO Of7 Bl ol 2dFoZ HA U M2 AS +HE X|SBICE NAC = ZHA|
ZHE|KXE Sl HM|A AFEXLO CHSH 215, HoH 2O 8 A™ S gdststo] &K 8 HE/A

Hots HEeL L

2 At

1. Configuration(7*%d) > Advanced Services(i1& A{H|2) > Cisco ISE 0]l
HAE MEdTL|Ct 4 I|O|X| 7t EA|E LCE

2. Select Authentication Interfaces(2!15 QIE{H{|0]A MEH) m| 0| X|0f| X
ChS &Y & SHLE s8sty 215 °d0f CHt QIEEO|AE ”.“JE—*".:.’LIER

. QIE{T|0|A 0f0|2S 25t0] QIEH0|AS HEBLICL 0f0|2S CHA 22fotof
OIE{TIO|AS ME HAg 4 YLt

o O3 QAHHO[A OFO|2S S MEYSILICE £7Y OF0|2& CHA| 28310
(=

CIE{H O] AE = SiA|
CIHHO|AE MEiSh = QE{HO|A T 748 X|R7|E Z &S0
Sl mojAo| /el 21F #8= Rl

3. HXef2E 28+

0x
mjo
Pl
o
i
rg
ro
of¥
-
0x
el
4o
N
mju
il
Ju
ot
r
n



O|= H}q
O O

HES

(] NOTE

HEHI AS2
npetole el X7

(] NOTE

Ol= HFHO| 802.1X 2 MA |1

0f 802.1X, MAC, &=

Aso A 5 =

o5 7

48, =A
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QAT YOl 802.1X =2 ¥ 202 79 + ASLICL

| 0
i
Il
n

HEXI ASO| HMx AIS

B0 2T 80| XX EsL e

@) Authentication Configuration
* Authentication server IP address
Accounting server IP address:
* Shared key.
Authentication Service

*Primary server port number.

Accounting Service

*Primary server port number:

Realtime accounting interval
(minutes)

MAC address formatin Calling- 000000000
Station-ld

Advanced &)

Maximum number of
authentication requests

Secondary server IP address

Secondary server IP address

Source address of

IP addre
outgoing packets address

Source address of
outgoing packets:

IP address

MAC address formatin Called-
Station-Id:

Uppercase 3000000 100X / Uppercase

Authentication timeout period (s):

# 1 2 Ho[X[e| oj7igi+S 2FefLCt

1 ¢l

ol

F

VPR

A A P F2

2 MY IP T4

S MH 1P T

HE MY 1P FA

o 741

2=

- /|

a9

RADIUS Q15 MH 9| IPv4 FAE LIEFHL|CE
HZX RADIUS 215 MH Q| IPv4 FAE LIEHHLICE
RADIUS AH MH 9| IPv4 FLE LIEFHL|CE

HZ RADIUS AE MHQ| IPv4 FAE LIEFHL|CF
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Ju

nx

¥

RADIUS MH{2Q| 3R 7|5 LIEFHLICE

RADIUS 215 AMH{S| ZE HS S LIEFHLCE

A 2Q|X|0| A RADIUS 215 ME{Z = RADIUS T§2I0] A FAE LIEHHL|CE
o IPFA: XHE IPv4 FAQLICH
e  VLANIF : X|H =l VLANIF QIHI{|O]A9| |pv4 FARL|CE

e Loopback : X|ZE FZM OIE{W|0|A0| |Pv4 FAQLICH

HZ RADIUS I AMH2| ZE Ho S LIEFHLICE
O] Dj7H === EZ& RADIUS 215 MHQ| FAJL T E 200t g = ASLICE
HZX RADIUS 913 MHE TS &= RADIUS AL AN FAS LIEFRHLICE

o IPFA: XYE Ipv4 FAYLICE

e  VLANIF: X[ El VLANIF QIE{H|O| A Q| |Pv4 A QILICE

e Loopback : A|YE F=H OIHE 0|29 IPv4 FAYLCH

Of Dj7jiH=== 22 RADIUS 21T AMH{ Q| FA7F FHE F0i|2F 18T = AUS LI

RADIUS A8 Mol ZE HZ B LIEFHL|C

RADIUS A8 MHZ M&E= RADIUS TjZIO| AA FAE LIEFHLICE
o IPFA: X|HE IPv4 FAYLICH
e  VLANIF : X|H &l VLANIF QI E{H 0| A9| |pv4 AR LICE,

e Loopback : X|ZE FZM OIE{W0|A9| IPv4 FALICH

HZ RADIUS A MH Q| ZLE M5 5 LIEFHAL|CH
O] Dj7H == EZ& RADIUS A MH{Q| ATt FE S0t e 4= ASLILCH
EZX RADIUS AE MHZ H&E RADIUS THZIQ| AA FAE LIEHHLICH

o IPFA:XFE IPv4 FAYLICE

e  VLANIF: X|HEl VLANIF QIE{H| 0| A Q| |Pv4 F=AQILICEH
OIE{H|O| A 9| |Pv4 FAQILCH

o Loopback : X|JEl FItl

Of Dj7jiH=== 22 RADIUS AF AMH Q| F27F FHE F0i|2t 18T = AL

HAIZEAE 2tHS LHEFELCE

122



TR R

Calling-Station-Id 2| MAC

o a
Fa @y

Called-Station-Id 2| MAC

A
Fa EA

k|

PSS

2l S T

[

fim}
ol
fo

ol

P

ol
Pt

Al =2t 7|2k

ALERE 01§ RE

MAC F&

MAC T2 #|0|&

MAC 7|8t QIF AREX}

i

MAC 7|t 2l

ol

HEH=

QE ZEH MH IP T

oH

g E4
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Ju

nx

¥

RADIUS T{Zl 29| Calling-Station-Id(Type 31) 40X MAC 29| H&st gAS
LHEFE LT,

RADIUS Z§Zl 2| Called-Station-Id(Type 30) £ 0A MAC F20| Hast HAS
LtEFRLICE

802.1X ALZ X0 TSt 28 215 = HEMO|A

iz W& AlZhS LIEHLICE |
A
=
SCIO[UE QAT O AlZh =1 AZhS LIEF-HLITE & QEL|CE

MAC 215 ArERIS| ALEXL 0| RS

LtERRY LICE

e MAC F4 : MAC &

FEYUCt

i

o 1% AEXt OIF : AHEA} O|F
o
T o.

MAC 215 AREXe| AHE AL 0| 50| MAC

FaYS LIEFHLC

O] Dj7j 4= MAC QI AFRXIC| AR A} 0| 20|
MAC T4 RECZ HFE Z02 74 &
UFLICH

MAC 15 At8xtel A8 R 0| £0|
Ho= MY FooN THY &
MAC 915 AFZX}O| HI MBS LEEFYLICE,

EE MBol P F22 LERYLCE

=g Mool SN A% 3R 7|8 LEHLIC
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21023 0l 55
o 7H 4 ck:
ssL g 712 M3 ZE MHOIA AH8SHE SSL ¥ME

LIEHHLIEE

URL ZY MHo 2|C|H M URL S LtEHLICH
URL T2 Xt URL 2| Al ZAHE WS E(?)Z HiE LT
LSW IP 4 URL Off Z&HEl AC 2| CAPWAP A[O|EQJ0| FAE

LIEFR LT

LSW MAC F2& URL Of &=l AC 2| MAC FAE LIEFHL|CY
AHERE A M A URL AFEAF7F UM AStD URL O ZEHE ) URLS O] D7 QI dito| ZH2
LtEFH L|CE, HYE g0t 24
= AL
MAC F2 URL Off ==l MM A AMERES] MAC FAE

LIEHH LICE

A& AL IP URL Off ZZetEl AM A AR IP F&E
LtEFR LT}

>
|>
o=
o
o

URL Off ZotEl AN~ FX|Q| A|LH OIS

LtEFR LT}

239 URL 7| E/2O0 2ICiHMM S0t ZE MHE MEE 230U
URL Al 7| EQf UM A FHK|Ql XIHE URLE
LIEFEH L T,

7. JE 29 20| MY Ao o7y HE XF L

OI= HHHO| 802.1X £ MAE| D Y EQA HZS0| WMA HSo=z MHE
A0 MY MH0| X| &KX AUEL|CE

a3 2 Y o7 278
€ Global Settings

ACL for the post-authentication

Create
domain:

* Authentication domain: 2345656776

Apply
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# 2 = Ho[X[e| ojriei+E dELCt
H2HY ojfEs 22
Ol 745 = 2%
AbE Q1= =m|Qlof CHSH ACL Y ACL S LIEFHLICE
A5 =H ¢l oI5 =ojele dgetict
802.1X I{Z! £F S FHANM D7+ X|Fe L Ch

(1) NOTE

o

215 AH0| 802.1X 2 21 HEHI AS0| Y2 A52=2 48E 87
802.1X %l £F ME 70| X[ AELICE
QIHmO|AE JE 30 Liet AF UL
a3 38021X &Y & 74
BPDU MAC address/mask: - - / [+]
BPDU MAC Addressimask X
Apply
= 3 2 HOo[X[o| ojriis5 APt

H 38021X &Y

ME 7Y

O 7H & 5 29
S5t HSE 802.1X Tzl Tt MAC T4 A8 ol Z2EE iAo HE|IFHAE DY MAC
FaFE LIEFEL T

HX| EEIFHAE MAC

HE|F|AE MAC T4

il

ZANE
TL=

thAst=

ZANE
TL=

glojof 2 ZEEE 2Ol Th4 MAC
HE[F|AE MAC F2AES LIEHHL|CE

ChA 5=
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4.5.3.2 Aruba ClearPass 0f] &€&

A

1. Configuration(T‘d) > Advanced Services(1& A{H|A) > Aruba ClearPass Of

e
!
ufo

MEftLC 18 1 20| 7+ HOIX| 7k EA|E LT}

12! 1 ClearPass 0] 22X 24

Ensure that the network connection is normal. For details, choose Configuration > Basic Services = Interface Seftings

® Page description: Connecling a switch to a ClearPass server

@ select Authentication Interfaces

Clear Interface G Clear c
Slot 0
® @
© retmgsones [ seisces 0 | T ET ®
) Authentication Configuration
*ClearPass server IP address: . . . Secondary server [P address
= Shared key:
* Authentication server port Secondary authentication port
* Accounting server port Secondary accounting port
* Authentication/Accounting MAC 802.1%

Permit before authentication.

Apply

2. AF AEHHO|A M SHOM X 27 Ao M2t LS %Y & StLHE +ds0f 25

=8oto] AHMO|AE MERL|CL OI0| & CHAl 2 &3]
a

. OPAEZ BO| 9% QIHHOAS YBHOD ML
. Of2f QIE{T0|A Of0| 2 2sto] MEYFLICH S Of0|2S ChA| 22tol
OIE{T|O|AS ME B 4 YBLICh
3. (M AREH QIETO| A0 J|E 91 RHS XS 2D AIEHO|AS MEYSLT Clear Interface
(o] =

Authentication Configuration(QE{H|0|A Q15 4 X|27))& S&/gL|Ct
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mj7H oy

ClearPass A{H| IP =4 ClearPass A{H{ 2| IPv4 FA QL|CT

HZE MH P FA ClearPass AH{2| BH Y} |py4 T4

=& g4 ClearPass MH2| 37 7| YLICH

oI5 MH ZE ClearPass AMH{2| Q15 ZE H AL|Ct

2% QIE ZE ClearPass A{H{ 2| B} OIF mE M QL|Ct
3|A MH ZE ClearPass MH2| A ZE B QL|Ct
HZE A ZE ClearPass A{HH 2| B} AH mE M YL|C
B/ H 22 A5 A AY 2E

5 ™ 57t 225 &g gt

Permit Rules
Create Delete Refresh

Rule ID « Source IPMask VLAN Destination IP/Port Number Protocol Type/Port Number
Mo data.

Apply

Create(US7()E SEIELICL 317} 7% WE7| Uizt SA7F 18 3 0F 20| EAIEL[C

] =
13 3 2015 BA 4y
Create Permit Rule

*Rule ID: |
*Source -Maone - Authentication-free

* Destination: -MNone - Authentication-free

0K Cancel
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8. Apply(H&)2 2250 142 =Lt

4.5.3.3 MCQ

4.5.3.3.1 MQC #+4

.E2iT 257| 25|
1. Configuration(*%d) > Advanced Services(Zl& AMH|2)
> MQC > MQC T+ & MEISIMA|R. F1/d T O|X| 7} EA|E L|CH

2. Edfje] 2/ X} SH0|M Create(US7])E S LICE 12 1 1t

Z0| Egfe &/ x} TS7| HOIX[7} ®A|ELICH
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*Traffic classifier name:

SFC9348A AFEAF A HA _v1.0.0.0

*Relationship between rules or And
Matching rule
Match packet type: All paciets Dropped packets Match Layer 2 protocols -None -
Match IP address: ~None -
Match priority
DSCP: IP preference
VLAN 802.1p: Inner VLAN 802.1p.
Match VLAN

StartVLAN « End VLAN « Inner VLAN o X

No data.
Match MAC address
Source MAC Wask
Destination MAC; Wask
Match interface
Outbound interface: x Inbound interface: x
Match ACL
ACL IPv4: X ACLIPVG X
oK Cancel
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Of 74t == 49
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ACL IPV4 Egjg £37|9| IPv4 ACL & LtEFALICE

ACL IPV6 Egfg 237|9| IPv6 ACL & LtEFHLICE
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Configuration(7‘d) > Advanced Services(Ilg A{H|2)
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1. Configuration(+’d) > Advanced Services(& A{H|2) > MQC > MQC
TEE MESHMAIR. T4 T O|X| 7} EA|E L|CH

2. Edjg 2R SY0M AXY g=S WESL ANE S UL O oS
2kQl B A|X| 7} EA|E LICY.

3. okEehE 28t g2 ;=L CH

1. Configuration(74) > Advanced Services(1g A{H|2) > MQC > MQC
T4E MESHMA R, 74 T O|X| 7t EA|E LICE

2. EffE ERX YoM M2 DHS SESLICH

CIE

o

= o=
o ==

N

1. Configuration(t%d) > Advanced Services(11 & A{H|2)

> MQC > MQC T4 HEiSHU Al 2. 1+ H[O|X[7F BA|E LT,

2. E2g % AY0|AM Create(2HE7])E E=ITLICE. 12 2 9
Z0| & &% WHE7| L|O|X| 7} Al L|CH.
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= Traffic benavior name:

Traffic action -None -

Traffic statistics collection:

Configuring Traffic Policing

CIR (kbitis):

CBS (Byte):

Configuring Re-marking

B802.1p priority:

DSCP priority:

VLAN ID:

‘Configuring an Observing Port

Obsening port:

Configuring Redirection

Redirection target -None -

oK Cancel
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PIR (KDits):

PES (Byte):

Local priority: -None -

IP priority:

X ﬂ This seftting will take effect for other traffic behaviors with observing ports configured

# 2 & Ho|X[o] Dj7 A5 2 HTLICE

R e
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Configuration(7‘d) > Advanced Services(Zlg& A{H|2) > MQC > MQC
TES MEISHYA|. 778 T O|X| 7t EA| & L C}.
2. nE WS YoM =2 ST LCL EfE S22 =-Y = A+ H0[X]| 7}
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Configuration(7*%d) > Advanced Services(1& A{H|2) > MQC > MQC
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1. Configuration(1+‘d) > Advanced Services(1g A{H|A) > MQC > MQC
TdS MESHYA|R. g T O|X| 7} EA|ELICE

2. EB|T % QojojM M2 DS SYFUCE

1. Configuration(+‘d) > Advanced Services(1g A{H|A) > MQC > MQC
TdS MESHYA|R. 7-d T 0| X| 7} EA|ELICE

2. EZY Y™ FAO|M Create(HE7))E SYTLICL 1 31t 20| BE Y

=7 TOIX|7t EA|ELICE

*Traffic policy name:

Traffic classifier: - Select - Traffic behavior: - Select- [+]

oK Cancel
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1. Configuration(74d) > Advanced Services(1g A{H|2) > MQC > MQC
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«OUI E Pt&L L
1. Configuration(7‘d) > Advanced Services(l& A{H|2) > S/ VLAN > OUI
T2 MEISI0 OUl 49 I|O| X|of ™22l
2. 1%l 1 1} 20| Create(PHE7])E S=ITLILCE.
g 1 0ul Bt=7|
OUI Configuration LLDP QoS Configuration
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1. Configuration(7‘d) > Advanced Services(l& A{H|2) > S/ VLAN > OUI

T2 HESI0] oUl 748 T 0| X|off HZgtLIC.

2. MMY HOIHE HE5t ARISE SHYLICH AIL—O|M O 41X ol RE

«OUI & MZ IHL|CE

1. Configuration(7‘d) > Advanced Services(l& A{H|2) > 2/ VLAN > OUI

TS HUESol ouUl 4 HO|X|of F=etL Ct

4.5.3.4.2 LLDP
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2%{X|= LLDP MED TLV 2+ €74 LLDPDU £ T&0t0] HZE IP H=0f 54 VLAN ID S L ELC IP

Mot= LLDP MED TLV 2t 274 LLDPDU € =419t = LLDPDU 0f &4 VLAN ID & F7}2tL|C},

At

140



SFC9348A AFEAF A HA _v1.0.0.0

1. Configuration(td) > Advanced Services(Zlg AMH|2) > S
VLAN > LLDP & MElisIf 112! 1 uf 20| LLDP H|O| X|off & Z2gtL|Ct.

% 1 LLDP

0 The switch can use the LLDP MED TLV to notify an IP phone of the voice VLAN ID. The LLDP-enabled P phone can add the voice VLAN ID fo voice flows.

Procedure:
(1) Configure the voice VLAN function on the interface. Basit Service-Interface Settings-Connect to IP Phone

{2) Enable LLDFP globally and on interfaces. Advanced Service-LLDP

2. 7= MH[A-QIEH O]~ H78-IP Hetof HZES 250 IP Hetof HZ Ho|X|of H25tH0]

28 VLAN 7182 2t L

3. 1 AMH[A-LLDP £ 2850 LLDP L|O| X|Off HM|AS D ALK 2 QIE{ T O| A0 A{ LLDP

Td= &=L LLDP 7[2e| &9 VLAN O] - & LIC}.

453.4.3 QoS *+4

(=Nalll
[

=8 VLAN 7|50| 15& HESRINM S8 ME|L= HO|E MEIAEC 2AIZHE0] E5LITL 848
HO|E= H& & XAS X2got7| 98 THE MB|A HIOJHEL @4 =2|7F ZOtof gL} 23

VLAN 2| 802.1p == DSCP ®M &%= &4 HOIH7 § =2 M =% 2 M&EEEE =Y E L

(10 NOTE

QIE{Ho|A G > IP H3lof| HAES S 29X 2AEH 0|20 VLAN O

TIEUD 9 VIAN 7|50| 2detEfes YEPELILE A-X| 2B QoS T+40|
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A

1. Configuration(7+d) > Advanced Services(Zl g AlH|2) > /4 VLAN >2| QoS
TdS MES 12 1 1F 20| QoS 44 m|O|X|off FZgtLCt.

d% 1 QoS +4

OuUl Configuration LLDP QoS Configuration
802 1p priority: A
DSCP priority: 4R

Apply

# 12 QoS T8 HO|X|2| Of7fHF 2 FELILY.

H 1 QoS 74

O 71 84 == a9

802.1p M4 &2  802.1p M =2I& X[HTL|Ct
U2 00N 7 AtO|Q] HQIL|Ct 7| 222 6 YLICE 40| S5 24 =27t
=& Lo

DSCP M &2 DSCP &4 &2/ & X|¥gL .

22 0 0| A 63 AtO|o| H4=QL|Ct 7|23t

rlo

46 LT}

2. D75 7St Apply(H&)2 3L Ch

4.5.3.5 MAC

12

Bl
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2 AQIX|= MAC =2 H|0|22 FX| Zt2|2L| Tt MAC HIO| 22 at& %l MAC =2, VLAN ID 2
Ol2HI2E QIHHO|AE 7|ETLICt HO|HE MESH7| sl A2K|= Tiz2l0f CHH OFRHRE
OIE{IH|O|AS AMSI7| ol miZlo| Zetel CHA MAC £ 3 VLAN ID £ 7|Ht2 2 MAC HIO|EE
HMSHL|CEH MEtA E2EFAE EgfjE 0| ZATHLCL O MAC 4 /Y 8l 7|3 8 LCt

YN MAC 22 +502 70 o 0|YE K| LELICH RS LS 2 HE MAC

7t A= HOIH =2 &S AHst= O

AEELICL S23E MAC S22 322 7350 O0[Y =X HSLICH XA LE 2 ===
MAC F4 815 A4S HRSHIAIL

e MAC/IP £ HOF 14 3 SF MAC F2£2| 00| Alzt
1. 212l 1 1 Z40| Configuration > Advanced

Services > MAC S MEHSHL|C,
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MACHP address security (@D @ This function prevents attacks from invalid ARP packels and bogus gateways.
Dynamic MAC address aging ) Dynamic MAC address aging
@@ ooy
MAC address flapping detection:
MAC address flapping aging 50
time(s):
Apply
Selectallinterfaces L2]
Slot0
68 8 10 12 14 16 1 4
1 M 13 15 17 A 1 1 49 4 1
R . . R En AC Optical Eth
(Yomses oom v W oo @ SIS
MAC Address MAC Security MAC Address Learning MAC Flapping
Create Static MAC Create Secure MAC Delete WAC Convertto Blackhale MAC Fix MAC Refresh WAC Address Jo)
MAC Address « Type « Outoound Interface VLANID
dynamic GigabitEihemetd/0/d 1
dynamic GigabitEihemet0/0/d 1
dynamic GigabitEihemet0/0/4 1

5 Total 3 record(s)

# 1 2 H0]X|<]

D75 2Lt

H 1 MAC =2 0o|& % MAC =2 ST ZX| 7o

R e

MAC/IP =4 B

e

S5 MAC T2 of|0|H Azt

MAC =2 Seid ZX|

29

ARP A O|EQI0] S& UK 7|5S 2dstedX| HRE

X ggfLet

MAC 2 &=9| 00| F AlZte FEEX| OB E

X gLt

Y MAC F2 &59| 0fo|d AlZtE Xt

HY MAC & EE XIS LR O RS XZ UL

MAC 4 28 S8e] 00| AlZhg RIFELIC

1. 212 1 1t 20| Configuration > Advanced Services > MAC 2 MEiEtL|C}
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2. MAC F& ¥ 285t AHEO|AF METLICE MAC F4 & HO[X|7}

2HI2C QIE{H0|A % VLAN ID € 7|82 MAC T4
[e}

dEs x2oH7| AT M d5E 2L
5. 22 ZasiLct A ADf7F BA|E LT}

o Y ALEAL 78

1. 12 1 1t Z0| Configuration > Advanced Services > MAC & MEiBtL|C},
2. MAC F& ©2 2252 AHHO|AE MEISILTE MAC F& § HO[X|7}
HAIE LT

3. ™M™ MAC MMe 2|8t 12 2 9 2+0| ME MAC XA T 0| X| 7t

HA|ELICE

a8 2 & Mac 2H=7|

Create Static MAC

Interface name:

*MAC address: - -

*WLAM 1D:

QK Cancel

L
o
(=]

t 20| Configuration > Advanced Services > MAC 2 MEistL|C},

2. MAC F& ¥2 285t AHHO|AS METILICE MAC F& © T 0| X| 7}
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3 1t
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HA|ELICE

Create Secure MAC

Interface name:

*MAC address:

*WLAN 1D

Cancel

Ok

gLCt

k0
X

<
Il

X

4

O 74
Ok(

4.

FLICE

1S
o
=

ml
mn
ol
ol
ol

)

5.

0| Configuration > Advanced Services > MAC 2 MEistL|C},

| O X[ 7F

1=

E=

<
K-

gHL|CH MAC &

ME

HA|EL L

oju

300

=5 LI

FLICE

1S
o
=

il
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ol
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ol

)

4. Ok(

0

or
300
4
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o
Fiil

il

“12 1 3} Z0| Configuration > Advanced Services > MAC 8 ME{SL|CE

1.

| O X[ 7}

I

EH
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FLICH MAC
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BT O] AT &

St 2l

EHS =Z|
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SN MAC T4 S0 2YZ MAC T4 YROE 24T 4 YBLCH
S MAC T4 B20| 23Z MAC T4 B202 THE 3 MAC T4 S20f

1. 212 1 1t 20| Configuration > Advanced Services > MAC & MEiEtL|C}

2. MAC F& ¥ 2852 AHEO|AF METLICE MAC F4 & HO[X|7}

=
=EAIE LTt
3. S22 ME3iD MAC £8E SLLICH AIAHON MAC T4 S22 +HUX
GHE 2L

1. & 1 1 Z0] Configuration > Advanced Services > MAC & ME{ILILCE

2. MAC HQI &2 Z2IstL|Ct MAC EQF B H|O|X| 7} EA|E LT},

2| i E o M
8l 4 XE HOot 31
MAC Address MAC Security MAC Address Learning MAC Flapping

Select an interface to configure MAC address security.

Interface Name Interface Security MAC Address Limit (1-1024) Sticky MAC Port Security Aging Time

GigabitEthemnet0/0/17 Enable 1 Disable

Apply

H 2 = MAC Bt & HO|X|o| Oj7fj 5 IR LICY.

O 74 B 5= M

QI o|A ol -

QIE{m o] &t HEIO =2 HMA 20t0] 2ot B2 XIHE ZEOA
ZE HOMg Fdg = AFLLEL 0] ZEO|M SH&TH MAC
Fae Y HAMAC T4 E= 0 MAC T2
HZE L T SHSEl MAC 49| =7} H|sHol| & 2hs}H
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O 74t = a9
ZEE= M MAC FAE oH&5HX| &L OJE 7 5t
MEE 4= e MAC FAE JHY X171 ol2{et ZE0
AALl= AS YX[SHA FA| HER A Eto|
g E et

MAC 4 H|st (1-1024) ZEO|M S&E 5= U= F O MAC T4 $=QLCH

2E|7] I MAC =AL D2 E|X| %O EHK| 7} CHA| A|EHEl
Lo EXMELCH

ZE =0 of0|™ A7t QIE I O] A0 AN 2ot & MAC F42| Of 0] & AjZtL|Ct.

12 1 1 20| Configuration > Advanced Services > MAC & MEiHL|C}

—
MAC F& 85 HS 22510 8& MAC & HO|X|0f HZst T12 5 Z0]
E O

QIE|T O]~ ME) HHOM S AEIO|AE MR L CE

MAC Address MAC Security MAC Address Leaming MAC Flapping

Select a port to set MAC address leamning.
Enable Disable
Interface Name ~

MAC Address Leaming Status ~

GigabitEthemet0/0/9 Enabled

5 Total record(s): 1

a

243t == HIZERE SE510] 2AHT 0|20 MAC T4 SE5S 2S5t L

= O

“13 1 1t 20| Configuration > Advanced Services > MAC & ME{SHL|C}

—

MAC Flapping S 2250 12 6 1t 20| MAC Flapping I|O| X| 0

g ch

% 6 MAC Z2iE 1 O|X|

MAC Address MAG Security MAC Address Leaming MAC Flapping

Refresh MAC Address fel
MAC Address « VLANID « Original Interface New Interface « Recent Flapping Time:

No data.
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3. M2 1HZ2 22510 MAC &

4.5.3.6 IP MH|A

4.5.3.6.1 ARP

=
T'___ll.I

e SUZ(AN)HAM =AE £ HERT FX|= HO[HE EL7| Hof| ty =2E

L= Xl IpFAE YO0k gLt =

3

rot

Ifzl2 S2X HEYIE &3t UES
Qs =Y UYoE HESIE|OjOf SEE SAE L= HEQT XK= Cja SAE
X E2|H FA(MAC FL)E LOtofF ehL|Ct WatM 1P F20M 2|8 FA29
OjZ 0| € 3tL|Ct. ARP(Address Resolution Protocol)= IP FAE 22|18 FA0|HU

MAC ZF=2)0f DfE317] 2l5 == s L .

1. Configuration(7‘d) > Advanced Services(1g& A{H|2) > IP
MH|Z > ARP > X ARP & MEI510] HE ARP H|O|X|0f| H2fLIC}

HL g

2. 1201 1f 20| Create(2HS7])E 228t Ct.

-
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J8 1 D& ARP &3 BHSD|

Create a Static ARP Entry

* Destination IF address:

* Destination MAC address: - _

WLAN ID:
Cutbound interface: »
Ok Cancel Apply
# 1 2 HOo|X|o| o7 =5 HAHTLICE

H11™E ARP T2 MM

o 7H 4 A
Chab 1P A oAb 1P F=AE 3Bt ChOl: 10.10.10.1) .

LE

0| Oi7 4= VLANIF QIE{H0|A0| FAEl VRRP 1 20| 74t Ip FAZ

SeUC 13X gow ¥RE sAs 20t 440l Mg

O & MAC T4 IP ZAE OjESH= oYl MAC TAE UL CHO: 0812-f231-05e1 ) .

VLAN ID IP =40 si2shs VLAN ID & 2 EfL|C)
E

e VIANID & Y&5IH M=l ARP &=0| X|HEl VLAN Of
ASLC

e VLAN 2| VLANIF QIHH 0| A= CHY IP FALL STt
HEI MOAHEO UA0{OF ZHL|C}

ORHRE
ARP T Zl2] OFZHHRE QIEIO|AE M&Y St2{H S8 TLICHO:

QIEH| 0| &
GigabitEthernet 0 /0/1).
LE:;
OIE{ I 0| A= X|FE VLAN 2| T I0|0f0F SHL|Ct.
o7& Lo
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| 1P 40t OFREFRE QIE{HO|A2] P FAL SU HEYI HIE

—

1. Configuration(7%d) > Advanced Services(11& AH|2) > IP

MH|2 > ARP > X ARP & M={50{ HH ARP H|O|X|0f HZ&LICL
2. 182 2 &0l JE ARP &= SS0IM Ud IP =45 226104
ole U8 ARP &= =& HOIXI0l HAASLICH
a3 2 Y ARP 5 +F
P

Modify a Static ARP Entry

* Destination IF address:
* Destination MAC address: - _
WLAN ID: 33

Cutbound interface: GigabitEthernsetil/3 »
OK Cancel

# 1 2 Ho[X[e| oj7igisS 2dFfLCt

1. Configuration(7d) > Advanced Services(1a A{H|2) > IP
MH|A > ARP > ®™ ARP & MEi5t0] X ARP I O|X|0f &2 L|C
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2. AHE 7SS MEiSID MHE SETLICHL AAHROM HZEE AXEX R E
=&LCt
3. ok&ehe St
e DE 1 ARP &3S X|ZLICH
1. Configuration(74d) > Advanced Services(11g A{H|2) > IP
MH[A > ARP > X ARP & MEi510] EH ARP IO X|0f &2 L|Ct.
2. BE N ARP &5 X|27|& SHYLLL A[LE2 25 1F ARP S 52
AHEX| Ol R E 25U T
3. Ok(=tehs =gt
o« 178 ARP & =2 RH|O|E-LICE
1. Configuration(7‘d) > Advanced Services(1g A{H|2) > IP
MH|A > ARP > 4 ARP & &S0 dH ARP If| 0| X|0f HZgLCt.
2. M2 nds St
e 5% ARP & =2 AMH|gLCt
1. Configuration(7“d) > Advanced Services(1g A{H|2) > IP
MH|2 > ARP > X ARP & M1E45t0] HE ARP H|O|X|0f HZgtL|ch
2. MHE 7|52 dHSt AFIE SEELICEL AL HIEE MHEX| ORE

1. Configuration(7d) > Advanced Services(1g A{H|2) > IP
MH|A > ARP > 4 ARP & MEi5I0] 4H ARP If|O| X|0f HZgfLCt.

2. BE X ARP &5 X|27|E SETLICL A|IAE2 25 S5 ARP 252

o

[ ]
omn
1
>
pol
mv)
0ot
Jio
mjo
Q
i)
=)

m

o
i
iul

1. Configuration(7d) > Advanced Services(1a A{H|2) > IP

MH|2 > ARP > dX ARP & 1E45H0] X ARP L O|X|0f HZgtLICt.

2. M2 n3Es SHELC
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O OH

™
SR 2L WIS TE Y| 9Ush ND 22 MAJeto] 0|23t S:5tx| 22 WA ThA IPv6
FAE ERSIE| Y MAC S0 oI Ee 4 YLt

-~

SPN;

« Y ND &5= HELHCL

1. Configuration(7‘d) > Advanced Services(Zl& AH|2) > IP

MHIA > ND > % ND & M=5t0] F% ND H0|X/0f HIgHLICt.

2. 12| 1 1} 20| Create(2HE7])E SE!EHL|C}.

231 HH ND ¥2 Us7)|

Create a Static ND Entry X

* Destination IPv6 address: | |

=WLAN ID:
= Destination MAC address: - _

= Qutbound interface: »

Ok Cancel Apply

# 12 Ho[X[e] oj7iH-S HFe LT,
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#1735 ND &= 44

O 74 5= 49

CHAL IPvE F=2 I ND 20 thd 1pve F2E X|HgtLCt
VLAN ID QIR O|A T} &3t Q& VIAN 9| ID & X|F gL Ch
Oi& MAC T2 17 ND &350 4 MAC A5 X|-gtL

OfRHRE
ND Z{Zle| Ot H2 = QIE|HO|AE 8 St2H S2SLICH

Ol E{ T O] A
QIE{m| O] & e
QIE| 0| A& X[HE VLAN 9| T4 10|0fof ghLLt,
3. Oi7iH=+=E ddeLt

1. Configuration(7‘d) > Advanced Services(Zl& AH|2) > IP
MH|A > ND > 8X ND & 11510 X ND 10| X|0f HZ2gLICt.
2. 1229 20| 1H ND B2 20| 4 T IPv6 T4 22310} sjgste

A

18 ND &5 78 H|O| X|off M| ATfLLY,

|_
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13 2 Y5 ND &5 +3
Modify a Static ND Entry X
*Destination IPvG address:
=WLAM D
*Destination MAC address: - -

*Dutbound interface: GigabitEthernet0i0/3 x

Ok Cancel

I 12 To|X|e| D 4E HysLC
(0 NOTE

CHef IPv6 =4 R VLAN ID = +=8€ = giSLICL

1. Configuration(74d) > Advanced Services(11g AMH|A) > P

MH[A > ND > 4% ND £ =510 4% ND 10| X|0f ZZgtLICt.

2. MAg7|ES dEstn ANE SEYLICH AILEOM HARES AREA
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1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH|A > ND > 4% ND & =50 % ND I O| X[ 0| LTt

2. BE X ND #3978 SYULICL AIAHS RE TYND 332

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH[A > ND > 4% ND £ =510 4% ND HO|X|0f ZZgtLICt.

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH[A > ND > 4% ND £ =510 4% ND 10| X|0f ZZgL(Ct.

156



SFC9348A AFEA dHAM _v1.0.0.0

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH|A > ND > 4% ND & =50 % ND I O| X[ 0| LTt

2. M2 nys SEELL

4.5.3.6.3 DNS

=]
T'__ﬁH

TCP/IP = IP T2 2|0 EXtE = ArE%t0 2 AE S AE5t= DNS(Domain Name System)&
MSLLICE DNS = ASH 3 MAE AHEstA HERA ZX020] A= o[ E& AIELCh =0l

od

0l

aln

P F=24 7ko| O 2 DNS M B0 Al 2FELICE DNS & Soll AFEAt= IP =4 file0] )l

7199317| 212 =02l 0|52 Ar835t0]l HXIE Mg = Us

-

|Ct.

1. 1E DNS &=2 ZHE L.

a. Configuration(T‘d) > Advanced Services(11& A{H|2) > IP

MH|A > DNS > 4% DNS £ M&{510 212 1 up 20| HH

DNS mO[X|0f 2 2LCh,
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Host Hame = IPyd Address + IPv6 Address =

No data

b. 212 2 9 20| Create(2S7)E SFLICh

Create a Static DNS Entry X

0 Either the IPv4 address or IPvE address must be set.

*Host name:
IPv4 address:
IPvE address:
OK Cancel Apply
|
# 12 Ho|X|e| o7 H+=E dHeL|CE

o 74 & 5= gy

SAE 0|2 Lol 0|58 Rt ct

IPv4 =2 CHQ 0|28 OiE3E IPv4 FAE X|HEHLICEH
IPv6 F=2 09l 0|28 jE3lE IPve FAE X|FTIL|LH,

c. DH7iEH=+Z 2FEHCt
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Configuration(74d) > Advanced Services(11g@ AH|A) > IP

MH|A > DNS > dX DNS £ MEisto 12! 1 aF 20| ™A

DNS H[O| X0 &Lt

o
Jfo
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e
R
o
m
il
r
il

Configuration(7“d) > Advanced Services(11g AH|A) > IP

MH|A > DNS > HX DNS £ MEtistol 120 1 af 20| ™A

DNS L O|X|Of 2 & LIC,

Mz nHS S8 CL

=

SN =Ml 0| =l 7|55 I

a.

_

Configuration(T“d) > Advanced Services(11g A{H|A) > IP

AH|A > DNS > S& DNS £ MEisto] 12 3 1 20| 85

DNS o[ X|0f 2L Ch,
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a8 3 3% DNS

Dynamic domain name resolution: (I

Dynamic DNS List

Creale Dalete Refresh Adaress o
P Address Format - 1P Address ~ Intertace Name -

No data

Domain Hame Suffix List

Create || Delete  Clear  Relresh Dormain Name Sulfy o

Domain Name Sullx «

a. Configuration(7%J) > Advanced Services(11g A{H|2) > IP

M

MH|A > DNS > SX DNS € MEHsI0] 11

o

31 Z0| 84

DNS H[O| X0 &Lt

b. % DNS 52 0| A Create(BHS7|)E S2gL|LCt.

Ol
it

DNS A E 2| =/d M| O|X| 7} BA|Z| EA| & HiQE 20|, = 4
2l 4 5& DNS & 257
Create a Dynamic DNS Entry X
IP address format: * IPv4 IPvG
*IP address:
OK Cancel Apply

H 2 = HOo[X[e] oj7jH-5 HFLCH.
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4. =X DNS
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=5 YO0l EfLILE

o

a. Configuration(T‘d) > Advanced Services(11& A{H|2) > IP
MH|A > DNS > £ DNS = Mei3t0] 12 3 7t 20| £
DNS H|O| X|of| gLt

b. % DNS §& Y0 M2 ¥ S S/t

5. =02l O|F HOAt =55 TSLCL

a. Configuration(7%J) > Advanced Services(11g A{H|2) > IP
MH|A > DNS > 3% DNS £ MEfstof T2 3 1 20| X
DNS HH|O| X|of T2 LT},

b. Z0Ql 0| HOJAL £& S H0|M Create(UE7)E
a2 5 0 20| =0|Ql o] § Ho[of 44d m[O|X|7}
HA|ELICH
3% 5 =0 Q0|5 FO|A4d

Create Domain Name Suffix X
*Domain Name Suffix; | |
OK Cancel Apply
c. ZOQ O] FOJALE AEgLCt.
d. Ok(=ehs S&gLrt
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6. =02l 0|5 FO|AL =S AAgLTt.

a. Configuration(T‘d) > Advanced Services(11& A{H|2) > IP

MH|2 > DNS > S DNS £ Meisto] 12 3 1 20| 5%

DNS H[O| X0 &Lt

b. =Ml o|F HolA S5 SHOAM AR 7|55 M=stn

ARE SYLICL AAHOM B 2E

mjn
1z
=
ot
Rl
2
4r
i

a. Configuration(7%J) > Advanced Services(11g A{H|2) > IP

MH|2 > DNS > X DNS £ MEi5to] 118 3 up 20| §X

DNS o[ X|of HZ

ok

FLICE

b. EMHQ O]F HO|At FF SH0|A 4 H|

ot

E
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Meistn
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a. Configuration(T‘d) > Advanced Services(11& A{H|2) > IP

MH|2 > DNS > S DNS £ Meisto] 12 3 1 20| 5%

DNS m 0| X|0f 2L Ch,
b. =0l o|F HolAt S5 SHoM M2 2= S LICL

. SXDNs %=

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH|2 > DNS > &% DNS £ =510} 115 6 ut 20| X DNS H 0| X|0f

Clear All Clear Pyt Dynamic DMS Entriss Ciear IPvE Dynamic ONS Entries Domain Name o

Domain Hame = 1Pyt Address « IPVE Adaress « TTL (Seconds) « Mias «

Ho data.

2. B5E X|27],IPv4 S5 DNS &5 X| &7

IR
rir
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<
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o
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wn
oct
Jio

X715 SELICE AIL-0AM 7| E5 X2X| 7 E 25 LI
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TCP/IP ZE2EE MEF0 2 HEKI MOAHE

127.0.0.0 2| IP =24
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FA2 THE AEHO|AL SIU QIR T 0| AYLIC NS SOt A AHS 2mu 4
127001 2 ALB5H0f 22 AQIX2 HEE BE H2S +45H: QIEHO|AS HEOR YHHLIT

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH| A > 2o QIE{L| 0| A S ME5I0] R QIE{D| 0] A H| O] X[ Of
HaLCH
2. 12 1 3 Z0| Create(}E7])E E2TLICE
a3 1 2= QIEHo[A BT
Create a Loopback Interface
* Loopback interface name: Loopback
|Pv4 address/Mask: /
IPvE address/Prefix length: / [+]
OK Cancel Apply
# 12 H0|X[e o7 5 LT}

E 1 2o olEHo|A 4y
o744 e
=L 2o olE{H 0|20 B
OIE|H 0|2 0|2 Zaguict
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H 1 E2IE OIEHO0|A AMA

VP TES SL
IPv4 F2/0pAS 2mu OIE{H|0|A0| Ipv4 FAQ MEYl OjAS S
=gt

IPv6 A/ EAL 20| IPv6 Z=2(01: FC00:0:130F:0:0:9C0:876A:130B) X & S At
Z10|(1~128 HEHE AstL|C}

22| D510] Ipv6 FAE E717LIE 22 X5H0] IPv6

=
=
FAE AN & YsLICH

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP
MH|A > Rl OIEI|0|A S HENSIY Rt QIE{mH 0] A H|O| X| O

gt

2. RO QIHEO|A SF0M R QIEHO|A O|FS S&/otH 18 2 9

=

20| o Fo8 QM0 A 78 HO|X|off HAMAT 4= USLICH

:]_E.I Z—rE E.|J_L1|0|A AI—I

Maodify a Loopback Interface

= oopback interface name: Loopback

|Pv4 addressiMask: i0 . 10 , 10 , 10 { 255 | 255 _ 255 | 255

IPV6 address/Prefix length: / [+]
OK Cancel

# 12 HO[X[e] o7 H-5 LT,

— T =
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1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > IP

MH[A > RO QIE{H|O|A S &S0 Rt QIE{D| 0] HO|X|Of

I::

w
©)
A
Aok
ro
mjo
iy
I
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r
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o FIH QIHIO[AE GO ELICE

1. Configuration(74d) > Advanced Services(11g A{H|2) > IP

MH[A > RO QIE{H|O|AS MBS0 B

I|:|

u OlE{m| O] A | O| X| O
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4.5.3.7 IP 2} SE!

4.5.3.7.1 OSPF

—
m
-
>
=

=t M E 2|0 A Configuration(1/d) > Advanced Services(1a AH|2) > IP
22 > OSPF £ ME{5t0{ OSPF 10| X| & FL|Ct & 1 1t

Z0| Create(T=7])E 2=/ TtL|C}

A& 1 OSPF 7+ IO X]|

Create OSPF Process X

*Process |ID:

Router ID:

Always advertise the
default route:

|mp|:||-t external routes: Direct Route Static Route

OK Cancel

H# 12 HOo[X[e] o7 H-S LT,

F 1 OSPF Of 7} ==

oK 7H & 5= 29

ZZNAID OSPF ZZ M2 ID £ X|FELCt,
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H 1 OSPF Of 7} & ==

o748 == 29
2t2E ID 2t2H ID & X|FgLCh
shAb 7| = 3& OSPF Z90| 7|2 Z2E& #10dt= 7|50 3ot 224
nz= O & E LIEHE LI CL
e Lt e 0
e 1IC}
Qe AHZ JIH 7| CHE 2t Z2ES0|M S50 Z2E 7S LT

-

2. D7 +5 S 8LCL ok ) E 285 185 22 LI

3. OSPF £& [O|E o] RLEXR = F7t &S SE5HH 714 HO|X[E

gL|ct 12 2 2 Z+0| Create(2HE7|)E = 2TtLCL.

13 2 57 74

Create OSPF More Configurations

Process ID: 1
=Area |0
QK Cancel
4. ArealID 2| HHAE M0, Y ID E HeE F2& Ml BI|HRR

169


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0301.html?ft=0&fe=10&hib=4.3.6.5.7.1&id=EN-US_TASK_0238352367#EN-US_TASK_0238352367__en-us_task_0177126048_fig_02

SFC9348A AFEA dHAM _v1.0.0.0

1. B E2|0| A Configuration(T‘d) > Advanced Services(Zlg AMH|2) > IP

42 > OSPF £ M E45t0] OSPF 1|0 X| S ELICt.

2. OSPF SEO0|M afd HIOIEH2 2LER U= ¥ SHOHO 13 3 1 20|

OSPF 78 Ij|O[X| & EL|C}.

13 3 OSPF =%
Modify OSPF >
*Process |1D:

=Router ID: 192 . 168 . 1 , 253

Always advertise the
default route:

|mp|:}|'t external routes: Direct Route Static Route

Ok Cancel

3. 12 HO[X|2f D7t

ﬂJ|I'|J
o

SyBLICE Bao| w2t oS £

e OSPF £ AtX|gtL|Ct.

1. EM E2|0| M Configuration(4) > Advanced Services(a A{H|2) > IP

382 > OSPF £ 1E50| OSPF H|O|X| & & LIC}.

2. HO|H g=5 MdEistn ARNIE SEHYLCHL A= izt

o OSPFE YOOl EgtL Lt
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1. B E2|0| A Configuration(T‘d) > Advanced Services(Zlg AMH|2) > IP
242 > OSPF £ ME45t0{ OSPF Lf|O|X| & &L|CH
2. M2 1332 28/10{ OSPF S £2 M O|EBfLCL.
4.5.3.7.2 OSPFv3

2At

o OSPFv3 = THELICH

1. B E2|0| A Configuration(T+‘d) > Advanced Services(Zlg AMH|2) > IP

[

A2 > OSPFv3 & MEHSI0] OSPFv3 H|O|X| S ¥ L|Ct 12! 1 1t

Z0| Create(T=7])E SETtL|C}

a2 1 OSPFv3 /4 | 0| X|
Create OSPFv3 Process

*Process ID: N

*Router D

Always advertise the
default route:

Static Route

Import external routes:

H|O| X[ 2] O 7} &

EQ

Direct Route

Ok Cancel

42 4L
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H 1 OSPFv3 Of 7 2=

oj 7H 8 5= =l
Z2MA D OSPFv3 Z2M A ID & X|"GELICH
2t2E ID 2t<H ID & X™EgL ot
SHAb 7|2 AzE & OSPF &9of| 7|2 225 &1ste 7|s0| Ch3at
otz|L|c}. #2X| {2 E LtErHLICE
o O
e IC}
Qe A2 I CiE 228 Z2EES0|NM &5t BE2E 7N SLICH

o7 =5 2785t ok(=)S =Lt

OSPFv3 5% [0|H2| LEZ0| /= F7F 8= 2EH0 74 Ho|X[S

L|ct 12 2 9F Z+0| Create(2HE7|)E = 2lTtL|CL.

13 2 57 74

Create OSPFv3 More Configurations

Process ID: 1

=Area D

*Interface Mame:

Cost:

QK Cancel

H# 2 = HOo[X[e| oj7fH-S HFeLCt,
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F 2 OSPFv3 Of 7 4=

oj 7H 8 5= =l
ZEMA OSPFv3 Z2M|A D £ X|FgtL|Ct.
ID
X< D g9 D E XIEEL
QIE{I 0| A
oz OSPFv3 QIE{HO|AF LIEHHLICE S8 50| OSPFv3
QIE|H|O|AE MEdE == JUGLICE
H|& QIE{Ho|A0f T3t A3 H|&S H™EL|CH

EfAM E 2|0 A Configuration(T‘d) > Advanced Services(1& MH|2) > IP

BE > OSPFv3 = &5 OSPFv3 1| 0|X| S EL|Ct.

OSPFv3 S50 3l HO|EHS| REZR U= +8

mjo

8oty 18 3t

#0| OSPFv3 7 HO|X| S ZL|Ct.

a3 3 OSPFv3 =%

Modify OSPFv3

*Process ID:

*Router 1D: o . 0 ., 0 _ D

Always advertise the
default route:

|mp|:}|-t external routes: Direct Route Static Route

QK Cancel
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3. #12THO[X|Q] oj7ei~5 SFYLICE 20wt o7 H+~Z +Fot

ChS ok(ztel)g S eLict.

e OSPFv3 2 AtH| gL C.

1. BHM E2|0f| M Configuration(7‘d) > Advanced Services(1& AMH|A) > IP

A2 > OSPFv3 2 ME5I0f OSPFv3 H|O|X|E Y L|LCt

2. HOlH =5 MdEistn ARHIE SHYLCHL A= izt

ARRol A Ok(ZtelE S BHLICt,
. OSPRV3 2 gE|0|Eg L}

1. B E2|0| A Configuration(T+d) > Advanced Services(Zlg AMH|2) > IP

A2 > OSPFv3 2 ME5I0f OSPFv3 H|O|X|E Y L|LCt

2. Mz 1nEe 2230 OSPFv3 222 G0 StLICY,

4.5.3.8 VRRP

4.5.3.8.1 IPv4
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Configuration(T+‘d) > Advanced Services(Zlg A{H|Z£) > VRRP > 2|
IPv4 & MENSIO] IPv4 H[O|X| 2 L|Ct, 112! 1 1 ZH0| Create(2HE7))E
LIt

12! 1 VRRP &2 OH5 7|

Create VRRP X
“VRID:
*WLANIF:
*Virtual IP: . : ) L+
Virtual IP « x
Mo data.

Configuration priority:

Observing port:

oK Cancel Apply

E 1 VRRP O 7} =

oj 7H ' 4= Hd
VRID VRRP 1&9| VRID & LtEFHL|CE,
VLANIF VRRP 50| MM E|&= VLANIF QIE{HO|A S X|Hsta{H
£ SEELcH
7t 1P VRRP 1E9| 744 IP FAE LIEFHLICE JH4 1P FAE
wotsteie g 228t
LE:
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H 1 VRRP Of7 =

o7t oy

THab 1P FEAL VLANIF QIE{THO|AQ| P FTAL S HEQA
MIOHEO| QLofoF gtL|Ct.

T4 M VRRP &0 Y& &KX ol M =2 & LIEtHLICE 20| 25

=2 M =27t =82 LtEP-HLICE

HEIE VRRP 2t OIE{H|O|A MEH 7to| HAS E3letX| HEE
LEEFEH LICE,
ON: VRRP 2} QIHI|0|A AEf 7+e| HZAO| gzt LIt
OFF: VRRP 2t QIE{T|O|A &Ef Z7to| HAZAO| H| =M SHE L|C}

QIE{Tf o] A

o= HZAE OIEHO|AE X|Hst2{H £ St
LE:
0| m2}0|E{= Observing £E 7} O] ON ¥ It AL
7hsgtLct

M A HZE oI o|AL M =297t BISHHLE Aadte U2

LIEFALICE Zt2 X[Hotei® W'E STt

LE:

0| mt2}0|E{= Observing ZE 7} O] ON ¥ Ijt At
7bsgtct

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > VRRP >2|

IPv4 £ MEISIO] IPv4 H|O|X| & FLICt.

Ok

r= R0 s 88 28/5t0 VRRP 78 1| 0| X[ 0

0

2. 1% 2 2 Z0| H|olH

A M| 2L,
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a2l 2 VRRP =7 H{|0| K|

Modify VRRP X
*WRID:
*WLANIF:
*Virtual IP: . . . +]
Virtual IP = 4
192.168.4.10
Configuration priority: 100

Observing port:

OK Cancel

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > VRRP > 2|
IPv4 £ M ESHO] IPv4 If|O|X|E FL|CL.

2. AMHg HOIHE MEStn ARIS SERLICH BEAIR= Mgt

YoM Ok(=te)E S= L C

VRRP HEE MZ D&LICH

1. Configuration(*’d) > Advanced Services(Z& A{H|2) > VRRP >9|

IPv4 £ MEHSIO] IPv4 H|O|X| & YL|C}.
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2. Mz 18= 2E510 VRRP =52 M2 1 FL|C},

4.5.3.8.2 IPv6

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > VRRP >2|
IPv6 E M ESIO] IPv6 If|O|X|E FL|Ct 118 1 0F 20| Create(THE71)E

s

178


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0305.html?ft=0&fe=10&hib=4.3.6.5.8.2&id=EN-US_TASK_0238352371#EN-US_TASK_0238352371__en-us_task_0177126060_fig_01

12 1 VRRP6 &=

Create VRRP

*WRID:

*WVLANIF:

*Link local address:

*Virtual IP:

Configuration priority: 100

SFC9348A AFEA dHAM _v1.0.0.0

u}

—

mun
N

[+]
Virtual IP = »
No data.
OK Cancel Apply

12

ol

of7h =S YL Ch

E 1 VRRP6 Ojj 7} 4=

R

VRID

VLANIF

7t 1P

49
VRRP6 1£9| VRID & L}EtHL|CE,

VRRP6 1 E0| MAE|= VLANIF QI EH 0| AE XYt H

g 2z

=

23 2 FAE LIEPHLCH

VRRP6 1E2| 74t IP FAE LIEFHLICE 7H 1P FAE
Fotetein s 2guc
LE:

-

7t IP F=AE VLANIF QIE 0| A Q| |p A9 St

HESR MAHE A0{0F LT,
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H 1 VRRP6 Of7} 4=
oj 74 My

VRRP6 10| & HM 7t IPve 4= B3 22
FA0{0F gL

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > VRRP >2|

IPv6 S &S0 IPv6 H[O|X| S ELILC.

2. g 22t Z0| 4oy &= Hof A= +8S S &5t VRRP6 7 Tf| 0| X| of

Y M| ATHLICY.
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12l 2 VRRP6 #=8 | 0| X|

Modify VRRP X
*VRID:

*WLANIF:

*Link local address: |

“\irtual IP: (+]

Virtual IP = X
Configuration priority: 100
oK Cancel

1. Configuration(T‘d) > Advanced Services(Zl& A{H|2) > VRRP >2| IPv6 £

M EHSHO] IPv6 H|O|X| S FLCt.

2. AMH HOIHE MEStn ARHIS SERLICH BAIR= Hist

HXoIlAM ok(gtelh)E SB[ LICH

=

e VRRP6 MEE M=Z DFL|CE

1. Configuration(+’d) > Advanced Services(1g A{H|2) > VRRP >2| IPv6 =

MERSIO] IPv6 H|O|X| & FL|Ct.
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2. Mz 1¥= 28510l VRRP6 552 M2 1 #LC}

4.5.3.9 LBDT

O O
[

L2 E TZ0]

0

YEI0IN ZEI YU HREHAS BEFHAS U Y S Y
L EQIT0IAM BrEHO 2 HEYLICE O LIERT 2AAS HHISHLE A WEHTA A2

Lo

SEHg REHLICL Y7L A5 2 HEYAS RTE A0 LRSI EYATE 2T 5| A5

>

2. 2T 2X|S Sof B

i -l A YN

=
_I_ -1 0

rir

UG B A WIS T R AXIE B

iRl
>~

[H
i

IS F7H22 B RZE A & ASLICL AHTO[A0M B2IF ZX| M HX|= &
M7 ot7| flel AH 0| AS SEOFAH L AHEFRELICH X7t QI I 0| A0 BTV MAEASS

— = O

HAISHEH CIH T 0|~ S @ = ASLICH

2R

1. 213 1 1t 20| Configuration(T‘d) > Advanced Services(13 A{H|2)

> LBDT £ &S0 LBDT If| O X| Off A ASkL|CH,
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131 234 PR 74 HOIX
Slot0

*T 1 JSISIslETsTalar

Enable (Block Interface) Enable (S8hut Down Interface) Disable
Loopback detection description

= Enable (Block Interface): Block service iraffic on the interface on which LBDT defects a loop.

= Enable (Shut Down Interface): Shut down the interface on which LBDT detects a loop. The shutdown interface must be resumed manually. To resume the shutdown interface manually, shut down the interface in the

interface configuration menu, and then start it again.

= After loopback detection is enabled, it takes about 5s for the device to start detecting loops. You can click the Refresh bution afier 5s to view the inferface status.

1L o =211 Tr- A= S
H 12 o8 ZEX| 9 0| X|of ojrf & ATt
H 1 2o9 ZX] 24 HOo|X|Q| oj7fH4
P TES oy
BAshEE OIE{H 0| A0 ZZH ZHX| 2 S8t X AL block ©2 XL Ch
2IHE 0] 2) 2o} ZX|5| B AHK| = QIE{T 0| A S AHEFSLTD BPDU OF MEEL|CH
BN ER OIE{H|O| A0 2ZM ZtX|2 SAS1SID X AL shutdown
OIE{H 0| A) o= MFBLICL
2oJh 24X W A7} Q0| AS SRELICE
ROl 3|t OIE{H|O| A0 2IU Z+X|Z H|ZHgsletL|ct,

2. T8 QL0 AS METL L

o CQIETO|A OtO|Z S S E5}0] oLt O] &2l QAHH O] AF ML CE

— 1

. OIRAZ O HIXOIA Q1% QIETO|AS MeyBt
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3. Enable(Q E{H|0| A X}TH = Enable(QE{H0|A S22 )2 S 2/510] QIE{I| O] A0 A

o URIE O S e ML,

k=
n

2o 2X|S Pkt 2
J|2Hoz 2mu 2x| IEH 0| A0A BT S| 0f YgsLic

(11 NOTE

7 ALE (otell QEjHo|A S FR) RVt ZX|EH UH, CIHIO|As SEEHLILL TR

U LICE ArMIet LHE2 2IEH|0] A 2y

4. T8 =HASHAIR.

18 2 oF 20| RxE AX|S 2deteof St 2= AEHH 0|20

ILICH OFX| o™ F-40[ HufgfLCt.

o

BAIEH 780 d52 A

(11 NOTE

ol Rme ZX| 7t 2gstE

re
i

L
el,
iR
>
to

SIE O] A& HEfE 2

184


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0032.html#EN-US_TASK_0238352336
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0038.html?ft=0&fe=10&hib=4.3.6.5.9&id=EN-US_TASK_0238352372#EN-US_TASK_0238352372__en-us_task_0177126063_fig_dc_s_web_0e003802

SFC9348A AFEA dHAM _v1.0.0.0

Enable (Block Interface) Enable (Shut Down Interface) Disable
Loopback detection description

= Enable (Block Interface): Block service traffic on the interface on which LBDT detects a loop.

= Enable (Shut Down Interface): Shut down the interface on which LBDT delects a loop. The shutdown interface must be resumed manually. To resume the shutdown interface manually, shut down the interface in the

interface configuration menu, and then start it again

= After loopback detection is enabled, it takes about 5 for the device to start detecting loops. You can click the Refresh button after 5 fo view the interface status.

4.5.3.10 STP

453.10.1 STP <

o STP S HYHo=2 ZdsetL Lt

1. Configuration(T‘d) > Advanced Services(1& AMH|2) > STP > STP 2242
S 2510 STP 22 1| O| X| 0f] AU A|ATHL|CF,
2. SRHSTP HEfE ON 2= 750 STP oA ™ MAXL=E &dztetL|Ct,

(1] NOTE

STP MY 47 5l QlE{mlo| A HE 047 Ha= STP 7t H MAH2 2 2 et
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« ZRHSTPY|5S YL

1. Configuration(7‘d) > Advanced Services(Il& A{H|2) > STP > STP 292

MENSEO] Z1E 1 1t 20| STP 22 H|0|X| & FLICt

a7 1STP 74

Glabal STP status &
STP Global Settings

STP working mode: RSTP
Path cost calculation standard:  Dotlt
BPDU protection:

Apply

Interface Status

Slot 0 2]
[ S, SUY Sy S, SHY, SUY S SHY, SHN SIS S, S SR SHY, S S SRS, S
0000 .0.0.0.0.0.0.0.0 6.0.0.0.0.08.0.0.0.0.0.,0 0 0

Enable 5TP Disable STP Enable Edge Port Disable Edge Port

F

12 STP 29 H|o|X|2| D7 HaF 2 HEL|CH

H 1 STP 29 10| X| 2| Oj7itH

P
fu

CREES EL:
STP &5 STP O &5 BE:
BE

MSTP: 22/X|7} MSTP BPDU & £ W#L|C}
RSTP: 22| X|7} RSTP BPDU & EHL|Ct.
STP: 2|X|7} STP BPDU & 2 ®|HL|Ct.
VBST: 2| X|7} VBST BPDU & & WL|C}
LTE:

SVFOIM Zf2 7|2X o= RSTPO|H AT = Qi&LCt

4= F2 H|E A g

ng_ = H o | o
" Dot1d-1998: IEEE 802.1d-1998 HEZE HIH S ALR310] A= H|2E

A AN

WES

Dot1t: [EEE 802.1t & HHS MB35 Z= HIES Attt Ch
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H 1 STP 2 HO|X|2| Df7 4 2F

oj 7H 8 5= =l
HI7Al: Soltech o] LS AtESt0] H2 H|I8S A AtEtL|Ch
BPDU 23 BPDU B3 =3} of £:

ON: BPDU 2= 7t 2dstE L}

JHZ: BPDU 237} H|ZH A SHE LY,

2. O7fH=+=E 27352 Apply(H&)S =L Ch

of A2 IDE YO

. DE EES Mol B B LS MHYSHIAL,

4. STP B3}, HIEAS} STP B, K| ZE A8 £ A8 o & 0f%]

EEES 22sjo] Mg ZES HFLICE
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4.5.3.10.2 MST XY XM

O O
[

(10 NOTE

2At

o MST X[ 2 gL},

[e=|

1. Configuration(*4d) > Advanced Services(1& AMH|2A) > STP > MST ¢

8= WEoto] g 1 10k 0] MST 9 48 H0|X[E ELICt.

a3 1 MST X[ 8 10| X]
Name: T¢1ct1d29580
Revision level 0

Apply

Instance List

Create Delete Refresh

MSTI D
MSTIID « Mapped VLAN « MSTI Priority «.
0 1-4094 32768

10~ Total 1 record(s)

# 12 MST X 74 Zo[X| | o7+ 29

=

Lk
=

H 1 MSTP X| 74 T0|X|2| D7t M

OH 71 & 5 k)

MST X|2lo| 0|28 QlastL|C}.

H=-
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# 1 MSTP X|g 78 O] X|2| Oj7fH+ 2F

WoEs g
Wy 2% MSTP 48 +58 efgiLic,
, VLAN 04 Bl0|2 % MSTP 4 +F2 £9/%7

MST X| < O]
&3 MST X

Configuration(T%J) > Advanced Services(1& A{H|A) > STP > MST &9

?.

0x
mo
>

MEASHO] T12 1 1F 20| MST EY 74 T 0| X| & ELLCt.

12! 2 9F Zt0| Create £ 22!510] Create MSTI Ij|O| X| Of| & M| ATHL|C},
12 2 MSTI A4 I 0| X|
Create MSTI

* MSTI ID:
* Mapped WLAN:

MSTI priority: 32768

QK Cancel Apply

H

2 = MSTI ‘848 H[O|X[o] Oj7 H=~0f Tl 2 Fe Lt

H 2 Create MSTI H|O|X|2| Oj7ffH MO

o 71t 5= a4

MSTI ID MSTI 2] ID & &3L|ct.

o g &l X|H = MSTIOf B ZE|&= VLAN ID QIS astL|ct
VLAN
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H 2 Create MSTI H|O|X| Q| Of7ijH M

OH 7H & 5 29

MSTI 24 =2 K& MSTI oA FX|e| @4 &2/E dEfgtL(Th

3. Oi7i+=E 2735t ok(E=e)S SEILICL

e MSTIE &AXgL Ct.

1. Configuration(T‘d) > Advanced Services(1& A{H|2A) > STP > MST €<

8= WEotof OF 1 10k 0] MST 9 48 H0|X[E ELICt.

2. AHBH= MSTI S MEASD MH|E S2BL|CH BA|D| = O3}
o MSTISES M2 2HLCL

8= WEoto] g 1 1k 0] MST 89 748 H0|X[E ELICt.
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A Q|X|7} SVF(Super Virtual Fabric) 2 20 A Zt& 249 0| 7|50| K| 5| K| &Lt

0| 7|s2 STP &Y R E 7t VBST =& 478 =

At

e VLAN O A VBST(VLAN 7|dt An{jd E2))E &93}etL|Ct.

1. Configuration(7‘d) > Advanced Services(l& A{H|2) > STP > VBST
7442 He4310f VBST 74 THO|X| S LTt

2. J2 11} 20| Enable 2 22|510f Enable VBST in VLANs H|0|X| £
HA[LICE

% 1 VLAN 0| A VBST &4t

=

Enable WBST in VLANS

0 A maximum of 128 VLANS can be enabled.

*WLAN:

Ok Cancel

o

12 HO]X|2] o7 H

E 1 VLAN O A VBST £ d3}3}7|

H&t8OF Sh= VLAN 9| ID & LIEFHL|CY.
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o VLAN 24 &=9|E BggLCt

1. Configuration(7‘d) > Advanced Services(l& A{H|2) > STP > VBST

T84S WE5t0] VBST 748 T O[X| S ELICH.

2. VBST SE0A M =2 HZGHOF St= VLAN 2| ID E S=/etL|Ct 18

2 QF 20| £ VLAN M H|O|X|7} EA|EL|C}.

Modify VLAN priority

= WLAN:

WLAM priority 32768

QK Cancel

H# 2 = HOo[X[e] oj7fH-S HFeLICt.

o
=
N
==
i

oj 7H '8 5= Hd
VLAN M =28 HASHOF = VLAN Q| ID & LtEtHLICE Zfg
=g = gl& L

VLAN 24 ¢ VLAN 2| @4 &=9|E LIEFHLCE 2t0] 2245 M =¢[7t
=29 LIEpAL|CH

ToO=

3. D7fRH=+-5 285110 ok(E=eh)S S= LIt

e VLAN O M VBST £ H|&-d3atetL(Ct
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1. Configuration(7‘d) > Advanced Services(l& A{H|2) > STP > VBST

T4E HESt0] VBST 4 0| X| & FLICt

2. VBST & H|Z'd3}3l{0F 3t= VLAN 2 MEIS D HIZ2HE3tE

SEELICE AR = st SAHOM Ok(=elh)S =Lt

o VBST =52 YUO|ER LY.

1. Configuration(7‘d) > Advanced Services(Zl& A{H|2) > STP > VBST

T4E HESt0] VBST 4 H|0|X| & FLICt

2. Mz 1¥= 28510} VBST 552 YUO|ELICL

2 At

o CISTO| OOt 222 SEE =QI5tM 2.

1. Configuration(7%d) > Advanced Services(11g@ A{H|A) > STP > C}&

QAAHAS MEHSIY T8 1 0 20| EtE Y22 HO[X| S FL Tt
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a3 105 QA2 T 0[X|
Global CIST Information (MSTP Mode)

CIST bridge: 32768.0000-1382-4569

CIST root port ID: 0.0

Configured parameter settings: Hello 2s MaxAge 20s FwDIly 15s MaxHop 20 Total number of received TC or TCN BPDUS: 4
Effective parameter settings: Hello 2s MaxAge 20s FwDIly 15s MaxHop 20 Time elapsed upon |ast topelogy change: 0 days Oh:7m:55s
CIST root switch ID or external path cost. 32768.0000-1382-4568 / 0 (This bridge s the root) Interface receiving latest TC BPDUs: GigabitEthernet0/0/6
CIST regional root ID or internal root path cost. 32768.0000-1382-4568 / 0 (This bridge s the root)

Refresh
Current root bridge

Refresh MSTI ID el
MSTIID « Root Bridge 1D ~ Root Bridge Path Cost « Hello Time (Seconds) « Max Age (Seconds) ~ Forward Delay (Seconds) ~ | RootPort
0 32763.0000-1382-4569 0 2 20 15

10~ Total 1 record(s)

2. CISTEEE MZE nX|{H ®x| RE HI|X| o] M2 nHES SSLICL

2. ®x RE BIX|OM M2 DHS SESI0 ®Ixf RE He|X|of Cist YEE

—

ESnESHl=Y
(11 NOTE

MSTI ID €0jl MSTI ID £ {31 © £ 2233 MSTI §2E =3

A
= T

UL Lt

4.5.3.11 LLDP

=]
T'__ﬁH
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HEST R 70| AZ 2 Y3 MEHE BD HEYI EZ2X|Z £M82{D LLDP(Link Layer

Discovery Protocol)E 2425t A2,

At

1. Configuration(+’d) > Advanced Services(1g A{H|2) > LLDP £ ME{st0f 12l 1 ot

Z0| LLDP 74 H|O|X| & EA|ZLIC}

a3 1LLDP 748 HO|X|
Global LLDP status .Im‘

Slot0 o)

‘e 0 0 ’oi ©. 0.0 000 0

0-0-0-0-0-0-0-0-0-0-0-0 0 0 0 0
Not o . . Electrical Optical Stack member LLDP
supported D s2EuEd = - Up - ST interface interface interface (L enabled
Enable LLDP On Port Disable LLDF On Port

Neighbor Information
O selecta port to show neighbor information. | Refresh

Local Port Name « Neighbor System Name + Neighbor ID Type « Neighbor ID « Neighbor Port ID Type Neighbor Port D «

No data

2. ZE2Y LLDP HEfE ON 22 47510 LLDP £ 2= QIHI0| A0 2ot e & S LT}

Ctg 48 & StLHE AL8510] QIE I O] A S HESL Tt

o QIETO|X OtO|Z S S&510] 5Lt O] ¢f2| QAAHH0|A S MR LTt

—

o O3 21 AHEO|AS MBSt O A S LI,

— 1

o IjEC| 2E QHIO|AS MESI2H IjEo| =olats MEE L T
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HEINAETL 2 d=tE A=A 472t O 20|10 2 HEFHAE HE REIF ALEE|=X|0f et

CHELIC

o 2RX[OM 20[0f 2 FEIFHAET St K| B2 B2 29X = o VLAN Ol M & =+

gl HEHAE 2 BREHAESL T}

o 20]0f 2 HE[FHAET 2E3tE B2 MAC T4 7|8 ME ZEO|AM s VLAN 2| & =+

L HE|F|AE SES HEEI|AESID P T2 7|8 ME D EO|M & £ Q= HE|IFHAE

29X|7FVLAN O M & = Gl= BE[FHAE S 52 HREEWAESE 42 € = Ble BEHAE

|ot

5= MAOtES 22X E 780t SAHL Y= A2 28 + JUASLICL

2 At

1. Configuration(+%d) > Advanced Services(1a A{H|2A) > IGMP 25+3d & MEISIT IGMP

Al P4 BS SYTLLE
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a3 1IGMP 2+% 7

Refresh VLAN D 0
VLANID & IGMP Snooping IGMP Version Discard Unknown .. « | FastLeave Querier « Query Interval (s) +
1 Disabled = Disabled Disabled Disabled =

2 Disabled - Disabled Disabled Disabled -

3 Enabled v Disabled Disabled Enabled 56

4 Enabled v2 Disabled Disabled Disabled 125

5 Enabled V3 Enabled Enabled Disabled 125

6 Disabled = Disabled Disabled Disabled =

7 Disabled = Disabled Disabled Disabled =

8 Enabled v2 Disabled Disabled Disabled 125

9 Disabled = Disabled Disabled Disabled =

10 Disabled = Disabled Disabled Disabled =

10 ~  Totalrecord(s): 4094 D 2 3 4 5 . 410 > Gnm- »

3. IGMP 254 S IGMP HH 1t Z2 IGMP &2+ D7 H+=E LT

4. 28 V510l £9S 2=ETLCL

453121 18 2AMd &

2 At

o Y ALEAE THELICH

—

1. & 1 1} 20| Configuration > Advanced Services > IGMP

Snooping & M E{5l11 Group Member Ports &2 22 2HL[C}

8115 78 2E

Create Static User Delete Static User Delete Dynamic Multicast Entry Refresh VLAN ID fel
VLAN D &

> 3

ENal

> O3

10 ~  Total 3 record(s) D
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2. 22 Z0| Y MEXt US7|E =50 BH AMEX 4E HO|X|S

a3 238 AL8A 44
Create Static User

0 Member interface information is displayed only when the interfaces in the VLAN are Up.

Slot 0

AREOOOOOO R

® Mot supported D Selected Dowm . Up E Shutdown Electrical interface Opticsl interface @ EthTrunk

*Selected outbound interfaces:

*Multicast group address:
Multicast source address:
*VLAN ID:
oK Cancel

12 85 ALgxt 448 Ho|x|e| oj7f =5 2 FeLICt.
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13 1 1F 20| Configuration > Advanced Services > IGMP

Snooping 2 M &5l Group Member Ports &2 22/ &HL|C}

o

| B AHEXL AHH|

i

g 3ar g ZEoI0] EH ALE XL AfH|

HO|X| S EA[ZLICE,

18 3 YN AFSXF AR
Delete Static User

Slot 0

il 7 1 Jalalalalalalal1a

© rotsupported [ ] Selected oo I ve N Sneeom Electricsl interface Opticsl interface @ =Tk

= Selected outbound inferfaces:

*VLAN ID:
Multicast group address - None -

Multicast source address - None -

oK Cancel
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AEX7L QHSHX| RS LITE 22X|7H Y 4= @l= IPve BEIFHAE SES ME[Sh= O AH8SH= 7|2

Y2 2010 2 FEIFHAETL 2t A =X] O] F2F O] 20]0f 2 HE[FHAE HE RET}

A& E[=X[0f et CHE LT,

o 2FX[OfM 20]0f 2 BEIFHAETL S FStE|X| B2 87 29K & 7 Sle EEPHAE

|ot

2g 2zEAES L

o 20]0] 2 HE[FHAETE AQIX|Of| M 2t

rn
b

8% £29X|= ofH gi|o[of 2 HEFHAE HE

BETt AEE=X0f 2HA 80| VLAN O & = §l= ZEPHIAE S &

mjo

HZCI|AETILICH

1. Configuration(7%d) > Advanced Services(1& A{H|2) > MLD 2%E 2 ME{SID MLD

ALY Y Y2 S C

2. VLAN o] 8 g|2Z =5 S=otH 18 1 1F 20| By dEf2 So{LCH

1% 1 MLD 25 % 74

Refrash VLAN ID §o)

VLANID « MLD Snooping | MLD Version « Discard Unknown Multica « | Prompt Leave ~ Querier Status ~ Query Packet Sending Interval (s) ~

1 Down = Down Down Down

2 ( m_. vl - v X

3 Down = Down Down Down

5 Down - Down Down Down

4084 Down = Down Down Down

10~  Total 5 record(s) D

3. MLD 254 % MLD H
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=
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At

o X ALEAE THELICH

1. 2 1 1t Z0] Configuration > Advanced Services > MLD

Snooping 2 M &5l Group Member Ports &2 22/ &HL|C}
Jg81 318 8- ZE

Create Static User Delete Static User Delete Dynamic Multicast Entry Refresh VLAN ID el

VLAN ID &

2. 13 29 Z0| BH Ar8X} S7|E S0 BH AL8xF 48 HOIX|E
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Create Static User b

0 Member interface information is displayed only when the interfaces in the VLAN are Up.

Slot 0

T 1 JSISISIaTaISTar 18

*Selected outbound interfaces:

*Multicast group address:
Multicast source address

*VLAN ID:

Fl
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il 1 1 alalalalalalal 1s
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1. Configuration(t’d) > Advanced Services(Z1g A{H|2) > PoE & ME{SIL|CH

2. 18 11t 20| ¥G @85 A5t Apply(H&)8 LT
a8 HYg 273

Global Settings

Slot ID: 0

Max output povwer (mW): 380000

Reserved PoE power (%) 20
Apply
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a3 4 HH o[~ 28

Select all interfaces L2
Slot 0
2 4 10 12 14 16 18 0 2 24 6 8 0 2 4 6 3 0 2 4 5 8
5 1 1 15 1 19 25 ] 5 9 5 2 4
Not S o Elecirical Optical Power Stack member
Q Lo [ selected il shutdown nterface nterface o, A interface

Interface Information Interface Setting
@ Click the preceding ports to set port parameters.
Interface name:

Enable FoE on inferface D

Max output power (mw): 30000

PoE priarity ® Low High Critical
PD compatibility check: (@ o~ ]
Apply

Manual Power Supply Setting
Manual power supply: Power on Poweroft @

Apply
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1. Configuration(T+’d) > Advanced Services(Zl g AMH|2)

> 0[S dEstof 012 HO|X[S FLICY.
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Cl2Eg 0] T Oo|X|E FLICH,

a2l 1 ZE 0/2{2 BA| HO|X|

Slot 0

® Mot supported Dewn - up - Shutdown Elecirical interface Optical interface @ EihTrunk

Display observing port @

» Display all mirrored port Display uplink mirrored port g Display downlink mirrored port & Display bidirectional mirrored port @

453132 ZE O/3a 2o
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* Select observing port: Select
Inbound mirrored port: Select
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3. 2E ZE M o U= HEHMS SELCE 18 2 oF 20| 2H ZEES MEISt= THah &ALt
HA|ELICE

M

d3 2 TE 1A pHE

Select

Port Mirroring Configuration
Create Delete Refresh

Observing Port Inde... = Observing Port « Inbound Mirrored Port Outbound Mirrored Port
1 GigabitEthemet0/0/17 GigabitEthernet/0f15

2 GigabitethernetD/0r 4
3 GigabitEthernet0/0i13

10 Total record(s): 3

OK Cancel
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13125 74 1o|x
o Set Stack Parameters

Stack mode: Senice port stacking

Stack system MAC:

Stack topology: Chain

9 Configure Stack Members

Role = Stack ID for Next Startup + Priority «
Master switch 0 100

) Configure Stack Ports {Slot 0)

Logical Stack Port Number of Physical Member Ports Physical Member Port Added

stack-port0/1 0

stack-port0/2 0

° MAD Configuration
MAD mode: » Direct mode Relay mode No MAD
*Selected poris: X
Reserved port . x
MAD recavery: (2]
Apply
Display Information

Role « Current Stack 1D =« Stack ID for Next Startup « Priority « MAC Address « Device Type «

Master switch 0 0 100 56720-30L-HI-245
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@) configure Stack Members

Rale « Stack ID for Next Startup « Priority =

Master switch 0 200 v X
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© configure Stack Ports (Slot 0}
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o Configuration MAD
MAD mode: » Direct mode Relay mode No MAD
* Selected ports: x
Reserved port: . X
MAD recovery’ (2]
Apply
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1. 212 1 1} 20| Configuration > Security Services > ACL Reference £
MEHSI D Interface ACL B2 S2/8tL|Ct

a8 1 Aol ACL

[ sioto

2 6 12 1 6 1 2 22 24 26 28 30 32 3

Not e ., e Electrical Optical Eih Stack member
supported [ selected Down  Jffij up [l Shudown interface interface ® interface

Interface ACL Configuration

Interface name:

Inbound interface ACL number: New

ACL Type ACL Number | ACL Name Operation

No data.

Cutbound interface ACL number. New

ACL Type ACL Number | ACL Name Operation

Na data

Apply
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Select ACL

ACL Type: s ACL

ACL List

ACL Number =

2001
2100
3000
3001

3002

5 = Total 6 record(s)

4.5.41.2 VLAN ACL
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% 1 VLAN ACL

*WLAN ID:
Inbound VLAN ACL number: Q
ACL Num... ACL Name ACL Description x
No data.
Cutbound VLAN ACL number: Q
ACL Num... ACL Name ACL Description x
No data.
Apply
L o =|a|~ = o
2. VLAN ID &0f &= = 285t VLAN ID E MEiSL|CH
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O3 2 ACL MEH
Select ACL

ACL List ACL Number v o}

ACL Number ACL Name « ACL Description

2001
2100
3000
3001

4001

5 = Total 5 record(s) n
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g1 =zZ s 74

Authentication Configuration Portal Server Access Configuration

Authentication Configuration

*User domain name: default -

* Authentication mode: ) Local Z RADIUS

Apply

Account Management:

Create Delete
User Name « Status Operation
aa Active Modify Delete
sz Active Modify Delete
10~ Total 2 record(s) -
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MEX A E BELIL

a. 12l 2 2t Z0| Create & 22! 510 Create User H|O|X| & EA|&FL|C}.

a3 2 AR S

Create User X
*User name: l @
* Password: @

*Confirm password:

*Access type: all
web
ppp 802 1x
OK Cancel
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Eth-Trunk1 Disable
Eth-Trunk3 Disable
Eth-Trunkg Disable
Eth-Trunk7 Disable
Eth-Trunk11 Disable
Virtual-Ethernet0/0/5 Disable
Vinual-Ethernet0/0i14 Disable
Virtual-Ethernet0/0i16 Disable
Virtual-Ethernet0/0/3 Disable

Vinual-Ethernet0/0i4 Disable
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Configure DAI

* Selected ports:
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Configure IPSG
*Selected ports
IPSG status @ o )]
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Apply
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Create Delete Refresh Interface Name o)

Interface Name « VLANID « MAC Address « IP Address «

No data.

n
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Il

18 2 Binging &5 7|

Create a Binding Entry X

0 Either the MAC address or IF address needs to be set.

Interface name: b4

WLAN ID: N

MAC address: - _

|F address:

Ok Cancel Apply
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1. & 1 1} 20| Configuration > Security Services > IP Security £ & 5|11 Static
Binding Table &2 22/gtL|Ct.
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1. 212 1 1} 20| Configuration > Security Services > IP Security & &5} 11 Dynamic
Binding Table &2 Z&/gtL|Ct
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Refresh IPAddress | v o

IP Address « MAC Address « VSINLAN(OAIP) « Interface a Lease »

No data.
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One-Click Bind
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Binding Status =

IP Address
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Interface Name «

Unbind

Bound
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Not bound EE

192.168.1.10
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1. 212l 1 1} 20| Configuration > Security Services > Storm Control S &5l 11 Storm

Suppression #2 S22 CL
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181 =2 [y

Select an interface

Slet0 Fa)

O S Dosesms om Wer [l s

Configure Storm Suppression

Selected interfaces:

Broadcast suppression: Percentage v |10 %

Unknown unicast suppression:  Percentage  ~ 100 %

Unknown muiticast suppression: ~ Percentage v | 100 %
Apply Restore to Default
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1. 212l 1 1t 20| Configuration > Security Services > Storm Control 2 A Ei5}1 Storm

Control B2 £ &/gfL|Ct.
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a8 1 Z3 Mo

Select an Interface

Slot 0 Is)

1 3 5 7 [} 3 5 7 9 2 2 25 7 20 3 kX 35 a7 30 4 4 45 a7 1

Hot o o s Eleotrical Optic! Stack member
O s (Do oo Wl [l soeme Al

Configure Storm Control

Selected interfaces:

Storm conirol (@ o~ ] ® Log Alarm

Broadcast control threshold: pps = Upper threshold pps
Lower threshold pps

Multicast conirol threshold: pps = Upper threshold pps
Lower threshold pps

Unicast control threshold: pps +  Upper threshold pps
Lower threshold pps

Storm control action: + None Close Block

Apply
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Isolation Group P

Delete Refresh

Create

Isolation Group N__. = Interface Name «

SelectInterface

i
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Configuration(T+4d) > HQt MH[A >

1.
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GigabitEthernet/oM

GigahitEthernetn/2

GigahitEthernet0/3

GigahitEthernet0/0/4

GigahitEthernetd0/5s

GigabitEthernet/0/6

GigahitEthernet0/0/7

GigabitEthernet0/0/8

GigabitEthernet0/0/S

GigabitEthernet0/0/M0
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Total 10 record(s)
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Unidirectional Isalation Port List «

Select Interface
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1. 2t > 3 28 FH TS Mol 8 1 ot 20 @ 28 BE & o|X|of

U M| ATHLICH,

13192 Y A

o One-Click Information Collection can output diagnostic information such as running information, current configurations, interface information, system time, and system version to the web_diaginfo.td file
This operation will take a long time

One-Click Collection

Current collection file: web_diaginfo.txt

Callection time: 2016-05-28 10:50:47
2. @ 22 M SELCL A|LE2 T8 2 o 20| ALSEX| R E 2= HAIXKIE

HAISLIC =ols S 3L

Confirm X

This operation will take a long time. Contin-
ue?
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1. 28 1 1 Z0[ TUEH > AAA HIAE S HEI5L0] AAA E|AE H|O[X| Off M| AgtL(Ct.

d3 1 AAAHZAE

—> The A test tool checks whether a specified user can pass RADIUS authentication.

*RADIUS server profile - Select- v Authentication mode: -none - v
*User name: *Password

Start
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1. 212l 1 1t 20| Maintenance(-X| &2]) > System Maintenance(A| A& |X| Z2])
> RS MENSIO] IR | O| K| off MM ATHLICE,

J81 2

Reboot Record

Slot ID; 0

RebootReason ~ Reboot Time ~
MANUAL 2000/04/15 11:26:29
MANUAL 2000/04/15 11:01:00
POWER 2000004101 235558
MANUAL 2000/07/03 08:13:21
MANUAL 2000/06/28 02:20:49
MANUAL 2000106127 11:18:54
MANUAL 2000/06/22 09:27:38
MANUAL 2000/06/20 08:02:19
POWER 2000006116 230756
MANUAL 2000/07/08 23:40:02

@ The system dispiays reasons for the 10 mostrecent reboots.

Reboot Mode

Reboot mode: o) Immediate Scheduled

Apply.
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22|X| 7 NETCONF 2E0f| = 42 = o|%E CHA| AlZS X &IGHK]
&L o
1. MR BE MMOA CHA ARt RES Meistn B8 2T FAS N @

T3S M AUX| 2= HAIX|ZF #AIELICE MY A W E-S SEHOE FX7F FA|

CRAl AR e @ HZO| SEELILE IFES HEtt 89 S8 CHA AR AZES
YUHYLICE HX|= X[ZE AMZHO| TEA] A2 E LT

6.5.5.2 ¢gg0|=

=
2o
YR AAE AZEQI0E Y20/ =512 Y2 0[= mtUS YA RESID O AES ?let

AMESHHE GUI O M A[AF AT EQIOE Y2 0|=510] Y20l XY S Hesoll 288 =€

+ gL,
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NOTICE

o AN2E AZELNE PO O|ESH| Hof| 90| MEEIRUEA] 2 QIS A2,

o Y02|0|E5tE S e S K| OHYA| L.

o A2E AZELOE TR FRESH= O A[ZFO] @2 ZELCH W2t A[AE

>

ZEQOE ¥ 0|=38}17| M0 Maintenance(X| #2|) > System Maintenance(A A&

QX B2|) > AIAY > NAY YHE MY HTTP AT £t 2H2(R)S 60 202
YA
. AAHAZEY O] U TN TIUL HRSALCL MK £ Y Yo YHOHOHE 4

2 At

1. 212 1 1t 20| Maintenance(®X| #2]) > System Maintenance(A| 2™ |X| &2])

> Q0| ES MESHH Y20 = H|O|X| Off M| ATHL(Ct.
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az 1 gag0l=
Version
Current system file: flash:/s5735-11_v200r022¢00spc500.cc
NULL

Current patch file:

Version

Current Web file Default
Upload File
File name: - Select -

Next Startup Configuration

VRP (R) software, Version 5.170 (SFC3248T V200R0..

SFC9348A AFEAF A HA _v1.0.0.0

Next startup software: flash:/s5735-1_v200r022¢00spc500.cc

Number of plug-ins

e

Current configuration file: NULL

Upload (Select a *.cc, *.cfg,*.zip, *.pat, or *.mod file.)

@ Rebooting the devices will cause the unsaved configuration to be lost. You are advised to save the configuration before rebooting. | Save
Next startup system file flash:/s5735-11_v200r022c00spc500.ci
Mext startup configuration file - Select -
Next startup patch file: -none - [7]
Next startup plug-in file: - none - [7]
Apply
# 12 BAE HOo[X|e] +d &55 2L/
H 1 @720/ HO|X|
il a9
B ST AILAE THY, ChE AR AZEQIO|, HT A THY L WY Y THAD L2 AR
Tohof oot HE 7 T o[ X|off EAIELICE
el YRCH TS MEBHLC,
==
ChE A MEiSH CHE AMZF A2 oHY, ofg AR 7Y o 3 Chg AR X DY EF O
SR Mgty
LE
A7 E200IS NYUSE 2 SEOE S20IM 1S AR 93 B2i00 Tag
HERLICE
A9IX7 NETCONF 2EQ| Z9 74 THAS XF 4 81o0f T2 AIRHS 93t 14
oie MM 4+ Ltk
j— o = e — o - = 3 - —_ o
2. MY HRE 45 SEYL O ga0|E TtEs HEstn YEES SESI0] Y S
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mjo
d0
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_F_I
ne
mjo
rx
12
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=
X
o7
njo

3. O3 AME 8 542 EELE SE0M L A%

6.5.5.3 ¥l ut ko)

2At

1. 212l 1 1t 20| Maintenance(S-X| &2]) > System Maintenance(A| A8 |X| 22]) > ¢

mh 2| S & 5tof ol mp 2| T O K| off MM AL Tt
a3 13 o e

Upload Web File

*Web file: - Select- Upload | (Selecta*7zfile)
Load Web File

o After loading, you need to log in again.

+=\Web file: flash:iweb.7z hd Load

Unload Web File

Current Web file: web.7z
Version: 2.11.10.935
Unload

# 12 Ho[X[e] oj7iHS 2Lt
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o I{X|E RESPY| MO 22X MF ZX[0f IhX| Th2S XMZo{OF gLt ThA| oH 2

HTTP & AL&3t0] £22(X[0f P=E=E LT

o IjX|Z K2

—

ot

O 2 2|0 A THX| S AfA| LT,

At

1. 22l 1 1t 20| Maintenance(-X| &2]) > System Maintenance(A| A& |X| Z2])
> I X| £ M EASHO] THX] m|O| K| Off HM|ATHL|CE

a3 1 K|

Upload Patch

*Patch file: - Select - Upload | (Selecta *.patfile)
Load Patch
*Patch file: - Select - A Load

Patch Info

Current patch file: Mone

Version number: None

Status: Idle

# 12 HOo[X[e] oj7fH-S LT,

1 K| HO|X|<f o7} B4

ot 4%

X g=E Y=o OjX| ot e MEE 4 AEUCH

X 2E Zogh ojx| ot g MEE 4 AU
ok Me X YEE LIEFLICE

oA X o
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6.5.5.5 E2{1Ql &2

OH
=4

Mo

AZEQN YA O|EE M2R 7|5t ME|AE FIHE 5= ASLICHL 22U £2ZEQ0] FOg0l==

2 = A UL ol2iet =X & sl Zst7| flof 22110 #2] 7|s=

AMEot0 X El EE8 2EY = ASH L 0|42 22121 M

[nm

|¢ CC

—_

rir

7]

or

ZES gL

2R

1. 2.2l 1 2t Z0| Maintenance($X| #2|) > System Maintenance(A|2H |X| &a|)

> E2{a¢el & S 48 5to] F2{Q #a| Ho|X| off AMATHLICH,

T
a1 =239
Upload Plug-in
* Plug-in file: - Select- Upload | (Selecta *.mod file)
Load Plug-in
*Plug-in file: - Select-

A Load

Plug-in Status

Unload All

Current Plug-in File = version « Plug-in Status Action

No data.

Hl
rlo

HO|X|of Oi7f H5 S FE LT

H 1 Z21Q 2| TO|X| Q) Oy

ot EL:
Se19 ¥z= YEcE Eeiaolg HuE 4 AL
2210 2C soE E30e MY & YsUC
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4556.1 21 JE H7Y|

1. 212l 1 1t 20| Maintenance(S-X| Z2]) > System Maintenance(A| A8 |]X| 2t2])

> 218 MY o0 21 HE B B SR

Jdy1 23 27|
Level: Al v To Al -
Time: | 2016-08-01 11:20:03 To | 2016-08-01 11:20:03 Search
Refresh Clear

Log Time = Log Module = Log Level = Log Mnemonic = Log Details «

Jul 29 2016 16:20:05 HTTP Error LOGINFAIL User login failed. (UserName=admin123, IPAddress=10.135.64.84, VpnNam..
Jul 29 2016 15:25:41 HTTP Error LOGINFAIL User login failed. (UserName=admin123, IPAddress=10.135.64 84 VpnNam_
Jul 28 2016 19:34:00 IFPDT Warning IF_STATE Interface GigabitEthernetD/0/11 has turned into UP state.

Jul 28 2016 19:31:03 RM Warmning IPV4_DEFT_RT_CH.._ IPV4 default Route is changed. (ChangeType=Delete, Instanceld=0, Protocol
Jul 28 2016 19:30:59 IFNET Warning LINK_STATE The line protocol IP on the interface GigabitEthernet0/0/11 has entered the D..
Jul 28 2016 19:30:59 IFPDT ‘Warmning IF_STATE Interface GigabitEthernetd/0/11 has turned into DOWN state.

Jul 28 2016 16:26:07 INFO Error SUPPRESS_LOG Last message repeated 1 times (InfolD=1103511553, ModuleName=HTTP, |__
Jul 28 2016 16:25:56 HTTP Error LOGINFAIL User login failed. (UserName=admin123, IPAddress=10.135.64.84, VpnNam..
Jul 16 2016 09:04:25 SHELL Warmning LOGINFAILED Failed to login. (Ip=10.135.90.187, UserName="*, Times=1, AccessType=TE...
Jul 15 2016 16:49:24 HTTP Error LOGINFAIL User login failed. (UserName=admin123, IPAddress=10.135.90.187, VpnNa__
10 =  Total 95 record(s) D 2 3 4 6| .. 10> Goto 1 3

3. 25 21 FEE X[REE X|7|E SEHMAL.
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O OH
= =
RO SAEN RIS SEHoIEE YA E 28 2, 2O 22E0 MEE 205 U5t A 2

2At

—_

1. 28 1 1} Z0] Maintenance(X| &2]) > System Maintenance(A| 28 FX| 2t2])

>21 5 ME St o7 2% ©¥S S L
33107 2
Enable system log: | @3

System Log

New Delete Refresh

Log Host IP Addres & Operate

Delete

2. Hw ME|S Sgsks B Al AR 27 S43E 2 HAUAL

= =

3. M2 2E7| £ 23t BEAE O YA Ra S AE P F

4556.3 LSW =1

[

A8 QB

Hag
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O O
[

AQX[0M WEEls 20 THY0= AFEA 21 ThYap Rt 27 THYU0| et L|CH AFEXF 2O

o2 Sact MYl X Al AR) X EY §EE 7[FHCH DT 20 of g2 ME|A K| 8

to
T
ox
H
i
N
Jhu

SLICE ME| A 251 At0]| M2t 20 s 22 + AS LI

2At

1. Maintenance(X| 2t2|) > System Maintenance(AM 28 §X| #2)) > 21 E
MEdstL|CE 12! 1 1F Z60] LSW 21 T|O|X| 7} HA|E LT},

gl 1LSwWw 21

Time: To Search
Log File List
Delete Refresh
File Name ~ Size (Bytes) ~ Modified Al ~ Operation
2018-10-28.01-25-12.dblg.zip 1242354 2019-10-28 01:25:12
2019-11-23.01-23-38.dblg.Zip 1079748 2019-11-23 01:23:38
2019-10-22.10-22-01.dblg zip 751898 2019-10-22 10:22:01
2019-11-30.10-43-35.dblg zip 534827 2019-11-30 10:4335 4]
2018-11-17.08-35-21.dblg zip 1115856 2019-11-17 08:35:21
2018-11-30.01-08-04.dblg.Zip 553048 2019-11-20 01:08:04
2019-10-28.09-11-18.dblg zip 405502 2019-10-28 09:11:18
2019-11-29.05-07-32.dblg zip 550341 2019-11-29 05:07:32 4]
2018-12-02.01-41-57.dblg.zip 554658 2019-12-02 01:41:57
2019-10-19.09-56-08.dblg zip 1240354 2019-10-19 09:56:08
10~ Totalrecord(s) 68 D 2 3 4 5 8|7 >
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2R

1. 212 1 1t Z0| Maintenance(®X| #2]) > System Maintenance(A| 2" {X| &2]) > A&

Auto refresh:

Severity:

Time:

AP Mame

Clear

Level «

Minar
Majar

Majar

10 | -

ZAHSHL|C},

O 1

M YYS M stof gy
All -
-
Refresh
0ID «

1.3.61412011.625413.

1.3.6.1.4.1.2011.5.25142 .

1.3.6.1.4.1.2011.625142 .

Total recard(s): 3

= H|O| X|Of Y M AFLCH.

To Al -
To
Search Reset
Content = AP Mame «

The last member interface link status changes... —

The ESM of slot 0 mismatched with the license... —

License feature All is near deadline, remainti.. -
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1. 22 1 1t 20| Maintenance(-X| &2|) > System Maintenance(A| A& |X| 22]) > LEt

L OMIE > o Y OjME 7|5

mjo

HEISEO] g S O[HIE 7|5 HOfX|0f oYM AgL|Ct

a7 1003 2 LoME
Level All v To Al - How to Obtain the Alarm Reference?
Time: To
AP Name = Search Reset
Clear Refresh
Level « 0D - Content ~ AP Name AP MAC = IP Address Module - Time Mnemonic «
Minor 1.36.1.4.1.201.. Stack port XGigabitEthernet0/0/2 state . — = = FsP 2017-03-03 05:12:48  STACKPORTISDOWN
Minor 1.3.6.1.4.1.201... Stack port XGigabitEthernet0/0/1 state... — = = FSP 2017-03-03 05:12:48  STACKPORTISDOWN
Minor 1.36.1.41.201.. Stack port XGigabitEthernet0/0/2 state . — = = FsP 2017-03-03 05:02:48  STACKPORTISDOWN
Minor 1.36.14.1.201.. Stack port XGigabitEthernet0/0/1 state . — = = FSP 2017-03-03 05:02:48 STACKPORTISDOWN
o Indeterminate 1.3.6.1.4.1.201... Auserlogin fail. (Userindex=34, User.. — - - LINE 2017-03-03 04:54:22  VTYUSERLOGINFAIL
Minor 1.36.1.4.1.201.. Stack port XGigabitEthernet0/0/2 state . — = = FSP 2017-03-03 04.52:48 STACKPORTISDOWN
Minor 1.3.6.1.4.1.201... Stack port XGigabitEthernet0/0/1 state... — = = FsP 2017-03-03 04.52:48  STACKPORTISDOWN
Minor 1.36.1.4.1.201.. Stack port XGigabitEthernet0/0/2 state . — = = FsP 2017-03-03 04:42:48  STACKPORTISDOWN
Minor 1.3.6.1.4.1.201... Stack port XGigabitEthernet0/0/1 state... — = = FsSP 2017-03-03 04.:42:48  STACKPORTISDOWN
Minor 1.36.1.4.1.201.. Stack port XGigabitEthernet0/0/2 state . — = = FsP 2017-03-03 04:32:48  STACKPORTISDOWN
10 ~  Total record(s) 256 D 23 4 |5/ |26/ > Gato 1 »

2. B2, MZt, AP O|F , AP MAC, IP T2, 7|}E £ 278 o0 X|'8&l 2= AL

3. BE U HHE K|S 2B X275 SYSHIAIL.
4 FEMZE U WHS SYSHAI. VY TS AL YHS AT

4.5.5.8 Z2| X}
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Xt 3&0| FTP, HTTP, SSH, Telnet, Terminal 2= x25-pad Q! A2 Xto]| CHst

M7t =g Lot s AFB XS M2 K- 2 FTP, HTTP, SSH, Telnet, Terminal & & x25-pad 7t

o AEAAEE THELICL

1. 12 1 1t 20| Maintenance(X| &2|) > System Maintenance(A| 28 {X| 2t2|)

[

ba|

\"
i
i

2| <t

MEH &}

— 1

kd
i
o
Ral
et

a8 1 22|kt

Old password verfication Upon 2 password change: (@)
Creste || Delete || Refresn User Name el
UserName ~ Level ~

hr Management user

admin Management user

10 v Total record(s) 2

B
2. 1%l 2 o Z0| Create £ 22! 10| Create User H|O|X| £ HEA|StL|CT

a3 2 M-8R Y-S

o
System Maintenance = Administrator = Create User
*User name:
*Password:
HTTP directory:
*Access level: Monitoring user -
Monitoring user: has only the right to perform the ping and tracert operations.
*Access type: All
HTTP FTP
Telnet Terminal
X25-PAD SsH
(Telnet, FTP or HTTP has potential security risks. Select only the required access type.)
oK Cancel
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HYE F00 28T = JASLICH

HYHS AHE8A 42 E LIEFHLICH

HTTP CIAMEg] HTTP AFEXIZL AN AE 4= Qe CIHEE|E LIEFR-LICH

WM A =T AHEAL S LtEFRLICE

REX=LR F M| MAEA £EO| USHLE ZHEHT AHEXLL}
22| AFE AL

HM A 7 AHEAL M A REE LIEFHLICE
gH 2= 2t0l ALEAE HIEINM BRIz HE SHHERA=X RS

LIEFRH LT,
LE:

O| DH7HH== AFSAL =78 H|O[X|Of 2k FEA[E/L|CY.

SSH At8X} g
L E:

ol 7= HMA | O] sSSH 2 @& g0 79 = AFLITL

25 2E SSH AHEAte| 215 RES LIEHAL|CE
MEIA~ BF/ SSH AFE XS] ME|A FS LIEHLICY,
SolE A Eg| SSH ALEXIOf| CHot SFTP MH| A Q15 CIM E2[S LIEH LICH
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A HEE FHYLICL
1. Maintenance(%X| 2t2]) > System Maintenance(A| 2 {X| #a|) > Z2|Xt £

& 5t ekt 2 SO
2. JF 30t Z0| - AEA A S 2E0I0] ALEAL =78 HO|X| of HA[ATHLILY.
13 3 AR 3
*User name: *0ld password. ~ sessss
*Password: ~ sessss
HTTP directory:
*Access level Management user A Forced offline: b Q
Management-level user: all operation rights.
=Access type: All
| HTTP FTP
Telnet Terminal
X25-FAD saH
(Telnet, FTP or HTTP has potential security risks. Select only the required access type.)
OK Cancel
(1] NOTE
. E12ABAHEE £HY| et 0N HAS MY AR
90| HEE = M 52 & o7 A8 42 30|1
SUEHY +F AFBAY 32 1 YU
o AMBA£EE =HT R0z 202 CHZ CHA| 22180k =7
Ateo| HEE L.
o AEXOIE2 LEEN A HEY 5 YUS LI
3. O +5 SFLCt
4. =ols SEYHCHL
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t2]) > System Maintenance(AM 2™ |X| B2|)
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1 1 20| Maintenance(S-X|
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0 Disabling the password policy will degrade system security.

Set Password Policy for Administrator

Password policy: i o]

History password records: 5 9
Validity period (days): a0

Remaining days: 30

Nofification for initial login @ o)

password change: '—'

Set Password Policy for Common User

Password policy:

Apply

# 12 HOo[X|o] oj7fH~5 2 FLICH.

E1HLHs Y

ot

i

29

2| Xt CHet 2= HM 4

HIZHS g Z2Z B2|R0f et = YHS 2ystetR| of R YL L.
7|8 H2HD 7|& 27 ZA2|Rt0| ol 7| FE =l At} & LIEFELC

40
ot
N
[
[

[0

2 R8 7122 LEHLIC
de Us QTI} QRE| MO AAHO| TETES BAISHE AIZHS LEERYLICE

A7 270 HZHS 9 ABKA £7| GBS Bl HAKS BAGLES HAIS BABER
¥y st

E
r_fE
>|
Jé

2Z ALER0 et = YA S 2YsieR| off YL C.
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bigal 29
7|8 H2Ms 7|5 Z2Z B2|R0f ol 7| FE =l X[ =5 LIEFRLICE 22 0 0lAf 12 Ato[<]

= o
FYUrL) 7|22 5 YL

4.55.8.3 222l 22| X}

2R

1. 22 1 1 0] Maintenance(%X| Z2|) > System Maintenance(A| A& FX| E2|)

—_
> #2|XHE dEiStn 2apel gha|xp #S SEL L

azg 12zt

Online User List

ro
>

o
_>'-|_
o
Jhu

Forcible Logout 1P Address - o

1P Address « User Name Authentication Type Online Time « Online Duration .

admin123 hitp 2016-09-27 18:36:29 OH:51M:388

10 ~  Total 1 record(s) D

2. ot O|&to| ALEAIE MEiSt D ZH 210t S 22/510] ALEXAIE 2 ZE =210

4.5.5.9 A|AE
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21 |AE-II o I.Q_ I. AL 2 |"'|> | "'l, | Ol-‘-H —I.OI o | |22 |_ﬁ‘6|- | |- =1 o —I.OI
A2 ARBXL E Y S O|5HA 87| flof ot 2| 7|s2 MSeLch 2 1 2 oY
| T = O:I = | I_
Ll =
22| H|O|X| & E o F LTt
2| ofel o It
A= 1 o 22| H|ofX|
flash:(Slot 0)
I
11719 MB free of 446.53 MB
File List
Upload Delete Delete Permanently Refrash File Name Il
File Name = Path « Size (Bytes) « Type = Opera...
q flash:/ i)
aab123_key pem flash:/ 983
s105_init.cfg flash:/ 0
$_patchstate_reboot flash:/ 36
s6720hi. 7z flash:/ 6091635
55720hi-v200r010c00spc 200b330 cc flash:/ 73312012 Current system file[Next sta_
dad it flash/ o
55720hi-v200r009c00spc200.mod flash:/ 87340
§5720hib93001.web.72 flash:/ 7107140 E
aab123.pem flash:/ 1838
10  ~  Total 113 record(s) D 2 3 4 5 12> Goto 1 »
\l» Recycle Bin
Restore File Delete Permanently Refrash File Name Il
File Name = Path = Size (Bytes)
2014-09-25.11-16-39.dblg zip flash:/logfile/ 528147
10~ Total 1 record(s) B

ZZ OUS AKX 0 FR2EY & ASHCL
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2l) > MAH-S

.
o

=X

Edl
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t2]) > System Maintenance(A 2

Maintenance(§X| &

1.

(11 NOTE

- S LI

[AELICE: .cc, .pat, .zip, .7z, .txt, .log, .dblg, .cfg, .dat, .bat, .jpg, .jpeg, .

png, .pem, .p12, .cer, .bin, . mod & xml.
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a3 2 Yol A= ofl2l HAIX|

Information X |

security level according to the help and try it again.

o The security level of the browser is too high. Set the

¥

A8 3"A3EHE0 HHTt Ao 2 BAIL|X] B2 ActiveX ZHEE 7|9t 2 A3 HE"

Security Settings - Local Intranet Zone E

Settings

() Enable -
Prompt
|1I| Download unsigned ActiveX controls
Disable
() Enable
() Prompt D
|1I| Initialize and script ActiveX controls not marked as safe for scrig
(71 Disable
Enable
() Prompt
|1I| Only allow approved domains to use ActiveX without prompt
Disable
() Enable
|1I| Run ActiveX controls and plug-ins

() Administrator approved
T Pieshla
<« | m | b

*Takes effect after you restart Internet Explarer

Hl

e
0x
ot

Reset custom settings
Reset to [m_bw {default) v] [ Reset... ]
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JAY4"MHO| DHYS PrEs I 22 O ED| P2 T 243}

P "

Security Settings - Local Intranet Zone E
Settings

@ Enable -
|| Drag and drop or copy and paste files
(71 Disable
@ Enable
() Prompt
| | Enable MIME Sniffing
(71 Disable
@ Enable
[l Include local directory path when uploading files to a server
(71 Disable D
@ Enable
| | Launching applications and unsafe files
(71 Disable
@ Enable

() Prompt

| zimrhima Araarsme and flae i;m 2. TED ARE
<« | ] b

*Takes effect after you restart Internet Explarer

Reset custom settings

Resetto: [ jedium-ow (default) »| | Reset.. |

MU LIRZRE

ALK 22 X2 DS CH22EE = ASLCL

1. Maintenance(SX| Z2]) > System Maintenance(A| 2™ |FX| Z2]) > A|ARS

MEfohn opy B2 B2 2Lt
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[XAELICE: cc, .pat, .zip, .7z, .txt, .log, .dblg, .cfg, .dat, .bat, jpg, jpeq, .png, .pem, .

p12, .cer, .bin, . mod & xml.

L0| FAS22 0|5 20= 03| 29 X|0f ZXLICH FXI&00 A= LULE =

=13
=

A
= T

o

1. Maintenance(X| Z2]) > System Maintenance(A| A" |FX| Z2]) > A|ARS

4. HAE|= Oigh §AH0A gels S &L,

= =l

ALK M S SFH2 2 MHE - ASLICH

NOTICE

TNz AN E Y2 57 + SIS

1. Maintenance(S-X| Z2]) > System Maintenance(A| 2™ |FX| Z2]) > A|ARS
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X

Ell
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#2|) > System Maintenance(AM 2

Maintenance(++X|

1.

K|S0 A KA E LIt

ol &

f

L|Cf. I
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o
o

=}
=

=
=

ol
ofl

L|Ct.

I
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X
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#2|) > System Maintenance(AM2

Maintenance(# 4|

1.

L Ct.
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455.9.2 AMAH= A7

OH
3n

Bl

ULIEO 2 DST(UH HOF AlZh= 0120 TAE/0] DST & 1 LoIA 14 AO|LICH Mhph 2 o}

=L 1 = O
AZtH|e] S& AlZH2 AIZF A|ZEE Lt SFF O] 1 1 Of4f = OfOF LLY.

off A28 AlZHE S8 EA 280HdA 2.

|0
)l
o

E A
S

—

mjo

2K eF BHE A| Zhe =at &

2At

o AlZICH A
1. 212 1 1t 0| Maintenance(-X| #2|) > System Maintenance(A| 28 |X| 2t2|)

> NARIS Mei 6l 0 A AR AZHES S2jgtcy,
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2 1 AAH A2
Current system time:

Time Zone Settings

* Select time zone:

DST:

Date and Time SEIIII']QS
Auto

NTP Server List

NTP server IF address:

NTP Server IP Address «

10 -  Total 1 record(s)

& Manual

*Date and Time:

Apply

2. 12! 2 9} Z+0| Select time zone 0| A{ A|ZICHS A EH

J& 2DSTAHE
Current system time:
Time Zone Settings

* Select time zone:
DST:
DST Type:
* Effective time:

*DST difference:

H# 12 HO]X|2] o7 H

(UTC +02:00) Harare, Pretoria

SFC9348A AFEA dHAM _v1.0.0.0

2016-06-02 12:25:43

Add Delete

2016-06-02 12:24:23

A EH

20156-06-02 12:26:04

(UTC +02:00) Harare,Pretoria
* Absolute

Timely

2016-12-09 10:24

00: 00 =

S8 gye,
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1
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njo
i
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I
|

MZ2 ZWet A[ZH0] EA[E LT

= M AIZHO O g El MMEE AZFELE10 2 =L 720 A2 HHE B2

AAg2 12 3 7 20| O OHEl XHAIS 7|52 HiZate 201X 2& HAIXIES
HA|BHLICE,
1% 3 3= Ho|x|

Confirm X

Changing the system time to the current
value will cancel timing. Continue?

]
=
>
ox
-

[ZHO] 'S &l CEAl A[Zf A|ZHECE 10 2 O] =A| =& BHELH

0

>
|>
o=
rlo
]

B 4 9 ZO| ZXIE FAI CHAl AR AKX & HAIXIS
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a8 4 230 - o|X|

i
0

Warning

Changing the system time to the current
value will cause the system to restart
immediately. Continue?
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a5

4.5.5.9.3 A|AH

=~
= Af
1. 22l 1 1} Z-0| Maintenance(S-X| #2|) > System Maintenance(AM 28 {X| 22|)
> Al A" ME 80 A A He e 2L
JdE 1 A|AE HE
*Device name: Swyitc A Restore Default Name
HTTP timeout interval (min): 20
Apply
H 12 AMAH "EE HO|X| o Of7fH+=E HHSIL|C}
H 1 A|AH "HHE 0fo|X] o Ofj7fH=
il al g
X ol& ZX| 0|52 LIEtdLC o]A2
o7 H=ALICt 7|2 0| &S 2 5t 7|2 &K
0|22 S/ = Y& UL
HTTP AlZh 220t ZHA(R) HTTP HZo| AlZh =1t 2tA S K| ettt

45594 X7|3}
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O O
=

2K B2RE S oA B2 200K S 282 S¥E + AL

NOTICE

£7|8H2 S22 AQIXOf A %S BE THO| ATHIE D SAY & geLich ey Bal 1P T4t

FRotED ALY S AEY 5 S HE A0S AFESHH £220K|2 2& AHH|0|AtPCE

—

13 1 1F Z+0] Maintenance(X| 2|) > System Maintenance(A|2® X &2|)

> A ARES MEf ot x7|35) Bg 22 ch

a8 1 =73

o It will take some time to restore factory settings.
Please wait and do not perform any operations on the switch. The web system will be unavailable afier factory setfings are restored. Use a serial cable to connect to the switch console
port and configure the switch again

Initialization Reset Boot Password

2. XI|3HE SELIL

=

w

HA|Z= C=t A0 A 2Hols S 3L

1. 218 1 1t 20| Maintenance(X| &2|) > System Maintenance(A| 28 |X| 2t2|)
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3. BA|L[E Ozt &AM =ols S =L T

4.5.5.9.5 MH|A Zt2|

o 24l MH|AS FERLCE

1. Z1& 1 1 Z0| Maintenance(X| &2|) > System Maintenance(AlAH |FX|

B2)) > AIAMS ME ST MH|A BE| Y2 SBLCE

— 1

2l -| | A |
a8 1 MH[2 22
o Telnet has security risks, so STelnet is recommended. After Telnet or STelnet is enabled, AAA authentication is used by default. Manage users on the administrator page
Telnet: [ o]
STelnet
SFTP

Apply

2. Telnet #EfE ON tE= OFF 2 AHghL|C},

w
A
o
mjo
mju
Ju
Of
k1

BA|E Ozt &At0|A 2elS E8510] Telnet MH|A S &332}

H| g gstetL| ct.

kR
rir

e STelnet A{H|AE S/ d gLt
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1. 212 1 1t Z0| Maintenance(X| &2|) > System Maintenance(A| 28 FX|

#a) > A[2"E S M= ot MH[A

]

2| &

mjo

2. STelnet #EfE ON == OFF 2 AL CH

3. HE= 2&otn BAIE st SA0IA &elS

« SFTP MH|A S At Lt

2|5t |__| |:|-‘

=

2510 STelnet MH|AE 43}

1. & 1 1F 20| Maintenance(X| £2|) > System Maintenance(AAH FX|

BE) > A|AHS Mef 31 M|

|>

el ©

mjo

2. SFTP AEHZ ON S OFF 2 4 gtLrt

3. H8

mjo

S2310 mAIE Cjs} ALRfO) A BHolg

235t ALt H| g detgtL o
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45596 QAR M

2 A

1. 22 1 1 20| Maintenance(fX| &2|) > System Maintenance(A| A& FX| Z2|)

—

Greeting:

Apply Freview

Greeting 2| 7t2 1~242 Xto| 2X+E QL L},

3. E HO[X[0|A QAAIRS D|2| E2{H 0|2 57| S SELIC.

=

4. M5 SE YU BEAR= Tt SAt0IA 2ol S 3L}

g

4.5.5.10 SNMP
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455101 89 1M

SNMP O 0| E = 2e2|&l= HX[2 OO|HE Z2 AW ALICE SNMP O 0| E & 22| |= ZX(0f CHE

kl

SEE A 223k, NMS 2| 2730 SEotn, #2| HoJEE NMS 2 2 LICE. NMS 7t SNMP £

r

Sl EXIE 22lst7] Tof ZXI0|A SNMP O O] EE 2-dstot HE ot SNMP H{7TH S 4 EfSH OF

H A|AE2 SNMPv1, SNMPv2c X SNMPv3 2 X[ StL|CH & X2t NMS & & 2sF SNMP HZ
AtE3H{OF ThL|Ct,

(10 NOTE

OI-
HJ°J

X|7F CHE SNMP HTH S Ad5t= o2f NMS o2l 22| 5= B ZX7t O|2{et NMS 2f S

UL E FX0| 2= SNMP HE S 47FH{0f g LT}

H 1 SNMP A2 AlLIZ|2

Y A8 AlLt|e
SNMPy1 HED} Chastn ot 27 AR $e A7E HEYD EE YA YEYD % 272 7Y
HE9Se 20| Hot U YOl 248 27D LEYT0| HEB 4+ YBLICH

SNMPv2c  EOF 2T ARIO| K7{LE HOI0] QACHRIBH A AT} LIS B0 T HHT B 4 s

SUY HEAIN 8 + US|

SNMPv3 Chet 2ol HERS, S5 EoF @7 Aro| 243t SQlE HESI Ha(XT 22| £
AE HELHIAN MY + AFLILEL S S0, SNMPv3 = NMS et 22| T4 FX| 2te

2
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1. 212 1 1t Z0| Maintenance(X| &2|) > System Maintenance(A| 28 |X| 2t2])

2 MEHS o 1AM EHS = a|st
> SNMP & MEiSI D MY 3/d B2 SEetL|C]
2 A
ag1 389 4
SNMP agent (D
* SNMP version: Vi v2e 3 Z;::;:chzr?uepssde @ o ]
Local engine ID:
Device position: nanjing
Contact R&D Beijing, Huawei Technologies Co., Ltd.
Apply

ol

2= ™Y HE oS Lo

B2 MY 74 oA

O 74 2 5= M

SNMP O 0| E SNMP 00| E 7|58 Ed3teX| o2& XLt

SNMP HH SNMP H{& 2 X|’ggfL|ct

X7t EA 92 IEE gWLc KM HE 2F FEE NMS Z B 4= Q=X o|RE
Xggct

2Z AT D 27 SNMP QE|E[S| AT ID E BEAIGLICE

D
of of7f= 78 = QlELICh
RN KR RIXE XFeHLt.

AEtSiCt A 22| AN YEE XFLLo
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455.10.2 AR L E|l/AE &<

2 A

AR E BHE7|

1. & 1 1F 20| Maintenance(X| #2|) > System Maintenance(AAH |FX| 2t2])

> SNMP £ & 5111 A7 LE|/OE Bl ©

mjo

S23tLc

a1 178 E/1E Bel

“r Community (For SNMPv1 and SNMPv2c)

Create Delete Refresh MIB View - fel
Community Name = Actess Mode = MIB View = ACL Number «
No data.
<l Group (For SNMPV3)
Create Delete Refresh Group Name A 0
Group Name = Security Level « ACL =
No data.

<l User (For SNMPv3)

- o

Create Delete Refresh User Name

User Name = Security Level « ACL = Group Name = Authentication Protocol « Encryption Protocol =

No data.

2. FFLIE|(SNMPv1 % SNMPv2c &) S0 TS7| £ 25 L HCE 5 2 2f

Z0| Create Community Ciat 2 X7F TA|EL|CE
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a3 2 HrHE =7

Create Community b4
*Community name: |
*Access mode; - Select - -
MIB View: Wiew Default -
ACL number: -Mone - bd
0K Cancel
H 12 Ozt Ate| o7 HE A H S|t

# 1 7{FLE| Of7HH=

o7t oy
HARLIE 02 ARLIE 0128 X FFLIC
Aux BE HRLIE| O[S0 chel XIFE MIB |0 Thet A
R F B

97l Mg

917]-447]
MIB 57| HRLIE| 0|50 A2 4+ YU MIB 27|18 XIFELITH
ACL ¥z HRLE| 0|21 AX|SHE ACL M= S AHBLC

3. D75 2 8L

« HELIE| AR
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2.

SFC9348A AFEAF A HA _v1.0.0.0

12! 1 1t 40| Maintenance(®X| #z2|) > System Maintenance(A 28 §X| #2|)

OF

> SNMP & 4% ot HRLIE/1S B3| 82 S2YLict

1z
=
mot
N
Jo
r
m
i
rx
47
Of
=
1z
=
i

£ 29 gUh A[LJM HRLIE 4H 625

ok

oS S L L

J

LIE[ & YO O|E

13 1 1 Z+0] Maintenance(X| 2|) > System Maintenance(A|2® 2 X| &2|)

> SNMP £ A% o} 1 ARLIE/1E B2 92 2By,

I
s

|CF.

13 1 1F Z+0] Maintenance(X| 2|) > System Maintenance(A|2® 2 X| &a|)

-

> SNMP £ & 5t A7 LE|/OQE BE| ¥S YL

AE(SNMPv3 2| 32) SH0A H=7| E S LCL OE 3 1F

20| Create Group Ci2t 2 X7F HA[EL|CE
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Create Group

*Group Name: N

* Security Level: Mo-auth & no-encrypt

ACL:

Ok Cancel

2 = Uizt gAte| oS AYeL(Ct.

Fl

B2 15 O0j7fH=s

O 74 = 4= L
g 05 £ 0|52 X|FEguct
ot gjid SNMP T&2| Hot =& & XLt
ACL JED YX|SHE ACL HSE X|™HEL Ct
g 28 St O3t A XFO A ACL 2 MEdStL|CE
= AKX

L4 = T o

1. & 1 1 Z0| Maintenance(fX| 2|) > System Maintenance(A| 2% FX| 2t2])
> SNMP £ M& 510 HRLE|/OE #e2l ¥S S2otLct

2. & O|F= 28010l & 578 HO|X|of HMABLICE & 2 = HO[X[Q] o7 HS
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2. MAg AES dEstn AX £ 28 YLCE AL I8S AMEX IFE

« 15§ YH0|E

1. & 1 1 Z0| Maintenance(X| #2|) > System Maintenance(AAH |FX| 2t2])

> SNMP £ & 5t A7 LE|//OQE BE| ¥S YL

2. JE(SNMPv3 o Z?) FG0|A M2 nHS S=LICL

1. & 1 1 20| Maintenance(fX| B2|) > System Maintenance(A| 2% {X| 2t2])

> SNMP £ 48 5t H 7L E|/QE Ba| ¥s SHYLCH

2. AF8XHSNMPv3 2| 42) QoA 2HE7| E S=IerL|CE 18 4 2F

Z0| Create User Lzt A XAH7F HEA|E L|CE
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J3 4 MEX 4

Create User
*Jser Mame:
= Security Level: Auth & encrypt
Authentication protocol: SHA

*Authentication passwaord:

*Confirm authentication
password:

Encryption protocol: 3DES

*Encryption password:

*Confirm encryption
password:

ACL:

*GEroup Mame: - Select-

OK Cancel
H 3 2 izt MAte| ojrfH-E dHStL|Ct,
H 3 AMEAH Of7f H==
Of 7 & == g
AL X} O|E A8 X} 0|52 R C
HOb gt AHEXEQ| HOE =F 2 X|™TtL T}
Pz mzEZR o=z Z2ESS SHA £= MD5 2 METHL|CH

n

= SHA
HQF =ZF 0| Auth & no-encrypt f£= Auth &

=
—_
encrypt 2 3 Z202 ALY &+ ASLICL

H

=
=
o] Dj7iH4= HOt =& O] Auth & no-encrypt £+ Auth &
A Al

encrypt £ 2 E 202 AABY &= ASLICL


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0207_r10.html?ft=0&fe=10&hib=4.3.8.1.15.2&id=EN-US_TASK_0238348105#EN-US_TASK_0238348105__en-us_task_0177126324_table_4

=
I~
<
S
3
go
T
3
olo
3

<
[e0]
<
on
()]
O
L
wm

3 &l &l X
= = 5
£ _LL_A oF oF oF
< o 0 0 0 .
1l g o o m $
=] 4 %0 %0 0 "
5 |DI M P P X =r
ST o H H H =
g i o ol o o
- Y | ol ol g3
S < ol ol of 7 <
Bwm & oo & R X
o T Ko T Ko Klo K g
S = ] ol oI ol ol i =0
T s s © 0= .5 o
) =) e} K T Tl o
Hmu x_.h O_l wh _A_.h _.____._._ _A_.h 0 x_"_ 1 =
A S <+ 2 <k 9
ol < ® a - . 1of ol < o
W em gldT ®ET dET oy B
- ] T - T ol T .
w Mg owog Moo Mo @ M
of a1 U W M8 o3 w o R
B oy Mk & o o % G
OB H B g B @B g
-5 = —_ = _ o = o = i Tl
o B W oo, X oW K X ol o X U K ﬂ_ﬁ
=5 HESTw hSg HEx ®
1] ol & & 3l m» © X < © X< ol & X < oju
<
Tl
= ol
_uDW 5! wr
- of il of of
K of I FI 5l
oo il H all il
= + o Hl T e
n Bl o o7 o o
S B B i S
H = ol ol ol ol A

£

pru
—

=X

[=]
101X 2

10

Edl

o

—

3

s

L|Ct.

k

-
o
=

b

t2]) > System Maintenance(A 2

—

SNMP & 0|52 X|FerLct
2
FLICE AFE XL O]
312

P AHRLEl/2

pske)
o

E

A
MEXL O|ES 2 E0I0] AHEAL 78 H|O|X|off KA~

21211 0 20| Maintenance(S-X|
> SNMP £
of7fH~E A YL CF

ag ol
3. OIS E 5

2.

1.

o AFE A} 5


http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0207_r10.html?ft=0&fe=10&hib=4.3.8.1.15.2&id=EN-US_TASK_0238348105#EN-US_TASK_0238348105__en-us_task_0177126324_image-0e0061-1
http://localhost:7890/pages/AEI02128/04/AEI02128/04/resources/dc/dc_s_web_0e0207_r10.html?ft=0&fe=10&hib=4.3.8.1.15.2&id=EN-US_TASK_0238348105#EN-US_TASK_0238348105__en-us_task_0177126324_table_4

SFC9348A AFEA dHAM _v1.0.0.0

o ALE XA A

1. 2 1 1t 20| Maintenance(X| &2|) > System Maintenance(A| 28 {X| 2t2|)
> SNMP £ M 5t HRLE|/OE #e2| B2 2Lt

2. MHE AEAE MEStD AX & 2 E YLICL AN ALEAE AMEX| o 2

i

« AFEAF YL YHIOIE

1. & 1 1 Z0| Maintenance(X| #2|) > System Maintenance(AAH |FX| 2t2])

> SNMP £ & 5t A7 LE|//OQE BE| ¥S YL

2. AEXHSNMPv3 2| 42) G0 Mz 1S SEELCH

4.5.5.10.3 MIB £ 7]

A

«MIB E7| Ot=7|

1. 218 1 1t 20| Maintenance(X| #2|) > System Maintenance(A| 28 |X| 2t2|)
> SNMP £ MEi 5t MIB B7| &8 Sa/gtL|ct.
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a2 1 MIB £7| I 0| X|

MIB View

Create Delete Display View Rule Refresh View Name o
View Name «

ViewDefault

10 Total record(s): 1 D

View Rule

2. MIB 27| G40 2HE7|E SletL|Ct 112 2 9F 20| Create View Rule Cii 3}
MR BAEL|CH

a8 2 27 & 27

Create View Rule

+View name |

*Rule Exclude Include

*MIB sub-tree name: [+

Rule MIB Sub-tree Name/OID X

No data

oK Cancel

oi7HsH = 4%

g7 0|2 MIB E7|9] 0|52 X|™gtL|LCt.

%] MIB 3t2| E2|0|M MIB 27|2| Hehs XL Ch

MIB &t9| EZ| 0|2 MIB &t9| E2|9| OID & X[ FgLICt 0] OID = &l
E2|2| OID(O]: 1.4.5.3.1) EE= O|E(0f|: A|AENY 2=
UELICH

(1] NOTE

GlolE HAEE 2opsteie @2 22istL|ch of2| Go|E YAES o1 4+
AL LICL CIO|H HREES MFsta{® sliT RS Mestn X g S2shLc
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«MIB E7| =7

1. & 1 1t Z0| Maintenance(®X| &2l) > System Maintenance(A| A& FX|

#al) > SNMP £ M& st MIB 7| &g SastLct.

g

2. MIB E7| =78 || X| of AMASI2{H MIB 27| 0|55 2 StA|2.

=

HH
rlo

H| O X| 2| Of 71 =~

i

2L

3. FEOifEisE S EYLILEL B 0| § 2 8% =+ §lELCh

« MIB 27| 4K

1. 212 1 1t Z0| Maintenance(X| #2|) > System Maintenance(A| A8 |} X|

#2]) > SNMP £ & 5t 1 MIB 27| B2 S =g LT
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1. 213 1 1t Z0| Maintenance(X| &2|) > System Maintenance(A| 28 FX|

#2]) > SNMP £ ME 5t MIB B7| 2 S2/otL|Ct

< 57| 715 hlole

1. 8 1 1 20| Maintenance(X| #2|) > System Maintenance(A|AH FX|

#al) > SNMP £ MEt 5l MIB E7] S 22lgtLCt

2. MIB 27| ZH0|A M2 1H 2 S|t
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O O
=

(1) NOTE
O] 10| X|= SNMP A7d 2| SNMP Of|O|HE MEi 7t ON 22 H7JE Z20|Tt Al LT}

E¥2 HESHT 27 E 2 XofA Z2|7] 2o 22| =l= SXIHA NMS =2 Eli= &

D AR LICE 22| 5| = XM EFE 4% £ NMS = SEY 227t Sl LT

ot

-

21 1F 20| 7A] BE| > M AR {FX| 22 > SNMP S 18 5t0 ERM 4 ©S

SEELIL

A
=7 4%

M
om

Trap Setting

8

SNMP Trap

TTL of trap messages (s): Length ofthe trap
message queue

Trap Source Interface x
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Easy Operation & I P
SFCO348A Monitoring Configuration Diagnosis Maintenance
@ System Maintenance SletiD: 0 v Export Current Info Export All Info
License Field Descriplion
BoardType SFCI348A
Reboot
BarCade 102246640600
Upgrade
ltem 02353AJU-003
Web File Management
Description Assembling Components, SFC3348A SFCI34BACN, SFC348A (44°GE SFP ports 4*10GE SFP+ ports, 6*40GE QSFP ports,with...
Patch Manufactured 20220422
Plug-in Management VendorName Soltech
Log IssueNumber 00
Alarm & Event CLEICade [} 4
BOM
Administrator
Model SFCY348A
System
SNMP

Electronic Label
Signature DB

@ AP Maintenance

# 12 Ho[X|e] oj7fH~S 2 FeLCH.
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m U2+

B 493
System-view Td 2EEZ MY
sysname Soltech AH” Ol E 27
telnet server enable U My 2d3t
telnet server-source all-interface 2l HMAF foH 2= AHEO|A
http server-source all-interface http HMA2E flot 2= 2= IHEO|A
pnp-button mode reset-system HEH A EN FEE 2| Mot= 7152 83t
aaa aaa T8 REE S0{ZLLCL
local-user admin password admin123 24 AEA A S E AET L (R2 2R X §a)

24 AEA U A2 E P45t HYHS E
local-user admini23 password irreversible-cipher SHAl(hash)2HAl© 2 B3t XAHSHLICE (25210)
abcd@123

8~128 2%}
local-user admin privilege level 15 ZE|Rte| 2 AREA Hoks gL T
local-user admin service-type telnet terminal ssh |22 ALEX} MH|A BNA FHE SIS LIC
http
undo local-user admin123 Ar&XAF AEE XIELICH
quit AAA T ZEOA LEZLICH
interface Vlanif1 VLAN QIHIO|A 1 REZ SO{ZfL|C}
ip address 192.168.0.1 255.255.255.0 IPF4 R MEU OIAFE PP
stelnet server enable SSH(Stelnet) MH & &datetL|Ct
ssh user admin SSH Of| Ciok AFE X} O| &2 LIt
ssh user admin authentication-type password SSH ALEXLO| CHet 915 RS gL
ssh user admin service-type all SSH AL A0 CHot MH|A RES F-dT LT
ssh server-source all-interface SSH HMAE ot & QIHI|O|AE /et Ct
user-interface con 0 =% 2Hmo|A Y BRE TY
authentication-mode aaa 250 CHt 215 ZEE AAAE T LT
user-interface vty 0 4 7t OIE{H| O] A(Telnet/SSH) T+8 2E
authentication-mode aaa VTY Ol CHot 915 HEE AAA E Fd-L T
user privilege level 15 protocol inbound all QIHER E VTY M| A0 CHSE Aot =& S T ct
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System-view
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Interface view

MEgoteH HES

AFEXZE FX[O 2QI5HH AFE2X E7|2
=07t OHg ZETETJF BA[ELCL

<Soltech>

system-view BHES HES T ALEX}

HI|0M Enter 7| & FELICH A|A" E7|7t

HA|ELICE
<Soltech> system-view

Enter system view, return user view with Ctrl+Z.
[Soltech]

interface A S d&stD QAHHO|A FH &
HMS S X't QAHMO|A 2|2 SO{ZL(C}
[Soltech] interface gigabitethernet X/Y/Z
[Soltech-GigabitEthernetX/Y/Z]

X/Y/Z & XI°83H0f St= AEHHO0[A2 =5
LtEHALICE A4 1D/7tE
Mo A YLIC

GigabitEthernet QIE{H| 0| A7} O 2 AHEE LTt
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Yy ek
User authentication

Username: admin

Password: admin123 7| M™EL;
<Soltech> oxe

<Soltech> system-view

H2|XtEE <Soltech>0|A 7+ 2 E [Soltech]2

=0 ch

[Soltech] interface GigabitEthernet 1/0/1

=2y AHIOo|A 9 ZEZ SO{LL L

[Soltech-GigabitEthernet0/0/1] description 7est

I8 1| 0| ~0f CHot O & LICE

[Soltech-GigabitEthernet0/0/1] shutdown

s
I I 0|~ H|Z- gttt

o
=
o
>

o B £ g3ttt 2= AHEO|A =
Soltech-GigabitEthernet0/0/1] no shutdown MO 2 BastE o] A5 LT
Soltech-GigabitEthernet0/0/1] quit QIELolA REE ZSETLICE

[Soltech]vlan batch 2

VLAN 2 THE7|

[Soltech]vlan batch 3 to 4

VLAN 3~4 MM

[Soltech-GigabitEthernet0/0/1] port link-type

access

oUW QIEH|O| A= KM~ ClEHO|AZ &L L

[Soltech-GigabitEthernet0/0/1] port default vlan

vian-id

SIE{ | 0| ~0f CHo{ 7|2 VLAN O] 7+ & Lt

[Soltech-GigabitEthernet0/0/1] quit

CIE oA HEE SEELCH

[Soltech] interface GigabitEthernet0/0/3

=28 HIO|A 1 REZ SO{ZLILY.

[Soltech-GigabitEthernet0/0/3] port link-type trunk

oYl eIHmo|~= EFA QHH 0|22 F-E L L

[Soltech-GigabitEthernet0/0/3] display this

O| 2IE{I|o| A0 E|AEH 0] 714

[Soltech-GigabitEthernet0/0/3] port trunk pvid

vlan vlan-id

7|2 VLAN 2 EZE3 QIEL|0| A0 CHaH
T ELICH(ME At

[Soltech-GigabitEthernet0/0/3] quit

[Soltech]interface Eth-Trunk 1

Link Aggregation & -4

[Soltech-Eth-Trunk1]quit

[Soltech]interface GigabitEthernet 0/0/1

GigabitEthernet 0/0/1 %I Q)

[Soltech-GigabitEthernet0/0/1]eth-trunk 1 mode

active

Eth-trunk 1 Off Active ZEZ &AH

[Soltech-GigabitEthernet0/0/1]quit

[Soltech]interface GigabitEthernet 0/0/2

GigabitEthernet 0/0/2 T ¢
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[Soltech-GigabitEthernet0/0/2]eth-trunk 1 mode

active

Eth-trunk 1 O Active ZEZ2 AN

[Soltech-GigabitEthernet0/0/2]quit

[Soltech] display Eth-Trunk 1

Eth-trunk 1 &FEN EA|

m 13 QIHHO|A ¥H 2tPE & NTP 73

CE

L

<Soltech> system-view

[Soltech] interface vlanif vian-id

VLANIF QI E{I{|O| A E 7|7} EA|E L|CH

[Soltech-Vlanif2] description description

(M= Argh 8% %71

[Soltech-Vlanif2] ip address jp-address { mask |
mask-length } [ sub ]

VLANIF QIE{IH|O| AT} 200 3 HZEE FRHSIES IP
FA7F Y E LT

Zf VLANIF QIE I O| A& SHLES| 7|2 IP A2 X|CH
31708 EXGHY 7|1HE Z8h) IP FAR e

USLICH(sub 7|HE AHE)

[Soltech-Vlanif2] quit

[Soltech] ip route-static 0.0.0.0 0.0.0.0 x.x.x.x

AOIEQI0] FAE FdeLith

[Soltech] ntp-service refclock-master

[Soltech] undo ntp-service server disable

KM RAKN)E NTP OFAE 28522 X|FLIL
z

NTP MH & 2-gstafL|C}.

[Soltech] quit T8 2 E(system-view)O|A] LhZLILCE,
<Soltech> display current-configuration N 2EFQ FEYEE BAIRLC
<Soltech> display version O| 42 ZE|At REO|IM HE S HAIGLICH
<Soltech> dis ntp status NTP &EHE BEA|TL|CE

<Soltech> display interface brief =C|d ZE JYEHE BAZ UL

<Soltech> display local-user AN FEEO A= AER HEE BAIZLICL

<Soltech> dis interface vian-id M2 E HA|gFL|CT.
<Soltech> dis interface vian-id vian-id M2 E HA|gFL|CT.

<Soltech> dis interface Vlanif

2f0[0f 3 QBT 0|20 IP EE S L

<Soltech>display ip route

<Soltech> Save

Y X

<Soltech> quit

I X2 EOM 20HR ThLCt,
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